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A Novel Approach for RSA-based Certificateless
Signature Scheme

Nishant Doshi

Abstract—In the conventional signature scheme, the sender will sign the message and send it to the receiver, who is verify based on
the certificate of the sender (provided by trusted third party prior to communication). However, this lead to a certificate management
problem as third party need to maintain all certificates and if there are many third parties (hierarchical). The solution to this problem lead
to a certificateless signature scheme in which receiver only requires ID (unique identity) of the sender. The approaches in literatures are
based on the bilinear map. However, the time for pairing is more as that of the exponent operation of the RSA (Public Key Cryptography)
scheme. Recently, Zhang et al, proposed the RSA-based certificateless scheme. We show that this scheme is insecure and proposed
the scheme that overcomes the attack on Zhang et al’s scheme.

Index Terms—Certificateless Signature,Cryptanalysis, RSA, Discrete Log Problem.
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1 INTRODUCTION

IN a conventional Public Key Cryptosystem (PKC), the
secret key of the user is an arbitrary string. To bind a

relation between the arbitrary string and identity of user,
the central authority (CA aka. Key Generation Center)
issues the digital certificate. Therefore, it requires a huge
effort for CA to generate and manage the certificates
[1]. Thus in [2], the authors firstly proposes the concept
of Identity Based Cryptography (IBC), in which the
ID (unique identity like SSN, email id, name etc.)of
user become the public key and based on that CA will
generate the private key and give it to the user.

In IBC, CA can generate the secret key for any ID
that lead to a key-escrow problem. Therefore in [3],
the authors firstly propose the concept of certificateless
public key cryptography (CL-PKC) to remove the key-
escrow problem. In certificateless cryptography, the CA
generates the partial private key while the remaining
is generated by user. Since the CL-PKC is introduced,
many certificateless signature and encryption schemes
were proposed.

In [3], the authors firstly proposes the concrete con-
struction of the CL-PKC. Thereafter many schemes pro-
posed in literature to improve upon security, efficient etc.
[4-13]. However, all of these schemes use the assump-
tions related to bilinear pairing.

The implementation of the pairing is much harder as
that of exponent operations in RSA group. Even many
companies use the RSA for decades. Therefore in [14]
the authors propose the concept of RSA based CL-PKC
that was enhanced by [15-16] subsequently.

1.1 Our Contribution

In [16], the authors claimed that their protocol is secure
against adversary attack-I and attack-II. But in this paper
we have shown that their scheme is vulnerable to Attack-

I and thereafter we have proposed the new scheme that
is secure against both attacks.

1.2 Organization of the paper
In section 2, we have given the definitions for complexity
hardness as well as the construction for the CL-PKC
scheme. In section 3, we have reviewed the scheme of
[16] whereas in section 4 we have given the cryptanalysis
of it. In section 5, we have given the proposed scheme.
Conclusion and future work are given in section 6.
References are at the end.

2 PRELIMINARIES

2.1 Complexity assumptions [16]
Definition 1: (The RSA problem). Let N = pq like RSA-
based modulus, where p and q are large prime numbers.
ZN be the set of positive elements of order N. Let G be
a cyclic group of order N. Given (n, e) and z ∈ G, the
RSA problem is to find u ∈ ZN such that z = ue.
Definition 2: (Discrete Logarithm Problem). Given g ∈
G, y∈RZN the discrete logarithm problem is to find x
such that y = gxmod N .

2.2 Certificateless (CL) Signature scheme
The certificateless signature scheme consists of the fol-
lowing seven polynomial time algorithms.
Setup: It is run Central Authority (CA), to generate the
master public key (MPK) and master secret key (MSK)
for the system based on the security parameter.
Partial-Private-Key-Extraction (MPK,MSK,ID): Based on
the MPK, MSk and ID ∈ {0, 1}∗, CA generates the
partial private key dID and give it to user over secure
channel.
Set-Secret-Value (MPK,ID): This is run by user. Based on
MPK and ID, this algorithm outputs secret parameters
XID, GID.
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Set-Private-Key (XID, GID,MPK, dID): This is run by
user. Based on the XID, GID,MPK, dID the algorithm
returns signing key SKID.
Set-Public-Key (XID, GID,MPK, dID): This is run by
user. Based on the XID, GID,MP??, dID the algorithm
returns public key PKID.
CL-Sign (SKID, ID,M,MPK): This is run by user
(Sender). Based on secret key, ID, public parameters, the
algorithm gives the signature δ on the message M.
CL-Verify (MPK, δ,M, ID): Base on the signature, the
user (Verifier) can verify the message and do ACCEPT
or REJECT.

3 REVIEW OF ZHANG ET AL. [16]’S SCHEME

Setup: Based on security parameter γ, the CA generates
RSA parameteres as follows
• It generates two large random numbers p and
q. compute N = pq. Generates e such that
gcd(e, φ(N)) = 1, where φ(N) is the Euler’s totient
function.

• Computes d such that ed = 1 mod ?(N).
• Selects two cryptographic hash functions H0 :

{0, 1}∗ → ZN and H : Z4
N × {0, 1}

∗ → {0, 1}l, where
l is based on security parameter.

• It sets MSK = {d} and MPK = {N, e,H0, H}
Partial-Key-Extract: Based on ID, CA computers dID =

H0(ID)
MSK

= H0(ID)
d and send it to user securely.

Set-Secret-Value: User selects XID and set as secret
value.
Set-Private-Key: The users sets SKID = {dID, XID}.
Set-public-Key: The user publishes his public key
PKID = H0(ID)

XID mod N .
Sign: The user follow the step as follow.
• It selects r1, r2∈RZN . Compute R1 =
H0(ID)

r1 mod N , R2 = H0(ID)
r2 mod N .

• It computes h = H(R1, R2, ID, PKID,M), u1 =

dr1−hID = H0(ID)
d (r1−h) mod N and u2 = r2−XIDh.

• It gives δ = {u1, u2, h} as signature for message M .
Verify: The verifier computes the step as follow
• It computes R′1 = ue1H0(ID)

h
mod N and R′2 =

H0(ID)
u2PKh

ID mod N.
• It checks whether, h and H(R′1, R

′
2, ID, PKID,M).

If they are equal then signature or otherwise rejects
it.

4 CRYPTANALYSIS OF ZHANG ET AL. [16]’S
SCHEME

There are two types of adversary [17] considered for the
certificateless signature scheme. They are known as type
1 adversary and type 2 adversary.
• In type 1 adversary, the adversary is modeled as an

outsider that can replace the public id of user with
value he wishes. However, he does not have access
to secret values.

• In type 2 adversary, the adversary has access to CA’s
master key ( that generates partial secret key f user).

But the adversary cannot change the public key of
the user.

In [16], the authors claims that their scheme is resist
against both type of adversary. However we show that,
the scheme is vulnerable against the type 1 adversary
attack as follow.

• Let A be the type 1 adversary that replaces the
public id of user as PK ′ID = H0(ID)

X′ID mod N ,
where X ′ID is select by adversary.

• A generates r1, r2∈RZN and computes the R1 =
H0(ID)

r1 mod N,R2 = H0(ID)
r2 mod N .

• A computes h = H(R1, R2, ID, PK
′
ID,M) and

check if r1−h is divisible by e or not. If not divisible
then repeat step 2 and 3.

• Assume that r1−h is divisible by e and thus we can
write r1 − h = eb, where b ∈ ZN .

• A computes u1 = H0(ID)
b
mod N and u2 = r2 −

X ′IDh .
• The signature δ = {u1, u2, h} is valid signature on a
M as follow,

H

(
R
′
1, R
′
2, ID, PK

′
ID,M

)
=H(u

e
1H0(ID)

h
mod N,H0(ID)

u2
(
PK
′
ID

)h
mod N, ID, PK

′
ID,M)

=H

((
H0(ID)

b
)e

H0(ID)
h

mod N,H0(ID)
r2−X

′
ID

h
(
PK
′
ID

)h
mod N, ID, PK

′
ID,M

)
=H

(
H0(ID)

be
H0(ID)

h
mod N,H0(ID)

r2−X
′
ID

h
(
PK
′
ID

)h
mod N, ID, PK

′
ID,M

)
=H

(
H0(ID)

r1−h
H0(ID)

h
mod N,H0(ID)

r2−X
′
ID

h
(
PK
′
ID

)h
mod N, ID, PK

′
ID,M

)

=H

(
H0(ID)

r1 mod N,H0(ID)
r2−X

′
ID

h

(
H0(ID)

X
′
ID

)h

mod N, ID, PK
′
ID,M

)

=H

(
H0(ID)

r1 mod N,H0(ID)
r2 mod N, ID, PK

′
ID,M

)
=h

Let us assume that r1 is a random number. Same way we
can assume that h can also be treated random number.
Thus A will get success with probability 1/e for every
r1. Now for a minimum value of e = 3, this probability
holds with every 3rd value of r1 get succeed. As per the
NIST standard as well other security standard for RSA,
the public exponent for practical purpose is between 3 to
65537 [18-21]. Therefore, even with large public exponent
value, A can break in polynomial time.

5 THE PROPOSED SCHEME

Here we assume that every user has one identity called
GID along with ID. ID will be available publicly while
GID is only known to the user itself.
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5.1 Setup
Based on security parameter γ, the CA generates RSA
parameters as follows
• It generates two large random numbers p and
q. Compute N = pq. Generates e such that
gcd (e, φ(N)) =1, where φ(N) is the Euler’s totient
function.

• Computes d such that ed = 1 mod φ(N).
• Selects two cryptographic hash functions H0 :

{0, 1}∗ → ZN and H : Z4
N × {0, 1}

∗ → {0, 1}l, where
l is based on the security parameter.

• It sets MSK = {d} and MPK= {N, e,H0, H}

5.2 Partial-Key-Extract
Based on ID, CA computers dID = H0(ID)

MSK
=

H0(ID)
d
mod N and send it to user securely.

5.3 Set-Secret-Value
User selects XID and set as secret value.

5.4 Set-Private-Key
The user publishes his public key PKID =

{H0(ID)
XID mod N,H0(ID)

GID
mod N}.

5.5 Sign
• It selects r1, r2∈RZN .
• Compute R1=X

e
IDH0(ID)

r1 mod N ,

R2=H0(ID)
GID+2r2 mod N .

• It computes h=H(R1, R2, ID, PKID,M),
u1=XIDd

r1−(GID+h)
ID mod N and

u2= (GID+r2−XIDh) mod N .
• It gives δ = {u1, u2, h} as signature for message M .

5.6 Verify
The verifier computes the step as follow
• It computes R′1 = ue1H0(ID)

h
mod N and R′2 =

H0(ID)
u2PKh

ID mod N.
• It checks whether, h and H(R′1, R

′
2, ID, PKID,M).

If they are equal then accept the signature otherwise
rejects it.

5.7 Correctness
It is easy to show that the proposed certificateless scheme
is correct as follows
H(R1,R2, ID, PKID,M)

• =H(ue1H0(ID)
h
H0(ID)

GID
mod N,

H0(ID)
u2(PKID)

h
mod N, ID, PKID,M)

• =H((XIDd
r1−(GID+h)
ID )

e
H0(ID)

GID+h
mod N,

H0(ID)
GID+r2−XIDh

(PKID)
h
mod N, ID, PKID,M)

• =H(Xe
ID( d

r1−(GID+h)
ID )

e
H0(ID)

GID+h
mod N,

H0(ID)
GID+r2−XIDh

(PKID)
h
mod N, ID, PKID,M)

• =H(Xe
IDH0(ID)

r1−(GID+h)
H0(ID)

GID+h
mod N,

H0(ID)
GID+r2−XIDh

(PKID)
h
mod N, ID, PKID,M)

• =H(Xe
IDH0(ID)

r1 mod N,

H0(ID)
GID+r2−XIDh

(H0(ID)
XID)

h
mod N, ID, PKID,M)

• =H(Xe
IDH0(ID)

r1 mod N,

H0(ID)
GID+r2 mod N, ID, PKID,M)

• =h

As one can see that, we have randomized the u1 term
by multiplying it with Xe

ID. As attacker has no idea of
the value of the GID, he cannot able to generate the u2
term for the random r2 and X ′ID.

6 SECURITY PROOF
Theorem 1: In the random oracle model, if a type I
adversary AI has advantage ε against proposed scheme
in time T and ask qH0

and qH queries to random oracles
H0 and H , qs signature queries, qppk partial private key
queries, and qp private key extract queries, qGID queries
to the random oracle, then there exists an algorithm B
that solves the RSA problem with advantage

ε >
(qs + 1)(qs + qH0)ε

2lqH T (qppk + qp + qs + qGID)

Theorem 2: In the random oracle model, if a type II
adversary AII has advantage ? against proposed scheme
in time T and ask qH0 and qH queries to random oracles
H0 and H , qs signature queries, qppk partial private key
queries, and qp private key extract queries, qGID queries
to the random oracle, then there exists an algorithm B
that can make use of AII to solve the DLP (Discrete
Logarithm Problem).

7 CONCLUSION
In this paper, we have given the attack on the scheme
of Zhang et al. Thereafter we have proposed the scheme
to overcome this attack. One can extend the proposed
scheme for the standard model and give rigorous proof
based on better mathematical assumptions.
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