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Environments Using Elliptic Curve Cryptography
Nishant Doshi

Abstract—In the three party authentication key exchange
(3PAKE) protocol, more than two parties can communicate and
set up common shared secret key using the server. Recently,
Tan et al. proposed an enhanced 3PAKE scheme based on
elliptic curve cryptography (ECC) to minimize the operations and
make compatible for mobile commerce environments. However,
Nose showed the scheme of Tan et al. is susceptible to the
impersonation attack and the man-in-middle attack. However, in
this paper we have shown that Tan et al. protocol is susceptible to
the known session-specific temporary information attack and the
clock synchronization attack too. Afterwards, we have proposed
the protocol that withstands against the above mentioned attacks.
In addition, our proposed approach is based on the hash function
in place of the encryption/decryption function that was used in
Tan et al. scheme.

Index Terms—Cryptography, 3PAKE, authentication, key ex-
change, elliptic curve cryptography

I. INTRODUCTION

IN this digital era, the communication network can become
handy using many digital devices and social networking.

However the channel that will be used by this can be eaves-
dropped (by the attacker) so the messages can be modified
and harm the end users. Even the attacker can impersonate
like some user to another user and do the harmful activity.
Therefore, user authentication is an important issue for the
security in various e-commerce applications like [4-5]. In order
to achieve this, in [1], the authors have firstly proposed the
concept of two party authentication key exchange protocol in
which two parties will communicate and share a common
session/ephemeral key (after authentication each one), that
will be used for the future communication. After that there
are many techniques [2-3, 6-14, 30] proposed in literature to
improve upon the basic 2PAKE scheme of [1].

In a multi-party communication, where there are more than
two parties who wants to set-up a common session key, the
2PAKE protocol fails. Because, by applying the notion of the
2PAKE protocol to multiparty, each pair of party requires to
set up a session key so that the number of keys increased
with more parties and so thus the communication overhead
is also increased too. This will lead to a 3PAKE protocol in
which more than two parties can communicate efficiently [32].
The desirable attributes of the schemes require to be known
key security, forward secrecy, key compromise impersonation,
unknown key share and key control [27,31].

The 3PAKE protocols can be divided in two categories
i.e. password based and non-password based. In the password

based [15-20] approach, each participating party share a pass-
word with trusted server and that also used for authentication,
thus eliminating the storing of multiple password at the each
user side. In non-password based approach [21-24], each party
can use the known symmetric key cryptosystems like AES,
DES etc. and at the end this lead to a high computation cost.
One can also classify the 3PAKE schemes using sever based
approaches i.e. server based and non-server based. On the
server based approach two or more parties can interact with
each other based on the centralized trusted server. While in
non-server based approach [24], there is no need to contact
the intermediate server. Our approach is based on the password
based authentication scheme using the trusted server. Now we
will give the overview of 3PAKE protocols that are based on
the trusted server approach.

In the mobile-commerce environment, the aim of the pro-
tocol is to achieve the security while maintaining the as
much as less computation to avoid the computation overhead.
Indeed in [22], the authors proposed the 3PAKE scheme
that requires less round for the key setup based upon the
scheme of [25]. However, it still requires high computation
overhead and also susceptible to the stolen-verifier attack.
The ECC technique can achieve the same security level as
with smaller key size e.g. 1024-bit DLP have security level
as that of 160-bit ECC [23, 33-34] and thus preferable for
mobile commerce environment. Therefore, in [23], the authors
proposed the 3PAKE protocol based on the ECC technique to
reduce the message length and achieve the less communication
overhead. However, it’s susceptible to the unknown key-
share attack. Therefore in [26] and afterwards in [27,35], the
authors proposed the enhanced version the 3PAKE protocol as
compare to [23].

One of the 3PAKE scheme, of ID-based on the ECC
technique has been proposed in the [29]. Recently in [28],
the authors shows that the scheme of [27] is suffering from
the impersonation and the man-in-middle attack and suggest
for the enhanced scheme in future. However, in this paper
we have shown that the scheme of [27] is also susceptible
to the known session-specific temporary information attack
and the clock synchronization attack too. Thereafter we have
proposed the scheme that requires less computation and still
withstand against the proposed attacks.

Organization of the paper : Section 2 describes the literature
survey and motivation for our proposed scheme. Section 3
gives the preliminaries that we will use throughout the paper.
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Section 4 gives the scheme of Tan et al. Section 5 gives
the cryptanalysis of the Tan et al scheme. In section 6, we
have given our proposed scheme. Section 7, gives the security
analysis and our justification against resilience to the different
attacks. Section 8 gives the performance comparison of the
proposed scheme. Conclusion and references are at the end.

II. LITERATURE SURVEY AND OUR CONTRIBUTION

In this section, we will show the step wise improvements in
the field of 3PAKE protocols start from the scheme of [22]
and state the place where our scheme fits as in Table 1.

Ref Approach and the limitations
[22] Scheme :

• Use the technique of the [25] to give the 3PAKE scheme.
• Use less number of rounds.

Limitations :
• Requires high computation and computation overhead.
• Susceptible to the stolen-verifier attack.

[23] Scheme :
• It is based on the Elliptic Curve Cryptography.
• It requires less message length and thus less communi-

cation overhead.
Limitations :

• It is susceptible to the unknown key-share attack, parallel
attack and impersonation attack.

[26] Scheme :
• It uses the smart card and the public key cryptography

(PKC) technique.
• This scheme is an improvement of [23] scheme to

withstand for unknown key share attack.
Limitations :

• It is not a proper 3PAKE protocol [27].

[27] Scheme :
• Enhanced protocol for the mobile-commerce environ-

ment.
Limitations :

• It is susceptible to impersonation attack, man-in-middle
attack, clock synchronization attack and known session-
specific temporary information attack.

[28] Scheme :
• The authors have shown the attacks on the scheme of

[27].
Limitations :

• There is no any proposed scheme given by the authors.

Our
Scheme

It requires less computation overhead and it can withstand
against all above specified attacks.

TABLE I
COMPARISON OF DIFFERENT SCHEMES

A. Our Contribution

As shown in the table 1, there are schemes available in the
literature that can be applied to mobile-commerce environment
(i.e. resource constrained). However, as they are susceptible
to one or more attacks, they are impractical to use in the real
time. Also they are using the secure symmetric cryptosystem
which increase the computation overhead too.

Therefore, in this paper we have proposed a scheme that
users the fewer computation as compare to its predecessors
and still withstand against the almost all of the previously
mentioned attacks. Moreover, we have made scheme based on
the single type hash function only that reduce the computation
overhead as compared to previous schemes.

III. PRELIMINARIES

In his section we have given the notations (Table 2) that we
will use throughout this paper.

Notation Meaning
S A trusted authentication server
A Initiator
B Responder
IDx Identity of party x
p, q The large prime satisfies q|p− 1
g An element (or generator of group G) of order p
x, y The private/public key pair, y = gx mod p
Tx The time stamp of the party x
H A secure cryptographic hash function
X An attacker

TABLE II
NOTATIONS

IV. REVIEW OF TAN ET AL SCHEME [27-28]

The protocol of [27] is divided into two phase i.e. system
initialization and authentication key exchange.

A. System Initialization Phase

• S selects the elliptic curve Eq (a, b) : y2 = x3 + ax +
b (mod q) over a finite field Fq generated by point Q
and a secure symmetric encryption/decryption algorithms
EK(·)/DK(·), then make it public.

• Each user u generates its private key du and compute the
public key Uu = duQ and then S signed the certu =
{u, Uu}.

• S will generate its own private key ds and compute the
public key Us = dsQ and made the Us publically.

B. Authentication Key Exchange Phase

In this phase, both A and B authenticates each other and set the
shared session key using three rounds as follow. Here Request
denotes a request that initiates by A to communicate with B.
Same way, Response denotes the response from B to A.
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V. CRYPTANALYSIS OF TAN ET AL SCHEME

The first three attacks are taken from the [28] while the
remaining is proposed by us.

A. Impersonation of the initiator [28]

An attacker X can impersonate as A to the B as follows.

X generates rX , wX∈RZq, RX = rXUX ,KX =
rXdXUS = (kXx, kXy) ,WX =
wXQ,TX = Current timestamp () , CXS =
EkXx

(RX ,WX , IDA, IDB , TX). It will send the
{IDA, Request} and {IDA, CXS , RX} to B and S
respectively. In the Similar way the remaining of the
protocol is runs. At last X and B having SK = wXWB and
SK = wBWX respectively. The more details of this attack
can be found in the [28].

B. Impersonation of the responder[28]

An attacker X can impersonate as B to the A as follow.

X generates rX , wX∈RZq, RX = rXUX ,KX =
rXdXUS = (kXx, kXy) ,WX =
wXQ,TX = Current timestamp () , CXS =
EkXx

(RX ,WX , IDB , IDA, TX). It will send the
{IDB , Response} and {IDB , CXS , RX , TX} to A
and S respectively. In the Similar way the remaining of the
protocol is runs. At last X and A having SK = wXWA and
SK = wAWX respectively. The more details of this attack
can be found in the [28].

C. Man-in-the-Middle Attack[28]

As the X can impersonate as A and B so thus X can reside
between A and B. X can trace all their communication and
then impersonate them both at the same time. This is clear
from above two sub-sections. The more details of this attack
can be found in the [28].

D. Known session-specific temporary information attack

As specified by [36] and later enhanced by [37], in the Known
session-specific temporary information attack if an attacker
can have initial generated secrets (rA, wA and etc) then it
can not able to get the session key. However as we can see
that in all of the schemes of [22-23,26-27,29], they follow the
same approach i.e. the session key will be SK = wAwBQ.
Therefore, if the initial secrets are disclosed to the attacker
then the schemes of [22-23,26-27,29] are susceptible to the
Known session-specific temporary information attack.

E. Clock Synchronization Attack

In a large area network (say WAN, mobile network etc.), the
parties are at far distance and so thus the clock synchronization
of both parties is tough and unpredictable. Therefore, if we use
the scheme of [27] then it fails as it depends on the timestamp
of both parties. This will apply to any protocol that uses the
timestamp to avoid the reply attack. In order to deal with
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this problem, one can use the nonce based technique for this
type of network. Therefore, we can say that the scheme of
[27] is suitable (even if it resist to all attacks) in a local area
network where exact time synchronization is possible, while
not suitable for the mobile commerce network (i.e. large area
network).

VI. THE PROPOSED SCHEME

The proposed scheme is divided into two phase i.e. system
initialization phase and authentication key exchange phase.

A. System initialization phase

• S selects the elliptic curve Eq (a, b) : y2 = x3 + ax +
b (mod q) over a finite field Fq generated by point Q
and a secure Hash function H(·), then make it public.

• Each user u generates its private key du and compute the
public key Uu = duQ and then S signed the certu =
{u, Uu}. Here (du, Uu) is said to be key pair for user u.

• S will generate its own private key ds and compute the
public key Us = dsQ and made the Us publically.

B. Authentication key exchange phase

This phase contains the three round strategy same as of [27].
Round 1: This round is initiated by A (the initiator) to
communicate with B.
• It generates rA∈RZq and calculates RA =

H(rA| |dA) Q ,WA = dAUS .
• CAS = H(RA| |WA| |IDA||IDB).
• A→ B : (IDA, Request).
• A→ S : (IDA, IDB , RA, CAS).

Round 2: This round is initiated by B (the responder) to
communicate with A.
• It generates rB∈RZq and calculates RB =

H(rB | |dB) Q ,WB = dBUS .
• CBS = H(RB | |WB | |IDA||IDB).
• B → A : (IDB , Response).
• A→ S : (IDA, IDB , RB , CBS).

Round 3: This round is to set a session key based on the
previous rounds.
S will perform the following steps after receiving messages
from A and B.
• It computes WA = dsUA,WB = dsUB .
• It calculates C ′AS = H(RA| |WA| |IDA| |IDB) and

C ′B?? = H(RB | |WB | |IDA| |IDB) .
• If CAS 6= C ′AS then

– This is a sender impersonation attack. It will send
the message to A.

• If CBS 6= C ′BS then
– This is a receiver impersonation attack. It will send

the message to B.
• It computes CSA = H(RA ||RB || IDA ||IDB ||WA) and

CSB = H(RA ||RB || IDA ||IDB ||WB)
• S → A : (RB , CSA)
• S → B : (RA, CSB)

A will perform the following steps after receiving RB , CSA

from S.

• It computes C ′SA = H(RA ||RB || IDA ||IDB ||WA)
from received RB and the values generated in Round 1.

• If C ′SA 6= CSA then

– This is an attack. It will send message to S.

• It compute SK = H(rA| |dA) RB

B will perform the following steps after receiving RA, CSB

from S.

• It computes C ′SB = H(RA ||RB || IDA ||IDB ||WB)
from received RA and the values generated in Round 1.

• If C ′SB 6= CSB then

– This is an attack. It will send message to S.

• It compute SK=H(rB | |dB) RA

The sequence of steps for the proposed scheme is shown in
the following diagrams pictorially.
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VII. SECURITY ANALYSIS

Our proposed scheme is based on the ECC. Therefore, the
hardness of our system is based on the secure hash function
and the DLP problem as given in below definitions.
Definition 1: (Hash function) A secure hash function H is a
collusion resistance one way function in which if given a, it’s
easy to compute H(a) = b, but given b it’s hard to compute
a.
Definition 2: (Discrete Log Problem) Given Y1, Y ∈
Eq(a, b), it is hard to find m such that Y1 = m Y .
Now, based on above hardness we will show that our proposed
scheme is resisted against many attacks.

A. Impersonation of the initiator attack

Let us assume that attacker X wants to impersonate as A to
the B. However, X cannot have dA from the UA due to the
hardness of the DLP as per definition 2. Therefore, X will do
the following

• It generates d′A, rX∈RZq and calculates RX =
H(rX | |d′A) Q ,WX = d′AUS .

• CXS = H(RX | |WX | |IDA||IDB).
• X → B : (IDA, Request).
• X → S : (IDA, IDB , RX , CXS)

S will perform the following steps after receiving messages
from X and B.

• It computes W ′X = dsUA,WB = dsUB .
• It calculates C ′XS = H(RX | |W ′X | |IDA| |IDB) and

C ′BS = H(RB | |WB | |IDA| |IDB) .
• As CXS 6= C ′XS

– This is a sender impersonation attack. It will send
the authentication fail message to the A.

Therefore, our scheme is secure against initiator impersonation
attack. �

B. Impersonation of the responder attack

Let us assume that attacker X wants to impersonate as B to
the A. however, X cannot have dB from the UB due to the
hardness of the DLP as per definition 2. Therefore, X will do
the following

• It generates d′B , rX∈RZq and calculates RX =
H(rX | |d′B) Q ,WX = d′BUS .

• CXS = H(RX | |WX | |IDA||IDB).
• X → A : (IDB , Response).
• X → S : (IDA, IDB , RX , CXS)

S will perform the following steps after receiving messages
from A and X.

• It computes WA = dsUA,W
′
B = dsUB .

• It calculates C ′AS = H(RX | |WA| |IDA| |IDB) and
C ′XS = H(RB | |W ′X | |IDA| |IDB) .

• As CXS 6= C ′XS

– This is a receiver impersonation attack. It will send
the authentication fail message to the B.

Therefore, our scheme is secure against the receiver imper-
sonation attack. �

C. Resistance to the parallel/reply attack

Let us assume that attacker X have values
(IDA, IDB , RA, CAS) from the past session. In
the current session, X will replace the parameters
(IDA, IDB , R

′
A, C

′
AS)sent by A to S. The round 3 of

the protocol is works as follow
S will perform the following steps after receiving messages
from X and B.

• It computes WA = dsUA,WB = dsUB .
• It calculates C ′AS = H(RA| |WA| |IDA| |IDB) and

C ′BS = H(RB | |WB | |IDA| |IDB) .
• If CAS 6= C ′AS then

– This is a sender impersonation attack. It will send
the message to A.

• If CBS 6= C ′BS then

– This is a receiver impersonation attack. It will send
the message to B.

• It computes CSA = H(RA ||RB || IDA ||IDB ||WA) and
CSB = H(RA ||RB || IDA ||IDB ||WB)

• S → A : (RB , CSA)
• S → B : (RA, CSB)

A will perform the following steps after receiving RB , CSA

from S.

• It computes C ′SA = H(R′A ||RB || IDA ||IDB ||W ′A)
from received RB and the values generated in Round 1.

• As C ′SA 6= CSA

– This is an attack. It will send message to S.

In the same way, if X try to reply the messages of B even
then that is detected by our protocol. Therefore, our scheme
is secure against the reply/parallel attack. �
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D. Known key security attack

In the known key security attack, if current session key is
compromised then X cannot able to get the past session keys.

In the proposed scheme, the session key is generated based
on the irreversible one way hash function. And due to the
property of the hash function, no two output values will same
or related for the different inputs. In addition, X cannot derive
the past session keys from recorded messages due to the DLP
problem of definition 2.

Therefore, our scheme is secure against the known key
security attack. �

E. Perfect forward secrecy

In perfect forward secrecy, compromise of the long term
secrets of three parties cannot compromise the past sessions.
One can divide this into two different types i.e. perfect forward
secrecy (PFS) and master key forward secrecy (MFS).

In PFS, even if the long term secrets of A and B compro-
mise than also the past sessions are secure. In our proposed
approach we are using random rA, rB for every session, that
cannot be determine by the attacker due to irreversible hash
function property.

In MFS, even if the long term secrets of S compro-
mise than also the past session are secure. In our proposed
approach we are using random rA, rB for every session,
that cannot be determine by the attacker due to irreversible
hash function property. Therefore, X cannot calculate the
H(rA| |dA) or H(rB ||dB).

Therefore, our scheme is secure against the PFS or MFS
attack. �

F. Key compromise impersonation resilience attack

In the key compromise impersonation attack, even if secret key
of A is given to X, then also X cannot able to impersonate
as another user i.e. B. In the proposed scheme, in order to
impersonate as B, X requires the secret key dB , but it is not
possible to recover from UB due to DLP hardness.

Therefore, our scheme is secure against the key compromise
impersonation attack. �

G. Unknown key share attack

In the unknown key share attack, after the successful run of
protocol, A will assume that he had setup the session key
B, but B assume that he had setup the session key with C.
However, in the proposed scheme we are using ID as the
authentication and it will publish by the trusted server S during
the system initialization phase. Therefore, session key will be
only create/set if correct IDs will be checked beforehand in the
Round 3. And that we are checking in the proposed scheme.

Therefore, our scheme is secure against the unknown key
share attack. �

H. Key control attack

In the key control attack, one party can control the key.
However, in the proposed scheme the key is made based
on secrets or communication between two or more parties.
In addition the key space is large enough so that X cannot
determine the key by brute force attack (DLP hardness). Here,
none of the parties can force the session key to be a pre-
selected value.

Therefore, our scheme is secure against the key control
attack. �

I. Outsider attacks

In the outsider attack, X will wiretaps the communication
between A, B and S to get the session key. However, in the
proposed scheme, the session key is set based on the hash
function and secret values of the parties. Therefore, X cannot
create the same secret values due to DLP hardness.

Therefore, our scheme is secure against the outsider attack.
�

J. Stolen verifier attack

In stolen verifier, X will use the pre-shared secret value to
impersonate as A. However, as the predecessor ECC based
system, in our proposed approach we use the hash function
and ECC to authenticate user. Therefore, we are not using
pre-shared secret value.

Therefore, our scheme is secure against the stolen verifier
attack. �

K. Man-in-the-middle attack

As one can see that attacker X cannot employ the impersonate
of the initiator or responder attack. Therefore, it is not possible
for A to be fooled into believing X as B, and the B cannot be
fooled into believing X as A.

Therefore, our scheme is secure against the man-in-the-
middle attack. �

L. Known session key security attack

A protocol is said to be known session key secure, if past
disclosure of session keys cannot disclose the current session’s
session key. In our proposed protocol, we will use the output
of the hash function. As per definition 1, our hash function
is collusion resistance one way, therefore the output of two
different inputs has no any relation. Thus compromise of
past session keys have no any relation to current or future
session keys. Therefore, an attacker X cannot determine the
next session keys based on the known session security.

Therefore, our scheme is secure against the known session
security attack. �

M. Clock synchronization problem

As our approach uses the nonce based technique, even if the
message can be delayed due to large area network, then also
A and B can be able to set a common session key.

Therefore, our scheme is secure against the clock synchro-
nization problem. �
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N. Known session specific temporary information attack

In the known session specific temporary information attack,
even if X learns the rA, rB then also it cannot get the session
key. In the proposed scheme, the session key is calculated
based on the H(rA| |dA) or H(rB ||dB), that X cannot calcu-
late without the secret parameters of A or B. X cannot compute
the session key from the (RA, RB , Q, dA, dB) due to the DLP
problem.

Therefore, our scheme is secure against the known session
specific temporary information attack. �

O. Key offset attack

In this attack, X can able to modify, delete, and add in
messages during the communication between three parties.
However, in the proposed scheme, X cannot able to generate
the WA or WB as it doesn’t have the secrets of A or B.
Therefore, even if X changes the CAS or CBS , it can easily
detectable by S and the session is stopped.

Therefore, our scheme is secure against the key offset attack.
�

VIII. PERFORMANCE ANALYSIS

We have compared our scheme with existing schemes based
on the different attacks and the resulting analysis is given
in below Table 3. In the Table 4 and 5, we have given the
comparison based on the message length and time analysis.
We have assumed as our predecessor schemes [22-23, 26-27,
29] that the elliptic curve is about 160 bits and the output
size of the hash function is 128 bits. As we only send the
one element of 160 bits and an element of hash function,
the total message length is (160+128)=288 bits. As that of
[27], we have assumed that, in the proposed scheme, each
party’s ID is not required while communication with another
party. In table 5, THASH , TMUL, TEMUL, TED, TEXP rep-
resents the time for one hash function execution, time for
one modular multiplication execution, time for one elliptic
curve point multiplication execution, time for one symmetric
encryption/decryption execution and time for one modular
exponent execution respectively.

IX. CONCLUSION AND FUTURE WORK

In this paper we have shown that the scheme of Tan et al, is
vulnerable to impersonation attack, man-in-the-middle attack,
clock synchronization problem, the high computation problem
and known session specific temporary information attack.
Therefore, we have proposed the enhanced 3PAKE scheme
that requires less number of computations and moreover do
not require any encryption/decryption technique as of their
predecessor system. Our proposed scheme is based on the
elliptic curve cryptography technique. Therefore, the proposed
protocol is well suited for the mobile commerce environment
as of its predecessor systems. We will extend the proposed
scheme to the electronic payment scheme.
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