1

Certificateless Signatures: Structural Extensions of
Security Models and New Provably Secure Schemes
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Abstract

Certificateless signatures (CLSs) were introduced to solve the key escrow problem of identity-based signatures.
In CLS, the full private key is determined by neither the user nor the trusted third party. However, a certificate
of a public key is not required in CLS schemes; therefore, anyone can replace the public key. On the formal
security, there are two types of adversaries where the Type | adversary acts as the outsider, and the Type Il as
the key generation center. Huang et al. took a few security issues into consideration and provided some security
models. They showed three kinds of Type | adversaries with different security levels. Moreover, Tso et al. found the
existence of another Type | adversary that was not discussed by Huang et al.; however, the adversaries are still too
subtle to be presently defined. In this paper, we further consider public key replacement and strong unforgeability
in certificateless signatures. All feasible situations are revisited along with abilities of adversaries. Additionally,
structural extensions of security models are proposed with respect to the described public key replacement and
strong unforgeability. Moreover, we also present some schemes, analyze their security against different adversaries,
and describe our research results. Finally, one of the proposed certificateless short signature schemes is proven to
achieve the strongest security level.

Index Terms

Certificateless signature, Security model, Public key replacement, Strong unforgeability

. INTRODUCTION

Public key cryptography is well-known for its ability to realize secure communications between a sender
and a receiver when the sender and the receiver do not have a shared key. One of the security issues |
the authenticity of public keys. A straightforward and effective approach to public key authentication is
to adopt a public key infrastructure (PKI). A trusted entity, referred to as a certification authority (CA),
is in charge of the certificates used to bind users and their respective public keys. The CA must manage
and maintain these certificates through certificate revocations and verifications, which are expensive and
daunting tasks.

The notion of Identity-based (ID-based) cryptography [1] was put forth to overcome the aforementioned
problem. Certificates of the public keys are eliminated in an ID-based cryptosystem. A user’s public key
is unique information such as an e-mail address. In particular, a trusted third party, referred to as a private
key generator (PKG), generates private keys for all users. The PKG decides a master secratckey,
at random, and then computes the master public k&y;, accordingly. Each user can obtain a private
key that is outputted by the PKG usingsk. However, despite the lack of a certificate, this ID-based
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cryptosystem incurs the inherent key escrow problem, which means that the PKG knows all of the users’
private keys. This problem can be resolved through the use of multiple PKGs, although an additional
communication cost is necessatry.

Certificateless cryptography was first introduced by Al-Riyami and Paterson [2] to overcome the key
escrow problem described above. Certificates are not required in this cryptosystem; rather, a semi-trustec
third party, called a key generation center (KGC), genenaagsal private keysAs a PKG in the ID-based
cryptosysem, the KGC chooses a master secretrkey, at random, and then computes the master public
key, mpk. Each user can obtain a partial private key that is outputted by the KGC usihgMoreover,
users can decide their secret value, and their full private keys are composed of partial private keys and
chosen secret values. Consequently, the KGC cannot obtain users’ secret keys. A user can therefore be
legal receiver if and only if the user has the full private key. In this certificateless cryptosystem, the key
escrow problem could be eliminated due to the use of the partial private key.

A. Related work

Since the introduction of certificateless cryptography, certificateless signature (CLS) has drawn the
attention of the research community in the last few years as an alternative to certificateless encryption
[3, 4, 5, 6]. To simulate possible attacks, two different types of adversaries are defined in the security
models of CLS, which are referred to as Type | and Type Il adversaries, respectively. A Type | adversary
acts as an outsider who can replace the public keys but cannot access the master secret key, whereas
Type Il adversary acts as a KGC that can access the master secret key but cannot replace the public keys

The first CLS scheme was proposed by Al-Riyami and Paterson [2] in 2003, although Huang et al.
[7] indicated a security loophole in that signature scheme. Later, Yum and Lee [8] proposed a generic
construction of CLS in 2004; however, Hu et al. [9, 10] had found that construction is insecure against
the Type | adversary and also provide an improvement. In addition, Huang et al. [11, 12] defined formal
security models in which the adversaries can be categorized into Normal, Strong, and Super adversaries
(ordered based on their attack powers). Tso et al. [13] also showed the existence of another security mode
that had yet to be considered. As these descriptions indicate, since the original core of certificateless
cryptography, many different kinds of CLS schemes and security models have been presented [14, 15, 16,
17]. With the proposal of some applications of CLS [18, 19, 20, 21, 22, 23], certificateless cryptography
has gathered significant attention in the field of cryptography.

B. Our contributions

On the security of certificateless signatures, a Type | adversary is more complicated than a Type I
adversary because of the public key replacement. Therefore, the security models for the Type | adversary
are quite subtle in discussing the security levels and requirements. To define the security models for the
Type | adversary, in this paper, we consider important security issues of certificateless signature. The
contributions of this paper are summarized as follows.

1. Reuvisit the public key replacemeimn. the literature, public key replacement is usually unclear and
unaccounted for because it is performed by an outsider, which also creates many different security
models such as different Type | adversaries. In fact, as some Type | adversaries are similar or the
same, we analyze possible activities of the outsider in depth, and provide a definition for replacing
public keys.

2. Present all potential security modelBirst, the Strong Type | adversary, defined by Huang et al.

[11, 12], is shown to be dispensable according to the real attack power and public key replacement.
Moreover, we also take some possible situations into consideration, and then propose a security model
structure for Type | adversaries. This structure includes eight kinds of Type | adversaries. In addition,
we also generate a structure for all potential Type Il adversaries.

3. Analyze and propose the relations between CLS schemes and security Maledsiew and survey
some CLS schemes, including the six proposed schemes, and then analyze that they are provably



secure against different kinds of Type | adversaries. In particular, we solve an open problem of short
certificateless signatures using some of our proposed schemes, one of schemes can reach the stronge
security level.

4. Present some research resultswell-known attack, presented by Shim [24], points out a weakness
of certificateless short signature schemes [11, 12, 25, 26, 27, 28, 29], since short CLS is deterministic.
However, we study the kind of Type | adversaries that can perform this attack, where our results
indicate short CLS schemes can withstand Shim’s attack. Moreover, we also found that the relation
between strong unforgability and non-repudiation in short CLS schemes.

The rest of this paper is organized as follows. In Section Il, we briefly describe the construction of CLS
and overview the adversaries’ attack powers. In Section lIll, the security models are shown to simulate
all potential kinds of Type | adversaries. Therefore we present some CLS schemes against different
Type | adversaries respectively in Section IV, and analyze the security of them in Section V. Moreover,
discussions and comparisons of certificateless short signature schemes are shown in Section VI. Finally,
the conclusions of this paper are presented in Section VII.

[I. PRELIMINARIES OF CERTIFICATELESS SIGNATURE

A certificateless signature scheme involves three entities, the KGC, a user/signer, and a verifier. Nor-
mally, it consists of the following algorithmsSetup, Partial-Private-Key-Extract, Set-Secret-Value,
Set-Secret-Key, Set-Public-Key, Sign, and Verify:

« Setup: This algorithm, run by the KGC, takes a security parameter as an input, and then returns the

master secret keynsk, and system parametergram.

. Partial-Private-Key-Extract: This algorithm, run by the KGC, takegaram, msk and a user’s
identity /D as inputs. It generates a partial-private-kByp, and sends it to the user via a secure
channel.

« Set-Secret-Value: This algorithm, run by a user, returns a secret valyg,

« Set-Secret-Key: This algorithm, run by a user, takes the user’s partial-privatefkgy and the secret
valuer;p as inputs, then returns the user’s full secret kay,,.

. Set-Public-Key: This algorithm, run by a user, takearam and the user’s full secret key as inputs,
and returns a public keyk;p for the user.

« Sign: This algorithm, run by a signer/user, takes-am, a message:, and the user’s full secret key,
skrp, as inputs. It then generatesas the signature for the message

« Verify: This algorithm, run by a verifier, takesiram, a public keypk;p, a message:, a user’s/ D,
and a signature as inputs. It returns 1 as the verifier accepts the signatufes is the signature
of the messager, the public keypk;p, and the user with D. It returns O if not.

A. Overview of adversaries and attack powers

Since Al-Riyami and Paterson first introduced CLS [2], many research works for CLS have been
presented; particularly, the adversaries and their attack powers. As the literature, we have the following
definition regarding the Type | and the Type Il adversaries in CLS.

Definition 1. The Type | adversaryd;, acts as the outsider who can replace public keys but cannot
access the master secret key. The Type Il adverséry, acts as the KGC which can access the master
secret key but cannot replace public keys.

Now we will describe the adversaries’ attack powers and activities which are usually modelled to oracles
in certificateless cryptography [2, 8, 10, 11, 12]. Basically, the following three oracles can be accessed
by Type | and Il adversaries.

« Create-User This oracle taked D as an input. Nothing will be returned by the oracle/iD has

been created before. Otherwise, it will perfoRartial-Private-Key-Extract, Set-Secret-Value, and



Set-Public-Key for 1D to get the partial-private-key);p, the secret value;p, and the public key
pkrp. Finally, it adds(ID, D;p,rrp, pkip) to K-list and returngk;p.

« Public-Key-Replace This oracle takes$! D, , pk;) or (ID, L, pk’,) as an input, wheréD has
been created. Here, denotes that the adversary does not provide the corresponding secret)yalue
for pk’ . It will replace thelD’s public key with the new public keyk}, to updateK-list if the
input is (ID, L, pk} ). Otherwise, it will replace thd D’s key with the new public keyk,, and
secret value’, to updateK-list.

« Secret-Value-Extract This oracle taked D as an input. It will returrv;p from K-list.

In fact, there is another oraclPartial-Private-Key-Extract, which can be accessed by Type | adver-

saries only, because Type Il adversaries have the mastePkeyal-Private-Key-Extract takes/D as

an input. It will returnD; from K-list. However, in this paper, we are devoted of re-discussing the Type

| adversary.A; with its attack powers becausé;;’s queries are simpler thad;'s. We will show the
security models for Type | adversaries in the next section and those for Type Il adversaries in Appendix
A.

[1l. SECURITY MODELS OFCLS

In certificateless signature schemes, 8ign oracle is an importance except the mentioned oracles as
above. To simulate and perform the adaptively chosen message and identity attack, an adversary can sen
a query, a message/identity pair, to tBgn oracle, and then it will receive a message/identity/signature
triplet. However, although the notion of the security is known, the security models of CLS are quite subtle
to be formal defined in the literature. In this section, we first discusSitpe oracle and unforgeability in
deep. Later, we consider some attack scenarios to simulate all potential Type | adversaries, and eventually
define security models.

A. Sign oracle

In the literature, Huang et al. [11, 12] showed three kinds of diffef®ign oracles: Normal-Sign,
Strong-Sign, and Super-Sign. To observe these oracles, the inputs of Normal-Sign and Super-Sign are
(ID,m), but that of Strong-Sign i$/D,r;p, m). However, Strong-Sign is unreasonable because the
chosen message and identity adversary may not know the secret value during his attack, although Huanc
et al. had found a real-life scenario in which the user might reveal his secret value. In other words,
the adversary can query a signature(éD, m) and a secret value ofD instead of Strong-Sign with
(ID,r;p,m). As a result, Strong-Sign is the transition between Normal-Sign and Super-Sign. In this
paper, Normal-Sign is denoted by N-Sign for short and Super-Sign by S-Sign.

Now we will describe the two practicéign oracles:N-Sign and S-Sign In particular, there is one
significant property to distinguish N-Sign from S-Sign.

« N-Sign only returns a signature dff D, m) if the 1D’s public key has never been replaced. In this
case of N-Sign, we consider a real-life attack that the adversary can eavesdrop to get or be the verifier
to receivel D’s valid signatures which are generated by using his private key. Howevey4; can
replacel D’s public key with a new onek’ ,, but it is impossible to obtain any signature which is
valid on the replaced public key. Hence, N-Sign is defined to return a signatu&oin) if the
ID’s public key has never been replaced.

. S-Signreturns a signature dff D, m), no matter whether the public key has been replaced. In this
case of S-Sign, we have not found a real and suitable attack, but S-Sign could be regarded as an
oracle with the full attack power. However, the scenario of revealing the secret value is under S-Sign,
since replacing a public key with a corresponding secret value is equal to getting the secret value.
As a result, S-Sign is more powerful than N-Sign undoubtedly.



TABLE |
EIGHT DIFFERENT KINDS OFTYPE | ADVERSARIES

Type of Sign oracle| Submit/D* to Secret-Value-Extract | Submit(7D*, m™) to Sign
N-Type | N-Sign X X
SV-Type | N-Sign v X
SU-Type | N-Sign X v
SS-Type | S-Sign X X
SV-SU-Type | N-Sign v v
SS-SU-Type | S-Sign X v
SS-SV-Type | S-Sign v X
S-Type | S-Sign v v

B. Strong unforgeability and existential unforgeability

In certificateless signatures, for existential unforgeability under the adaptive chosen message and identity
attack, the goal of the adversary is to output a forged signaturef (/D*,m*), and in the meanwhile,
the following conditions hold. (We can loole*, m*, I D*) as the forgery of the adversary.)

1. o* is a valid signature of/ D*,m*), which meanss* can pass verification.

2. (ID*,;m*) has never been submitted to require the signature.

3. ¢* has never been returned.
Nevertheless, for strong unforgeability under the adaptive chosen message and identity attack, the goal of
the adversary and Conditions 1 and 3 are the same as before, but the different Condition 2 must hold as
follows.

2. (ID*,m*) can be submitted to require the signature.

Due to the public key replacement, we give the lead-in of strong unforgeability which had not been
discussed previously in CLS. Here we briefly show an example with respect to short signature and
certificateless short signature. In normal short signature, the signature isfunique form thus this
signature scheme is strong unforgeability. However, in certificateless short signature, the signature of
(1D, m) might not unique for(ID,m) since the adversary has ability to replace the public key. As the
above result, strong unforgeability is a truly important issue in CLS.

C. All potential Type | adversaries

In this section, the potential Type | adversaries’ behaviors are simulated to define the security models
of CLS. As we mentioned in Section IlI-A and I1lI-B, Sign oracle and unforgeabilitygobf (I D*, m*)
are two important issues for simulating the Type | adversary; however, there exists another one, the secret
value of I D*. Therefore we list three optional conditions which would be considered, whetgagoal
is to output a forged signature® of (/D*, m*) which has never been returned by Sign oracle.

« The Sign oracle isN-Sign or S-Sign

« ID* can be submitted to require the secret value or not.

« (ID*,m*) can be submitted to require the signature or not.

Due to these, we have eight®] kinds of Type | adversaries named as N-Type |, SV-Type |, SU-Type
I, SS-Type I, SV-SU-Type I, SS-SU-Type |, SS-SV-Type |, and S-Type | adversaries, respectively. For
example, SV-Type | means that this Type | adversary can submit to Secret-Value-Extract The
comparisons of eight Type | adversaries are illustrated in Table I. However, their activities and behaviors
can be simulated to the following security games.

1) Security against the N-Type | adversarfhe unforgeability of a CLS scheme against the adaptive
chosen message and identity N-Type | adversary is defined by the following game:

Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.



Query: In this phase,4; can adaptively send queries to the three oracles defined in Section IlI-A.
Moreover, A; can submit queries to thd-Sign oracle defined in Section IlI-A.

Forgery: A; outputs a forged tripleto*, m*, I D*). A; is said to win the game if the following conditions
hold.

1. (ID*,m*) has never been submitted k&Sign.

2. o* has never returned bM-Sign and 1 < Verify(param, ID*, pk;p-, m*,c*) where pk;p- is the

1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract or Secret-Value-Extract

2) Security against the SV-Type | adversamhe unforgeability of a CLS scheme against the adaptive
chosen message and identity SV-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.
Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morglvean
submit queries to th&l-Sign oracle defined in Section IlI-A.
Forgery: A; outputs a forged tripleto*, m*, I D*). A; is said to win the game if the following conditions
hold.
1. (ID*,m*) has never been submitted k& Sign.
2. ¢* has never returned bM-Sign and 1 < Verify(param, I D*, pk;p-, m*,c*) where pk;p- is the
1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract .
3) Security against the SU-Type | adversaiyhe unforgeability of a CLS scheme against the adaptive
chosen message and identity SU-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.
Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morghvean
submit queries to th&l-Sign oracle defined in Section IlI-A.
Forgery: A; outputs a forged triplete*, m*, I D*). A; is said to win the game if the following conditions
hold.
1. (ID*,m*) can be submitted td-Sign.
2. o* has never returned bM-Sign and 1 < Verify(param, I D*, pk;p-, m*,c*) where pk;p- is the
1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract or Secret-Value-Extract
4) Security against the SS-Type | adversafyie unforgeability of a CLS scheme against the adaptive
chosen message and identity SS-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.
Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morgvean
submit queries to th&-Signoracle defined in Section IlI-A.
Forgery: A; outputs a forged triplete*, m*, I D*). A; is said to win the game if the following conditions
hold.
1. (ID*,m*) has never been submitted $Sign
2. o* has never returned bg-Signand 1 «— Verify(param, I D*, pk;p, m*,o*) where pk;p- is the
1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract or Secret-Value-Extract
5) Security against the SV-SU-Type | adversamhe unforgeability of a CLS scheme against the
adaptive chosen message and identity SV-SU-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.



Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morgvean
submit queries to th&l-Sign oracle defined in Section IlI-A.

Forgery: A; outputs a forged tripleto*, m*, I D*). A; is said to win the game if the following conditions
hold.

1. (ID*,m*) can be submitted td-Sign.

2. o* has never returned bM-Sign and 1 < Verify(param, ID*, pk;p-, m*,c*) where pk;p- is the

1D*'s current public key.

3. ID* has never been submitted Rartial-Private-Key-Extract .

6) Security against the SS-SU-Type | adversafyie unforgeability of a CLS scheme against the
adaptive chosen message and identity SS-SU-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam

including the master public key td;.
Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morghvean
submit queries to th&-Signoracle defined in Section IlI-A.
Forgery: A; outputs a forged tripleto*, m*, I D*). A; is said to win the game if the following conditions
hold.
1. (ID*,m*) can be submitted t&-Sign
2. o* has never returned bg-Signand 1 «— Verify(param, I D*, pk;p~, m*,0*) where pk;p- is the
1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract or Secret-Value-Extract
7) Security against the SS-SV-Type | adversafyte unforgeability of a CLS scheme against the
adaptive chosen message and identity SS-SV-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.
Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morghvean
also submit queries to th®-Signoracle defined in Section IlI-A.
Forgery: A; outputs a forged triplete*, m*, I D*). A; is said to win the game if the following conditions
hold.
1. (ID*,m*) has never been submitted $Sign
2. o* has never returned bg-Signand 1 «— Verify(param, I D*, pk;p~, m*,0*) where pk;p- is the
1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract .
8) Security against the S-Type | adversaifhe unforgeability of a CLS scheme against the adaptive
chosen message and identity S-Type | adversary is defined by the following game:
Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.
Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morgvean
submit queries to th&-Signoracle defined in Section IlI-A.
Forgery: A; outputs a forged triplete*, m*, I D*). A; is said to win the game if the following conditions
hold.
1. (ID*,m*) can be submitted t&-Sign
2. o* has never returned bg-Signand 1 «— Verify(param, I D*, pk;p, m*,o*) where pk;p- is the
1D*'s current public key.
3. ID* has never been submitted Rartial-Private-Key-Extract .
Upon showing the different Type | adversaries with their corresponding security games separately, we
have the following definition for the security of a CLS scheme.

Definition 2. A certificateless signature scheme is provably secure against a kind of Type | adversaries
if and only if no PPT algorithm has non-negligible probability of winning the corresponding game.



In a practical sense, we also adopt the form of Table | to trace all potential Type Il adversaries. More
details of Type Il adversaries are located in Appendix A.

D. Remarks on Type | adversaries

To the best of our knowledge, the only paper deals with some attack situations in CLS is the paper
of Huang et al. [11, 12]. They deeply considered and defined three kinds of Type | adversaries which
are briefly discussed in Section IlI-A. Without the strong Type | adversary of Huang*ethed. normal
Type | adversary is the same with the N-Type | adversary defined in Section IlI-C1, and the super Type
| adversary is with the SS-SV-Type adversary in Section Il1I-C7. Moreover, Tso et al. [13] also found
another Type | adversary which is the same with the SS-Type adversary defined in Section 111-C4.

In addition to the Type | adversaries presented above, there exists the other Type | adversary [8, 16]
which weaker than the N-Type | adversary. This is referred to as the W-Type | adversary. The activities
and behaviors of the W-Type | adversary will be simulated and modelled to the security game below.

Security against the W-Type | adversaiyhe unforgeability of a CLS scheme against the adaptive
chosen message and identity W-Type | adversary is defined by the following game:

Setup: The challenger runs the algorithi@etup, and then returns the system parametgisam
including the master public key td;.

Query: A; can adaptively send queries to the three oracles defined in Section II-A. Morglvean
submit queries to th&l-Sign oracle defined in Section IlI-A.

Forgery: A; outputs a forged tripleo™, m*, I D*). A; is said to win the game if the following conditions
hold.

1. (ID*,m*) has never been submitted i Sign.

2. o* has never returned bM-Sign and 1 — Verify(param, I D*, pkip+, m*,c*) where pk;p- is the

1D*’s original public key (which has never been replaced).
3. ID* has never been submitted Rartial-Private-Key-Extract or Secret-Value-Extract

Due to the winning conditions of the W-Type | adversasy, - is the I D*'s original current public
key, which violates Definition 1. We conclude that the W-Type | adversary is not feasible for CLS, thus
some CLS schemes [2, 27] are weak to be used in real-life because they are only proven to be secure
against the W-Type | adversary.

IV. CERTIFICATELESS SHORT SIGNATURE SCHEMES

Boneh et al. introduced the concept of short signatures in 2001 [30], which are useful for systems with
low bandwidth or low computation power. Inheriting the advantages of both certificateless cryptography
and short signatures, certificateless short signatures were introduced, and then have garnered considerab
attention in recent years. However, the short CLS schemes in the literature [13] are not secure against the
Type | adversaries who are allowed to subihi?* to Secret-Value-Extract for instance, existing short
CLS schemes [11, 12, 13, 25, 26, 27, 28, 29] cannot withstand the SV-Type |, SS-SV-Type |, SV-SU-Type
I, or S-Type | adversary. This is referred to as an open problem in short CLS.

In this section, we first describe bilinear pairing. In Section IV-C through IV-J, we present nine
certificateless short signature schemes, including three literature schemes and six new schemes (propose
in this paper). However, these schemes are respectively secure against different Type | adversaries whicl
are ordered as Table I.

*In Section IlI-A, we have analyzed the Strong-Sign oracle is unreasonable, thus the the strong Type | adversary is also informal since it
sends requests to the Strong-Sign oracle. Factually, the Strong-Sign oracle can be done and referred to as a combin&tiSiyobthele
and thePublic-Key-Replaceoracle. The strong Type | adversary sendiid@, 7, m) to the Strong-Sign oracle is equivalent to the SS-Type
| adversary (SS-SV-Type |, SS-SU-Type |, or S-Type | adversaries as well) which first 6eRds’ ,, pk; ) to Public-Key-Replaceand
then asks for a signature 6f D, m) to S-Sign



A. Bilinear pairing

A bilinear pairing is a mapping : G; x G, — Gr, whereG, and G, are additive cyclic groups of
prime orderg, andG, is a multiplicative cyclic group of the same ordgerAdditionally, bilinear pairing
is with the following properties:

(1) Computable: givenP € G; and Q € G, there exists a polynomial time algorithm to compute
e(P,Q) € Gr.
(2) Bilinear: for anyx,y € Z;, we haveé(zP,yQ) = é(P, Q)" for any P € G; and(@ € G..
(3) Non-degenerate: i’ is a generator ofs; and (@ is a generator ofs,, thené(P, Q) # 1.
However, there are three kinds of the bilinear pairings based on the relation betweerd G.
« Type 1:G; = G, is a group of prime orded.
. Type 2:G; # G, are groups of prime order but with an isomorphism) : Gy — G.
« Type 3:G; # G, are groups of prime order without any isomorphism) : G, — G;.
There are several works to propose speed-up algorithms to improve the efficiency regarding computation
[30, 31, 32].

Definition 3. (Computational Diffie-Hellman (CDH) Problem i@;) Let (G1,Gr) be bilinear groups
with the bilinear map¢ : G; x G; — Gr. Given (P, aP,bP) for unknowna,b € Ly, computeabP. If
there is a probabilistic polynomial-time algorithshwith probability at least to solve the CDH problem,
PrlA(P,aP,bP) — abP| > .

The CDH problem is assumed to be intractable if for any PPT algorithrRr[A(P, aP,bP) — abP]
is negligible. However, in security proof of cryptographic schemes, we also define the CDH problem is
a hardness assumption. In fact, the bilinear pairing is widely adopted to design cryptographic schemes.
Therefore the following CLS schemes are pairing-based.

B. Fan et al’s scheme against the W-Type | adversary

Fan et al.'s scheme is found to be only secure against the W-Type | adversary, which means it cannot
withstand the N-Type | adversary. This scheme is composed of the following algorithms.

Setup: Let G; andG, be additive cyclic groups of prime order G- be a multiplicative cyclic group
of the same order, andbe the bilinear pairing wher@: G; x G, — Gr. Moreover, letH, : {0,1}* — z,
andH, : {0,1}* x G; — G, be two cryptographic hash functions. The KGC randomly choese¥; as
the master secret key.sk = s, and then picks the generatafs € G, and P, € Gy with g = é( Py, Ps).
Finally, it publishes the system parametetram = {G, Gy, Gr, é, Hy, Hy,q, P1, P2, Ppup = sPs}.

Partial-Private-Key-Extract: Given a user’s identity D, the KGC usesnsk = s to compute thd D’s
partial private key,D;p = 5+HO(1D)+I;O(1D|\pk1D,1)Pl- It thus givesD;p to I D via a secure channel.

Set-Secret-Value: The userl/ D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keyk;p = {Dip,71p}-

Set-Public-Key: GivenID'’s secret value;, the uset D obtains his public keyk;p = {pkip.1,pkip2}
Wherepkw,l =riph andpk’j[)’g = ’I“[D(Ho(]D)PQ + Ppub)-

Sign: Given a message: and I D’s secret keysk;p, the signer/usef D generates the signatuse=
rrp+Hi (1n,pk1D$1) Dip.

Verify: Taking (m, o, pkrp, I D, param) as input, the verifier setse = H,(m, pk;p 1), and the algorithm
returns 1 if the following equation holdg(o, pk;p 2 + Ho(ID||pkipa)pkipa + h(Ppuy + Ho(ID)Ps +
Hy(ID||pkip1)P)) = g; otherwise, returns O.

Remark 1. Fan et al.'s scheme is insecure against the N-Type | adversary, thus we will break it in Section
V-A.
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C. The proposed scheme 1 against the N-Type | adversary

The proposed scheme 1 against the N-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G, be a multiplicative cyclic group of
the same order, andbe the bilinear pairing wheré: G, x G; — G7. Moreover, letH, : {0,1}* — G4
and H, : {0,1}* — G, be two cryptographic hash functions. The KGC randomly chossesZ; and
P € G4, and then sets the master secret keyk = s and the master public ke®,,, = sP. Finally, it
announces the system parametet;am = {G1, Gr, é, Hy, Hy, q, P, Py, = sP}

Partial-Private-Key-Extract: Given a user’s identity D, the KGC usesnsk = s to compute thd D’s
partial private key,D;p = sHy(ID). It thus givesD;p to I D via a secure channel.

Set-Secret-Value: The user/ D selectsr;p € Z, at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keyk;p = {D;p,rip}-

Set-Public-Key: Given I D’s secret keysk;p, the userl D obtains his public keyk;p = r;pP.

Sign: Given a message: and I D’s secret keysk;p, the signer/usef D generates the signatuse=
DID + rIDHl(mH[D).

Verify: Taking (m, o, pkrp, I D, param) as input, the verifier can check the following equation holds
or not, é(o, P) =?¢(Ho(ID), Pyu)é(pkip, Hi(m||ID)). If it holds, the algorithm returns 1; otherwise,
returns 0.

Remark 2. Scheme 1 is insecure against the SS-Type I, SU-Type |, or SV-Type | adversary, thus we will
break it in Section V-B. This scheme is modified from Huang et al.'s scheme (Sect. IV-E), and its formal
security proof is almost the same.

D. The proposed scheme 2 against the SV-Type | adversary

The proposed scheme 2 against the SV-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G be a multiplicative cyclic group of the
same order, andbe the bilinear pairing where: G, xG; — Gr. Moreover, letH, :, H»{0,1}* — Zy and
H, : {0,1}* — G, be three cryptographic hash functions. The KGC randomly chogses< Z; andP €
Gy, and then sets the master secret keyk = {s1, s2} and the master public ke¥,.,; = s1P, Pyure =
sy P. Finally, it announces the system paramegev,am = {Gy, Gr, é, Hy, H1, Ha, q, P, Pyub1, Ppup2 }

Partial-Private-Key-Extract: Given a user’s identity D, the KGC randomly choosese< Z; and uses
msk = s to compute the D’s partial private keyD;p1 = v+ s1Ho(ID) andD;p 2 = s H1 (I D). It thus
givesD;p = {Djp1,Dipa} andpkrpo = xP to ID via a secure channel.

Set-Secret-Value: The userl/ D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The user/ D sets his full secret keysk;p = {Dip,7p}-

Set-Public-Key: GivenID'’s secret keyk,p, the uset D obtains his public keyk;p = {pkip1.pkip2}
wherepk;p, = ripP.

Sign: Given a message: and I D’s secret keysk;p, the signer/usef D setsh = Hy(m||ID) and
generates the signatuse= lem.

Verify: Taking (m, o, pkrp, ID,param) as input, the verifier sets = H,(m||ID) and can check the
following equation holds or no§(o, k- pkrp1 + pkipas+ Ho(ID) Py ) =7€(H1(ID), Pyue). If it holds,
the algorithm returns 1; otherwise, returns O.
Correctness: If the public key PK;p and the signature are generated correctly as this scheme, then
the correctness holds since

é(o,h-pkip1+ pkip2+ Ho(ID)Ppyup)
1
= é¢(—D h P P4+ Hy(ID P
e(hrm Y Dina .2, M(ripP) +xP + Hy(ID)(s1P))
1
= é(—D h Hy(ID P
e(hr]D ¥ Dioa p,2, (hrip + 2+ Ho(ID)s1)P)
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= é(DID,Qap)
= é(s2H,(ID), P)
= &(H.\(ID), Ppu)

Remark 3. Scheme 2 is insecure against the SS-Type | or SU-Type | adversary, thus we will break it
in Section V-C. This scheme is modified from Scheme 4 (Sect. IV-G), and its formal security proof is
almost the same.

E. Huang et al’s scheme against the SU-Type | adversary

Huang et al.’s scheme against the SU-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G be a multiplicative cyclic group of
the same order, andbe the bilinear pairing wheré: G, x G; — Gr. Moreover, letH, : {0,1}* — G4
and H, : {0,1}* — G, be two cryptographic hash functions. The KGC randomly chossesZ; and
P € G4, and then sets the master secret keyk = s and the master public ke®,,, = sP. Finally, it
announces the system parameter,am = {Gy, Gr, é, Hy, H1, q, P, Py, = sP}

Partial-Private-Key-Extract: Given a user’s identity D, the KGC usesnsk = s to compute thd D’s
partial private key,D;p = sHy(ID). It thus givesD;p to I D via a secure channel.

Set-Secret-Value: The userl/ D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keyk;p = {D;p,rp}-

Set-Public-Key: Given I D’'s secret keysk;p, the userl D obtains his public keyk;p = r;pP.

Sign: Given a message: and I D’s secret keysk;p, the signer/usef D generates the signatuse=
DID + T[D.Hl(mH.[Dle{?[D).

Verify: Taking (m, o, pkrp, I D, param) as input, the verifier can check the following equation holds or
not, é(o, P) =7é(Ho(ID), Pyu)é(pkip, Hi(m||ID||pkrp)). If it holds, the algorithm returns 1; otherwise,
returns O.

Remark 4. Huang et al.'s scheme is insecure against the SS-Type | or SV-Type | adversary, thus we will
break it in Section V-D. Its formal security proof is done in the paper of [12].

F. The proposed scheme 3 against the SS-Type | adversary

The proposed scheme 3 against the SS-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G be a multiplicative cyclic group of the
same order, and be the bilinear pairing wheré: G, x G; — Gr. Moreover, letH, : {0,1}* — G; and
H,; : {0,1}* — G, be cryptographic hash functions. The KGC randomly chossesZ; and P € Gy,
and then sets the master secret keyk = s and the master public ke¥,,, = sP. Finally, it announces
the system parametesgram = {Gy, Gr, é, Hy, H1, q, P, Pyuy = sP}

Partial-Private-Key-Extract: Given a user’s identity D, the KGC randomly choosese< Z; and uses
msk = s to compute the D’s partial private key,D;p = sHy(ID). It thus givesD,p to I D via a secure
channel.

Set-Secret-Value: The userl D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keyk;p = {Dip,r1p}-

Set-Public-Key: Given ID’s secret keysk;p, the user/D obtains his public keywk;p = {pkip.1,
pkrpa, pkip s}t wherepkip, = ripDip, pkip2 = ripHo(ID), andpk;p 3 is randomly chosen fronts,.

Sign: Given a message: and I D’s secret keysk;p, the signer/user generates the signature-
Dip + %Hl (m||ID||pkrp||pkip2) + Pkip 3.

Verify: Taking (m, o, pkp, I D, param) as input, the verifier can check whether the following equations
hold or not.

é(PpubakaD,Q) :7é(P, pk]DJ) and
é(oc — pkrp s, pkip2) =?é(pkip1 + T, Hy(ID)),
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whereT' = Hy(m||ID||pkrp.l||pkip2). If they hold, the algorithm returns 1; otherwise, returns 0.

Remark 5. Scheme 3 is insecure against the SU-Type | or SV-Type | adversary, thus we will break it
in Section V-E. This scheme is modified from Tso et al.'s scheme (Sect. IV-H), and its formal security
proof is almost the same.

G. The proposed scheme 4 against the SV-SU-Type | adversary

The proposed scheme 4 against the SV-SU-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G, be a multiplicative cyclic group of the
same order, and be the bilinear pairing whereé: G; x G; — Gr. Moreover, letH,, H»{0,1}* — Zy, and
H, : {0,1}* — G, be three cryptographic hash functions. The KGC randomly chogsesc Z; andP ¢
G, and then sets the master secret keyk = {s1, s2} and the master public ke¥,.,; = s1P, Pyure =
sy P. Finally, it announces the system parameger,am = {Gy, Gr, é, Hy, H1, Ha, q, P, Pyu1, Ppup2 }

Partial-Private-Key-Extract: Given a user’s identity D, the KGC randomly chooses< Z; and uses
msk = s to compute the D’s partial private keyD;p1 = v+ s1Ho(ID) and D;p 2 = soHy(ID). It thus
givesD;p = {Dp1,Dipa2} andpk;p o = xP to ID via a secure channel.

Set-Secret-Value: The user/ D selectsr;p € Zy at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keyk;p = {Dip,rp}-

Set-Public-Key: GivenID's secret keyk, p, the usell D obtains his public keyk;p = {pkip1,pkip 2}
Wherepl{?[DJ =ripP.

Sign: Given a message: and I D’s secret keysk;p, the signer/uself D setsh = Hy(ml||ID||pkip)
and generates the signature= lem-

Verify: Taking (m, o, pk;p, ID, param) as input, the verifier sets = H,(m||ID||pk;p) and can check
the following equation holds or noé(o, h - pkrp1 + pkipa + Ho(ID)Pyup) =7¢(H1(ID), Pyue). If it
holds, the algorithm returns 1; otherwise, returns 0.

Remark 6. Scheme 4 is insecure against the SS-Type | adversary, thus we will break it in Section V-F.
Moreover, we show its formal security proof in Appendix B-A.

H. Tso et al's scheme against the SS-SU-Type | adversary

Tso et al’'s scheme against the SS-SU-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G, be a multiplicative cyclic group of the
same order, and be the bilinear pairing wheré: G, x G; — Gr. Moreover, letH, : {0,1}* — G, and
H, : {0,1}* — G, be cryptographic hash functions. The KGC randomly chossesZ; and P € Gy,
and then sets the master secret keyk = s and the master public ke¥,,, = sP. Finally, it announces
the system parametesgram = {Gy, Gr, é, Hy, H1, q, P, Pyuy = sP}

Partial-Private-Key-Extract: Given a user’s identity D, the KGC randomly choosesc Z; and uses
msk = s to compute the D’s partial private key,D;p = sHy(ID). It thus givesD;p to ID via a secure
channel.

Set-Secret-Value: The user/ D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keyk;p = {D;p,r1p}-

Set-Public-Key: GivenID’s secret keyk,p, the uset D obtains his public keyk;p = {pkip1.pkip2}
Wherepk]DJ =ripDip andpk’[Dg = T]DH()(ID).

Sign: Given a message: and I D’s secret keysk;p, the signer/user generates the signature-
Dip + ;= Hi(m||[ID||pkip).

Verify: Taking (m, o, pkip, 1D, param) as input, the verifier can check the following two equations
hold or not.

é(Ppubs Pk1p2) ="¢(P,pkrp,1) and
é(O’, p/{?[DQ) :?é(pk?[D,l + H1<mHIDHp/{Z[D), H()(]D))
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If they hold, the algorithm returns 1; otherwise, returns 0.

Remark 7. Tso et al’'s scheme is insecure against the SV-Type | adversary, thus we will break it in
Section V-G. Its formal security proof is done in the paper of [13].

I. The proposed scheme 5 against the SS-SV-Type | adversary

The proposed scheme 5 against the SS-SV-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G be a multiplicative cyclic group of
the same order, anglbe the bilinear pairing wheré: G, x G; — Gr. Moreover, letH, : {0,1}* — Ly,

H, :{0,1}* — Gy, andH, : {0,1}* — G; be cryptographic hash functions. The KGC randomly chooses
s € Z; and P € G4, and then sets the master secret keyt = s and the master public ke¥, ., = sP.
Finally, it announces the system parameter,am = {Gy, Gr, é, Hy, H1, q, P, Py, = sP}

Partial-Private-Key-Extract: Given a user’s identity D, the KGC randomly choosesc Z; and uses
msk = s to compute the/ D's partial private key,D;p = « + sHy(ID, pkip.2, Ppu). It thus givesD;p
andpk;po = xP to ID via a secure channel.

Set-Secret-Value: The userl D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The userl D sets his full secret keysk;p = {Dip,rp}-

Set-Public-Key: GivenID'’s secret keyk,p, the uset D obtains his public keyk;p = {pkip1.pkip2}
wherepk;p, = ripP.

Sign: Given a message: and I D’s secret keysk;p, the signer/usei D setsT; = H;(m||ID) and
T, = Ho(m||ID). He then generates the signature- r;pT) + D;pTs.

Verify: Taking (m, o, pkrp, 1D, param) as input, the verifier setdé = Hy(ID,pkipso, Ppw), T1 =
H,(ml||ID) and T, = Hy(m||ID), and then can check the following equation holds or &¢t, P) =
té(pkip1, T1)é(pkipa + h Py, T»). If it holds, the algorithm returns 1; otherwise, returns O.
Correctness: If the public key PK;p and the signature are generated correctly as this scheme, then
the correctness holds since

é(o,P) = é(ripTh + DipTs, P)
(TIDT1, ) (DIDT27P)
é(ripP, Th)é(DrpP, T3)
= é(pkip1, Th)é(pkip2 + hPpu, T3)
Remark 8. Scheme 5 is insecure against the SU-Type | adversary, thus we will break it in Section V-H.
This scheme is modified from Scheme 6 (Sect. 1V-J), and its formal security proof is almost the same.

D> D>

J. The proposed scheme 6 against the S-Type | adversary

The proposed scheme 6 against the S-Type | adversary consists of the following algorithms.

Setup: Let G; be an additive cyclic group of prime order G, be a multiplicative cyclic group of
the same order, andbe the bilinear pairing wheré: G; x G; — Gr. Moreover, letH, : {0,1}* — Ly,
H, :{0,1}* — G, andH, : {0,1}* — G; be cryptographic hash functions. The KGC randomly chooses
s € Z3, and P € Gy, and then sets the master secret kesk = s and the master public keg,.;, = sP.
Finally, it announces the system parameter,am = {Gy, Gr, ¢, Hy, H1, q, P, Py, = sP}

Partial-Private-Key-Extract: Given a user’s identity D, the KGC randomly choosesc Z; and uses
msk = s to compute the/ D's partial private key,D;p = x + sHo(ID||pkip2||Ppus)- It thus givesD;p
andpk;p» = 2P to ID via a secure channel.

Set-Secret-Value: The userl/ D selectsr;p € Z; at random and setsp as his secret value.

Set-Secret-Key: The user/ D sets his full secret keysk;p = {Dip,7p}-

Set-Public-Key: GivenID's secret keyk, p, the usell D obtains his public keyk;p = {pkip 1, pkip 2}
WherekaDJ =rpP.
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Sign: Given a message and! D’s secret keysk;p, the signer/usef D setsT| = Hy(m||ID||pkip||Ppus)
and Ty = Hy(m||ID||pkip||Pyuw)- He then generates the signature= r;pT7 + D;pTh.

Verify: Taking (m, o, pkrp, ID,param) as input, the verifier sets = Hy(ID||pkipa||Pows), T1 =
Hy(m||ID||pkip||Ppws) and Ty = Ho(m||ID||pkip||Ppus), and then can check the following equation
holds or noté(o, P) =?é(pkip.1, T1)é(pkip 2 + h Py, T2). If it holds, the algorithm returns 1; otherwise,
returns 0.

Remark 9. Scheme 6 is secure against the S-Type | adversary, thus we will give its formal security proof
in Section V-I.

V. SECURITY ANALYSIS

In Section Il and IV, we has introduced all possible Type | adversaries and presented the nine CLS
schemes. Now we show the security of the schemes in this section. Particularly, we will break the schemes
of Section IV-B to IV-I; For example, the proposed scheme 2 is secure against thig,3htis we analyze
that it is insecure against the S&-and SU:A;.

A. Breaking Fan et als scheme (Sect. 1V-B)

This scheme is insecure against the N-Type | adversary’s attdgKirst picks m* and setsh* =
H,(m*, pkrp+~1). Secondly, he choosés e Z, at random, and then replaces;p-, with a new one
pk,ID*,Q =tP — HO(ID*HkaD*,l)kaD*,l — h(Ppub -+ H(](ID*)PQ + HO(ID*Hpk]D*,l)PQ)- A] f|na”y can
output a forged signature* = t~'P;. As a result,(/D*, m*) has never been submitted to Sign oracle.

B. Breaking of the proposed scheme 1 (Sect. IV-C)

This scheme is only secure against the N-Type | adversary, thus it cannot withstand the SS-Type |,
SU-Type |, or SV-Type | adversaries’ attacks.

« SS:A; randomly chooses € Z; and computegk;,. = tP, and then submitg/ D", pkip.) to
Public-Key-Replace He sends(/D*,m) to S-Sign and then receives of (ID*,m) whereo =
tH,(m||ID*)+ D;p-. Eventually, he can obtain the partial-private-kByp- = o — tHy(m||ID*). If
A; hasDjp-, he can generate any forged signaturd @b*, m*).

« SU-A; sends(/D*,m*) to N-Sign and obtainss of (ID*,m*). He randomly chooses € Z; and
computespk} . = pkip- + tP, and then submité/ D*, pk’ ,.) to Public-Key-Replace Eventually,
he outputs a forged signature’ whereo* = o + tH;(m*||ID*). o* is valid and has never been
returned byN-Sign.

« SV-A; first submits/D* to Secret-Value-Extract and then receives;p-. He sends(/D*, m) to
N-Sign, and then receives of (I1D*, m) whereo = r;p«Hy(m||ID*) + D;p~. Eventually, he can
obtain the partial-private-key),;p- = o — rip« Hi(m||ID*). If A; has D;p-, he can generate any
forged signature of/ D*, m*).

C. Breaking of the proposed scheme 2 (Sect. IV-D)

This scheme is only secure against the SV-Type | adversary, thus it cannot withstand the SS-Type | or
SU-Type | adversaries’s attacks. Now we present them respectively in details.
« SSA; first randomly chooses;,.,t € Z; and sends/D*, pk;p,.) as the new public key t&ublic-
Key-Replacewhere pk;p. | = r7p. P and pkjp. o, = tP — Ho(ID*)FPpup. Ar submits(m, ID*) to
S-Sign and then obtains the signature Therefore.A; computesD;p« 2 = (Ha(m||ID*)rp. + t)o
sinceos is a valid one. Finally,A; can generate a forged signature on (/D*, m*) by computing

0" = HQ(Tﬂ*HIé*)T”ID*—&—t
« SU-A, first setsh = Hy(m*||ID*) and submits(/D*, m*) to N-Sign, and obtains the signature
A; randomly chooses € Z; and sends/D*, pk},.) as the new public key t®ublic-Key-Replace
where pkip., = 1pkip-1 and pkjp. 5 = 1pkip-2 — Ho(ID*)Pyunt + 1 Ha(ID*)Pyyy. Finally, A,
can generate a forged signature= to of (I D*,m*) wherec* has never been returned biSign.

Dip- 5.
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D. Breaking of Huang et al's scheme (Sect. IV-E)

This scheme is only secure against the SU-Type | adversary, thus it cannot withstand the SS-Type | or
SV-Type | adversaries’ attacks.

« SS:A; randomly chooseg € Z; and computegk;,. = tP, and then submitg/D*, pk}p.) to
Public-Key-Replace He sends(/D*,m) to S-Sign and then receives of (ID*,m) whereo =
tH,(m||ID*||pk} ) + Drp~. Eventually, he can obtain the partial-private-key
Dip+« = o—tH(m||ID*||pk}.). If A; hasD;p-, he can generate any forged signaturéldd*, m*).

« SV-A; first submits/D* to Secret-Value-Extract and then receives;p-. He sends(ID*,m) to
N-Sign, and then receives of (ID*,m) whereo = r;p- Hi(m||ID*||pk} ) + D;p~. Eventually,
he can obtain the partial-private-kéy;p- = o — rrp« Hi(m||ID*||pk}p.). If A; hasD;p-, he can
generate any forged signature @fD*, m*).

E. Breaking of the proposed scheme 3 (Sect. IV-F)

This scheme is only secure against the SS-Type | adversary, thus it cannot withstand the SU-Type | or
SV-Type | adversaries’ attacks.

« SU-A; first submits (ID*,m*) to N-Sign, and receives the signature .4; randomly chooses
pkip- 3 € Gy and send$1D*, pkip- 1, k1 p- 5, PK7p- 3) @s the new public key tBublic-Key-Replace
wherepkip. | = pkrp«1, pkip« o = pkip~ 2, andpkip. 5. Finally, A; can generate a forged signature
0 = o + pkip. 3 of (ID*,m*) wheres™ has never been returned by Sign.

o SV-A; first submits/ D* to Secret-Value-Extract and then receives;,. He can obtain the partial-
private-keyD;p- = 17 }- (pkrp+1). If ArhasD;p-, he can generate any forged signaturé/dd*, m*).

F. Breaking of the proposed scheme 4 (Sect. IV-G)

This scheme is only secure against the SV-SU-Type | adversary, thus it cannot withstand the SS-Type
| adversary’s attacks.
« SSA; first randomly chooses;,.,t € Z; and sends/D*, pkjp,.) as the new public key t&ublic-
Key-Replacewhere pk;p. ; = r7p. P and pkip. o, = tP — Ho(ID*)Fpup. Ar submits(m, ID*) to
S-Sign and then obtains the signatureTherefored; computesD; p- o = (Ha(m||ID*||pkip)r)p-+
t)o sinceo is a valid one. Finally,A; can generate a forged signatureon (1 D*, m*) by computing

of = 1
Hz(m*HID*Hpk’]D)T’IID* +t

Dip+ .

G. Breaking of Tso et al's scheme (Sect. IV-H)

This scheme is only secure against the SS-SU-Type | adversary, thus it cannot withstand the SV-Type
| adversary’ attacks.
o SV-A; first submits/ D* to Secret-Value-Extract and then receives;,. He can obtain the partial-
private-keyD;p- = ). (pkrp+a1). If ArhasD;p-, he can generate any forged signature/dd*, m*).

H. Breaking of the proposed scheme 5 (Sect. IV-I)

This scheme is only secure against the SS-SV-Type | adversary, thus it cannot withstand the SU-Type
| adversary’s attacks.
« SU-A; first submits(/ D*, m*) to N-Sign, and receives the signatuse .A; randomly chooses € Z
and sends/D*, pk.) as the new public key t®ublic-Key-Replacewherepk’ . = pk;p+ + tP.
Finally, A; can generate a forged signaturé = o + tH,(m*||ID*) of (ID*, m*) wherecs* has
never been returned Ky-Sign.
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|. Security analysis of the proposed scheme 6 against the S-Type | adversary

Theorem 1. The proposed scheme 6 is provably secure against the adaptively chosen message and identity
attacks, performed by the S-Type | and Il adversaries, in the random oracle model assuming the CDH
problem is intractable.

This theorem follows from Lemmas 1 and 2 straightly.

Lemma 1. If there exists an adaptively chosen message and identity S-Type | advetsawho can ask
at mostg. Create-Usergueries,qi Partial-Private-Key-Extractqueries, and;s S-Signqueries, and can
break the proposed scheme 6 in polynomial time with success probabifitgn there exists an algorithm
C which can depend om;’s forgery to solve the CDH problem with probabili§r[C(P,aP,bP) —
abP] > (1 — ) (1 — 2 )qs(qc( L_e.

—qc gs+1 gs+1)

Proof: If there exists an S-Type | adversayy; who can break the strong unforgeability of the
proposed scheme 6 by winning the security game, then we can construct an algOritfiich can
depend onA;’s forgery to solve the CDH problem as Section IV-A.

Let (G1, Gr) be bilinear groups with the bilinear map Given P, aP, bP wherea, b are unknown('’s
purpose is to computebP, which is the output of the CDH problengd. acts as the challenged; is
able to access the oracles defined in Section II-A and llI-A. The three hash funéfiois , H> will be
random oracles.

Setup C choosesh*, v* € Zy at random.C then setsP,,, = %(bP — v*P) and sendgparam =
{Gl, GT, é, P, Ppub} to .A[.

Query. A; can adaptively access the following oracles in a polynomial number of times.

1. Create-User C maintains K-list which is initially empty..4; can submit/D to this oracle. For
returning.A;’s requestC first chooses a numbeére {1, ..., qc} at random.

(1) If i # ¢, C randomly chooses;, v;,r;p, € Z; and setsHy(I Dy||pk;p, 2|| Ppus) = Vs Dip,1 = vi,
DIDZ-,Q = kaDi,Q =y, P - Ug(Ppub), kaDi,l = T‘]DZ.P, and the secret ValUﬁDi.

(2) If i =t, C randomly chooses;p,, v:, v; € Z; and setsty(I Dy||pkrp, 2||Ppus) = vty Dip,a =1,
Dip, 2 = pkip,2 = v.P, pkip,1 = rip, P, and the secret valu;e[Dt.T (Hereafter, . means that
nothing is set or returned.)

In both cases¢ will add the outputted tuple

(ID;, Hy(ID;, Pyu), Drp,,"1D;, PkID; 1, PRID, 2) ON K-List. If A; submits/ D, to ask for the public

key or Hy(ID;, Pyy), C returnspk;p, 1, pkrp, 2 of Ho(ID;||pkip, 2||Pyu) according toK-list.

2. Partial-Private-Key-Extract: A; can submit/ D; to this oracle.C outputs | if 1D; has not been
created. Else, if D; has been created and# ¢, C returnsD;p, from K-list; otherwise,C returns
failure and terminates.

3. Public-Key-Replace A; can submit(pkp, ,,pkip. ) to this oracle for replacing the public key.
If ID; has been created, replaces the originalpk;p, 1, pkip,2) with the new (pkip,. 1, pkip, o);
otherwise, it outputsl.

4. Secret-Value-Extract A; can submit/ D; to this oracleC outputs_L if ID; has not been created.
Else,C returnsr;p, from K-list.

5. H; queries C maintainsH;-list which is initially empty..A; can submitM; = (m;, I Dy, pkip, . Pyus)
to the random oraclé/,. C outputs L if D; has not been created. OtherwiSeperforms as follows
for the requestV/;. C randomly chooseg; € Z; and sends; = y; P as H,(M;) to A;. Finally, C
adds the outputted tuple\z;, y;, ;) on H;-list.

6. H, queries C maintainsH,-list which is initially empty..A; can submitV; = (m;, I Dy, pkip,, Pous)
to the random oraclél,. C outputs_L if 1D, has not been created. Otherwi€eperforms as follows
for the request\/;.

tID; can receive many partial private key because of replagiy, ». Therefore, forl D, it is possible thatD;p, 2> = pkrp,,2 = v*P
and Ho(ID¢||pkip, 2||Ppus) = h* accordingly.
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— If IDy, # 1Dy, C randomly chooses; € Z; and sends?; = o, P as Hy(M,) to A;. C therefore
adds the outputted tupl@\/;, a;, R;, c; =1) on Ho-list.

— Otherwise,/ D, = ID,, C randomly chooses; € Z; and flips a biased-coin; € {0,1}, with
Pric; = 1] = g andPr[¢; = 0] = 1 — 5. (The value,5 < 1, will be considered later.) In the case
of ¢; =1, C sendsR; = «;(aP) as Hy(M;) to A;. In the case of; = 0, C sendsR; = «; P as
Hy(M;) to A;. Finally, C adds the outputted tupl@\/;, «;, R;, ¢;) on Ha-list.

7. S-Sign A; can submity, = (I Dy, m;) as a signature querg.outputs_L if /D, has not been created.
Otherwise,C performs as follows fofI Dy, m;) according toK, H;, H,-lists.

— If IDy, # ID,, C generates the signature by =y, - pkip, 1 + Dip, Ri.

— If ID, = ID; and¢; =0, C generates the signatuee = v; - pkip, 1 + a;(pkip, 2 + Vi(Ppus))-

— If ID, = 1D, andc¢; = 1, C returns failure and terminates. In this casecpf 1, C must make
sure thatDp, » = pkip, 2 = v*P and Hy(I D:||pkrp, 2|| Ppuw) = h*.

Forgery. After all queries,.A; outputs a forgery(m*, ID* o*). By assumption,4; wins this game
becauser* is valid. If ID* # ID,, C outputs failure and terminates this game. Otherwise, in the case of
ID* = ID,, C performs as follows.

(1) C checksH,-list. If ¢* =0, C outputs failure and terminates.
(2) Otherwise, in the case ef = 1, C depends on4;’s forgery to solve the CDH problem. Sine€ is
valid, we suppose the following equation holds,

(0", P) = é(pkip~ 1, Hi(m"||ID"||pk;p+|| Fpus)) -
e(pkrp~ 2, Ha(m*|[ID*||pkrp~|| Fpus)) -
é(thub7 Hy(m™|[1D*||pkrp- Ppub))
whereh = Hy(ID*||pkip+2|| Ppub)-

Based onk, H,, Hy-lists, the forged signature must b€ = y* - pk;p,1 + a*(abP) wherey* is
obtained fromH;-list, o* from H,-list, and pk;p,, from K-list. Eventually,C utilizes o* to solve
the CDH problem and outputhP = - (c* — y* - pkp, 1).
The algorithmC is done through the above simulation, which remains to compute the probability that
C solves the CDH problem. Hence, we show the three everntssiicceeds.

« &1 C does not abort in th@uery phase.

. &: The forged signature* is valid on (m*, ID*, pk;p+).

« &3: C does not abort in th&orgery phase.
The probability ofC is Pr[C(P,aP,bP) — abP] = Pr[&; A & A &3] = Pr[&]Pr[&;|Pr[&;] becausesy, &,
and&; are independent.

Claim 1. C does not abort in th&Query phase withPr[&;] > (1 — qic)qK(l — [3)9s.

C does not output failure ifPartial-Private-Key-Extract with probability (1 — é)‘lK, and does not

output failure inS-Signwith probability (1 — (.)3)% > (1—3)%. Hence,Pr(&;] > (1 — )% (1~ )%,
In addition, Pr[&] = ¢ and Pr[&] = (/qc. The probability ofC is Pr[C(P,aP,bP) — abP] >
(1= ) (1— ﬁ)qS(ﬁ)e. However,3(1 — 3)¢s could be maximized a8 = 17—, SOPr[C(P,aP,bP) —
abP] > (1 — 5)% (1 = )% (1.5 )6 ON the other hand, for the performaneeis denoted by the
running time of A;, and 7’ of C. A; can ask at the mosiy, H; queries andyy, H, queries where
qm, = qu, = qs + 1. We concluder’ < 7+ 2qoTsm + qu, Tsm + Qaa Tsm + @sTsm = T+ (290 + 3qs + 2) Tm.-

The proof of this lemma is complete. ]

Lemma 2. If there exists an adaptively chosen message and identity S-Type Il advedsaryyho can
ask at mosy Create-Userqueries,q,, Secret-Value-Extractqueries, andgs S-Sign queries, and can
break the proposed scheme 6 in polynomial time with success probabifitgn there exists an algorithm
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C which can depend otd,;’s forgery to solve the CDH problem with probabili§r[C(P, aP,bP) —
abP] > (1 — ﬁ)(w(l -1 )‘IS(qC( 1 ))e.

gs+1 gs+1
The proof of Lemma 2 is given in Appendix B-B.

VI. DISCUSSIONS
A. Shim’s attack against short CLS schemes

In 2009, Shim [24] reflected on the possibility that short CLS schemes might be insecure against her
presented attack. Performing this attack, a Type | advergarjirst sets a new secret valug, of /D
and computes the new corresponding public kky;,. Secondly.A; replaces the old public keyk;p with
the new onepk},, and then submitém, I D) to Sign oracle. Upon receiving the signatureof (m, ID),
A; can indirectly compute the partial private k&) . A; can thus forge any signature existentially by
using D;p. As a result, Shim considered the short CLS schemes might suffer from such attacks since
those schemes are deterministic short signature schemes without using random factors.

According to the security models mentioned in Section lll, the SS-Type |, SS-SV-Type |, SS-SU-Type
I, and S-Type | adversaries can acc&sSign and they can therefore perform Shim’s attack. However,
there are some short CLS schemes such as Tso et al.’s scheme [13] and our proposed schemes 3, 5, al
6, which have been proven to be secure against these kinds of Type | adversaries. As we know, some
short CLS schemes [11, 12, 25, 26, 27, 28, 29] are insecure against such attacks undoubtedly. However
this attack does not succeed to break all of short CLS schemes; for example, it can be withstood by the
proposed scheme 6.

B. The relation between strong unforgability and non-repudiation in short CLS schemes

Girault defined three trust levels for a trusted third party (TTP) [33]. However, the higher the trust level
of the TTP is, the higher the security level of the cryptographic scheme becomes. Explicitly, based on
the definition of Girault, Hu et al. [10] stated clearly the three trust levels of the KGC in the context of
certificateless signature schemes:

. Level 1. The KGC knows the full private key of any user and is able to act as any user to forge
signatures which cannot be repudiated by that user (the victim).

. Level 2. The KGC does not know the full private key of any user. But the KGC is able to generate
a false private key for any user to forge signatures which cannot be repudiated by that user (the
victim).

. Level 3. The KGC does not know the full private key of any user. But the KGC is able to generate a
false private key of any user to forge signatures but that user (the victim) can repudiate these forged
signatures.

From a legal viewpoint, using a digital signature scheme with trust level 1 or 2, a signer can always

repudiate the signatures by blaming the KGC. A CLS scheme is said to prowigeepudiationif the

KGC is of trust level 3. In general, a CLS scheme meets trust level 3, which implies that only a user has
one unique public/private key pair, and thereby is unable to generate another key pair himself. To prove a
CLS scheme with trust level 3, we usually use an analysis in which a user cannot output another key pair
by replacing the public key. We now conclude that a short CLS scheme is strongly unforgeable against
the SU-Type | adversary if it is at trust level 3. Since no random factors are involved and the adversary
cannot replace the public key, the short CLS scheme with trust level 3 is strongly unforgeable against
SU-A; without doubt. As a result, this kind of short CLS schemes avoids the only ability of thel SU-

i.e. replacing a public key.



19

TABLE I
EFFICIENCY AND SECURITY COMPARISONS WITH OUR PROPOSED SCHEMES AND OTHERS

Scheme Sign  Verify | N-A; SV-A; SU-A; SS:A; SV-SU-A; SS-SUA; SS-SVA;  S-A;
CPL [25] 3S 3P v v

DW [26] S P v v

FHH [27] S P

HMSWW [11, 12] | S 2P v v

THS [13] S 4P v v v v

TYH [28, 29] S 4P v v

Scheme 1 S 2P v

Scheme 2 S 2P v v

Scheme 3 S 5P v v

Scheme 4 S 2P v v v v

Scheme 5 28 3P v v v v

Scheme 6 28 3P v v v v v v v v

C. Comparisons

Finally, we compare our schemes with the other short certificateless signature schemes [11, 12, 13, 25,
26, 27, 28, 29]. The comparisons are given in Table Il with respect to their efficiency and security (we do
not consider the precomputations heréiMhe computation cost of bilinear pairing is denoted7yand
that of scalar multiplication ofs; is denoted byS. In addition, we use/ to represent that the scheme
is secure against this kind of;.

As shown in Table II, although the signature generations of the proposed schemes 5 and 6 are not as
efficient as those of the schemes [11, 12, 13, 26, 27, 28, 29], the proposed scheme 6 can achieve the
higher security level. However, Fan et al’s scheme [27] is insecure against e Which has been
mentioned in Section V-A. In particular, Choi et al. claimed that their scheme can withstand the 85-SV-
[25]; however, this scheme has been cryptanalyzed to be secure against onlydh¢HlE As a result,
the proposed scheme 6 is proven to be secure against the S-Type | adversary, with the formal security
proof provided in Section V-1 and Appendix B-B. In fact, the open problem of short CLS (described in
Section IV) has been solved since in the proposed schemes 2, 4 ,5, and 6, presented in this paper.

VII. CONCLUSIONS

Cryptographic schemes are quite dependable for realizing secure applications. Security models are
defined to simulate behaviors and attack powers of different adversaries. Based on the formal security
proof, the schemes are claimed to be secure against the adversary under the security model. Hence, suc
security models are very important since they are not used only to prove the security in theory, but also
to preconsider potential attacks in practice.

In this paper, we revisited certificateless signatures for public key replacement and strong unforgability,
which have not been considered in depth in the literature. The simulation of potential adversaries resulted in
eight different kinds of Type | adversaries. Further we reviewed and surveyed some schemes and proposec
six schemes. Moreover, we proved their security against one kind of Type | adversaries. In particular, the
proposed scheme 6 is the only certificateless short signature scheme that reaches the strongest securi
level, which is provably secure against both S-Type | and Il adversaries. Finally, some research results
were presented including the relation between strong unforgability and non-repudiation in certificateless
short signatures.
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APPENDIXA
ALL POTENTIAL TYPE || ADVERSARIES

Table Il shows all potential Type Il adversaries. As Section lll, we list those Type Il adversaries as
follows for more detalils.
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A. Security against the N-Type Il adversary

The unforgeability of a CLS scheme against the adaptive chosen message and identity N-Type |l
adversary is defined by the following game:

Setup:The challenger runs the algorith®etup, and then returns the system paramejersam and
the master keynsk to A;;.

Query: In this phase,A;; can adaptively send queries to the three oracles defined in Section II-A.
Moreover, A; can submit queries to thd-Sign oracle defined in Section IlI-A.

Forgery: A;; outputs a forged tripleto*, ID*, m*). A;; is said to win the game if the following
conditions hold.

1. (ID*,;m*) has never been submitted k& Sign.

2. o* has never returned bM-Sign and 1 — Verify(param, I D*, pkip+, m*,c*) where pk;p- is the

I D*’s original public key.
3. ID* has never been submitted Secret-Value-Extract

B. Security against the SU-Type Il adversary

The unforgeability of a CLS scheme against the adaptive chosen message and identity SU-Type I
adversary is defined by the following game:

Setup:The challenger runs the algorith®etup, and then returns the system paramejersum and
the master keynsk to A;;.

Query: In this phase,4;; can adaptively send queries to the three oracles defined in Section IlI-A.
Moreover, A; can submit queries to thd-Sign oracle defined in Section IlI-A.

Forgery: A;; outputs a forged tripleto™*, ID*,m*). A;; is said to win the game if the following
conditions hold.

1. (ID*,m*) can be submitted t&-Sign.

2. o* has never returned bM-Sign and 1 «— Verify(param, I D*, pkip«, m*,c*) where pk;p« is the

I D*'s original public key.
3. ID* has never been submitted Secret-Value-Extract

C. Security against the SS-Type Il adversary

The unforgeability of a CLS scheme against the adaptive chosen message and identity N-Type Il
adversary is defined by the following game:

Setup:The challenger runs the algorith®etup, and then returns the system paramejersam and
the master keynsk to Ay;.

Query: In this phase,A;; can adaptively send queries to the three oracles defined in Section II-A.
Moreover, A; can submit queries to th®-Signoracle defined in Section IlI-A.

Forgery: A;; outputs a forged tripleto*, ID*, m*). A;; is said to win the game if the following
conditions hold.

1. (ID*,m*) has never been submitted Sign

2. o* has never returned bg-Signand 1 «— Verify(param, I D*, pkip~, m*,0*) where pk;p- is the

1D*'s original public key.
3. ID* has never been submitted $ecret-Value-Extract

D. Security against the S-Type Il adversary

The unforgeability of a CLS scheme against the adaptive chosen message and identity S-Type Il
adversary is defined by the following game:

Setup:The challenger runs the algorithBetup, and then returns the system paramejersum and
the master keynsk to A;;.
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Query: In this phase,4;; can adaptively send queries to the three oracles defined in Section IlI-A.
Moreover, A; can submit queries to th®-Signoracle defined in Section IlI-A.

Forgery: A;; outputs a forged tripleto*, ID*, m*). A;; is said to win the game if the following
conditions hold.

1. (ID*,m*) can be submitted t&-Sign

2. o* has never returned b$-Signand 1 — Verify(param, ID*, pk;p-, m*,o*) where pk;p- is the

1 D*'s original public key.
3. ID* has never been submitted $ecret-Value-Extract

Definition 4. A certificateless signature scheme is provably secure against a kind of Type Il adversaries
if and only if no PPT algorithm has non-negligible probability of winning the corresponding game.

APPENDIXB
SECURITY ANALYSIS

In this appendix, we will show the formal security proof of Scheme 4 against the SV-SU-Type |
adversary and Scheme 6 against the S-Type | adversary, respectively.

A. Security analysis of the proposed scheme 4 against the SV-SU-Type | adversary

We present the hardness assumption, the modii€zAA problem, before proving the security of
Scheme 4.

Definition 5. (Modified x-CAA problem) Let(G, Gr) be bilinear groups with the bilinear map Let P
be a generator of. GivenaP,bP,h € Z; andk pairs (wi, Wi = = P), oy (Wi, W = MP)
wherew, ..., w, € Z;, anda, b are unknown The algorithm attempts to find a gait, W* =

wherew* ¢ {wl, . wn} It is said to have probability at Ieasﬂn solving the modifieds- CAA problem
if PrlA(aP,bP,h,wy,...,we, Wy,..., W) — (w*, W*)] >

Practically, thex-CAA problem had been proven to be computational equivalent to the strong Diffie-
Hellman problem, and as well as the modifiedCAA problem to thex-CAA problem [35, 36]. Hence,
the modifiedx-CAA problem is directly computational equivalent to the strong Diffie-Hellman problem.

Theorem 2. If there exists an adaptively chosen message and identity SV-SU-Type | adverisamho
can ask at mosj- Create-Userqueries,qi Partial-Private-Key-Extractqueries, and;s N-Sign queries,
and can break the proposed scheme 4 in polynomial time with success probghitign there exists an
algorithm C which can depend om;’s forgery to solve the modified-CAA problem with probability
Pr(C(aP,bP, h,wy, ..., we, Wi, ... W) — (w*, W*)] > (1 — L) (1 — 2

)% (ooastn) )€
—qc gs+1 qc(gs+1)

Proof: If there exists an SV-SU-Type | adversa#y Who can break the strong unforgeability of the
proposed scheme 4 by winning the security game, then we can construct an algbnthioh can use
A;’s forgery to solve the modified-CAA problem.

Let (G, Gr) be bilinear groups with the bilinear map Given (aP,bP, h, w1, ..., w,, W1, ...,W,) as
an instance of the modified-CAA problem,C’s purpose is to findw*, W*) wherew* € {wy, ..., w}.
However,C acts as the challenged; is able to access the oracles defined in Section II-A and IlI-A. The
three hash functiongl,, H,, H, will be random oracles.

Setup C choosess; € Z, at random.C then setsP,,;,; = bP, P2 = soFP and sendgparam =
{Gl, GT, é, P, Ppubl, Ppubg} to Aj;.

Query. A; can adaptively access the following oracles in a polynomial number of times.

1. Create-User C maintains K -list which is initially empty..4; can submit/D to this oracle. For
returning.A;’s requestC first chooses a numbeére {1, ...,qc} at random.

(1) If @ # t, C randomly chooses;,v;,«;,rip, € Z; and setsHy(ID;) = v;, Hy(ID;) = ;P

DIDi,l = Ui DIDi,Q = SQ(O(Z'P), pk‘[Di’Q = UiP_vg(Ppubl)u kaDi,l = TIDiP’ and the secret value
TID,;-
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(2) If i =t, C randomly chooses, r;p, € Z; and setsHy(ID;) = h, Hy(ID;) = o,P Dip,1 =1,
D[D 2 = SQ(O./ P) pk’[D 2 = = alP, pk’[D 1 ="TID; P, and the secret VaIUQDZ..

In both cases¢ will add the outputted tuple

(]Du H()(]DZ), H2<]Di)7DIDi,lyDIDi,QyT]D“kaDi,l;pk]Di,Q) on K-List. If A] SmeitSIDi to ask

for the public key,H,(1D;), or Hy(ID;s), C is able to uses-list to return(pk;p, 1, pkip, 2), Ho(1D;),

or Hy(ID;) accordingly.

2. Partial-Private-Key-Extract: A; can submit/ D; to this oracle.C outputs | if /D; has not been
created. Else, i D; has been created anid# ¢, C returnsD;p, from K-list; otherwise,C returns
failure and terminates.

3. Public-Key-Replace A; can submit(pk} . ;,pk]p. ) to this oracle for replacing the public key.
If ID; has been created, replaces the originalpk;p, 1, pkip,2) with the new (pkip. 1, pkip, o);
otherwise, it outputsL.

4. Secret-Value-Extract A; can submit/ D; to this oracleC outputs_L if ID; has not been created.
Else,C returnsr;p, from K-list.

5. H, queries C maintainsH;-list which is initially empty..A; can submitM; = (m;, I Dy, pkip,) to
the random oraclé?,. C outputs_ L if /D; has not been created. Otherwigeperforms as follows
for the request\/;.

— If 1D, # 1Dy, C randomly chooseg; € Z; and sendg; as H»(M;) to A;. C therefore adds the
outputted tuple(M;, y;, c; =1) on H-list.

— Otherwise,I D, = I D;, C flips a biased-coing; € {0, 1}, with Pr[c; = 1] =  andPr[¢; = 0] =
1 — 3. (The value,3 < 1, will be considered later.) In the case @f= 1, C sendsy; = -“— as

Hy(M;) to A; wherew* ¢ {wy, ..,w,}. In the case of; = 0, C sendsy; = r— ang(Mf) to
A; wherew € {wy,...,w,} is randomly chosen. Finally; adds the outputted tupleVz;, y;, c;)
on H,-list.
7. N-Sign: A; can submity; = (1 Dy, m;) as a signature querg.outputs_L if /D; has not been created.
Otherwise,C performs as follows fofI Dy, m;) according toK, H;, H,-lists.
— If ID, # ID,, C generates the signature by = ————~— (s, P).

viT1D, +D1Dy,
— If ID, = ID, and¢; = 0, C generates the signature = sooy, W whereW e {Wy, ..., W, }
corresponds taw.
— If ID, =1D, and¢; = 1, C returns failure and terminates.

Forgery. After all queries,.A4; outputs a forgery(m*, ID* o*). By assumption,4; wins this game
becauser* is valid. If ID* # ID,, C outputs failure and terminates this game. Otherwise, in the case of
ID* = IDy, C performs as follows.

(1) C checksH;-list. If ¢* =0, C outputs failure and terminates.
(2) Otherwise, in the case @f = 1, C depends om4;’s forgery to solve the modified-CAA problem.
Sincec™* is valid, C utilizeso* to solve this problem and output a péir*, W* = Sma = mm.

C is done through the above simulation, which remains to compute the probability thalves the
modified xk-CAA problem. Hence, we show the three event€ i$ucceeds.

« &1: C does not abort in th@uery phase.

« &: The forged signature™ is valid on (m*, ID*, pk;p+).

« &;: C does not abort in th€orgery phase.

The probability ofC is Pr[C(P,aP,bP) — abP] = Pr[&; A & A &3] = Pr[&]Pr[&;|Pr[&;] becausesy, &,
and &; are independent.

Claim 2. C does not abort in th&Query phase withPr[&;] > (1 — é)‘m(l — [3)%s.

C does not output failure ifPartial-Private-Key-Extract with probability (1 i)qK and does not
output failure inN-Sign with probability(l—(qic)ﬁ)qs > (1—/)9%. HencePr[&;] > ( ) K(1—p)%s.
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In addition, Pr[&] = ¢ and Pr[&] = (/qc. The probability ofC is Pr[C(P,aP,bP) — abP] >
(1— =) (1~ ﬁ)qS(qﬁC)e. However,3(1 — 3)% could be maximized af = -, sOPr[C(P,aP,bP) —

abP] > (1 — =)™ (1 — 7.-)% (.ogazy )¢ The proof of this lemma is complete. 0

B. Security analysis of the proposed scheme 6 against the S-Type Il adversary

Proof of Lemma 2:If there exists an S-Type Il adversad;; who can break the strong unforgeability
of the proposed scheme 6 by winning the security game, then we can construct an algontiain can
depend onA;;’s forgery to solve the CDH problem as Section IV-A.

Let (G;, Gr) be bilinear groups with the bilinear map Given P, aP, bP wherea, b are unknown('’s
purpose is to computebP, which is the output of the CDH problend. acts as the challenged;; is
able to access the oracles defined in Section II-A and llI-A. The three hash funéfiois , H, will be
random oracles.

Setup C choosess € Z; at random( then setsP,,, = sP and sendgaram = {G1,Gr,é, P, Py}
and the master secret key,sk = s, to A;;.

Query. A;; can adaptively access the following oracles in a polynomial number of times.

1. Create-User C maintains K-list which is initially empty.. A;; can submit/ D; to this oracle. For
A;r's request first chooses a numbeére {1, ..., qc} at random.

(1) If i # ¢, C randomly chooses;, v;,r;p, € Z; and setst,(ID;||pkip, 2||Ppus) = i, Dip,;1 =

v; + U;S, DIDz-,2 = pk:IDi,2 =P, kaDi,l = T‘]DiP, and the secret ValUﬂDi.
(2) If i =t, C randomly chooses;, v; € Z; and setsy(ID;||pk;p, 2||Ppus) = v, Dip,1 = vi +v;s,
Dip,2 = pkip,2 = v; P, pkip,1 = bP, and the secret valugp, =1.

In both cases¢ will add the outputted tuple

(ID;, Hy(ID;, Pyub), Drp,,T1D;, PkID; 1, PRID, 2) ON K-List. If A;; submits/ D; to ask for the public

key or Hy(ID;, Pyy), C returnspk;p, 1, pkrp, 2 of Ho(ID;||pkip, 2|| Pyu) according tok-list.

2. Public-Key-Replace A;; can submit(pk;p, ;,pk;p, ») to this oracle for replacing the public key.
If 1D; has been created, replaces the originalpk;p, 1, pkip,2) with the new (pkjp, 1, pkip, o)
otherwise, it outputsl.

3. Secret-Value-Extract A;; can submit/ D; to this oracleC outputs_L if 1D; has not been created.
Else, if ID; = ID,, C returns failure and terminates; otherwigereturnsr;p, from K-list.

4. H, queries C maintainsH;-list which is initially empty.A;; can submit\/; = (m;, I Dy, pkip, , Ppus)
to the random oraclé/;. C outputs_L if /D; has not been created. Otherwi€eperforms as follows
for the request\/;.

— If IDy # I1D,, C randomly chooses; € Z; and sends; = y; P as H,(M;) to A;;. C therefore
adds the outputted tuple\/;, y;, Yi, ¢; =L) on H;-list.

— Otherwise,/ D, = I D, C randomly chooseg; € Z; and flips a biased-coin; € {0, 1}, with
Pric; = 1] = g andPr[¢; = 0] = 1 — 5. (The value,5 < 1, will be considered later.) In the case
of ¢; = 1, C sendsY; = y;(aP) as H;(M,) to A;;. In the case of; = 0, C sendsY; = y; P as
H,(M;) to A;;. Finally, C adds the outputted tuple\/;, v;, Y;, ¢;) on H;-list.

5. H, queries C maintainsH,-list which is initially empty.A;; can submitV,; = (m;, I Dy, pkip,, Ppub)
to the random oraclé/;. C outputs L if D; has not been created. OtherwiSeperforms as follows
for the request/;. C randomly chooses; € Z; and sends?; = o; P’ as Hy(M;) to Ay;. Finally, C
adds the outputted tupl@\/;, o;, R;) on H-list.

6. S-Sign A;; can submity; = (IDy,m;) as a signature query. outputs L if /D; has not been
created. Otherwis&] performs as follows fof/ Dy, m;) according tok, Hy, H,-lists.

— If IDy # ID,, C generates the signatuee = y; - pkip, 1 + Dip, R;.

— If ID, = ID, and¢; = 0, C generates the signatuee = y; - pkip, 1 + Dip, R;.

— If ID, = 1D, and¢; = 1, C returns failure and terminates.
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Forgery. After all queries,.A;; outputs a forgerym*, I D*, o*). By assumption,4;; wins this game
becauser™ is valid wherepk;p- is the original public key. Iff D* # I D,, C outputs failure and terminates
this game. Otherwise, in the case db* = I D,, C performs as follows.

(1) C checksH,-list. If ¢* =0, C outputs failure and terminates.
(2) Otherwise, in the case aef = 1, C depends on4;;’s forgery to solve the CDH problem. Sinee
is valid andpk;p-1 = aP is the original public key, we suppose the following equation holds,
é(c*, P) = é(pkip-1, Hi(m"||ID*||pkip+||Ppus)) -
é(pkip+ 2, Hao(m™[|[ID*||pkip+|| Ppus)) -
e(hPyup, Ha(m" |[1D"||pk1p- || Fpus))
whereh = Hy(ID*||pkip+2|| Ppub)-

Based onK, H,, H»-lists, the forged signature can be transformed imto= y*(abP) + o*v, P +
a*vy Py, Wherey* is obtained fromH,-list, o* from Hy-list, and v, v; from K-list. Eventually,C
utilizes o* to solve the CDH problem and outpubP = y%(a* — a*u P — a* v Ppyp).
The algorithmC is done through the above simulation, which remains to compute the probability that
C solves the CDH problem. Hence, we show the three evernissiicceeds.
« &1: C does not abort in th@uery phase.
. &: The forged signature* is valid on(m*, I1D*, pkip-).
« &3: C does not abort in th&orgery phase.
The probability ofC is Pr[C(P,aP,bP) — abP] = Pr[&; A & A &3] = Pr[&]Pr[&;|Pr[&;] becausesy, &,
and&; are independent.

Claim 3. C does not abort in th®Query phase withPr[&;] > (1 — é)qV(l — [)9s.

C does not output failure irsecret-Value-Extract with probability (1 — %)QV, and does not output
failure in S-Signwith probability (1 — (.5)3)% > (1 — §)%. Hence,Pr[&] > (1 — =) (1 — ()%,
In addition, Pr[&] = e and Pr[&] = (/qc. The probability ofC is Pr[C(P,aP,bP) — abP] >
(1— L) (1— )% (L)e. However,5(1 — 8)% could be maximized at = -, soPr[C(P,aP,bP) —
qc qc +4as .
abP] > (1 — =)™ (1 - 1+1qs)qs(qc(11+qs))€' On the other hand, for the performaneeis denoted by the
running time of A;;, and7’ of C. A;; can ask at the mosty, H; queries andjy, H, queries where

dH, = 4H, = (g5 + 1. We COI‘ICIUd@'/ S T+ 2q07_5m +QH17_sm +QH27_sm + 4sTsm = T + (2(10 + 3q5’ + Q)Tsm-
The proof of this lemma is complete. ]




