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Abstract— Lightweight cryptography is an emerging field tha
will play a critical role in areas like pervasive omputing and
Internet of Things (loT). In recent years, many liditweight
ciphers have been designed that are better suitedrfsmall scale
embedded security. Lightweight ciphers like PRESENTKLEIN,
Hummingbird 2, XTEA, CLEFIA etc. are the ciphers known for
compact hardware implementations. Recently SIMON ad
SPECK ciphers have been introduced which are Feidtédbased
designs. SIMON and SPECK are flexible and are havipvery less
memory requirements and better performance in bothhardware
and software. There is always a tradeoff between merity and
performance. Strengthening the design of these ciphs will
increase their acceptability for all embedded apptiations. In this
paper, we have proposed a novel approach which ingases the
strength and performance of SIMON and SPECK. Furthe a
confusion layer is added in the design of the newlgesigned
cipher RECTANGLE. RECTANGLE has a robust S-box as
compared to other lightweight ciphers which makeshe design
fast and efficient. We have added the substitutioproperty to the
SIMON and SPECK cipher after analyzing the cryptandysis
properties of both the ciphers. S-box of RECTANGLEIs best
suited for SIMON and SPECK because the SIMON and SECK
designs have an asymmetric permutation which is théasic
requirement for RECTANGLE. Combination of S-box and
asymmetric permutation together achieves a robustabign. The
hybrid design proposed in this paper needs less memny space as
compared to the existing ciphers. This approach mas SIMON
and SPECK design more robust and resistive againstl possible
attacks due to the addition of the non-linear subgution layer.
This robust design will have a positive impact in lie field of
lightweight cryptosystems.

Index Terms— Lightweight cryptography, RECTANGLE,

SIMON, SPECK, Embedded Security, Encryption, Bit sice
instructions, pervasive computing.

I. INTRODUCTION

ervasive computing is an emerging field that nee

devices. The total Gate Equivalents (GEs) requiodolild an
RFID tag circuit is approximately 10000. In thatsim for
providing security, the GEs should not be more tB800-
2200 [1][2]. For such applications, the ciphersliKES [3],
DES [4][5] are not suitable for deploying securipgs they
need 2400-3500 GEs. This has led to the emergehteeco
field of lightweight cryptography. In this fieldew ciphers are
needed which have less GEs and have less RAM aagh FI
requirements. In recent years, many lightweighheip have
been designed.

These lightweight ciphers are either block ciprarstream
ciphers. In block ciphers, the ciphers are dividather as
Feistel structures or as SP-networks. Stream dplae
compact in nature, which results in smaller hardwar
implementation and faster throughput. However, stream
ciphers are also known to be vulnerable to sermitecks.
Specially, by using reused key attacks, streamecgphban be
broken while block ciphers are versatile structuaes they
have made their mark in the cryptographic enviromimes
structures that are difficult to break. KLEIN [6RESENT
[7], LED [8], mCrypton [9] and ZORRO [10] are SPtwerk
block ciphers, while CLEFIA [11][12], PICCOLO [13],
TWINE [14][15], TEA [16], XTEA [17], SIMON [18] and
SPECK [18] are Feistel networks. These Feistel adtsvhave
classifications as Generalized Feistel structu®fS) and
classical Feistel structures. In GFS, a block siz#vided into
more than or equal to 3 sub blocks. CLEFIA is tkeneple of
GFS developed by SONY. But, the GFS has the disadga
of requiring more number of rounds to provide optim
security. KATAN and KTANTAN are based on stream
ciphers [19].

Table 1 shows the comparison of lightweight ciphansl
their classifications. All these ciphers have G&sging from

¢L000 to 3000. Among these PRESENT and SIMON are

Pdevices which have less power consumption and |eggnsidered to be ultra lightweight designs and hzompact

memory requirements specifically devices like REdQs an

wireless sensor nodes. Privacy is of a great conder

applications like internet of things (IoT) whereckadevice
has intelligence and has the ability to communiedte other

d hardware implementations. All these ciphers havenbe

implemented on a processor and the results are a@ahpvith
our hybrid design in this paper. Our main focushis paper is
on block ciphers as they are the versatile strastuior



providing security in embedded applications.

TABLE 1
COMPARISON OFLIGHTWEIGHT CIPHERS

. Block | Key No. of
Ciphers Size | Size Structure Rounds
AES 3] 16 | 12¢ SF 10
CLEFIA -

[11][12] 128 128 Feistel 18
DESXL[20] | 64 | 184 | Feiste 16
HIGHT [21] | 64 | 126 | Feiste 32

KATAN & 32
KTANTAN /48 80 Stream 254
[19] 164
64
KLEIN [6] 64 | /80 SP 12736/
196
[BLOCK[22] | 64 | acC Feiste 32
LED [8] 64 | o0 SP 32/48
ZORRO[10 | 126 | 12t SF 24
64
mCR[‘g]PTON 64 | /96 SP 12
/128
PICCOLO[13]| 64 | 55, | Feistel | 25/31
PRESENT[7]| 64 | S5 SP 31
TEA[L6] & -
TEAll [£7] 64 | 128 | Feistel 64

TWINE 8¢ :

[14][15] 64 /128 Feistel 36
simon[18] | o, | P25 | Feistel 68
SPECK[18] | o9g | 25 | Feistel 68

PUFFIN? [23] | 64 | 12¢ SF 34
RECTANGLE
o 64 | 80 SP 25
FEW [25 64 8C Feiste 32
I-PRESENT
5 64 | 80 SP 30

PRESENT is considered to be the most compact ligigtve
block cipher and which is also designated under/IBD as
the standard for lightweight cryptography. PRESENas
shown resistance against structural, algebraic &eg
schedule attacks [7]. It has good linear and difiéal
cryptanalysis which makes the design robust. Hurghind-2
is a hybrid lightweight cipher which is a combimatiof block
and steam ciphers which was considered to be rd2ust
However, in 2013, Hummingbird-2 was broken by usimng
related key model. RECTANGLE [24] is the latest hap
based on SP-network and reported in literature. RENGGLE
has a robust S-box and the use of bit slice ingtns makes
the design faster and efficient on the softwaretfquian.

scale embedded systems. Some of the papers hagdedtp
differential cryptanalysis of SIMON and SPECK ciphe
[28][29][30]. SIMON has shown resistance againffiedéntial
attacks and has good avalanche effect which méleesipher
design more robust.

In our research, we made an attempt to increassttbegth
of SIMON and SPECK by using S-box of the cipher
RECTANGLE. S-box of RECTANGLE is chosen because of
its robust design criteria. S-box of PRESENT isyvesmpact
but has various security issues [24]. S-box of RENGLE
has an edge over the S-boxes of other lightweiigitters due
to its robust design. S-box of RECTANGLE is besiteii
design to be interfaced with SIMON and SPECK toiexsh
higher strength and resistance against all posaitéeks. The
inferences drawn by us from the past work also stiawthe
addition of the confusion property in Feistel stane always
benefits the design by increasing the resistanamsagattacks
on the cipher. DES [4][5] and BLOWFISH [31] haveedshe
confusion property to make their designs robust.

Section Il shows SIMON and SPECK implementatioraon
32 hit processor for variable block and key siZgsction Il
shows the novel approach of designing robust ligigit
design by using S-box of RECTANGLE cipher and tse of
bit slice instructions. Section IV is devoted torigas
lightweight ciphers, comparison and implementation32 bit
processor LPC2129. Section V depicts the secusbuds
related to the new hybrid design. All above impleta&ons
reported in this paper are carried on the procds€8@2129 of
the ARM family. LPC2129 is well suited for small ate
embedded systems. It has 128/256 kB on-chip Flasgr&m
Memory.128-bit wide interface/accelerator enabligt lspeed
60 MHz operation. It also has Embedded ICE-RT fats
enables breakpoints and watch points. Interruptvicer
routines can continue to execute while the foregdotask is
debugged with the on-chip ‘RealMonitor’ softward?@C2129
has the feature of individual enable/disable ofipt@ral
functions for power optimization. All of the above
characteristics make this processor an obviouscehdor
implementation. All the implementations and the igles
presented in this paper are carried out on the gdatferm.

[I. SIMON AND SPECKDESIGN

SIMON and SPECK are the recent lightweight block
ciphers which are highly optimized to perform dffiatly on
hardware and software. Generally, the function Wwhians
efficiently on hardware will have slower performanon
hardware and vice versa. SIMON is specifically ntetm
perform efficiently on hardware and SPECK is fore th
software [18]. These designs are flexible and lyigiptimized
to meet the future requirements for lightweightptography
and fields like 10T [32]. SIMON and SPECK are vdilsa
block ciphers which are designed to operate orouarblock

Recently, SIMON and SPECK have emerged as the teav u sizes and key sizes. Block size of SIMON and SPE@K/

lightweight designs for embedded security [18]. Séheiphers
are at par in performance as compared to PRESENON
and SPECK are based on Feistel structure and hauma
1000 GEs which is considered to be the best sfiitedmall

from 32 to 128 bits and key size also from 64 t6 Bis. The
design that is best suited for pervasive computn§4 bit
block size and 128 bit key size. In this sectiore have
implemented SIMON and SPECK cipher on 32 bit preoes



with 80, 96 and 128 bit key sizes and 64 and 128kokizes. SPECK [18] is lightweight block cipher with blockzs of
These specifications are common and popular amoagym 2b, where b is word size. Key size of n x b, wheigs number
lightweight ciphers. Various lightweight ciphers kdi of keywords. R is humber of rounds for specificdd@nd key
PRESENT, CLEFIA, KLEIN, TWINE and PICCOLO are size. In SPECK key scheduling, the constant ‘Oha$ used.
implemented with the same key and block sizes. Instead of that two variables,and are the constants used
SIMON block cipher [18] is having block size of 2here for key expansion. More keys are produced in tbigeduling
b is the word size and key size of n x b, where number of section by ‘OR-ing’, ‘Ex-ORIing’, left and right @ular shift
keywords. R is number of rounds required for speddfngth by o and B. —a represents right circular shift whilep+
of block and key size. SIMON and SPECK cipher hawe represents left circular shift. Table 3 shows SPEK#Y
parts, one is key expansion and other is encryptibey scheduling components.
expansion accepts word size of ‘n’ and accordimgakes ‘m’
key words. These ‘m’ keywords of ‘n’ word size agplied to
key expansion. In the key expansion, numbers ofvkegs are

TABLE 3
KEY EXPANSION COMPONENTS OFSPECKCIPHER

27 rounds

generated by ‘Ex-oring’ the_ n keyworc_i with ‘C’, vei is a BLOCK | WORD KEY KEY
constant sequence of 62 bits. ‘C’ varies from G4towvhere size | size | worps | size | Rot | Rot | ROUNDS
each constant consisting of 62 bits. More keygareerated in 2h b n bxn | % B R
this scheduling sec;tion based on number of roundsaRBle 2 32 16 2 64 7 > 22
shows key expansion components. 3 72 22
48 24 4 96 8 3 23
TABLE 2 3 96 26
KEY EXPANSION COMPONENTS OFSIMON CIPHER 64 32 4 128 | 8 3 27
2 96 28
96 48 8 3
BLOCK | WORD KEY KEY | CONSTANT | ROUNDS 3 144 29
SIZE SIZE WORDS | SIZE 2 128 32
SEQUENCE R
2b b n bxn 128 64 3 192 | 8 3 33
32 16 4 64 Co 32 4 256 34
48 24 3 72 Co 36 . o o N
4 96 C, 36 SPECK cipher consisting bitwise ‘XOR’, addition nubaol
3 06 C, 42 2b and left and right circular shifts lmyand. Fig. 2 shows
64 32 4 | 128 o 44 block diagram for SPECK 64 bit block size and 128key
2 96 C, 52 size.
96 48 3 | 144 C, 54
2 12¢ G 68 : .
128 64 3 | 192 C, 69 . Key[al d28:0
4 256 C4 72 PT [2]. ad-hit Key 3] : Key [0] 32-bit
Encryption of SIMON cipher consists of bitwise ‘XQR
bitwise ‘AND’ and left circular shift by ‘' bits.A total key Y 7
size based on the number of rounds is used duriogygtion. FTILLe2 e FTIDL mesit
Fig. 1 shows the block diagram of SIMON block cipfar 64 (3R] [oR)
block size and 128 bit key size.
) ) i-_“" R -“! Key [27] ir Yy v vy -i
ﬁ};ﬁ;{ﬁf}?& : Encryption + l Keyexpansion :

26 rounds

b

Cipher Text

PT[1]: 32-hit PT [0]: 32-hit
(hASE) (LSB]

Fig. 2: SPECK Block Diagram for 64/128

e VS P PV S

v
Key expansion

SIMON and SPECK ciphers are implemented on 32 bit
processor for variants 64/128, 64/96 and 128/12@&shF
memory and RAM memory size is calculated and disadan
Table 4. SPECK results in compact memory implenianta

e e

40 rounds

Y

Iﬂl ------------------------ because of tightly constrained key scheduling aspased to
i SIMON. We have chosen only few variants of SIMONI an
Fig. 1: SIMON Block Diagram for 64/128 SPECK as these key sizes and block sizes are pogulang

other light weight ciphers.



TABLE 4
RAM AND FLASH MEMORY REQUIREMENTS OFSIMON AND SPECKON 32
BIT PROCESSOR

I1l.  MODIFIED SIMON AND SPECKDESIGN. NEW HYBRID
LIGHTWEIGHT DESIGN

SIMON and SPECK are based on Feistel structure CGhM

Ciphers le?zcek g.% M':elﬁsorll’y MFéﬁn'\(/)lry
(Bytes) (Bytes)

64 96 2308 1256

SIMON 64 128 2324 1256
128 | 128 2744 1256

64 96 1720 1256

SPECK | 64 128 1728 1256
128 | 128 2164 1256

and SPECK are designed to perform efficiently both

hardware and software platforms. The advantagethede
ciphers are their ultra lightweight design that uies in

approximately 1000 GEs. As it is a Feistel strustuit

executes at a faster rate and at a given time amdybit gets
updated, and not the blocks. Serialized architechas been
followed in designing these ciphers. These archites can
be optimized easily to achieve compact design bat lasser
throughput. Literature review suggests that lesisesughput
is not the constraint of lightweight applicatiohsstead of a
single bit to get updated, if block is updatedrasults in
higher throughput. DES, AES are examples of higher

Fig. 3 represents SIMON and SPECK execution tim82n

bit processor which is necessary for calculatingeralf
throughput of encryption as well as decryption. SREesults

in least execution time because of compact stractur™
required fof

Execution time denotes amount of time
converting plain text to cipher text.
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SIMON SPECK SPECK SPECK
128,128 64,96 64128 128128
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Ciphers

Fig. 3: Execution Time for SIMON and SPECK

throughputs.

SIMON and SPECK are designs consisting of simplsdo
functions, which may be susceptible to attacks bken key
model attacks. Open key models are categorizeti@asen key
odels and known key models. These attacks arekmeiln
nd can be avoided by adding strong non-lineareptigs and
increasing the number of rounds and the key sfabeke are
achieved in SIMON and SPECK, then design could \mne
helpful while implementing hash functions.

While studying cryptanalysis of SIMON and SPECK, we
felt the need of the non-linear element in the glesivhich
could further improve the design of the cipher andould
then be resistant all possible key based attackthi$ paper,
we have proposed a novel approach for strengthetiing
existing design of SIMON and SPECK. Non-linearitays a
very important role in deciding the strength of @her.
Inferences from our past work also shows that Ekisased
structures in which a non-linear element is incosped has
better resistance against all possible attackscoagpared to
the rest of Feistel structure based ciphers whiahbk |
substitution property. BLOWFISH [31], DES [4][5],RTPLE
DES [33] all use a nonlinear element known as S-S

One of the important parameters in the comparisbn @as prone to attacks because of shorter key simgHel ater,

ciphers is throughput. Higher throughput will resial faster

TRIPLE DES has been proposed which uses suffidient

execution. Fig. 4 represents throughput for SIMONd a size that provides resistance against key schedtirks.
SPECK on LPC2129. There is always tradeoff betwedBLOWFISH is the best example of Feistel cipher tisgs S-

throughput and security which is addressed in 8ectll.
SPECK results in higher throughput due to its kesscution
time. As we increase the size of block length, wgigput of
the cipher decreases accordingly and vice verda [18

1600

1400 1358

1200

1000

800

In Kbps

B [ W Throughput (in Kbps)

400 -
200 -

o A

SIMON
64,128 128,128

Ciphers

SIMON
64,86

SIMON SPECK

64,95

SPECK
64,128

SPECK
128,128

Fig. 4: Throughputs for SIMON and SPECK

box and gives efficient encryption rate and optinmseunurity.

In lightweight cryptography, various S-boxes haweer
designed and have been implemented to produce wastrob
cipher [34]. In this paper, we have carefully amaly various
S-boxes of lightweight ciphers to be suited of SINl@nd
SPECK design. Analysis includes their non-lineapitgperty,
differential and linear cryptanalysis, robust andmpact
design. We took care of not disturbing the basftedintial
cryptanalysis and properties of SIMON and SPECKIevhi
introducing this concept in design.

PRESENT [7], the most engineered cipher, has thet mo
efficient and compact S-box among other lightweigjphers.

It has better linear [35] and differential [36] ptanalysis
properties and has shown resistance against stalicimd
algebraic attacks. But, the PRESENT S-box is desigo
provide compact structure, not for a robust des@curity



analysis of S-box shows its vulnerability againstagks
[71[24]. PRESENT S-box undergoes clustering ofl$raihich
results in poor linear cryptanalysis. Recently, REBGIGLE,
the new cipher is introduced based on SP-networkiwhas
the robust design as compared to PRESENT. RECTANGL
due to its robust and compact design also achigved speed
both in hardware and also at software platform$.[24
RECTANGLE is the only ultra lightweight cipher whic
achieves optimum and competitive speed as comptred
SIMON and SPECK which results in higher throughput
RECTANGLE has 4 bit S-box. It needs 25 rounds toirbe
resistive mode against all possible attacks. Duthéorobust

3000 )

2500

2000
w

In byte:

=

12961756

1256
1080

B RAMMemery

1500 6 12961756 12961756 12961756
1000
501

S-boxof CLEFIA  S-hoxof KLEN  S-boxof Shoxof
PRINCEcore PRESENT RECTANGLE

Ciphers

Sbokof

S-box of SEA

W FlashMemory

Fi

design of S-box, it has lesser number of trailsclwhiesults in
difference propagations with lower probabilitiehi§ makes
the design achieve good results when differentigttanalysis
is done [24]. Clustering of linear trails in RECT&ME is

limited and 25 rounds are good enough to resistalin
cryptanalysis attacks. For construction of 4 blid; we need
approximately 40 GEs according to ARM CELL LIBRAR
for IBM 0.13 micron process. Table 5 shows 4 bib@&- of
RECTANGLE.

Fig. 5: S-Box comparison of lightweight ciphers

S-box is interfaced with the design of SIMON bothtle

key expansion and also in the encryption mode.t 40b4 bit
S-box is interfaced with the given block size arel Isize.
Each key is passed through the S-box and the up#atewill
v generate new keys. In SIMON block cipher, numbemohds
are 44 which are used to generate 44 different.k8y®ox is
also used 44 times in the modified SIMON desigrerg\time

the key is updated through the S-box. Each rounds ad

TABLE 5
4BIT SBoX OFRECTANGLE

strength to the cipher and makes the design mobesto
Similarly, in encryption, plain text is passed thgh the S-box

and after each round the value gets updated. Fsfpo@is the

S[b] 9 4 F A E 1 0 6 (03 7 3 8 2 B g 0

The aim of interfacing of S-box of RECTANGLE with
SIMON and SPECK design is to make the design robus

Plain Text [2]: 64-bit

b | ol 1] 2| s| a| s| s 7| s o A 8 d o & 4 blockdiagram for the updated SIMON design.

Key[4]: 128-hit
Ky [3] : Key [0] 32-bit

against all possible attacks. S-box of RECTANGLEBu#ted

only for those applications where permutation igna®etric

PT1]: 32-hit (MSB)

PT0]: 32-hit (LSB)

[24]. Together, these two characteristics help dhieve the
desired strength and make the cipher resistantttecks.
SIMON and SPECK design have asymmetric permutatiol
layer and stronger cryptanalysis properties. Additiof
substitution property which is best suited for asyiric
permutation is of the cipher RECTANGLE. This hybrid
design achieves a very high security and performaradeoff.
Addition of confusion layer in current SIMON and BEK
design will make this design versatile for its @sea secure
cipher in most applications.

Most of the ciphers in the Fig. 5 represent 1296flash which

¥

¥

Sbox of FECTANGLE

ey [44]

Encry

ption +

S-box of FRECT ANGLE

44 rounds

Cipher Text

Fig. 6: Block Diagram of modified SIMON design

Key expansion

40 rounds

Fig. 7 shows memory requirements of modified SIMON
Fig. 5 represents the comparison of the S-boxestludr design for various block and key sizes. ModifiedSIN
lightweight ciphers on the basis of memory requigats. design of 64/96 results in 2492 bytes of Flash nmgnspace

is acceptable and desirable for all

lightvintig

memory and 1256 as RAM memory. All these ciphers ampplications like 10T and Wireless sensor nodesngarison
having 4 bit S-boxes. SEA (Scalable Encryption Aiignon)  with other light weighted ciphers is discussed éct®n 1V.

results in small size as compared to others duketaise of 3
bit S-box. But, SEA requires more number of routadsecure
its structure against attacks.



B Flash Memory

— B RAM Memaory

RECTANGLE-SIMON ~ RECTANGLE-SIMON  RECTANGLE-SIMOMN
64,96 64,128 128,128

Ciphers

Fig. 7: Memory requirements for modified SIMON

Table 6 shows number of cycles required for thibriay
model. It also shows execution time and throughpfit
modified SIMON cipher. Cipher having less executiime
and less number of bytes of plain text results ighér
throughput.

TABLE 6
THROUGHPUT, EXECUTION TIME AND NUMBER OFCYCLES FORMODIFIED
SIMON
Execution | t1ouahout No. of
Ciphers Time gnp Co.lo
(In uSec) (In Kbps) ycles
RECTANGLE-
SIMON 318.1 201 19086
64,96
RECTANGLE-
SIMON 333.87 192 20032
64,128
RECTANGLE-
SIMON 1838.33 70 110300
128,128

Fig. 8 shows modified SPECK interface for 64 bibdi
size and 128 bit key size. S-box is used at keyesipn and
also in encryption. In SPECK, each key is derivesht its
previous key. Modified SPECK design updates thst fiey
through S-box which generates second key and s&-drox
rotates in 27 rounds in key expansion of SPECK.

27 rounds

26 rounds

Key[4]: 128-hit
Plain Text [2]: 64-hit ey [3] : Key [0] 32-bit
PT [1]: 32-hit {M5B) PT[0]: 32-hit (LSE)

| ¥ v ' ! i
' Shax of FECTANGLE | !| Sbox of FECTANGLE ;
i 1 Key[27] H !
| H !
| Encryption — L Key expansion !
H ! ] i
] ] i 1
: i i i
1 4 ] 1
i i

Cipher Text

Fig. 8: Block diagram for modified SPECK

Fig. 9 shows RAM and Flash memory requirementsHisr
hybrid model on 32 bit processor LPC2129. Modif&félECK

needs less memory space as compared to modifiedSIM
due to its compact key scheduling and tight endaoypdesign.

2500 1
2000

§ 1500
-

& . B Flash Memory
E 1000

B RAM Memory
500

L] ¥ T N I —
RECTANGLESPECK  RECTANGLESPECK  RECTANGLESPECK
64,96 64,128 128,128

Ciphers

Fig. 9: Memory requirements for modified SPECK

Table 7 shows number of cycles needed for this ibdybr
design along with execution time and throughput.
RECTANGLE-SPECK have higher throughput than
RECTANGLE-SIMON and works efficiently on software
based platforms. Modified SPECK of 64/96 resultdigher
throughput due to less number of cycles required fo
execution.

TABLE 7
THROUGHPUT, EXECUTION TIME AND NUMBER OFCYCLES FORMODIFIED
SPECK
Ciphers Ex%c#fgon Throu%hput No. of
(In uSec) (In Kbps) Cycles
RECTANGLE-
SPECK 257.53 249 15452
64,96
RECTANGLE-
SPECK 267.65 239 16059
64,128
RECTANGLE-
SPECK 1134.94 113 68096
128,128

Throughput is calculated as total plain text in esyt
encrypted by execution time required to convertnptaxt to
cipher text. All codes of lightweight ciphers refaat in this
paper are having user defined block size, key aimt plain
text. 8 bit UART module acts as a demonstratorde the
output on UART window. Simulator used for executougles
is KEIL uVision version 4. All codes are written @mbedded
C. All codes are operated on hexadecimal inputspeoduce
hexadecimal outputs. The platform operates at 6 Midck
frequency. This hybrid design adds strength to tengs
SIMON and SPECK cipher in terms of resistance tdyples
of possible attacks. Addition of compact S-box iniskel
network based on the suitability of given desigmagls results
in making the design more suitable for cryptographi
environment. 8 bit S-box results in higher memory
requirement while 4 bit S-box results in compactdiasare
implementation.



IV. LIGHTWEIGHT CIPHERS IMPLEMENTATION AND
COMPARISON

Many lightweight ciphers in recent years are desigand
implemented for applications like ubiquitous conipgt
Lightweight ciphers are having less memory requéeets,
compact hardware implementations, less GEs andplesgr
consumption. In this paper, the proposed hybridigtesf

Table 9 shows comparison with hybrid design based o
parameters like execution time, throughput and remdf
cycles required to convert plain text to ciphetttex

TABLE 9
COMPARISON WITH RESPECT TAHROUGHPUT, EXECUTION TIME AND
NUMBER OFCYCLES

SIMON_ and _SPECK is compared_ with _the other existing . Block  Key Execution Throughput No.
lightweight ciphers. All these lightweight cipherare Ciphers Size  Size Time (In Kbps) of
implemented on the same platform (LPC2129) on which (In uSec) Cycles
SIMON and SPECK hybrid design is also implemented.
Ciphers like PRESENT [7], CLEFIA [11][12], AES I[3], Pligm Z‘; 112288 72352: 2981 ‘fgzgf
KLEIN [6], LED [8], ZORRO [1(?], PICCOLO [13], TWINE PRESENT 64 128 360991 18 216505
[14][15] and KATAN [1_9] are implemented on the 32 b TWINE 64 128  592.87 108 35572
processor. Comparison is made based on Flash aivi Rz, RECTANGLE-
throughput, execution time, number of cycles andgs.GEable SIMON 64 128 33387 192 20032
8 shows the RECTANGLE—SI_MON gnd RECTANGLE- RECTANGLE- o/ 155 26765 239 16059
SPECK comparison with other light weight cipherseézhon SPECK
RAM and Flash memory requirement. Modified SIMONdan
SPECK memory requirements are very less as comparaid ZORRO 128 128 913.21 140 54703
o_thgr lightweight uphers except KLEIN. _KLEIN_ alslmgs CLEFIA 128 128 104801 122 62881
similar mehmory re?uw?ment f?s toufr hyb(}lrld_dez?fg.thrs AES 128 128  395.5 324 23715
paper, we have not put any efforts for reducingegyor our  RecTANGLE-
hybrid design as it results in decreasing throughbpo. Table SIMON 128 128 183833 70 110300
E_i clearl_y depicts modifie_d S_IMON and SPECK to be titra RE(;;AEI\&LE- 128 128  1134.94 113 68096
lightweight compact design in terms of memory reguients.
TABLE 8
COMPARISON WITH RESPECT TOIEMORY SIZE Hlé’l\g'\g";e 16 128  316.27 51 18976
) Block Key Flash RAM KLEIN 64 96 887.51 72 53251
Ciphers Size  Size Memory Memory RECIANSLE" 64 96 3181 201 19086
LED 64 126  387¢ 126¢ RECIANCLE 61 96 25753 249 15452
PICCOLC 64 12¢ 3052 125¢
PRESEN" 64 12¢ 320( 132(
TWINE : 64 128 238 125¢ From Table 9, it is clear that modified SIMON andECK
RECIANGLE- 64 128 2492 1256 : : -
SIMON have higher throughput in 64/96 and 64/128 ciphbrs64
RE%‘II;A'\EI\(J:(E(LE- 64 128 1916 1256 b!ock size ar_ld 96 key size, modified SIMON and SR_EC
gives very high throughput compared to others. @hii
64/128 modified SPECK design achieves higher thnpug of
239 Kbps.
Y
ZORRC 12¢ 12¢ 302 152¢ Fig. 10 shows GEs comparison of lightweight cipheith
CLEFIA 12¢ 12¢ 470¢ 125¢ . .
AES 12¢ 12¢ 371¢ 201€ our hybrid design. These results are based on ASIC
RECTANGLE- implementation. In this paper, we have referred ARELL
SIMON 128 128 2940 1256 | |BRARY for IBM 0.13 micron ASIC process. For
RE%BAE'\(I;?(LE_ 128 128 2396 1256 RECTANGLE S-box,. the average gate equi\{alent
consumption is approximately 40 GEs [7]. The bapdr, in
Fig. 10, suggests modified SIMON and SPECK to lgeniost
HUMMING compact hardware implementation in terms of GEsalin
BIRD-2 16 128 3852 1320 variants of block and key sizes. In Fig. 10, corigear is
KATAN 64 8C 484¢ 125¢ based on key and block sizes. First classificaitholiicates 64
KLEIN 64 96 258( 125¢ bit block size and 128 bit keys while second cfassion
RE%}F@S(&LE- 64 96 2460 1256 ?nd!cates 128 .bit bIock.size and 12.8 bit keys dnidjto_ne
indicates 64 bit block size and 96 bit keys for KNEwhile
RECGIANGLE 62 96 1900 1256 KATAN has 64 bit block size and 80 bit key sizeor B4/128

block ciphers, RECTANGLE-SIMON needs less GEs 1846



compared to other lightweight ciphers. In secordsification

of 128/128 cipher RECTANGLE-SIMON and RECTANGLE-

SPECK both have less GEs as compared to AES. Ithtiee

2%% and 2" for the best 32 differential propagations and
for the maximum number of trails, respectively whihe
probabilities are %" and 2%***for 31996 trails and 83270

classification, RECTANGLE-SIMON needs only 1154 GEglifferential trails of 16 rounds of PRESENT.

with 96 bit key size and 64 bit block size which less
compared to the KLEIN cipher.
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Fig. 10: GEs comparison of lightweight ciphers withdified SIMON and
SPECK

V. SECURITY ANALYSIS

Differential [36] and Linear [35] cryptanalysis dtee most
important techniques for the cryptanalysis of cighén this
section we are reporting security analysis of mediSIMON
and SPECK design. This hybrid model is a combimaté
cipher RECTANGLE and SIMON, similarly RECTANGLE
and SPECK.

RECTANGLE's 4x4 S-boxes has asymmetric design whith
permutation layer which reaches to strong secleigl. For

N-bit plain text, the probability must be largemth2™ to

achieve desire differential cryptanalysis with sfiecounds.

In RECTANGLE cipher, the probability must be largean 2

3 From paper [24], the differential probabilitiesrea
mentioned with no. of rounds in Table 10.

TABLE 10
DIFFERENTIAL PROBABILITY OF RECTANGLE

0. of | Probability | hO: Of | Probability

1 2 9 5730
2 27 1C >
3 27 11 >
4 210 12 5T
5 21 13 5%
6 2 14 >
7 2% 15 70
8 2-:51

From Table 10, RECATANGLE achieve desire securityl b
rounds while in modified design of SIMON and SPE@K
undergoes 44 and 27 rounds respectively.As it e kbf
branch and bound cipher, the probability lies betw2® to 2
® for differential trails for 15 rounds of RECTANGLE
Mostly, for 15 rounds of RECTANGLE, the probabégi are

Linear cryptanalysis for RECTANGLE 4 bit S-box, tifie
probability of linear trails is P, then the corteda of
coefficient will be 2(P-1/2). For N-bit plain texte amplitude
of linear propagation must be higher thaid’?2 So, in
RECTANGLE cipher, the amplitude must be larger tB&h
From paper [24], the linear correlation coefficienare
mentioned with no. of rounds in Table 11.

TABLE 11
LINEAR CORRELATION COEFFICIENT OFRECTANGLE

No. of Correlation No. of Correlation
Rounds Coefficient Rounds | Coefficient

1 + 27 9 + 2"

2 +2 1C + 2%

3 +2” 11 + 2%

4 +2° 12 + 2%

5 +2° 13 + 2

6 + 2 14 + 2

7 2 15 + 2

8 + 27

From paper [24], the amplitude of correlation ciméhts is 2
3458 for 883 linear trails for the 15 rounds of RECTANG
while the amplitude of correlation coefficients 2&%® for
435600 linear trails for the 16 rounds of PRESENTom
these results, RECTANGLE can resist against difféaéand
linear cryptanalysis attacks by considering only r@binds.
Modified SIMON and SPECK design has 44 and 27 reund
respectively will further strengthen the differahtand linear
properties of SIMON and SPECK.

Regarding S-box of RECTANGLE, assumeg {® D,) where

D; indicates input difference and ,Dindicates output
difference. From paper [24], the probability wile bl for
(0100— *1**), where * indicates don't care bit. Similarlyor
inverse S-box of RECTANGLE, the probability will Hefor
(11200 — ***Q). Hence, 4 rounds of RECTANGLE will
achieve great dependency, from which full rounds of
RECTANGLE-SIMON and RECTANGLE-SPECK may
provide full resistance against impossible diffeian
cryptanalysis.

We have also studied security analysis of SIMON and
SPECK as they are base designs of our hybrid cpher
RECTANGLE-SIMON and RECTANGLE-SPECK.

SIMON is designed by the NSA with the aim of prongla
cipher with an optimal hardware performance [28heT
SIMON has Feistel structure which is operating @wn n-bit
halves in each round, thus the general round béixdk is 2n
bits. Because of these two n-bit halves in eachhdoof
SIMON, it gives better non-linearity which meandds also



non-invertible function A [28]: tried to improve robustness of cipher SIMON whishane
more step forward towards the improvement of séguofithis
AY) = (YK BN (YK ])B (YK 2) cipher.
SPECK family is straightforward ARX-based Feistel
In the paper [28], one of two properties of A asedito network (And,Or,Xor), that processes the input awdtds.
perform dfferential cryptanalysis. In type 1 characteristithwi Two attacks are explained about the cryptanalySBRECK.
6 rounds, the pairs of n-bitffirences (x,y) are assumed forOne is Differential and other is Rectangle [29].
the combined probability P(x> y) x P(x — y) which is
maximized. P(x— y) indicates the probability of x fierence From paper [29], Differential characteristics areated for
y over the function A which is taken over all inpuwvhere, x SPECK by employing a branch-and-bound algorithmis It
and y are the same input / output difference. I tiype 2 started from dferences with one active bit within the middle,
characteristic for 3 rounds, a singlefeiience x is used, for and generates all doable output differences whehrbhund is
P(x— x) which is maximized [28]. completed.

In SP-network structure, N-bit S-box plays the kele for In Differentials characteristic of SPECK, the kecaovery
obtaining non-linearity and the outpufférence and the input attack is explained on SPECK-32/64 [29]. For SPE64,
difference on N consecutive bits. For the functimused in the differences from round 2 to round 9 are follogi
SIMON, there is no S-Box, and in general a singteobthe
output dfferenceAM depends on 2 bits of the input L and 3 D”= (Ds913D0261) < (D13515D357,1012:1415= D’

bits of the input dferenceAL, which is shown below:
For above equation, the probability i§*2at round 9 which

AM; = Liy X AL;_g @ ALy X Li-g @ ALy X AL;_g @ AL, is also given in Table 13.Dindicates the differences for
round 2 and Bindicates the differences for round 9. These
Where, all indices are computed as modulo n. Fer1s, differences are taken from the paper [29] whicimiicated in

for the type 1 characteristic, the best pairs (xyjdld a Table 13.
probability [28]:
TABLE 13
13 DIFFERENTIAL CHARACTERISTIC FORSPECK-32/64
P(x—=y) xP(x—y) =2

o _ 3 Rounds Dy Dn Probability
Similarly, for the 6 rounds,? is the probability of type 1 0 Ds g0t Do20.14
characteristic. From the paper [28], for n = 16 and 24, the 1 DY — DY — >5
diagonal diferential probabilities are mentioned in Table 12. 049 2911 5
2 Dll,13 D4 2
TABLE 12 3 Ds 0 2"
DIAGONAL DIFFERENTIAL PROPERTIES 4 Dis Dis oI
-12
. 5 Ds .15 Dig 15 2
n Prob. Differences 6 D D oIt
15 1,3,10,15
5555 | aaaa| acOeé 1d58 ab3 5d1d 7 5 5 T
16 | 2° | 3ab0| 6075] 5607 Oeat boda 7560 1381015 28101215 -
cOea| 03ab| eacq 8lds 0736 dsBl 8 Dyss1s | D3s7,101214.19 2
5555 | aaaa | 0e22 | 1c45 | 388a | 7115
55 aa ac 58 bo 60 Key Recovery Attack process is conducted in thiessps;
oa | o2 | €495 | e22a| 88ab| 1156 | 22ac | 4558 a collection, a key guessing and a brute attackchviare
81 c0 03 07 Oe ic . .
explained below [29]:
ab03 | b038 | 5607 | 8ah0
88 8a 11 38

1. Collection Phase
From the Table 12, for n=16, the differences aneg Vew,

but it is also shown that the best probability fodiagonal « To choose 2 plain text pairs (XX/'). After the £
entry is 22 So, the probability would be too low for such round, their diference is X@ X;' = D%
characteristic, even for two iterations of the typge

characteristic, as the number of plain text pagsded for the » To collect cipher text pairs (YY) after I round of
attack would exceed the possible number of plakn peirs, decryption, where Y= Z(X;) and Y’ = Z(X;").

2°" Hence, all these differences are calculated froereistel

structure of SIMON without any N-bit S-box. So,eafaidding

RECTANGLE's 4-bit S-box in SIMON, this S-box wilksult » To calculate R’ Dy’ and store all cipher text
in strong and high differences in differential cizteristics. In pairs (Y,Y{) with Dyoz = D; and O =
addition to interfacing a non-linear S-box in SIMONe have D35,7,10,12,1418Vhich are in a lisy.



2. Key Guessing Phase

To initialize 2 counters list.

For the 12 key bits Kg.s and for all cipher text

research is still going for security analysis oESK. In paper
[30], the attacks have been reported for diffesdnti
cryptanalysis based on framework. This type of ckiais
sufficiently capable to break a cipher text with rem@ounds
than the numbers of rounds are covered in diffeaknt
cryptanalysis. Specifically, if it is used at apglions where

pairs (Y,Y;) € V; Partially decrypted cipher text cipher text/plain text uses more number of secegtskthan
(Y;,Y{) to the state after completion of round 9,their own block size/state size. So, whenever aesig

and calculate . If D,,” = Dy 3545 then increment
the counter of the current key.

associated to them to be potentially correct.

« To Mark all pairs which are corrected Br correct
keys pairs.

3. Brute-force Phase

« Round by round all sub key bits %g, Ke°, Ke',

proposes new cryptosystem, the sub-cipher attadkst ime
considered.

By addition of S-box of RECTANGLE in SIMON and

Output all keys must have a counter of at least foPECK Feistel structure, results in a cipher with rore

strength against attacks and makes this design more
robust and suitable for deploying security in embeded
systems. S-box of RECTANGLE in SIMON and SPECK
structure has lesser number of trails which will results in
difference propagations with very less probabilitis. Due to
the S-box of RECTANGLE in this hybrid design,
clustering of linear trails are limited which results in
robust design. Most of the ultra lightweight cipherhas a

and K& are partially decrypted from all correctProblem of clustering of linear trail which make the design

pairs.

From Table 13 and by considering above proceduhes,
probability of differential characteristic is nea2?*. Hence,
from the paper [29], error probability will be nBa® which
satisfy O for at least 4 pairs. Similarly, for 64 bit statize,
the differences are calculated up to round 13 whighshown
in Table 14 [29].

TABLE 14
DIFFERENTIAL CHARACTERISTIC FORSPECK-64k

Rounds Dn' Dn Probability

0 Ds,17,22,28 D14.17.30

1 Do17,20 Dig 25
2 Di2 D, 28
3 0 D, 2°
4 Dso Dag 71
o D22,30 D122,30 12
6 Di 1430 Da,14,25,30 2%
[ Das7142230] Dragratrooossd 2
8 Di4,7417,31 Do 20,25 3L
9 D20,23,28,31 D1220231 2736
10 Dis 23,31 D2,31 240
11 D,.7,15,23,31 Ds 7,15,23,31 >4t
12 Ds 26 D25,8,1018 549
13 D2581020 | D210111321,20 25

One of the positive points of the NSA constructierthe
round-wise key addition which is a powerful key edtle.
NSA is known for its interesting and robust keyexdhle. This
feature protects the cipher from the slide andntieet-in-the-
middle attacks with required number of rounds. et

susceptible to attacks and results in very weak Sel.
PRESENT S-box also has clustering problems, both in
linear as well as in differential trails. Combination of S-
box of RECTANGLE with SIMON and SPECK works
because of asymmetric  permutation. Further,
cryptanalysis and attacks for this hybrid structure should
be carried out in the future before implementing ths
design for any real time application.

VI.

Pervasive devices and IoT are the fields that reedpact
and robust ciphers to address security issuesim.tResearch
in Lightweight cryptography in recent years, hagegirise to
many lightweight ciphers that can be applied anglémented
in applications like RFID sensors or wireless sensades.
SIMON and SPECK block ciphers have been designed
recently and they have better properties as aa lifthtweight
cipher as compared to the rest of the existingegigphin this
work, we aimed at increasing the strength of thbkeck
ciphers so that it can be suitable for any embedgbdication.
By interfacing nonlinear property in the existingchitecture
we have made the design more robust and more ivesist
against attacks like open key model and otherss Pplaiper
proposes a novel approach by adding the S-box wh ul
lightweight cipher RECTANGLE in the existing Feistased
structure of SIMON and SPECK. Inferences from tlastp
work also suggest that the introduction of S-boxFistel
structure can drastically improve the securityhef tipher.

CONCLUSION

A perfect S-box makes computational attacks infdasind
this makes the cipher design resistive againsttygles of
structural and algebraic attacks. RECTANGLE S-b®bést
suited for the permutations which are asymmetrid1CEN
and SPECK has asymmetric permutation. Adding ausioif
property will improve its linear cryptanalysis arebistance to



known attacks. This hybrid design of SIMON and SRHEG@Ss
added strength in the existing design and will maikis
structure more robust. Results also show its coinpas over
other ciphers in terms of memory size, executionetiand
throughput. This hybrid design can be tested fdfedint
possible attacks by cryptographic society and wpehthis
design will have a positive impact in the field ehbedded [13]
security.
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