MJH: A Faster Alternative to MDC-2

Jooyoung Lee'* and Martijn Stam?

1 Sejong University, Seoul, Korea, jlee05@sejong.ac.kr
2 University of Bristol, Bristol, United Kingdom, martijn.stam@bristol.ac.uk

Abstract. In this paper, we introduce a new class of double-block-length hash functions. Using the
ideal cipher model, we prove that these hash functions, dubbed MJH, are asymptotically collision
resistant up to 0(2”(1_5)) query complexity for any € > 0 in the iteration, where n is the block size of
the underlying blockcipher.

When based on n-bit key blockciphers, our construction, being of rate 1/2, provides better provable
security than MDC-2, the only known construction of a rate-1/2 double-length hash function based on
an n-bit key blockcipher with non-trivial provable security. Moreover, since key scheduling is performed
only once per message block for MJH, our proposal significantly outperforms MDC-2 in efficiency.
When based on a 2n-bit key blockcipher, we can use the extra n bits of key to increase the amount of
payload accordingly. Thus we get a rate-1 hash function that is much faster than existing proposals,
such as Tandem-DM with comparable provable security. This is the full version of [19].

1 Introduction

A cryptographic hash function takes a message of arbitrary length, and returns a bit string of
fixed length. The most common way of hashing variable length messages is to iterate a fixed-size
compression function according to the Merkle-Damgard paradigm [7,23]. The underlying compres-
sion function can either be constructed from scratch, or be built upon off-the-shelf cryptographic
primitives such as blockciphers. In this work, we will focus on blockcipher-based construction as
one of the widely studied approaches [1,2,10-13,16,25-33]. By instantiating a blockcipher-based
construction with an extensively studied blockcipher, one can conveniently transfer the trust in the
existing blockcipher to the hash function. This approach is particularly useful in highly constrained
environments such as RFID systems, since a single implementation of a blockcipher can be used
for both a blockcipher and a hash function. Compared to blockcipher-based hash functions, most
dedicated hash functions require significant amounts of state and the operations in their designs
are not always as hardware friendly [3].

One might want to construct a blockcipher-based hash function using a 2n-to-n bit compression
function that makes a certain number of calls to an n-bit blockcipher. However, such a function,
called a single-block-length (SBL) compression function, might be vulnerable to collision attacks
due to its short output length. For example, one could successfully mount a birthday attack on
a compression function based on AES-128 using approximately 264 queries. Based on DES, the
threshold number of queries would be reduced to 232. This observation motivated substantial re-
search on double-block-length (DBL) hash functions, where the output length is twice the block
length of the underlying blockcipher(s).

An important distinction can be made on whether the underlying n-bit blockcipher has n-bit
or 2n-bit keys. Whereas for the latter scenario several proposals with good provable security are
known, the construction of a double-length hash function based on an n-bit-key blockcipher remains
elusive (see also the related works section). Currently the only known candidate providing both
efficiency and a reasonable level of provable security is MDC-2 [6,24], which makes two calls to an
n-bit key blockcipher to compress a single message block (thus its rate, the ratio of message blocks
hashed per blockcipher calls, equals 1/2). In 2007, 20 years after its original proposal, Steinberger
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Fig.1. The MJH compression function defined by an (n + c)-bit key blockcipher E (¢ > 0), an involution ¢ and a
constant 6 € Fan\F2 and the MDC-2 compression function based on an n-bit key blockcipher E.

was the first to provide a non-trivial bound on the collision resistance of MDC-2 in the ideal cipher
model [33]. In particular, he showed that an adversary asking fewer than 23%/5~¢ queries (for any
fixed € > 0) has only a negligible chance of finding a collision. The best attack against MDC-2
however still requires £2(2"71°8™) queries [15], leaving a considerable gap between the upper and
lower bounds for its security.

Our contribution. We propose a new construction, dubbed MJH, that significantly outperforms
MDC-2 both in terms of efficiency and what can currently be proven about it. Figures 1(a) and 1(b)
depict our proposed compression function and the MDC-2 compression function, respectively. A
formal definition of MJH will follow in Section 3.1. From a high level, we first construct a 2n-bit to
2n-bit function by concatenating the output of two parallel blockcipher calls run in Davies-Meyer
mode. Here we use Hirose’s trick [13] of an involution without fixed points to achieve implicit
domain separation so we can use the same blockcipher for both strains. The resulting, reasonably
random looking function is subsequently used as primitive for the JH construction [34], creating a
(3n + ¢)-bit to 2n-bit compression function and iterating it using the Merkle-Damgard transform
to obtain a hash function.

Efficiency comparison. Per message block, the MJH construction makes two calls to a blockcipher
with the same key. In addition, there are four n-bit xors (since the last two xors on the right
strain can be merged) and the operations o and 6. For the involution o it suffices to toggle a single
bit. The multiplication by the nonzero constant 6 can be efficiently implemented by an n-bit wise
shift (corresponding to multiplication by z in polynomial representation of the field) followed by a
conditional xor of a mask (corresponding to reduction modulo the minimal polynomial).

MDC-2 on the other hand has two calls to a blockcipher with distinct keys, but it only needs two
n-bit xors and a swap to complete evaluation of the compression function. Depending on platform
and implementation (and without AES instruction set), AES-128 key scheduling takes up around
25% to 35% (of the cycles) of a single call to the blockcipher. This translates into a speedup of
about 10% to 15% of MJH over MDC-2 (the extra key-schedule processing is not an issue here).
We also note that due to recent related-key attacks [5] future blockciphers can be expected to have



key scheduling algorithms that are even costlier than current ones; this would tilt the balance even
further in our advantage.

Recently, Bos, Ozen and Stam [4] provided a software benchmark for a large range of 256-bit
blockcipher-based hash functions. With the underlying blockcipher instantiated with AES, MJH
turned out to the fastest one among the existing schemes.

On hardware we obtain an advantage if the blockciphers are implemented twice (to increase
throughput) since the key scheduling circuit can be shared. Our construction does need an extra
feedforward in comparison to MDC-2 (2 vs. 1), which is a disadvantage posing memory constraints
on the hardware circuit [3].

Security results. In the ideal cipher model, we prove that our MJH hash functions are collision
resistant up to 0(2”(1_5)) query complexity for any € > 0 in the iteration, improving over the bound
0(22‘%_1‘%”) given in [19]. Like prior works dealing with collision resistance in the iteration [22,32],
in the proof we consider a graph whose nodes correspond to chaining variables and where edges are
drawn whenever an adversary has asked the “correct” queries to connect two chaining variables.

As a first observation, note that queries to the blockcipher are paired by the involution o (just
as in Hirose’s scheme); we will call such a pair a query-response cycle. A challenge presents itself in
that any query-response cycle typically adds 2"T! edges to the graph due to the JH structure. Our
core observation is that any pair of query-response cycles can only be connected in four possible
ways (the use of o introduces the not-quite-uniqueness), which in turn allows us to put even more
stringent bounds on the number of chains of connected query-response cycles. This suffices to
bound the probability of the adversary connecting two largish components in the graph; bounding
the probability of actually constructing a collision still involves a considerable amount of additional
case analysis.

Asymptotically almost optimal, our bound is the best one known for rate-1/2 n-bit key block-
cipher based DBL hash functions. However, we note that our security bound is rather theoretical,
since a large constant is hidden in the query complexity 0(2"(1_6)). For this reason, for practical
parameters, say n = 128, our result guarantees only 81-bit security, still far from optimal. Never-
theless, this is better than Steinberger’s bound for MDC-2. See Table 2 in Section 3.6 for numerical
comparison in detail.

Our analysis of MJH also opens up the possibility to get comparable bounds for JH itself. To
the best of our knowledge, currently the best (published) bounds for JH appeared in [17] showing
collision resistance up to roughly 2/* queries (where n is the internal JH state size), whereas a
straightforward mapping of our bounds would get closer to 2"/2. Unfortunately, for JH itself dealing
with inverse (permutation) queries creates difficulties that we could avoid for MJH (by internally
using Davies-Meyer, which would be meaningless for JH).

Related work. While many DBL compression functions of rate-1 have been proposed, unfortu-
nately it turned out that a large class do not provide security in terms of collision resistance and
preimage resistance beyond that already offered by single-block-length constructions [10, 11, 14].
This holds true both for constructions based on blockciphers with n-bit keys or 2n-bit keys.

In the latter category, Lucks recently proposed the first DBL hash function of rate-1 with
(almost) optimal security in the iteration [22,25]. Later, an alternative rate-1 secure DBL compres-
sion function was given by Stam [32] and generalized by Lee and Steinberger [20]. However, both
constructions use full finite field multiplications, significantly degrading their efficiency.

Classical DBL compression functions of rate below 1 include MDC-2, MDC-4, TANDEM-DM
and ABREAST-DM [6,16]. We have already discussed MDC-2 and the remarkable results obtained
by Steinberger [33]. MDC-4 also uses an n-bit key blockcipher, but it is twice as inefficient.



Both TANDEM-DM and ABREAST-DM [6,16] are rate-1/2 hash functions based on a blockcipher
with 2n-bit key. The main challenge providing a proof is the fact that the same blockcipher is
called twice, but recently Lee, Stam, and Steinberger [21] proved the security of TANDEM-DM
(correcting [8]). As in the case of MDC-2, the security bound obtained is parameterized: optimizing
the parameter gives collision resistance of TANDEM-DM up to the birthday bound. The collision
resistance of ABREAST-DM was independently proved in [9] and [18].

While the design of hash functions based on 2n-bit key blockciphers is considerably easier than
that based on n-bit key blockciphers, the former—while more robust with respect to for instance
preimage resistance—are typically less efficient even at the same “rate”. Indeed, a blockcipher with
2n-bit keys is required to provide 2n-bit security as opposed to n-bit security for the smaller n-bit
key blockcipher. For example, AES-256 consists of 14 rounds, 4 rounds more than AES-128. So as
a first rough estimate (ignoring key scheduling) one expects AES-256 to be about 40% slower than
AES-128. As an aside, AES-256 no longer guarantees a sufficient level of security due to the recent
related-key attacks by Biryukov and Khovratovich [5].

2 Preliminaries

General notation. Let Fy» denote a finite field of order 2. Throughout our work, we will identify
Fon and {0,1}", assuming a fixed mapping between the two sets. For two bitstrings x and y, ||y
denotes the concatenation of x and y. For a bitstring = € {0,1}?", 2 and zr denote the unique
n-bit strings such that z = z||zg.

The ideal cipher model. For positive integers x and n, let BC(k,n) be the set of all blockciphers
with n-bit blocks and k-bit keys. In the ideal cipher model, a (x,n)-blockcipher E is chosen from
BC(k,n) uniformly at random. It allows for two types of oracle queries F(K,X) and E~}(K,Y)
for X,Y € {0,1}" and K € {0,1}". The response to an inverse query E~}(K,Y) is X € {0,1}"
such that E(K,X) =Y. Here, X, Y and K are called plaintext, ciphertext, and key, respectively.
In this paper, we assume k = n + ¢ for some ¢ > 0.

The Merkle-Damgard transform. For convenience, we recall the Merkle-Damgard transform
as it will be applied to our (double-block-length) construction. Let pad : {0, 1}* — [J52,{0, 1}* be
an injective padding. With this padding scheme and a predetermined constant IV € {0,1}?", the
Merkle-Damgdrd transform produces a variable-input-length function M DI[F] : {0,1}* — {0,1}?"
from a fixed-input-length function F : {0,1}?" x {0,1}* — {0,1}?". For M € {0,1}* such that
|pad(M)| = Ik, M D[F](M) is computed as follows.

Function M D[F](M)

ul0] «— IV
Break pad(M) into k-bit blocks, pad(M) = M[1]||...||M][l]
for i< 1to!l do

uli] < F(uli — 1], M[i])

return ull]

Collision resistance. We review the definition of collision resistance in the information-theoretic

model. Given a function H = H[P] and an IT adversary A both with oracle access to an ideal

primitive P, the collision resistance of H against A is estimated by the Exp$'(A) experiment.



Experiment Exp%'(A)
AP updates Q
if 3 M # M’ and w such that w = Ho(M) = Hgo(M') then
output 1
else
output 0

This experiment records every query-response pair that A obtains by oracle queries into a query
history Q. We write u = Ho(M) if Q contains all the query-response pairs required to compute
u= H(M). At the end of the experiment, A would like to find two distinct evaluations yielding a
collision. The collision-finding advantage of A is defined to be

Adve'(A) = Pr |[Expe(A) =1/ .

The probability is taken over the random choice of P and A’s coins (if any). For ¢ > 0, we define
Adv¥'(¢) as the maximum of Adv$'(A) over all adversaries A making at most ¢ queries.

3 The MJH Hash Functions and their Collision Resistance

3.1 The MJH Construction

For ¢ > 0, let E be an (n + ¢)-bit key blockciphers in BC(n + ¢,n). Let o be an involution on
{0, 1}"™ with no fixed point, and let 8 # 0, 1 be a constant in Fon. Then (o, §) defines a compression
function {0,1}%" x {0,1}"+¢ — {0,1}?" by

Glo,0] : {0,1}?" x {0,1}"¢ — {0,1}?"
(urllur, 2||2") — (vil|vr),

where vy, = F(K, X)+X andvg = 0 (E(K,0(X)) + 0(X))+X+z for X =up+zand K = (ug||2’).
GJo, 0] is depicted in Figure 1(a). The compression function G[o, 0] is fed to the Merkle-Damgard
transform, yielding the MJH hash function H|[o,8] = M D|G|o,0]] associated with (o, 8).

Since the padding is injective, we can simplify our collision analysis by assuming that the domain
of a MJH hash function is |J3°,{0, 1}(+9) (and ignore the padding scheme).

3.2 Query-Response Cycles and a Modified Adversary

Let H = HJo, 0] be the MJH hash function defined by (o, ), and let A be an information-theoretic
adversary with oracle access to £ and E~!. Note that A records a triple (X, K,Y) into the query
history Q if A asks for E(K, X) and gets back Y, or if it asks for E~!(K,Y) and gets back X. Since
o is an involution, it holds that X, = o(X) iff X = 0(X,). In other words, o induces a natural
way to pair queries: for (X, K,Y) and (X,, K,Y,) in Q with X, = 0(X) we call

A=((X,K)Y), (X, K,Y,))

a query-response cycle (or simply a cycle) and the corresponding queries each other’s conjugates.
We can now transform A into an adversary B that records its query history Qa in terms of

query-response cycles as described in Figure 2. If A makes at most g queries, then the corresponding

adversary B makes at most 2¢ queries, and records at most ¢ query-response cycles. Since

Adve'(A) < Advy(B),



Algorithm BZE"'

Qa0
Run A
if A makes a fresh query for F(K, X) then
Make queries for Y = E(K, X) and Y, = E(K, X,) for X, = 0(X)
Qa + QaU{A}, where A = ((X,K,Y),(X,, K,Ys))
Return Y to A
else if A makes a fresh query for E~'(K,Y) then
Make queries for X = E~'(K,Y) and Y, = E(K, X,) for X, = o(X)
On + QaU{A}, where A = ((X,K,Y),(Xs, K,Ys))
Return X to A
else
Return the response using query history QO

Fig. 2. The modified adversary B. A query is called “fresh” if its response cannot be obtained from B’s query history.

it suffices to consider the security of H against a modified adversary that records exactly g query-
response cycles.

Henceforth, the i-th query-response cycle is denoted A? = ((X LKLY (XK i,YUi)), where
we assume that (X', K',Y") was obtained before (X7, K*,Y}). We will write Z' = X' +Y"*, Z! =
X!+ Y and K' = (K!||K}) where Ki € {0,1}" and K} € {0,1}¢. Additionally, we will write
N =2" and N’ = N — 2q assuming N’ > N/2.

3.3 Graph Representation of the Adversary’s Endeavors

Each query-response cycle A" = ((X", K*,Y"), (X%, K',Y})) € Qa determines two types of evalu-
ations
Glo, 0] - (X" + 2)| |7, 2| K3) — (X' + Y [[ (0(X5 +Y5) + X' + 2), (1)

and
Glo, 0] : (X2 + 2)I| K}, 2[| K5) — (XL + Y ) [[(O(X' +Y7) + X[ + 2), (2)

for z € {0,1}".

We now define a directed graph G on {0, 1}?" where the nodes correspond to chaining variables
and edges are added depending on the evaluations of G[o,0] the adversary can make given the
available query-response cycles. In other words, a directed edge from u to v labeled ¢ is added
to G when the i-th query-response cycle determines an evaluation G|[o,0](u, z||2') = v for some

z € {0,1}" and 2’ € {0,1}°. Such a connection is denoted by u - v. More specifically, we write
us o (resp. u - v) when the evaluation of G[o,6] is obtained by (1) (resp. (2)). Note that an

edge u LA appearing in G implies up = K{, vy = Z" and up, + vp = HZf,. On the other hand,
uS implies ug = K{, v = Zf, and ur, + vp = 0Z°. This property will be frequently used in the
following analysis.

A path P is a subgraph of G of the form

(i2,02) o (41-1,01—1)

ulo] ) 1) ult — 1) “ ),

where [ > 0, i1,...,i; € [1,q] and 61, ...,8 € {+, —}.> The nonnegative integer [ is called the length
of P, and denoted by |P|. Node u[0] is the start node of P, denoted by s(P). Node u[l] is the end
node of P, denoted by e(P).

3 We allow a path that consists of a single node.
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We say two paths P : u[0] (o) Csdy) uls] and P’ : u/[0] Goy @2 u'[t] are colliding if

e(P) = e(P’) and ((i1,01), ..., (is,0s)) # ((#},61), ..., (i}, 0;)). Furthermore, the colliding paths P
and P’ are called irreducible if (is,ds) # (i}, 0;).

3.4 Decomposing a Collision

Let Coll denote the event that B makes a collision of H. For a fixed parameter [ > 2, we can
decompose the event Coll as follows.

Proposition 1. Let C;, i = 0,1,2,3, be events(configurations) defined as follows (see also Fig. 3).

— Co: Some A! generates edges u %y and ' S o' such that v =,
— Cy : Some A' generates an edge u — v where

1. w=e(Py) for some path Py € G such that either (|P1| <1 and s(P1) =1V ) or |P1]| =1,
2. v = s(Pz) for some irreducible colliding paths P2, P3 € G such that either (|Pa] + |Ps| <1
and s(P3) =1V ) or |Pe| + |Ps| =1+ 1.

— Cy: Some A' generates edges u — v and v’ — v’ where

1. uw=e(Py) for some path Py; € G such that either (|P1]| <1 and s(Py) =1V ) or |Pi| =1,
2. v =5(P2) and u' = e(P2) for some path Py € G such that |Pa| <.

— C3: Some A" generates edges u — v and u' — v’ where

1. u=e(Py) for some path P1 € G such that either (|Pi| <l and s(P1) =1V ) or |P1| =1,
2. v = s(Ps) and v' = s(P3) for some irreducible colliding paths P2, P3 € G such that 0 <
[Po| + [Ps| <1 and [Pa| < [Ps].

Then we have Coll = Cy v C; vV Cy Vv Cs.

Proof. Suppose that the i-th query-response cycle A’ of B completes a collision of H on a certain
node w. Then, for some positive integers s and ¢, there would exist irreducible colliding paths

K

PooIV AW Bu2 B IS s -1 5w,

/ / -/

R
Pov A Bup s

-/

1
St —1] 2w,

such that ji,...,Js, 7%, .,Ji < i. We will say an i-labeled edge u[a] jaﬁi) u[aw 4+ 1] in P has a

tail of length [ if either (o > 1 and jo—i41, Ja—i+2,- - - Ja < @) or (a <l and ji,j2,...,Ja < ©). This
type of i-labeled edges are similarly defined for P’. Note that the i-labeled edge nearest IV (in any
path) has a tail of length [.

Suppose that P contains an i-labeled edge. Among the i-labeled edges with a tail of length [ in

P, choose the nearest one, say u — v, to the colliding node w and look at the configuration around
this edge. If there is another i-labeled edge between v and w, then we will see configuration Cs.
Otherwise, we will see configuration either C; or Cg around u 2 v without the occurrence of Cy.
In particular, we can assume |Pa| < |P3| in C3. Otherwise, we can look at the i-labeled edges with
a tail of length [ in P’ and find the nearest one to the colliding node. a
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(a) Ci:either (|P2|+|Ps| < lands(P3) = IV) or |P2|+|P3| = I+1.
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(b) Ca: [Pa] < L.
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(C) Cs:0< "P2| + |733‘ <[ and |’P2| < |'P3‘

Fig. 3. Configurations for C;, C2 and Cs. For each configuration, either (|P1]| <! and s(P1) =IV) or |Pi| = 1.

Example 1 Let | = 2. Then Coll is decomposed by D;, i = 0,...,15, where
Do:3u L w,
D, : Eu—i>IVf0rsomeu€R

Dg:Elu—>v@IVforsomeu€Randj<z

D3:3u$v$IVforsomeu€R(mdj<z

D4:Elu—imjév'LIVforsomeueRandj,j’<i,

D5:Eiu—%v%wé[VforsomeuERcmdj,j’<z',

Dg:du—w ' w L IV for some u € R and j,j < i,

N
. - -/ "
D7:EIu#vév'év"@v"’forsomeuGRandjj g <,
) J i’ i’ /i .
D8:3u—>v—>w<Lv V" for some w € R and 3,5’ ,5" <1,
-/ /!

Do:Ju—>vbo %va"forsomeuGR(mdj,j’,j”<z',

‘ ) ,
D1o:3u—l>vi>v/]—>v"] " for some u € R and "<,
,7] J

D11:3u—z>v—z>v’f07"someu€R,

Dis: Ju—-vLo 50" for somewe R and j < i,
J

D13:3u—z>vév'<l—v" or some u € R and j < i,
J
4 ) ,
Duu:3dusvdd L " V" for some u € R and j,j <1,
4 J i’ : i .o .
Dis:Jusvdwdo & or someu € R and j,5" < i,
JsJ
and
-/

R:{uE{0,1}2”:3u”]%ulguforsomej,j/<i}

U{ue{0,1}*>":3 IVi>uf0r some j < i} U{IV}.



The events defined in Proposition 1 have been decomposed again as Co = Dg, C; = D1V ---V Dyp,
Cy = D11 VD12 and C3 = D13V D14 V D15, according to the path lengths.

In order to upper bound the probability of the events C;, Co and C3 in the general case, we
need to define certain auxiliary subsets of {0, 1}2".

1. For w € {0,1}?", 21,29 € {0,1}" and k > 0,

Ud(w) = {s(P) : P € G such that |P| =k, e(P) = w},
UL(z1,22) = {e(P) : P € G such that |P| =k, s(P)r = 21, e(P)r = 22},
U (21, 22) = {e(P) : P € G such that |P| =k, 0s(P)r +e(P)r, = 21, e(P)r = 22}

2. For z, 21,29 € {0,1}", k1 and ko such that ky + ky > 0,

V,il’kQ(z) = {e(P1) : irreducible colliding paths P1, P2 € G
such that "Pl‘ = kq, ‘PQ‘ = ko, S(Pl)L = S(PQ)L, e(P1)R = G(PQ)R = Z},

V]%h,w(zl, z9) = {e(P1) : irreducible colliding paths Pi, P2 € G
such that ’771’ = kq, ’772’ = ko, S(Pl)R + HS(PQ)L = 21, e('P1)R = e(Pg)R = 22}.

3. For z € {0,1}" and ky, ko2 >0,

Wi, ky(2) = {e(P1) : irreducible colliding paths P, P2 € G
such that [P1| = ki, |Pa| = k2, e(P1)r = e(P2)r = 2},

Wi, ks = 1€(P1) : irreducible colliding paths Py, P2 € G such that [P1| = ki, [P2| = ka}.

By symmetry, we have Vl%l,kQ (2) = V%Q,kl(z)’ Wiy ks (2) = Wiy iy (2) and Wy 0 = W for any
z € {0,1}". Pictorial illustration of the auxiliary subsets is given in Fig 4. In terms of the auxiliary
subsets, we can restate events Cq, Co and C3 as follows.

Proposition 2. Let C7, C5 and C3 be events defined as follows.

— Ct: Some A? generates u Ly v where
1. either u € Wy (KY) oru € UL(IVy,, K}) for some 0 < k <,
2. v el (w) where ky >0 and
(a) either w € Z/{lé2 (IVL, z) for some z(= wg) € {0,1}" and ko > 0 such that ki + ko <1 or,
(b) we Wy y, for some ky >0 such that ky + ko =1+ 1.

— Ch: Some A? generates u Ly v where

1. either u € Wy (KY) oru € UL(IVy,, K}) for some 0 <k <,

2. v € UY(w) where 0 < k <1 and w = 2||K} for some z(= u}) € {0,1}".
— C3: Some A? generates u s v where

1. either u € Wy (K}) orw € UL(IVL, KY}) for some 0 < k <,

2. ve Z/l,gl (w) where k1 > 0 and



Fig. 4. Auxiliary subsets. An upper half box (resp. a lower half box) represents the left half (resp. the right half) of
a node in {0, 1}2". Each black box represents a certain fixed value in it. A pair of grey boxes are related by a certain
equation. A dotted box represents a node that each auxiliary subset counts.

(a) either w € V,%h,@ (2) for some z € {0,1}"™ and k1 < kg such that 0 < k1 + ko <1 or,
(b) we V,%th(uL,z) for some z € {0,1}" and k1 < ko such that 0 < ki + ka <.

Then we have C; = C}, Co = (5 and C3 = C;.

Proof. If an i-labeled edge completes a configuration C,, o = 1,2,3, with |P;| = [, then we have
u € W (K}). If [P1| = k <l and s(Py) = IV, then we have u € U} (IVy, K}).

Suppose that two i-labeled edges complete configuration Cs with |Pa| = k1 and |Ps| = k. Let
w denote the colliding node of P, and Ps. (Namely, w = e(P2) = e(P3).) If the two i-labeled edges
have the same sign, then for some possible value z € {0,1}" for wg, we have w € V,ihkz(z) and
v el (w).

If the two i-labeled edges have opposite signs, then we have w = e(P1) = e(P2) € Vi ;. (ur, 2)
for some possible value z € {0,1}" for wg since uy, + vg = 6v} or vg + v} = ur. Again, we have
vE Z/l,gl(w), proving C3 = Cj. Implications C; = C} and Cy == C} are proved similarly. O

Since

Pr[Cy] = Pr[ZZ' = Zf;, for some 1 <i <¢] < %7

we have
Pr [Coll] < Pr [Co] + Pr[C]] + Pr[C5] + Pr[C3] < % + Pr[C]] + Pr[C5] + Pr[C3]. (3)

We have the following proposition, which is easy to prove, but useful throughout the security
analysis.

Proposition 3. For fized u,v € {0,1}?", the probability that the i-th query-response cycle A* =
(X', KLY, (XL, K% Y))) such that K} = ug generates an edge u — v is at most 2/(N')2.

By Propositions 2, 3 and inequality (3), the only remaining problem for the security proof is to
upper bound the size of the auxiliary subsets, which is equivalent to upper bounding the number
of possible start/end nodes for a certain “collision-completing edge”.



3.5 Bounding the start/end nodes of collision-completing edges

Proposition 4. For an integer a > 1, let Mult(a) denote the event that a multiset {Z°, Z¢ : 1 <
i < q} has an element of multiplicity > a. Then we have

e a+1
Pr [Mult(a)] < N ((ai1q)N/> . (4)

Furthermore, for any k > 0 and w € {0,1}?", event ~Mult(a) implies U (w)| < a*.

Proof. Fix z € {0,1}". The probability that z has multiplicity greater than a in the multiset
{Z",7, : 1 <1< q}is at most

2 1\ ! 2eq a+1
— < | -———— .
(a+1) (N’) _<(a+1)N’>
Inequality (4) follows since z is chosen from a set of size V.
If u € U (w) for some w, then there would exist a path

Poou B ] B B S k- 1) %

Without the occurrence of Mult(a), we have at most a possible nodes for position u[k — 1]. Given a
node for position u[k — 1], we also have at most a possible nodes for position u[k — 2]. In this way,
we see that there are at most a* possible nodes for position wu. a

Proposition 5. For a € {1,2}, k>0 and M > 0, let U¢ (M) denote the event that Uy (21, 22)| >
M for some z1,z9 € {0,1}". Then for a € {1,2} and d =2m +1 > a > 0, we have

‘ 2¢S1(a,d, k)gN "™
PrUR(d) A [\ ~UF(d) A -Mult(a) §N2< eS1(a, d, k)g > |

(m +1)(N')?

a=1,2
0<j<k
where
Si(a,d, k) = dodt > artlde
d—a

0<s<t<k

Proof. Since Ug(z1,22) = {z1]|z2} and UZ(21,22) = {21/(1 + 0)||z2} for any z1, 20 € {0,1}", we
have

Pr [Uj(1)] = Pr [U3(1)] =0.

Therefore the proposition holds for £ = 0. Now we will assume event

/\ ~U$(d) A —Mult(a)

a=1,2
0<5<k

for k > 1 and estimate the probability of U}(d¥) on this condition. The probability of U2(d*) can
be analyzed similarly. Our estimation consists of the following three steps.



Step 1. We fix z1, 20 € {0,1}", and then upper bound the probability, denoted p, that A’ increases
UL (21, 22)| (at least by one). First, we estimate the probability, denoted p1, that A’ completes a
path

P: u=ul0] »u[l] 2uf2] 5 s ulk—1] s ulk]=v

such that ur, = z; and vg = 23 by contributing a single edge in P. Let u[s] - u[s + 1] be the
single edge. If we fix z* € {0,1}" as the value of vy, then u[s + 1] should be one of the nodes
in U, ,(2*||22). (Note that v = 2*||2z2.) On the other hand, u[s] should be one of the nodes in
UL (z1, KE). Since (UL (21, KI)| < d® and [UY_, | (2%]|22)| < a*~*~1, and by Proposition 3, we have

p 2 INEL raN® oN k@b
< N.d5- k—s—1 — e - .z =
ms 2 ( ! <Nf>2> (V)2 ; <) (N2 d-a

Next, we estimate the probability, denoted po, that A’ completes a path P
P: u=ul0] »u[l] 2 uf2] 5 s ulk—1] s ulk]=v

such that ur, = z; and vg = z» by contributing at least two edges in P (assuming k > 2). Let

u[s] < ufs 4 1] and w[t] % u[t + 1] denote the last two i-labeled edges appearing in P, where
0 <s<t<k—1. We will upper bound the number of possible values for u[t] and u[t 4 1], and use
Proposition 3.

If z* € {0,1}" is chosen as the value of vy, then we have u[t + 1] € U?_, ,(2*||z2). Suppose
that we have chosen specific values uj and uj, for ult + 1)1 and u[t + 1], respectively. If the two
i-labeled edges have the same sign, then we have u[t] € UL . ;(u}||K?) since uls + 1], = u}.
Otherwise, we have ut] € U2 ,_,(u}||K}). Since U, ,(2*]|22)] < aF~71 and UL, (u}||KD)],
P (] [K)] < 7, we have

2 4N
< N.gb—t=1.9. gt=s—1. _ h—t—1 gt—s—1
ms 3 (v o) T e, 2 ’

and hence

d* —a" +2 Y ottt = 251(a,d, k)N
—a

2
p=p1+p2 <
( (N7)?

N2\ Ta

0<s<t<k

Step 2. For any 21, 22 € {0,1}", the number of cycles that increase |U] (21, 22)| is not greater than
m except with probability

251 (a,d, k)N \ ™!
< N2 q m+l o A2 q 1\a, 4,
PsN <m—|—l>p sN <m—|—1>< (N')2

N2 (e ™ 1980 (a,d, k)N < N2 2eS1(a, d, k)gN\ ™!
- m+1 (N")2 - (m +1)(N’)? '

(6)

Step 3. We estimate the maximum increment that a single cycle A’ can make in |U} (21, 22)]| for
fixed values z1 and 2. Any node that is newly added to U} (21, z2) by A’ is associated with a path
P such that |P| = k, s(P)r, = z1 and e(P)r = z2. This path (not necessarily unique) consists of
edges labeled < i and certainly contains at least one i-labeled edge. Among the end nodes added
by A?, the number of nodes whose corresponding path has u[s] — u[s + 1] as the nearest i-labeled



edge to the end node would be at most 2d* 51 since such nodes should be contained in either
Z/{liisfl(Zi, 29) or U,Lsfl(Zg, 23). Therefore, the total increment made by A’ is bounded by

dF—1
—.

k—1 d"—1
20 +dt - +d ) =2( o= | =

From Step 2 and Step 3, we conclude that

dk—1
m

-m < d¥,

Uy (21, 22)| <

except with probability P. By (6), we obtain inequality (5). O
Proposition 6. For ko > ki such that k = k1 + ko > 0 and M > 0, define the following events.

— V}gl’kQ(M) : |V,%17k2(z)\ > M for some z € {0,1}".

- Vih,@(M) : ‘V£1’k2(21722)‘ > M for some z1,z9 € {0,1}".

Then for o € {1,2} and integers d =2m +1 > a > 0, we have

Pr (Vi @A N\ V@A U (d) A -Mult(a) A ~Co

J1<ki,j2<k2 a=1,2
J1<j2,51+72>0 0<j<k2

(7)

<y (2520, d Ky k2)gN m“’
B (m + 1)(N")?

Pr Vzhkz (de) A /\ _‘le17j2 (dh) A /\ _‘U?(dj) A =Mult(a) A =Co

J1<ki,j2<k2 a=1,2
J1<72,J1+352>0 0<j<ks
< N2 (2Sa(ad by ka)aN ™
- (m+1)(N’)? ’
where
dk2_ ko kl—l dk2—1
Sa(a,d, ki, k) = <k‘1ak1_1dk2 +akr . da) 2 3 ahtige (a 1 ) < _— ) .
—a 0<s<t<ks a— -

Proof. We begin with assuming event

N Vi@ A N\ =US(d) A=Mult(a) A =Co.

J1<k1,j2<k2 a=1,2
J1<j2,J1+72>0 0<j<kz

Here we give a proof only for a = 2, while the other case can be proved similarly. Our proof consists
of the following three steps as the previous proposition.



Step 1. We fix 21, 2 € {0,1}", and then upper bound the probability, denoted p, that A? increases
|V/%1’k2 (21, 22)| (at least by one). First, we estimate the probability, denoted p;, that A’ completes
a pair of irreducible colliding paths

P uw=ul0] »u[l] = ul2] = - = u[ky — 1] = u[k1] = w,
Pr: v=0v[0] > v[l] 5 v]2] = = vk — 1] = v[ka] = w 9)

such that ug + 0vy = 21 and wr = 29, by contributing a single edge in P; U P,. Suppose that
the single edge wu|s] A ul[s 4+ 1] is contained in P;. If we fix 2z* € {0,1}" as the value of ul[s|y,
then u[s] = 2*||K? and u should be one of the nodes in U2 (z*||K?). Once u is fixed, we have
w e U, ((ur + 21)/0,22) and uls + 1] € Uy ___,(w). Therefore the number of possible values for
(u[s],u[s +1]) is at most N - a* - d¥2 - aF1 =571,

For the case where the single edge v][t] BN v[t + 1] is contained in P, we fix z* € {0,1}" as the
value of wy. Then we can determine w = z*||z2. Once w is fixed, we have v[t + 1] € Z/lgrtfl(w)
and u € L{,gl (w). Each possible value of u determines vy, = (ug + 21)/60. Since v[t] € U} (vy, K1), the

ko—t—1 |

number of possible values for (v[t],v[t + 1]) is at most N - a a* . d'. Therefore we have

2 2
s gk | k1—s—1 ko—t—1  _k
p1 < E (N-a~d2-a,1 .(N’)2>+ E <N~a2t ~a1-dt-(N/)2>

0<s<ki1 0<t<ko
2N db2 — k2
_ k kl—ldkz k1 | )
(V)2 < 1 L

Next, we estimate the probability, denoted po, that A’ completes a pair of irreducible colliding
paths of form (9) by contributing either at least two edges in P; or at least two edges in Py. The
estimation of py is similar to Proposition 5, so we have

pzﬁij:[]ﬂ Z ake—t=1gt=s—1,
( ) 0<s<t<ka

Finally, we estimate the probability, denoted p3, that A’ completes a pair of irreducible colliding
paths of form (9) by contributing exactly two edges, one from P; and the other from Ps. Let
uls] < ufs + 1] in Py and v[t] = v[t 4+ 1] in Py denote the two edges, respectively. Without the
occurrence of Cy, either s+ 1 < kj ort+1 < ko. If k1 — s —1 < kg — ¢t — 1, then we upper bound
the number of possible values for u[s] and u[s 4 1]. Otherwise, we can apply the same argument to
v[t] and v[t + 1].

For the case where the two i-labeled edge have the same sign, fix z* € {0,1}" as the value of
uls]r,. Then uls] is determined by u[s] = 2*||K}. Furthermore, we have u[s + 1] € Uy} __,(w) for
some w € Vlirsfl,krtfl('z?) since uls + 1], = o[t + 1]. Therefore the probability p; that two
edges of the same sign, one from P; and the other from P,, complete configuration (9) is at most

2
+ k1—s—1 ko—t—1
p3 < Z (N-al - d™? .(N’)2>

0<s<ky
0<t<ko
k1—s<ko—t
2N k, 2N [ak -1\ [d*2 -1
< 1—s—1 dee—t=1] = .
= VN2 >« 2 (N2 \ a—1 d—1
0<s<k; 0<t<ks

For the case where the two i-labeled edge have opposite signs, fix z* € {0,1}" as the value
of wr. Then we have w = z*||z9, u[s + 1] € Ll,glfsfl(w) and v[t + 1] € Zz[,?rtfl(w). So we have



a*1=5=1 possible candidates for u[s + 1]z, and a*>~*~! possible candidates for v[t + 1]. Since the
probability that either (Z¢, Z!) = (u[s +1]p,v[t +1]1) or (Z¢, Z%) = (v[t+ 1], u[s +1]1) is at most
2/(N")? for each (u[s+1]L,v[t +1]L), the probability p; that two edges of opposite signs complete
configuration (9) is estimated by

_ 2N e L 2N [aF —1\ [d¥ —1
< 1—s—1 ko—t—1 — .
D3 —(N/)Q Z a Z a (N’)2<a—1 ><d—1 >

0<s<k 0<t<ka

To summarize, we have

p=p1+p2+p3s=p1+p2 +p§f+P§

2N k1 gk g A2 —adk 4N ko—t—1 gt—s—1
S(N/)Q (klal d™ +a™ - d—a +(N/)2 Z a d
0<s<t<ko
N AN [aFr — 1)\ [d¥ —1 _ 2S55(a,d, ki, ko) N
(N2 \ a—1 d—1 (N")2 '

Step 2. For any z1, 22 € {0,1}", the number of cycles that increase |V,i17k2(21,22)| is not greater
than m except with probability

PSNQ( q )pm-‘rl

m+1
285 (a, d, ki, ko) N\ ™ 28y (a, d, ki, ka)gN\ ™t
<N ¢ 2 < N? .
<, 50) (o) = (e 10)

Step 3. With the same analysis as Proposition 5, the maximum increment that a single cycle A’
can make in \Vél ko (21, z2)| for fixed values z; and z2 is upper bounded by

d* — 1 d2
2(1+d+ - +d=t) <2 <=
d—-1 m
From Step 2 and Step 3, we conclude that |V,il’k2(z1,z2)] < (d*2/m) - m = d** except with
probability P. By (10), we obtain inequality (8). O

Proposition 7. Forky > ki >0 and M > 0, let Wy, ,(M) denote the event that | Wy, r,(2)| > M
for some z € {0,1}". For 2q/N < ¢ <1 and integers d =2m +1 > a > 0, we have

Pr | W, , (CkN) A /\ Wi, g (Cj1+j2N)

1<k ga<hs
J1<g2,51+j2<k

A /\ ﬁv}m(dﬂ) A /\ —U5(d’) A =Mult(a) A ﬁcol
J1<ki,ja<kz a=1,2
J1<j2,J1+742>0 0<j<kz
kn

< (2647850 ki ka)gN | 4ed™Si(a,d. ka, k) CH
- mc(N')? mck(N')?




where k = k1 + ko,

abt—1  ak2—1
a—1 a—1 )’

Sg(a, ]{21, k‘g) = <

o1\ [dF? -1
_ ko—t—1 jt—s—1 a
Su(a,d ki, kg) = > a d +(a_1><d_1>.

0<s<t<ko

Proof. 1t is easy to prove
Pr [Wo,o(N)] = Pr[Wo,1(29)] = 0.

Therefore we assume event

N Win@NA N V@) A N\ -US(d) A=Mult(a) A =Co,

ji<ky,jo<ky J1<hi,j2<ks a=1,2
J1<J2,J1+j2<k J1<J2,J1+72>0 0<j<kz

for k£ > 1 and follow the argument used in the previous propositions.
Step 1. We fix z € {0,1}", and then upper bound the probability, denoted p, that A’ increases

Wi, k. (2)] (at least by one). First, we estimate the probability, denoted p;, that A’ completes a
Wi ks y y
pair of irreducible colliding paths

Pr: u=ul0] = ull] 5 ul2] = - = ulk1 — 1] = ulk1] = w,
Pr: v=0v[0] 5 v[l] 5 v]2] = - = vlka — 1] = v[ka] = w (12)

such that wr = z, by contributing a single edge in P; U Ps. If the single edge u/s] A uls +
1] is contained in Py, then we have u[s] € Wy s(K?) and u[s + 1] € Z/{lgrsfl(w) for some w €
Wi, —s—1,k,(2). Applying a similar argument to the case where the single edge is contained in Ps,
we have

e e 2 i i 2
p1 < Z (cSN-ck STIN gkl (N’)2)+ Z (ctN-ck‘ tmly L ghe—t=L (N’)2>
0<t<kso

0<s<ki
2F-IN2 gk —1  ak2 —1 _ 253(a, k1, ko)cF—1N?
(N')? a (N')?

a—1 a—1

Next, the probability that A’ completes a pair of irreducible colliding paths of form (12) by
contributing either at least two edges in P; or at least two edges in P is estimated by

p2§7;lvj,\72 Z ake—t=1gt=s=1
( ) 0<s<t<ka

using the same analysis as Proposition 6. Also, the probability that A? completes a pair of irreducible
colliding paths of form (12) by contributing exactly two edges, one from P; and the other from Py

is estimated by
_ 4N akft — 1\ [d*? -1
Ps=" N2\ a -1 -1 )"

285(a, ki, ko) k1 N? n 4S4(a,d, ki, ko) N
(N7)? (N")2

To summarize, we have

p=p1+p2+p3<



Step 2. For any z € {0,1}", the number of cycles that increase |[Wi, k,(2)| is not greater than
mcFN/dF? except with probability

q mckN
P< N< >p a2

mck N/ dk2
mck N
<N q 25’3(0,,]{1,]?2)01671]\]2 4S4(a,d, kl,kQ)N ak2
- mck N/ dk2 (N")2 (N)2
mck N
< 2edk? Sg(a, ki, kg)qN 4edF? 54(0,, d, k1, kg)q k2 (13)
- mc(N')2 mck(N')2

Step 3. With the same analysis as Proposition 5, the maximum increment that a single cycle A’
can make in W, ,(2)| for a fixed z is upper bounded by

d* —1 d
2(1+d+-~-+d’“21)§2< >§

d—1 m
From Step 2 and Step 3, we conclude that [Wy, ,(2)| < (d*2/m) - (mc*N/d*?) = ¢*N except
with probability P. By (13), we obtain inequality (11). O

Proposition 8. For ky > ki > 0 and M > 0, let W}, (M) denote the event that Wy ;.| > M.
For 2q/N < ¢ <1 and integers d =2m+1 > a > 0, we have

dk2 M .y ,
Priwi (S0 A W@ A A
J1<k1,j2<ko J1<ki,jo<ks
J1<j2,J1+j2<k J1<J2,51+52>0
U2 (&) A =Mul Col < 2 (6 aky ko) TN 1 25u(a. d, b, K
A /\ - j( ) A =Mult(a) A =Co _W< 3(a, k1, k2)c +284(a,d, k1, 2))
=1,2
Ooéj<k2

Proof. This proof uses Markov’s inequality, so we begin with definition of certain random variables.
For each (z,i) € {0,1}" x {1,...,q}, we define a random variable X, ;, where X, ;(Qa) =1 if

1. there exist a pair of irreducible colliding paths

Proowf0] S ufl] B TS k1) S w,
t t thg—1 tr
Py: v[0] B o[l] 3 5 vk — 1] =5 w, (14)
such that wr = z and max{s1,..., Sk, t1,...,tk, } =1,

2. the following predicate is true:

— . (A1 Fd2 1 J2 a(gi

D= N Win@Na A\ V) @)A N\ U (@) A=Mult(a) A—Co.
J1<k1,j2<k2 J1<ki,ja<ka a=1,2
1<j2,j1+j2<k J1<j2,51+72>0 0<j<ks

We also define

X = Z X,

z€{0,1}™
1<i<q

First, we upper bound the expected value E(X). We begin with upper bounding E(X. ;) for
a fixed pair (z,4). In fact, F(X,;) is upper bounded by the probability that the i-th cycle A’



completes a pair of of irreducible colliding paths of form (14) such that wr = z under the condition
D. The analysis of this probability is exactly the same as Proposition 7. Namely,

E(X ) < 253(& k?l,kig) k— 1N2—|—4S4(CL d, kil,k'g)
0= (VP

Therefore, we have

253(a, ki, ko)c* N2 +4S,(a,d, ky, ko) N
ZEX“'SNQ 3(a, k1, ko) +4S4(a,d, ki, ko) ‘
’ (N")?
z€{0,1}™
1<i<g

By Markov’s inequality, we have

k—1 nr2
Pr[E(X) > M] < 2l <25’3(a k1, ko))" N 4+ 4S4(a,d, k1, ko) N ) ‘

(N')?

Since each (z,1) increases the size of Wy, ~at most by

kz_l ko
2(1+d+~-+d’“2‘1)§2<d >§d,

d—1 m

we have

. d*2 M 2qN? _
Pr [ka( - )/\D} < TP (Sg(a,krl,kzg)ck 1N+QS4(a,d,k1,k2)>. 0

3.6 Putting the Pieces Together

Theorem 9. Let 1 > 2, d=2m+1>a >0, M >0 and 2q/N < ¢ < 1. Then for any modified
adversary B that records q query-response cycles,

2gN*
Advg'(B) < 2 > (53(a,k1,k2)ClN + 254(a, d, k17k2))

M(N/)2
0<k1<ko
ki1+ko=Il+1
mck1tka N
N Z 2€dk253 a k1, kz)qN dedh? S4(CL, d, kq, ]{22)(] ak2
0<ki<k me(N')? mcki ke (N')2
k1+}€2<%

2eSs(a,d, ki, ka)qN m+l 9 2eS1(a,d, k)gN m+l
+(N+N?) ) ( : +2N? > -
0<ky <ks (m + 1)(N') 0<k<l (m +1)(N')
0<k1+k2<l

N[ =2 2
(i)

d -1 Z ke ik MZIH k (kili—ki) | 2
max s —
<CN+ d—]_> N a™d™ + E a™d 1 1 7(]\]/)2
0<k1+k2<l k1=0
d—1\ (d -1\ 2N d—1 4N
l l k1 gk
N N4 —— gk |
q<c —I—d_1><a_1>(N,)2+q<c +d_1) 2, |
0<k1<k2
0<ky1+ka<l

=¢e(N,q,M,c,l,a,m).



Proof. Let

. d* M
Ex = \/ Wkl,,@( - )v \/ Wkl,k2<ck1+k2N)\/ \/ Vllcl,kg(db)

0<k1<k2 0<k1 <k 0<k1 <k
Fatho=lrl k1tka<l 0<k1+ka<l
v V(@) v\ UR(d) v Mult(a) v Co.
0<k1<k2 a=1,2
0<k1+ko<l 0<k<l

Then we have

2qN*?
Pr [EX] < q Z (5’3(@, kl, k‘Q)CkH_kQ_lN + 254(@, d, k‘l, kz))

M(N/)Q
0<ky <ko
ki1+ko=Il+1
L L 7nck1+k2N
8ed 2S3 CL k1, kg) 8ed 2S4(a,d, kl,kg)q ak2
N Z < mcN + mckitke N' N
0<k1<ksg
k1+ko<l
deSo(a,d, k1, ka)g\ ™! o (4eS)(a,d, k)g\ ™
+(N+N?%) ) ( ) D Il
0<kr <ks (m+ 1N a=12 (m+ 1N
0<k1+k2<I 0<k<l
26(_[ a+1 q
N[ —=1 — = ¢p.
+ <(a+1)N’> T

Example 2 Let [ = 2. Then we decompose Ex as follows.

Ex = Co V Mult(a) v (Ui(d) A =Mult(a)) v (U(d) A =Mult(a))

V Voad) A\ U (d) A =Mult(a) A=Co | V [ Via(d®) A\ =UT(d) A =Mult(a) A ~Cq
a=1,2 a=1,2

V(Vid@ A\ -USd) A-Mult(a) A=Co | v [ VE(d) A\ —UT(d) A =Mult(a) A —Co

a=1,2 a=1,2

V[ Viald®) A N\ —US(d) A -Mult(a) A=Co | Vv [ VEi(d) A A —U§(d) A —Mult(a) A =C
a=1,2 a=1,2

V[ Woale?N) A A =U§(d) A =Mult(a) A=Co | V [ Wii(PN) A A =U§(d) A —Mult(a) A =Cq
a=1,2 a=1,2

d3M
V| Wos ( - > A =W 2(c2N) A /\ =U$(d) A =Mult(a) A —Cy
a=1,2

d>M
Vv 112< - >/\—|W171(C2N)/\—|W072(62N)/\ /\ ~US(d) A —Mult(a) A =Co |
a=1,2

where we are omitting predicates U§(1), U3(1), Woo(N) and Wo 1(2q) since
Pr [U(l)(l)] =Pr [U%(l)] =Pr [Wo (V)] = Pr{Wp1(2¢q)] = 0.

Now we can upper bound the probability of each term in the righthand side of the above implication
by using Proposition 5, 6, 7 and 8.



Back to the proof, since Cp = Ex, we have
Pr[Coll] < Pr[CoV Cj Vv C5V C5] < Pr[Ex]+Pr[C] A —Ex]+Pr [C5 A =Ex] +Pr [C5 A —Ex]. (15)

In order to upper bound Pr[C} A —Ex], we fix 1 < i < ¢, and count the number of possible nodes
u satisfying the first condition appearing in the description of event C] in Proposition 2 and the
number of possible nodes v satisfying the second condition. Without the occurrence of event Ex,
they are upper bounded by
Ly=dN+ > dk—cN—l—E
d—1"
0<k<l

and

I+1 kldmax{k1,l+1—k1}M

Lo=N Y dud=y 2 —

0<ki+k2<l k1=0
M +1
- N Z ak1dk2 + E Z ak1dmax{k1,l+lfk1}7
0<k1+k2<I k1=0

respectively. For a fixed pair of u and v, the probability that the i-th query-response cycle A’
generates an edge from v to v is at most 2/(N’)2 by Proposition 3. Therefore we have

2
d—1 M A P
_ ! ki gks | Y k1 jmax{ky,l+1—ki}
= N+ —— N Ld™"? td —
Q(C ' d_1> 0<kz+‘7<: <za +mkz:oa (N7)?
>Rl 2> 1=

= €1.

Similarly, we can prove

Pr[C2/\ﬂEx<q< Ny o (]\?,)2
a =1\ 2N
q<l > a—l)um?::@’

Pr[CiA-Ex] <q| N+ Z dk) 2N Z ak1 gk (]\?/)2

0<k<l 0<k1 <ko
0<ky+ko<l

AN
k k —
2 ahd® (N2

0<k1<ks
0<ky+ko<l

Therefore, by inequality (15), we have
Adv(B) < e+ €1 + e + €3,

which completes the proof. O



Example 3 Let | =3,d=2m+1>a >0, M >0 and 2¢/N < ¢ < 1. Then by Theorem 9 and
using the constants S, Sa, S3, S4 from Table 1, we have

2qN?
Adve'(q) < M‘(JN,)2 ((a® +2a® + 4a +5) AN + 4d” + (4a + 8)d + 2a* + 6a + 10)
meN mc2 N
N 2edqN d LN 2ed?(a + 1)gN ded?q a2
me(N')? me(N')? mc2(N')?
mc3 N me2
v (26 tat DgN | dedi(dtat1)g\ @ dedgN | dedg T
mec(N')? me3(N')2 mc(N')2  mc?(N')?

3

mec” N
2ed?(a+2)gN  ded?*(d+2)q\ & 9 2eqN mt
N N+ N —_—
N (K g ) O ()

2e(d+ a+2)gN\ ™ oo (26(d® + (a + 2)d + a® + 2a + 2)gN \ "
i) T ( (m + DN )

+2(N + N?) (

2e(d? + (a +2)d + a® + 4)gN ™!
N 4 N?
+( + )( (m+1)(N’)2
2eqN ml 2e(d+ a + 2)gN ™t 2eq atl g
oN? (2 2N? N(— N
" <m+nwv> " <<m+nww ERANCES ) A
2N
+q(N+d®+d+1) (d®+ (a+1)d®+ (a® +a+1)d+ (e’ +a® +a+1)) (V)2
2M
3 2 4 4 3 3 2 42
+q(’N+d*+d+1)((a* +1)d* + (a’ + a)d +ad)m(N,)2
2N
3 2 2
+q(’N+d*+d+1)(a +a+1)W
AN
T (PN & +d+1) (& + (a+ D + (a+1)d) 77

Let N = 228 Given the query complexity q, we can optimize the upper bound by carefully choosing
the parameters a, m, M and c. As a result, we can obtain Table 2 comparing the collision resistance

of MDC-2 and MJH.

3.7 Asymptotic Result

For N=2" and [ > 2, let g = N&T/logN,a=l,m=2+1,d=2m+1=41+3, M = N and
1
c¢=1/N#1. By Theorem 9, we have

AV (B) < e(N,q, M, c,l,a,d) = (N, N&1 /log N, N,1/N™1,1,1,20 + 1).

If we regard the parameter [ as a constant, then each term of the above upper bound is analyzed
as follows.

1.

Cog _ G n Cy
N logN = NTilogN

2qN? ! !
T > (Sslakrke)d! N +284(a,d, ki ks)) < Crcdg +
0<k1<ko

ki1+ko=Il+1



Table 1. Constants Si1, S2, Ss, Sa.

S1(a,d,0) =0

Ss(a,0,0) =0

Su(a,d,0,0) =0

5’1(&7 d, 1) =1

Sg(a,O, 1) =1

Si(a,d,0,1) =0

Si(a,d,2)=d+a+2

S3(a,0,2) =a+1

Sy(a,d,0,2) =1

Sa(a,d,0,1) =1

Ss(a,1,1) =2

Si(a,d,1,1) =1

S2(a,d,0,2) =d+a+2

S:;(CL,O,3) =a? +a+1

S4(a,d,0,3) =d+a+1

Sa(a,d,1,1) =d+a+2

Sg(a,l,Q) =a+2

Su(a,d,1,2) = d+2

Sa(a,d,0,3) = d*+(a+2)d+a*+2a+2

S3(a,0,4) =a®>+a’+a+1

Si(a,d,0,4) = d*+(a+1)d+a*+a+1

Sa(a,d,1,2) =d* + (a+2)d+a® + 4

S3(a,1,3) = a® +a+2

Si(a,d,1,3) =d* +2d+a+2

S3(a,2,2) =2a +2

S4(a,d,2,2) = (a+1)d+a+2

coll

Table 2. Best known upper bounds on Adviihc.o(¢) and Advsiy;(g) for n = 128. The last column contains the
parameters used to obtain the upper bounds for MJH.

q Adv?\zI]IDC—Q(q) S AdV%\?}]H(q) S (a‘7 m, M7 C)
204 7.57 x 1077 2.94 x 10712 (2,5,2123:30 9=38.70)
274.91 1/2 735 X 1078 (27 6, 2123.40’ 2737‘64)
281.85 1 1/2 (27 6, 2123.20’ 2732‘38)




mckF1tka N
N Z 2edr? Ss (a, k1, k?g)qN I 4edk? S4(CL, d, k1, k’g)q ak2
i mc(N')2 mckitkz (N7)2
ki tho<l

1
Cgc N CeNI+T
< 3N <C4q L Gt > < 3N ( Go G ) .

- cN = ¢N? log N * NE1log N
3.
(N+ N2) Z <2682((l7d7 klakQ)qN>m+1 + 2N2 Z (2651(&7 d, k)qN>m+1
AV 7\2
0<ki+k2<l
Csq 2042 Co
< C;N? [ == . B—
<o (§) =
& +1
2 @ C C
N<eq> + v S Tt
5.
d—1 JV s 5
! ki gko ki gmax{k1,l+1—k;}
Q<CN+d_1> N Z a1d2+m2a1d ! ! )2
0<k1+ko<l k1=0
d -1\ (at -1\ 2N d—1 4N
! ! k1 gk
N N+ — 1 k2
+q<c " d—1> (a—l) V7)2 +q<c " d—l) 2, |
0<k1<ks
0<ky+ko<l
< C12 i C13
" logN - NTTlogN
Here C;, i = 1,...,13, are certain constants represented as functions of . It is easy to show that

each term converges to zero as N goes to infinity. Given € > 0, we can take the parameter [ so that

l
inequality N1=¢ < N1 /log N holds for sufficiently large N. Therefore, we can conclude that the
MJH hash function is asymptotically collision resistant up to O(N'=¢) query complexity for any
e> 0.
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