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Abstract. We propose a key-policy attribute-based encryption (KP-ABE) scheme with constant-size
ciphertexts, whose (selective) security is proven under the decisional linear (DLIN) assumption in the
standard model. The access structure is expressive, that is given by non-monotone span programs. It
also has fast decryption, i.e., a decryption includes only a constant number of pairing operations. As
an application of our KP-ABE construction, we also propose a fully secure attribute-based signatures
with constant-size secret (signing) key from the DLIN assumption. For achieving the above results, we
employ a hierarchical reduction technique on dual pairing vector spaces (DPVS), where a high-level
problem given on DPVS is used for proving the scheme security and then the security of the problem
is reduced to that of the DLIN problem.

1 Introduction

1.1 Backgrounds

The notion of attribute-based encryption (ABE) introduced by Sahai and Waters [26] is an advanced
class of encryption and provides more flexible and fine-grained functionalities in sharing and dis-
tributing sensitive data than traditional symmetric and public-key encryption as well as recent
identity-based encryption. In ABE systems, either one of the parameters for encryption and secret
key is a set of attributes, and the other is an access policy (structure) over a universe of attributes,
e.g., a secret key for a user is associated with an access policy and a ciphertext is associated with
a set of attributes. A secret key with a policy can decrypt a ciphertext associated with a set of
attributes, iff the attribute set satisfies the policy. If the access policy is for a secret key, it is called
key-policy ABE (KP-ABE), and if the access policy is for encryption, it is ciphertext-policy ABE
(CP-ABE).

All the existing practical ABE schemes have been constructed by (bilinear) pairing groups, and
the largest class of relations supported by the ABE schemes is (non-monotone) span programs (or
(non-monotone) span programs with inner-product relations [23]). While general (polynomial size)
circuits are supported [11,13] recently, they are much less efficient than the pairing-based ABE
schemes and non-practical when the relations are limited to span programs. Since our aim is to
achieve constant-size ciphertexts in the sizes of attribute set or access policy in expressive ABE,
hereafter, we focus on pairing-based ABE with span program access structures. Here, “constant” is
valid as long as the description of the attribute or policy is not considered a part of the ciphertext,
which is a common assumption in the ABE application. Hence, we use “constant” in this sense
hereafter.

While the expressive access control (span programs) is very attractive, it also requires addi-
tional cost in terms of ciphertext size and decryption time. Emura et al. [10], and Herranz et al. [14]
constructed a CP-ABE with constant-size ciphertexts, but their access structures are very limited.
Attrapadung, Libert and de Panafieu [1] first constructed a KP-ABE scheme for span programs
with constant-size ciphertexts and fast decryption which needs only a constant-number of pairing



| Avap1i 1]

HW13 [15]

Proposed

Security model

selective &

standard model

selective &

random oracle

selective &

standard model

Assumption n-DBDHE q¢-DBDHE DLIN

Access Non-monotone Monotone Non-monotone
structures Span program Span program Span program

Public-key size O(n) |G| o) |G| O(n) |G|

Secret-key size O(fn) |G| O(*) |G| O(n) |G|
Ciphertext size 3|G|+ 1|Gr] (I +1) |G| + 1|Gr| 171G| 4+ 1|Gr|

Decryption Pairing 3 2 17
o G O(gn ) ...................... O(EQ) ...................... O(Kn) .........

Table 1. Comparison of our scheme with large-universe KP-ABE schemes in [1,15], where |G|, |Gr|, |I'|,n, ¢, and
q represent size of an element of a bilinear source group G, that of a target group Gr, the number of attributes per
ciphertext, (the maximum of |I'| in the system) + 1, the number of rows in access structure matrix for the secret key
(in decryption), and the maximum number of random oracle calls, respectively.

operations. Hohenberger and Waters [15] proposed an expressive KP-ABE scheme with fast decryp-
tion, but with no short ciphertexts, and their large universe scheme is secure only in the random
oracle model.

While Attrapadung et al.’s KP-ABE scheme shows an interesting approach to achieving constant-
size ciphertexts with expressive access structures, the security is proven only based on a g¢-type
assumption (n-DBDHE assumption with n the maximum number of attributes per ciphertext).
Previously, since the introduction by Mitsunari et al.[19] and Boneh et al. [4], various kinds of
g-type assumptions have been widely used in order to achieve (drastically) efficient cryptographic
primitives [3,5,12,9,14]. However, the assumptions (and also the associated schemes) suffered a
special attack which was presented by Cheon [7] at Eurocrypt 2006. More recently, Sakemi et
al. [27] have shown that the attack can be a real threat to ¢-type assumption-based cryptographic
primitives by executing a successful experiment. Consequently, it is very desirable that the above
schemes should be replaced by an efficiency-comparable alternative scheme based on a static (non-q
type) assumption instead of a g-type assumption.

In particular, to construct an expressive KP-ABE scheme with constant-size ciphertexts based
on a static assumption remains an interesting open problem in terms of practical and theoretical
aspects on ABE. Moreover, since there exists no attribute-based signatures (ABS) [17, 18, 25] with
constant-size secret keys, to construct ABS with constant-size secret keys is open.

1.2 Owur Results

— We propose a KP-ABE scheme with constant-size ciphertexts, whose (selective) security is
proven from the DLIN assumption in the standard model (Section 4). The access structure
is expressive, that is given by non-monotone span programs. It also has fast decryption: a
decryption includes only a constant number of pairing operations, i.e., 17 pairings independently
on the sizes of attribute set in ciphertext and access structure in key. For the comparison of our
scheme with previous works on such large universe KP-ABE schemes, see Table 1.



— As an application of our KP-ABE construction, we also propose a fully secure ABS scheme with
constant-size secret (signing) key from the DLIN assumption (Section 5 and Appendix E).

— For achieving the above results, we employ a hierarchical reduction technique on dual pairing
vector spaces (DPVS) [22, 23], where a high-level problem given on DPVS (Problem 1) is used
for proving the scheme’s security and then the security of the problem is reduced to that of the
DLIN problem in a hierarchical manner. For the details, see Sections 1.3 and 6.

1.3 Key Techniques

At the top level, we employ a sparse matrix key-generation on DPVS developed in [24], in which
constant-size ciphertext zero/non-zero inner-product encryption are constructed from DLIN. Based
on the basic construction [24], to achieve short ciphertexts in our KP-ABE, attributes I" :=

{xj}j=1,.n are encoded in an n-dimensional (with n > n’ 4+ 1) vector ¢ := (y1,...,¥yn) such
that Z?:_ol Ynj2) = 201 H?/:l(z — x;) where y; = 1. Each attribute value v; (for i = 1,...,/)

associated with a row of access structure matrix M (in S) is encoded as @; := (v "', ..., v;, 1), s0

YU = H;:ll (vi—xj), i.e., the value of inner product is equal to zero iff v; = z; for some j. Here, the
relation between S and I is based on the multiple inner product values /- ¥; for one vector ¥ which
is equivalent to I'. Based on it, a ciphertext vector element ¢; is encoded with wy (for random
w), which is represented by twelve (constant in n) group elements (as well as ), and key vector
elements k; are encoded with ¢; and shares s; (i = 1,...,/) for a central secret sg, respectively
(see Section 4.2 for the key idea). A standard dual system encryption (DSE) approach consists of
isolations of a pair of vectors, (¥, s;€1 +6,;7;) or (¥, s;7U;) with s; are shares of a secret sy and random
0;, and then randomness is amplified with preserving the inner product values based on a pairwise
independence argument. Since we must deal with a same ¢ in all the above pairs, we should modify
the original randomness amplification argument for our scheme. See Section 7 for the details.

For the purpose, we prove the security in a hierarchical manner. First, we establish an interme-
diate problem (Problem 1 in Section 4.5) to prove the scheme’s security, and then, the security of
the problem is proven from the DLIN assumption. Problem 1 is made for proving the selective se-
curity of our KP-ABE, which takes a target vector ¢ as input. Applying the problem to the queried
keys (and the challenge ciphertext) in the security game transforms them to semi-functional form
in DSE framework as given in Eq. (7) (in particular, wg is uniformly distributed in ;) since the
target attributes do not satisfy access structures for queried keys. Namely, the problem realizes a
partitioning type proof based on the DSE approach. (See [20] for a simpler example of this type
argument. )

Our main technical contribution is to prove that the security of the (intermediate) problem
is reduced from that of DLIN through multiple reduction steps (Lemma 3). The security proof
consists of hierarchical reductions as indicated in Figure 1 (Appendix B). A technical challenge for
the security of Problem 1 is to insert a polynomial number of random (sparse) matrices {Zj } j=1,..n
of size nxn which fix 7 i.e., ¥ = §-(Z;)T to key components {hi .} in sequence when the underlying
matrix for the basis B; is sparse. The randomness {Zj}j:L“_,n are inserted consistently with the
security condition on the target i and key queries. It is accomplished also in a dual system manner
using two (dual) blocks in the hidden subspace, in which, for j = 1,...,n in turn, vectors pé; in the
first block of k7, ; (i=1,...,n) are swapped to the second block and then conceptually changed to
p€;Z; based on a modified pairwise independence (or randomizing) lemma (Lemma 4). An outline
of the iterated process is given in Section 6.



1.4 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from A
according to its distribution. When A is a set, y & A denotes that y is uniformly selected from
A. We denote the finite field of order ¢ by Fy, and F, \ {0} by F . A vector symbol denotes a
vector representation over Fy, e.g., Z denotes (z1,...,z,) € F7'. For two vectors & = (x1,...,7,)
and U = (v1,...,v,), T - U denotes the inner-product > 7" ; z;v;. The vector 0 is abused as the
zero vector in Fj' for any n. X T denotes the transpose of matrix X. A bold face letter denotes an
element of vector space V, e.g., x € V. When b; € V (i = 1,...,n), span(by,...,b,) C V (resp.

span(Z1,...,T,)) denotes the subspace generated by by,..., b, (resp. Z1,...,Z,). For bases B :=
(bl, ey bN) and B* = ( T, ey b}kv), (.731, ce ,xN)]B; = Zi\il a:ibi and (yl, ce ,yN)B* = Zi\il y,b;“
i1 n—j

—~ .~
¢; denotes the canonical basis vector (0---0,1,0---0) € Fj'. GL(n,F;) denotes the general linear
group of degree n over F,.

2 Definition of Key-Policy Attribute-Based Encryption

2.1 Span Programs and Non-Monotone Access Structures

Definition 1 (Span Programs [2]). Let {p1,...,pn} be a set of variables. A span program over
F, is a labeled matriz M := (M, p) where M is a (£ x r) matriz over T, and p is a labeling of
the rows of M by literals from {p1,...,pn, " P1,-.., “Pn} (every row is labeled by one literal), i.e.,
p:{l,..., ¢} = {p1,.. s Pn, D1, -+, “Pn}-

A span program accepts or rejects an input by the following criterion. For every input sequence
d € {0,1}™ define the submatriz My of M consisting of those rows whose labels are set to 1 by
the input 9§, i.e., either rows labeled by some p; such that 0; = 1 or rows labeled by some —p;
such that 6; = 0. (i.e., v : {1,...,0} — {0,1} is defined by v(j) = 1 if [p(j) = pi) N [0; = 1] or
[p(7) = —pi] A[6; = 0], and v(j) = O otherwise. Ms := (Mj)(jy=1, where M; is the j-th row of M.)

The span program M accepts & if and only if Te span(Ms), i.e., some linear combination of the
rows of My gives the all one vector 1. (The row vector has the value 1 in each coordinate.) A span
program computes a Boolean function f if it accepts exactly those inputs § where f(J§) = 1.

A span program is called monotone if the labels of the rows are only the positive literals {p1,...,pn}.
Monotone span programs compute monotone functions. (So, a span program in general is “non”-
monotone. )

We assume that no row M; (i = 1,...,¢) of the matrix M is 0. We now introduce a non-
monotone access structure with evaluating map v that is employed in the proposed attribute-based
encryption schemes.

Definition 2 (Access Structures). U (C {0,1}*) is a universe, a set of attributes, which is
expressed by a value of attribute, i.e., v € F ) (:=F,\ {0}).

We now define such an attribute to be a variable p of a span program M = (M, p), i.e., p:=wv.
An access structure S is span program M := (M, p) along with variables p := v,p’ := v',
S := (M, p) such that p:{1,..., £} — {v,v',...,~v,=/ ...}

Let I' be a set of attributes, i.e., I' := {x;}1<j<n. When I" is given to access structure S, map
v :{1,...,0} — {0,1} for span program M := (M, p) is defined as follows: Fori =1,...,(, set
v(@) =1 if [p(i) = vi] A[v; € T'] or [p(i) = —w;| A [v; € I'|. Set v(i) = 0 otherwise.

ey de.,



Access structure S := (M, p) accepts I' iff 1 € span((M;)(i=1)-
We now construct a secret-sharing scheme for a non-monotone access structure or span program.
Definition 3. A secret-sharing scheme for span program M = (M, p) is:

1. Let M be {xr matriz. Let column vectorfT = (f1,.. )T & Fy. Then, sg := ffT =1 fr
is the secret to be shared, and 57 := (s1,...,5)" := M'fT is the vector of £ shares of the secret
so and the share s; belongs to p(i).

2. If span program M := (M, p) accepts 8, or access structure S := (M, p) accepts T, i.e., 1 €
span((M;)(i=1) with v : {1,...,€} — {0,1}, then there exist constants {c; € Fy | i € I} such
that I C {i € {1,...,0} [ y(i) = 1} and ) ,c; aisi = so. Furthermore, these constants {a;} can
be computed in time polynomial in the size of the matrix M.

2.2 Key-Policy Attribute-Based Encryption (KP-ABE)

In key-policy attribute-based encryption (KP-ABE), encryption (resp.a secret key) is associated
with attributes I" (resp. access structure S). Relation R for KP-ABE is defined as R(S,I") = 1 iff
access structure S accepts I

Definition 4 (Key-Policy Attribute-Based Encryption: KP-ABE). A key-policy attribute-
based encryption scheme consists of probabilistic polynomial-time algorithms Setup, KeyGen, Enc and
Dec. They are given as follows:

Setup takes as input security parameter 1 and a bound on the number of attributes per ciphertext
n. It outputs public parameters pk and master secret key sk.

KeyGen takes as input public parameters pk, master secret key sk, and access structure S := (M, p).
It outputs a corresponding secret key sks.

Enc takes as input public parameters pk, message m in some associated message space msg, and
a set of attributes, I' :== {x;}1<j<n’. It outputs a ciphertext ctp.

Dec takes as input public parameters pk, secret key sks for access structure S, and ciphertext ctp
that was encrypted under a set of attributes I'. It outputs either m’ € msg or the distinguished
symbol L.

A KP-ABE scheme should have the following correctness property: for all (pk, sk) R Setup(1*,n),
all access structures S, all secret keys skg K KeyGen(pk, sk,S), all messages m, all attribute sets I,

all ciphertexts ctp ai Enc(pk, m, I"), it holds that m = Dec(pk, sks, ctp) if S accepts I'. Otherwise,
it holds with negligible probability.

Definition 5. The model for defining the selectively payload-hiding security of KP-ABE under
chosen plaintext attack is given by the following game:

Setup The adversary output a challenge attribute set, I'. The challenger runs the setup algorithm,
(pk, sk) X Setup(1*,n), and gives public parameters pk to the adversary.
Phase 1 The adversary is allowed to adaptively issue a polynomial number of key queries, S, to

the challenger provided that S does not accept I'. The challenger gives skg & KeyGen(pk, sk, S)
to the adversary.



Challenge The adversary submits two messages m®, mM) . The challenger flips a coin b 2 {0,1},

and computes ctgé) R Enc(pk,m(b),F). It gives ctgf) to the adversary.
Phase 2 Phase 1 is repeated with the restriction that no queried S accepts challenge I'.
Guess The adversary outputs a guess b’ of b, and wins if b/ = b.
The advantage of adversary A in the above game is defined as Advtflp"A‘BE’PH (A\) := Pr[A wins | —
1/2 for any security parameter \. A KP-ABE scheme is selectively payload-hiding secure if all
polynomial time adversaries have at most a negligible advantage in the above game.

3 Special Matrix Subgroups

Lemmas 1 and 2 are key lemmas for the security proof for our KP-ABE and ABS schemes. For

positive integers w, n and ¥ := (y1,...,yn) € F' —span(éy), let
u u)
] . u,uy € Fyfor i =1,...,n,
H(n,Fy) == B /: a blank element in the matrix » , (1)
WUn—1 ]| denotes 0 € F,
Up,
/
1 ! — / no 2
. . u = (ul)l:l,...,n € an Yy-u =1Yn
Hy(n,Fy) := S a blank element in the matrix . (2)
Lus 1 || denotes 0 € F,
Un,

Lemma 1. Hy(n,F,) C H(n,Fy). H(n,Fy) N GL(n,Fy) and Hy(n,Fy) N GL(n,Fy) are subgroups
of GL(n,Fy).

Lemma 1 is directly verified from the definition of groups. ad
Let
!
i j e
X171 c. Xl,w (2%) ' 7”_]71 e H(n, Fq)
L(w,n,Fy) =< X := : : X = B . : for i,7 =
Xt Xuw Hig Hijn—1 1,...,w
Hijon
ﬂ GL(wn,Fy). (3)

Lemma 2. L(w,n,F,) is a subgroup of GL(wn,Fy).

The proof of Lemma 2 is given in Appendix A in the full version of [24].

4 Proposed KP-ABE Scheme with Constant Size Ciphertexts

4.1 Dual Pairing Vector Spaces by Direct Product of Symmetric Pairing Groups

In this paper, for simplicity of description, we will present the proposed schemes on the symmetric
version of dual pairing vector spaces (DPVS) [21,22] constructed using symmetric bilinear pairing



groups given in Definition 6. Owing to the abstraction of DPVS, the presentation and the security
proof of the proposed schemes are essentially the same as those on the asymmetric version of DPVS,
(q,V,V* Gp, A, A* e), for which see Appendix A.2 of the full version of [23].The symmetric version
is a specific (self-dual) case of the asymmetric version, where V.= V* and A = A*.

Definition 6. “Symmetric bilinear pairing groups” (q¢,G, G, G, e) are a tuple of a prime q, cyclic
additive group G and multiplicative group Gr of order q, G # 0 € G, and a polynomial-time
computable nondegenerate bilinear pairing e : GXG — G i.e., e(sG,tG) = (G, G)** and e(G, G) #
1. Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear pairing groups
(¢,G,Gr,G,e) with security parameter .

Definition 7. “Dual pairing vector spaces (DPVS)” (¢, V,Gr,A,e) by a direct product of sym-
metric pairing groups (q,G,Grp,G,e) are a tuple of prime q, N-dimensional vector space V :=
N

G x ---x G over Fy, cyclic group G of order q, canonical basis A = (a1,...,an) of V, where
i—1 N—i

a; == (0,...,0,G, 0,...,0), and pairing e : VxV — Gp. The pairing is defined by e(x,y) :=
Hfil e(Gi, H;) € Gp where @ := (Gy1,..., Gy) € V and y := (Hy,...,Hy) € V. This is nonde-
generate bilinear i.e., e(sx,ty) = e(xz,y)*t and if e(x,y) = 1 for ally € V, then © = 0. For all
i and j, e(a;,a;) = e(G,G)%i where dij = 1 ifi = j, and O otherwise, and e(G,G) # 1 € Gr.
DPVS generation algorithm Ggypys takes input 1" (\eN) and N € N, and outputs a description of
paramy := (q,V,Gr, A, e) with security parameter X and N-dimensional V. It can be constructed

by using Gupg-

4.2 Key Ideas in Constructing the Proposed KP-ABE Scheme

In this section, we will explain key ideas of constructing and proving the security of the proposed
KP-ABE scheme.

First, we will show how short ciphertexts and efficient decryption can be achieved in our scheme,
where the IPE scheme given in [24] is used as a building block. Here, we will use a simplified (or
toy) version of the proposed KP-ABE scheme, for which the security is no more ensured in the
standard model under the DLIN assumption.

A ciphertext in the simplified KP-ABE scheme consists of two vector elements, (cg,c1) €
G® x G™, and c3 € Gr. A secret-key consists of £+ 1 vector elements, (k§, k7, ..., k;) € G® x (G")K
for access structure S := (M, p), where the number of rows of M is ¢ and k} with i > 1 cor-
responds to the i-th row. Therefore, to achieve constant-size ciphertexts, we have to compress
c; € G" to a constant size in n. We now employ a special form of basis generation matrix,

p 1
X = /3 € H(n,Fy) of Eq. (1) in Section 3, where p, pf, ..., 1, S F, and a blank in
M1
i
by nG WG
the matrix denotes 0 € F,. The public key (DPVS basis) isB:= | - | := / :
:U’G Mn—lG
bn ,U/;lG

Let a ciphertext associated with I := {x1,..., 2y} be €1 = (w§)p = w(yibs + -+ + ypby) =



(yiwpG, ... yn—1wpG, w(d o yip;)G), where w 2 Fqand ¥ := (y1, ..., yn) such that Z?:_(} Yn—j2’ =
Zn 1= -[T5—1 (2 — ;). Then, 1 can be compressed to only two group elements (C1 := wuG, Cy =
w(dor yiph)G) as well as ¥, since ¢; can be obtained by (y1Ci,..., yn—1C1,C2) (note that
y;C1 = yiwuG for i = 1,...,n — 1). That is, a ciphertext (excluding ¥) can be just two group
elements, or the size is constant in n.

Let B* := (bf) be the dual orthonormal basis of B := (b;), and B* be the master secret
key in the simplified KP-ABE scheme. We specify (co, kfj, c3) such that e(co, ki) = g%_wso and
c3 = ggpm € Gr with sg is a center secret of shares {s;};—1 ¢ associated with access structure S.
Using {s; }i=1,...¢, we also set a secret-key for S as k! := (s;€1+0,7;)p~ if p(i) = v; and k' := (s,;0;)p-

if p(i) = —w; where @ := (v} ',...,v;,1) and 6, S F,. From the dual orthonormality of B and B*,
if S accepts I', there exist a system of coefficients {; };er such that e(ey, %*) = g7°°, where k* =
Ziel/\p(i):vi ak; +Zi€[/\p(i):—\vi i (§-¥;) "'k} Hence, a decryptor can compute g5 if and only if
S accepts I, i.e., can obtain plaintext m. Since ¢; is expressed as (y1C1, . .., yn—1C1,C2) € G™ and
k* is parsed as a n-tuple (D3,..., D) € G", the value of e(¢y, k*) is H?;ll e(yiC1,Df)-e(Ca, D}) =
[T e(Cr,yiD}) -e(Ca, D) = e(Ch, S0 yiDy) -e(Cy, D). That is, n— 1 scalar multiplications in
G and two pairing operations are enough for computing e(cy, E*) Therefore, only a small (constant)
number of pairing operations are required for decryption.

We then explain how our full KP-ABE scheme is constructed on the above-mentioned simplified
KP-ABE scheme. The target of designing the full KP-ABE scheme is to achieve the (selective)
security under the DLIN assumption. Here, we adopt and extend a strategy initiated in [23], in which
the dual system encryption methodology is employed in a modular or hierarchical manner. That is,
one top level assumption, the security of Problem 1, is directly used in the dual system encryption
methodology and the assumption is reduced to a primitive assumption, the DLIN assumption.

To meet the requirements for applying to the dual system encryption methodology and reducing
to the DLIN assumption, the underlying vector space is six times greater than that of the above-
mentioned simplified scheme. For example, k} := ( s;e1 + 0;0;, 0%, 7j;, 0" JBr if p(i) = vi, k] =

X1+ Xip
(i, 02”3 i, 0" )BI if p(i) = —wvi, 1 = ((wy, 02n702n’¢1g )Blv and X := €

Xe1 - Xe6
L(6,n,F,) of Eq. (3) in Section 3, where each Xj ; is of the form of X € H(n,F,) in the simplified
scheme. The vector space consists of four orthogonal subspaces, i.e., real encoding part, hidden
part, secret-key randomness part, and ciphertext randomness part. The simplified KP-ABE scheme
corresponds to the first real encoding part.

A key fact in the security reduction is that £(6,n,F,) is a subgroup of GL(6n,F,;) (Lemma 2),
which enables a random-self-reducibility argument for reducing the intractability of Problem 1 in
Definition 8 to the DLIN assumption. The property that Hy(n,Fq;) N GL(n,F,) is a subgroup of
GL(n,F,) is also crucial for a special form of pairwise independence lemma in this paper (Lemma
4), where a super-group H(n,F,) N GL(n,Fq)(D Hyg(n,Fy) N GL(n,F,)) is specified in £(6,n,F,)
or X. Our Problem 1 employs the special form matrices {U; & Hy(n,Fq) NGL(n,Fq)} and {Z; :=
(U j_l)T}, and makes Lemma 4 applicable in our proof. Informally, our pairwise independence lemma
implies that, for all (¥, ), a vector, 7Z, is uniformly distributed over F' —span (&, )" with preserving
the inner-product value, ¥ - ¥, i.e., ¥Z reveal no information but (¢ and) ¥ - ..



4.3 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator gng-ABE below, which is used as a subroutine
in the proposed KP-ABE scheme.

_ R
gfb" ABE(IA,6,n) . paramg = (¢,G,Gr, G, e) — gbpg(l’\), Ny :=5, Ny :=06n,
paramy, := (¢, V¢, G, Ay, e) := devs(l)‘,Nt, paramg) for ¢t =0,1,
U
YT, gr:= e(G,G)Y, param, := ({paramy, }+=0,1, 97),
Xo = (X04)ij=1...5 Y GL(No,F,), X1 Y L(6,n,F,), hereafter,
{/‘i,jv:u;,j,l}i,jzl,---,ﬁ;lzl,---,n denotes non-zero entries of X; as in Eq. (3),
bo,i := (X0,i,15--» X0,i,5)A = Z}Ll Xo,ija; for i =1,..,5, Bo := (bo,1,..,bos5),
B;j = pi;G, Bij;:
for t = 0,1, (Vr,ij)ij=1,..5 =¥ (X)),
by ;= (Veigs - Vrin,)a = Zj.vztl Dyijaj for i =1,., Ny, Bf := (b ,... b} v,),

* ! *
return (param,,, Bo, Bo, {Bij, B; j }ij=1,....6:1=1,....n: BT)-

:/’L;,],ZG fOI‘i,j:l,_,,,ﬁ;l:17__.’7%

Remark 1 Let

/ !/
Bi,l Bi,l,l Bi,b‘ Bi,ﬁ,l
b1 (i—1)n+1
— / . /
Bi,l Bi,l,n—l Bi,6 Bi,6,n—1 (4)
b1in , /
i,1,n 7,6,n
fori=1,...,6,
By := (b1,1,...,b1,6n)

where a blank element in the matrix denotes 0 € G. By is the dual orthonormal basis of Bj, i.e.,
e(bl,hbf,i) = gr and e(b17i,b’1‘7j) =1forl<i#j<6n.

4.4 Construction

We note that attributes x;, v; are in F*, i.e., nonzero.

Setup(1*, n) :  (param,,, Bo, By, {Byj, Bl Yijet. sam1..noBY) <& GKPABE(1A 6, n)),
By = (bo.1, 505, bos), B, = (bi1,. . bim, bisntts ..., bien) = {Bij, Bz{,j,l}i:l,G;j:l,...ﬁ;l:l,..‘,n7
ES = (b871,b873,b3’4), ET = ( T,h'w T,na T,3n+17"‘7 T,Em)?
pk := (1%, param,,, {Bi}i=0.1), sk:={Bj}i=o1, return pk, sk.
KeyGen(pk, sk, S:= (M,p)): [ F, & = (s1,...,50T := M- f¥, sg:=1-fT, o < Fy,
ko == (—=s0, 0, 1, no, O)g,



) . _ . .U
fori=1,...,¢, v;:= (v} 1,...,7)1-,1) for p(i) = v; or —wj, m<—IFqQ”,

n 2n 2n n
—N—
. . U — - -
if p(z) =v; € qu, 0; — Fq, k;‘ = ( s;€1 + 0,15, 02n7 i, 0" ) *
n 2n 2n n
—tN— N —
if p(Z) = T, k;k = ( SiUia 02”7 ﬁ’ia 0" )BP

return sks := (S, kj, k7, .., k;).
Enc(pk, m, I :={x1,...,zp | z; € FS, n' <n—1}):

/

w, 0, 1, ¢ = Fg, §:= (y1,..,yn) such that Z] T Yn—j?! = 2" L’ H?:l(z - zj),
co = (w, 0, ¢, 0, ¥0)B,,
Cij:=wBi;+¢1Bs;, Coj:i=> ", y(wBy ;, + 1B ;) forj=1,...,6,
c3 = g%m, ctp = (I, co,{C1;,C2;}j=1,..6,¢c3). return ctp.
Dec(pk, sks := (S, ky, ki,...,k;), ctr = (I, ¢, {C1,j,C2}j=1,.6,C3)) :
If S := (M, p) accepts I' := {x1,..., 2z}, then compute I and {«;};c; such that
1= > icr @iM;, where M; is the i-th row of M, and
TCfe{l ot | [pli)=vi A v €]V [p(i) = v A wi&T]},
v := (y1,...,Yyn) such that ijo Yozl = 2 H;Ll (2 —x5),
(D}, D)= > aki+ Y = Y g
iel A pli)=v; i€l A p(i)=—w; Y

=3 yl 1D] Dt for j=1,...,6,
K —e(co,ko) H ((Clm ) -e(Cyj,D )), return m’ := c3/K.

Remark A part of the output of Setup(1*,n), {Bi;,B; j 1 }i=1,6:j=1,....6:1=1,....n, can be identified with

@1 = (b171, ey b17n, b175n+1, ey b1,6n) through the form of Eq. (4), while Bl = (b171, ey b1,6n) is
identified with {B; j, Bé’j,l}ihj:]_w,@;l:17”7n by Eq. (4). Decryption Dec can be alternatively described
as:

Dec’(pk, sks := (S, k. k7, ..., k;), ctr = (I, co, {C1,j,Caj}i=1,.6:C3)) :
If S:= (M, p) accepts I' :== {z1,...,2, }, then compute I and {;}ier such that
1= > icr @iM;, where M; is the i-th row of M, and
IC{ie{l,....0} | [p (i):vi ANv el V [p(i)=-v N v &I},
v := (y1,...,Yyn) such that Z] "o Yn—j2d =2 H?lzl(z — xj),

n n
A

ci:=(yiCit, - Un-1C11,C21, y1Ci2,..,yn—1C12,C22, -
y1C15, -, Yn-1C15,Ca5, 11C165 -, Yn-1C1,6,Ca6 ),

n 2n 2n n
—N— ————
that is, ¢ = ( wzlj, 02n7 02”7 @1:’; )317

10



-
K :=e(eo, k) - e | e, Z a ki + Z ——k |,

i€l A pli)=v; iel A pli)=—w; 1Y
return m’ = c3/K.
[Correctness]
e(eo: ko) [lier a piiy=uv; €€t B - Tlier a pliy=-u; €(€1, K)o/ ()
= Q;WSOJFC [Licr A p(i)=v; 91" Tlier o p(i)=—w; ;am@m/(ﬁi@ = 9;(_50+2i61 R gg“‘

4.5 Security
The DLIN assumption is given in Appendix A.

Theorem 1. The proposed KP-ABE scheme is selectively payload-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there is a probabilistic machine F, whose running time is essentially the
same as that of A, such that for any security parameter X, AvaIflp'ABE’PH N < E?:o ZLQ=1 Adv]Dg;‘"LN (N
+e, where Fj,(-) := F(j,t,-) forj=0,...,n; v =1,2, € := (vl + 10n + 12)/q, and v is the max-
imum number of A’s key queries, £ is the mazimum number of rows in access matrices M of the
key queries.

Proof Outline At the top level strategy of the security proof, the dual system encryption by Wa-
ters [30] is employed, where ciphertexts and secret keys have two forms, normal and semi-functional.
The real system uses only normal ciphertexts and normal secret keys, and semi-functional cipher-
texts and keys are used only in subsequent security games for the security proof.

To prove this theorem, we employ Game 0 (original selective-security game) through Game
2. In Game 1, the challenge ciphertext and all queried keys are changed to semi-functional form,
respectively. In Game 2, the challenge ciphertext is changed to non-functional form. In the final
game, the advantage of the adversary is zero. As usual, we prove that the advantage gaps between
neighboring games are negligible.

A normal secret key (with access structure S), is the correct form of the secret key of the proposed
KP-ABE scheme, and is expressed by Eq. (5). Similarly, a normal ciphertext (with attributes I") is
expressed by Eq. (6). A semi-functional ciphertext is expressed by Eq. (8). A semi-functional key is
expressed by Eq. (7). A non-functional ciphertext is expressed by Eq. (9) (with ¢; in Eq. (8)).

To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1 (to guess § € {0,1}), we construct a simulator of the challenger of Game 0 (or 1)

(against an adversary A) by using an instance with g & {0,1} of Problem 1. We then show that
the distribution of the secret keys and challenge ciphertext replied by the simulator is equivalent to
those of Game 0 when 8 = 0 and those of Game 1 when 3 = 1. That is, the advantage of Problem 1
is equivalent to the advantage gap between Games 0 and 1 (Lemma 5). The advantage of Problem
1 is proven to be equivalent to (2n + 2)-times of that of the DLIN assumption (Lemma 3).

We then show that Game 1 can be conceptually changed to Game 2 (Lemma 6), by using the
fact that parts of bases, by 2 and b 5, are unknown to the adversary. In the conceptual change, we
use the fact that the challenge ciphertext and all queried keys are semi-functional, i.e., respective
coeflicients of by 2 and bg 5 are random.

11



Key Lemmas We will show Lemmas 3 and 4 for the proof of Theorem 1.

Definition 8 (Problem 1). Problem 1 is to guess (3, given (param,,, {I/B\%L,I/B\%f}Lzo7l,h;’0,eg7o,

R —
(W5 iti=1mi=1,.m €p1) = G5 (1Y, 1, 4), where

G5 (1M, n,4) :  (param,,,Bo, B}, {Bij, B ;1 }ij=1...60=1,..n: B}) K GRPABE(12 6, n),
Bo := (bo1,bos,- .-, bos), By = (b5, b5, b5 s),
@1 = (b1,1, .-, b1,n, b1 3041, .., b1,6n) is calculated as in Eq. (1) from {Bi,jaB;JJ}i,j:l,...,G;l:l,...,n7
B := ( T,l?"a T,nv T,3n+17“7b>{,6n)7
,00,w, 00,01 < By, 7,p < B, R = (8,0,0,80,0), hig = (60,0, 00,0,
€00 = (w,0,0,0,¢00)B,, €1,0:=(w,7,0,0,90)B,,
forj=1,....ni=1,...,n; ¢&:=(0"11,0"") ¢ F, S'jﬂ- HUIE‘qQ”,
U; < Hy(n,Fy) N GL(n,F,), Z;:= (U,

J

n 2n 2n n

-\ 7 7 N

- 2 I
hEk)JZ = ( (567;, 0 n? (ij,ia 0" )B’l‘
W= oe 0", péi -7, DTN
€01 ‘= ( wy, 0=, 0=, Y1y )B17

L — - — 2 —

€1,1 = ( wy, TY, TY, 0=, Y1y )BN

return (paramn7 {Bbv BT}LZO,M hE707 65,07 {h';,jyi}jzl,“.,n; i=1,....n> eﬁ,l)?

for /8 M {0,1}. For a probabilistz’c adversary B, we define the advantage of B as the quantity
AdVBL()) = (Pr[ (1%, 0) — 1|0 & gP1(12, )} - Pr[B(l’\,Q) 1o &8 gfl(ﬂ,n)”.

Lemma 3. Problem 1 is computationally intractable under the DLIN assumption.

For any adversary B, there are probabilistic machines Fj, (j = 0,...,n; ¢ = 1,2), whose running
times are essentially the same as that of B, such that for any security parameter A, Advgl()\) <

im0 Simt AdVEN(A) + (10 +10) /.

The proof of Lemma 3 is given in Appendix B. For an outline of the proof, see Section 6.

Next is a key lemma for applying the proof techniques in [23] to our KP-ABE and ABS schemes.
Lemma 4. For allj € F' — span<_' ) and w € Fy, let Wy := {& € F}' —span(é,,)* | - @ = 7},
where span(e,)* = {w € Fq | - é, = 0}.

For all (§,0) € (F —span(éy)) x (F2 —span(é,)*), if Z is generated as U & Hy(n,Fq) N
GL(n,Fy) and Z := (U™Y)T where Hy(n,F,) is defined by Eq. (2), then ©Z is uniformly distributed

m Wﬁ,(ﬁﬁ) .

The proof of Lemma 4 is given in Appendix C.
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Proof of Theorem 1 : To prove Theorem 1, we consider the following 3 games. In Game 0, a part
framed by a box indicates coefficients to be changed in a subsequent game. In the other games, a
part framed by a box indicates coefficients which were changed in a game from the previous game.

Game 0 : Original game. That is, the reply to a key query for access structure S := (M, p) is

—S50, @7 17 no, O)ES)
n 2n 2n n
fori=1,...,¢ ——
if p(i) = vi, kfi= (  s;€ + 07, or, [07], @, 0" ),
if p(’L) = 5, k; = ( Sﬂ_)'l', On, , 771', om )ET’

where f<—UF” = (s1 so) T '—M'f_T, S0 ::T-f—T, (5’1,...,52)<—UF§,¢9i,770<—UFq,ﬁ}<—U
Fr.er = (1, ) € ”, and v o= (V1) € (F,;)". The challenge ciphertext for
Challenge plamtexts (m©) Jand I':={z1,...,zy} withn’ <n-—1is:
co = (w, [0], , 0, ©0)By, €3 :=gem®,
n 2n 2n n
% — (6)
Ci = ( Wga 02n i 02”7 30137 )Bp

where b < {0,1}w,¢, w0, 1 & Fg, and § := (y1,...,yn) such that > "7 O Yo = 2

’

H?:1(z - xj).

Game 1 : Same as Game 0 except that the reply to a key query for access structure S := (M, p)
are:

—50, W7 ]- 7707 15367

n 2n 2n n
fori=1,...,¢; - — == (7)
if p(z) = 0, k;k = ( s;e1 + 0,05, 0", |, 7, 0" ) s
if p(Z) = T, k;k = ( Siﬁiv Onv ﬁia ﬁia 0" )]Bfa
- U PR— T T U U - U . nl.= -
where ¢ «— F, 7 = (r1,...,r¢)" = M -g", wo «— Fy, ¥y & Fy, @; « {w; € F [w; - § =

(ri€1 + iT) - i}, W; J {w; € Fz |W; - § = r;U; - 4}, and the challenge ciphertext is:

Cy ‘= (wa 7 C) O’ QOO)BO) C3 1= g’%m(b)7
n

2n 2n n

C1 = ( w?jﬂ O2n7 SDl?j )]B17

where 7 < F,, and all the other variables are generated as in Game 0.
Game 2 : Game 2 is the same as Game 1 except ¢o (and c3) of the challenge ciphertext are

co = (W, 7, , 0, ¢o)py, 5 1= gygm®, (9)
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where ¢’ & F, (i.e., independent from ¢ J F,), and all the other variables are generated as in
Game 1.
Let Advfg)(/\), Advfi)()\), and Advf)()\) be the advantage of A in Game 0,1 and 2, respectively.

Adv'Y () s equivalent to AdV<PABEPH(\) and it is clear that Adv(;)(A) = 0 by Lemma 7.

We will show two lemmas (Lemmas 5 and 6) that evaluate the gaps between pairs of Adv&?)()\),
Advfi)()\),Advf)()\). From these lemmas and Lemma 3, we obtain Adv{ BE()\) = Advgl))()\)
’Advfff)()\) - Advfi)()\)‘—i—’Advfi)()\) — AV )| < AdEE )+ (e+2) /g < 1o T2 AN +
(vl 4 10n + 12)/q. This completes the proof of Theorem 1. 0

Lemma 5. For any adversary A, there exists a probabilistic machine B, whose running time is
essentially the same as that of A, such that for any security parameter X, |/—\dv£i)()\) - Advfg)()\)| <
AdvEY(\) + (v€ + 1)/q, where v is the mazimum number of A’s key queries, { is the mazimum
number of rows in access matrices M of key queries.

The proof of Lemma 5 is given in Appendix D.
Lemma 6. For any adversary A, for any security parameter A, |Advf)()\) - Advg)()\)] <1/q.

Lemma 6 is proven in a similar manner to Lemma 7 in the full version of [23]. O
Lemma 7. For any adversary A, for any security parameter A, Advg)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 2. Hence, /-\dvfi)()\) =0.
O

5 Proposed Fully Secure Constant-Size Secret-Key ABS Scheme

We propose a fully secure (adaptive-predicate unforgeable and private) ABS scheme with constant-
size secret-keys in Appendix E.3. Proofs of Theorems 2 and 3 are given in Appendix E.4.

Theorem 2. The proposed ABS scheme is perfectly private.

Theorem 3. The proposed ABS scheme is unforgeable (adaptive-predicate unforgeable) under the
DLIN assumption and the existence of collision resistant hash functions.

6 Proof Outline of Lemma 3 (Iteration of Swapping and Conceptual Change)

Lemma 3 is proven by the hybrid argument through 2n + 3 experiments (Appendix B).

Experiment 0 = Experiment 1 = Experiment 2-0 =
for j=1,...,n; Experiment 2-j-1 = Experiment 2-j-2
First, in a # = 0 instance of Problem 1 (Experiment 0), coefficients of the hidden parts of e; and hy.;

(k =1,...,n) are all zero. Then, in the next Experiment 1, that of e; is filled with (7%, 7¢) € FqQ”
as: (Hereafter, a blank indicates zero coefficients)

Coefficients of the hidden part of e; Coefficients of the hidden part of e;
in Experiment 0 in Experiment 1
| | | — | i |
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Then, in the next Experiment 2-0, the first n-dim. coefficient (block) of the hidden parts of hy;
(k =1,...,n) are changed to pe; € F as

Coeflicients of the hidden part of hj ;
in Experiment 1

Coefficients of the hidden part of h,_;
in Experiment 2-0

k=1 k=1 P
J - J
n n PE;

After that, in turn for j = 1,...,n, the coefficient vector pe; € Fj' is swapped to the second block of
the hidden parts of h’; in Experiment 2-j-1 and the coefficient vector is conceptually (information-
theoretically) changed to pe;Z; in Experiment 2-j-2 by a conceptual basis change. The swapping
can be securely executed under the DLIN assumption. At the final Experiment 2-n-2, each pe;Z;
(j =1,...,n)is embedded in the second block of hidden parts in hj;, i.e., an instance of Experiment
2-n-2 is equivalent to a = 1 instance of Problem 1.

Coefficients of the hidden part of h;,;
in Experiment 2-(j — 1)-2

Coefficients of the hidden part of h,_;
in Experiment 2-j-1

k=1 PE; L1 k=1 PE; L1
. swap ==
— J PeEi - J PEq
n PE; n pEe;

Coefficients of the hidden part of h’
in Experiment 2-j-2

K,i

Coefficients of the hidden part of h’
in Experiment 2-n-2

K,

k=1 Y VAL k=1 PE; 21
insert 0 ;
Z; : = : _
— j pe€; Z; — = j pe€;Z;

7 Why We Use DSE Approach for Selective Security

Previously, the DSE approach was used for achieving adaptive security, not just selective security
[30, 16, 23]. From limited randomness in a public key of our scheme, we need the DSE approach for
(selective) security from DLIN. We will explain the reason below: Okamoto-Takashima [20] obtained
an efficient IPE scheme with selective security. We include the scheme description in Appendix F
for reference. (A simplified, no message, version of) the IPE scheme for n-dimensional (attribute
and predicate) vectors was constructed on (N := n 4+ 3)-dimensional DPVS, and the following
intractable problem on the DPVS. Below, a part framed by a box indicates coefficients which are
different from each other in Definitions 9 and 10.
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Definition 9 (Problem in [20] (for specific €1)). Problem in [20] is to guess 3, given (param,,,
™ A* * * R
B,B ,h@l,e/g,{hi Yim2,m) — gﬂPOTB(l’\,n), where

gﬁPOT”(l)‘, n): (B,B*): N-dimensional random dual bases using random matrix in GL(N,F,),
B:= (b1, .., by,byi2, buys), B = (b, .., b5, b0, b5 s),
Syw,p 2 Fy, Tp @ FS, fori=1,...,n; &:= (011,07 eFr, & <F,
ho = (d€1, 0, 61, 0 )g+, hi,:=(der, [p], 61, 0 )p-,
fori=2,...,n; h;:=(de, @, diy 0 )ps,

6012(, 0, 0,(,0)]}3, 61:2(, T, 0, (p)IB;,

return (param,,, @, @*, h;’l, {h;}iz=a, . .n.€8),

for B & {0,1}.

The intractability of the problem can be easily reduced from that of DLIN [20] since the problem
is to distinguish two pairs of vector elements (hg |, €0) and (hj , e1). For an arbitrary target vector
¥ in the selective security game, we consider a generalized problem below using % instead of a
specific €.

Definition 10 (Problem in [20] for general ¥). Problem in [20] for general § is to guess (3,
given (paramn,@,@*, eg, {hj,ti=1,..n) & gﬂPOT”(l)‘, n,y:= (Yy1,...,Yn)), where

g;6T13(1)‘,n,gj:: (Y1, Yn)) : (B,B*) : N-dim. random dual bases using matrix in GL(N,F,),

B:= (bl’ "’bﬂ?bn+27bn+3)7 B* = ( Ta (3] :w :L-&-Z’ ;kz-l—?))a
67w,g0<—UFq, T,p(—U]FqX’ fOri:lj,,wn; é’Z: (Oiflaljonfi)qun’ (5i<_U]Fq,
fori=1,...,n; hg;:= (06, 0, 6, 0)p, hi;:=(0&, [pyi], 0, 0 -,

eo::(7 0, 0, ¢ )B, e1::(, 7, 0, ¢ )B,

return (param,,, I@, I@%*, {hsiti=1,..n €5),

for 82 {0,1}.

In [20], an instance of the problem Poti3 is transformed to that of Pypq5 for a target ¢, and
the transformed one is used in simulation for the selective security. For our constant-size CT KP-
ABE, a sparse matrix X; is used for generating dual bases (B,B*). It turns out that the above
transformation seems to be difficult in the sparse matrix setting. Also, we have no idea for directly
proving the security of P15 for arbitrary ¢ from that of DLIN. Thus, a straightforward extension
of the approach given in [20] is useless for obtaining a constant-size CT KP-ABE scheme from the
DLIN assumption.

Therefore, for proving the selective security with no transformation of a target ¢ into €1, we
adopt the DSE approach since it is suitable for amplifying randomness by a conceptual change
without changing the target # into some specific one. Moreover, since Problem 1 must use only
one ciphertext component eg; for a specific target 7 as explained above, two blocks in the semi-
functional space are used for piling up multiple amplified randomness {Z;};—1 _, for dealing with
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an arbitrary attribute value v; in a policy (M, p) such that p(i) = v; or p(i) = —w;. See Section 6
for the necessity of the two blocks.
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A Decisional Linear (DLIN) Assumption

Definition 11 (DLIN: Decisional Linear Assumption [4]). The DLIN problem is to guess

B € {0,1}, given (paramg, G,&¢G, kG, 066G, 0kG,Yp) X QBDL'N(l)‘), where gﬁDL'N(N) : paramg =
(¢,G,Gp,G,e) AL gbpg(l’\),n,é,g,a 2 Fe,Yp := (6 + 0)G, 11 Y G, return (paramg, G, £G, kG,
0G,o0kG,Yg), for B Q {0,1}. For a probabilistic machine £, we define the advantage of € for the
DLIN problem as: AdvB-N()):= ‘Pr [5(1>‘, 0)—1 ‘g <—RQEL|N(1A)} —Pr [5(1)‘, 0)—1 ‘Q & GgPHN (1M ] ‘ .

The DLIN assumption is: For any probabilistic polynomial-time adversary €, the advantage AdvgLIN (\)
1s negligible in .

B Proof of Lemma 3 (Security of Problem 1)

B.1 Key Lemmas (on Basic Problems)
We will show Lemmas 8, 9, and 10 for the proof of Lemma 3.

Definition 12 (Basic Problem 1). Basic Problem 1 is to guess (3, given (param,,, {IB%L,IEZ‘}LZOJ,
{es,i}i=o,...n) & ggpl(l’\,n), where

R _
ggpl(lAv n) : (paramm By, Baa {Bi,j7 Bz/',j,l}i,jil,---,G;l:L---,n7 BT) A goKbP ABE(lA, 6, n),
By := (b1,1,...,b]g,) is calculated as in Eq. (1) from {B; j, Bz{,j,l}i,jzl,...,G;lzl,...,m
BS = (balv bg,Sv e ’b8,5)7 1= T,lv AER) T,n? T,3n+17 EERE) T,Gn)7

W, T, P, s F, fort=0,1, egpp:=(w,0,0,0,00)B,, €1,0:=(w,7,0,0,¢0)8,,

fori=1,...,n;
n 2n 2n n
—_— —— —
. > 2 2 >
€0,i = ( WeEi, 0 n’ 0 n’ P16 )BU
L - — - 2 -
6171‘ = ( we;, TE;, TEq, 0 n, V1€; )]B17

return (param,,, {B,, B },—0.1,{€gi}i=0,....n),
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for 3 M {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 1, Advgpl(/\),
1s similarly defined as in Definition 8.

Lemma 8. For any adversary C, there is a probabilistic machine F, whose running time is essen-
tially the same as that of C, such that for any security parameter X, AdvS- (\) < Adv2*N(\)+5/4.

Lemma 8 is proven in a similar manner to Lemma 4 in the full version of [24]. O
Definition 13 (Basic Problem 2). Problem 2 is to guess 3, given (param,,, {I@L,]B%Z‘}Lzoyl, {h%,

R
€i}i=0,..n) < gﬁBm(l)‘,n), where

* * R -
gﬁBP2(1>\7 n) : (paramm By, Bov {B@j’ Bz/',j,l}i,j=17---76§l=17---7n7 Bl) N glcfbp ABE(lAv 6, n)v

Bo := (bo,1,b03,---,bo5),
By = (b171, . bl,na b1,3n+1, . blygn) is calculated as in Eq. (1) from {BiJ, B,ngVl}i’jzl"_”G;l—l ns

0,00, < Fy, 7,p < B,
370 = (670707 5070)15387 T,O = (57 p7075070)15367 60 = (w77—707070)307

. N i— —q = U
fori=1,...,n; & := (01 1,0" ) eF, 5i<—F(12",
n 2n 2n n
—~ =
— > 2 s
8# T ( 66i’ 0 n’ 517 0" )IBT
T,i = ( 55%7 p€l7 On7 5i7 0" )B’l‘
. — — — 2
e = ( we;, TE;, TE;, 0", 0" )py,

return (param,,, {B,, B} },—o,1, {h}; ;> €i}i=0....n),
for 3 & {0,1}. For a probabilistic adversary C, the advantage of C for Problem 2, Advgpz()\), is
similarly defined as in Definition 8.

Lemma 9. For any adversary C, there is a probabilistic machine F, whose running time is essen-
tially the same as that of C, such that for any security parameter X, Adv8 2(\) < AdijrL'N()\) +5/q.

Lemma 9 is proven in a similar manner to Lemma 5 in the full version of [24]. O
Definition 14 (Basic Problem 3). Basic Problem 3 is to guess (3, given (param,,, Bo, B§, £, e, @1,
By, {f7, Nz'*7 E7i7ei}i:1,...,n) & QBBP3(1)‘,TL), where

GEP(1Mn) :  (param,,, Bo, By, { Bij, Bl bijmt,imt,.ns BY) < GEPABE(1X 6, 1n),

@1 = (b1,1, .., b1,n, b1 3041, .., b1,6n) is calculated as in Eq. (1) from {Bz’,jaBz/',j,l}i,jzl,-..,6;1217.--7n7

T, P J FJS  fo:=pbya, eo:=Tboga,

fori=1,...,n; & := (071 1,0"7") ¢ FJ 5; 2 Fq%, I = pbl i fr= PbY 2 tis

n 2n 2n n

—_—
S,i = ( Ona pgi) Ona (iiv 0" )BT
T,i = ( 0n7 Onv /7527 5i7 On )B’l‘
€; = ( Ona Tgia 7—5757 02n, o )IBN

return (paramn7 ]3071387 .fE)k7 607]317 Tv {.fz*7 fi*a h;jia ei}izl,...,n)7
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Fig. 1. Structures of Reductions for the Proof of Lemma 3.

for B M {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 3, Advg%()\),
1s similarly defined as in Definition 8.

Lemma 10. For any adversary C, there are probabilistic machines F1, Fa, whose running times are
essentially the same as that of C, such that for any security parameter A, Advgp3()\) < AdV]D_-Il‘IN()\)+
Adv2EN () +10/4.

The proof of Lemma 10 is given in Appendix B.3.

B.2 Proof of Lemma 3

To prove Lemma 3, we consider the following 2n + 3 experiments. For a probabilistic adversary B,
we define Experiment 0, ExpOB, using Problem 1 generator g(')) 1(1*,n, %) in Definition 8 as follows:

1. Bis given p i gopl(l’\,n,gj’).
2. Output 5’ i B(1*, ).

Based on Experiment 0, we define the other experiments below.

In Experiment 0, a part framed by a box indicates coefficients to be changed in a subsequent
game. In the other games, a part framed by a box indicates coefficients which were changed in a
game from the previous game.
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Experiment 0 (Exp%) : Experiment 0 is defined by using 3 = 0 instance of Problem 1 as above.
That is, 6, 80, w, 90, 91 < Fy, 7,p <~ FY, and

hé = (57 @a 0, 6Oa O)BE‘)’ €0 = (w7@, 0,0, SDO)BOa

. . N i— —i e U
forj=1,...,n; i=1,...,n; & := (011,07 ) ek, 63-,24%}1?(]2",
n 2n 2n n
% —~ =

hi;:==( e, , 85 0" )ps
€] = ( wg7 7 OQ”) 901?j )Bp

Below, we describe coefficients of the hidden part, i.e., span(bi n+1,- -, b1 3n) (vesp.span(by 1,
.o, bi3,)) of er (resp.hy ;) w.r.t. these bases vectors for k = 1,...,n. Non-zero coefficients are
colored by light gray, and those which were changed from the previous experiment are colored by
dark gray.

Coefficients of the hidden part of e; Coefficients of the hidden part of h,_;
in Experiment 0 in Experiment 0
k=1
J
n

Experiment 1 (Expg) : Same as Experiment 0 except that eg, e; are:

n 2n 2n n
—~ =
eo:= (w,[7],0,0,00)B,, e1:=( wy, T,  TY|, 0%, 01y By,

where 7 <2 F,, and all the other variables are generated as in Experiment 0.

Coefficients of the hidden part of e; Coefficients of the hidden part of h;
in Experiment 1 in Experiment 1
k=1
ul Ty J
n

Experiment 2-0 (Exp%‘o) : Experiment 2-0 is the same as Experiment 1 except that hg, h;l are:

hg == (8, ], 0,00, 0)g;.

forj=1,...,n; i=1,...,n; &:=(0"",1,0"7") €Fl, &; <F2",

h=( o6 [ea] 0 B 00 )y



where p & F,, and all the other variables are generated as in Experiment 1.

Coefficients of the hidden part of ey
in Experiment 2-0

Coefticients of the hidden part of hj ;
in Experiment 2-0

k=1 pE;
| g | Ty | j
n Pe;

Coefficients of the hidden part of ey
in Experiment 2-(j — 1)-2

Coefticients of the hidden part of hj ;
in Experiment 2-(j — 1)-2

k=1 p€; 1
Y | ul | J P
n PE;

Experiment 2-j-1 (Exp%'j'l, j=1,...,n): Experiment 2-0-2 is Experiment 2-0. Experiment

2-j-1 is the same as Experiment 2-(j — 1)-2 except the j-th component hj; are:

n 2n 2n n

STV BT

where all the variables are generated as in Game 2-(j — 1)-2.

fori=1,....,n; h, = ( oe;,

Coefficients of the hidden part of e
in Experiment 2-j-1

Coefticients of the hidden part of hj ;
in Experiment 2-j-1

k=1 pE; 41
Ty Ty J pEi
n PE;

Experiment 2-j5-2 (Exp%‘ja,j =1,...,n): Experiment 2-j-2 is the same as Experiment 2-j-1

except the j-th component h7; are:

fori=1,...,n; U; J Hy(n,Fq) NGL(n,Fy), Zj:= (Uj—l)T’
n 2n 2n n
A —~ =
hi=( 6&, 0% |p& Zj, b 0" )m
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where all the other variables are generated as in Game 2-j-1.

Coefficients of the hidden part of e; Coefticients of the hidden part of hj ;
in Experiment 2-j-2 in Experiment 2-j-2
k=1 pe€;i 21
Ty Ty J PEiZ;
n PE;

We note that an instance of Experiment 2-n-2 is equivalent of a # = 1 instance of Problem 1.

Coefficients of the hidden part of e; Coefficients of the hidden part of h,
in Experiment 2-n-2 in Experiment 2-n-2
k=1 [ VA
i Ty J peiZ;
n pEiZin

We will show four lemmas (Lemmas 11-14) that evaluate the gaps between pairs of Pr[Exp%(\) —
1], PrlExpg()\) — 1], Pr[Expg’(\) — 1] and Pr[Eprj ‘(A — 1] for j=1,...,n; . =1,2. From these
lemmas and Lemmas 810, we obtain AdvB'(\) = ]Pr[ExpB(/\) — 1] — Pr[Exp2”2()\) — 1] <
Adver T(A) + Advar2(A) + S0 32 1AdeP2()\) < 300 AdVEEN(A) + (10 + 10)/g. This
completes the proof of Lemma 3. a

Lemma 11. For any adversary B, there exists a probabilistic machine Co.1, whose running time
is essentially the same as that of B, such that for any security parameter \, |Pr[Exps(\) — 1] —
PrExp%(\) — 1]| < AdePl()\).

Proof. Cy is given a BP1 instance (param,,, {IBBL,IB% bi=o0,1,{eg,i}i=o,...n) and a target vector ¢. Co_1
then calculates (param,,, {IBMBL}LZO,l’h'[]a{h']'ﬂ;}]:l,...,n;Z=1,...,TL) in Experlment 0, and calculates
ey = €p0, € = ), y.ep,, sends o := (param,,, {B,, B} },—01, h{, ep, {1, }j=1, n;i=1,.n,€]) to

B. Cop.1 outputs ' € {0,1} if B outputs . The distribution of g is equivalent to that in Experiment
0 (resp.1) when 3 is 0 (resp.1). This completes the proof of Lemma 11. O

Lemma 12. For any adversary B, there exists a probabilistic machine Cy.a, whose running time

is essentially the same as that of B, such that for any security parameter X, |Pr[Exp?§0()\) —

1] — Pr[Expg(A) — 1]| < AdvEP2(N).

Proof. Cy.o is given a BP2 instance (paramn,{ﬁL,BZ‘}L:Ql,{h%i,ei}izgw,_’n) and a target vector

y. Co2 then calculates (paramn,{@L,@T}L:071,eo,eﬁ = > ,ye€) in Experiment 1, and calcu-
. u

lates hg* = hj,{h:;, = hj,; + S 85b1 st =1, nri=1,..n With §;, < F,, sends p =

(param,,, {EL7BL}L=0,17hO , €0, {h;i}j:l,...,n;izl,...,nv6/1) to B. Cy2 outputs ' € {0,1} if B outputs
B'. The distribution of g is equivalent to that in Experiment 1 (resp. 2-0) when [ is 0 (resp. 1). This
completes the proof of Lemma 12. O
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Lemma 13. For any adversary B, there exists a probabilistic machine C, whose runm'ng time s
essentially the same as that of B, such that for any security parameter \, ]Pr[ExpB G=1)- 2()\) —
1] = PrlExpy” " (A) — 1]] < AdVEP3(N), where Cj(-) := C(j,-) (5 > 1).

Proof. C is given a BP3 instance (paramn,IBo,Bg,fg,eo,ﬁl, AL :*,h/’g}i,ei}i:h"’n), a target
vector i and an index j. C then calculates (param,,, {B,, B} },—01, hy* := db; | + f5 + dobj 5, €f =

wbo 1+eo+pobos, €] == > y.(wbi,+e,+p1b1 5n4.)) in Experiment 2-(j—1)-2 with §, do, w, @0, ¥1 Y
F,, and calculates

if k<g;fori=1,....n, h[%:=0b],+ 3" (2 S} + 0r. i3n+b)

where Z <> (Hz(n,Fy) 0 GLILF))T, (it s Zrim) = G - Ziey Oy < Fy,
if k= j; fori=1,...,n, k5 :=0b%, +h%, + Y0, §;,b] 5., where 5ﬂ<—“ F,,
if k>j; fori=1,...,n, héj‘i: —|—f*+ZL16,“b13n+Lwhere5,“ J PR

and sends g := (param,,, {I@L,I@f};m,hé*,eé,{h’*}] 1,..mii=1,...n, €1) to B. C outputs g’ € {0,1}
if B outputs 3. The distribution of g is equivalent to that in Experiment 2-(j — 1)-2 (resp. 2-j-1)
when 3 is 0 (resp. 1). This completes the proof of Lemma 13. O

Lemma 14. For any adversary B, for any security parameter A, Pr[Exp2 g 1()\) — 1] = Pr[Expjy > 2()\) —
1].

Proof. To prove Lemma 14, we will show distribution (param,,, {]EL, @Z‘}L:m, h{, e, {h;,i}jzl,---vn; =1,
e1) in Experiments 2-j-1 and 2-j-2 are equivalent. For that purpose, we define new subbases
di2p41,.-.,d1 3, and d{72n+1, .. ,d’f73n of Vi as follows:

For the target vector 4 := (y1,...,yn), we generate U S Hy(n,Fq) N GL(n,Fy) and Z :=
(U=HT. We note that 7 - U = i. Then we set (di2n+1y-- -, di3,)" =27 - (b1 2n+1,- -, b1 3,)T and

* * T . * * T
( 1,2n+10" I,Sn) =U-( 1,2n+1 - ‘7b1,3n) and
Dy :=(b11,.--,b12n, d12n+1, -, d1 30,01 3041, - -, b16n)s
D* .= * * * * * *
1= ( 1,1o: Y120 1 2n+41>+ -+ ®1.3n> “1,3n+17 - > 1,6n)'

We then easily verify that D; and D] are dual orthonormal, and are distributed the same as the
original bases, By and Bj. Keys {h] } in Experiment 2-j-1 are expressed over bases B} and D7 as
follows.

3
N
S
N
3
3

~ =
if K <jjfori=1,....n; h;,=( oé;, o, €+ Ly, 5»,.@,“ 0" )p:
= ( 551, On, pé% . Z,.i . Z, g&i, On )]D)’{,
if k=yj; fori=1,...,n; hj,=( oé;, o, pei, i 0" )p:
- ( 6517 On) pé; : Zv Sjj,lﬁ On )]D)Tv
if £>g; fori=1,...,n; hi,=( oé;, pei, o, Oksis 0" )p:
=( Jde, pei, 0", Oresis 0" b,
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where Z; := Z and {Z], := Z, - Z}.<; are independently and uniformly distributed in (Hy(n,F,) N
GL(n,Fy))" since Hy(n,Fy) N GL(n,F,) is a subgroup of GL(n,F,) (Lemma 1). Since - U = ¢,
e has the same representations over both IB%/l aEd Ds.

Therefore, the distribution of (param,,, {B,, B} },—01, h{, eo, {h;',z'}j=1,~.-,n;i=1,~~.,m e1) in Experi-
ments 2-j-1 and 2-j-2 are equivalent. This completes the proof of Lemma 14. O

B.3 Proof of Lemma 10 (Security of Basic Problem 3)

To prove Lemma 10, we use an intermediate problem, Basic Problems 4, as indicated below.

Definition 15 (Basic Problem 4). Basic Problem 4 is to guess 3, given (param,,, By, B, eo, @1’ B,
* R
{h'ﬁ,iv ei}i=17...,n) — gBBP4(1>\’ n), where

R ;
ggp4(1)\7 n) : (paramn7 ]:8071887 {Bi,ja B;hj’l}i,j:l,...,6;l=1,...,n7]BT) — gct(bP ABE(1A7 67 n),
By := (b1,1,..,b1n,b1,3041, .., b1,6n) is calculated as in Eq. (1) from {B; ;, BZ/»J-J}i,jzl,“,,ﬁ;l:L,,.,n,
T <—U qu, 9,¢ <—U Fq, €en = Tb072,

fori=1,...,n; &:=(0""1,1,0"7) €Fr, & < Fr,

n 2n 2n n
A —
R 2 e 5
hEk),i = ( or, 0=, Ve, b, 0" )IBT
hig=( 0" be;, 0z, e, b, 0* g
o — — 2
€e; = ( On; T€i, TEq, 0 n) 0" )BN

return (paramna BO? Bév €0, Bla BTa {hgﬂja ei}’i:l,...,n)a

for g 2 {0,1}. For a probabilistic adversary D, the advantage of D for Basic Problem 4, Adv%m(/\),
1s similarly defined as in Definition 8.

Lemma 15. For any adversary C, there are probabilistic machine Dy and Dy, whose running
times are essentially the same as that of C, such that for any security parameter X\, Advgm()\) <
AdVE 4 (A) + AdvEL A ().

Lemma 16. For any adversary D, there is a probabilistic machine F, whose running time is
essentially the same as that of D, such that for any security parameter X, Adv2F4(\) < Adv%L'N()\)—l—

5/q.
From Lemmas 15 and 16, we obtain Lemma 10. O

Below, we give proofs of Lemmas 15 and 16 in turn.

Proof of Lemma 15 To prove Lemma 15, we consider the following experiments. Problem 3 is the
hybrid of the following Experiments 0, .. ., 3, i.e., Advg%()\) = ‘Pr [Expg(/\) — 1] — Pr [Exp%()\) — 1] ‘

For a probabilistic adversary C, we define Experiment 0, Expg, using Problem BP3 generator
GBP3(1*,n) in Definition 14 as follows:

1. C is given p & GEP3 (1%, n).
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2. Output § < C(1*, p).
Based on Experiment 0, we define Experiments 0-3 below.

Experiment 0 (Exp?) : (= 0 case of Basic Problem 3. That is,

n 2n 2n n
—t———
fori=1,...,n, hf:=( 07, pé;, 0", 0, 0" p:

where all variables are generated as in Basic Problem 3.

Experiment 1 (Exp}) : Same as Experiment 0 except that

n 2n 2n n
— ———
fori=1,...,n, h¥:=( 0" (p+0)&, —0&, o, 0" g,

where 6 <2 Fy, and all the other variables are generated as in Experiment 0.

Experiment 2 (Expg) : Same as Experiment 1 except that

n 2n 2n n
—_— —N——
fori=1,...,n, hf:=( 0", 0é;, (p—0)é;, &, 0" e,

where 0 <2 Fy, and all the other variables are generated as in Experiment 1.

Experiment 3 (Exp}) : Same as Experiment 2 except that

n 2n 2n n
—N— —T———— —
fori=1,...,n, hf:=( 0", 0", pé;, 0, 0" e,

where all variables are generated as in Experiment 2.

Lemma 17. For any adversary C, there exists a probabilistic machine D1, whose running time
1s essentially the same as that of C, such that for any security parameter A, \Pr[Expé()\) — 1] -
PriExpQ(A) — 1]| < AdvET*(N).

Proof. Given a BP4 instance (paramn,Bo,BS,eo,@l,B”{,{h;’i,ei}izlywn), D, calculates p S Fy,
Jo =pbog, for e =1,....n, f7=pbi, ;. [ = pblo,; hi:=hj, +pbi, ., + 7" where r*

span(b*{73n+1, .. '7b>{,5n>' D, then gives p := (param,,, By, B, fi, €0, B1, B}, {f, z'*vhg,i:ei}i:l,...,n)
to C, and outputs 3 € {0,1} if C outputs . When § = 0 (resp. 8 = 1), the distribution of ¢ is
exactly same as that of instances in Experiment 0 (resp. Experiment 1). This completes the proof
of Lemma 17. O

Lemma 18. For any adversary C, for any security parameter X, Pr[Expg(\) — 1] = Pr[Expt(\) —
1].

Proof. Because the distributions ( p, p+6, —0 ) and ( p, 6, p—0 ) with p,0 S [F, are equivalent.
O
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Lemma 19. For any adversary C, there exists a probabilistic machine Dy, whose running time
is essentially the same as that of C, such that for any security parameter X, |Pr[Exp2(\) — 1] —
PriExp2(\) — 1] < AdvEE4(N).

Proof. Lemma 19 is proven in a similar manner to Lemma 17. O

Proof of Lemma 16 To prove Lemma 16, we use an intermediate problem, Basic Problems 5, as
indicated below.

Definition 16 (Basic Problem 5). Basic Problem 5 is to guess [3, given (paramn,Bg,BS,@l,B{,
. R
{hﬂji}izl,...,n) — gﬁBPS(l)\’ n)} where
* * R -
G57°(1* n):  (param,, By, By, {Bij Bl j1}ij=1,..60=1,..n> B]) < GKP-ABE(1X 6 ),
I@l = (b1,1,..,b1,n,b13041, .., b16n) is calculated as in Eq. (1) from {Bi7j’B;,j,l}i,j:1,~~~,6§l=17--~7n7
0,9 < Ty,

fori=1,...,n; &:=(0"",1,0"7) eFr, & Fr,

n 2n 2n n

—_——
=0 0, 02, e, B, 0 )y
L= (o o, o, e 8 0" g

return (param,,, Bo, By, By, BY, {h}y }iz1,..n),

for 8 M {0,1}. For a probabilistic adversary £, the advantage of € for Basic Problem 5, AdvEPS(A),
1s similarly defined as in Definition 8.

Lemma 20. For any adversary D, there is a probabilistic machine £, whose running time is es-
sentially the same as that of D, such that for any security parameter X, AdvBP*(\) < Adv?%()\).

Proof. Given a BP5 instance (paramn,IB%o,IB%a,]@l, L ARG, Yi=1,..n), € calculates T & Fy, eg :=

- ; m .
Tb072, €e; = Tb172n+i for 1 = 1, o, and Bl = (bl,la . ,bLn, b173n+1, SN bl,Gn)-
€ defines new dual orthonormal bases Dy := (b11,...,b1.2n,d1 2041, -, d13n, 013041, - -, b1,6n)
* * * * % * * —
al’ld ]D)l . ( 171, ey 1’1,” 1,7’L+1’ ey 1,2TL’ 1,27L+17 o e 71)17611)7 Where d172n+1/ «— bl,2n+z - b].,TL+Z and

Tnti = Ol gy T b7 9y, for i =1,....,n. We note that D; is compatible with subbasis I/B\%’l
€ then gives o := (param,,, By, B, eo, B, i{hf;,@'aei}i:l,..-,n) to D, and outputs 3 € {0,1} if

D outputs 5.

Claim 1 When 8 =0 (resp. 3 = 1), the distribution of o is exactly same as that of instances from
GEP* (resp. GBP#).

Proof. (kg ;, hi;, e;) are expressed over bases (By, B}) and (D1,D7) as

- -

hg,=( 07, 0%, Ve, 6, 0" g = (07, 0%, Yéi, 0i, 0" )pr

ii :( 0717 9627 0n7 1/}6?;7 5;7 o" )BT :( Onv 967/7 _0527 7vbé;,; 5; o" )]D)T

€; = ( 0n7 Ona T€i7 02”7 On )Bla - ( On7 Té;‘, Té'iv 02”7 On )Dl'
This completes the proof of Claim 1. O
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Claim 1 completes the proof of Lemma 20. a

Lemma 21. For any adversary &, there is a probabilistic machine F, whose running time is essen-
tially the same as that of £, such that for any security parameter X, AdeP5()\) < AdV?*N(N) +5/q.

Lemma 21 is proven in a similar manner to Lemma 4 in the full version of [24]. O

C Proof of Lemma 4

1 u) 1
Lt | - 7 | =0 = (U = Z and @ =
Lug_y 1
Un =(up)Thu = () Ty (up) T

u
(u),...,ul). Note that @' - ¥ = y,. For ¥ := (y1,...,yn) and ¥ := (v1,...,vy,) with v, # 0, let

Wi=707 = (v1 — u&(u;l)_lvn, e, U1 — uﬁl_l(u%)_lvn, (uﬁl)_lvn)
= (u;"L)_l’Un : ((u%(vlvgl) - ull) PR (u;(vn_lvrjl) - ’U’;L—]_) > 1)
= (u%)_lvn (Upy . U1, 1),
where @, := ul, (vju, 1) — uj for j=1,...,n — 1 and y, := § - @'. Then,
g0 = ()" on (S0 ity + ) = 7 (10)
Case that -0 # 0 : Since - # 0, @ can be generated as: (U1, ..., Up_1) < {(u])] 1,..n—1 €
Fr=b | S0yt + yn # O}, )y = 0n( 0] yithy + ya) /(- ©), and oy = ), (vju,1) — @, for

j=1,...,n— 1. We note that the condition Z’;:_ll Yju; +yn # 0 among u; (j =1,...,n—1) is
equivalent to the condition u), # 0.
. ~ ~ U~ _ 1~ 1~
Since (U, . .., tn—1) < {(@;)j=1,.n1 € FP71| Z;L:f Yjuj+yn # 0} and uj, := vn(zyzf Yt +
yn) /(- 0), @ = (u)) Fvp - (@, .. Up—1,1) is uniformly distributed in Wy (g.5)-
Case that §-J=0: Since -0 = 0, Eq. (10) is given as Z 1 y]u]—kyn = 0. Since ¥ & span(é,,),
there exists an index jo € {1,...,n—1} such that y;, # 0. Usmg the index jo, @ can be generated as:

~ U . . . U
Uj < ]Fq (.] =1,....00—1,jo+1,...,n— 1) JO = (_ Zj:l,...,jo—l,j()'i‘l,n—l yju;_yn)/y]m u;’b - qu

and u; := ul (vjopt) — ay for j = 1,...,n— 1.
. ~ ~ U ~ _ — ~ U =
Since (w1, ..., Un-1) < {(U))j=1,.n-1 € Fy 1 Z;‘:f yjuj + yn = 0} and u;, «— F, 0 =
(u;z)_l Up - (U1, ..., Up—1,1) is uniformly distributed in Wy,. O

D Proof of Lemma 5

In order to prove Lemma 5, we construct a probabilistic machine B against Problem 1 using an
adversary A in a security game (Game 0 or 1) as a black box as follows:

1. B plays a role of the challenger in the security game against adversary A.
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2. When B (or challenger) obtains challenge attributes I" where I' := {x1,...,2,} with n’ <
n — 1 in the first step of the game, B selects (challenge) bit b & {0,1}. B calculates 3 :=
(Y1, ..., yn) such that Z?;& Yn—jz) = z”_l_"l~H?/:1(z—:1:j), and B is given a Problem 1 instance,
(paramn,{@L,@T}L:071,h;70,e/3,0,{hgd’i}j:lw,n;7;:1,,“,”,65,1) K ggl(l)‘,n,g). B provides A a
public key pk := (1/\,paramn,{I/B\32}t:0,1) of Game 0 (and 1), where I/E% := (bo,1,b0.3,b05) and

IE%’l = (b1,1,...,b1,n,b1 5041, ..,b16n), that are obtained from the Problem 1 instance.
3. When the h-th key query is issued for access structure S := (M, p), B answers as follows (h =

P | N
1,...,1/):Bgeneratesf,g<—IF'(;,(31,...,3g)T Z:M-fT,(Tl,...,Tg)T = M-g%, 50 =11 rq =

- U

1- §T>(§z‘)i:1,...,n — {(&)i=1,..n € IF;] Yo & = 1}, and calculates kj = —sobg o — rohg’o,
kfi=30 0 )b+ (000 &ihG ;) where U == (Pt 1), T = (v Ji=1,.n =
si€1 + 0;0; if p(i) = v; and U] = (U’L{,L)L:L"-vn = s;0; if p(i) = —w;, and ) = (Ui/,,L)L:L---?n =

ri€l + ;05 if p(i) = v; and ¥ = (Ui/’L
sk := (S, ki, ki, ... k?) to A.

4. When B receives an encryption query with challenge plaintexts (m(o) , m(l)) from A, B computes

)i=1,..n := 13U; if p(i) = —w;. B send the generated key

the challenge ciphertext ctr := (I',cp := ego + (b3, c1 :=€gp, c3:= g%m(b)) where ( ad Fq,
and {eg,},—0,1, bo,3 is a part of the Problem 1 instance.

5. When a key query is issued by A after the encryption query, B executes the same procedure as
that of step 3.

6. A finally outputs bit ¢/. If b =/, B outputs 3’ := 1. Otherwise, B outputs 3’ := 0.

Claim 2 If =0 (resp. 3 = 1), the distribution of ctp and sks generated in steps 4 and 3, 5 is the
same as that in Game 0 (resp. Game 1 except with probability (vl +1)/q).

Proof of Claim 2. When (3 = 0, it is clear that the distribution of cty and sks generated in steps 4
and 3, 5 is the same as that in Game 0.

When G = 1, let Eigh) = 2?21 @h’iw for the h-th key query in step 3. We remark that
since {{;} are freshly random for each key query and Z?:l & =1, {high)} have a freshly ran-

dom sparse matrix Z( = Z?Zl &¢;Z; in the hidden subspace. We note that {Z;};=1, » (given
by {@; = (ujq,...,u},)}j=1,.n) forms a basis of Hgz(n,Fq)" except that the determinant of

(W) g,y )j=1,.. n—1 are nonzero, i.e., except for probability 1/q. At that time, ZM isin Hy(n, Fy) "
NGL(n,F,) except for probability 1/q for each h =1,..., VL.

Let ﬁi'/(h) = rl(h)eH + wl(h)l_fgh) if p(i7) = v; and ﬁi/,(h) = rz(h)f)’gh) if p(i) =—w; for h=1,...,v;i=
1,...,¢. From Lemma 4, {Ui”(h)Z(h)}h:LmM i=1,...¢ are uniformly and independently distributed in
Wi garm-

Claim 2 is proven in a similar manner to Claim 1 in [23]. In the above simulation, coefficients in
semi-functional part of a queried key {k; };—1 ¢ are given as wj; & {W;|0; - ¢ = (ri€1 + Jzﬁz) -y} if
p(i) = v, W, 2 {ﬁzlﬁz -y = riU; -y} if p(i) = —w;. Therefore, if p(i) = v; ANy U; # 0, W; is uniformly
distributed in F', and if p(i) = —v; A ¢ - 0; = 0, W; J {ﬁzlﬁz -y = 0}. Then, r; obtained from
the other indexes ¢ are independent from a central secret rg. From this independence, the above

distribution with 5 = 0 (resp. 5 = 1) is the same as that in Game 0 (resp. Game 1). This completes

the proof of Claim 2. a
From Claim 2, when 5 = 0 (resp. 5 = 1), the view of A is equivalent to that in Game 0 (resp. 1).
This completes the proof of Lemma 5. O
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E Proposed Fully Secure Constant-Size Secret-Key ABS Scheme

E.1 Attribute-Based Signatures

Definition 17 (Attribute-Based Signatures : ABS). An attribute-based signature scheme con-
sists of four algorithms.

Setup This is a randomized algorithm that takes as input security parameter and a bound on the
number of attributes per ciphertext n. It outputs public parameters pk and master key sk.

KeyGen This is a randomized algorithm that takes as input a set of attributes, I' := {x;}1<j<n’, Pk
and sk. It outputs signature generation key skp.

Sig This is a randomized algorithm that takes as input message m, access structure S := (M, p), sig-
nature generation key sk, and public parameters pk such that S accepts I'. It outputs signature
o.

Ver This takes as input message m, access structure S, signature o and public parameters pk. It
outputs boolean value accept := 1 or reject := 0.

An ABS scheme should have the following correctness property: for all (sk, pk) & Setu p(1*,n),
all messages m, all attribute sets I', all signing keys sk R KeyGen(pk, sk, I"), all access structures

S such that S accepts I', and all signatures o Ri Sig(pk, sk, m,S), it holds that Ver(pk,m,S,0) =1
with probability 1.

Definition 18 (Perfect Privacy). An ABS scheme is perfectly private, if, for all (sk, pk) &
Setup(1*,n), all messages m, all attribute sets It and I, all signing keys sk, & KeyGen(pk,

sk, I1) and skp, & KeyGen(pk, sk, I:), all access structures S such that S accepts I'1 and S accepts
Iy, distributions Sig(pk,skr,, m, S) and Sig(pk, skr,,m,S) are equal.

For an ABS scheme with prefect privacy, we define algorithm AltSig(pk, sk, m,S) with S and
master key sk instead of I" and skp: First, generate sk R KeyGen(pk, sk, I") for arbitrary I" which

satisfies S, then o X Sig(pk, skr, m, S). return o.
Since the correct distribution on signatures can be perfectly simulated without taking any
private information as input, signatures must not leak any such private information of the signer.

Definition 19 (Unforgeability). For an adversary, A, we define AdvﬁBS’UF(A) to be the success

probability in the following experiment for any security parameter . An ABS scheme is existentially
unforgeable if the success probability of any polynomial-time adversary is negligible:

1. Run (sk, pk) i Setup(1*,n) and give pk to the adversary.
2. A may adaptively makes a polynomial number of queries of the following type:

— [ Create key | A asks the challenger to create a signing key for an attribute set I'. The
challenger creates a key for I' without giving it to A.

— [ Create signature | A specifies a key for predicate I' that has already been created, and asks
the challenger to perform a signing operation to create a signature for a message m and an
access structure S that accepts I'. The challenger computes the signature without giving it
to the adversary.

— [ Reveal key or signature | A asks the challenger to reveal an already-created key for an
attribute set I', or an already-created signature for an access structure S.
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Note that when key or signature creation requests are made, A does not automatically see the
created key or signature. A sees it only when it makes a reveal query.
3. At the end, the adversary outputs (m',S' o).

We say the adversary succeeds if a correctly-created signature for (m’/,S') was never revealed to
the adversary, S' does not accept any I’ queried to the create key and reveal (key) oracles, and
Ver(pk,m/',S',o’) = 1.

Remark 2 Since a signing query in the unforgeability definition in [18,25] is made only with an
access structure S, the challenger should find an attribute set I' that satisfies S, and generate a
key skp with I and a signature with S using (I, sky). In general, however, the challenger may not
always find a suitable I" from S in a polynomial time since it includes the problem of solving the
satisfiability for any DNF and CNF formulas with polynomial sizes. In this sense, the definition of
unforgeability in [18,25] is problematic.

To address this issue, our definition of unforgeability introduces four types of queries, create
and reveal queries for keys and signatures, in a manner similar to the security definition for key-
delegation by Shi and Waters [28]. Here, to obtain a signature for S from the challenger, the
adversary is required to give an attribute set I" that satisfies S to the challenger in advance (i.e.,
the challenger has no need to find a suitable I" by itself.)

E.2 Building Blocks for the Proposed ABS

Dual Orthonormal Basis Generator We describe random dual orthonormal basis generator
ngBS below, which is used as a subroutine in the proposed ABS scheme.

GABS(1,6,n) : paramg := (¢,G,Gr, G, e) < Gopg(1)), No:=4, Ny :=6n, Ny:=T,
paramy, := (q, V¢, Gr, Ay, e) := gdpvs(lA, Ny, paramg) fort=0,1,2,
Y & F*, g7 :=e(G, G)?, param,, := ({paramy, }1—0.1, 97),
Xt = (Xtij)ij=1,..N; J GL(Ng,Fy) fort =0,2, X3 J L(6,n,F,), hereafter,
{14, M;,j,l}i,j:17_,,,6;l:1,”_7n denotes non-zero entries of X; as in Eq. (3),
by ;= (Xtyi1s - Xt,i,N Ay = Z;V:tl Xtija; for i =1,.., Ny, Bf := (b y,.., b y,) for t = 0,2,
Bf; = pijG, Bi% =i ,G fori,j=1,...,6;l=1,...,n,
for t = 0,1,2, (Vri;)ijet, N =1 (XF)7h
bei = Uity VrinN)a = Z;-V:*l Vrijaj fori=1,.,Ng, By := (bi1,...brn,),
return (param,,, Bo, Bg, By, {B]}, B }ij=1,...60=1,...n, B2, B3).

Remark 3 From Remark 1, {B’:j’B;:;,l}iyjzly---76§l:13---7n is identified with basis B} := ( Taseees
b ¢,) dual to B;.

Collision Resistant (CR) Hash Functions Let A € N be a security parameter. A collision
resistant (CR) hash function family, H, associated with Gype and a polynomial, poly(-), specifies
two items:
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— A family of key spaces indexed by A. Each such key space is a probability space on bit strings
denoted by KH). There must exist a probabilistic polynomial-time algorithm whose output
distribution on input 1* is equal to KH.

— A family of hash functions indexed by A, hk & KH, and D = {0,1}P°(N) | Bach such hash
function Hﬁ‘l’(D maps an element of D to an element of F* with ¢ that is the first element of
output paramg of gbpg(l)‘). There must exist a deterministic polynomial-time algorithm that
on input 1%, hk and ¢ € D, outputs Hﬁ\{(D(Q).

Let F be a probabilistic polynomial-time machine. For all A, we define
AdviER(N) == Prl(or, 02) € D? A o1 # 02 AN (01) = HYO(02)], where D i= {0, 17, hic
KH,, and (o1, 02) RF (1*,hk,D). H is a collision resistant (CR) hash function family if for any

probabilistic polynomial-time adversary F, Adv?_-’CR()\) is negligible in .

E.3 Construction

Setup(l)‘, n): hk K KH,
(param,,, Bo, By, B1, { B ;, Bij, }ij=1.. 61=1,..n, B2, B3) < GABS (1, 6,m),
By := (bo,1,b0,4), B, := (b1,15- -, b1.0, b1 4041, -+, b1 6n), B, = (b2,1, b2z, ba7),
B} i= (b5 1,010 0l gnsrs -5 b an) = (Bl BiSYimtag=1, 61, n;
Bj := (b3, b}, b3 5, b5 ),
return sk := bgy, pk = (1*, hk, param;;, {@t}t=0,1:2’ {@I}t:m’ by,3)-
KeyGen(pk, sk, I :={x1,...,zy | z; € FS})

/

W, 0, P1 &2 Fy, ¥ := (y1,...,yn) such that Z;L:_Ol Ynj2) =21 [[=i(z — ),
ko := (w, 0, wo, 0)g;,

Ly j=wBy; +¢yBj;, Li; =3 uwB, +¢iBy,) forj=1,...,6,

k5, = (w(1,0),0,0,0211,921.2,0)8;, k3o := (w(0,1),0,0,0221,9222,0)s;,
return skp := (I kié, {L* L§7j}j:1,...,67 {k;}L}L:LQ).

17«j’
Remark From {L7 ;, L3 ;};=1, ¢ and ¢, ki is defined as
n n

ki = Coilin o yn-1Llin, Loy 91l g, Yn1Li s Lo, -
ylLi57"ayn—1Li5)L§757 ylLT767"7y’n—lL>{,67L§76 )7

n 2n n 2n
———
that is, kj = ( w¥, 02", 17, 0% g,

Sig(pk, skp, m, S:=(M,p)): If S:=(M,p) accepts I" := {x;}j=1, '+
then compute ¥ := (y1,...,yn) such that Z;L;ol Yn o) = 2 H?lzl(z —z;),
I and {a;}ier such that Y. ;o M; = 1, and
IC {ie{l,....0}| [pli)=vi AN v ell vV [pi)=—v; A vigl]},

eXEX, (8) LB, B) | Sl BM; =0},
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sy = Ekf + 15, where 1 & span(bg 3),
sy =y EkT + Y00 wi, b ATy, U= (vt i) ford=1,...,4,
where 77 & span(b s, 415+ -5 b7 45)5 and i, U = (U1, ..., Uiy) are defined as
ifiel N pi)=vi, 7=, ﬁﬂ—u{ﬁ, | @-0;=0 A ui1 = B},
ifiel A p(i)=-w;, =0T 7), T<AG | T =01
ifigl A p(i)=vi, =0, @< {d | @ 5=0 A u=p}
ifigT A p(i)=—w;, =0, i {id | @- 0 =70
Spp1 = E(kag + HQ&D(m I[S) - k32) + 7)1, Where r7 & span(bj 5, b5 ),
return 8 := (sg,...,8,,1)-
Ver(pk, m, S:= (M,p),s): f<—R Fys 5= (s1,...,8)" = M-f?T7
50 1=

- U
1- ff’ Mo, Me+1, 9£+17 Sp4+1 an Cp = (_SO — S¢+1, 07 077/’0)15307
for 1 <i<

0 = (0P, 1), €= (1,0, .,0),

if p(i) =wv;, return 0if s; ¢ Vi, else §; & Fy, 7 & Fg",

n 2n n 2n
N —— T N— —N—
Cc; = ( Sigl =+ 9117“ 02n7 On, 77@ )[531,

if p(i) = —w;, return 0if s7 € V;, else 7; & Fg”,

n 2n n 2n

Cc; = ( SZ’UZ', 02”, 0r, ﬁz )]Bw
A,D
Cpy1 = (S@+1 — 9£+1 . th( (m H S)y 6€+17 07 07 07 07 nf+1)15327
return 0 if e(bg 1, s5) = 1,

return 1 if Hfi(l) e(ci,sf) =1, return 0 otherwise.

E.4 Security

Theorem 2. The proposed ABS scheme is perfectly private.

Theorem 2 is proven in a similar manner to Theorem 1 in the full version of [25] (privacy of
ABS scheme in [25]).

Theorem 3. The proposed ABS scheme is unforgeable (adaptive-predicate unforgeable) under
the DLIN assumption and the existence of collision resistant hash functions.

For any adversary A, there exist probabilistic machines Fy,...,Fs, whose running times are
essentially the same as that of A, such that for any security parameter A\,

ABS,UF v n
AV () < AdVEEN (V) + ST, TR (AdVREN () + 307, ST AdVREN (V)
1% H,CR
+ 30 AV () + Adviz (V) + e
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where Fi50(-) := Fi(h,0,:), Finj.(-) := Fi(h,j,¢0,-) for 1 = 1,2, Fyp(-) := Fi(h,-) for I = 3,4, 1y
(resp. o) is the maximum number of A’s reveal key (resp.signature) queries, ¢ is the maximum
number of rows in access matrices M of key queries, and € := (210 + 20v1n + 1211 + 55 + 10) /q.

Key Lemmas We will show Lemmas 3 and 4 for the proof of Theorem 1.

Definition 20 (Problem 2). Problem 2 is to guess (3, given (param,,, {B,, I/B\%f}L:oJ,g, {es,i}ti=
) < GF2(1)n), where

QEZ(lAan) : (param BUaBOa]Bl {sza Z{;,l}i,j:l,...,G;l:L...,naBQJB*) gABS(1>\,6,n)7
Bg == (b3,1> b8,37 b874)>

o~ . . !
Bi := (b 4, .., ’1‘7n, ’1‘73n+1, ..,biﬁn) is calculated as in Eq. (1) from {B”,B *l}m 1,..,650=1,...
N U Upx - U
B; = (b;,:[?b;,Q’b;,f)?"’ 377), 5,50 <—Fq, p<—]Fq 5 y4 <—F
e = (6,0,0,80)B,, e1,0:= (4, p,0,00)B,,
. - i— —i e U

fori=1,...,n; & := (01 1,0" ) eF/, 5j’i<—IFq2",

n 2n n 2n

- ————
6071' = ( 552, 02n’ On,

(Zj,i )317
el,i = ( 56@7 pé;a On) Ona 5],1 )BU
€on+1 ‘= ((570702702750)327 €ln+l = (670727 02750)1327 f = 5b2727
return (param,,, {B,, B} },—0,1,2, {€g,i }i=0,.. .n+1, f),

=0,...,n+1>

for B M {0,1}. For a probabilistic machine B, the advantage of B for Problem 2, Advlpgz()\), is

similarly defined as in Definition 8.

Lemma 22. For any adversary B, there is a probabilistic machine F, whose running time is essen-
tially the same as that of B, such that for any security parameter X, Advi?(\) < Adv?"N(\) +5/4.

Lemma 22 is proven similarly to Lemma 1 in [23].

O

Definition 21 (Problem 3). Problem 3 is to guess [3, after running the following 2-step game:

1. The challenger generates

(param,,, Bo, By, By, { B}, Bl Yijet,.. 61,0 B2, BS) <~ GAPS(1%,6,n),
By := (bo,1,b0,3,b0.4), B, := (b1,1,, 01,0, b1 3041, .-, b1,6n),

x L (pk * * * : : K
BT :=( 11+ 01 0 O 3015 -5 b1,6n) is calculated as in Eq. (1) from {BzyBi,j,z}i,j:l,...,6;l:1,...,n7

and gives (paramn,@o,Ba,ﬁl,@T,IB%Q,IB%) to the adversary.
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2. The adversary gives the target vector i to the challenger. The challenger then generates
5a 6Oa W, Yo, P1 <_U ]an T, P <_U ]qua
hoo = (w,0,0,¢0,0)5;, hig:=(w,7,0,00,0)B;, €o:=(d,p,0,0,60)8,,
forj=1,...,n;i=1,...,n; ¢&:=(0"%1,0"" ¢ Fy, 5;-71- HUFQZ”,

Uj < Hy(n,Fy) NGL(n,F,), Z;:=(U;")"

] )
n 2n n 2n
—_————
h* _ ( — 02n — 02n )

0,1 wy, ) Y1Y, B>

L . N - N 2
il T ( wy, TY, TY, Y1Y, 0" )IB’{?
€0,5,i :( 0¢€i, PEi, 0", 0", 5j,i )Bla
€15 = ( 55@) On) Pé; : Z] Onv 5],1 )Blu

-----

For a probabilistic adversary B, we define the advantage of B as the quantity Adv?()\) =
|Pr[B outputs 1|¢ with 3 =0 is given to B] — Pr[B outputs 1|o with 5 =1 is given to B]|.

Lemma 23. For any adversary B, there are probabilistic machines Fo, Fj, (j =1,...,n; 1 =1,2),
whose running times are essentially the same as that of B, such that for any security parameter \,

Adv?(A) < AVEENO) + 370 37 AdVEEIN(A) + (100 + 5) /q.
Lemma 23 is proven in a similar manner to Lemma 3.
Definition 22 (Problem 4). Problem j is to guess € {0,1}, given (paramg, {I?Bt,lﬂ%f}tzo’dﬂ,

R
{Bt, B} }i=1,..a, B3 0o €0, {PF i b i=1, i1, e (PG 41 0 a1 ti=12) = G5* (1%, n), where

* * * xR
gg4(1)\’ n) : (paramn’ ]BO’ IB()? Bl’ {Bi,j7 B’g,jJ}i,j:l,“.,ﬁ;l:l n BQv BQ) — g?bBS(l)\u 67 ’I’Z),

Bo := (bo,1,b0,3,b04), Bo:= (b1, b22,b2s, ..., ba7),

B} := (b} 1,..,b] g,) is calculated as in Eq. (1) from {sz, BZ/‘;‘J}i,jzl,_..,G;l:I,...,na

o, T & F/, w,d,d0 J Fy, hgo = (6,0,00,0)mz, hig:=(0,0,00,0)5:, €o:= (w,7,0,0)n,,
o= obl, fori=1,...,n, U< GL2,F,), Z:=U"T,

fori=1,2; &:= (0", 1, 0*7%), & < F2,

— > 2 s
h3,2,i = ( 561', 0 (57;, 0 )18%37
hiQ’i = ( 66@, Ugan 52" 0 )13;7
o > > 2
er; = (wéj, T€;Z, 0-, 0 By

return (paramna {Bta ]Bz( }t=0,2) ]B:b BT: h?i()) 607 {hii}iz:l,..,na {h’/gg’iu 627i}i:1,2)7

for 3 Y {0,1}. For a probabilistic machine B, the advantage of B for Problem 4, Advg*()), is
similarly defined as in Definition 8.

Lemma 24. For any adversary B, there is a probabilistic machine F, whose running time is essen-
tially the same as that of B, such that for any security parameter X, Advi*(\) < Adv2"N(\) +5/4.

Lemma 24 is proven similarly to Lemma 2 in [23]. O
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Proof of Theorem 3 : To prove Theorem 3, we consider the following (214 + v2 + 3) games. In
Game 0, a part framed by a box indicates coefficients to be changed in a subsequent game. In the
other games, a part framed by a box indicates coefficients which were changed in a game from the
previous game.

Game 0 : Original game. That is, the reply to a reveal key query for I" := {x;};—1 . is:

kS = (w, @, ©0, 0) 5 (11)
n 2n n 2n
(12)
kT = ( wy, 0% ) 1Y, 0%" ) I

where b <2 {0,1}; w, o, @1 J Fy, and ¢ := (y1, ..., yn) such that Z?:_ol Yn—jz) = pn—i-n 'H?,:l(z—
x;). The reply to a reveal signature query for (m,S) with S := (M, p) are:

88 = ( gv @a 00, 0 )]Baa (].3)
sio=( Z, 0™, &, 0™)p fori=1,....¢ (14)

7

. AD
sip1 = (0(L Hy (m]9)), . Fev1s 0 )ms, (15)

~ U U - U = U -
where, 6 «— F, o9 « Fy, 7 « F, Gop1 IE‘ , (G) <« {(Q) | Zle ¢iM; = 1}, and for
i=1,...,0, if p(i) = v;, then Z; ad {Zi | -0, =0, 21 = 5@}, if p(i) = —w;, then Z; & {zZ ]
70y = 0} with 7 := (01, ... v, 1) € [F;'. The verification text for (m’,S") with §" := (M, p) is:

(2

e = ([Zs0 = sen] [0} 0, 0 )ay,

n 2n n 2n
fori=1,...,¢, AN
if p(i) = v, ¢ = s;€1 + 0,5, 0%, 0", i By, (16)

(
if p(z) -, =( 5iU;, > 0%, i )Bys
H

cort (Sz+1e1+¢9£+1( P/ (|8, 1), [02], 02, nest s,

- U - U 5 U
where f HIF;, T .= (31,...,35)T = M-f_T, sp 1= l-fT, i, 5041,10, Me+1 < Fg, 1 <—IF'(12",61 =
(1,0,...,0) € F2, and @ := (0] ',...,v;,1) € FM

(]

Game 1 : Same as Game 0 except that the verification text for (m/,S') with S’ := (M, p) is

o = (=50 = st [0 = at) O, "

n 2n n 2n

fori=1,...,¢, AN

it (i) =vi, cii= ( si€i 40,0, [méHudi] 00 0% i sy, (18)
if p(l) = Wy, C;:= ( Si’l_fi, a 0, 0", ﬁl )131’
- AD
cor1 = ( Se41€1 4 O (—Hp (M |]|S'), 1),

re41@1 + o1 (—Hp (! [|S), 1) | 0% negr s, (19)

where §’<—U Fy, Flo=(r1,...,r)T = M-G¥, rg :=1-G%, rep1, 0 S F,, and all the other variables
are generated as in Game 0.
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Game 2-h-1 (h = 1,...,v1) : Game 2-0-2 is Game 1. Game 2-h-1 is the same as Game
2-(h — 1)-2 except the reply to the h-th key query for I are:

ks = (wv 7 ©0, 0)15587 (20)
n

2n n 2n
% - ——
k{ = ( wgv a 901?77 02n )BT7
where 7,7/ & [F,, and the i-th component (i = 1,...,¢) of the verification text for (m/,S’) with
S = (M, p) is:
n 2n n 2n
fori=1,...,¢, - A~
if p(Z) =V, Cij:= ( si€1 + 0;;, 0™, | |, 0m, 771 )]Bl, (21)
if p(Z) = T, Cj:i= ( Sigiv On’ ﬁl ) Onv ﬁl )BM

where @; <> {@; € FI' |0 - = (riéy + i) - §}, W; < {W; € FM W, - § = ri; - §}, all the other
variables are generated as in Game 2-(h — 1)-2.

Game 2-h-2 (h=1,...,r1) : Game 2-h-2 is the same as Game 2-h-1 except the i-th component
¢; of the verification text for (m/,S) with S’ := (M, p) are given by Eq. (18), and the component
k7 of the reply to the h-th key query for I is given by Eq. (12) (and kg is given by Eq. (20)). all
the other variables are generated as in Game 2-h-1.

Game 3-h (h=1,...,v2) : Game 3-0 is Game 2-v1-2. Game 3-h is the same as Game 3-(h —1)
except that s(j, sy, of the reply to the h-th AltSig query for (m,S) are:

= (0, [m], o0, 0 )m;, } (22)

sy =
* < A,D = -
SZJrl = ( 5(1’ Hhk (m || S))? a O0+1, 0 )Bgv

where 7 2 Fy, o1 & Fg, and all the other variables are generated as in Game 3-(h — 1).
Game 4 : Same as Game 3-v5 except that ¢y generated in Ver for verifying the output of the
adversary is:

co:=( , -0 — Te+1, 0, 10 By, (23)

where 5g J F, (i.e., independent from all the other variables) and all the other variables are
generated as in Game 3-vs.

Let Advi?)(/\), Advfi)()\), Advfz_h_b)()\), Advfi_h)()\), and /—\dvffll)()\) be the advantage of A in Game
0,1,2-h-1,3-h and 4, respectively. Advfg)()\) is equivalent to AdvﬁBS’UF(/\) and it is obtained that
Adv%)()\) = 1/q by Lemma 30.

We will show five lemmas (Lemmas 25-29) that evaluate the gaps between pairs of subse-
quent games. From these lemmas and Lemmas 22-24, we obtain AvaAL‘BS’UF()\) = Advfg)()\) <
’Advffl))()\) — AdviD () \ Ny 1(‘Advf'(h_1)'2)()\) — AV () \ + ‘Advf’h'l)(k) — A ()] +

v ’Advfi"(h_l))(/\) - Advfi‘h)(k)‘ + ’Advf”)(}\) - Adv(;?(A)] +AdVE () < AdVREN(A)+

v 1% H,CR
i SR (AdVEEN (V) + 305 0 AR (V) 4+ SR (AdVEEIN(A) + AdViET (V) + (20l +
20v1n + 1201 + 5ve 4 10)/q. This completes the proof of Theorem 3. ad
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Lemma 25. For any adversary A, there exists a probabilistic machine By, whose runm'ng time 1S

essentially the same as that of A, such that for any security parameter X, |/—\dv§)()\) AdvA )] <
Advig2 (A).

Lemma 25 is proven in a similar manner to Lemma 6 in the full version of [25]. O

Lemma 26. For any adversary A, there exists a probabilistic machine By, whose running time
1 essentially the same as that of A, such that for any security parameter A, |Advﬁ_h'1)(/\) —

Advf'( ( )| < Ade1 WA+ (€+1)/q, where Byp(-) == Bi(h, ) and € is the mazimum number
of rows in access matrices M of key queries.

Lemma 26 is proven in a similar manner to Lemma 5. O

Lemma 27. For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X, |Adv§2_h'2)()\) —

Adv(2 h- 1)( A < AdVth(/\) + (0 +1)/q. where By p(-) := Ba(h,-) and ¢ is the mazimum number
of rows in access matrices M of key queries.

Lemma 27 is proven in a similar manner to Lemma 5. O

Lemma 28. For any adversary A, there exist probabilistic machines Bs and F4, whose running
times are essentially the same as that of A, such that for any security parameter \, |Adv§€'h)()\) —

Adv (3 (h=1)) ( )| < AdeBh()\) + Adv;C}R( )+ 3/q, where B3 p(-) := Bs(h,-) and Fyp(-) := Fua(h,-).
Lemma 29 is proven in a similar manner to Lemma 16 in the full version of [25]. O
Lemma 29. For any adversary A, for any security parameter X, ]Adv%)(/\) - Advfi"yz)()\)‘ <1/q.

Lemma 29 is proven in a similar manner to Lemma 17 in the full version of [25]. a

Lemma 30. For any adversary A, for any security parameter \, Advf)()\) =1/q.

Lemma 30 is proven in a similar manner to Lemma 18 in the full version of [25]. ad

F Selectively Secure Efficient IPE Scheme in [20]

We describe random dual orthonormal basis generator Q('J'EE below, which is used as a subroutine
in the proposed IPE scheme [20].

glpE(l)\ ) param/V ( , V.G, A, 6) <_ gdes( )N)v
P %Fq 97 = e(G,G)¥, paramy := (param{;, g7),
X = (vi ) < GL(N, q),( i) =y (xhHT

= (

N-1 N-1
bi =310 Xija;,B bo,...,bn-1), b} := ijo Vijaj, B* = (bj,...,by_1),
return (paramy, B, B* )
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Construction

Setup(1*, n) :
(paramy, B := (bo, ..., bnys), B := (b, ..., b% ) < GPE(1A n + 4),
B:= (bo,..., b, buys), B :=(B5,..., b5, b%,,), return pk:= (1), paramy, B), sk := B*,
KeyGen(pk, sk, 7 € F2\ {0}) : o, < F,,
n

—
k*:=(1, o¢, 0,n,0)p, return sky:=k".

Enc(pk, m, 7 € Fy\ {0}): w,p,¢ < F,,

—
c:=(¢, wZ 0,0,¢), co:= g%m, return ctz := (€1, o).
Dec(pk, skz:=k*, ctz:= (c1,¢2)) : m' = cy/e(er, k), return m/'.
[Correctness] If 7- & = 0, then e(cr, k*) = 57777 = g5.

Theorem 4. The proposed IPE scheme is selectively fully-attribute-hiding against chosen plaintext
attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines D1 and Do, whose running times
are essentially the same as that of A, such that for any security parameter A, Adv!APE’AH()\) <

AdVlDDIIIN()\) + Adv%';'N()\) + €, where € :=12/q.

The proof of Theorem 4 is given in [20].
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