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Abstract. We introduce the notion of dual system groups.

— We show how to derive compact HIBE by instantiating the dual system framework in Waters (Crypto *09) and
Lewko and Waters (TCC *10) with dual system groups. Our construction provides a unified treatment of the
prior compact HIBE schemes from static assumptions.

— We show how to instantiate dual system groups under the decisional subgroup assumption in composite-order
groups and the decisional linear assumption (d-LIN) in prime-order groups. Along the way, we provide new
tools for simulating properties of composite-order bilinear groups in prime-order groups. In particular, we
present new randomization and parameter-hiding techniques in prime-order groups.

Combining the two, we obtain a number of new encryption schemes, notably

— anew construction of IBE in prime-order groups with shorter parameters;

— a new construction of compact HIBE in prime-order groups whose structure closely mirrors the selectively
secure HIBE scheme of Boneh, Boyen and Goh (Eurocrypt ’05);

— anew construction of compact spatial encryption in prime-order groups.
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1 Introduction

The current assumptions used for pairings-based functional encryption may be broadly classified into two
categories: those pertaining to prime-order groups and those pertaining to composite-order groups. From
a theoretical stand-point, it is often easier to design schemes in composite-order groups. However, from
the practical stand-point, prime-order groups are preferable as they admit more efficient and compact
instantiations. Since the elliptic curve group order must be infeasible to factor, it must be at least (say)
1024 bits. On the other hand, a 160-bit prime-order elliptic curve group provides an equivalent level of
security (per NIST recommendations in NIST SP 800-57). More generally, group operations and especially
pairing computations are substantially slower on composite-order curves for the same level of security.
To mitigate the gap between theoretical design and practical efficiency, a series of works demonstrated
general techniques for converting cryptosystems relying on composite-order groups to cryptosystems based
on prime-order groups [13, 14, 7, 10, 6].

However, there are still cases where these transformations do not cover, notably, the composite-order
HIBE with constant-size ciphertext in [11]. Naively applying previous transformations yield a prime-order
scheme with linear-size ciphertext, that is, they do not preserve the parameters (e.g. ciphertext size) of
the original composite-order scheme. We note that there is a more ad-hoc transformation given in [16]
which yields HIBE with constant-size ciphertext in prime-order groups. Our goal is to find more general
“parameter-preserving” tools for simulating composite-order bilinear groups in the prime order setting; such
tools would shed new theoretical insight into the design of efficient functional encryption schemes.

1.1 Our contributions

We introduce a novel notion of dual system groups. Our main results are as follows:

— a generic construction of compact HIBE from dual system groups similar to the Lewko-Waters scheme
over composite-order groups [11]; and

— instantiations of dual system groups under the d-LIN assumption in prime-order bilinear groups and the
subgroup decisional assumption in composite-order bilinear groups respectively.

Along the way, we provide new tools for simulating properties of composite-order bilinear groups in prime-
order groups. In particular, we present new randomization and parameter-hiding techniques in prime-order
groups.

Putting the two together, we obtain a new construction of compact HIBE in prime-order groups, as well
as new insights into the structural properties needed for Waters’ dual system encryption methodology [19].
We compare our schemes with prior constructions in Tables 1 and 2. In particular, our compact prime-order
HIBE improves upon the efficiency of the prior scheme in [16] by a factor of two in nearly all parameters,
and has an arguably much simpler description. We note that we even improve upon prior constructions of
IBE in prime-order groups. '

Dual system groups. Informally, dual system groups contains a triple of groups (G, H, Gr) and a non-
generate bilinear map e : G x H — Gr. For concreteness, we may think of (G, H, Gr) as composite-order
bilinear groups. Dual system groups take as input a parameter 1" (think of n as the depth of the HIBE) and
satisfy the following properties:

(subgroup indistinguishability.) There are two computationally indistinguishable ways to sample corre-
lated (n + 1)-tuples from G™**: the “normal” distribution, and a higher-entropy distribution with “semi-
functional components”. An analogous statement holds for H" 1.

I A subsequent work [9] achieves incomparable efficiency guarantees.



’ Reference ‘ [MPK| ‘ [SK| ‘ |cT| ‘TKeyGen Tenc ‘ Tbec ‘ assumption
Wat05 [18] | (A +4)|G1] 2|Ga| 2|Gy| + |Gl 2F, | 2By +Erp | 2P DBDH
Wat09 [19] | 13|G1| + |G| | 8|Ga| + |Zp| | 9|G1| + |G|+ |Zp| | 8E2 |14Ey 4+ Er |9P + Er| DLIN
Lewl2 [10] | 24|G1|+|Gr||  6|Gel 6|G1|+ |G| 6Ey |24E1+Er| 6P DLIN
RCS12[17]| 9|G1|+ |Gz| | 6|Ga| +|Zp| | TIG1| + |G|+ |Zp| | 6E> | 10E) 4+ Er | 7P + Ep [XDH+DLIN
CLL+12[6]] 8|G1|+ |G| 4Gy 4|G1| + |Gr| 4E, | 8E1+ Er | 4P SXDH
JRI13[9] | 5|G1|+|Gr| 5/Ga| | 3|Gi|+|Gr|+|Zy| | 5Es | 5E1+ Er |3P+2E,| SXDH
Ours 6|G1| + |G| 4|Gs| 4|G1| + |G| 4E, | 6E1+Er 4P SXDH
(Sec7)  |18|G1|+2|Gr||  6|Gs 6|G1| + |G| 6E> |18E,+2Ep| 6P DLIN

Fig. 1. Comparison amongst IBE schemes based on asymmetric bilinear groups of prime order p with pairing e : G1 X G2 — Gr
and security parameter A, where (F1, E2, Er, P) denote G1-exponentiation, G2-exponentiation, Gr-exponentiation and a pairing
respectively. For KeyGen, we assume that we store exponents instead of group elements in MSK. Here, we omitted the G2 terms in
MPK in our scheme, which are not needed for the correctness of the scheme.

’ Reference ‘ |cT| ‘

TieyGen Tenc TDec ‘assumption‘
BBGO5[2] | 2|Gi| + |G| (n+1)Es (n+2)E1+ Er 2P n-DBDHE
Wat09 [19] | (n + 8)|G1| + [Gz| |  (2n+T7)E» (3n+11)Ei+ Er  |(2n+7)P+nEr| DLIN
LWI10[11] 2|Gn| + |G| (n+1)En (n+2)Exn+ Er 2P composite
OT10[15] |(Tn +5)|G1| + |Gr|| (Tn+5)E: (21n + 15)Ey + Er (Tn+5)P DLIN
OT11[16] | 13|Gi| + |G7| (16n — 3)E, (8n + 13)Ey + Er 13P DLIN
CLL+12 [6]|(4n + 3)|G1| + |Grl|  (4n+ 3)E, (8n + 6)E) + Er (4n + 3)P SXDH
Ours 4Gy | + |G 2(n +1)Es 2n+1)Ey + Br 4P SXDH
(Sec 7) 6/G1| + |Gr] 3(n+1)E, 6(n+ 1)Ey + 2B 6P DLIN
2(d+1)|G1] + |Grl|(d+ 1)(n + 1)Ez|d(d + 1)(n + 1)E1 +dEr|  2(d+1)P d-LIN

Fig.2. Comparison between existing and our HIBE schemes, where n is the depth parameter; in addition, En denotes G -
exponentiation. In all of the prime-order constructions, [MPK| = O(n|G1| + n|Gz| + |Gr|) and |SK| = O(n|Gz|). For Tpec,
we omitted the overhead of O(n) exponentiations associated with delegating a key before decrypting. Apart from [2], all of the
schemes achieve full security.

(associativity.) Forall (go,g1,...,9,) € G" ! andall (hg, hy, ...
normal distributions, we have that forallz =1,...,n,

,hy,) € H™"! drawn from the respective

e(go, hi) = e(gi, ho).

(parameter-hiding.) Both normal distributions can be efficiently sampled given the public parameters; on
the other hand, given only the public parameters, the higher-entropy distributions contain n “units” of
information-theoretic entropy (in the semi-functional component), one unit for each of the n elements
in the (n + 1)-tuple apart from the first.

The key novelty in the framework lies in identifying the role of associativity. Prior to this work, the
general consensus is that instantiating the dual system encryption methodology requires some form of
strong orthogonality, as indicated in the sequence of works on simulating properties of composite-order
groups in the prime-order setting via the framework of dual pairing vector spaces [14, 15, 10]. In
particular, constructions based on the latter framework implies that for all (go, g1, ..., g,) € G™*! and all



(ho, b1, ..., hy) € H* ! drawn from the respective normal distributions, we have that for alli = 1,..., n:

e(go, hi) = e(gi,ho) =1 and Vj #i, e(gj, hi) = e(gi, hj) =1

along with additional analogous requirements amongst the semi-functional components. We note that our
framework does require an orthogonality property, but only in a weak sense.

HIBE from dual system groups. We construct a HIBE for depth n from dual system groups for parameter
n + 1. The scheme is as follows, and shares a similar structure to those in [11, 2]:

CTx := ( 90, gnt197" -~ 9" e(go, MSK) - M) .
SKy := ( ho, MSK + (1 hd" - hY"), hesa, .o, hn ).

where / is the length of both x and y, MSK is uniformly sampled from H, (go, g1, ..,gns1) € G"+?
and (ho, h1,...,hny1) € H*"2 are drawn from the respective normal distributions. Note that correctness
follows from associativity. Our proof strategy relies on dual system encryption and follows that in [20],
which in turn builds upon that in [11, 19]. We also extend the construction to obtain a compact spatial
encryption scheme [1].

Simulating composite-order groups. We sketch our new tools for simulating composite-order groups in
the prime-order setting, which is implicit in our instantiation of dual system groups. For our exposition, it
is convenient to think of asymmetric composite-order groups (G’ LG, GT) of order N = p1py which is the
product of two primes, endowed with an efficient bilinear map € : G x G* — Gp. Let 1,2 € G denote
random generators of G of orders D1, p2 respectively; define g7, g5 € G* analogously. Observe that we have
the following orthogonality property:

A useful property of composite-order groups, especially in the context of dual system encryption [11, 12], is

that we can perform randomization by raising a group element to the power of a random exponent a <—y Z .
This operation satisfy the following useful properties:

(hiding.) given g{, (¢7)* along with g1, g, g2, G5, the quantity a (mod p2) is completely hidden statisti-
cally;

(orthogonality.) for all a, we have é(g¢, g3) = 1.

(associativity.) for all (iz, fz*) € G x G*and all a € Zy, we have

e(h, h*) = é(h, (h")")
Indeed, previous works [14, 15, 10, 6] showed how to achieve all three properties; moreover, the correctness
of the ensuing IBE and functional encryption schemes relies on all three properties. The source of
inefficiency in prior works comes from orthogonality: roughly speaking, if we want to perform ¢ independent
randomizations in prime-order groups, then we require an ¢-dimensional vector space. This means that to
simulate a single group element in a composite-order group, we will need a ¢-tuple from a prime-order group.
We do not require orthogonality. We will construct our functional encryption schemes so that associativity

suffices for correctness. A side-benefit is that the structure of our encryption schemes are even more similar
to previous selectively-secure prime-order and fully-secure composite-order schemes.

Basic group structure. Following [14, 15, 10, 6], we will simulate (G, G*, GT) in a prime-order bilinear
group (G4, G, Gr) as follows: pick a random B <y GLg1(Z,) and define B* := (B")~! so that B'B*



| | Iy 5P| [ 6 | B [Grford(n)

Composite (n+3)|Gn]| (n+2)|Gn| Gn | GN |GT| p2ps
SXDH 2(n + 1)(|G1] + |G2|) 2(n+1)(|G1| +|Gz|) | G | G3 |G| »p
DLIN 6(n +1)(|G1] + |G2|) 3(n+1)(|G1| +|Gz|) | G} | G3 |G| »p
d-LIN  |d(d+ 1)(n+ 1)(|G1] + |Go])|(d+ D(n+ 1)(|G1| + |G2])|GTH G5 G|

Fig. 3. Parameters for dual system groups, where N = p1p2p3 and p is the order of G; and Ga.

is the identity matrix. Consider the following map:

G, G, Gr) — (G, Gt G
1 2

(B) (B) (B*) 7TR(B*))

(91, 92,51, 935) = (91" 1™ 195" g

where g1, go are the respective generators for G1 and Gs; 77, mr denote the projection maps that map a
(d+1) x (d+ 1) matrix to the left d columns and right-most column respectively, along with the bilinear
map e : G x GITY — G given by e(g¥, gY) = e(g1, gQ)XTy. Observe that we achieve orthogonality,

namely:

B B* B B*

e(gr" ™ g3 )T = o7 g5 ) = (1, 1)
Moreover, under the d-LIN assumption, the construction satisfies a computational subspace-hiding

assumption analogous to the subgroup indistinguishability assumption in composite-order groups.

Randomizing group elements. We achieve randomization as follows: pick a random A <y Zg,dﬂ)x(d“)

and replace (B, B*) with (BA,B*A"). Observe that this transformation achieve the following properties:

* AT
(hiding.) given g?L(BA),g;rL(B A along with g1, g2, B, B*, the quantity e; ;Aeg; is completely

hidden statistically;

(associativity.) for all (B, B*) and all A € Z,(JdH)X(dH), we have

e( BA B* B*AT

B}
gPh, g8 ) = e(gB g8 ) = e(g1, 2)*

Perspective. In developing the framework for dual system groups, we opted to identify the minimal
properties needed for the application to dual system encryption in the most basic setting of (H)IBE. An
alternative approach would have been to maximize the properties satisfied by both the composite-order
and prime-order instantiations, with the hope of capturing a larger range of applications. In choosing the
minimalist approach, we believe we can gain better insights into how and why dual system encryption
works, as well as guide potential lattice-based instantiations. In addition, we wanted the framework to be as
concise as possible and the instantiations to be as simple as possible. Nonetheless, the framework remains
fairly involved and we hope to see further simplifications in future work.

Subsequent work. In [5], we presented the first adaptively secure IBE where the security loss does not
depend on the number of secret key queries. We started with a construction in composite-order groups, and
extended the techniques in this work to obtain an instantiation in prime-order groups. We also extended the
dual system groups framework in this work to obtain a modular analysis.

4



Organization. We give the definition and security model of HIBE in Section 2. We present dual system
groups in Section 3 and our HIBE scheme in Section 4. We present instantiations of dual system groups in
Sections 5 and 6. We present a self-contained description of our HIBE scheme in Section 7.

2 Preliminaries

Notation. We denote by s < .S the fact that s is picked uniformly at random from a finite set S and
by x,y,z <y S that all x,y, z are picked independently and uniformly at random from S. By PPT, we
denote a probabilistic polynomial-time algorithm. Throughout, we use 1* as the security parameter. We
use - to denote multiplication (or group operation) as well as component-wise multiplication. We use lower
case boldface to denote (column) vectors over scalars or group elements and upper case boldface to denote
vectors of group elements as well as matrices. Given a group GG, we use ord(G) to denote the smallest
positive integer ¢ such that g = 1 forall g € G.

Hierarchical Identity-Based Encryption. An HIBE scheme [8] consists of five algorithms (Setup, Enc,
KeyGen, Dec, KeyDel):

Setup(1*,1™) — (MPK, MSK). The setup algorithm takes in a security parameter 1*, and a depth parameter
1™. It outputs public parameters MPK and a master secret key MSK.

Enc(MPK, x,m) — CTx. The encryption algorithm takes in the public parameters MPK, an identity vector
x, and a message m. It outputs a ciphertext CTy.

KeyGen(MPK, MSK,y) — SKy. The key generation algorithm takes in the public parameters MPK, the
master secret key MSK, and an identity vector y. It outputs a secret key SKy.

Dec(MPK, SKy, CTx) — m. The decryption algorithm takes in the public parameters MPK, a secret key
SKy for an identity vector y, and a ciphertext CTy encrypted under a hierarchical identity vector x. It
outputs a message m if x = y.

KeyDel(MPK, SKy,y’) — SKy. The key delegation algorithm takes in the public parameters MPK, a secret
key SKy, and an identity vector y’, where y is a prefix of y’. It outputs a secret key SKy.

Correctness. For all (MPK, MSK) < Setup(1*, 1), all identity vectors x, all messages m, all decryption
keys SKy, all x such that y is a prefix of x, we have

Pr[Dec(MPK, SKy, Enc(MPK, x,m)) = m| = 1.

Delegation. We require that delegation is independent of the path taken; that is, if y is a prefix of y’, then
the following distributions are identical:

{sKy, KeyDel(MPK, SKy,y')} and {SKy,KeyGen(MPK,MSK,y')}

Security Model. We now give the notation of adaptive security for HIBE. The security game is defined by
the following experiment, played by a challenger and an adversary .A.

Challenge Space. The adversary A gives the challenger the depth parameter 1.

Setup. The challenger runs the setup algorithm to generate (MPK, MSK). It gives MPK to the adversary .A.



Phase 1. The adversary A adaptively requests keys for any identity vector y of its choice. The challenger
responds with the corresponding secret key SKy, which it generates by running KeyGen(MPK, MSK, y ).
Because of our restriction on delegation, the returned SKy, is independent of the path taken.

Challenge. The adversary submits two messages mg and m; of equal length and a challenge identity vector
x* with the restriction that no queried identity vector in Phase 1 is a prefix of it. The challenger picks
B <= {0,1}, and encrypts mg under x* by running the encryption algorithm. It sends the ciphertext to
the adversary A.

Phase 2. A continues to issue key queries as in Phase 1 with the restriction that any queried identity vector
y must not be a prefix of x*.

Guess. The adversary A must output a guess 3’ for 3.
The advantage Adv'}*"(\) of an adversary A is defined to be | Pr[3’ = 5] — 1/2].

Definition 1. A HIBE scheme is adaptively secure if all PPT adversaries A, Adv'{®"(\) is a negligible
Sfunction in \.

3 Dual System Groups

3.1 Overview

Dual system groups contains a triple of groups (G, H, Gr) and a non-generate bilinear map e : GxH — Gr.
For concreteness, we may think of (G, H, G7) as composite-order bilinear groups. Dual system groups take
as input a parameter 17 (think of n as the depth of the HIBE) and satisfy the following properties:

(subgroup indistinguishability.) There are two computationally indistinguishable ways to sample corre-
lated (n + 1)-tuples from G"*!: the “normal” distribution, and a higher-entropy distribution with
“semi-functional components”. We sample the normal distribution using SampG and the semi-functional
components using S;n?G. An analogous property holds for H"*!, with algorithms SampH and Sm
respectively, with an important distinction in the auxiliary input provided to the distinguisher. Note that
we separately sample the normal distribution and semi-functional components, which makes parameter-
hiding (defined in Section 3.2) easier to state.

(associativity.) Forall (go, g1,-..,9,) € G" !t andall (ho, h1,...,h,) € H*"! drawn from the respective
normal distributions according to SampG and SampH, we have that foralli =1,...,n,

e(go0, hi) = e(gi, ho).

We require this property for correctness.

(right subgroup H.) There is some distinguished element h* € H, which generates the semi-functional
components in H. It is convenient to think of ~A* as being orthogonal to the normal distribution over G
(c.f. orthogonality and Remark 1). On the other hand, we require that A* is not orthogonal to the semi-
functional components in G (c.f. non-degeneracy), so that we get a random value when we decrypt a
semi-functional ciphertext with a semi-functional key.

(parameter-hiding.) Both normal distributions can be efficiently sampled given the public parameters; on
the other hand, given only the public parameters, the higher-entropy distributions contain n “units” of
information-theoretic entropy (in the semi-functional component), one unit for each of the n elements
in the (n + 1)-tuple apart from the first. In the formal statement, the hidden entropy is captured by n



Property Where it is used|Remark

projective correctness
Lemma 1 normal to semi-functional CT

associative correctness

orthogonality Lemma 6 final transition

non-degeneracy Lemma 4 pseudo-normal to pseudo-SF Keys
Lemma 6 final transition

H-subgroup key delegation

left subgroup indistinguishability |Lemma 1 normal to semi-functional CT

right subgroup indistinguishability|Lemma 2 normal to pseudo-normal keys
Lemma 5 pseudo-SF to semi-functional keys

parameter-hiding Lemma 4 pseudo-normal to pseudo-SF Keys

Fig. 4. Summary of dual system groups

random exponents (71, .. .,7,) shared across G and H. It is crucial here that we use the same ~; in G
and in HI, so that decryption succeeds with nominally semi-functional objects.

3.2 Definitions

Syntax. Dual system groups consist of six randomized algorithms given by (SampP, SampGT, SampG, SampH)
along with (SampG, SampH):
SampP(1*,1™): On input (1*, 1™), output public and secret parameters (PP, SP), where:

— PP contains a triple of groups (G, H, G7) and a non-generate bilinear map e : G x H — Gr, a linear
map p defined on H, along with some additional parameters used by SampG, SampH;

— given PP, we know ord(H) and can uniformly sample from Hi;

— SP contains h* € H (where h* # 1), along with some additional parameters used by Sm;
SampGT : Im () — Gr. (As a concrete example, suppose 4 : H — G and Im(u) = Gr.)
SampG(PP): Output g € G™ 1,

SampH(PP): Output h € H"*1,
SampG(PP, SP): Output § € G+1,
SampH (PP, sP): Output h € H"+1,

The first four algorithms are used in the actual scheme, whereas the last two algorithms are used only in
the proof of security. We define SampG, to denote the first group element in the output of SampG, and we
define SampG,, SampH,, analogously.



Correctness. The requirements for correctness are as follows:

(projective.) For all i € H and all coin tosses s, we have SampGT (u(h); s) = e(SampGq(PP; s), h).

(associative.) For all (go, g1,-..,9n) < SampG(ppP) and (hg, h1,...,h,) < SampH(PP) and for all 7 =
1,...,n, we have e(go, hi) = e(gs, ho).

(H-subgroup.) The output distribution of SampH(PP) is the uniform distribution over a subgroup of H"*!.

Security. The requirements for security are as follows (we defer a discussion to the end of this section):
(orthogonality.) u(h*) = 1.

(non-degeneracy.) For all ho « Sa/m\pl-lo(PP7 SP), h* lies in the group generated by hy. For all Jo +
SampG, (PP, SP), we have e(jo, h*)® is identically distributed to the uniform distribution over G, where
Q<R Zord([HI)'

(left subgroup indistinguishability.) For any adversary A, we define the advantage function:

AdVE(N) := [Pr[ A(pp,[g]) = 1] — Pr[ A(pp,|g - g]) = 1]|

where
(PP, SP) < SampP(1*,1");
g < SampG(PP); g « S;n?G(PP, SP).
(right subgroup indistinguishability.) For any adversary .4, we define the advantage function:
AdVE(N) 1= [Pr (e, 1", g & [0)) = 1]~ Pr[ A(vp, 1%, & [ B = 1]
where
(PP, SP) < SampP(1*,1");
g < SampG(PP); g « S;n?G(PP, SP);
h < SampH(PP); h + SampH (PP, sP).

(parameter-hiding.) The following distributions are identically distributed

{pp,h*,|g,h|} and {PP,h*,|g g h-h']}

where

PP, SP) «— SampP(1%,1");

—~
2]

g = (go,...) < S;n?G(PP, SP);
h = (ho, ...) < SampH(PPp, sP);
M- sYn R Lord(m);

g = (1,40",...,40") € G"*Y;

h = (1,h,...,hJ") € H*HL.

Discussion. We provide a brief justification and discussion on the preceding security properties.



Remark 1 (orthogonality). We may deduce from p(h*) = 1 that e(go, h*) = 1 for all go = SampG(PP; s):
forall v € {0,1},
e(go, (h*)") = SampGT (u((h*)");s)  (by projective)
= SampGT(u(h*)7; s) (by linearity of )
= SampGT(1;s) (by orthogonality)

Thus, we have e(go, h*) = e(go, 1) = 1. For the instantiation from composite-order groups in Section 5, h*
is orthogonal to each element in the output of SampG, that is,

e(go, h*) = e(g1,h") = --- = e(gn, h") =1
for all (go, g1, -.,9n) < SampG(PP). On the other hand, for the instantiation from prime-order groups in
Section 6, A* is in general not orthogonal to gy, . . . , gn.

Remark 2 (non-degeneracy). We rely on non-degeneracy to information-theoretically hide the message in
the final transition, where all the keys and ciphertexts are semi-functional.

Remark 3 (H-subgroup). We rely on H-subgroup to re-randomize secret keys in HIBE key delegation.

Remark 4 (indistinguishability). We stress that left subgroup and right subgroup indistinguishability are
not symmetric (the distinguisher receives additional auxiliary input for the latter); this clarifies why the
instantiation in symmetric composite-order groups uses two primes in the ciphertext space and three in
the secret key space. In left subgroup indistinguishability, the distinguisher does not get h*; otherwise, it
is possible to distinguish between the two distributions using orthogonality. On the other hand, in right
subgroup indistinguishability, the distinguisher does get h*, along with a sample g - g from the high entropy
distribution over G™*!. In the proof, we use g - & to compute the semi-functional challenge ciphertext, and
h* to sample MSK together with a semi-functional MSK in Lemma 2 and 5.

Remark 5 (associative). We may deduce the following “extended” associative relations from the basic
associative property along with left and right subgroup indistinguishability:

e(go, hi) = e(gi,ho) and  e(go, hs) = e(gi, ho) and  e(go, hi) = e(, ho).
for all
(90,91, ---,9n) < SampG(pP) and  (Go,J1,---,0n) S;1FCS(PP7 SP),

~

(ho,ha,. .. hn) < SampH(PP) and (ko ha, ..., hy) < SampH(PP, sP).

More concretely, we have:

(1) e(go - go, hi) = e(gi - Gi, ho) (left subgroup indistinguishability and associative)

(2) e(go, hi - lAzZ) = e(gi, ho - fLo) (right subgroup indistinguishability and associative)

(3) (g0 - do, hi - hi) = e(gi - Gi, ho - ho) (right subgroup indistinguishability and (1))
Combining the three equalities above together with the basic associative relation, we obtain the extended

relations.

Remark 6 (parameter hiding). Here, ; corresponds to the value that is hidden in the public parameters, i.e.
the information-theoretically hidden entropy in the semi-functional component, corresponding for instance,
to the G,-components in composite-order groups. It is crucial here that we have the same ~; over G and
over H, which guarantees that a nominally-SF key can decrypt a semi-functional ciphertext.



Remark 7. Using the Lewko’s framework [10]:

— if we generate n different constant-dimension bases, then we do not satisfy associative.
— if we generate a O(n)-dimensional basis, then each element in G or H has length 2(n).

4 Compact HIBE from Dual System Groups

We provide a construction of a compact HIBE scheme from dual system groups where the ciphertext
comprises two group elements in G and one in G7. The correctness of the scheme relies on generic
properties of dual system groups; however, security requires an additional assumption, namely that ord (H)
is prime, which is indeed satisfied by our instantiation of dual system groups in the prime-order setting.
Later on, we describe how to relax this requirement (see Remark 11).

Overview. We begin with an informal overview of the scheme. Fix a bilinear group with a pairing e :
G x G — Grp. The starting point of our scheme is the Boneh-Boyen-Goh HIBE [2] with hierarchical
identity space Z ()’

MPK := (g,U1, cooy Up,y Unya, e(gag)a)

l
CTx 1= (gsv (un—i-l : H uik>s7e(g7g>a5 : m)
k=1

14

SKy = (¢g",MSK - (U1 - H ud ) U, )
k=1

Note that MPK contains n + 2 group elements in G, which we will generate using SampP(l)‘,).
We will use SampG(PP) to generate the terms (g°, uf, ..., u,u;_ ) in the ciphertext, and SampH(PP) to
generate the terms (g", u', ..., uy,u;, ) in the secret key.

4.1 Construction
Setup(1*,1™): On input (1%, 1™), first sample
(PP, SP) < SampP(1*,1"1).
Pick MSK < H and output the master public and secret key pair

MPK := ( PP, u(MSK)) and MSK.
Enc(MPK, x, m): On input an identity vector x := (x1,...,2¢) € Zérd(H) and m € Gr, sample
(90,915 - -+ 9n, gn41) < SampG(PP; 5), gp <= SampGT (p(MSK); s)
and output
CTx := (CO = 4o, Cl ::gn_,_l-gflu-gf[, CQ :gépm) EGXGXGT.
KeyGen(MPK, MSK, y): On input an identity vector y := (y1,...,y¢) € Zﬁrd(H)’ sample
(ho, b1, .-y By hny1) <= SampH(PP)
and output

SKy = (KO = hg, K1 :=MSK- hpyq - hylﬂ .- 'h?z, Kg_H = hg_H, coey, Ky :i=hy, ) S (H)n—ﬂ—i-Q.

10



Dec(MPK, SKy, CTx): If y is a prefix of x, run
SKx := (Ko, K1, ...) «+ KeyDel(MPK, SKy, X).
Compute
e(go, MSK) « e(Cyp, K1) /e(C1, Ky),
and recover the message as

m < Cy - e(go,MSK)_1 € Grp.

KeyDel(MPK, SKy, y’): On input a secret key SKy := (Ko, K1, Kyt1,...,K,) and an identity vector
y = (y1,...,yp) € Zf)rd(H), compute
sKys = (Ko, K1- KA K, Kpgq, -0, Ky )

and sample sk’ + KeyGen(MPK, 1,y’). Output
SKy/ 1= EIZy/ - SK’

where - denotes entry-wise multiplication.

Delegation. Fix y and y’ such that y is a prefix of y’. Let SKy/ and SK’ be the values computed by
KeyDel(MPK, SKy, y’). It is easy to see that SK’ lies in the support of KeyGen(MPK, MSK, y’). By linearity
of KeyGen and the H-subgroup property, multiplying by SK’ re-randomizes the key and yields independence
of the path taken (c.f. Section 2).

Correctness. It suffices to establish correctness for x = y using the delegation property. Observe that for
CTx, SKx,

—1
e(Coy, K1)/e(Cy, Ko) = €<907MSK “(hpg1 - hT' - hfe)) : €<9n+1 07! "'ngJlo)
= e(go, MSK) - <€(90, hpt1) - e(go, h1)™ -+ - e(go, he)”)

—1
: <€(9n+1, ho) - (g1, ho)** - - - e(ge, ho)”)
= e(g(]a MSK)

where the last equality relies on associative, namely e(go, h;) = e(gi, ho) and e(gn+1, ho) = (g0, hn+1)-
Finally, by projective, g} = e(go, MSK). Correctness follows readily.

4.2 Proof of Security
We prove the following theorem:

Theorem 1. Under the left and right subgroup indistinguishability (described in Section 3) and the
additional requirement that ord(H) is prime, our HIBE scheme in Section 4.1 is adaptively secure (in the
sense of Definition 1). More precisely, for any adversary A that makes at most q key queries against the
HIBE scheme, there exist adversaries By, By, Bs such that:

Adv 4 (A)TPE(N) < Advgs1 N +q- Adv?;s2 N +q- Adv?;i (\),
and

max{Time(Bi), Time(By), Time(B3)} ~ Time(A) + ¢ - poly (A, n),

11



where poly (X, n) is independent of Time(A).

The proof follows via a series of games, analogous to that in [20] (which are in turn different from that
in [11]) and summarized in Fig. 5. To describe the games, we must first define semi-functional keys
and ciphertexts. Following [20], we first define two auxiliary algorithms, and define the semi-functional
distributions via these auxiliary algorithms.

Auxiliary algorithms. We consider the following algorithms:

grE(PP,x,m; MSK, t): Oninput x := (z1,...,2¢) € Zﬁrd(H),m € Gp,andt := (7o, Th, ..., Ty, Th+1) €
G"*2, output

CTy = (TO, Tl - H e(Tp, MSK) - )

K?yan(PP,MSK’,y;t):OninputMSK’ eH,y:= (y1,...,90) € Zgrd( H)» andt := (To, T4, ..., Ty, Thy1) €
H"*2, output

4
SKy = (TO, MSK’ - Ty i1 - HT;jk, sty s Tn> .
k=1
Auxiliary distributions.

Semi-functional master secret key.

MSK := MSK - (h*)?,

where | & <= Zgrqqm) |

Semi-functional ciphertext.

Enc(PP, x, m; MSK, g8,

where | g <— SampG(PP) and g <« S?rrR(PP, SP) |, we can also write this distribution more explicitly as

¢

(90'907 (gnt1 - Gnta) - [ [ (k- 3™, e(go - o, MSK) - ),
k=1
where (907917 R 7gn7.gn+1) A SampG(PP) and (g(]agl? <o agnagn-‘rl) «— SampG(PP7 SP)'

Pseudo-normal secret key.

where fresh | h <— SampH(pp) and h « S;ﬂE-I(PP7 SP) | are chosen for each secret key; we can also write

this distribution more explicitly as

14

(ho - ho, MSK - (Bpg1 - Bpg) - H(hk hi)Y%, hogy - hepty ooy By by )
k=1

~ ~ ~ _—

where (ho, hi, ..., hn, hyy1) < SampH(PP) and (ﬁo, hi,... hn, hyy1) < SampH(PP, SP).

12



Game Ciphertext CTx* ‘ Secret Key SKy

0: Enc(MPK, x*, mg) KeyGen(MPK, MSK, y)
real game (90, gn+1[19;", e(go, MSK) - myg) (ho,MSK - hpt1 [Thy*,---)
1: gr;:(PP,x*,m,g; MSK,) K?yan(PP, MSK,y; h)
semi-functional CT
a O . . )Tk a . —_—
via left subgroup (9090, (gn+1Gn+1) - TT(grdx)™* , e(gogdo, MSK) - myg) (—,—,—)
2i.1: Enc(PP, x*, ms; MSK, g - &) KeyGen (PP, MSK, y;| h - h |)
pseudo-normal SK L - . ~ n
via right subgroup (——=) (hoho, MSK - hptthar [T(hihi)?, -+ -))
2i2: Enc(PP, x*, ms; MSK, g - &) KeyGen(pp,| MSK |, y; h - h)
seudo-SF SK — - 2
. (———) (— WK - A a o TT (i), —)

via parameter-hiding

2i3: Enc(PP, x*, ms; MSK, g - &) KeyGen (PP, Mﬁ(,y;)
semi-functional SK _ .
via right group == (o, MSK - B TG, --)
3: Enc(pp, x*,; MSK, g - &) KeyGen (PP, MSK, y; h)
final game (—,—, e(gogo, MSK) - random) (—y—,—)

Fig. 5. Sequence of games, where we drew a box to highlight the differences between each game and the preceding one, omitted
the delegation terms in the explicit expression of SKy, a dash (—) means the same as in the previous game, and Games 2.i.x refers
to the 4’th secret key. Here, the product II denotes IT5_;.

Pseudo-SF secret key.

KeyGen(pP,|MSK |, y; b - h),

where fresh h < SampH(PP) and h Sa/nE-I(PP7 SP) are chosen for each secret key; we can also write
this distribution more explicitly as

L
(‘7o hoy SISK - (s - hsr) - [T i )™, B e, s B oo )
k=1

where (ho, hi, ..., hp, hyny1) < SampH(PP) and (ﬁo, hi, ..., hn, hnt1) < Sm(PP, SP).

Semi-functional secret key.

o —

KeyGen (PP, MSK, y; ),

where a fresh | h <— SampH(PP) ‘ is chosen for each secret key; we can also write this distribution more

explicitly as

Y4
(h07 l\m‘hn+1 : thk7 hf+17 R hn)
k=1
where (ho, hi, ..., hn, hny1) < SampH(PP). We note that the semi-functional key generation algorithm is

identical to the normal key generation except that it replaces MSK with MSK as input.
Remark 8 (semi-functional keys). We note that semi-functional secret keys in our proof are the same as

that in [20] and different from those in [11, 10, 16, 6]. Specifically, only the term associated with MSK of
our semi-functional key has a SF-component (namely, the semi-functional key is identical to a normal key
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except that MSK is replaced with MSK) whereas each term of a semi-functional key in [11, 10, 16, 6] has
independently random SF-components.

Remark 9 (decryption capabilities). Fix identities x*, y such that x* is a prefix of y. Then,

— all types of secret key SKy, can decrypt a normal ciphertext CTyx;
- anormal or pseudo-normal secret key SK,, can decrypt a semi-functional ciphertext CTyx;

— when using a pseudo-SF or semi-functional secret key SKy, to decrypt a semi-functional ciphertext CTy-,
the message is masked by an additional term e(go, h*)®, which is non-zero with high probability.

Game sequence. We present a series of games. We write Adv,,,(\) to denote the advantage of A in
Gameyxy.

— Gamey: is the real security game (c.f. Section 2).
— Gameyj: is the same as Gameg except that the challenge ciphertext is semi-functional.

— Gamey ;1 for ¢ from 1 to g, Gamey; 1 is the same as Game; except that the first i — 1 keys are semi-
functional, the last ¢ — ¢ keys are normal while the 7’th key is pseudo-normal.

— Gamey ; o for 7 from 1 to g, Gamey; o is the same as Game; except that the first i — 1 keys are semi-
functional, the last ¢ — ¢ keys are normal while the ¢’th key is pseudo-SF.

- Gamey; 3 for ¢ from 1 to g, Gamey; 3 is the same as Game; except that the first 7 keys are semi-
functional, the last ¢ — ¢ keys are normal.

— Gameg: is the same as Gamey , 3, except that the challenge ciphertext is a semi-functional encryption of
a random message in Gr.

In Games, the view of the adversary is statistically independent of the challenge bit 5. Hence, Adv4(\) = 0.
We complete the proof by establishing the following sequence of lemmas.

Remark 10 (relation to functionality). The game sequence in our proof of security is fairly generic in the
sense that it does not exploit the HIBE functionality except in the transition from pseudo-normal to pseudo-
SF keys in Lemma 4. This means that when we extend our result to spatial encryption in Section 8, it suffices
to just modify a single lemma.

4.3 Normal to Semi-Functional Ciphertext

Lemma 1 (Gamey to Gamey). For any adversary A that makes at most q key queries, there exists an
adversary B1 such that

|Advy(A) — Adv; (N)] < Adv%sl()\),
and Time(B1) ~ Time(A) + ¢ - poly(\, n) where poly(\, n) is independent of Time(.A).
Proof. The adversary 31 gets as input
(PP, t),
where t is either g or g - g and
g < SampG(ppP), g «+ S%?G(PP, SP),
and proceeds as follows:
Setup. Pick MSK < H and output

MPK := ( PP, 1(MSK) ).

14



Key Queries. On input the j’th secret key query y, output
SKy K?yan(PP,MS&y;SampH(PP)).

Ciphertext. Upon receiving a challenge identity x* and two equal length messages mg, m1, pick 5
{0,1} and output

—

CTx+ < Enc(PP,x*, mg; MSK, t).

Guess. When A halts with output ', B; outputs 1 if 3 = 3’ and 0 otherwise.

Observe that when t = g, CTx- is properly distributed as Enc(MPK, x*, mg) from projective, the output is
identical to that in Gamey; and when t = g - g, the output is identical to that in Game;. We may therefore
conclude that: [Advy(A) — Advy(N)| < Advg (A). 0

4.4 Normal to Pseudo-Normal Keys

Lemma 2 (Gameg;_13 to Gamey;1). For i = 1,...,q, for any adversary A that makes at most q key
queries, there exists an adversary Bo such that

’Adv2,i71,3(/\) - Ade,mO\)‘ < AdVRBSQ()\)a
and Time(B2) ~ Time(A) + ¢ - poly(\, n) where poly(\,n) is independent of Time(A). (We note that
Gamey 3 is identical to Game.)
Proof. The adversary Bs gets as input

(PP, 7", g - 8,t),
where t is either h or h - h and
h < SampH(PP), h <+ SampH(pP, sP),
and proceeds as follows:

Setup. Pick MSK «—¢ H, a <= Zq(m) and set MSK := MSK - (h*)®. Output

MPK := ( PP, u(MSK) ).

Key Queries. On input the j’th secret key query y, output

K?yan(PP,I\ZS\K,y;SampH(PP)) if j <i
SKy < K?yan(PP,MSK,y;t) ifj=1.

—

KeyGen (PP, MSK,y; SampH(pp)) ifj >

Ciphertext. Upon receiving a challenge identity x* and two equal length messages mg, m1, pick 5 <
{0,1} and output

CTyr En\c(PP, x*,mg; MSK, g - g).
Guess. When A halts with output ', B, outputs 1 if § = 3" and 0 otherwise.

Observe that when t = h, the output is identical to that in Gamea ;1 3; and whent = h - fl, the output is
identical to that in Gamey ; 1. We may therefore conclude that: [Advy ; 1 3(A) — Advy ;1 (A)| < Advg ().
O
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4.5 Pseudo-Normal to Pseudo-SF Keys
First, we recall the following statistical lemma implicit in [11].

Lemma 3 (implicit in [11]). For any prime p, forall x := (z1,...,2p+) € Zé* andy := (y1,...,Y¢) € Zf;,
where y is not a prefix of X, the following distribution is identically distributed to the uniform distribution
over Zn—t12:

{nzr+ -+ YT + Y, MY VY + Yokl Vet - Tk
where Y1, ..., Vn, Ynt1 <R Lyp.
Lemma 4 (Gameg; 1 to Gamey;2). Fori =1,...,q, we have
’Adv2,i,1(/\) - Ade,m()\)‘ =0.

Proof. Observe that the only difference between Games ;1 and Gamey ; - lies in that we replace MSK in
Gamey ; 1 with MSK in Gamey ; o as input for the 7’th secret key query, where MSK <— H, o < Zord(H)
and MSK := MSK - (h*)?. Thus, it suffices to establish the following:

Claim. For all i, all x := (z,...,24+) € Zf);d(H) andy := (y1,...,y) € Zﬁrd(H), where y is not
a prefix of x, the following distributions are identically distributed:

{Pp, MSK, (h*)*, Enc(PP, x, ms; MSK, g - &), KeyGen(PP,[MSK |, y; h - h)} and
{PPa MSK, (h’*)aa EE(va X, mg; MSK, g - g)’ K?yan(PPa M7 y; h- fl)}

We defer the proof of the claim for now, and first explain how the lemma follows from the claim. Given
(PP, MSK, (h*)%), we can output MPK := (PP, 4(MSK)) and generate the first i — 1 semi-functional secret
keys, and the remaining ¢ — ¢ normal secret keys using

—

KeyGen(PP,MSK - (h*)“,y;SampH(PP)) and Ke/yﬁn(PP,MSK,y;SampH(PP))

respectively.

This would in turn imply that Games ; 1 and Gameg ; o are statistically indistinguishable. We note that
this holds even if the adversary chooses y adaptively after seeing the challenge ciphertext CTx«, or if the
challenge x* is chosen after the adversary sees SKy,. 0

Proof (of claim). By linearity, we have:
E/n\c(PP, X, mg;MSK, g - g) = EIE(PP, x, mg; MSK, g) - E/n\c(PP, x,1; MSK, g)
KeyGen(PP, MSK, y; h - h) = KeyGen(PP, MSK, y; h) - KeyGen(pp, 1, y; h)
K?yan(PP,MSK ~(h")*, y;h-h) = K?yan(PP, MSK,y;h) - K?yan(PP, (h*)*,y;h)
Therefore, it suffices to show that:
{PP, MSK, (h*)®, Enc(PP, x, 1; MSK, &), KeyGen(Pp,[1],y;h)} and
{pP, MSK, (h*)®, Enc(PP, x, 1; MSK, &), KeyGen(pp,| (h*)*] y; h)}

are identically distributed. By parameter-hiding, we may replace (PP, h*,| &, h{) with (PP, h*, /g - &/, h - h'}),
which means it suffices to show that: o

{PP, MSK, (h*)?, En\c(PP, x,1;MSK, g - &), K?yan(PP, (1] y;h-h')} and
(PP, MSK, (h*)®, Enc(PP,x, 1; MSK, § - &'), KeyGen(pP, [ (h*) | y; h - ')}
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are identically distributed. At this point, we expand the expressions for Enc and K?y@n:

EnC(PP7 X, 1’ MSK, g X gl) — (gO’ gn—‘,—l . QTI . g.’[ff* . ggn+1+x171+---+$2*’71€* 7 6(@07 MSK))
KeyGen(PP> Ly; fl : fl/) = (iL0> iLnJrl ’ iﬁl T ]}ZZZ ’ B’gn+1+y17l+"'+yz7€’ Bﬁ-‘rl ’ hg[+1> ce hn : Bgn)
KeyGen(PP, (h*)a7 NE 1:1 . fl/) — (il(), (h*)a . lth—i—l . Bllll L. }AL?Z . ﬁng+1+yl'Yl+"'+yé’767 ﬁe-{-l . }Alg@rl’ i }Aln . ﬁgn)

o

Since h* lies in the group generated by ho, we may replace (h*)“ by (izo) " and “for all o” by “for all
o” and obtain a stronger claim. Now, by focusing on the exponents of the terms involving go and hy, it
suffices to show that for all o':

{Vnt1 + 171+ -+ Tever s Yopr F 171+ -+ YeYe, Yes1s-- -, Y} and
{1+ @i+ F zeve, &+ Y1 F v o YOV Ver1s -5t

are identically distributed. The last statement follows readily from Lemma 3. O

4.6 Pseudo-SF to Semi-Functional Keys

Lemma 5 (Gamey ;> to Gamey ; 3). Fori = 1,...,q, for any adversary A that makes at most q key queries,
there exists an adversary Bs such that

|AdV2,z‘,2()\) - Ava,i,S()‘)| < AdeRsi,()\)’

and Time(B3) ~ Time(A) + ¢ - poly(\, n) where poly(\, n) is independent of Time(.A).
Proof. The proof is completely analogous to Lemma 2, except we use MSK instead of MSK to generate the
i’th key query. That is, B3 is exactly the same as Bs, with the following change:
Key Queries. On input the j’th secret key query y, output

Ke/y@n(PP,I\TS\K,y;SampH(PP)) ifj <i

SKy < { KeyGen(PP,| MSK |, y; t) =i
Ke/yﬁn(PP,MSK,y;SampH(PP)) ifj >4

Observe that when t = h, the output is identical to that in Gamey; 3; and whent = h - fl, the output is
identical to that in Gamey ; ». We may therefore conclude that: [Advy ; 5(A) — Advy ; 5(N)] < Advig: (V). O

4.7 Final Transition

Lemma 6 (Gamey , 3 to Games). For any adversary A, we have

Proof. First, we sample (MSK, MSK) in both games as follows: pick MSK < H, a ¢ Zoramy and set

—

MSK := MSK - (h*)®. We may then simulate key set-up and answer key queries given just (PP, MSK) as
follows:
Setup. Observe that
p(MSK) = p(MSK) - p((h*)*) = p(MSK)
where in the last equality, we use orthogonality (1(h*) = 1. Output

MPK := (PP, p(MSK) ).
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Key Queries. On input the j’th secret key query y, output
SKy < KeyGen(PP, MSK, y; SampH(PP)).
Now, observe that the challenge ciphertext in Games 4 3 is given by:
ﬁn\c(PP,x*,mﬁ;MSK,g -8) = (Co, C1,C% - mpg),

where (Cp, C1) depend only on g - & = (go - go, - - -), and C} is given by:

Cy = e(go - G0, MSK) = e(go - o, MSK - (")) = e(go - o, MSK) - e(go, h*)°
where in the last equality, we use linearity and the fact that e(gg, (h*)*) = 1 (see Remark 1). Recall that
(pp, MSK, g - g) are all statistically independent of o <— Loramy- Then, by non-degeneracy, given MSK, all

of the secret keys, along with (Cp, C1) in the challenge ciphertext, the quantity
e(go, )"
is uniformly distributed over Gp. This implies the challenge ciphertext is identically distributed to a semi-

functional encryption of a random message in Gr, as in Games. We may then conclude that: [Adv, , 3(A) —
Adv;(\)| = 0. O

Remark 11. In our composite-order instantiation, we only have the weaker guarantee that e(go, h*)® has
at least 2 bits of min-entropy, instead of being uniform over Gr. We will modify the HIBE scheme as
follows: the message space is now {0, 1}*, and we replace the term g’y - m in the ciphertext with:

H(g7) @ m,

where H : Gr — {0,1}* is a pairwise independent hash function. By the left-over hash lemma, we still
have [Advy , 3(A) —Adv3(A)] < 29\ We will also require a composite-order analogue of Lemma 3 again
implicitin [11], where we quantify over prefixes x, y such thaty (mod p;) is not a prefix of x (mod p;) for
every prime divisor p; of N. This restriction is essentially WLOG, since we may otherwise find a non-trivial
factor of NV from the adversary’s key queries.

5 Instantiations in composite-order groups

In this section, we present an instantiation of dual system groups from subgroup decisional assumption in
composite-order bilinear groups. The construction is implicit in [11].

5.1 Composite-Order Bilinear Groups

A generator G takes as input a security parameter A and outputs a description (Gy,Gr,€), where N is
product of distinct primes of @(\) bits, G and G are cyclic groups of order N (specified using their
respective generators), and e : G X Gy — G is a non-degenerate bilinear map. We require that the group
operations in Gy and G as well the bilinear map e are computable in deterministic polynomial time with
respect to A\. We consider groups G whose orders are products of three distinct primes p1, p2, p3 (that is,
N = p1paps3). For every divisor n of N, we denote by G, the subgroup of Gy of order n. We use g1, g2, g3
to denote random generators of the subgroups G, , G, , G, of order p1, p2, and p3 respectively.

Assumption 1 For any adversary A, we define the advantage function:

AdvDS(N) == | Pr[A(D, Tp) = 1] — Pr[A(D,Ty) = 1] |
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where
(N7 GN) GT791>92193; 6) <~ g(l)\)7
hi23 <—x G'N;
D= ((Nv GN7 GTa e);gbg?n h123);
TO (—R Gpl’ Tl <_R Gppo'

Assumption 2 For any adversary A, we define the advantage function:
AdvD3?(\) == | Pr[A(D, Tp) = 1] — Pr[A(D,Ty) = 1] |
where
(N,Gn,Gr, 91,92, 93,€) < G(17);
h123 <=r G~ h23 <= Gpaps, 912 ¢ r Gpipo;

D := ((N,Gn,Gr,€); 91,93, h123, h23, g12);
TO <_R Gp1p37 Tl (—R GN

5.2 Construction

SampP(1*,1™): On input (14, 17), do:

run (N,Gn,Gr,91,92,93,¢) < G(1*), where G(1%) is a symmetric composite-order group
generator;

define (G, H, Gr,e) := (Gn,GnN,Gr,€);

define u : Gy — G by u(h) :=e(g1,h);

sample W < Z’, h123 < GN, h* < Gp,p, (We assume that hq23 is a generator of Gy and h*
is a generator of G'p,p,; these occur with overwhelming probability);

Output
PP:= ( (N,G,H,Gr,e);91,97 93, h123) and SP:= (A% g2,95 ).
Note that ord(H) = N and ord(h*) = paps.
SampGT(gr): Pick s <= Zy and output g7 € Gr.
SampG(PP): Pick s <— Zy and output (g5, gi%) € Gt
SampH(PP): Pick 7 < Zy, X3 < Gy, and output (g7 - g5, 97" - X3) € GZ;;;

S;'n?G(PP, SP): Pick § <— Zj} and output (g5, g5%) € Gyt

o —

SampH (PP, SP): Pick 7 <y Z};, X3 < G}, and output (g5 - g5, g% - X3) € ngpg.

Correctness. We check correctness properties as follows:

(projective.) Forall h € G and s € Zy, we have
SampGT(u(h); s) = SampGT(e(g1, h); s) = e(g1, h)® = e(gi, h) = e(SampGy(PP; 5), h).
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(associative.) We may write w := (w1, ..., wy), then for all

(97,97, - g7"") < SampG(PP) and (g1 93,91 - X51,...,91"" - X3n) <= SampH(PP)
and forallz = 1,...,n, we have

e(g1, 91" - X34) = e(g1,91)"™ = e(97"", 91 - g5)-

(H-subgroup.) This follows readily from the fact that Z is an additive group.

Security. We check security properties as follows:

(orthogonality.) This follows readily from the fact that g; and h* lie in orthogonal subgroups G, and

GPQPB .

(non-degeneracy.) For all g§ — S;T]?GO(PP’ SP; §), we have
e(g5, h*) = e(ga, h*)* # 1 (i.e., ord(e(g5, h*)) = p2)

where the final inequality follows from the fact that h* is a generator of G,,, and § € Zj};; thus,
e(g5, h*)* has at least log po bits of min-entropy, where o < Zy. Moreover, for all g - g} <«

Smo(PP, SP; ), gb - g% is a generator of Gy, since 7 € Z - Non-degeneracy for h* follows readily.

2P3

We establish left subgroup indistinguishability, right subgroup indistinguishability, and parameter-hiding in
next three subsections. The left and right subgroup indistinguishability relies on computational assumptions
in composite-order groups, whereas parameter-hiding is unconditional.

5.3 Left Subgroup Indistinguishability
We may rewrite the corresponding advantage function as:
Adviy(N) := ‘Pr[ A(pp,g) =1] —Pr[ A(pP,g-8) =1 H
where
(PP, SP)  SampP(1*,1");
g:=(91,91"), s < Zn;
&:=(95,95"), 8 ¢x L.
Lemma 7 (DS1 to LS). For any adversary A, there exists an adversary B such that:
AdVE(N) < Advi () +1/p1 +2/p2 +1/ps.
and Time(B) ~ Time(A) + poly (A, n) where poly (A, n) is independent of Time(.A).
Proof. The adversary B gets as input
((N,GN,Gr,e€); 91,93, h123, T ),
where either T' <—x G, or T' <— Gy, p,, and proceeds as follows:
Simulating PP. Pick w < Z; and output
PP:= ((N,G,H,Gr,e€); 91,97, h123,93 ) -

Observe that PP is properly distributed as long as hj23 is a generator of & v; this occurs with probability
atleast 1 —1/p; — 1/pa — 1/ps.
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Simulating the challenge. Output (7',7%).

Observe that when 7' <—x G,,,, the output is identical to (PP, g); and when T <— G, p, and the G,,-
component of 7" is not the identity, which occurs with probability at least 1 — 1/po, the output is identical to
(PP, g - g). The lemma then follows readily. O

5.4 Right Subgroup Indistinguishability

We may rewrite the corresponding advantage function as:
AdVE(\) := |Pr[ A(PP,h*, g - g, h) = 1] — Pr[ A(pp,h*,g - g, h-h) =1]|
where
(PP, SP) < SampP(1},17);

g = (gf>gigw)a S <R ZN;

g = (ggvggw)v 5 R Z*Na
h:= (g7 -93,91" - X3), 7 <= ZN, X3 ¢ G;
= (g5 95,95 - Y3), 7 <= Zi, Y3 ¢ Gp.

Lemma 8 (DS2 to RS). For any adversary A, there exists an adversary B such that:
AdVEL(N) < AdvE2(N) + 1/p2 + 4/p2 + 2/ps.
and Time(B) ~ Time(A) + poly (A, n) where poly(\, n) is independent of Time(A).
Proof. The adversary B gets as input
((N,Gn,Gr,€); 91,93, hi23, haz, 912, T ),

where either 1" <—x G, p, or T' <— Gy, and proceeds as follows:
Simulating auxiliary input PP, 1", g - g. Pick w <— Z; and output
PP := ((N,G,H,Gr,¢); 91,97 ,93,h123) and h*:=ho3 and g-g:= (g12,97%)

Observe that PP, h*, g - g are properly distributed as long as h193 is a generator of Gy, hos is a generator
of Gp,p,, and the G,-component of g2 is not the identity; these occur with probability at least 1 —

1/p1—3/p2 —2/ps.
Simulating the challenge. Pick X3 < G}, and output (T, T™ - X3).

Observe that when 7' <—x G, p,, the output is identical to (PP,h*, g - g, h); and when T <— Gy and
the Gp,-component of 7" is not the identity, which occurs with probability at least 1 — 1/ps, the output is
identical to (PP, h*, g - g, h - h). The lemma then follows readily. O

5.5 Parameter-Hiding
We may rewrite the corresponding parameter-hiding as:

Lemma 9 (parameter-hiding). The following distributions are identically distributed

{ PP, h*, (95, 95" ), (9% - 95, gb™ - X3) } and { P, 1", (g5, 05 ), (b - g, 3TV - Xy) }
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where

(PP, SP) — SampP(1*,1"); 3,7 «—x Zy; X3 & Gpy; W < Z.

Proof. Observe that h* is a generator of Gy,p, and PP has the form ((N,G,H, Gr,e); g1, 9, 93, h123),
which depend only on w modulo p; since

g}v _ g;v(modpl )

The lemma follows readily from the Chinese Remainder Theorem, namely, w modulo p; and modulo ps are
uncorrelated. O

6 Instantiations from d-LIN in prime-order groups

We provide an instantiation of dual system groups from d-LIN in asymmetric prime-order bilinear groups.
The starting point of our construction uses ideas from dual vector pairing spaces [13, 14], but the final
construction is fairly different.

Combined with our HIBE scheme in Section 4 and instantiation from d-LIN in Appendix 6, we obtain a
depth n HIBE based on d-LIN with the following parameters:

IMPK| = d(d + 1)(n + 2)|G1| + d(d + 1)(n + 2)|G2| + d|Gr| and
[SK| = (d+1)(n+1)[G2| and [cT| =2(d + 1)|G1] + |G|

A self-contained description of our HIBE scheme is given in Appendix 7.

6.1 Prime-Order Bilinear Groups

A generator G takes as input a security parameter A and outputs a description (p, G1, G2, Gr, 91,92, €),
where p is a prime of ©(\) bits; G1, Gy and G are cyclic groups of order p; g1, g2 are generators of G
and G5 respectively; and e : G X G3 — G is a non-degenerate bilinear map.

Assumption 3 (d-LIN: the d-linear assumption in GG1) For any adversary A, we define the advantage
function:

AdviP™N(\) = [Pr[A(D, Ty) — Pr[A(D, )|
where

(p’ G15G27GT59179276) <~ g(l)\)’
S1,.+.58d R Lp; Q1,...,04,Sd+1 <r Z;‘,;

ad+1  _aisi adsd).

D:: ((paG17G27GT76);9179279%17"‘7gildagl 7g]_ 7"'7.91 bl
Ty := g‘lld+1(51+"'+3d)’ Ty = gtlld+1(31+"‘+3d)+5d+1'

Remark 12. Typically, we sample a1, ..., a4, Sq+1 <r Zp; this yields a (d + 1) /p negligible difference in
the advantage.

Matrix-in-the-exponent. Given two vectors X = (1,...,%y),y = (y1,...,Yn) Over scalars, we use (x,y)
to denote the standard dot product x"y. Given a group element g, we write g* to denote (¢*,..., g"");
we define g® where A is a matrix in an analogous way. Note that given a matrix of group elements g,
and a matrix B of “exponents”, one can efficiently compute ¢gB; we will also denote this computation
by (g*)B. On the other hand, if G1, Go, Gr are three groups endowed with an efficient bilinear map e :
G1 x Gy — G, then given gf‘, ng for g1 € Gy, 92 € Gg, one can efficiently compute e(g1, gg)ATB vi

(e(g1,92)2 B)i; = I, e(gf’“’i, gQBk’j). We will use (g2, ¢B) = e(g1,92)" B to denote this operation.

a
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6.2 Construction

Let 71, mr be the projection maps that map a (d + 1) x (d + 1) matrix to the left d columns and right-most

column respectively.

SampP(1*,1™): On input (1*, 17), do:

— run (p,G1, Go, G1, g1, g2, ) < G(11), where G(17) is an asymmetric prime-order group generator;

define (G, H,Gr,e) := (G, GIT, Gr,e);

random full-rank diagonal matrix R in Z,(gdﬂ) XD hose bottom-right entry is 1; define

D = FL(B), f = WR(B), Dz = FL(BAZ'), fz = WR(BAz)
D*:= 7 (B*R), f* := 7r(B*R), D} := n,(B*A]R), f*:= m7r(B*A]R)

define pu: G3™ — G2 by p(g%) = e(gD, g¥) for all k € ZI+1.

— Seth* :=gt";
Output
D D, D, f f, f,
ppo= | (0.GH Grep /L TN g sea= | T O
92 79217"'7g2n 9279217"'7.92”
Note that ord(H) = p and ord(h*) = p.
SampGT(g%): Pick s <— Zg and output g;Tp € Gr.
SampG(PP): Pick s +— Zg and output (gP3, gP1s, ..., gPs) e (It
SampH(PP): Pick r < Z¢ and output (g3, gQDTr, . 7953;11") € (GEThyntt,
S?’n?G(PP, SP): Pick 8 <~ Z; and output (g3t g‘ffl, e ,gff”) € (G&Hhyntt,
SampH (PP, SP): Pick # < Z; and output (g5f, g1 ..., gb™") € (G411,

Correctness. We check correctness properties as follows:
(projective.) Forall k € Zg“ and all coin tosses s € Zg, we have p(gX) = e(g1, QQ)DTk and

. T
SampGT (u(g%);s) = e(g1,g2)° P X = e(gP%, g5) = e(SampGy (PP;s), g),

where in the second equality, we use the fact that s"(D"k) = (Ds)"k.

(associative.) We need to show that for all

(gP5,gP15 ... gP"®) « SampG(pp) and (g, g5 ,...,g2"") < SampH(pp)
and forallz =1,...,n, we have
D; D; *
e(gPsagQ r) = e(gl S’g? I‘)‘
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Observe that for all 7,
B'(B'A]R) = (B'B")A]R=A/R=A;(B'B*)R = (BA,)'(B'R).
This implies
[D[If]' [DF||f] = [D4]| ] [D*[|£]
and thus D"D} = D} D*. Associative follows readily.

(H-subgroup.) This follows readily from the fact that Zg is an additive group.

Security. We check security properties as follows:
(orthogonality.) For gP and gg*, we have
£* D f*
u(gy ) =elgr,ga ) =(1,....1)",
where in the equality, we use the fact that

D't = 7, (B) 7p(B*R) = 1 (B) 7x(B*) = (0,...,0)".

(non-degeneracy.) For all gP% < SampG(PP;s) and gf* « S;n?G}O(PP, SP; §), we have
Ds 5 f* 3f £ 3 o
6(91 ° gi » 92 ) = e(gf » 92 ) = 6(91592)8 7& 1, since § € Z;(w
thus, e(gPs - gif, gf ") is identically distributed to the uniform distribution over G, where o < Z,,.

Moreover, for all g5t~ <~ SampH, (PP, SP; ), it is clear that g&" lies in the group generated by gif" since
T e
P

We establish left subgroup indistinguishability, right subgroup indistinguishability, and parameter-hiding in
next three subsections. The left and right subgroup indistinguishability relies on the d-LIN assumption in
prime-order groups, whereas parameter-hiding is unconditional.

6.3 Left Subgroup Indistinguishability

We may rewrite the corresponding advantage function as:
Adv'P(X) := |Pr[ A(PP,g) = 1] — Pr[ A(PP,g- §) = 1]
where

(PP, SP) < SampP(1},1%);

._ ( Ds Dis D,s d.
g'_(gls7gll7"')gl )7S<_RZp7
A sf st sf, ~ %
g:=(91,91"»91") 8w L,

Lemma 10 (d-LIN to LS). For any adversary A, there exists an adversary BB such that:
AdviE(N) < AdvEN(N).

and Time(B) ~ Time(A) + d? - poly (), n) where poly(\, n) is independent of Time(A).

Proof. We may write (PP, g, g - g) interm of B,B*, A;,..., A, R as follows:

w1, (B) 7 (BA1) 7 (BAy)
PP :— ( GHG )gl 9 gl I "'791
= b, 10,5, €); 7 (B*R) WL(B*AIR) WL(B*A—,[R) ’
92 ) 92 IR 92
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and

B(: BA: (S BA, (¢

g = (gl (0)791 1(0)7"‘791 (0))7
. B(5) BA(S BA, (%
g-g:= (g0, M 0 L g0,

where s < Zg and § < Z; (and thus @), () € Zg“).
The adversary B gets as input

Ad41 a1s1 agqsq ad+1(31+~~-+5d)+3d+1 )
)

((paGlaGZaGTve);ngQag?l)'"79?(1791 » 91 s dq » 91

where either sg11 = 0 or sg41 <& Z;‘,, and proceeds as follows:

Programming s, 5. B implicitly sets
s:=(s1,...,8q¢)" and §:=s441

where (s1, ..., 84, Sq+1) are as defined in its input. Later on, B will output g if § = s411 = 0, and g - g
if § = say1 <r Zy.

Programming B, B*, A;,..., A, R. We define

-1 —1
ai aj —aj ag41
—1 —1
as a; —ay g1
W .= and W©*:=
-1 1
aq a;j’ —ay agi1
Ad+1 Ad+1 - Ad41 1 1

Observe that WTW* = I;,4. It follows immediately that

g
W (%
VO
91
ag41(s1+-+sa)+sa+1
9
Next, B samples B < GLg;1(Z,), along with Ay, ..., A, ¢ Zl(,dﬂ)x(dﬂ), and implicitly sets:

B* .= (B!)";
(B,B*) .= (BW,B*"W™);
A =W IAW.
It is clear that (B, B*) and Ay, ..., A,, are properly distributed. Note that we have:
BA; = (BW)(W'A;W)=BA;W and B*A] = (B*W*)(WTA[(W™ 1)) = BFAITW*.
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Finally, BB picks 71, ..., 7q —r Z,, and implicitly sets

airi
asra
R =
aqrd
1
Observe that R is properly distributed since aq, ..., aq # 0.
Simulating PP. Observe that for all¢ = 1,...,n, B can compute

girL(B) _ gz"L(BW) and g;’L(BAi) _ girL(BAiW)
g;TL(B*R) _ g;rL(B*W*R) _ gf*ﬂ'L(W*R) and
g;rL(B*AZTR) _ g;L(B*AIW*R) _ gf*AZTwL(W*R)

since it knows (B, B*, A1,...,A,), gV as well as 7, (W*R). Here, we use the fact that

1
2
L (W*R) =
Tq
00 ---0
Simulating the challenge. B outputs the challenge as
a181
B
adsq
B(3)  BW(Y) adg+1(81 4+ 8d) + Sdt1
v =% =%
along with
ai1S81
BA;
aqgsd
BA,()  BAW(Y) adri(si+ -+ sa) +sar1)
91 =91 =0 i=1,...,n

Observe that if § = sq41 = 0, then the output challenge equals g and if § = 5411 <& Z;, then the
output challenge equals g - g.

The lemma then follows readily. O
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6.4 Right Subgroup Indistinguishability

We may rewrite the corresponding advantage function as:
AdVES(\) := |Pr[ A(PP,h*, g - g, h) = 1] — Pr[ A(Pp,h*,g - g, h-h) = 1]|
where

(PP, SP) < SampP(1*,1™);

D D D, .
g = (gl s?.gl 1S> cee 791 s)v S <R ng
~ st st A .
g = (gl 7gi17"')gi )7 8<—RZ;7

Dir Dir d.

h ( 792 7"'792 )ar<_RZp7
" P i SN
hi= (g5 g9 ', 0" ), T <r L

Lemma 11 (d-LIN to RS). For any adversary A, there exists an adversary BB such that:
AdvEE(\) < AdvEHN(N) + 1/p.
and Time(B) =~ Time(A) + d? - poly(\, n) where poly(\, n) is independent of Time(A).

Proof. We may write (PP, h*,g - g, h, h- fl) interm of B,B*, Aq,..., A,,, R as follows:

w1 (B) 7, (BA1) 7, (BAy)

L 91 ] ) R * mr(B*R)
ppi=| GG L e AR Al | W=
and
$)  BA; BA, (¢
g ( ()791 ()7"'agl (O))a
R B(%) BA BA,
g-g:= ( ()791 1()7"'7.91 ())7
b (PR BAIRG) ARG
B*R B*AIR(X B*AlR(X
h h _( (7‘)’92 1 (T)7---792 n (7‘))’
where s, r ¢ Zg and 3,7 < Z (and thus G), ) G), () e Zg“).
The adversary B gets as input
((p G1,G2, G, €): g1, 02,95% -, 95%, g5 1 g9, .., g™, gyei e raran )

where either r411 = 0 or rgqq ¢ Z;;, and proceeds as follows:
Programming r, 7, R. B picks 71, ..., 74 < Z, and implicitly sets

a1m

aoTa

aqrq

27



and
. (x1 ~—1, . \T d .=
r:=(F r,...,7; rg)  and 7 i=rgq,

where (r1,...,74,74+1) are as defined in its input. Later on, B will output h if # = r41; = 0, and
h-hif 7 =rgi1 < Zj,. Observe that R, r, and 7 are independent and properly distributed as long as
al,...,ad;‘éo.

Programming B, B*, A;,..., A,. We define

1 —al_ladH 1
1 —ag_ladH 1
W .= : and W*:= ,
1 —a;lad_H 1
1 -1 -1 -1 1
Ay Gd41 Qg Ad41 - Gy Ad41

Observe that WTW* = I, 4. It follows immediately that

9(2117'1
WR() _ :
92 o aqrq
92
ag1(ri+-+rq)+ras1
2
Next, B samples B < GL4+1(Zp), along with Al A, Zz(,dﬂ)x(dﬂ), and implicitly sets:
B*:= (B™1)";

(B,B*) := (BW,B*W*);
A, =W ITAW.
It is clear that (B, B*) and A, ..., A,, are properly distributed. Note that we have:
BA; = (BW)(W1A;W)=BA;W and B*A] = (B*W*)(W Al (W 1)) = B*A]W"*.

Simulating PP. Observe that for all7 = 1,...,n, B can compute

B Brp (W BA,; BA;7, (W

g;rL( ) =g (W) and g;TL( ) =g 7L(W)
* 0 * * AT Rx AT *
g;rL(B R) _ g;rL(B WR) 4 g;TL(B AlR) _ g;l'L(B ATW*R)
since it knows (B, B*, A1,..., A,), 7.(W) as well as g3V ®. Here, we use the fact that
(g5")"
(95°)"
gy =
(g5*)"
(g™ (g2)™ - (92")™ go
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Simulating ~*. Observe that B can compute

" B*R B*W*R
B = g;m( ) _ g;rn,( )7

since it knows B* as well as g)V .

Simulating auxiliary input g - g. 3 picks S <— ZZH and implicitly sets

(v

Observe that s and § are properly distributed as long as § # 0, which occurs with probability 1 — 1/p.
Now, we can write g - & as:

B(% BW)(W~—15 B5 BA, (3 BA;W)(W~15 BA;s
91“:95 L . N ():g§ W'8) _ BAS ;_q o,
where (f’), Al, ey An, §) is known to B. Therefore, B can simulate auxiliary input g - g.
Simulating the challenge. B outputs the challenge as
a1’y
]’:}'*
adrd
B'R(Y)  B*W'R() ag1(r1+ - +ra) + rap
92 =99 = 99
along with
aiT
B*A]
aqrd
B*AIR(Y)  B*ATW*R(Y) agp1(ri+ -+ +ra) +raq
91 =01 =0y i=1,...,n

Observe that if 7 = r411 = 0, then the output challenge equals h and if ¥ = 7441 & Z;, then the
output challenge equals h - h.

The lemma then follows readily. g

6.5 Parameter-Hiding
We may rewrite the corresponding parameter-hiding as:

Lemma 12 (parameter-hiding). The following distributions are identically distributed

st of 5f st S(fi+mf) 5(fn+ynf)
op. of 91y 91y 91" i b ot g1 91 ;e 91
1920 e iy Py a 2925 pe #(E7Amf?) (£ +ynf*)
g2 792 a"'ag2 g2 792 7"'392
A A A
where (PP, SP) <= SampP(1%,17), 8,7 <= Zj and Y1, . .., Yn <—x Zp.
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Proof. Fix g1,¢2,(B,B*) and R (that is, we prove that the statement holds for all g1, g2, B, B*, R).
Following SampP (1%, 17), we sample random A1, ..., A, set

D :ﬂ'L(B), f :TFR(B), Dl :ﬂ'L(BAi), fl :WR(BAZ)

D* =7 (B*R), f*=7r(B*R), D! =1, (B*AIR), ff = mr(B*A]R).
Next, let V :=eg 1€}, € Z}(,dﬂ)x(dﬂ)
with 1. Define matrices

, that is 'V is the zero matrix with the bottom-right entry replaced

A=A, +~vV,i=1,...,n.

Now, consider the following probability experiment: we run SampP with (A],...,A]) in place of
(Aq,...,A,) to generate (PP, SP) and output

{pP, h*, SampG(PP, SP), SampH (PP, sP)}
Observe that
BA] =BA; + BV = [D; | f; + vf |

where in the second equality, we use the facts that (1) the maps 77, and 7 are linear; and (2) BV = fe, 41
and thus mr(BV) = f. Similarly,

B*(A)))R=B*A,R+y,B*V'R =D} || £ +vf"]

Here, we also use the fact that VTR = V, since R is a diagonal matrix with bottom-right entry 1. Observe
that:

— ifyy = --- =y, = 0, then we obtain the left distribution in the statement of the lemma;
— ify1,...,vn ¢r Zp, then we obtain the right distribution in the statement of the lemma;
— whether weuse y; = --- = v, = 0or y1,...,v, <r Zp, we exactly obtain the same distribution for

Ai,...,A and A},... A/

n*

The lemma follows readily from combining the three observations. O

7 Concrete HIBE scheme from d-LIN in prime-order groups

In this section, we show how the concrete HIBE scheme from d-LIN works in prime-order groups. Recall
that 7, : Zédﬂ)x(dﬂ) — ZI(,dH)Xd is the projection map that maps a (d + 1) x (d 4+ 1) matrix to the left d

columns.

Setup(1*,1™): On input (1*,1™), sample

B,B*,R ¢ GLat1(Zp), A1, ..., Api1 < ZWTXED ko 70

such that B'B* = I and R is a diagonal matrix whose bottom-right entry is 1, and output the master
public and secret key pair

7 (B) mL(BA1) mrL(BAny1)
MPK :— 91 ) gl ’ tety gl . ( )kTﬂ'L(B)
| m(B*R) . (B*AIR) mr(B*AT, R)> €\91, 92
92 9 92 AR 92

e (G(1d+1)><d)n+2 % (ng'i‘l)Xd)nJrQ « G%
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and
MSK := gk € G4t
Enc(MPK, x,m): On input an identity vector x := (x1,...,2y) € Zf; and m € Gr, pick s Zg and
output
CTy 1= ( Cpy := gil'L(B)s, Oy = g;TL(B(An+1+x1A1+---+ngg))s’ Cy = 6(91,92)1(77%(13)5 ) m)

€ G¥ x G4 x Gr.

KeyGen(MPK, MSK, y): On input an identity vectory := (y1,...,y¢) € ZI‘;, pick r < Zg and output
. L(B*R)r . ktmr (B (Anyi+yi Aty A) R)r
SKo 1= KO = g2L 9 Kl =9 . " e (Gd+1)n—€+2
y 7L (B*A),  R)r B*ATR 2 :
Kpi1 =gy Ky, = ggL( r

Dec(MPK, SKy, CTx): If y is a prefix of x, run
SKx := (Ko, K1,...) < KeyDel(MPK, SKy, X).
Compute
e(g1,92)" B« ¢(Co, K1) /e(C1, Ko),
and recover the message as

m 4 Cy - e(gl,gg)_kT”(B)s € Gr.

KeyDel(MPK, SKy,y’): On input a secret key SKy := (Ko, K1, K/41,...,K,) and an identity vector

/

y = (y1,...,yp;) € Zf), first compute
— / Y
SKy := (Ko, K1 - K/ Kpf Kopga, o, K ).

Then, pick r’ +—¢ Zg and compute

*R)r/ * TR) 7mL(B*Al, R)r * ATR\p/
SK/ = (g;TL(B R)I‘7 g;"L(B (A7z+l+ylAl+ “l’yg/Ag/) R)l" g2L o +1 e g;TL(B AnR)I‘ > )

Finally, output
SKy/ 1= §Ey/ - SK’

where - denotes entry-wise multiplication.

8 Spatial Encryption from Dual System Groups

We provide a construction of a compact spatial encryption scheme from dual system groups where the
ciphertext comprises two group elements in G and one in Gr.

8.1 Spatial Encryption

For any matrix Y € ZZXZ, we use span(Y) to denote the linear space spanned by columns of Y. A spatial
encryption scheme consists of five algorithms (Setup, Enc, KeyGen, Dec, KeyDel):
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Setup(1*,1") — (MPK, MSK). The setup algorithm takes in a security parameter 1%, and a dimension
parameter 1. It outputs public parameters MPK and a master secret key MSK.

Enc(MPK, x,m) — CTx. The encryption algorithm takes in the public parameters MPK, a vector x, and a
message m. It outputs a ciphertext CTy.

KeyGen(MPK, MSK,Y) — SKvy. The key generation algorithm takes in the public parameters MPK, the
master secret key MSK, and a space Y. It outputs a secret key SKvy.

Dec(MPK, SKy, CTx) — m. The decryption algorithm takes in the public parameters MPK, a secret key
SKy for a space Y, and a ciphertext CTx encrypted under a vector x. It outputs a message m if x €
span(Y).

KeyDel(MPK, SKy,Y’) — SKy. The key delegation algorithm takes in the public parameters MPK, a
secret key SKvy, and a space Y’, where span(Y’) C span(Y). It outputs a secret key SKy.

Correctness. For all (MPK, MSK) < Setup(1*, 1™), all vectors x, all messages m, all decryption keys SKvy,
all x such that x € span(Y), we have

Pr[Dec(MPK, SKy, Enc(MPK, x,m)) = m| = 1.

Delegation. We require that delegation is independent of the path taken; that is, if Y’ C Y, then the
following distributions are identical:

{sKy, KeyDel(MPK, SKy,Y’)} and {sKy,KeyGen(MPK,MSK,Y")}

8.2 Security Model

We now give the notation of adaptive security for spatial encryption. The security game is defined by the
following experiment, played by a challenger and an adversary A.

Challenge Space. The adversary A gives the challenger the dimension parameter 1™.
Setup. The challenger runs the setup algorithm to generate (MPK, MSK). It gives MPK to the adversary .A.

Phase 1. The adversary .4 adaptively requests keys for any space Y of its choice. The challenger responds
with the corresponding secret key SKy, which it generates by running KeyGen(MPK, MSK, Y ). Because
of our restriction on delegation, the returned SKvy is independent of the path taken.

Challenge. The adversary submits two messages mg and m; of equal length and a vector x* with the
restriction that it holds x* ¢ span(Y) for any query Y in Phase 1. The challenger picks 5 < {0, 1},
and encrypts mg under x* by running the encryption algorithm. It sends the ciphertext to the adversary

A.

Phase 2. A continues to issue key queries as in Phase 1 with the restriction that it must hold x* ¢ span(Y)
for any query Y.

Guess. The adversary .A must output a guess 3’ for 3.
The advantage Adv’; ()) of an adversary A is defined to be | Pr[s’ = 3] — 1/2].

Definition 2. A spatial encryption scheme is adaptively secure if all PPT adversaries A, Adv’()) is a
negligible function in \.
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8.3 Construction

Setup(1*,1™): On input (1%, 1™), first sample
(PP, SP) < SampP(1*,1""1).
Pick MSK < H and output the master public and secret key pair

MPK := ( PP, u(MSK) ) and MSK.

Enc(MPK, x,m): On input a vector X := (z1,...,7,)" € Z

(H) and m € G, sample
(90,915 - -+ 9n> Gn+1) < SampG(PP; 5), gp <= SampGT (1u(MSK); 5)
and output
n
CTy := (Co = go, C1 ::gn+1-Hgfi, Co :—g}‘m> € G x G x Gr.

i=1

KeyGen(MPK, MSK, Y): On input a space Y := (y; j) € ZZerlEH), sample
(ho, b1, .-y By hny1) <= SampH(PP)
and output
n n
SKy = ( Ko = ho, Ky :=MSK-hpy1, Ky =[]0, ..., Kepr = [ 1] ) e (H)“+2.
i=1 i=1
Dec(MPK, SKy, CTx): If x € span(Y), run
SKx := (Ko, K1, K2) + KeyDel(MPK, SKy, X).
Compute
e(gg, MSK) — 6(00, K- KQ)/G(Cl, Ko),
and recover the message as

1

m < Cy - e(go,MSK) ™~ € Gr.

KeyDel(MPK, SKy, Y’): On input a secret key SKy := (Ko, K1, Ks,...,K;y1) and a space Y' :=

(yi;) € Zgrfi%m) where span(Y’) C span(Y), compute T := (t;;) € Zﬁrxdé(lH) such that Y/ = YT

and
¢

l
—~ t',l t-,g/
Sky = | Ko, Ky, [[ K%, - [
j=1 j=1

and sample SK’ + KeyGen(MPK, 1,Y’). Output
SKy/ 1= §Ey/ - SK’

where - denotes entry-wise multiplication. Note that to generate or delegate a secret key for a vector x,
we delegate to span(x).
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Delegation. Fix Y and Y’ such that Y/ C Y. Let SKys and SK’ be the values computed by
KeyDel(MPK, SKy, Y'). Itis straight-forward to verify that SKy lies in the support of KeyGen(MPK, MSK, Y'):

l l
R tj1 tyer
SKy’ = Ky, Kl’HKj+1""’HKj+1
j=1 j=1
0 n y4 n
Yi,j\t; Yi, g\t
= h07 MSK - hn+11 H(th J) J717 SRR H(Hh‘z ]) 3t
j=1 i=1 j=1 i=1
n £ n £ .
it Yijt;
= | ho, MSK - by, TTTT 007 - TR
i=1j=1 i=1j=1
n , n J
Yi1 i 0
_= h07 MSKh”n+1) thl g eeey thz
i=1 =1

By linearity of KeyGen and the H-subgroup property, multiplying by Sk’ re-randomizes the key and yields
independence of the path taken.

Correctness. It suffices to establish correctness for x = y, where y € span(Y), using the delegation
property. Observe that for CTy, SKx,

€(Co, Ky K2)/e(C1, Ko) = (g0, MK - (- [T 1)) - e(omin - T 0 o)
=1 i=1

= lan5K) - (etan ) [T elons %) (elgwrns o) T et b))

i=1 =1
= e(g()a MSK)

where the last equality relies on associative, namely e(go, h;) = e(gi, ho) and e(gn+1,ho) = (g0, hn+1)-
Finally, by projective, g} = e(go, MSK). Correctness follows readily.

8.4 Proof of Security

We prove the following theorem:

Theorem 2. Under the left and right subgroup indistinguishability (described in Section 3) and the
additional requirement that ord(H) is prime, our spatial encryption scheme in Appendix 8.3 is adaptively
secure (in the sense of Definition 2). More precisely, for any adversary A that makes at most q key queries
against the spatial encryption scheme, there exist adversaries By, By, Bs such that:

Adv 4 (N)*F(N) < AdV]BSl N +q- AdvRB‘Z N +q- AdvRBi (\),
and
max{Time(By), Time(B2), Time(B3)} ~ Time(A) + ¢ - poly (A, n),
where poly(\, n) is independent of Time(A).
The proof follows via a series of games. To describe the games, we must first define semi-functional keys

and ciphertexts.
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Auxiliary algorithms. It is helpful to define the following algorithms:

—

Enc(ppP, x, m; MSK, t): On input x € Zg‘rd(H), m € Gp,and t := (Ty, T4, ..., Ty, Ty1) € G™FL, output

n
CTx 1= ( Co: =Ty, Cq:= Tn+1 : Hrffz, Cy = G(To,MSK) . m) .

=1

KeyGen(PP, b, Y;t): Oninput h € HL Y := (y;;) € Z"%¢. and t := (T, T4, ..., Ty, Tpy1) € HHL,

ord(H)’
output
n n
SKy = (KO =Ty, Ki:=h Tpi1, Ko := HTZ.W, o Ky = HT}“ > .
=1 i=1

Auxiliary distributions. Auxiliary distributions and game sequence is defined exactly as the proof of our
HIBE scheme in Section 4.2, using the auxiliary algorithms as defined above.

8.5 Pseudo-Normal to Pseudo-SF Keys

We need the following statistical lemma for spatial encryption.

Lemma 13 (implicit in [11, 3]). For any prime p, for all x € Zy; and Y € nge, where x & span(Y), the
following distribution is identically distributed to the uniform distribution over Zf,“:

{u'x,u"Y}
where u < Zg.
Lemma 14 (Gamey; 1 to Gameg;2). Fori=1,...,q:
’Adv2,i,l()‘) - Ade,z‘,z()\)‘ =0.

Proof. The proof starts out the same as that in Lemma 4, until the point where we expand the expressions
for Enc and KeyGen. Here, we obtain:

Enc(Pp,x, 1;MSK, & - &) = (0, Gn+1 - Hg, Ggm TR (3, MSK))
=1
/\ o o . n n
KeyGen(PP,l,x;h-h') — (hO;hn+1 ‘hgnJrl’HAyzl (hzl 1 Yi, 1%) .”,HAyzZ (hZZ 1%[%))
=1 i=1
Ke/y@n(PP, (h*)a’ Y, ﬁ . ﬁ/) _ (iLo, ]zbn—&-l h"/n+1 H ~Yi,1 hzl 1 Yi, l’Yz H ~Yie th 1 Y4, Z’Yz))

a/

Since h* lies in the group generated by kg, we may replace (h*)® by (ho)® and “for all o by “for all o
and obtain a stronger claim. Now, by focusing on the exponents of the terms involving gg and hy, it suffices
to show that for all o

n n n
{1+ D T It X YidVir- - Y Yiryi}  and
=1 =1 =1

n n n
{1+ Z 2% & + Ynt1, Z YilVis - -+ Z Yievit
i=1

1=1 i=1
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are identically distributed. The last statement follows readily from Lemma 13. g

Acknowledgments. We thank Allison Lewko for insightful discussions.
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