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Abstract. The classical leakage model usually exploits the power of one single
S-box, which is called divide and conquer. Taking DES algorithm for example,
the attack on each S-box needs to search the key space of 2° in a brute force
way. Besides, 48-bit round key is limited to the result correctness of each single
S-box. In this paper, we put forward a new leakage model based on the power
consumption of multi S-box. The implementation of this method is combined
with genetic algorithm. In DES algorithm, we can establish leakage model based
on the Hamming distance of summing up 8 S-boxes. The genetic algorithm can
search the key space of 2*® to complete the attack of 8 S-boxes at the same time
intelligently. And we also experimentally validate the fact that the leakage model
of 8 S-boxes can decrease about 60% number of traces which is needed in the
classical based on one single S-box in time domain and it also decreases about
33% number of traces in frequency domain. The IC card which is used in
experiment is the training card 8 provided by Riscure Company.

Keywords: side-channel analysis, leakage model, genetic algorithm, correlation
power analysis.

1 Introduction

Leakage model plays an important role in power analysis attack. Attackers use it to establish
the virtual power consumption of each different guess key to simulate the actual work state of
cryptographic devices. With the development of power attack, the cognition of leakage model
is getting more and more accurate. DPA which is used by Kocher [7,8] and formalized by
Thomas Messerges et al. [10] just exploits 1 bit power information to classify the power traces.
In [1,2,9,11], leakage model usually exploits the Hamming weight or Hamming distance of
some bits in a S-box to depict the actual power consumption. Both approaches exhibit some
limitations due to unrealistic assumptions and model imperfections. But it is obvious that the
trend of leakage model is advancing towards the way which can be closer to real power
consumption.
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In DES algorithm, the DES key is 56-bit, which means if you want to guess the key in brute
force way, you have to try all 2°¢ key. Classical DPA and CPA aim at attacking the key of
one single S-box. It is a classic divide-and-conquer strategy, which suggests the key can be
recovered by cracking 8 S-boxes separately. Appearance of the strategy is due to the reason
that classical leakage model need to search all 2° key space in a brute force way. The poor
ability of searching extremely limits the key space which results in the attacking target can
only choose one single S-box. While in fact, the leakage model based on a single S-box is not
so accurate. Because in each round of DES, it usually need do the parallel operation of
inquiring 8 S-boxes. In time domain, this behaves as the process of inquiring 8 S-boxes is
working at the same time.

However, the classical leakage model chooses a single S-box as the attacking target, while
regarding the other 7 S-boxes as noise. This kind of leakage model just exploits the power
information of one single S-box in essence. That means the classical leakage model which
aims at one single S-boxes has discarded most of the power that can should be available. As
we know, Hamming weight or Hamming distance of a single S-box just ranges from 0 to 4.
So, the problem which we face is that one single S-box may lead to low SNR, and multi S-box
may bring the unacceptable searching key space.

Our Contribution. The novel contributions of this paper are as follows:

1. Inthis paper, we put forward a new accurate leakage model which is based on the power
consumption of multi S-box. We use genetic algorithm to achieve the construction of
multi S-box leakage model in which searching space can be as large as 248, Besides, it
is worth mentioning that the searching ability of genetic algorithm is also efficient.

2. We find the connection between genetic algorithm and power analysis attack. It has a
profound effect on raising efficiency of power analysis. Different kinds of intelligent
algorithms and their parameters will affect the speed of convergence. And a better set
of parameters can lead to the helpful searching path. But the optimization of the problem
depends on the leakage model which can be close to the actual power consumption.

3. Our work is of high scalability. The new leakage model can also be applied for other
cryptographic algorithm. And the leakage model is not limited to analysis S-box. It also
can be used for the predictable operation happened concurrently which leads to the
superposition of power consumption.

Organization. The paper is organized as following. Sect. 2 introduces implementation of
cryptographic algorithm and mathematical foundation of genetic algorithm. Sect. 3 puts
forward a new leakage model based on multi S-box. The method makes full use of the powerful
searching ability of genetic algorithm. Sect. 4 confirms the efficiency of new leakage model
with some experimental analysis on DES. We conclude in Sect. 5.



2 Preliminaries

2.1 Implementation of Cryptographic Algorithms and Hamming Distance Model

As we know, the implementation of cryptographic algorithms in hardware may have some
predictable operation working concurrently. For the 8 S-boxes of DES is different, its
implementation usually let the inquiring of 8 S-boxes complete at the same time. This can
short the running time of DES and increase the safety to a certain extent.

Hamming distance model reflects the power consumption of switching state. And Hamming
weight model reflects the power consumption of static state. The Hamming distance of a single
S-box is defined as the Hamming weight of switching state from input to output. Usually we
choose 4-bit of input and 4-bit of output to calculate the Hamming distance of a S-box.

HD(Sbox) = HW(Sinput 1-4D Soutput 1—4)

2.2 Preliminaries of Genetic Algorithm

In [6], Holland puts forward the Genetic algorithm (GA) to solve optimization problem. GA
is a search heuristic that mimics the process of natural selection. This heuristic is routinely
used to generate useful solutions to optimization and search problems. GA uses the searching
techniques inspired by natural evolution, such as selection, crossover and mutation.

In GA, a population of candidate solutions which called individuals to an optimization
problem is evolved toward better solutions. Each candidate solution has a set of properties
which can be altered and mutated. Traditionally, solutions are represented in binary as strings
consisting of 0 and 1. A typical GA requires two key components. One is genetic
representation of the solution domain. The other is fitness function to evaluate the solutions.

The evolution usually starts from a population of randomly generated individuals, and is an
iterative process, with the population in each iteration called a generation. In each generation,
the fitness of every individual in the population is evaluated. And the fitness is usually the
value of the objective function in the optimization problem being solved. The more fit
individuals are stochastically selected from the current population, and each individual's
genome is modified to form a new generation. Crossover rate is denoted as p, and mutation
rate is denoted as p;,. The step of GA as below.

Algorithm 1. Genetic Algorithm

Input: Random solutions of the problem.

Output: The optimization solution.

1. Encoding. Make the strategy of mapping the solution into chromosome. Usually it
is binary string.

2. Initialization. Generate random individual solutions to form an initial population.




3. Individual Evaluation. Calculate the fitness of individuals. Where fitness function is
defined over the genetic representation and measures the quality of the represented
solution.

4. Selection. Select the individual solutions which have high fitness value based on the
ranking calculated by the fitness function.

5. Genetic Operator. Change the chromosome via crossover and mutation operation.

6. Termination. Stop the iterative process. But if the generation doesn’t reach the
expected number, then go to step 3.

7. Decoding. Decode the optimization chromosome into the solution of problem.

2.3 Mathematical foundation of Genetic Algorithm

In [3.4,5,15], the mathematical foundation of genetic algorithm is studied, First, we should
know three definitions in GA in order to analysis the mathematical foundation.

Definition 1. Let us consider a schema H taken from the three-letter alphabet which is the
assemblage of {0,1,%}. And the star * is a don’t care or wild card symbol which matches
either a 0 or a 1 at a particular position.

Definition 2. The order of a schema H, denoted by O(H), is simply the number of fixed
position (in a binary alphabet, the number of 0’s and 1°s) present in the template.

Definition 3. The defining length of a schema H, denoted by 6(H), is the distance between
the first and last specific string position.

Theorem 1 (Schema Theorem). Lower order, above-average schemata receive exponentially
increasing trials in subsequent generation.

J(m(H,t-l—l) Zm(H’t)@ 1_pcg

L m(H,t)@= (1+c)t*m(H,0)

- me(H)

Where

m(H,t) is there are m examples of a particular schema H containded within the
population at a given time step t.

f(H) is the average fitness of the strings representing schema H at time t.

f is the average fitness of the strings representing all individuals at time t.

[ is the length of individual.

c is a constant that a particular schema H remains above average an amount cf.

Mathematical foundation of GA is the Schema Theorem. The theorem describes a fact that
a particular schema H receives an expected number of copies in the next generation under
reproduction, crossover and mutation as given by the equation above.

In a word, a particular schema grows as the ratio of the average fitness of the schema to the
average fitness of the population. Put another way, schemata with fitness values above the



population average will receive an increasing number of samples in the next generation, while
schemata with fitness values below the population average will receive a decreasing number
of samples.

3 New Attack Model Based on Genetic Algorithm

3.1 Main Idea of Attack Model

Instead of attacking the Hamming distance of one single S-box, we try to analyze the Hamming
distance of multi S-boxes. As for cryptographic devices which make 8 S-boxes work
concurrently, the better leakage model is to sum up the virtual power information of 8 S-boxes.

Figure 1 shows the relation between correlation coefficient and leakage model based on a
single S-box or multi S-boxes. In Figure 1, HD(Shox 1 — k) means the leakage model
constructed by summing up the Hamming distances from S-box 1 to S-box k, where 1 <k <
8. Table 1 shows the maximum correlation coefficient in different leakage model based on a
single S-box or multi S-boxes.
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Fig.1. Relation between correlation coefficient and leakage model based on a single S-box or

multi S-boxes respectively.

Table 1. Maximum correlation coefficient in different leakage model based on a single S-box
or multi S-boxes.

k 1 2 3 4 5 6 7 8
Correlation 0.1064 0.1151 0.1490 0.1809 0.2048 0.2262 0.2326 0.2417

From the result of Figure 1 and Table 1, the maximum correlation coefficient which is
calculated by different leakage model increases with the increasing of the number of S-boxes.
That is what the inequation describes.



k

max{corr[Trace,z HD(Sbox i)]} > max{corr[Trace, HD(Shox i)]}
i=1
Where 2 < k < 8 and the Trace is the actual power consumption acquired from an IC card.

Obviously, correlation of 8 S-boxes leakage model is observably higher than that of a single
S-box. That means, leakage model of multi S-box does not lose power information. Instead, it
can be the better description of the actual power consumption. That is to say, we increase the
SNR markedly.

So we obtain the fact is that leakage model of 8 S-boxes is more efficient and exact than
leakage model of partial S-box. Actual power consumption is closer to the leakage model of 8
S-boxes. Hamming weight or Hamming distance of leakage model based on 8 S-boxes can
range from 0 to 32. So the challenge of new efficient leakage model is that searching space
can be as large as 2*®. The huge searching space of 22 is extremely beyond the acceptable
range in a brute force way.

3.2 New Leakage Model Based on Genetic Algorithm

Before we start the searching of 2%® key space, we must find the way to change the 48-bit
DES round key into the solution of GA. The round key is in binary as strings of Os and 1s, so
we just make 48-bit of DES first round divided into 8 segments. And each segment has 6 bits
that make each segment map the input of each S-box. Table 2 shows a mapping example.

Table 2. Mapping example between a random DES 48-bit key and solution in GA
X1 X2 X3 X4 X5 X6 X7 X8
Key 34 0 22 60 8 12 32 18
Genome 100010 000000 010110 111100 001000 001100 100000 010010

After the encoding process, we need to complete initialization. For the population size n,
our choice is 60. The parameter depends on the problem. Then an initial population of 60
individual solutions is randomly generated.

Table 3. Example result of initialization.
X1 X2 X3 X4 X5 X6 X7 X8
1 010011 101010 111011 011001 101101 101011 011100 100111
2 101101 011101 110110 101111 010111 111000 010101 111011

n 101001 110101 011110 101011 010101 110010 100100 010111

In one generation, we have to select the random solutions which are close to the right
solution. We use fitness function to evaluate the fitness of each individual. Fitness function on
this question is defined as the correlation coefficient between the actual power consumption
data and leakage model of 8 S-boxes.



Fitness = corr

8
Trace,z HD(Sbox i)]

=1

Where HD(Shox i) € {0,1,2,3,4}.

The higher the correlation is, the better solution will be. Through summing up the Hamming
distance of 8 S-boxes, the new leakage power model is generated.

Fitness function measures the quality of the represented solution. 60 individuals of each
generation can get its own fitness. So we can sort them according to the ranking of fitness.
Pick up the superior solutions to do the crossover and mutation operation. Table 4 shows the
example of crossover operation and Table 5 shows the example of mutation operation. The
positions changed by crossover and mutation operation use the font format in bold and italic.

Table 4. Example of crossover operation
010011 101010 111011 011001 101101 101011 011100 100111
101101 011101 110110 101111 O10111 111000 010101 111011
Crossover Operation
010011 101010 110110 011001 101101 71171000 011100 100111
101101 011101 777011 101111 010111 701011 010101 111011

Table 5. Example of mutation operation

010011 101010 111011 011001 101101 101011 011100 100111
Mutation Operation

010001 101710 111011 011001 101101 101711 011100 107110

It is worth tuning parameters such as the crossover probability and mutation probability to
find reasonable settings for the problem which is working on. In [12], a crossover rate that is
too high may lead to premature convergence of the genetic algorithm. A mutation rate that is
too high may lead to loss of good solutions unless there is elitist selection. A very small
mutation rate may lead to genetic drift. Crossover probability p. is 0.7 and mutation
probability p,, is 0.01.

After the selection, crossover and mutation operation, some new individuals is generated.
Calculate fitness value of new individuals and pick up some superior to replace the inferior in
last generation. Now one iteration is finished. The whole iteration is over when the best
solution is found or reaches the maximum of generation.

During the evolution process, GA will guarantee the guessing key of each S-box can evolve
to the right key of that S-box. Once a right S-box key is searched, the current solution is more
superior to the ones which not reach the right S-box key. So the individuals that contain the
right segment which maps the corresponding right S-box key will be kept generation by
generation in that population. The survival of the fittest can be kept on and on. Because of the
evolution, code of chromosome which represents the key can be optimized towards the global
optimum solution. The global optimum solution picked up from the 248 key space is the right
48-bit DES round key.



4 Experimental Validation of the Attack on DES

4.1 Details of Attack

In order to verify the new leakage model is better than the classical leakage model, we acquire
9000 actual power consumption traces of DES algorithm from an IC card. The IC card which
is used in experiment is the training card 8 provided by Riscure Company. The acquisition
equipment is the Power Tracer equipment developed by Riscure Company.

After getting the power data, we choose the S-box as the attack target. We first analyze the
simple case which compares the leakage model based on 2 S-boxes with leakage model based
on 1 S-box. And we also illustrate the process which shows the distribution of solution and the
convergence of the correlation coefficient.

In the following, we use GA to achieve the construction of new leakage model. The
powerful ability of searching huge key space is unfolded. We confirm the result that the new
leakage model based on 8 S-box is more efficient than classical leakage model based on one
single S-box, whether it is in time domain or frequency domain.

4.2 Experimental Results

As we suppose, leakage model of multi S-boxes is closer to actual power consumption. So,
leakage model of 2 S-boxes is better than that of single S-box. We acquire 2000 traces power
data from the IC card. Correlation calculated in Figure 2. (a) and (b) is based on the classical
leakage model which aims at attacking S-box separately. In Figure 2. (a) . The right key of S-
box 1 is separated from the other 63 candidate keys. That means we can get the key of S-box
1. While the right key of S-box 2 is buried in the other 63 candidate keys. This makes we can
not get any valuable information about the key of S-box 2.
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Fig.3. Attacking result of CPA combined GA. It is based on leakage model of 2 S-boxes

We use the same 2000 traces acquired from the IC card to do the CPA based on leakage
model based on 2 S-boxes. Figure 3. (a) shows that the key of S-box 1 and S-box 2 can be
separated by the other candidate keys which means the right key of S-box 1 and S-box 2 are
obtained at the same time. Figure 3. (b) displays the distribution of individuals in last
generation. As we can see, the individuals is gathering around the right key which is the green
spot of (34,0). According to the fitness function, the individuals can move to the region where
the optimization solution is. Figure 3. (c¢) shows the correlation varying trend curve.
Correlation is becoming higher and getting convergence rapidly. It is turn out that leakage
model of 2 S-boxes is efficient than leakage model of a single S-box.

The same method is used for CPA based on leakage model of 8 S-boxes. GA begins with a
population of individual solutions. And the algorithm searches the optimum matching path in
parallel smartly. Finally, the optimization solution can be picked up from the key space which
is as large as 2%8. Figure 4. shows the iteration of searching maximum correlation based on
leakage model of 8 S-boxes by GA.
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From the Figure 4, the generation of convergence can be less than 200. Usually the
generation of convergence can be about 150 in average. That means, for each generation
consisted of 60 individuals, the correlation in GA should be calculated for about 12,000 times
which costs 9 seconds in average. The time can be ignored obviously. While the correlation of
classical CPA attacking a single S-box each time should be calculated for 512 times which
costs 0.4 seconds. Though the calculation of correlation in GA is about 20 times of that in CPA
attacking single S-box each time, the searching key space of GA is 2*8, which is much larger
than searching key space of 2° in a brute force way.

In a word, CPA based on the leakage model of 8 S-boxes can get the right 48-bit DES round
key in 5 minutes. The number of individual in population is 60 and the generation of
convergence is about 150 in average.
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Fig.5. Relation between number of traces and result of CPA in time domain

From the Figure 5 (a) and (b), we can see the correlation coefficient of the right key is
separated from the others with the increasing number of traces. In Figure 5 (a), we find that it



just needs about 2000 traces to get all 48-bit DES key of the first round, if we choose the
leakage model of 8 S-boxes to do the CPA in time domain. The reason why correlation
coefficient can range widely is that the searching solution maybe ranges from guessing 1 S-
box right key to all the 8 S-box right key.

While Figure 5 (b) shows the number of trace is about 5000, if we choose the leakage model
of a single S-box. The new leakage model can decrease about 60% number of traces in time
domain.

So it is proved that the efficiency of leakage model based on multi S-box is enhanced and
GA don’t bring unacceptable calculation when searching huge key space of 248,

The leakage model based on 8 S-boxes is also suit for power attack in frequency domain.
Power attack used in frequency domain is supported by the Parseval Theorem. Parseval
Theorem reveals that the total energy contained in a waveform summed across all of time is
equal to the total energy of the waveform's fourier transform summed across all of its
frequency components.

As we know, clock randomized is the common and effective countermeasure to resist the
CPA in time domain. In [13,14], CPA in frequency domain is better than CPA in time domain.
While the problem is that interest power of first DES round is mixed with other unknown
power at the same clock frequency. As we can predict that the leakage model based on 8 S-
boxes is superior to that based on one single S-box.
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Fig.6. Relation between number of traces and result of CPA in frequency domain

From the Figure 6 (a) and (b), we can see the correlation coefficient of the right key is
separated from the others with the increasing number of traces. In the Figure 6 (a), we find
that it just need about 5000 traces to get all 48-bit DES key of the first round, if we choose the
leakage model of 8 S-boxes to do the CPA in frequency domain. While Figure 6 (b) shows the
number of trace is about 7500, if we choose the leakage model of a single S-box. The new
leakage model can decrease about 33% number of traces in frequency domain.

We make a comparison between new leakage model and classical leakage model as the
Table 6 shows. In a word, no matter what the case is in time domain or frequency domain,



leakage model of multi S-box is much more powerful than the classical leakage model of a
single S-box.

Table 6. Compare the number of power trace needed and time cost between the new leakage
model and the classical leakage model.

Leakage model 8 S-boxes 1 S-box
Number of traces Time domain . 2,000 5,000
Frequency domain 5,000 7,500
Running time Time domain - 9.1s 0.4s
Frequency domain 12.7s 0.5s

5 Conclusion

In this paper, we put forward a new accurate leakage model which is based on the power
consumption of multi S-box. The new leakage model has high SNR than the classical leakage
model. We use genetic algorithm to achieve the construction of multi S-box leakage model in
which searching space can be as large as 2*8. The improved leakage model reflects the actual
power consumption of cryptographic devices accurately than that of classical leakage model
based on a single S-box. We also experimentally validate the fact that leakage model of multi
S-box is more efficient than the classical leakage model. While the quantity of calculation
generated by genetic algorithm is acceptable.

This paper combines the genetic algorithm with power analysis attack. It has a profound
effect on raising efficiency of power analysis. And we turn the construction of leakage model
into the problem which searches the optimization solution in a huge space. We exploits the
intelligent searching ability of genetic algorithm to improve the leakage model used for power
attack.

Our work is of high scalability. New leakage model based on genetic algorithm has the
quality of universality. The attack target of new leakage model is not only used for multi S-
boxes which is working in parallel, but also used for some predicting power accumulation
because of working state in parallel. Establishment of new leakage model can adjust to actual
power consumption of cryptographic devices handily. And also the ability of intelligent
searching space increases with the development of intelligent algorithm.

As an avenue for further research, this work connects the artificial intelligence algorithm
with power analysis. Genetic algorithm is just one kind of artificial intelligence algorithm
which can generate useful solutions to optimization and search problems. There is room for
improving the speed of convergence and definition of optimization solution.
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