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Abstract

Dual system encryption techniques introduced by Waters in Crypto’09 are powerful ap-
proaches for constructing fully secure functional encryption (FE) for many predicates. However,
there are still some FE for certain predicates to which dual system encryption techniques seem
inapplicable, and hence their fully-secure realization remains an important problem. A notable
example is FE for regular languages, introduced by Waters in Crypto’12.

We propose a generic framework that abstracts the concept of dual system encryption tech-
niques. We introduce a new primitive called pair encoding scheme for predicates and show that
it implies fully secure functional encryption (for the same predicates) via a generic construc-
tion. Using the framework, we obtain the first fully secure schemes for functional encryption
primitives of which only selectively secure schemes were known so far. Our three main instanti-
ations include FE for regular languages, unbounded attribute-based encryption (ABE) for large
universes, and ABE with constant-size ciphertexts.

Our main ingredient for overcoming the barrier of inapplicability for the dual system tech-
niques to certain predicates is a computational security notion of the pair encoding scheme which
we call doubly selective security. This is in contrast with most of the previous dual system based
schemes, where information-theoretic security are implicitly utilized. The doubly selective se-
curity notion resembles that of selective security and its complementary notion, co-selective
security, and hence its name. Our framework can be regarded as a method for boosting doubly
selectively security (of encoding) to full security (of functional encryption).

Besides generality of our framework, we remark that improved security is also obtained, as
our security proof enjoys tighter reduction than previous schemes, notably the reduction cost
does not depend on the number of all queries, but only that of pre-challenged queries.

Keywords. Dual system encryption, Functional encryption for regular languages, Attribute-based
encryption, Constant-size ciphertexts, Full security, Unified framework, Tighter reduction.
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1 Introduction

Dual system encryption techniques introduced by Waters [37] have been successful approaches
for proving adaptive security (or called full security) for functional encryption (FE) schemes that
are based on bilinear groups. These include adaptively-secure schemes for (hierarchical) id-based
encryption (HIBE) [37, 23, 25, 22|, attribute-based encryption (ABE) for Boolean formulae [27, 32,
26], inner-product encryption [27, 32, 1, 33, 34], and spatial encryption [1, 19].

Due to structural similarities between these fully secure schemes obtained via the dual system
encryption paradigm and their selectively secure counterparts previously proposed for the same
primitive!, it is perhaps a folklore that the dual system encryption approach can somewhat elevate
the latter to achieve the former. This is unfortunately not so, or perhaps not so clear, as there are
some functional encryption schemes that are only proved selectively secure at the present time and
seem to essentially encounter problems when applying dual system proof techniques. A notable
example is FE for regular languages proposed by Waters [38], for which fully secure realization
remains an open problem.

In this paper, we affirmatively solve this by proposing the first fully secure functional encryption
for regular languages. Towards solving it, we provide a generic framework that captures the core
concept of the dual system encryption techniques. This gives us an insight as to why it was not
clear in the first place that dual system encryption techniques can be successfully applied to certain
primitives, but not others. Such an insight leads us not only to identify the obstacle when applying
the techniques and then to find a solution that overcomes it, but also to improve the performance
of security proofs in a generic way. Namely, our framework allows tighter security reduction.

We summarize our contributions below. We first recall the notion of functional encryption,
formulated in [7]. Well-known examples of functional encryption such as ABE and the more recent
one for regular languages can be considered as “public-index” predicate encryption, which is a class
of functional encryption. We focus on this class in this paper.? A primitive in this class is defined
by a predicate R. In such a scheme, a sender can associate a ciphertext with a ciphertext attribute
Y while a secret key is associated with a key attribute X. Such a ciphertext can then be decrypted
by such a key if R(X,Y’) holds.

1.1 Summary of Our Contributions

Main Contributions. In this paper, we propose a generic framework that captures the concept
of dual system encryption techniques. It is generic in the sense that it can be applied to arbitrary
predicate R. The main component in our framework is a new notion called pair encoding scheme
defined for predicate R. We formalize its security properties into two notions called perfectly master-
key hiding, which is an information-theoretic notion, and doubly selectively master-key hiding, which
is a computational notion. The latter consists of two notions which are selective master-key hiding
and its complementary one called co-selective master-key hiding (and hence is named doubly). Our
main results are summarized as follows.

e Generic Construction. We construct a generic construction of fully secure functional encryp-
tion for predicate R from any pair encoding scheme for R which is either perfectly master-key
hiding or doubly selectively master-key hiding. Our construction is based on composite-order
bilinear groups.

1One explicit example is the fully secure HIBE of Lewko and Waters [23], which has the structure almost identical
to the selectively secure HIBE by Boneh, Boyen, Goh [5].
2In this paper, the term “functional encryption” refers to this class.



e Instantiations. We give concrete constructions of pair encoding schemes for notable three
predicates of which there is no known fully-secure functional encryption realization. By using
the generic construction, we obtain fully secure schemes. These include the following.

— The first fully-secure functional encryption for regular languages. Only a selectively-secure
scheme was known [38]. We indeed improve not only security but also efficiency: ours will work
on unbounded alphabet universe, as opposed to small universe as in the original construction.

— The first fully-secure unbounded key-policy ABE with large universes. Such a system requires
that no bound should be posed on the sizes of attribute set and policies. The available
schemes are either selectively-secure [25, 29] or small-universe [26] or restricted for multi-use
of attributes [34].

— The first fully-secure key-policy ABE with constant-size ciphertexts (and with large universes).
The available schemes are either only selectively-secure scheme [2], or restricted to small classes
of policies [9].

Our three underlying pair encoding schemes are proved doubly selectively secure under new static
assumptions, each of which is parameterized by the sizes of attributes in one ciphertext or one
key, but not by the number of queries. These can be considered comparable to those assumptions
for the respective selectively secure counterparts ([38, 29, 2], resp.).

e Improved Security Reduction. By starting from a pair encoding scheme which is doubly
selectively master-key hiding, the resulting functional encryption can be proved fully secure with
tighter security reduction to subgroup decision assumptions (and the doubly selective security).
More precisely, it enjoys reduction cost of O(q1), where ¢ is the number of pre-challenged key
queries. This improves all the previous works based on dual system encryption (except only one
recent work on IBE by [8]) of which reduction encumbers O(qay) security loss, where g, is the
number of all key queries. As an instantiation, we propose an IBE scheme with O(q;) reduction,
while enjoys similar efficiency to [23].

More Contributions. We also obtain the following results.

e Dual Scheme Conversion. We obtain a generic and simple conversion that can convert any
encoding scheme for a predicate to another for its dual predicate, where the role of of ciphertext
and key attributed are swapped. (For example, key-policy ABE and ciphertext-policy ABE
are dual to each other). We show that if the former is perfectly secure, then so is the latter,
generically. In the case of doubly selectively secure encoding, we do not have generic implication.
To this end, we directly construct an encoding scheme for the dual FE for regular languages
and prove its doubly selective security. This implies the first fully secure dual FE for regular
languages.

e Unified Treatment for Existing Constructions. We can cast many existing FE construc-
tions as special cases of our framework by indicating their corresponding encoding schemes.
These include Lewko-Waters IBE [23], Lewko et al. small-universe ABE (both key-policy and
ciphertext-policy) [27], doubly spatial encryption [19], negated spatial encryption [1]. While the
former two [23, 27] were already fully-secure, the latter two [19, 1] were proved only selectively-
secure in their corresponding original papers. We show that the encodings extracted from these
constructions are indeed perfectly-secure. Hence, via our framework we immediately obtain new
fully-secure schemes of the latter two. In particular, we obtain the first fully-secure negated
spatial encryption (to the best of our knowledge). We note that a fully-secure doubly-spatial
encryption scheme was also given in [10].



e New Improved Constructions. We present some improvements to ABE of Lewko et al. [27].

— New ABE (for small universe) with improved efficiency. By a simple observation, we tweak
the perfectly secure encoding scheme extracted from [27] and obtain a new KP-ABE with key
size reduced to half and a new CP-ABE with ciphertext size reduced to half, for free.

— New ABE for large universe. This is also for free (no new assumption is needed), as we propose
its corresponding encoding scheme that achieves perfect security. Fully-secure ABE schemes
for large universe were already given in [32], but these have slightly different semantics from
the original definition of ABE provided by [18]. (The difference was discussed in [2]).

e New Primitives. We propose a new primitive called key-policy over doubly spatial encryption.
It generalizes the key-policy ABE in such a way that attributes are generalized to affine spaces,
and the equality relation of two attributes is generalized to the doubly spatial relation [19],
which amounts to check if two affine spaces intersect. This encompasses ABE and doubly spatial
encryption into one notion. Indeed, our two main instantiations for ABE above (unbounded, or
constant-size ciphertext) are obtained as special cases of this.

1.2 Perspective

Our framework can be considered as a “toolbox” for checking whether dual system techniques can
be applied in a naive (or called classical) way or not, and if not, how one can overcome the barrier.
More precisely, we propose the following procedure. One would start with a selectively-secure
functional encryption scheme that is compatible with pair encoding syntax. We first extract the
pair encoding scheme from it (this should be an easy procedure).

e Checking Applicability. If the encoding scheme is not perfectly master-key hiding, then dual
system encryption techniques cannot be applied in a classical way. Intuitively, this is due to the
fact that a core technique for dual system proofs requires some information-theoretic argument
to hold, and it is exactly this perfect security of encoding that captures such an argument.

e Overcoming the Barrier. We overcome the obstacle from the information-theoretic argument
by using computational security instead, and thus utilizing doubly selective security of pair en-
coding. Proving this security for encoding is usually harder than the perfect security, since it
would require a reduction to computational assumptions. Fortunately, due to the definitional
similarities for selective security of the pair encoding to selective security of the starting func-
tional encryption scheme, we can roughly reuse the whole proof strategy! The harder part would
be to prove co-selective security. But this, again, can be borrowed from selective security of
its dual predicate. This computational technique was implicitly used by Lewko and Waters [26]
specifically for their ABE construction. We generalize to work for any predicate.

We indeed use this procedure to construct our three main instantiations. We briefly explain for
the case of fully-secure FE for regular languages here. We first extract an encoding scheme from
Waters’ selectively secure scheme [38], and prove that it is not perfectly master-key hiding. We
then modify the encoding (one of the techniques for modifying is explained in Remark 4) and prove
its security by borrowing strategy from Waters’ proof. Now the hardest part is to prove co-selective
security. We use completely new techniques since there was no known dual scheme of Waters’.

1.3 Related Work

Chen and Wee [8] recently proposed the notion of dual system groups. It can be seen as a comple-
mentary work to ours: their construction unifies group structures where dual system techniques are



applicable (namely, composite-order and prime-order groups) but for specific primitives (namely,
IBE and HIBE), while our construction unifies schemes for arbitrary predicate but over specific
groups (namely, composite-order bilinear groups). It is also worth mentioning that the topic of
functional encryption stems from many research papers: we list some more here [3, 6, 18, 20, 31, 36].
Recent results give very general FE primitives such as ABE or FE for circuits [17, 13, 15, 14], and
for Turing Machines [16], but most of them might still be considered as proofs of concept, since
underlying cryptographic tools such as multilinear maps [12] seem still inefficient. Constructing
fully secure ABE for circuits without complexity leveraging is an open problem.

Concurrent and Independent Work. Concurrently and independently, Wee [39] recently pro-
posed the notion called predicate encoding. This is similar to one of our notions, namely the notion
of perfectly-secure pair encoding, which abstracts the classical dual system techniques. Further-
more, his instantiations of KP-ABE, CP-ABE (for small universe) with improved efficiency, and
doubly spatial encryption are similar to ours (Scheme 9, 11, 14, respectively, in §9). Our negated
spatial encryption (Scheme 15 in §9.2) is also related to his non-zero inner-product scheme (cf. [1]).

1.4 Organization of the Paper

The paper can be divided into two parts: framework and instantiations. Intuition for the framework
part is fully explained in the overview in §2, while intuition for each instantiation is given in its
corresponding section. We start the main body by giving some definitions and notations in §3.
We then formally describe the main framework in §4. The framework for dual scheme conversion
is given later in §8.1. The remaining sections are for instantiations. We begin with the simplest
one, which is IBE with tighter reduction, in §5. The security proof for the encoding of this IBE
is a base to the proofs for other instantiations in the paper; hence, it might be useful to read this
before going directly to others. We present our FE for regular languages in §6, and its dual scheme
later in §8.2. We present unbounded ABE in §7.1, ABE with constant-size ciphertexts in §7.2, and
their generalized primitive in §7.3. We demonstrate how our framework unifies existing schemes
and improves them in §9. Postponed proofs are in the appendix. The reference and the table of
contents are provided at the end.

2 An Intuitive Overview of Our Framework

In this section, we provide an intuition for our formalization of the dual system techniques and
describe how we define pair encoding schemes. In our framework, we view a ciphertext (C, Cp)
(encrypting M), and a key K as

s,h) g

C= gf( , Co=Me(g1,91)"%; K =

where ¢ and k are encoding functions of attributes Y, X associated to ciphertext and key, respec-
tively. The bold font represents vectors. Our aim is to formalize such functions by providing
sufficient conditions so that the scheme can be proved fully-secure in a generic way. We call such
functions pair encoding for predicate R, since they encode a pair of attributes which are inputs to
predicate R. They can be viewed as (multi-variate) polynomials in variables from s (which includes
s), h,r, and a. Intuitively, a corresponds to a master key, h corresponds to parameter that will
define public key g%, and s, r correspond to randomness in ciphertexts and keys, respectively. We
would require the following: (1) correctness, stating that if R(X,Y) = 1 then both encoding func-
tions can be paired to obtain as; and (2) security, which is the property when R(X,Y) = 0, and
we show how to define it below. The key novelty of our abstraction stems from the way we define



Table 1: Summary for properties used in each transition for C, K.

Transition Changes in G, Indistinguishability Other properties of

under pair encoding
C:0—-1 gg(o,o) — gg(g’ﬁ) subgroup decision linearity, param-vanishing
K:0—>1 gf 00.0)_, g;c (0:5,h) subgroup decision linearity, param-vanishing
K:1—-2 gg(o,fﬁ) — gg(d’ﬁjl) security of encoding none
K:2—-3 gg (&’ﬁ’ﬁ)—> gf (2,0,0) subgroup decision linearity, param-vanishing

the security of encoding. Along the discussion, for a better understanding, a reader may think of
the equality predicate and the Boneh-Boyen [4] IBE as a concrete example. Their encoding would
be: ¢(s,h) = (s,s(h1 + hoY)) and k(a,r,h) = (a + r(h1 + he X),r), where h = (hy, h2).

We first recall how dual system encryption techniques can be used to achieve adaptive security.
The idea is to mimic the functionality of the encryption scheme in the semi-functional space, and to
define the corresponding parameter h in the semi-functional space to be independent from that of
normal space, h. Adaptive security is then obtained by observing that h will not appear anywhere
until the first query, which means that the reduction algorithm in the proof can adaptively deal
with the adversary since it does not have to fix h in advance. This is in contrast with h, which
is fixed in the public key g{‘. In the case of composite-order groups, the semi-functional space is
implemented in a subgroup G, of a group G of composite order p;pops (and the normal space is
in Gy, ).

Our purpose of abstraction is to capture the above mechanism in a generic way, while at the
same time, to incorporate the security of encoding. Our main idea for doing this is to define
semi-functional types of ciphertexts and keys explicitly in terms of pair encoding functions, so
that the scheme structure would be copied to the semi-functional space. More precisely, we define
semi-functional ciphertexts and keys as follows: Cj is unmodified, and let

k(a,r,h)  Kk(0,0,0)

g1 - gy (normal)
gtli(s,h) ‘gg(o’o) (normal) g’f(o"r’h) . g(o,ﬁ,h) (semi type 1)
C= c(s,h)  c(3,h) : , K = k(arh) k(a7 h) .
g g8 (semi) I - g5 (semi type 2)
gf(o"r’h) 'gg(a,o,o) (semi type 3)

where ‘-’ denotes the component-wise group operation. The “semi-functional variables” (those with
the hat notation) are defined to be independent from the normal part. (We neglect mask elements
from Gy, now for simplicity).

We then recall that the proof strategy for the dual system techniques uses hybrid games that
modifies ciphertexts and keys from normal to semi-functional ones, and proves indistinguishability
between each transition. By defining semi-functional types as above, we can identify which tran-
sition uses security of encoding and which one uses security provided by composite-order groups
(namely, subgroup decision assumptions). We provide these in Table 1. In particular, we identify
that the security of encoding is used in the transition from type 1 to type 2 semi-functional keys.
We note that how to identify this transition was unclear in the first place, since in all the previous
dual system based schemes (to the best of our knowledge), the indistinguishability of this form is
implicitly employed inside another transition (c¢f. nominally semi-functional keys in [27]).

We explore both types of transitions and define properties needed, as follows.



Table 2: Summary of approaches for defining the security of encoding.

Indistinguishability between Security Implicit in

(3, ), k(a,7,R)}  info-theoretic  all but [26,
gg(ih)’ g k(0,7 } 7 gg(g’h),g’;(d’f’h)} computational [26]
) ok

c(s h) 0,7;

{92 )}ZEQ} computational new

Transition Based on the Security of Encoding. We simply define the security of encoding to
be just as what we need for the transition definition. More precisely, the security of encoding (in the
“basic” form) requires that, if R(X,Y’) = 0, then the following distributions are indistinguishable:

{gg(ih) ’ g;c(oj,h) } and {gg(g’h) ’ glg(df’h) } )

where the probability taken over random h (and others). We remark a crucial point that the fact
that we define keys of normal types and semi-functional type & to not depend on R allows us to focus
on the distribution corresponding to only one key at a time, while “isolating” other keys. (This is
called key isolation feature in [26]). We provide more flavors of the definition below. Indeed, the
computational variant is what makes our framework powerful.

Transitions Based on Subgroup Decision Assumptions. We require all pair encoding
schemes to satisfy some properties in order to use subgroup decision assumptions. We identify
the following two properties: parameter-vanishing and linearity.

(Param-Vanishing) k(a,0,h) = k(a,0,0).
(Linearity) k(aq,r1,h) + k(az,re, h) = k(a1 + ag, 1 + 12, h),
c(s1,h) + c(s2,h) = c(s1 + s2, h).

Linearity makes it possible to indistinguishably change the randomness between 0 and # (in the
case of k), and between 0 and § (in the case of ¢) under subgroup decision assumptions, but
without changing the other variables (i.e., &, fz) Parameter-vanishing can then “delete” h when
7 = 0. The latter makes it possible to obtain the key isolation, required for the previous type
of transition. A subgroup decision assumption states that it is hard to distinguish if o = 0 or

ty & Lp, in T = gil g? The intuition of how to use this assumption in conjunction with linearity

is, for example, to simulate a key as gf(a’o’h ) k(0r",h")

, for known «, 7', h/ chosen randomly. This
is a normal key if to = 0 and semi-functional type-1 if t, & Zyp,. In doing so, we implicitly set
h = h’ mod p; and h =h’ mod ps, but these are independent exactly due to the Chinese Remainder
Theorem. (The last property is referred as parameter-hiding in prior work). We also note that
linearity implies homogeneity: ¢(0,0) = 0,k(0,0,0) = 0, and hence we can write the normal
ciphertext and key as above.

Perfect Security of Pair Encoding. We identify three flavors for the security of encoding that
imply the basic form of security defined above. We list them in Table 2. We refer the first notion as
the perfectly master-key hiding security, which is an information-theoretic notion. All the previous
dual system based schemes (except [26, 8]) implicitly employed this approach. For some esoteric
predicates (e.g., the regular language functionality), the amount of information from h needed for



hiding & is not sufficient. This is exactly the reason why the “classical” dual system approach is
inapplicable to FE for regular languages.

Computational Security of Pair Encoding. The second flavor (the second line of Table 2,
which is exactly the same as the aforementioned basic form) employs computational security argu-
ment to hide &, and can overcome the obstacle of insufficient entropy, suffered in the first approach.
This approach was introduced by Lewko and Waters [26] to overcome the obstacle of multi-use re-
striction in KP-ABE. We generalize their approach to work for any predicate.

When considering computational approaches, the ordering of queries from the adversary be-
comes important since the challenger is required to fix the value of h after receiving the first query.
This is reminiscent of the notion of selective security for FE, where the challenger would fix public
parameters after seeing the challenge ciphertext attribute. To this end, we refer this notion as
selective master-key hiding, if a query for Y (corresponding to the encoding ¢) comes before that
of X (for the encoding k), and analogously, co-selective master-key hiding if a query for X comes
before that of Y, where we recall that co-selective security [1] is a complementary notion of selective
security.?

Tighter Reduction. The classical dual system paradigm requires O(gay) transition steps, hence
results in O(qan) loss for security reduction, where g, is the number of all key queries. This is
since each step is reduced to its underlying security: subgroup indistinguishability or the security
of encoding. This is the case for all the previous works except the IBE scheme of [8].# To overcome
this obstacle, we propose the third flavor for security of encoding, shown in the third line of Table 2.
This new approach is unique to our framework (no implicit use in the literature before). The idea
is to observe that, for the selective security proof, the reduction can program the parameter once
by using the information of the ciphertext attribute Y, and after that, any keys for X such that
R(X,Y) = 0 can be produced. Therefore, we can organize all the post-challenged keys into the
correlated distribution (hence, in Table 2, we set ) to be this set of queries). This has a great benefit
since we can define a new type of transition where all these post-challenged keys are simultaneously
modified from semi-functional type-1 to type-2 all at once, which results in tighter reduction, O(q1),
where ¢; is the number of pre-challenged queries. On the other hand, one could try to do the same
by grouping also all the pre-challenged queries and mimicking co-selective security, so as to obtain
tight reduction (with O(1) cost). However, this will not work since the parameter must be fixed
already after only the first query.

3 Preliminaries, Definitions, and Notations

3.1 Functional Encryption

Predicate Family. We consider a predicate family R = { R, } xene, for some constant ¢ € N, where
a relation Ry : X, x Y, — {0, 1} is a predicate function that maps a pair of key attribute in a space
X, and ciphertext attribute in a space Y, to {0,1}. The family index k = (n1,na2, ...) specifies the
description of a predicate from the family.

Predicate in Different Domains. We mandate the first entry n; in s to specify some domain;
for example, the domain Zy of IBE (the equality predicate), where we let ny = N. In what

3 As a result, this also clarifies why [26] uses selective security techniques of KP-ABE and CP-ABE to prove the full
security of KP-ABE. This is since selective security of an FE (CP-ABE, in their case) resembles co-selective security
of its dual (KP-ABE).

4The IBE of [8] used a technique from Naor and Reingold [28] PRFs for their computational argument, which is
different from ours.



follows, we will implement our scheme in composite-order groups and some relations among different
domains in the same family will be used. We formalize them here. We omit x and write simply
Ry. We say that R is domain-transferable if for p that divides N, we have projection maps
f1: Xy =X, f2: Yy — Y, such that for all X € Xy,Y € Yy

e Completeness. If Ry(X,Y) =1 then R,(f1(X), fo(Y)) = 1.

e Soundness. (1) If Ry(X,Y) = 0 then R,(f1(X), f2(Y)) = 0, or (2) there exists an algorithm
that takes (X,Y) where (1) does not hold, and outputs a non-trivial factor F', where p|F, F'|N.

The completeness will be used for correctness of the scheme, while the soundness will used in the
security proof. All the predicates in this paper are domain-transferable. As an example, in the
equality predicate (for IBE), Ry and R, are defined on Zy and Z, respectively. The projective
maps are simply modulo p. Completeness holds straightforwardly. Soundness holds since for X # Y
(mod N) but X =Y (mod p), weset F' = X —Y. The other predicates in this paper can be proved
similarly and we omit them here.

Functional Encryption Syntax. A functional encryption (FE) scheme for predicate family R
consists of the following algorithms.

e Setup(1*,k) — (PK,MSK): takes as input a security parameter 1* and a family index & of
predicate family R, and outputs a master public key PK and a master secret key MSK.

e Encrypt(Y, M,PK) — CT: takes as input a ciphertext attribute Y € Y, a message M € M, and
public key PK. It outputs a ciphertext CT.

e KeyGen(X, MSK, PK) — SK: takes as input a key attribute X € X, and the master key MSK. It
outputs a secret key SK.

e Decrypt(CT,SK) — M: given a ciphertext CT with its attribute Y and the decryption key SK
with its attribute X, it outputs a message M or L.

Correctness. Consider all indexes k, all M € M, X € X,, Y € Y, such that R,(X,Y) = 1.
If Encrypt(Y, M,PK) — CT and KeyGen(X, MSK,PK) — SK where (PK, MSK) is generated from
Setup(1*, k), then Decrypt(CT,SK) — M.

Security Notion. A functional encryption scheme for predicate family R is fully secure if no
probabilistic polynomial time (PPT) adversary A has non-negligible advantage in the following
game between A and the challenger €. For our purpose of modifying games in next sections, we
write some in the boxes. Let g1, o be the numbers of queries in Phase 1,2, respectively.

Setup(1*, k) — (PK, MSK) | and hands PK to A.

~—

1. Setup: € runs (

2. Phase 1: A makes a j-th private key query for X; € X,. C returns SK; by computing
(2)|SK; + KeyGen (X, MSK, PK) |

3. Challenge: A submits equal-length messages My, M7 and a target ciphertext attribute Y* € Y,
with the restriction that R, (X;,Y*) =0 for all j € [1,¢1]. C flips a bit b & {0,1} and returns

the challenge ciphertext (3)‘ CT* «+ Encrypt(Y™*, M;, PK) ‘

4. Phase 2: A continues to make a j-th private key query for X; € X, under the restriction
Ro(X;,Y*) = 0. € returns (V| SK; + KeyGen(X;, MSK, PK) |.

5. Guess: The adversary A outputs a guess b/ € {0,1} and wins if ¥’ = b. The advantage of A
against the scheme FE is defined as AdviE()\) := [Pr[b=¥] — 3.



3.2 Bilinear Groups of Composite Order

In our framework, we consider bilinear groups (G,Gr) of composite order N = pipops, where
p1, P2, p3 are distinct primes, with an efficiently computable bilinear map e : G x G — Gp. For
our purpose, we define a bilinear group generator G(\) that takes as input a security parameter
A and outputs (G, Grp,e, N,p1,p2,p3). For each d|N, G has a subgroup of order d denoted by
Ggq. We let g; denote a generator of Gp,. Any h € G can be expressed as g{'g52g3>, where a; is
uniquely determined modulo p;. We call g;" the G,, component of h. We recall that e has the
bilinear property: e(g?, g*) = e(g,g)® for any g € G, a,b € Z and the non-degeneration property:
e(g,h) # 1 € Gp whenever g,h # 1 € G. In a bilinear group of composite order, we also have
orthogonality: for g € Gy,,h € G, where p; # p; we have that e(g,h) = 1 € Gr. The Subgroup
Decision Assumptions 1,2,3 [37, 23] and the 3DH assumption in a subgroup [26] are given below.

Definition 1 (SUBGROUP DECISION ASSUMPTIONS (SD) ). Subgroup Decision Problem 1,2,3 are
defined as follows. Each starts with (G, Gr, e, N, p1, p2, p3) £ g(N).

(SD1). Given g1 & Gy, Z3 & Gpy, and T € G, decide if T =Ty & Gpypy, or T =Ty & G,y,.

(SD2). Let g1, 21 & Gy, Zo, Wo & Gy, Z3, W3 & Gy,. Given gy, 2174, Z3, WoWs, and T € G,
decide if T =T} & Gp,pyps or T =To & Gy, p,.

(SD3). Let g1 & Gp,s g2, Wa, Yo & Gpys Z3 & Gp; and «, s & Zn. Given 91,92, Z3, 95 Y2, gi Wa,
and T € Gr, decide if T =Ty = e(g1,91)* or T =Ty & Gr.

We define the advantage of an adversary A against Problem 4 for § as the distance Adv3Pi(\) =
|Pr[A(D,Ty) = 1] — Pr[A(D,T3) = 1]|, where D denotes the given elements in each assumption
excluding T. We say that the Assumption 4 holds for § if AdquDi(A) is negligible in A for any
poly-time algorithm A.

Definition 2 (3-PARTY DIFFIE HELLMAN ASSUMPTION, 3DH). The 3DH Assumption in a sub-
group assumes the hardness of the following problem: let (G,Gr,e, N,p1,p2,p3) <& S(A), g1 <&
Gppg? <$; Gp27g3 <$; Gpgaa'u b,Z <$; ZN; given D = (9279121795795791793) and T7 decide whether
T = g§% or T & Gy,.

3.3 Notation

In general, we treat a vector as a row vector (written horizontally). Let G be a group. Let
a=(a,...,ay) and b = (by,...,b,) € G". We denote a-b = (aj - b1,...,a, - by,), where ‘-’ is the
group operation of G. Note that it is the pairwise operation and not a dot product. For ¢ € G and
c=(ct,...,cn) € 2", we denote g¢ = (g°,...,¢°). Let N € N. Consider M € Z%*™ (the set of
all d x n matrices in Zy). We denote its row space as RowSp(M) = {wM | w € Z%}. We denote
the transpose of M as M. We denote by ¢™ the matrix in G4*™ of which its (4, ) entry is gMii,
where M; ; is the (7, 7) entry of M.

For Q € ZfVXd, we denote (g@)M = g@M. Note that from M and g% € G**?, we can compute
g@M without knowing Q, since its (i,7) entry is [[¢_,(g@i#)Mki. (This will be used in §4.3). For
9%, 9" € G, we denote e(g¢,g¥) = e(g,g)c'"T € Gr.



4 Our Generic Framework for Dual-System Encryption

4.1 Pair Encoding Scheme: Syntax

In this section we formalize our main component: pair encoding scheme. It follows the intuition
from the overview in §2. We could abstractly define it purely by the described properties; however,
we opted to make a more concrete definition, which seems not to lose much generality (we discuss
this below).

Syntax. A pair encoding scheme for predicate family R consists of four deterministic algorithms
given by P = (Param, Encl, Enc2, Pair):

e Param(k) — n. It takes as input an index x and outputs an integer n, which specifies the number
of common variables in Encl, Enc2. For the default notation, let h = (hy, ..., h,) denote the the
list of common variables.

e Encl(X,N) — (k = (k1,...,km,); ma). It takes as inputs X € X,, N € N, and outputs
a sequence of polynomials {kL}Le[l,ml} with coeflicients in Zp, and mo € N that specifies the
number of its own variables. We require that each polynomial k, is a linear combination of
monomials o, rj, h;r;, where o, r1,...,7m,, h1, ..., hy, are variables.

More precisely, it outputs a set of coefficients {bL,bL7j,bL7j7i}Le[17m1},je[17m2]72-6[1771}, which defines
the sequence of polynomials {k, € Zn[a, 71, ., Tmy, h1, -+ hnl}ie[i,m,) Where

k, (a, (1"1, - ,T‘mQ), (hl, ce hn)) =ba+ ( Z bL,jTj) + Z bL7j7ihi’r‘j
VS

je[lvmﬂ [1,”7,2}
i€[1,n]

e Enc2(Y,N) — (¢ = (c1,...,Cu,); w2). It takes as inputs Y € Y, N € N, and outputs a sequence
of polynomials {c, },c[1,.,] With coefficients in Zy, and w2 € N that specifies the number of its own
variables. We require that each polynomial ¢, is a linear combination of monomials s, s;, h;s, h;sj,
where s, 1, ..., Swy, N1, ...,y are variables.

More precisely, it outputs a set of coefficients {a,, a, j, ; ;, @, ji }.e[1,w1].j€[1,w2) ic[1,n], Which defines
the sequence of polynomials {c, € Zn[s, 51, - -, Swy, M1, - - - hnl }ie(1,0,) Where

CL<(S, S1y.eny SwQ), (hl, ceey hn)) =a,s+ ( Z CLLJ'SJ') + ( Z ai,ihis) + Z CLLJﬂ'hiS]‘

J€[1,we) i€[1,n] jE[1,wa]
1€[1,n]

e Pair(X,Y,N) — E. It takes as inputs X, Y, N, and output E € Z} ™.

Correctness. The correctness requirement is defined as follows.

e First, for any NV € N, let (k;msa) < Encl(X,N), (c;wz2) < Enc2(Y, N), and E «+ Pair(X,Y,N),
we have that if Ry(X,Y) =1, then

kEc' = as

where the equality holds symbolically. Note that since kEc' = >ic[lmiljeltw) Eijkics, this
correctness amounts to check if there is a linear combination of k;c; terms summed up to as.
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e Second, for p that divides N, if we let Enc1(X, N) — (k;mz) and Encl(X,p) — (kK';m2), then it
holds that k mod p = k’. The requirement for Enc2 is similar.

Remark 1. We mandate that the variables used in Encl and those in Enc2 are different except
only those common variables in h. We remark that in the syntax, all variables are only symbolic:
no probability distributions have been assigned to them yet. (We will eventually assign these in
the security notion and the generic construction). Note that m, mg can depend on X and wi, ws
can depend on Y. We also remark that each polynomial in k, ¢ has no constant terms.

Terminology. In what follows, we often omit N as input if the context is clear. We denote
k = k(a,r,h) or kx(a,r,h), and ¢ = c(s,h) or cy(s,h), where we let h = (hy,..., hy),r =
(riy. s Tmy)s 8 = (8,81,...,8u,). We remark that s in s is treat as a special symbol among the
others in s, since it defines the correctness. We always write s as the first entry of s. In describing
concrete schemes in this paper in following sections, we often use symbols that deviate from the
default notation (h;,7;,s; in h,7,s, respectively). In such a case, we will write h,r, s explicitly
and omit writing the output mg, we since they merely indicate the sizes mg = |7|, wo = |s| — 1.

Remark 2. It is straightforward to prove that the syntax of pair encoding implies linearity and
parameter-vanishing, symbolically. We opted to define the syntax this way (concrete, instead of
abstract based on properties only) since for the generic construction (c¢f. §4.3) to work, we need
one more property stating that ¢ can be computed from h by a linear (or affine) transformation.
This is for ensuring computability of ciphertext from the public key, since the public key will be
of the form ¢ and we can only do linear transformations in the exponent. This, together with
linearity in s, prompts to define linear-form monomials in Enc2 as above. Contrastingly, there is no
similar requirement for Encl; however, we define linear-form monomials similarly so that the roles
of both encoding functions can be exchangeable in the dual scheme conversion in §8, where we will
exchange the roles of the two encodings.

4.2 Pair Encoding Scheme: Security Definitions

Security. We define the security notions of pair encoding schemes as follows.

(Perfect Security). The pair encoding scheme P is perfectly master-key hiding (PMH) if the
following holds. For N € N, if Ry (X,Y) = 0, let n < Param(k), (k;m2) <— Encl(X, N), (c;w2) <
Enc2(Y, N), then the following two distributions are identical:

{c(s,h), k(0,7 ,h)} and {c(s,h), k(a,r,h)},

where the probability is taken over h & 7, o Ey,r& Z2, s & Z(ng+1).

(Computational Security). We define two flavors for computational security notions: selectively
secure and co-selectively secure master-key hiding (SMH, CMH) in a bilinear group generator §. We
first define the following game template, Expg g, 4(A), for the flavor G € {CMH,SMH}, b € {0,1}. Tt
takes as input the security parameter A and does the experiment with the adversary A = (A1, A2),
and outputs b’. The game is defined as:

Expg g p.a(N) 2 (G,Gr,e, N, p1,p2,p3) < G(N),
g1 <$; Gpu g2 <$; sz) g3 <$; Gpga
a & Zy, n « Param(k), h & Z7%;,

&b (")
G,b,a,h (

0]
St<_‘A1 91792793)7

0% :
Ve Aot sp),
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where st denotes the state information and the oracles O, Oy in each state are defined below.

e Selective Security. O' can be queried once while ©O? can be queried polynomially many times.

. OéMH,b,a,h(Y*): Run (¢;ws) < Enc2(Y*, po); s & Zi(,1202+1); return C' <+ gg(s’h).

. O%MH,b,a,h(X) : If Ry, (X,Y™*) =1, then return L.
gk(O,r,h)

ifb=0
Else, run (k;ms2) < Encl(X,po);r & ZgQ; return K« {gi(aﬂ",h) lif h=1
5 —

e Co-selective Security. Both 0!, 9% can be queried once.

g "M it b =0

° OéMH,b@,h(X*): Run (k;mg) < Encl(X*, po);r & Zyp?; return K <— {g?@(a,r,h) b1
5 =

. O%MH,b,a,h(Y) : If Ry, (X™*,Y) =1, then return L.
(w2+1) c(s,h)

Else, run (c;wg) < Enc2(Y,p2); s & L, ; return C < g,

We call queries as one-key, one-ciphertext to emphasize when they can be asked once in the games.

We define the advantage of A in the security game G € {SMH, CMH} for bilinear group generator
G as Adv§(\) = | Pr[Expg g 0.4(A) = 1] — Pr[Expg g 1.4(N) = 1]|. We say that the pair encoding
scheme P is selectively (resp., co-selectively) master-key hiding in G if Adv3"'™()) (resp., AdvgM™()))
is negligible for all all polynomial time attackers A. If both hold, we say that it is doubly selectively

master-key hiding.

Remark 3. We observe that, in contrast with usual security notions of public-key primitives, where
some public keys would be given to the adversary, the notion of encoding is essentially private-key
one. Hence, in particular, gg, which defines the parameter h, needed not be sent to the adversary.
Intuitively, this is since the master-key hiding security will be employed in the semi-functional
space (Gp, ), and the parameter then corresponds to semi-functional parameter fz, which needs not
be sent. (See explanation in §2). As a consequence, we can observe later that in all the proofs
of computational master-key hiding security for instantiations, a simulator needs not explicitly
compute g&, but can program it implicitly so as to just have consistency among all queries.

4.3 Generic Construction for Predicate Encryption from Pair Encoding

Construction. From a pair encoding scheme P for predicate R, we construct a functional encryp-
tion scheme for R, denoted FE(P), as follows.

e Setup(1*,k): Run (G,Gr,e, N, p1,p2,p3) < G(N). Pick generators g; < Gp,, Z3 & Gp,. Obtain
n < Param(k). Pick h & Z%, and a & Zy. The public key is PK = (g1, e(g1, 1), g7, Z3). The
master secret key is MSK = a.

e Encrypt(Y, M,PK): Upon input Y € Yy, run (¢;ws) < Enc2(Y, N). Pick s = (5,51, ..., 5u,) &
Z?1. Output the ciphertext as CT = (C, Cy):

C = gf(s’h) e G, Co = (e(gl,gl)o‘)sM € Grp. (1)

Note that C can be computed from gf and s since c(s, h) contains only linear combinations of
monomials s, s;, shj, s;h;.
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e KeyGen(X, MSK, PK): Upon input X € Xy, run (k;msg) < Encl(X, N). Parse MSK = «. Recall
that my = |k|. Pick 7 < Z}?, Ry < GI''. Output the secret key SK:

K = g™ . Ry e G™, 2)

e Decrypt(CT,SK): Obtain Y, X from CT,SK. Suppose R(X,Y) = 1. Run E <« Pair(X,Y).
Compute e(g1,g1)* + e(KE C), and obtain M < Co/e(g1,g1)*.

Correctness. For Ry(X,Y) =1, we have R, (X,Y) =1 from domain-transferability. Then,
eo(KE,C) = e((gF - Rs)®, gf) = elg1, 00" = e(g1, 1),

where the last equality comes from the correctness of the pair encoding scheme.

Semi-Functional Algorithms. These will be used in the proof only.

e SFSetup(1*, k): This is exactly the same as Setup(1*, k) except that it additionally outputs a
generator gy & Gy, and h& Z%;. We call h a semi-functional parameter.

e SFEncrypt(Y, M, PK,gg,fb): Upon inputs Y, M, PK, g» and h, first run (c;we) < Enc2(Y). Pick
8§ =1(5,51,...,5u,),8 & Z]“\}QH Output the ciphertext as CT = (C, Cy):

C = g gs*M e g, Co = (e(g1,91)%)* M € Gr. (3)

e SFKeyGen(X, MSK, PK,gg,type,o?,fAL): Upon inputs X, MSK| PK, g2 and type € {1,2,3},& € Zy,
first run (k;mg) < Encl(X). Pick r, 7 & Z32, R3 & Gpit. Output the secret key SK:

(0,7,h

~

gf(a,r,h) ,g;“ - Rs if type =1 (4)
K = q gklarh)  (Math) po it type =2 (5)
gHemh) k@00 B it tpe = 3 (6)

Note that in computing type-1 (resp., type-3) semi-functional keys, & (resp., fL) is not needed.

4.4 Security Theorems for Our Framework

We obtain two security theorems for the generic construction. The first one is for the case when
the underlying pair encoding scheme is doubly selectively master-key hiding, and hence we achieve
tighter reduction of O(qy). The second one is for the case when the underlying pair encoding scheme
is perfectly master-key hiding, and hence only normal reduction cost of O(gay) is achieved.

Theorem 1. Suppose that a pair encoding scheme P for predicate R is selectively and co-selectively
master-key hiding in G, and the Subgroup Decision Assumption 1,2,8 hold in G. Also, suppose that
R is domain-transferable. Then the construction FE(P) in G of function encryption for predi-
cate R is fully secure. More precisely, for any PPT adversary A, there exist PPT algorithms
B1,Bo, B3, Ba, Bs, whose running times are essentially the same as A, such that for any A,

AdvEE(N) < 2AdvaPt(N) + (21 + 3)AdvaD2(A) + Adva23 (N) + gt AdvEY T (A) + AdvaM™ V),

where q1 is the number of queries in phase 1.
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Figure 1: The sequence of games in the security proof.

Gres :The restriction becomes R,,(X;,Y*) = 0. (Instead of Ry (X;,Y™*) =0).
Gy :Modify (| SFsetup(1*, k) — (PK,MSK, g2, k)| (in the Setup phase).
Modify 3| CT* « SFEncrypt(Y, My, PK, g2, h) |.
SFKeyGen(X,;, MSK, PK, g2,3,&,,0) ifj <k
Gi,1 :Modify @) a; & Zy, SK; < { SFKeyGen(X;, MSK, PK, g2,1,0, h)
KeyGen(X;, MSK, PK) if j>k
SFKeyGen(X;, MSK, PK, g2,3,4;,0) ifj <k
Gra :Modify @) a; & Zy, SK; < { SFKeyGen(X;, MSK, PK, g2,2,&;,h) if j = k | (in Phase 1).
KeyGen(X;, MSK, PK) iftj>k
SFKeyGen(X;, MSK,PK, ¢2,3,4;,0) ifj <k
Ges Modify @] a; & Zy, SK; eyGen(X;, MSK, PK, 92,3,6;,0) 1 j <
’ KeyGen(X;, MSK, PK) ifj>k
Gy, +1:Modify (4 SK; «+ SFKeyGen(X;, MSK,PK,g2,1,0, k)| (in Phase 2).
Gy, +2:Insert & & Zy |at the begin of Phase 2.
Modify (4) SK; « SFKeyGen(X;, MSK, PK, g2,2, @&, h) | (in Phase 2).
Gy, +3:Modify () SK, + SFKeyGen(X;, MSK, PK, g5, 3,4, 0) \ (in Phase 2).
Ginal :Modify 3| M EM, CT* « SFEncrypt(Y, M, PK, ga, fL) i

if j = k | (in Phase 1).

(in Phase 1).

Security Proof Structure for Theorem 1. We use a sequence of games in the following order:

Greal Gres Go Glrl Gk*1»3 Gk,l Gka Gkv3 G41~,3 Gi]1+1 GQJ+2 Gl]]+3 Gfinal
O ‘ O ‘ O—0O— - —0 ‘ O ‘ O ‘ O— - —0O ‘ O ‘ O ‘ O ‘ O
SD1,2 SD1 SD2 CMH SD2 SD2 SMH SD2 SD3

where each game is defined as follows. Gyea1 is the actual security game, and each of the following
game is defined exactly as its previous game in the sequence except the specified modification
that is defined in Fig. 1. For notational purpose, let Gg3 := Gg. In the diagram, we also write
the underlying assumptions used for indistinguishability between adjacent games. The proofs of

indistinguishability between all these adjacent games are given in §A.1.

We also obtain the theorem for the case where the encoding is perfectly master-key hiding.

Theorem 2. Suppose that a pair encoding scheme P for predicate R is perfectly master-key hiding,
and the Subgroup Decision Assumption 1,2,3 hold in G. Suppose also that R is domain-transferable.
Then the construction FE(P) in G of function encryption for predicate R is fully secure. More
precisely, for any PPT adversary A, there exist PPT algorithms By, Bo, B3, whose running times

are essentially the same as A, such that for any X,

AdVEE(N) < 2AdvaPH (M) + (2gan + 1)AdVERA(N) + AdvaR3 ().

where qa1 = q1 + g2 denotes the number of all queries.
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Security Proof Structure for Theorem 2. We use a sequence of games in the following order:

Greal Gres  Go Gr-13 Gr1  Gr2 Gggs Gy 3 Gr-13 Gra1  Gra2 Ggg Ggan3 Ghinal
OO0 OO0 770=+ —=0—= =0p0p00 00
SD1,2 SD1 SD2 (PMH) SD2 SD2 (PMH) SD2 SD3

where each game is defined as in the proof of Theorem 1, with the following exceptions. The
additional games that are not in the proof of Theorem 1 are indicated in the gray color. The new
games Gy, 1, Gg 2, Gg3 for g1 < k < gan are defined as those for 1 < k < ¢p in Fig. 1 except that the
modification from its previous game is done for box (4) in Phase 2, instead of box (1) in Phase 1.
The new game Gf, ., has the same modification as that of Ggpa in Fig. 1, but now it is modified
from Gg,, 3, and hence &; is varied for all keys. All the lemmata are the same as the proof of
Theorem 1 except only between Gi 1 from Gi o where we will use perfect master-key hiding security
instead. This indistinguishability is shown in §A.2.

5 Efficient Fully Secure IBE with Tighter Reduction

We first construct an encoding scheme for the simplest predicate, namely the equality relation,
and hence obtain a new IBE scheme. This is shown as Scheme 1. It is similar to the Boneh-
Boyen IBE [4] (and Lewko-Waters IBE [23]), with the exception that we have one more element
in each of ciphertext and key. Their roles will be explained below. The encoding scheme can be
proved perfectly master-key hiding due to the fact that f(z) = hy + hoz is pairwise independent
function (this is also used in [23]). The novelty is that we can prove the SMH security (with tight
reduction to 3DH). Note that the CMH security is implied by perfect master-key hiding. Hence,
from Theorem 1, we obtain a fully secure IBE with O(q;) reduction to SD2; plus tight reduction
to 3DH, SD1, SD3. (See Theorem 4 below). °

Param  — 3. Denote h = (hy, ha, h3).
Encl(X) — k(a,r,h) = (o +r(h1 + ho X) + uhs, 7, u) where r = (r,u).
Enc2(Y) — ¢(s,h) = (s, s(h1+ hoY), shg) where s = s.

Lemma 3. Scheme 1 is selectively master-key hiding under 3DH with tight reduction.

Proof. Suppose we have an adversary A with non-negligible advantage in the SMH game against

Scheme 1. We construct a simulator B that solves 3DH. B takes as an input the 3DH challenge,

D = (gg,gg,gg,gg,gl,gg) and T = g§+abz, where either 7 = 0 or 7 & Zp,. B first gives (g1, 92, 93)

to A.

Ciphertext Query (to O'). The game begins with A making a query for identity Y* to 9. B
picks R}, hh, b & Zy and defines h = (hy, ha, h3) by implicitly setting gg“ = gghllggy*m, 932 =
gghé g5%, g§3 = gghé g5. Note that only the last term is computable. B picks s & Zx and computes
C = ) = (C1, Cy, C3) as:

h/_,’_hly*
C1 = g5, Ca =g "1, Cs = (95°)".

SCompared to the recent IBE of [8], their scheme has the reduction cost that does not depend on the number of
queries; they achieved O({) reduction to DLIN, while the public key size is O(¢), where ¢ is the identity length. Ours
has O(1) public key size.
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Obviously, C,C5 are properly distributed. Cs is properly distributed due to the cancellation of
unknown za in the exponent: hy + hoY* = (] — Y*za) + (bl + za)Y* = b} + hhY™.

Key Query (to 0?). When A makes the j-th key query for X;(# Y*), B first computes a
temporary key K’ = (K1, K3, K4) where

1 h)+hbLX; 1
K =T((gh) )" 7, Ky= (95", Kj=1.
We then claim that K’ = g.*% (™% where ri = (r},uj) = (Xjfy*,O). This holds since K| =
2(T+abz)+(ﬁ)(h,1+hl2‘x7) — g2T+(XjEY* )((hll—Y*le)-f—(h +Za) ) — gQT+7’}(h1+h2Xj) Where the un-

known element abz in the exponent term r}(hl + hy X) is simulated by using abz from T'. A crucial

point here is that K’ is not yet properly distributed as r; is not independent among j (since all 77

are determined from b). We re-randomize it by picking rj, ]

' & Zy and computing
h/ +h X 7" " " o Ly
K =K (92 J) "(93)", Ky = Kyg0"7 Ky = Kjgo"i (98)™7 77,

(T r5,h)

< b +7, ul —ari(X;=Y™)).

(a rj,h)

This is a properly distributed K = g with r; = (Tj, uj) = (

Guess. The algorithm B has properly simulated K = g with « = 0 if 7 = 0, and «
is random if 7 is random (since @ = 7). B thus outputs the corresponding guess from A. The
advantage of B is thus equal to that of A. O

Remark 4 (RANDOMIZER TECHNIQUE). Our proof much resembles the Boneh-Boyen technique [4],
with a crucial exception that here we need to establish the indistinguishability in G (for our purpose
of master-key hiding notion), instead of Gp (for the purpose of proving security for BB-IBE).
Therefore, intuitively, instead of embedding only g% to the parameter ¢g" as usual, we need to
embed g% so as to obtain the target element ¢?°* in G when combining with r (which uses b). This
is in contrast to BB-IBE, where the target e(g, )% is in Gy. Now that g" contains non-trivial
term g%*, we cannot re-randomize r in keys. To solve this, we introduce u as a “randomizer” via
g®. This is why we need one more element than BB-IBE. This technique is implicit in ABE of [26].
We will use this technique also for other instantiations throughout the paper.

From Lemma 3 and Theorem 1, we thus obtain the following theorem for full security of our IBE.

Theorem 4. Suppose that the 3DH and the Subgroup Decision Assumption 1,2,3 hold in G. Then
the construction FE(Scheme 1) in G of IBE is fully secure. More precisely, for any PPT adversary
A, there exist PPT algorithms By, Bs, Bs, By, whose running times are essentially the same as A,
such that for any A,

AdVEE(N) < 2AdvaP(N) + (21 + 3)AdvER2(N) + Advz23(N) + AdviPH (),

where q1 is the number of queries in phase 1.

6 Fully Secure FE for Regular Languages

Predicate Definition of FE for Regular Languages. In functional encryption for regular
languages, we have a key associated to the description of a deterministic finite automata (DFA)
M, while a ciphertext is associated to a string w, and R(M,w) = 1 if the automata M accepts the
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string w. A DFA M is a 5-tuple (Q, A, T, qo, F) in which @ is the set of states Q = {qo0,q1,---,qn-1},
A is the alphabet set, T is the set of transitions, in which each transition is of the form (¢, qy,0) €
Q xQ x A, gy € Q is the start state, and F' C @ is the set of accepted states. We say that M
accepts a string w = (wq,we, ..., wy) € A* if there exists a sequence of states pg, p1,...,p0 € Q
such that py = qo, for i = 1 to ¢ we have (p;—_1, p;,w;) € T, and p; € F. The primitive is also called
DFA-based FE. This primitive is important since it has a unique unbounded feature that one key
for machine M can operate on input string w of arbitrary sizes.

Such an FE was proposed by Waters [38], where selective security was achieved. No fully secure
realization is known so far. Waters also suggested that classical dual system techniques could be
used, but only with the restricted version of the primitive where some bounds must be posed. This
is clearly not satisfactory since the bound would negate the motivation of having arbitrary string
sizes for the ciphertext attribute. 6

6.1 Previous FE for Regular Languages by Waters

We first review the Waters’ scheme [38] by extracting the underlying pair encoding into Scheme 2.

Param(|A|) — |A| + 3. Denote h = (z, hstart, Pends (Ro)gen)-

For any DFA M = (Q,A,T,qo, F), let n = |Q),
let m = |7|, and parse T = { (qa,, qy,,0¢) | t € [1,m] }.
Encl(M) — k(a,7,h) = (k1, k2, {k3¢, ke, kst beepm)> {K6,20 k7,2 bocF)

k1 = do + hstartTstart, k2 = rstart,
k3t =14, kyt = —dg, + 274, kst = dy, + ho, 1,
kﬁ,x =—a+d; + hendrend,x’ k?,:): = Tend,xz>
where 7 = (Fstart, 715 - -, "'m, {dz }gocQs {Tend,z facF)-
For w € (Zn)*, let £ = |w|, and parse w = (w1, ..., wy).
Enc2(w)  — (s, h) = (c1,{c2,i}ico.q, {¢3,itieng:ca)
{01 = Sohstart, €2 = Si, €3 = 8i—1% + Silu,;, cy = Séhenda}
where s = (sy, S0, $1,...,5¢0-1). (Hence s = sy).

Correctness. The correctness can be shown as follows. If R(M,w) = 1, we have that there is a
sequence of states pg, p1,- .., pe € Q such that pg = qo, for i = 1 to £ we have t; = (p;—1, pi, w;) € T,
and pg € F. Let (qu;, s Gy, ot,) = (pi—1, pi, w;). Hence, we have the following linear combination of
kicj terms: kicoo — kact + 3 iep g (kag,c2i-1 — k3,3, + Ksp,02,0) — Koy, C2,0 + b7y, c4 = as.

Lemma 5. Scheme 2 is not perfectly master-key hiding.

Proof. We consider M, w such that M, upon input w, transits the initial state through a state
q € F after the j-th symbol of w but eventually the last state is not in F', hence R(M,w) = 0.
More precisely, we have a sequence po, p1,...,p; € @ such that pg = qo, for ¢ = 1 to j we have
ti = (pi—1, pi,w;) € T, and p; = ¢ € F. Now we show how to compute o from k(e 7, h) and
cw(s, h).

Firstly we claim that from our setting of w, we can compute s;d,. Intuitively, this is done by
mimicking the decryption mechanism but only until this j-th symbol, instead of the ¢-th symbol.
More precisely, we have k‘10270 — koc1 + Zie[l,j](k‘l,ticlifl — kS,tiCS,i + kS,tiCZ,i) = deq-

6 A recent work [35] proposed a candidate for such a bounded scheme. Since classical dual system techniques are used
there, it is expected that its underlying pair encoding would be perfectly master-key hiding.
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Now from s;d, and the known term s;, the term d, is exposed. From known terms sy, s¢hend, we
know henq. From this and a known term renq 4 and dy, we can extract o from —a+dg+hend”end,g- [

6.2 Our Fully Secure FE for Regular Languages

Simplification. We first observe that it is simpler and without loss of generality if we consider
machines where |F| =1, i.e., it has only one accepted state. To see this, we show how to map any
(M, w) to (M’ ,w') where M’ has one accepted state and claim that R(M’, w') = 1 if and only if
R(M,w) = 1. From M, we construct M’ by adding a new state ¢* and new transitions (¢, ¢*, ™)
for all ¢ € F with a new fixed special symbol o*. We then map w to (w,c*), i.e., concatenating
o* with w. The claim then follows straightforwardly.

Motivation for Large Universe. Waters’ scheme operates over small-universe alphabet sets,
i.e., |A] is of polynomial size. We argue that this small-universe nature makes the system less
efficient than other less-advanced FE for the same functionality. For example, we consider IBE,
of which predicate determines equality over two identity X,Y € {0,1}". To construct DFA that
operates over small-size universe to determine if X =Y would require ©(logn) transition, which
is not so satisfactory for such a simple primitive.

Our Encoding Scheme. We propose a new scheme which is fully secure and operates over
large-universe alphabet sets, i.e., |A| is of super-polynomial size, namely we use A = Zy. This is
also called unbounded alphabet universe, since the parameter size will not depend on the alphabet
universe. (That is, the resulting FE scheme has a constant-size public key). Our encoding scheme
is shown as Scheme 3.

Param  — 8. Denote h = (hg, hi, ha, hs, ha, ¢1, P2, 7).

For any DFA M = (Q,ZnN, 7,0, Gn—1), where n = |Q),
let m = |7|, and parse T = {(qz,, qy,,0¢)|t € [1,m]}.
EnC]-(M) — k<a7 r, h) = (kla k27 k37 k;47 k57 {kG,t7 k7,t7 k&t}te[l,m]) :

ki = a+ror + un, ko = u, ks =,
ky = 1o, ks = —uo + roho, ket = rt,
k7t = ug, +1i(h1 + hooy), kst = —uy, + 1¢(hs + haoy)
where w1 := ¢or and r = (7,u, 70,71, - - -, T, {Ua F g, Q- {gn_1})-
For w € (Zn)*, let £ = |w|, and parse w = (wq, ..., wy).
Enc2(w) — (s, h) = (c1,ca, 3, ca,{¢5}icjo,q, {C6,i }icn,q)
c1=s, Cp =81, C3=—SP1+ SiP2,
ca = soho, c5i=8i, C6i=8i—1(h1+ haw;)+ s;(h3 + h4wi)}
where s = (s, sg, $1,- .., S¢).

Correctness. The correctness can be shown by providing linear combination of k,c; which summed
up to as. When R(M,w) = 1, we have that there is a sequence of states pg, p1,...,pr € @ such
that pg = qo, for i = 1 to £ we have (p;—1, pi,w;) € T, and py € F. Let (qmti,qyti,ati) = (pi-1, Pi, W;).
Therefore, we have the following bilinear combination:

kic1 — kacy + kacs — kacy + kscs o+ D (=Kot Coi + kre,C5i-1 + ks,t,¢5.0) = as.
1€[1,]
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This holds since for any i € [1,¢], we have —k¢ 1,c6i + k7,¢,¢5i—1 + kg1;¢55 = 8i—1Ug,, — Silly, . The
sum of these terms for all i € [1,¢] will form chaining cancelations and results in souz,, — seuy,, =
SoUp — Selip—1 = SoUg — Sedor. Adding this to the rest, we obtain as.

Intuition. Our construction is built upon that of Waters’ (Scheme 2). There are roughly five
differences to ours. First, for our purpose of unbounded alphabet, we represent an alphabet by
a function f(o) = hy + ha(0), instead of preparing one parameter h, per alphabet. Second, and
perhaps most importantly, for our co-selective master-key hiding proof, our scheme uses a “balance”
approach: both the terms that are related to transitions, which are k74, ks, are functions of the
corresponding alphabet g;. This is in contrast with Waters’ scheme where only one of the transition
terms is a function of oy (the term ks; in Scheme 2). The reason for our scheme to require this is
to perform a certain type of cancellation in the proof for the co-selective security (more precisely,
the last case for ciphertext cancelation in the proof in §B.3). Third, we structure the terms in
two different layers and link both via c¢3. This technique is used for proving primitives with large
universes, implicitly used in [29]. Fourth, the term ky is prepared for the randomizer technique, as
stated in Remark 4. Finally, our scheme uses the wlog condition that |F| = 1 (see Simplification
above), hence the term regarding heng from Waters’ scheme disappears.

Lemma 6. Scheme 3 is not perfectly master-key hiding. (The proof is in §B.1).

We now state the doubly selective security of our encoding. We introduce two new assump-
tions. The first one is for proving selective master-key hiding security, and hence is similar to the
assumption for for proving selective security of the Waters’ scheme in [38]. The second one is for
proving co-selective master-key hiding security, where we will use completely new techniques. The
generic security of these assumptions will be shown in §E.

Definition 3 (¢-EDHE1 Assumption). The ¢-Expanded Diffie-Hellman Exponent Assumption-1 in
subgroup is defined as follows. Let (G, Gy, e, N, p1,pa, p3) & G()). Let g1 & Gyp,» 92 & Gp,, 93 &
Gp,. Let a,b,c,dy,...,deya, fr 2 & Zy. Denote g = g2 and p = po (for simplicity). Suppose that
an adversary is given a target element 7' € G,, and D consisting of

g, ga7 gb, ga/f’ gl/f’ gaec/z
Vie[1,e41] Qai/di, gaibf
Vie[o,q gaicjgbdijgbdi/f’gabdi/f
Vie[1,2041)i#0+1, jE[1.041] @ elds
Vie[2,20+2), je[1,+1] g@bt /i

ibd' d;
VijelLet1)izi  9° '7/’7

and the other generators gi,gs3. The assumption states that it is hard for any polynomial-time
adversary to distinguish whether T' = ¢%* or T' & Gp.-

Lemma 7. Scheme 3 is selectively master-key hiding under the (-EDHEI1 assumption with tight
reduction, where £ is the length of the one-ciphertext query w*. (The proof is in §B.2).

Definition 4 ((n,m)-EDHE2 Assumption). The (n, m)-Expanded Diffie-Hellman Exponent assump-
tion-2 in subgroup is defined as follows. Let (G, Gy, e, N,p1,pa, p3) & G()\). Let g1 & Gyp,, 92 &
Gp,, 93 & Gp,- Let a,b,c,dy, ... dp, 2 & Zy. Denote g = go and p = py (for simplicity). Suppose

19



that an adversary is given a target element 1" € G, and D consisting of

a b a"lc/z
9.9% 9" 9" ¢
at/d?2  atb/d; d; _a'di/d?  aqibd./d., _at/dS a'd;/dS
Vielnl, jjreltml i 9 /45 gubl i gdi g® G gatbds/dy ety @ il
a‘c _atbed;
Vicom—1 9" %9 7,
aibcd?

vz‘e[o,n], j€l,m] 9 )
atbedj/d?,  atbed® /dS
Vielt,2n—1), jj'e[l,m]j£i 9 i'g i

)

Vie[l,2n—1],i#n je[1,m] gt/

i 2 ip2 7. i . /6 % 6 P 5 /42 ip2 .75
a c/dj7 atb cd]/dj/7ga bcdj/dj,jga c/dj’ga de]/dj/7ga beds [dy

vi€[192n71}7 jvjle[lzm] ‘g ‘g

and the other generators gi,g3. The assumption states that it is hard for any polynomial-time
adversary to distinguish whether 7' = g% or T & Gp.

Lemma 8. Scheme 3 is co-selectively master-key hiding under the (n, m)-EDHE2 assumption with
tight reduction, where n = |Q| is the number of states, m = |T| is the number of transitions of the
one-key query DFA M*. (The proof is in §B.3).

7 Fully Secure ABE with Short Ciphertexts and Unbounded ABE

In this section, we present our two main ABE instantiations, namely fully secure ABE with short
ciphertexts and fully secure unbounded ABE with large-universe. We first show their scheme
descriptions. We then argue that they are special cases of our new primitive called Key-Policy
Doubly Spatial Encryption Scheme (KP-DSE), which we introduce in the following subsection.
The security theorems for both instantiations then follow from that of KP-DSE.

Predicate Definition of ABE. We first review the definition for ABE for boolean formulae. Let
U be a universe of attributes. In Key-Policy ABE, a key is associated to a policy, which is described
by a boolean formulae ¥ over U, while a ciphertext is associated to an attribute set S C U. We
have R(¥, S) = 1 if the evaluation of ¥ returns true when setting attributes in S as true and the
others (in V) as false.

ABE with large-universe is a variant where U is of super-polynomial size. Unbounded ABE is
a variant where there is no restriction on any sizes of policies ¥, attribute sets S, or the maximum
number of attribute repetition in a policy. In a bounded ABE scheme, the corresponding bounds
(e.g., the maximum size of S) will be described as indexes inside  for the predicate family.

A boolean formula can be equivalently described by a linear secret sharing (LSS) scheme (A, )
over Zy, where A is a matrix in ZEXk and 7 : [1,m] — U, for some m, k. We briefly review the
definition of LSS. Consider a set S C U. Let Ag be the sub-matrix of A that takes exactly all the
rows in w(S) ={7(j) | j € S}. Wesay that (A, ) accepts S if and only if (1,0) € RowSp(Ag). An
LSS scheme consists of two algorithms. First, Share takes as input s € Zx (a secret to be shared),
and chooses vs, . .., v, & Zy, sets v = (s,v2...,v;), and outputs A;v' as the i-th share, where A;
is the i-th row of A, for i € [1,m]. Second, Reconstruct takes as input S such that (A4, ) accepts
S, and outputs a set of constants {u;}icr, where I := {i| mw(¢) € S}, which has a reconstruction
property: > it pi(AwT) = s. Such a set of constants can be computed since (A, 7) accepts S, we
have (1,0) € RowSp(As), and hence we choose {u;}icr with 37;cq p5A4; = (1,0).
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7.1 Fully-Secure Unbounded ABE with Large Universes

Our pair encoding scheme for unbounded KP-ABE with large universes is shown as Scheme 4. We
can see that the parameter size is constant, and we can deal with any sizes of attribute policies,
attribute sets, while the attribute universe is Zy. The structure of our scheme is similar to the
selectively secure ABE of [29].

Param — 6. Denote h = (hg, h1, ¢1, P2, ¢3,7).

For LSS A € Z7% 7 :[1,m] — Zn (7 needed not be injective).
Encl(A, 7T) — k(Od, r, h) = (/61, kQ, kg, {k4’i, ]€5,Z‘, kﬁ,i}ie[l,m]) :

{ ki =a+rp1+un, ke=u, ks3=r, }
ko= A" +rids,  ks;=7i, kei = ri(ho + him(i))
where v1 = r¢o, r = (r,u,r1, ..., Tm, V2, ..., V), © = (V1,...,Vk).
For S C Zy.
Enc2(S) —c(s,h) = (c1,¢2,¢3,¢4,{c5y, oy }yes) :
c1 =8, Ccg= 31, c3 = s¢1 + wes,
ci=w, C5y=woz+ sy(ho+hy), coy=sy

where s = (s, w, {sy}yes).

Correctness. When R((A,7),S) = 1, let I = {i€[l,m]]|n(i) €S}, we have reconstruction
coefficients {p;}ier such that > ,c; puid;v" = vy = r¢o. Therefore, we have the following linear
combination of the k,c; terms:

kic1 — kacog — kacs + Z i (k4,iC4 — k5,i65,7r(i) + k6,i06,7r(2‘)) =as — rwps + Z ,ui(Aiva) = as.
il il
We show its doubly selective security in Corollary 13 and 14 below. Now we show that it

is not perfectly master-key hiding. The underlying encoding scheme of [29] is also not perfectly
master-key hiding by similar argument.

Lemma 9. Scheme /J is not perfectly master-key hiding.

Proof. We consider S and (A, 7) such that there exists j where 7(j) € S but R((A4,7),S) = 0.
Now we will show how to compute a from k(4 r)(a, 7, h) and cs(s, h). Firstly from k5 ; = r; and
ke j = 1j(ho + hi7m(j)), we know hg + h17(j). Now since we know cg »(;) = sx(j) and c4 = w, the
term ¢3 is exposed from cs ;) = w3 + s ;) (ho + him(j)). From ¢3 and ks; = r;, we can compute
A;vT from ky; for all ¢ € [1,m]. From all these shares A;v! of the LSS scheme, we can compute
the shared secret v = r¢s. From this and ks = r, we know ¢5. From ¢o,w and ¢; = s, we obtain
¢1 from c3. From s and sn, we know n. From ¢1,r,n, and ky = u, we can extract a from k;. [

7.2 Fully-Secure ABE with Short Ciphertexts

Our encoding for KP-ABE with short ciphertexts is shown as Scheme 5. This scheme is bounded
ABE where we restrict the maximum size for attribute sets S, denoted by 7', while no further
restriction is required. We can see that the ciphertext contains only 6 elements. The scheme is a
reminiscent of the selectively secure ABE of [2].

21



Param(T) — T + 6. Denote h = (hg, h1,. .., hri1, 1, d2, P3,1).

For LSS A € Z7%* 7 : [1,m] — Zy (m needed not be injective).
Encl(A,m) — k(a,r,h) = (ki, k2, k3, {kai, k56, Kei Yicpm))
ki1 =a+ro; +un, ko = u, ks =,

-
ky; = Aiv +rig3, ks =1y,

k6’i = (Tiho, T (hg — hlﬂ(i)), NN ) (hT+1 — hlﬂ(i)T)>

where v1 = r¢o, T = (1, U, T1, ..., T, V2, ..., V), U= (V1,..., V).

For S C Zx such that [S| < T,

let a; be the coefficient of 2 in p(z) := [Tes(z —v).

Enc2(S) — c(s,h) = (c1,¢2,¢3,c4,5,C6) :

cp =38, Ccg=s1, c3 = s¢1 + wo2,
C4 =W, C5= wgf)g =+ §(h0 + hmo + .-+ hT+1aT), cg = 8§

where s = (s, w, §).

Correctness. When R((A,7),S) = 1, let I = {i€[l,m]]|n(i) € S}, we have reconstruction
coefficients {p;}ier such that Y ;c; pwiAiv’ = vy = r¢o. Hence, we have the following linear
combination of the k,c; terms:

kic1 — kocoy — k303 =+ Z i <k47z‘C4 — k5,i05 =+ (k&i(l, CI,)T)CG) = s — 7“11)(]52 =+ Z L (AZ"UTU)) = as,
el el

where (1,a) := (1,a1,...,ar) and a; is the coefficient of 2 in p(z) = [l,es(z — ), and note that

kei(l,a)" =r; (ho + (hg — ham(i))ar + -+ (hry1 — hlﬁ(i)T)aT)

=T (ho + haay + -+ -+ hryrar — ha (p(r (i) — ao)) =ri(ho + hiao + - - + hryiar),
(7)
for which we use the fact that p(y) = 0 iff y € S, and that (i) € S, hence p(x(i)) = 0.
We show its doubly selective security in Corollary 15 and 16 below. Now we show that it is not
perfectly master-key hiding. The underlying encoding scheme of [2] is also not perfectly master-key
hiding by similar argument.

Lemma 10. Scheme 5 is not perfectly master-key hiding.

Proof. We consider S and (A, 7) such that there exists j where 7(j) € S but R((A4,7),S) = 0.
Now we will show how to compute a from k(4 r)(a, 7, h) and cs(s,h). Firstly from kg ; and the
fact that 7(j) € S, we can compute rj(ho + hiag + - - + hryiar) using Eq. (7). From this and
ks j = rj, we know hg + hiag + -+ - + hry1ar. Now since we know cg = 5 and ¢4 = w, the term ¢3
is exposed from c5. From this point on, the proof proceeds in exactly the same way as the proof of
Lemma 9. O

7.3 Key-Policy over Doubly Spatial Encryption Scheme

KP-DSE generalizes KP-ABE in such a way that each “atomic” relation is generalized from equality
relation (of which the corresponding FE scheme is IBE) to a so-called doubly spatial relation (of
which the corresponding FE scheme is doubly spatial encryption [19]). We begin with definitions
for affine spaces.
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Affine Spaces. Let N € N. Let M € Z”NXd be a n x d matrix whose columns are all linearly
independent and ¢ € Z%, be a vector.We define an affine space by V/(M, ¢) = {wM " +c'| w € Z%}.
In what follows, we will also use a shorter representation using affine matrices. Let Aff(Z4) =

{(l,w) | w € 24}, We call X = (clT ?\/d[) an affine matrix for the affine space V(M,c) and

define AffSp(X) = {(1,w) | w € V(M,c)}. Indeed, AffSp(X) = {vX " | v € Aff(Z%)}. Denote

by AFM(ZY ) = { (5 %) M €z rank(M) = d,c € z}} € 20D f Affsp(T) C

AffSp(X), there is an efficient algorithm to compute an affine matrix D such that T'= X D.
Doubly Spatial Encryption. Doubly-spatial predicate [19] is indexed by the full dimension of
spaces, denoted by n. In doubly-spatial encryption [19], we have a key and a ciphertext associated
to affine spaces X € AffM(Z}*) and Y € AffM(Z}") respectively. The relation is defined by
RPS(X,Y) =1 if and only if AffSp(X) N AffSp(Y) # 0, i.e., both affine spaces are intersected.

Definition 5 (KEY-POLICY OVER PRIMITIVES). Let us consider a predicate R defined over domain
XxY. Consider a matrix A € Z%Xk for a linear secret sharing scheme. We associate a key attribute
X e X to row i of A and call A = (A;X(l), . ,X(m)) an access structure over X. Let Ax be
the universe of considered access structures over X. For a set ) = {Y(l), - ,Y(t)} C Y, we define
Qa={ie[l,m YY) e Qst. RIX® YU)) =1}, We define a new relation R over Ax x 2V as
R(A, S) =1 if and only if A accepts Qq. We call R the predicate of key-policy over R.

Remark 5. We note that the above definition of key-policy over primitives has an unbounded
feature in the sense that m,k (for key) and ¢ (for ciphertext) can be arbitrary.

Our Encoding for KP-DSE. Let RXPPS be the predicate of key-policy over RP>. We propose its
encoding scheme as Scheme 6. Our scheme is based on a combination of the unbounded KP-ABE
scheme of Rouselakis and Waters [29] and doubly spatial encryption of Hamburg [19]. Note that
both schemes were proved only selectively secure.

Param(n) — n + 5. Denote h = (h, ¢1, ¢o, ¢3,1), where h = (hg, h1, ..., hy).

For A = (A; XM, ... X)) where A € Z}** and X®) € AFM(Z})
Encl(A) — k(a,r,h) = (ki, k2, k3, {kai, k50, Ke.i tic[1,m])

ki=a+r¢r+un, ky=u, ks =,
kai=Aiw' +rids, ksi=ri, kei=rihX"
where v; :=r¢g and r = (r,u,r1,...,Tm,V2,..., V), U := (V1,V2,..., V).

For Q) = {Y(l), . ,Y(t)} where Y ¢ AfFM(Z?Vij)
Enc2(Q) — c(s,h) = (c1,c2,c3, 4, {057j,c67]~}j€[1’t]) .

c1 =5, co = 81, €3 = SP1 + waoa,
ci=w, c5;=(wps3,0)+s;hY D ¢ =s;
where s = (s,w, s1,...,5).

Correctness. The correctness can be shown as follows. If RXPPS(A,Y) = 1, we can compute
a reconstruction coefficients {y;}jeq, such that 2 je0q ,ujAj'zfr = v1. For i € Qq, we pick Y},

such that RPS(X (@) y (i) ) = 1. For such a pair, the affine spaces intersect, hence there exists an
algorithm that computes v, 8 such that X (x)T = y ) (§@)T Therefore, we have the
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following bilinear combination:

klcl — kQCQ — k303 + Z Mg (k4,iC4 — k57iC5,j((5(i))T + kﬁﬂ(’y(i))TC&j) = QS.
JEQq
Definition 6 ((n,?)-EDHE3 Assumption). The (n,t)-Expanded Diffie-Hellman Exponent Assump-
tion-3 in subgroup is defined as follows. Let (G, Gr,e, N, p1,p2,p3) & G(A). Let ¢1 & Gp,, 92 &

Gp,, 93 & Gp,- Let a,c,by,..., b, 2 & Zn. Denote g = ¢go and p = po (for simplicity). Suppose
that an adversary is given a target element 17" € G, and D consisting of

9.9%9% 9
Ve g%
Vie[nl, jjeli i aibj/b?/’ga”cbj/bj,
Vien,2n], jeli gaicbj7
Viel1,2n]i#nt1, jelL, g/t
Vie1,2n], j,j'€l1,8),j#’ gaiij/b?’7
Vie[l,n—&-l], Je[d, gai/b?’

atc?b; /b,
Vicm+1,2n), jj'elld, 9 /by

and the other generators gi,g3. The assumption states that it is hard for any polynomial-time
adversary to distinguish whether T' = ganﬂz or T & Gp.

Theorem 11. Scheme 6 is selectively master-key hiding under the (n,t)-EDHE3 assumption with
tight reduction, where n is the full dimension of spaces in the one-ciphertext query * and t is the
number of spaces in *. (The proof is in §C.1).

Definition 7 ((n,m,k)-EDHE4 Assumption). The (n,m,k)-Expanded Diffie-Hellman Exponent
Assumption-4 in subgroup is defined as follows. Let (G,Gr,e, N, p1,p2,p3) <& G(A). Let g1 <&
Gp,, 92 & Gps, 93 & Gyp,. Let a,z,c, by, .. . bm, & Zy. Denote g = go and p = po (for simplicity).
Suppose that an adversary is given a target element T' € G,, and D consisting of

n+1,.k
9.9%9" "/
a1
Viens 9
a‘zd /b2 cb, xd _axib,
Vielnl, jelal, efim] 9% 5% g%, g% g
antlaich, /b
vjG[l,k}, L/ E[lm) e 9 /b
a‘zIch, /b2
vie[l,n}, FE[LK], v,/ €[l,m]u#e 9 / v
V. ) o atzib, /b?,
i€[1,2n], jE[1,2k], 1,/ €[l,m], (i,5,0)#(n+1,k+1,) ‘

and the other generators gi,gs3. The assumption states that it is hard for any polynomial-time
adversary to distinguish whether T = ¢*¢% or T & Gp.

Theorem 12. Scheme 6 is co-selectively master-key hiding under the (n, m, k)-EDHE4 assumption
with tight reduction, where n is the full dimension of spaces in the one-key query A* and (m, k) is
the matriz dimension of the access matriz A of A*. (The proof is in §C.2).

24



Intuition for the proofs. Our scheme is naturally designed to contain two layers: key-policy
layer and doubly spatial layer. This generalizes the scheme of Rouselakis and Waters [29] KP-ABE
which contains key-policy layer and attribute layer. The doubly spatial layer is then implemented
using the Hamburg’s DSE scheme [19]. For the selectively master-key hiding of our KP-DSE, we
use the selective security proof structure of KP-ABE by [29] in the key-policy layer, and the co-
selective security proof of DSE in the doubly spatial layer. The fact that we use co-selective proof
of DSE reflects from the fact that we organize the DSE scheme of [19] in a dual manner. We
note that there has been no known co-selective security proof for the DSE of [19] (to the best of
our knowledge), hence we essentially give a new proof technique for it. Our approach generalizes
the selective proof for the attribute layer of CP-ABE of [29]. Moreover, in order to cope with
the unbounded nature of KP-DSE, the proof will utilize the “individual randomness” techniques
employed to achieve unbounded primitives in [36, 25, 29].

On the other hand, for the co-selectively master-key hiding of our KP-DSE, we use the selective
security proof of the dual of KP-ABE, which is CP-ABE by [29], in the key-policy layer. In the
doubly spatial layer, we can use the selective security proof technique for DSE in [19], albeit again
generalized to have “individual randomness”. Finally, we note that in order to cope with master-key
hiding notion, we also must use the trick regarding randomizers described in Remark 4.

7.4 Implications from KP-DSE

Implication to Unbounded KP-ABE. An unbounded KP-ABE (with large universes) can be
obtained as a special case of KP-DSE by simply setting the doubly special relation to be the equality
relation. More precisely, we define maps F, G where F' maps an access structure A over attributes
in universe Zy (associated to a key for KP-ABE) to an access structure over affine spaces and
G maps a set S of attributes (associated to a ciphertext for KP-ABE) to an affine space. Let
A= (A;x1,...,2y,) where z; € Z).

F:A=(An)—A =A; X0 x0m) G:S={y, -,y {YH .y

where X = (1,7(i))T,Y® = (1,5,)". It can be verified that RXPPS(F(A),G(S)) = 1 if and only
if RKP-ABE(A S) = 1. We note that in this case the dimension parameter of KP-DSE is n = 1.

Applying this embedding to our encoding for KP-DSE (Scheme 6), we obtain exactly our
encoding scheme for unbounded KP-ABE with large universes (Scheme 4), described in §7.1. Hence,
we obtain the following security theorem for Scheme 4.

Corollary 13. Scheme 4 is selectively master-key hiding under the (1,|S*|)-EDHE3 assumption
with tight reduction, where S* is the one-ciphertext query.

Corollary 14. Scheme 4 is co-selectively master-key hiding under the (1, m, k)-EDHE4 assumption
with tight reduction, where (m, k) is the matriz dimension of the access matriz A* of the one-key
query (A*,7*).

Implication to KP-ABE with Short Ciphertexts. Recall first that in KP-ABE with short
ciphertexts, we require the bound 7" on the maximum size of attribute set S. This primitive can
be obtained as a special case of KP-DSE by setting n = 7'+ 1 and || = ¢ = 1. That is, we will
use only one element Y of the ciphertext and set the doubly spatial relation to be the set inclusion
relation (a la ID-based broadcast encryption). More precisely, we define maps

F:A=(An)— A = (A;X(l),...,X(m)), G:Sw (1,a0,...,a7)"
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where

1 0 0 0
0 —n(i) —m(i)? —7(i)T
. 0 1
X0 =g 1 e AFM(Z TP
0 1

and a; is coefficient in p(z) = [[ es(z —y) = ao + a1z + -+ + arz’. Tt can be verified that
RKPDS(F(A),G(S)) = 1 if and only if RKP-ABE(A §) = 1.

Applying this embedding to our encoding for KP-DSE (Scheme 6), we obtain exactly our
encoding scheme for KP-ABE with short ciphertexts (Scheme 5), described in §7.2. Hence, we
obtain the following security theorem for Scheme 5

Corollary 15. Scheme 5 is selectively master-key hiding under the (T + 1,1)-EDHE3 assumption
with tight reduction, where T is the maximum size of attribute set associated to ciphertext.

Corollary 16. Scheme 5 is co-selectively master-key hiding under the (T + 1,m,k)-EDHE4 as-
sumption with tight reduction, where T is the maximum size of attribute set associated to ciphertext
and (m, k) is the matriz dimension of the access matriz A* of the one-key query (A*,7*).

Implication to Doubly Spatial Encryption. We obtain this by just neglecting the key-policy
portion of the scheme. This gives a fully-secure doubly spatial encryption with O(q;) reduction.

8 Dual Scheme Conversion

8.1 Generic Dual Scheme Conversion for Perfectly Secure Encoding

In this section, we will describe a simple tool for converting a perfectly secure pair encoding of any
predicate R to another perfectly secure pair encoding of the dual predicate R. A most well-known
example is that CP-ABE is the dual primitive of KP-ABE. The definition is naturally defined as
follows. For a predicate R : X x Y its dual predicate is defined by R : X x Y where X = Y,Y = X
and R(X,Y) := R(Y, X). Applications of the conversion will be shown when we revisit Lewko et
al. ABE in §9.1.

Encoding Conversion for Dual Predicate. Given a pair encoding scheme Pp for predicate
R, we construct a predicate encoding scheme Pz for R as follows. For Param — (n,h) , we set
Param = (n + 1, h) where h = {h, ¢}, where ¢ is a new variable. We then define

e Encl(X,N): Run (c/(s', h);wa) <= Enc2(X, N), parse s’ = (5',...), set k := (c',a+ ¢s'), r:= &/,
and output (k(a, 7, h);ws), where we treat « as a new variable.

e Enc2(Y,N): Run (K'(o/,7',h);ma) < Encl(Y,N), set ¢ := (K'(¢s,7',h),s), s := (s,r'), and
output (c(s, h);ms), where we treat s as a new variable.

The correctness can be verified as follows. If R(X,Y) = 1, then R(Y,X) = 1, hence from the
correctness of Pg, we can compute o's’ = (¢s)s’. From that we obtain (a + ¢s’)(s) — (¢s)s’ = as.

Lemma 17. If Pg is a perfectly master-key hiding encoding scheme for R, then Pp is a perfectly
master-key hiding encoding scheme for R.
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Proof. If R(X,Y) = 0, then R(Y,X) = 0. Hence, from perfect security we have that o/ = ¢s is
hidden. Dividing the known s term, we have ¢ is hidden, which means ¢s’ is hidden, and this
masks a to be hidden in o + ¢s’. O

8.2 Fully Secure Dual FE for Regular Languages

We do not know a generic conversion in the case of doubly selective master-key hiding encoding.
To this end, we will directly construct and prove security for dual FE for given primitives. We
demonstrate here for our focus predicate, namely, we construct a fully secure scheme for the dual
FE primitive for regular languages, where ciphertexts are associated with a DFA machine M, and
keys are associated with a string of any sizes. This encoding scheme is shown as Scheme 7.

Param — 9. Denote h = (ho, hl, hg, h3, h4, ¢1, ¢2,77, ¢)

For w € (Zn)*, let £ = |w|, and parse w = (wq, ..., wy).
Encl(w) — k(a,r,h) = (ki, ko, k3, ka, {ks5i}icjo,q, {K6.i Ficp,q, F7)
ki=m, ke =a+ro+un, ky=-—rp1+reps,
ks = roho, ks;=1i, ke = ri—1(h1 + how;) + ri(hg + haw;),
k7 =Uu
where r = (r,rg,71,...,7¢u).

let m = |7], and parse T = {(qz,, qy,,0¢)|t € [1,m]}.
EnC2(M) — C(S, h) = (Clu Cc2,C3,C4,Cs, {Cﬁ,t7 C77t, cS,t}tG[l,m]) :
c1 :8¢+,U¢17 C2 = S, 3 =",
c4 = 80, cs = —up + soho, C6,t = St,
crt = Uz, + S¢(h1 + hooy), cgr = —uy, + s¢(h3 + haoy)  cog =51
where up,—1 := ¢2v and s = (v, 5,50, 81, - - - Sy {Ua FqeQ~{qn_1})-

The correctness can be verified similarly (and dually) to Scheme 3. We omitted it here. The scheme
resembles the generic dual conversion but with some tweaks regarding the randomizer technique of
Remark 4. The intuition for the security proof is to use the proof of selective master-key hiding
of encoding Scheme 3 for co-selective master-key hiding of encoding Scheme 7, and vice versa. We
will use slightly modified security assumptions which we describe in §D.1 and §D.2.

Lemma 18. Scheme 7 is not perfectly master-key hiding.

Proof. This is similar to the disproof of perfectly master-key hiding security for Scheme 3 (cf.
Lemma 6). ]

Theorem 19. Scheme 7 is selectively master-key hiding under the (n,m)-EDHE2-Dual assumption
with tight reduction, where n = |Q| is the number of states, m = |T| is the number of transitions of
the one-ciphertext query DFA M*. (The proof is in §D.1).

Theorem 20. Scheme 7 is co-selectively master-key hiding under the £-EDHE1-Dual assumption
with tight reduction, where € is the length of the one-key query w*. (The proof is in §D.2).
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9 Unifying and Improving Existing Schemes

In this section, we revisit some important existing primitives and their implementation schemes,
and cast them into our framework by extracting their underlying pair encoding schemes. All the
revisited schemes are based on the classical dual system approach, hence we re-prove the security
by simply showing the perfect master-key hiding security of their encoding schemes. We then give
some improvements over these schemes.

9.1 Attribute-Based Encryption

Small-Universe KP-ABE (Lewko et al.). The pair encoding scheme extracted from Lewko et
al. KP-ABE [27] (or called the LOSTW scheme) is shown as Scheme 8.

Param(|U|) — |U|. Denote h = (hq)qcu- Param(|U]) — |U|. Denote h = (hq)acu-
For LSS A € 7%, and For LSS A € Z7*, and
7w [1,m] - WU. (7 is injective). 7 [1,m] = U. (7 is injective).
Encl(A, 71‘) — ({kl,h k2,i}i€ 17m}) : EnC].(A,TF) — ({/{171}1-6[177”}, ]{72) :
{ ki1i=A00 + Tihﬂ-(i),} { ki, = Ai()tT + Th,r(i),}
koi =1, ky =,
where a := (a, vo, ..., v;) and where a := (o, v9,...,v) and
r=(r1, .y T, U2y e, Uk). r=(rvy,...,0).
ForY CU forY CU
Enc2(Y) — (c1,{cay}tyey): Enc2(Y) — (c1,{caylyey):
CcC1 =S, cl =S,
co,y = shy coy = shy
where s = s. where s = s.
The correctness can be shown as follows. When R((A4,7),Y) = 1, we have that there is a

set I € [1,m] such that {w(¢)|i€ I} C Y and a reconstruction coefficients {y;};c; such that
Yiel pid;a” = a. Therefore, we have the following linear combination of the k,c, terms:

> wilkyicr — kaicony) = widie s = as. (8)
il iel

Lemma 21. Scheme § is perfectly master-key hiding.

Proof. When R(X,Y) = 0, we have that (A, 7) does not accept Y. For j = 1,...,m, we consider
two cases. If 7(j) ¢ Y, then h,(;) does not appear anywhere and hence the information on a will not
be leaked from k;. Now consider when 7(j) € Y. In this case, both r; and h,(;) is available, hence
Aja’ is known. Now from the lemma of LSSS (similar to Proposition 40), there exists w € Zk;
with wy # 0 such that w is orthogonal to all A; where 7(j) € Y. Hence, Aja’ = Aj(a’ +2w')
for any unknown random z € Zpy. Therefore, Ajo[r does not leak the information on « due to
w1 75 0. O

Improved Small-Universe KP-ABE (New). We observe that in our proof for the LOSTW
KP-ABE above, we did not use any advantage of r; being different for all « = 1,...,m. Hence
indeed we can set 7 :=r; = - -+ = 1p,. This makes the key size much shorter (about half-size of the
original scheme). Our encoding is written as Scheme 9 and is also perfectly master-key hiding.
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Small-Universe CP-ABE (Lewko et al.). The encoding scheme extracted from CP-ABE with
small universe of Lewko et al. [27] is shown as Scheme 10 below. Scheme 10 turns out to be exactly
the encoding scheme obtained from the generic dual conversion (of §8) applied to the KP-ABE
Scheme 8 shown above. Therefore, we obtain the following.

Lemma 22. Scheme 10 is perfectly master-key hiding.

Proof. This is direct from Lemma 17 and Lemma 21. O
Param(|U|) — |U| + 1. Param(|U|) — |U| + 1.
Denote h = (¢7 (ha)aEU)' Denote h = (¢a (ha)aGU)'
For X CU For X CU
Encl(X) — (k:l, {k27x}x€X7 kg) : Encl(X) — (kl, {]{32@}356)(, k‘g) :
kl =T, k;l =T,
kgw =rhy k?,x =rh,
k3 = o+ or k3 = o+ ¢r
where r = r. where r = r.
For LSS A € 27k and For LSS A € Z7* and
7 [1,m] - U. (7 is injective). 7 [1,m] — U. (7 is injective).
EnC2(Aa 7T) — ({Cl,’i7 CZ,i}iE[l,mbCfﬂ) : Enc2(A, 7T) — <{Cl7i}i6[1,m}7 €2, 03) :
c1i = A" + siha(, c1i = AW + Shay),
C2i = Si, co = 3,
C3 =S C3 =S
where v := (s,v,...,v;) and where v := (s,v,...,v;) and
S =1(8,81,-+,Sm, V2., V). s=(s,8v2,...,08).

Improved Small-Universe CP-ABE (New). Similarly, we obtain a new improved encoding
scheme for CP-ABE shown as Scheme 11. The ciphertext size is about half of the LOSTW CP-ABE
scheme.

Large-Universe KP-ABE (New). In ABE with large universe, the attribute universe U is of
exponential size (in the security parameter). We presented a fully secure unbounded scheme in
Section 7.4 under new static assumptions. In this section, we present a new scheme for free, but
the semantic requires bounded sizes myax of the policy sizes (the number of rows in the LSS matrix
A) and tmax of the attribute set Y. The construction is based on cover-free families [11, 21]. Their
definition and existence are given as follows.

Definition 8 (COVER-FREE FAMILIES [11]). Consider a set system (B, {S;}iecu), where S; C B.
It is a f-cover-free family if for all S;,,...,S;, , we have S;, , & U;;l Si;-

Proposition 23 ([21]). There exists a deterministic polynomial-time algorithm that, on input of
integers f,n, returns a set system (B, {S;}icu) that is f-cover-free family where |B| < 16f%logn,
|U| = n, and for all i € U, we have |S;| = |B|/Af.

We are now ready to describe the encoding scheme for KP-ABE with large universe as Scheme 12.
For attribute universe of size n, which is exponential, and bounds Mmmax, tmax, We use (Mmax +tmax —
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1)-cover-free family (B, {S;}icu) with |U| = n, of which the existence is stated in Proposition 23.
The idea is that even |U| is of exponential size, | B] is still of polynomial size, due to this proposition.
The correctness can be shown exactly as in the small universe scheme (Eq.(8)).

Param(n, Mmax, tmax) — |B|, where (B,{Si}icu) i a (Mmax + tmax — 1)-cover-free family with
|U| = n. Denote h = (h;)icp-

For LSS A € Z%Xk, 7 : [1,m] = U, where m < mpmax
Encl(A, ) — ({k1ibietm)s k2) -
k’lﬂ' = 14@'Ct—r —+r Z hj, ko = 7“}

JES(1)
where a := (v, v9,...,v;) and r = (1,09, ..., V).
For Y C U where |Y| < tmax
Enc2(Y) = (e1, {e2ybyey) :

{cl—s, czyy—thj}

JESy

where s = s.

Theorem 24. Scheme 12 is perfectly master-key hiding.

Proof. When R(X,Y) = 0, we have that (A, 7) does not accept Y. For j = 1,...,m, we consider
two cases. We first consider the case w(j) ¢ Y. In this case, we have

SsmZ( U Sew)u(US),

ve[L,m\{j} €Y

due to the property of the cover-free family, where we observe that the number of sets in the right-
hand side is m + ¢t — 1 < Mmpax + tmax — 1 and that Sw(j) is not one of these since 7 is injective
and 7(j) € Y. Therefore, there will be at least one hy which does not appear elsewhere except in
k; and this will hide the information on « from being leaked from k;. Next, we consider the case
7(j) € Y. In this case, r,s,s( X Se ) h;) is available, hence AjaT is trivially known. Now from
the lemma of LSSS, there exists w € Z%, with wy # 0 such that w is orthogonal to all A; where

7(j) € Y. Hence, Aja’ = Aj(a’ + 2w") for any random 2. Therefore, Aja" does not leak the
information on « due to w; # 0. O

Large-Universe CP-ABE (New). By applying the generic dual scheme conversion to Scheme 12,
we obtain a perfectly master-key hiding pair encoding scheme for CP-ABE with large universes as
Scheme 13.
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Param(n, Mmax, tmax) — |B|, where (B, {Si}icu) i a (Mmax + tmax — 1)-cover-free family with
|U| = n. Denote h = (h;)icB-
For X C U where | X| < tmax

Encl(X) — (kl, {kZ,x}xeXa ]{23) :
{k1 =71, koa=rY_ hj kg_a+¢r}

JES

where r = r.

For LSS A € Z%Xk, 7 [1,m] = U, where m < myax

Enc2(A, ) — ({e1,ibieqi,m) €2, ¢3)
Cl,; = gZSA[UT + s Z hj, Cy — §, C3 =S
€S0
where v := (s,v2,...,v) and s = (s, 8, v, ..., V).

9.2 Doubly Spatial Encryption and Negated Spatial Encryption

Doubly Spatial Encryption. In Section 7, we constructed key-policy over doubly spatial en-
cryption and mentioned the mere doubly spatial encryption as a special case. In this section, we
point out indeed that the encoding scheme extracted from the doubly spatial encryption scheme of
Hamburg [19] can be proved perfectly master-key hiding, hence we can obtain fully secure doubly
spatial encryption for free (but now with normal reduction). The scheme is shown as Scheme 14.

Param(n) — n + 1. Denote h = (hg, h1, ..., hy).

For X € AffM(Z7*?)
Encl(X) — (k:l =(o,0)+rhX, ky= r), where r = r.

For Y e AffM(Z*))
Enc2(Y) — (01 =5, Cy= shY,), where s = s.

The correctness can be shown as follows. When R(X,Y) =1 (i.e., AffSp(X) NAffSp(Y) # 0), we
can compute affine vectors w € Aff(Z%), z € AfF(Z{V) such that Xw' = Y2". Therefore, we have

kiw'e; — kpeoz! = (o, 0) + rhX)w' s — r(shY)z' = as.
We prove its perfectly master-key hiding security as follows.
Theorem 25. Scheme 14 is perfectly master-key hiding.

Proof. The encoding construction implies a system of equations with unknown «, h:

where r(= kz) and s(= ¢;) are known. Assume that R(X,Y) = 0. We have that there is no affine
vectors w € Aff(Z%), z € AfF(Z{V) such that wX " = zY ". This implies that (1,0,1) is not in the
row space of the matrix on the left. Hence « is completely hidden. O
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Negated Spatial Encryption. Spatial encryption [6] is a special case of doubly spatial encryption
where ciphertext attribute are confined only to vectors, instead of general affine spaces. Negated
spatial relation is its negated version. In negated spatial encryption [1], we have a key associated
to a vector space X = V(M,0) = {wM ' | w € Z% '} where M has rank n — 1, while a ciphertext
is associated to a vector Y =y, and R(X,Y) =1 iff y ¢ V(M,0). Note that X is a vector space
since it passes through the origin. We also note that non-zero inner-product relation is a special
case of this relation (c¢f. [1]).

We extract the pair encoding scheme from the selectively secure scheme of [1] into Scheme 15.

Param(n) — n. Denote h = (hq,..., hy).

For M € Z%*% representing (n — 1)-rank space V (M, 0)
Encl(M) — (kl =a+rhy ke =rhM, ks= T), where r = r.

For y € ZY%;
Enc2(y) — (01 =5, 3= shyT), where s = s.

To prove correctness and security, we first note that our construction implies a system of equations
as follows. Here M, is the first column of M T and M, ., is the matrix formed by column 2 to n
of M. Also, Yo, is similarly defined.

1 T 0 T

o' rM rM),, (Ofl-> = <k )

h ()]
0 SU1 SY2—n

The correctness can be verified as follows. Assume R(X,Y) =1 (i.e., y € X). Since M, ,,

has rank n — 1, we have sys_,, € RowSp(rMj,,). Hence we can compute w € Z5 ' such that

'wMQT_m —Ysn = 0, 1. But since y ¢ X, we have D := wM, — 3 # 0 (otherwise y €
RowSp(M T)). Therefore, we can compute

kici — kgcleD_l + k3CQD_l = Qs.
Theorem 26. Scheme 15 is perfectly master-key hiding.

Proof. When R(X,Y) = 0, we have that y is in the space X = V(M,0). 0,_; is not in the row
space of the matrix that is formed by the last n — 1 columns of the above matrix. Hence (1,0,,) is
not in the row space of the whole matrix. Therefore « is hidden. ]
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A Security Proof of Our Framework

A.1 Proof for Theorem with Tighter Reduction

In this section, we describe the security proof of Theorem 1.

We prove the distinguishability between the consecutive games as in the following lemmata,
where we define G;AdviE(\) to be the advantage of A in the game G;. We note that in the final
game, the advantage of A will be 0. Therefore, from these lemmata, we can compute the advantage
of A to be the one shown in the theorem statement. This would conclude the proof.

It remains to prove all the lemmata.

Lemma 27. If an adversary A can distinguish Greal from Gres, we can build an algorithm B that
breaks Assumption 1 or Assumption 2. Indeed, |Grea1AdviE(>\) — GresAdvElE()\)\ < Adv%Dl()\) +
Adv3P2(N).

Proof. Assume that there is an adversary A that produces X,Y™* € Zy such that R,,(X,Y*) =1
but Ry(X,Y*) = 0. From the soundness of domain-transferability of R, we can use the corre-
sponding algorithm F to obtain a factor F' of N, such that po|F. Let B = N/F. We can consider
two cases: p1|B or F' = p1py and B = p3. The first case, we can break Assumption 1, while in the
second case we can break assumption 2, in exactly the same way as described in [23]. 0

Lemma 28. If an adversary A can distinguish Gres from Ggy, we can build an algorithm B that
breaks Assumption 1. Indeed, |GresAdviE(N) — GoAdVEE(N)| < AdviP(N).

Proof. Our algorithm B takes in a problem instance (g1, Z3,T) for Assumption 2. Its task will be
to decide whether T' € G, or T' € Gy, .

Setup. Algorithm B picks h < 7y, o & Zx, and prepares the public key PK = (g1, €e(g1,91)%, Zs, g{l)
as usual. It sends PK to the adversary A. Let g2 be an unknown random generator of G,,. B
implicitly sets the semi-functional parameter h by implicitly defining h mod po = h mod py. This
is properly distributed fl; in particular, it is independent from h mod p; due to the Chinese Re-
mainder Theorem.

Phase 1. When A makes the j-th private key query, B generates a normal key as in the construc-
tion. This can be done since it knows the master key msk = a.

Challenge. In the challenge phase, the adversary A outputs messages My, M1 € G along with her
target Y*. B flips a coin b < {0,1}, runs (¢;ws) < Enc2(Y™*), picks s’ = (s', s}, ...  Shyy) & VAR
and forms the challenge (C, Cp) as

C =T, Co = (e(T, g1)*)*' My,

We claim that it is a properly distributed normal or semi-functional ciphertext. To see this, first
we observe that its G,, component is

gwil c(s',h) gf(tl s’,h),

where we write T = g’il g?. This is properly distributed as in Equation (1) and (3) with s = 15’
(mod p1). If T € G,,, then it has no G,, component hence is a normal ciphertext. If T' € G, .,
then this is a semi-functional ciphertext of which the G,, component is

gégc(s’,h) _ gg(tzs/,h) _ g;(tgs’fz)

)
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which is properly distributed as in Equation (3) with § = t38’ (mod p2). These values are uniformly
distributed since they are not correlated with the terms in modulo p; due to the Chinese Remainder
Theorem.

Phase 2. B does the same as in Phase 1.

Guess. The algorithm B has properly simulated Ges if T' € Gy, and G if T' € Gy, p,. Hence, B
can use the output of A to break the assumption 1. 0

Lemma 29. For k € [1,q1], if an adversary A can distinguish Gr_13 from G 1, we can build an
algorithm B that breaks Assumption 2. Indeed, |Gj,_1 sAdVEE(N) — G 1 AdVEE(N)] < AdvaP2()).

Proof. Our algorithm B takes in a problem instance (g1, Z1Z2, Z3, WoW3, T') for Assumption 2. Its
task will be to decide whether T' € Gy, pyps 08 T € Gy, p, -

Setup. Algorithm B picks b <& Z%,, a, & Zy, and prepares the public key PK = (g1, €e(91,91)%, Zs, g{l)
as usual. It sends PK to the adversary A. Let g be an unknown random generator of G,,. B
implicitly sets h mod po = h mod po. This is properly distributed h; in particular, it is independent
from h mod p; due to the Chinese Remainder Theorem.

Phase 1. When A makes the j-th private key query for X; € X, B does as follows.
[Case j < k] In this case, the algorithm B creates a type-3 semi-functional key. To do so, it runs
(k;ma) + Encl(X;) and picks r; & Z¥?, a; & Zn, Ry & Gp.t, and computes

K = glk(a,rj,h) . (W2W3)k(&;,0,0) - Rs.

It is a properly distributed type-3 semi-functional key of Equation (6) with &; = wgéz; (mod po),
when we write WoWs = ¢g52g5".

[Case j = k] B runs (k;ma) < Encl(X;) and picks 77, f; &I Ry & Gp.t, and construct a key
as

We claim that it is a properly distributed key for normal type or semi-functional type-1. To see
this, first we observe that its G,, component is

/ ! / al
glk(a,rj,h)thlk(O,rj,h) _ glk(a,rj+t1rj,h) ’

t1 to ts3 !

where we write T' = g1' g5’ g5*. This is properly distributed as in Equation (2),(4) with 7; = 7+, 7
(mod p1). We note that the linearity property is used here. If T' € Gyp,p,, then it has no Gy,
component hence is a normal key. If T' € G, p,p,, then this is a type-1 semi-functional key of which
the Gy, component is

got2kOF5R) _ o k(Oitafh) k(0,t27.h).

92 =92
which is properly distributed as in Equation (4) with #; = tgf; (mod po).

[Case j > k| The algorithm B generates a normal key as in the construction. This can be done
since it knows the master key msk = a.

Challenge. In the challenge phase, the adversary A outputs messages My, My € G along with her
$

target Y*. Then, B flips a coin b ¢ {0,1}, runs (¢;ws) < Enc2(Y™), picks s’ = (s, s},...,5,,) &
242 and forms the challenge (C,C) as

C = (Z125)°"P), Co = (e(Z1Z2, g1)*)* My,
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This is a properly distributed semi-functional ciphertext of Equation (3) with s = 218’ (mod p;)

and 8§ = 228’ (mod py), where we write Z1Z; = g7 ¢5°.

Phase 2. For each query in this phase, B generates a normal key as in the construction.

Guess. The algorithm B has properly simulated game Gi_1 3 if T' € Gy, p, and G 1 it T' € Gy, pop,-
Hence, B can use the output of A to break the assumption 2. ]

Lemma 30. For k € [1,q1], if an adversary A can distinguish Gp1 from Gy 2, we can build an
algorithm B that breaks the co-selective master-key hiding security of the underlying pair encoding

system P. Indeed, |Gy 1AdVEE(N) — G 2AdVEE(V)| < AdvgMT(N).

Proof. Suppose we have an adversary A that can distinguish between G ; and Gy with non-
negligible probability. We construct a simulator B that would win the co-selective game for master-
key hiding for P by simulating Gy 1 or Gy, 2 for A. In the co-selective game for B, B is given parameter
g1 € Gp,,92 € Gp,, g3 € Gy, from its challenger.

Setup. Algorithm B generates the public key as in the real construction but using the given g1, gs.
It picks h & Z%, o & Zy and sets PK = (g1,¢e(g1,91)%, 93, 9%). Tt sends PK to the adversary A.

Phase 1. When A makes the j-th private key query for X; € X, B does as follows.
[Case j < k] In this case, the algorithm B creates a type-3 semi-functional key. To do so, it runs
(k;mg) < Encl(X;) and picks nE/ACE & & Zn, Ry & Gpit, and computes

K — gf(a”r]7h) . gg:(d,ﬂo’o) . R3,

This is a properly distributed type-3 semi-functional key of Equation (6).

[Case j = k] The algorithm B makes a key query X}, to its challenger and receives T' = g;c Xk (ﬁf’h).

This is the challenge for B to guess if 8 = 0 or 8 is randomly chosen in Z,,. The crucial point here
is that up to this point the semi-functional parameter has not been defined since it is not necessary
for all the previous keys. This feature is known as delayed parameter. B implicitly defines the
semi-functional parameter to fl,, which is defined in T". This is done by answering back to A the key
for X}, by using T. More precisely, B runs (kx,;mz) + Encl(X}), picks r; < Z¥?, R3 & Gpit,
and computes

K — gka(aﬂ"j,h) . T . R3

This is a properly distributed semi-functional key of type-1 if 5 = 0 or type-2 if 8 is random.

[Case j > k| The algorithm B generates a normal key as in the construction. This can be done
since it knows the master key msk = a.

Challenge. In the challenge phase, the adversary A outputs messages My, M1 € Gr along with
her target Y* such that R(X;,Y™*) =0 for all j € [1,¢;]. B then makes a ciphertext query for Y*

cy«(8,h)

to its challenger and receives back D = g, . This query can be made since R(X,Y™*) = 0.

Then, B flips a coin b & {0,1}, runs (cy+;ws) < Enc2(Y™), picks 8 = (8,51, .., 8u,) & Z%T
and forms the challenge ciphertext as
C = ng*(s,h) . D, CO _ (6(91791)a)sMb~

This is a properly distributed semi-functional ciphertext of Equation (3).
Phase 2. For each query in this phase, B generates a normal key as in the construction.

Guess. The algorithm B has properly simulated Gy ; if § = 0, and Gy o if 5 is random. Hence, B
can use the output of A to guess . O
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Lemma 31. For k € [1,q1], if an adversary A can distinguish Gy o from G 3, we can build an
algorithm B that breaks Assumption 2. Indeed, |Gy, 2AdVEE(N) — Gy, 3AdVEE(N)| < AdviP2(N).

Proof. Our algorithm B takes in a problem instance (g1, Z1Z2, Z3, WoW3, T') for Assumption 2. Its
task will be to decide whether T' € Gy, pyp, Or T € Gy, ps-

Setup. Algorithm B picks h & 7%, a, & Zy, and prepares the public key PK = (g1, e(g1,91)%, Zs, g{l)
as usual. It sends PK to the adversary A. Let g be an unknown random generator of G,,. B
implicitly sets h mod p2 = h mod py. This is properly distributed fL; in particular, it is independent
from h mod p; due to the Chinese Remainder Theorem.

Phase 1. When A makes the j-th private key query, B does as follows.
[Case j < k] In this case, the algorithm B creates a type-3 semi-functional key. To do so, it runs

(k;ma) + Encl(X;), picks r; <& ZR2, a & 7Zn, R3 & Gpit, and computes

gf(a7rj7h) . (

K = WQWg)k(&g’O’O) - R3.

It is a properly distributed type-3 semi-functional key of Equation (6) with &; = wgd; (mod p2),
when we write WoWs = g5 gs".
/

! & Zn, Ry & G™ | and

$ m2 A
& Ly, b Py

[Case j = k] B runs (k;msg) < Encl(Xj), picks r},# :

constructs a key as
K — glk(a,’f‘;,h) . (WQW?))k(d;,O,O) . (T)k(O,ﬁ;,h) . R3.

We claim that it is a properly distributed key for semi-functional type-2 or type-3. To see this, first
we observe that its G,, component is

A/ al
glk(a,r; ,h)+t1k(0,7‘j,h) _ glk(a,r; +t17; ,h) 7

where we write T = g{' gb>g%. This is properly distributed as in Equation (5),(6) with r; = i+t ’f;-

(mod p1). If T € Gp, p,ps, then this is a type-2 semi-functional key of which the G,, component is

wak(&,0,0)+t2k(0,7,h) k(wad; taf,h) _ 2k(w2d;,t2f3-ﬁ)7

92 = 92 g

which is properly distributed as in Equation (5) with &; = w2d3- (mod pa), 7j = tg’f‘;- (mod po). If

T € Gp,p,, then this is a type-3 semi-functional key of which the G, component is

w2k(85,0,0) _ o k(w2d},0,0)

92 g

which is properly distributed as in Equation (6).

[Case j > k| The algorithm B generates a normal key as in the construction. This can be done
since it knows the master key msk = a.

Challenge. In the challenge phase, the adversary A outputs messages My, M, € Gr along with her

target Y*. Then, B flips a coin b < {0,1}, runs (¢; ws) < Enc2(Y™*), picks 8’ = (s, 8),...,5.,.) <&

» Cw2
Z5?!, and forms the challenge (C,Cy) as

C = (Z12)"), Co = (e(Z1Z2, 91)*)* M.
This is a properly distributed semi-functional ciphertext of Equation (3) with s = 218" (mod p1)

and § = z98' (mod p2), where we write Z;Z2 = ¢7' g5

Phase 2. For each query, B generates a normal key as in the construction.

Guess. The algorithm B has properly simulated Gy 3 if T' € Gy, p, and G2 if T' € Gy, p,p,- Hence,
B can use the output of A to break the assumption 2. O
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Lemma 32. If an adversary A can distinguish Gg, 3 from Gy, 41, we can build an algorithm B that
breaks Assumption 2. Indeed, we have |Gy, 3AdVEE(N) — Gy, 11 AdVEE(V)| < Adv3P2(N).

Proof. Our algorithm B takes in a problem instance (g1, Z1Z2, Z3, WoWs3, T) for Assumption 2. Its
task will be to decide whether T' € Gy, pyps 08 T' € Gy, p, -

Setup. Algorithm B picks h & Z%, a, & Zy, and prepares the public key PK = (g1, e(g1, 91)%, Z3, g)
as usual. It sends PK to the adversary A. Let go be an unknown random generator of G,,. B
implicitly sets h mod p2 = h mod po. This is properly distributed iAz; in particular, it is independent
from h mod p; due to the Chinese Remainder Theorem.

Phase 1. When A makes the j-th private key query (j < q1), B creates a type 3 semi-functional

key. To do so, it runs (k;ms) < Encl(X), picks r; < Z}?, & <& Zy, Rz < G, and computes

p37

s gf(a,rj,h) - (WalWa)*E5:00) . Ry

It is a properly distributed type-3 semi-functional key of Equation (6) with &; = wzd;- (mod po),
when we write WoWs = g52g5".

Challenge. In the challenge phase, the adversary A outputs messages My, M, € Gr along with her
target Y*. Then, B flips a coin b < {0,1}, runs (¢; ws) < Enc2(Y™*), picks s’ = (s, s}, ... St &
22+ and forms the challenge (C,Cp) as

C = (21Z5)°"M), Co = (e(Z1 2, 91)*)* My,

This is a properly distributed semi-functional ciphertext of Equation (3) with s = 218" (mod p1)

and 8§ = z98' (mod p2), where we write Z1Z2 = ¢7' 5>

Phase 2. When A makes the j-th private key query (j > q1), the algorithm B runs (k;msg) +
Encl(X;) and picks 77, 7 &I Ry & Gpit, and construct a key as
K — glk(a”r;7h) . (T)k(ovf_;?h) . R3‘

We claim that it is a properly distributed key for normal type or semi-functional type-1. To see
this, first we observe that its G,, component is

Al Al
glk(a,r;,h)+t1k(0 #5h) llc:(o¢,1‘;—‘,—t11']-,h)7

where we write T' = g}' gb? gg’ This is properly distributed as in Equation (2),(4) with r; = ’I’} —l—tlf;

(mod p1). We note that the linearity property is used here. If T' € Gyp,p,, then it has no Gy,
component hence is a normal key. If T' € G, p,p,, then this is a type-1 semi-functional key of which
the Gp, component is

tak(0,7,,h) _ _ k(0,ta#,h) k(O,tgf;,fz)’

g2 =92 = g2

which is properly distributed as in Equation (4) with #; = tQﬁ; (mod p2).

Guess. The algorithm B has properly simulated G, 3 if T € Gp,p, and Gy 41 if T € Gppops,-
Hence, B can use the output of A to break the assumption 2. O

Lemma 33. If an adversary A can distinguish Gg,+1 from Gg, 42, we can build an algorithm B that
breaks the selective master-key hiding security of the underlying pair encoding system P. Indeed,
(o +1AVEE() — Gy 12AdVEE (V)] < AdvEMH ().
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Proof. Suppose we have an adversary A that can distinguish between Gy, 11 and Gy, 42 with non-
negligible probability. We construct a simulator B that would win the selective game for master-key
hiding for P by simulating G4, +1 or Gy, 42 for A. In the selective game for B, B is given parameter
g1 € Gy, 92 € Gp,, g3 € Gy, from its challenger.

Setup. Algorithm B generates the public key as in the real construction but using the given g1, gs.
It picks h & Z%, a & Zy, and sets PK = (g1, e(g1,91)% g3, g7). It sends PK to the adversary A.

Phase 1. When A makes the j-th private key query for X; € X, B creates a type-3 semi-
functional key. To do so, it runs (k;m2) < Encl(X;) and picks r; & ZW?, & & Zn, Ry & Gpit,
and computes

K = g’f(av"'jvh) 'g;“(é‘jvovo) . RS,

This is a properly distributed type-3 semi-functional key of Equation (6).
Challenge. In the challenge phase, the adversary A outputs messages My, M1 € Gr along with her

target Y*. B then makes a ciphertext query for Y* to its challenger and receives back D = g5*~ (&),
The crucial point here is that up to this point the semi-functional parameter have not been defined
since it is not necessary for all the previous keys. B implicitly defines the semi-functional parameter
to h, which is defined in D. This is done by answering back to A the ciphertext for Y* by using D.
More precisely, B flips a coin b & {0,1}, runs (ey~;ws) < Enc2(Y™*), picks 8 = (8,51, ..., Su,) <

Z?{f“, and forms the challenge ciphertext as
C — ng*(s,h) . D, Co = (e(g1, g1)*)* My,

This is a properly distributed semi-functional ciphertext of Equation (3).

Phase 2. When A makes the j-th private key query for X; € X such that R(X;,Y™*) =0, B makes

. . kx. 67A'7iL . .
a key query X; to its challenger and receives back T; = gQXJ( " ). This query can be made since

R(X;,Y*) = 0. We note that the task for B to guess if 5 = 0 or  is randomly chosen in Z,,. B
then runs (kx;;ms2) < Encl(Xj), randomly chooses r; & Z\?, R & Gpit, and computes the key
as.

kXJ (a,’f'j 7h’)

K:gl 'CI-"j'R3.

This is a properly distributed semi-functional key of type-1 if 5 = 0 or type-2 if 8 is random.

Guess. We note that all the keys in phase 2 have the same &(= ) in the G,, component, but
this exactly corresponds to our definition for game G4 41 or Gy, 42. Indeed, the algorithm B has
properly simulated Gg, 41 if § =0, and G, 42 if 8 is random. Hence, B can use the output of A to
guess f. O

Lemma 34. If an adversary A can distinguish Gg 12 from Gg, 43, we can build an algorithm B
that breaks Assumption 2. Indeed, we have |Gy 12AdVEE(N) — Gy 13AdVEE(N)] < AdvaP?()).

Proof. Our algorithm B takes in a problem instance (g1, 21 Z2, Z3, WoWs3,T') for Assumption 2. Its
task will be to decide whether T" € Gy, pyp; Or T € Gy, ps-

Setup. Algorithm B picks h & Z%, a, & Zy, and prepares the public key PK = (g1, e(g1,91)%, Z3, )
as usual. It sends PK to the adversary A. Let go be an unknown random generator of G,,. B
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implicitly sets A mod p2 = h mod po. This is properly distributed il; in particular, it is independent
from h mod p; due to the Chinese Remainder Theorem.

Phase 1. When A makes the j-th private key query for X;, the algorithm B creates a type-3
semi-functional key. To do so, it runs (k;ma) < Encl(X;), picks r; & Z%?, & & Zn, Ry & Gyt
and computes

K = gf(a7rj7h) - (WaW;3)k(@5:00) . Ry

It is a properly distributed type-3 semi-functional key of Equation (6) with &; = wzéz; (mod po),

when we write WoWs = g5 g5

Challenge. In the challenge phase, the adversary A outputs messages My, M1 € Gr along with her
target Y*. Then, B flips a coin b <& {0,1}, runs (¢; ws) < Enc2(Y™*), picks s’ = (s, 5),...,5.,.) <&

» Qwo
242 and forms the challenge (C, Cy) as
C = (Z125)" M), Co = (e(Z1Z2,91)*)* M.

This is a properly distributed semi-functional ciphertext of Equation (3) with s = 218" (mod p)

and 8§ = 298’ (mod pa), where we write Z1Z; = ¢7'¢5°.

Phase 2. At the beginning of this phase, B picks &’ < Zy. When A makes the j-th private key
query for Xj, the algorithm B runs (k;msg) < Encl(Xj), picks r;,f;- & Z?, R3 & Gpyt, and
constructs a key as

K = glk(a,’l’;,h) . (WQWg)k(&/’O’O) . (T)k:(of;,h) X R3.

We claim that it is a properly distributed key for semi-functional type-2 or type-3. To see this, first
we observe that its G,, component is

Al !
k(o,rh)+t1k(0,7},h) _ k(a,ré—&—tl'r]-,h)’

g1 g1

where we write T' = g}' gb? gg"’. This is properly distributed as in Equation (5),(6) with r; = T} —l—tlf;

(mod p1). If T' € Gy, pyps, then this is a type-2 semi-functional key of which the G, component is

wak(&',0,0)+t2k(0,7,h k(wad/ taf b k(wad tof, B
922( )+t2k(0,7},h) o f(w2d! t275,h) (w28 t275.h)

=g =92

which is properly distributed as in Equation (5) with &; = w2d’ (mod p2), #; = tg’f';- (mod po). If
T € Gp,p;, then this is a type-3 semi-functional key of which the G, component is

wok(&',0,0) __  k(w2d’,0,0
o™z ) = goklw2 ),

which is properly distributed as in Equation (6).

Guess. We note that all the keys in phase 2 have the same § in the G,, component, but this
exactly corresponds to our definition for game Gy, 12 or G4, +3. Indeed, the algorithm B has properly
simulated game Gy, 13 if T € Gy, p, and Gy 42 if T' € Gy, p,p,- Hence, B can use the output of A to
break the assumption 2. ]

Lemma 35. If an adversary A can distinguish Gg,+3 from Ggnal, we can build an algorithm B that
breaks Assumption 3. Indeed, |Gy, +3AdVEE(N) — GanatAdVEE(N)| < AdvaP3 ().
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Proof. Our algorithm B takes as input a problem instance (g1, g2, Z3, ] Wa, ¢9Y2, T') for Assumption
3. Its task will be to decide whether T' = e(g, g)*® or T is randomly chosen from Gr.

Setup. Algorithm B picks h <& Z%;. It then computes e(g1,97Y2) = e(g1,91)* and prepares the
public key PK = (g1, (g1, 91)%, Z3, g{‘) It sends PK to the adversary A. Since all the keys in game
Gy, +3 and Ggpar will be semi-functional of type-3, we do not need to define h.

Phase 1. When A makes a private key query for X, the algorithm B creates a type-3 semi-
functional key. To do so, it runs (k;ms) < Encl(Xj), picks 7; & L\, & & Zn, Ry & Gpit, and
computes

K = (g9Y,)k10.0) . g k(Orh) o K(@5.00) g
It is a properly distributed type-3 semi-functional key of Equation (6) with &; = y2 + 079 (mod p2),
when we write Y = g§°.

Challenge. In the challenge phase, the adversary A outputs messages My, M1 € Gp along with
her target Y*. Then, B flips a coin b & {0,1}, runs (¢;wz) < Enc2(Y™), picks s1,..., Su, & Zy,
defines s’ = (1,51, ..., Sy, ), and forms the challenge ciphertext as

C = (giWa) "), Co = T M,.
The C term is a properly distributed as in a semi-functional ciphertext of Equation (3) with s = ss’
(mod p1), § = was’ (mod p2), where we write Wy = g5 2.

Phase 2. At the beginning of this phase, B picks &' & Zy. When A makes a private key query
for X, the algorithm B creates a type-3 semi-functional key, with all the keys share the same & (as

per the definition of game G, +3 or Ggpal). To do so, it runs (k;ma) < Encl(X;), picks r; <& Z3?,
R & Gy and computes

K — (g?y2)k(1,0,0) . (gl)k(O,rj,h) _gg(éé ,0,0) R;.

It is a properly distributed type-3 semi-functional key of Equation (6) with & = y2 + & (mod po),
when we write Y5 = g§2.

Guess. The algorithm B has properly simulated G4, 43 if T' = e(g, 9)** and Ggpar if 7' is randomly
chosen. Hence, B can use the output of A to break the assumption 3. 0
A.2 Proof for Theorem with Normal Reduction

In this section, we describe the security proof of Theorem 2. All the indistinguishability proofs in
the sequence are done in exactly the same way as those for Theorem 1 except only the indistin-
guishability between game Gy and G o (for all k € [1, gan]), which we show below.

Lemma 36. Suppose that the underlying pair encoding is perfectly master-key hiding. For any
ke [l,q1 + q2|, Gi1 and Gio are indistinguishable in the information theoretic sense.

Proof. Let (k;mg) < Encl(X}) and (c;wsz) < Enc2(Y™*). Since R,,(X,Y) = 0, from the perfect
security of encoding scheme we have that the following two distributions are identical:

{e(8,h), k(0,7 h)} and {e(3,h), k(a,7h)},
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where the probability is taken over 711, .. .,ﬁn,d,fl, ey Py 8,81, oy Suy & Zp,. Therefore, the
following two distribution are also identical:

c(s,h)  c(8,h k(a,r,h) k(0,7 c(s,h)  c(3,h k(a,rh) k(&7 h
{91( )‘92( )7 91( )'92( )'RB} and {91( )'92( )7 91( )'92( )‘R3}

But this is the only difference between Gy, 1 from Gg ». Moreover, in both games, «, h do not appear
in all the other keys and # is randomly chosen for each key. Therefore, Gy ; and Gy, 2 are identically
distributed. This concludes the proof. O

B Proof for Functional Encryption for Regular Languages

B.1 Disproving Perfect Security

In this section, we prove that Scheme 3, our pair encoding for regular languages functionality, is
not perfectly master-key hiding (Lemma 6). This is similar to Lemma 5 for Waters’ scheme.

Proof. We consider M, w such that M, upon input w, transits the initial state through the accepted
state ¢,—1 at just after the j-th symbol of w, but eventually the last state is not ¢,_1. Hence
R(M,w) = 0. Now we show how to compute a from kps(a, 7, h) and ¢y (s, h). Firstly from our
setting of w, we can compute s;ju,—1. This is done by mimicking the decryption mechanism but
only until the j-th symbol. Now since sju,—1 = s;¢2r and we know s;, 7, the term ¢ is thus also
exposed. From this and known terms sy, s, we can extract ¢; from c3. From ¢y = sn and known
term s, we have 1. From ¢1,n and known terms r, u, we can extract « from k. O

B.2 Proof of Selective Security

In this section, we prove the selective master-key hiding security of Scheme 3, our pair encoding
for regular languages functionality (Theorem 7 in §6).

Proof. Suppose we have an adversary A with non-negligible advantage in the selective game for
master-key hiding game against our pair encoding scheme 3 for regular language. We construct a
simulator B that solves the /-EDHE1 by running A and simulating the security game as follows.

Ciphertext Query. The selective game begins with A making a ciphertext query w* = (w7, ..., wj).
B takes as an input the ¢*-EDHE1 challenge (D, T). Its task is to guess whether T = g% or T
is a random element in G,. That is, if we denote T' = g™ t% the task is to guess 7 = 0 or 7 is a
random element in Z,. B will implicitly define o = 7 by embedding T" in the simulation for keys
(see below).

(Programming Parameters). B computes the parameter by first picking hj,...,h,, ¢y & Z,
and computing
go=g"% [ ¢° g = gMg, 9" =g,
1€[1,6%] (9)
gh‘3 . g l/f H g _w*al +1— L)/dl*+17i’ gh4 _ ghil H g(aé*+17i)/d¢*+1*i, gd)g — ga.
1€[0,0*] 1€[0,0*]

These computations are possible due to the availability of corresponding elements given in D from
the assumption. It also implicitly defines

g% = g"1¢%, 9" = g*. (10)
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These are implicit since B possesses neither g%, g°.

(Programming Randomness in Ciphertext). We now describe how B produce a ciphertext
for w*. B first implicitly sets

5= ae*c/z, Vic[o,er] Si = ae.
(Cancellation in Ciphertext). From the above (implicit) definitions, the ciphertext is well
defined. It can be computed due to the cancelation of unknown elements as follows.”
e Canceling g“z*ﬂc in gsP1+sed2 by

g~ @ e/ from = ()61 gl @ from glse)82)

e Canceling ¢'¢/f in gsi—1(hithaw))rsi(hsthaw) for a1l § € [1,0*] by

@) from gD, G @) from gle)(ha)

e Canceling gaz*+16/dz*+1—i in gSi—l(h1+h2’w:)+sz‘(h3+h4w2) for alli € [1,6*] by

g(aic)(iw:az*Jﬁlii/dZ*+1—z’) from g(v—*‘z‘)(h?)7 g(aiﬂ)(w?)(az*H*i/dé*H—z') from g('—*‘z‘)(qu*)(hﬂ:)

(Simulating Ciphertext). The ciphertext is then computable from remaining terms which consist
of only known elements from D as

g =g" (11)
g =g, (12)
ootz — (go'e/2) (1), (13)
Vie[o,6] g% = goc, (14)
gt = (g9 T g/, (15)
1€[1,0%]
Vie[l ] gsi,1(h1+h2w;‘)+si(h3+h4wz*) _ (gai_lc)(h’l+h’2w:)(gaiC)(h/BJrhilw;) . H g(wi*—w;)aéhrl’j“c/dlmrl,j.
7€[0,£7]
s.t.j#£1
(16)
(Re-randomizing Ciphertext). The simulated ciphertext is not perfectly distributed yet since
the randomness s, sq, ..., sg« are still correlated. We will re-randomize s, ..., sy« so that they are
independent from s. This can be done by randomly choosing s, ..., sp. & Zy, and computing a

new ciphertext as
9" =9,
g =g,
g_§¢l+§e*¢2 _ g—s¢1+se*¢2 (g@)s;*’
Vico,e] g% = g%g*,
gooho — gsoho(ghoysh,

vie[l,f*] g§i71(h1+h2w;)+§¢(h3+h4wf) _ gsi—l(h1+h2w:)+5i(h3+h4w:)((ghl)(ghQ)w;>Si_1((ghS)(ghél)w:)si

"We will use colored texts to identify what terms come from what terms.
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where the new ciphertext has new randomness §; = s; + s/.

Key Query. The adversary A makes a key query for DFA M = (Q,7T,qo,qn—1). B creates the
key for M as follows. We first describe some notation. Denote by w} the vector formed by the last
¢* — i symbol of w*. That is w} = (wf,,,...,w}). Hence w§ = w* and wj, is the empty string.
For qr € {q0,-.-,qn-1} = Q, let M} be the same DFA as M except that the start state is set to
qx. Then, for each ¢ € Q we define Vi, = {i € [0,0*] | R(M},, w}) = 1}. From this and the query
restriction that R(M,w*) = 0, we have 0 ¢ Vp. Since there is only one accept state ¢,—1 (due to
the WLOG condition) and this state has no out-going transition, we have V,,_1 = {£*}. We denote
Vi ={i+1]ieV,}.

(Programming Randomness in Key). B first implicitly defines

r="b, (17)
ro = b( > dz*+1—z‘), (18)
i€V
w=0, (19)
YgocQu{gna} Us = a’ b (20)

We note that, from the identity u,_1 = ¢or, we have u,_1 = ab = Zie\/n_l ae*“*"b, due to
Vin—1 = {¢*}. Hence Equation (20) indeed holds for all ¢, € Q. Finally, B implicitly defines

vte[l,m] re = b( — Z (lz*+1iif — Z d@*—i—l—i/(at - U):) + Z d£*+1—i/(0t — UJ:))
eVt i€V NV, i€V, \Voh !
(21)
We note that the first sum can also be expressed as >, +1 "t f = Y iev, o’ =6+ £ One
can see that r; is well defined due to the following claim.

Claim 37. For (x,y,0) € T, suppose that i € V,71 \ 'V, ori e V, \ V1. Then we have o # w}.

The claim indeed follows straightforwardly from the determinism of DFA M and is the same
fact that is used in [38].

(Cancellation in Key). From the above (implicit) definitions, the key is well defined. It can be

computed due to the cancelation of unknown elements as follows.?
e Canceling g“z*ﬂ_ib for all i € Vj in g~“ot7oho by
(=a”"F170) from g(—u0), gder 1@ g 2) o g(ro)(ho)

e Canceling g“z*ﬂ_ib for all i € V,,, in gt t7e(hthaot) for all ¢ € [1,m] by

g ) from g(uad), gCa "IN/ E) from gr) ()

e Canceling g% 77 for all i € V, N V! in g~ tre(hathaod) for all ¢ € [1,m]by

g(_a[*+liih) from g(_u.lll,)’ g(_a[*Jrliibf)(_l/f) from g("’t)(h3)

8We note that since un_1 obeys the same Equation (20) as other us, we do not need to analyze in separate cases.
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e Canceling g“z*H_ib for all i € V, \ Vit in g—uwetre(hsthaon) for all ¢t € [1,m] by

*a[*+1f’i J =i
tdpx gy dox 414 from g(T‘t)(h3+h4 )

bdz* 1—i
(=, ) (-w
i

g(iaf*ﬁylilb) from g(iuyf, ),

e Canceling gae*ﬂﬂvb for all i € V' \V,, in g twtrelhsthacs) for all ¢ € [1,m] by

(71"1[.‘*#»172')( w* a£*+1_i rz(* t1—1

g(—a”“*"’bf)(—l/f) from g(")(h3), i e from g

w*
o —w;

g (re)(ha+hao:)

The cancelation in the first case is possible since 0 & V.

(Simulating Key). The key is then computable from remaining terms which consist of only
known elements from D as

gcx+T¢1+u17 —T. (gb)¢1 (22)
g“ =1 (23)
g =9 (24)
g° =g (25)
and
h Ny af"+1-ip gLt
g rotroho —(gho. I g ety (26)
1%
je[l,el*] ot G#i
A -1 -1 1
g’l”t — ( H gal +1be> . ( H (gbd£*+17i) Ut“f:) . ( H (gbd5*+17i) Ut“’:)
i€Vt i€V NV, i€V NV
(27)
1 1
guxt+7“t(h1+h2crt) — (th)(hll‘Hl/gUt) . H (gabd2*+1—i/f) or—w} > . < H (gllbdg*_'_l_i/f)ot—w;()
i€V, i€V NVt
(28)
g*“yt+rt(h3+h40t) — (grt)(héJrhiUt) . ( H (ga2£*+2_i_jbf/de*+1—j)(Ut—w;’)>. (29)
ieVht
Jjelo,e¥]
. 1
< H (gbd€*+l—i/f) fft—wi*) . ( H (gbdz*+1—i/f)dt—wi*>,
i€V vy, i€V NVt
A B T o S 1y Y1 1
H (ga de[”rlj)at—w;) . ( H (ga ]bdl*Jrlj)"t_“’:)
iEVLHINVy, i€V, \Vat!
JE[0,6*] s.t. j#£i JE[0,6*] s.t. j#£i

T is embedded in such a way that 7 = «, so that B can use the guess of A to guess in its own game.

(Re-randomizing Key). The simulated key is not perfectly distributed yet since their randomness
are still correlated. B re-randomizes the key by randomly choosing V,cq ul, 1,74, Viey 74 & Z,
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and computing a new key as follows.
ga—i-'FqSl +an _ ga—l—rqSl +un (gr’d)’l ) (gae* C)u’

g = g"(g" ) (g

/

I =g9g"
g0 = grogrh
g~ TotToho _ g —uotroho g (gho )t
gt = gy
gloetTelhathaon) — gusytre(hathaon) gue, ((ghiy(gha)on)re

g_ﬁyt+ft(h3+h4cft) = {guyt+rt(h3+h4gt)g_um ((gh3)(gh4)0t)7‘£ if Yt 7é n—1

gt trehathaod) (go2)r(ghs) (gha)7)e i yy = n — 1

where the new key has new randomness @, = uz + ul, 7 = e + 7,70 = ro + 14,7 =r+ 71,0 =
*
u+ (a’c/2)u —ar'.

Guess. A will eventually output a guess if & = 0 or random, our simulator B just outputs the
guess that 7 = 0 and 7 is random respectively. Hence, the advantage of B winning the ¢*-EDHE1
game is exactly the same as the advantage of A winning the selective master-key hiding game.

O]

B.3 Proof of Co-Selective Security

In this section, we prove the co-selective master-key hiding security of Scheme 3, our pair encoding
for regular languages functionality (Theorem 8 in §6).

Proof. Suppose we have an adversary A with non-negligible advantage in the co-selective game for
master-key hiding game against our pair encoding scheme 3 for regular language. We construct
a simulator B that solves the (n,m)-EDHE2 by running A and simulating the security game as
follows.

Key Query. The co-selective game begins with A making a key query M* = (Q*, T*, qo, Gn*—1)-
We parse T* = {(z1,y1,07), ..., (T, Ym=, 05« ) }, where we denote m* = |T*|. B takes as an input
the (n*,m*)-EDHE2 challenge (D, T). Its task is to guess whether T = ¢®* or T is a random
element in G,. That is, if we denote T' = g™ T®%  the task is to guess 7 = 0 or 7 is a random
element in Z,. B will implicitly define @ = 7 by embedding 7" in the simulation for keys (see
below).

(Programming Parameters). B computes the parameter by first randomly choosing hj, . . ., b}, ¢} <&

Z, and computing

gho _ gh()ga”*b/d1’ gh1 :gh’1 H gol’;(a”**zk)/dig—(a"**zk)b/dk’ hy _ g H g (a™" =k /d2
ke[1,m*] ke[l,m*]

g¢2 _ ga7 gh3 _ ghIS H g a™ *yk)/dﬁ ( n* 7yk)b/dk7 gh4 — ghil H g(an*fyk)/dg'
ke[1l,m*] ke[l,m*]

(30)
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These computations are possible due to the availability of corresponding elements given in D from
the assumption. It also implicitly defines

g% = g%g™, 9" =g". (31)
These are implicit since B possesses neither g%?, g~.
(Programming Randomness in Key). We now describe how B produce a key for M*. B first
implicitly sets
u =0, ro = dq, r =b, vte[l,m*] e = dy, V%EQ*\{qn*_l} Uy = (a" _x)b. (32)

Now recall that u,«_1 = ¢or, hence from our programming we have u,«_1 = ab. Therefore, the
above equation for u, indeed holds for all ¢, € @Q*.

(Cancellation in Key). From the above (implicit) definitions, the key is well defined. It can be
computed due to the cancelation of unknown elements as follows.

e Canceling g“n*b in guotroho by

g from g(-u0), gl @ b/d1) grop g(ro)(ho)

Canceling g(an*izt)b in guzt+7"t(h1+h20't) by

@00 grom glun), AN b ) gy ) (h)

Canceling g(an*_yt)b in g*“yt”t(hﬁhwt) by

g @ T from g, D@ I/ o (1))

Canceling g(“nt”)/dt in gueetre(hithaoy) by

g(df,)(a:(a"**”t)/d;") from g(ro(m), g(,zt)(o;)(_(a"**wt)/df) from g(")(@1)(h2)

Cancehng g(an*_yt)/di in gfuyt+7‘t(h3+h40't) by

gl (ot @ v [d0) o g(re)(ha), gl D@ 78 /d) g g(ro)(e)(ha)

(Simulating Key). The key is then computed from all known elements from D as

gt = T ()% (33)

9" =1 (34)

=4 (35)

g =g" (36)

g otToho = (g% (37)

Vie[1,m#] g = g™ (38)

Vte[l,m*} guxt—i-rt(hl—khgat*) _ (grt)h’l—I—h’Qat* H (g(a"**zk)dt/di)(U;_Ug)g(a”**zk)bdt/dk (39)
ke[l,m*]
s.t. k#t

vte[l,m*} g—uyt+rt(h3+h402‘) _ (grt)h’g—i-hilgt* H (g(an*—yk)dt/dg)(o;—a,:)g(an*_yk)bdt/dk (40)
ke[l,m*]
s.t. k#t
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(Re-randomizing Key). The simulated key is not perfectly distributed yet since their randomness
are still correlated. B re-randomizes the key by randomly choosing V,eq ul, 1,7, Vier 74 & Z,
and computing a new key as follows.

a+7p1+in ga+r¢1+u17 (ngl‘bll)(ga”*_IC)“/

g = g" (g™ ) g7y
g =q9"
gfg _ grogr6

gfﬁ0+1:0ho — gfqurTohogua (gho)r6

g

!

gFt _ grtgré
gﬂzt +7t(h1+heot) _ gl +ri(ha +h20t)gu;t ((ghl ) <gh2 )Ut )7”2

iy ey oy | g T s hao) g T (ghs) (gha)e)re iy, £ — 1
’ - grresthaed (go2) (gh) (gh) ) ity =n—1]

where the new key has new randomness i, = uy + ul, 7t = ry +1},70 = ro + 10,7 =1+ 1,0 =
*_
u+ (a™ "le/2)u’

Ciphertext Query The adversary A makes a ciphertext query for string w = (wi,...,wp). B
creates the ciphertext for w as follows. We first describe some notation. Denote by w; the vector
formed by the last £ — i symbol of w. That is w; = (wi4+1,...,wy). Hence wy = w and wy is the
empty string. For ¢ € {qo,...,qnr—1} = Q, let M} be the same DFA as M* except that the start
state is set to g,. Then, for each i € [0, /] we define U; = {k € [0,n* — 1] | R(M},w;) = 1}. From
this and the query restriction that R(M*,w) = 0, we have 0 ¢ Up. Due to the WLOG condition,
we have Uy = {n* — 1}.

(Programming Randomness in Ciphertext). B implicitly defines

_ n —1
j€Uy ke[l,m*}
s.t. opFwr
Viep, -1 Si = ( > d ) ( ( S di/(of - wi-i—l)) + <b >, /(o - wi)>>7
jeu; ke[1l,m*] ke[l,m*]
s.t. of AWt s.t. o Fw;
(42)
= (Za%) <1+(b Z d%/(o,j—w@)). (43)
jeU, ke[l,m*]
s.t. opFwy

(Cancellation in Ciphertext). From the above (implicit) definitions, the ciphertext is well
defined. It can be computed due to the cancelation of unknown elements as follows.

e Canceling g“"*c in g*S¢1+Se¢2 by

g— @ /@) prom g= (@), gl@ TI@ from gls)(@2)
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e Canceling ¢
for all i € [1,/] by

g(ajc)(—(a”**zf)b/dt) from g(¥-1(m),

g«m)( L))oy z

(si—1)(h1+h2

" =t be/dr g1 ¢ such that oF # w; and for j € U;_; in g®—1(mthewi)tsi(hathaw:)

)

e Canceling g(antytﬂ)bc/dt for ¢ such that o} # w; and for j € U; in g%-1(hthawi)tsi(hsthaws) for

all i € [1,4] by

G@O@ /) o (5 (Ba).

o Canceling ¢(@" )%/d for ¢ such that oF = w; in gsi-1(thawitsithsthaw) for a1l 5 € [1,4] by

*x_
a™ Yt)

gla (@ b de) oy glsiea)(hn)

The cancelation in the first case is due to U, =
due to the following claim.

; bd . —yt
(@0) (o (ot (a0 s
t t

t

g(a*‘” o)((a

“Yt)b/d,

) from g

)

{n*—1}. The cancelation in the last case is possible

Claim 38. Fori € [1,4], fort such that o} = w;, we have x4 € Ui_1 Ay, € U; or xy € Ui—1 Ay € Us.

The claim indeed follows straightforwardly from the determinism of DFA M and is the reverse
way of stating Claim 37 in the previous proof.

(Simulating Ciphertext). Due to the cancellation of unknown elements, the ciphertext can be
computed from all known elements from D as

n*—1
gs _ a c/z’
sm o a” e
g =g )
. 1
g—s¢1+se¢2 — (ga" *16/z)—¢’1 . H (g bcd5)0' T
ke[l,m*]
s.t. opFwy
) 1
gSO — <g (gajbcdk)o;;—wl )7
]E 2 k‘E[l m*
s.t. Uk;éwl
1 1
i Ibedy \ o7 5 Wi Ib d5 ox —w;
Vie[1,6-1] g% = (9 (g7t )i I (9% % >,
J€U; ke[l m*] ke[l,m*]
s.t. opFWit1 s.t. o Fw;
5 O' 1UJ
935 <g (gajbcd ) g>7
jeUz ke[l m*
s.t. O'k;éwg

gSOh() _ (gso)h6 H (ga"*+jbc/d1 H (g a” +Jb2cdk/d1)‘ iwl>7

where we note that in the last term, g*"

j€Uo

ke[l,m*]
s.t. opFw1
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The final components g%¢ = gsi-1(mthawi)+si(hsthawi) for j ¢ [1,4] are computed as follows.
Forie (2,0 —1],

gc&i :(gsi—l)hllJrhlgwi* . (gsi)héJrhg‘wf_

. ( H (g(an*zﬁrj)c/df)(o‘:—wi)) X < H g—(a"*zt+j)bc/dt>~

te[l,m*] te[l,m*]
jeUi1 JjeU;_1 s.t. j#my
. . U:—wi . ) 1
) ( H (g(an zt+J)bcdk/df)a;—wi> . ( H (g(an —zt+J)b2cdk/dt)o;;—wi ) .
k,te[l,m*] k,te[l,m*]
s.t. k£tAo) Fw; s.t. opFw;
JjeUi1 JEVi—1
*
* . I * . -1
] ( H (g(an —mt+J)bcd2/df) U;*“’i—l ) . ( H (g(an _mt—H)bQCdz/dt) 72*“’1’—1 ) )
kte[l,m*] kte[l,m*)
s.t. opFwi—1 s.t. opFwi—1
J€Ui1 J€Uiz
. ( H (g—(an*yt+j)c/df)(a;—wi)) . ( H g(a’b*yﬁj)bc/dt),
te[l,m*] te[l,m*]
Jjey; J€EU; s.t. j#yt
N 6 — oiwi * g2 1
. ( H (g(a" vt J)bcdk/dt) cl’;wi+1> . ( H (g(an vetip cdk/dt) oF—wit1 ) ]
kte[l,m*] k,te[l,m*]
s.b. opFWit1 s.t. ofAwit1
JeU; JeU;
*
* . B * . i _1
. ( H (g(an —yt+J)bcdz/d?) a;—wi ) i ( H (g(an —yt+])bzcdz/dt) U;—wi )
kte[l,m*] kte[l,m*]
s.t. k£ENT;Fw; s.t. opFw;
JeU; JeU;

(51)
For ¢ =1, g“61 is computed exactly as above except only without the fourth line. For ¢ = ¢, g°6.¢ is
computed exactly as above except only without the sixth line. By inspection, we can see that all
the terms appearing in the computation are available from D.

The equation is quite overwhelming at the first glance. However, they are written systematically
as follows. The terms in the second to fourth line correspond to g®%i-1(h1+h2w}) and those in the
fifth to seventh line correspond to g*("3+hawi) (after the cancellation across these two terms).
Moreover, the second (resp., third, fourth) line corresponds to the first (resp., second, third) term
of the programming of s;_1 in Eq. (42). Similarly, the fifth (resp., sixth, seventh) line corresponds
to the first (resp., second, third) term of the programming of s; in Eq. (42). We note that the
programming of so of Eq. (41) (resp., sy of Eq. (43)) can be viewed as that of s; in Eq. (42) but
without the third (resp., second) term; therefore, the computation of g0 (resp., g“-*) does not
contain the fourth (resp., sixth) line.

(Re-randomizing Ciphertext). The simulated ciphertext is not perfectly distributed yet since
the randomness s, sg, ..., sy are still correlated. We will re-randomize sq, ..., sy, so that they are
independent from s. This can be done by randomly choosing sy, . .., s} & Zy, and computing a new
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ciphertext as

9’ =9,
g7 = g*",
g—§¢1+§e¢2 _ g—5¢1+5e¢2 (g¢2)52,
Vielo.q g% = g%g*,
g*oho = gsoho(ghoyso,
Viep,q gt (mthewdtsilhathaw]) — gsica(huthawl)tsihathawl) ((gho)(gheywlysio ((gha)(ghaywr)s:

where the new ciphertext has new randomness §; = s; + s/.

Guess. A will eventually output a guess if & = 0 or random, our simulator B just outputs the
guess that 7 = 0 and 7 is random respectively. Hence, the advantage of B winning the (n*, m*)-
EDHE2 game is exactly the same as the advantage of A winning the co-selective master-key hiding
game. O

C Proof for Key-Policy over Doubly Spatial Encryption

C.1 Proof of Selective Security

In this section, we prove the selective master-key hiding security of Scheme 6, our pair encoding
for KP-DSE (Theorem 11 in §7). Before the proof, we state some useful propositions.
Proposition 39. Let P = (Cl‘r 1(3),) € AfM(Z1*%) be an affine matriz. Suppose that (1,v) ¢
AffSp(P). Then there is an efficient algorithm that outputs w € Z; such that w(v — c)' #0 and
wP' = Od.

Let M € Z3*™, we recall the notation of a row space as RowSp(M) = {wM | w € Z%}. We
also denote its null space as NullSp(M) = {v € Z% | Mv" = 0}.

Proposition 40. For a matriz G € Z?VX" with linearly independent rows, there exists an efficient

algorithm that outputs H € ZnNX(n_d) such that NullSp(H ") = RowSp(G). That is, v € RowSp(G)
if and only if vH = 0,_q. We denote H = G™Y). Moreover, we also have that GG = gdx(n—d) 9

Proposition 41. Suppose that a = (a,d?,...,a" '), 0 = (a",a"',...,a%) € Zg“_d, Then for
T) T

any v, € -, € coejjictent o, e lterm a coniainea 1n (Vo axr 1S exacuy ve .
Zp A th jent of the t "+ contained in (vo ' ' tl

We now describe the proof of Theorem 11.

Proof. Suppose we have an adversary A with non-negligible advantage in the selective master-key
hiding game against our pair encoding Scheme 6. We construct a simulator B that solves the
(n,t)-EDHES3 assumption by running A and simulating the security game as follows.

Ciphertext Query. The selective game begins with A making a ciphertext query for Q* =
(YW, Y*®) where Y*) € AffM(Z2*%) and A € Z"F. B takes the (n,t)-EDHE3 challenge

(D, T). Its task is to guess if T = ¢g*" "% or T is a random element in Gp.

i

9The pair (G, G™)) holds exactly the relation of “generator matrix’
There is an efficient conversion between each other (e.g., [30](p.44)).

and “parity check matrix” in coding theory.
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(Programming Parameters). B first compute for i € [1,¢] an affine matrix K; € AffM (Z;(,nfdi)xn)
such that

3 1 Odl n—d; .
Ky = (0:“1’ 0) € AffM(Z{r— 4>,

where here 0 € Zl()n_di)Xdi. This can be done as follows. Let Y*() = (le &). Then, we find a

matrix K! such that RowSp(Yy ") = NullSp(K}) (see Proposition 40). We then set K; = (_I(l{yT }3{).
Intuitively, we project the affine space from dimension n to dimension n — d; in such a V\Z/azy that
all points (vectors) in AffSp(Y*(*)) maps to (1,0,_4,) and all the other points outside it would not
map to (1,0,_g,).

Denote a? = (a,a?,...,a""' %) and @ = (a",a™',...,a%). B computes the parameter by
choosing h' & L3, ¢, o, B & 7, then implicitly sets

_ (4) n _
a a'c
h= > (Oabﬁ)Kﬁ-(T,O)-i'h/’ pr=9¢1+a"z ¢oa=¢y—a", P3=¢5—a", n=z,
i€[1,t] e v

Note that gﬁ, g%, g% can be computed from D but g% ?, g% are unavailable.

(Programming Randomness in Ciphertext). We now describe how B produce a ciphertext
for Q*. B first implicitly sets

s =c/z, w=c, Vie[y si = bi

(Cancellation in Ciphertext). From the above (implicit) definitions, the ciphertext is well
defined. It can be computed due to the cancelation of unknown elements as follows.

i vy« (i i . i 1 04
e Canceling g“< /b in g(wes,0)+s:hY @ since (b:)((0 al ))Ki)Y*(Z) = (0, %) (OT gl) =0.

’ 2
bi n—d;

e Canceling g¥"¢ in g(wés:0)+s:hY* 1,y

g from g(0)(@s) gB@"e/b) from ()Y

e Canceling g%"¢ in g*?1Tw%2 by
gl from o) (@), gt (=a") from g()(92)

(Simulating Ciphertext). The ciphertext is then computable from remaining terms which consist
of only known elements from D as

2 g =g% g¥ =g g = (g°)%1(g")%2, Viepy 9% = g",
oD, )
Ry *(i Py (0,55 ) K YD) aleb;
. *(1) ’ Ry x(3) 2 i :
g Ot — g(wos 0) (gs)PYTE T g g o
JE[LY
s.t. j#£i

9 =y

(Re-randomizing Ciphertext). The simulated ciphertext is not perfectly distributed yet since
their randomness are still correlated. B re-randomizes the ciphertext so that all the other random-
ness are independent from s which we will not re-randomize since B does not possess g®,q". B
does this by using the known ¢", %2, ¢3.
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Key Query. A makes a key query for A = (A4, {X(i)}ie[l,m})' Let S C [1,m] be the set of all 4
such that there exists j € [1,¢] where RPS(X®) Y*()) = 1. Let Ag be the sub-matrix of A that
contains only rows in S. From the restriction that Rxp(pg)(A,*) = 0 and from the definition of
LSSS, we must have that (1,0) ¢ RowSp(Ag). Using Proposition 39, we can find v € Z’; such that
vy =—1and Aiw' =0foralliecs§.

(Programming and Simulating Key). B will implicitly set & = 7, where we recall T' = g“nHZ*T

from the problem instance. B also sets r = a,u = 0. This can be done by setting g@T¢1m+un =
T(g")%. B sets v = a"t'v + (¢ha,0). This is consistent with v; = ¢or = (—a™ + ¢h)a. B then
constructs key components regarding X for i e [1,m] as follows.

Case 1: i ¢ S (That is, for all j € [1,t], RPS(X®,y*)) = 0).

In this case, we have that for all j € [1,t], AffSp(X®) N AffSp(Y*U)) = §. Consider j € [1,1].
Therefore, AffSp(K;X (i)) N AffSp(K. jY*(j)) = (), since both affine spaces after the projection
by Kj; would also not intersect. Hence (1,0,_4;) ¢ AFSp(K; X ™). We can write K; X =

(Kiji) KjX[(g,)Ei]) = ((K(i,lj))T J(?,j) ) Here, we denote X}i) as the first column vector of X®,

and X [(22)&_] is the sub-matrix of X® that excludes the first column.

Then, from Proposition 39, we can find w7 ¢ Zg_dj such that w7 (0 — (k(“)))T £ 0 and
w(®9) J3) = 0,,. We can scale w(*) so that w7 (k)T = —1. B implicitly defines

ri = A’ (a +c Z bj'w(i’j)(a(j))—r) .

JELY]

From this assignment, the key component is well defined. It can be computed due to the
cancelation of unknown elements as follows.

e Cancelation of ¢*""'¢/% for all j € [1,t] in g“”_‘X “ occurs as we can see that coefficient of

a™*1e/b; in the following exponents are (4;v",0) and (—A;vT, 0) respectively.
(AT by (o) T)((0,29 ) Ky (X D)
J from g(""')(

g(AfvTa)((“:“,O)) (ri) (R)X

j from g (X )

More precisely, we observe that

() )
G (VT SN F ) — (arn @) (VT E 1 0
(cbyw ™) () T)(0, 7 VKXY = (cw™) (a))T)(0, b )(ma,j))r 7(i.)

— (w9 (69T (T i) (o)A s
b bj
and from Proposition 41, we have that the coefficient of a”+1c/bj in this term is exactly
(—1,0).
e Canceling g@""" in gAiv' +7i%s by

(A0 0T) from g(AI@T) (~Aw )@ from gr)3)

g ) g
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The key is then computable from remaining terms which consist of only known elements from
D as
Z‘VT (a+zj€[1,t] cb; R; (a))

gAiaT+7'i¢3 — gAi”T Zje[l,t] cbj Pj(a) (gn‘)%, g = gA

where Pj(a), Rj(a) is a polynomial with degree at most 2n. Due to the above cancelation, the
. k /pr2 ke2p. /b
rih X a®/b; L9 € 5/% and of the form

element ¢ can be computed using the term of the forms g
2

gakaj/bJ with j # 5/ or k #n + 1.
Case 2: i € S (That is, there exists j € [1,¢] where RPS(X®) y*0)) = 1).

In this case, we have A;v" = a" T Aw T + A;1¢ha = A;18ha. We simply create key components
by choosing 7; ¢ Z, and simply computing g"i, g"h XY and gAivT+rids — (g®) A1 (g93)ri,

(Re-randomizing Key). The simulated key is not perfectly distributed yet since their random-
ness are still correlated. B re-randomizes the key by choosing randomly 7%, u) for i € [1,m] and
Ty oy Th, & Zp. Let 7/ = (0,75, ...,77). It computes a new key as follows.

g — gt gy (g7 ),

9" = g"(g* )" (¢ )",

9=99",
gAiﬁT+7:i¢3 — gAivT+T¢¢3 gAiTIT (g¢3)7“§
g =4q"g",

gﬁﬁX“) _ griizX(i)gr;izX(i)

where the new key has new randomness 7 = r + 1/, @ = u + (¢/z)u’ + o™, 7 = r; + r}, and
a=a+T.

Guess. A will eventually output a guess if & = 0 or random, our simulator B just outputs the
guess that 7 = 0 and 7 is random respectively. Hence, the advantage of B winning the (n,t)-
EDHE3 assumption is exactly the same as the advantage of A winning the selective master-key
hiding game. O

C.2 Proof of Co-Selective Security

In this section, we prove the co-selective master-key hiding security of Scheme 6, our pair encoding
for KP-DSE (Theorem 12 in §7).

Proof. Suppose we have an adversary A with non-negligible advantage in the co-selective master-
key hiding game against our pair encoding Scheme 6. We construct a simulator B that solves the
(n,m, k)-EDHE4 assumption by running A and simulating the security game as follows.

Key Query. The co-selective game begins with A making a private key query for A* = (A4*, {X *(1) Yie[1,m))
where X*() € AffM(Z*%) and A € Z"*. B takes the (n,m, k)-EDHE4 challenge (D, T), where
T = g™ "*. Its task is to guess if 7 =0 or 7 is random in Z,.

(Programming Parameters). B first compute for i € [1, m] an affine matrix K; € AffM (Z,()n_di)xn)
such that

1 0g;

K x*0 =
’ (02@ 0

) € AffM(Z{ %) xdi),
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where here 0 € ZZ(;nfdi)Xdi. This can be done as previously described in the selective proof. Intu-
itively, we project the affine space from dimension n to dimension n — d; in such a way that all
points (vectors) in AffSp(X*®)) maps to (1,0,_4,) and all the other points outside it would not
map to (1,0,_g,).

We denote the following vectors to be used throughput the proof.

ViE[l,Tn} a(Z) = (CL, CL2, o 7a’n+1_di)

, a'(i):(a",a yereya®)
a::(x,z:2,...,:vk), x:(ack,:c yee ey T).

B computes the parameter by choosing h’ & ZZ“, &, Ph, ¢y <& Z, then implicitly sets

a=r, ¢1 = 2z + ¢, ¢o = a" "z + ¢l n==z

1 * T a’(Z) 7./ * T a/n+1 /

h = Z Alx T JK; +h', ¢3 = Z —(Ajz ) » + ¢3.
€[1,m [ i€[1,m] v

We note that g’_l, g¢’2,g¢3 can be computed from D but B cannot compute g%, .
(Programming Randomness in Key). We now describe how B produce a key for Q*. B first
chooses u' & Z,,v' & Zk with v} = 0. It then implicitly sets

r=c, u=1u'z"a"t/z, Vie[1,m] Ti = cbi, v=a""ex + (¢he,0) + v
where v; correctly obeys v; = r¢s.

(Cancellation in Key). From the above (implicit) definition, the key is well defined. It can be
computed due to the cancelation of unknown elements as follows.

zIca® /b, rihX*()

e (Cancelation of g terms in g’ occurs due to

. ol N ) a® 1 0g
(b} ((Af@ 1)(0, 57 ) K) X = e(AfzT)(0,7-) (02 0 ) -

. j n+1 ., T ]
e Canceling ¢¢@’ """ in g *ri¢stun by

gAN@ ey g ((A)wT), GNARTATb) o o) (09)

(Simulating Key). The key is then computable from remaining terms which consist of only
known elements from D as

/ k n+1 /
g (g ) (g )

g9 =9
gu _ (gxka"'+l/2)u’7
n+1b ¢
A T . A* T)
Viepm g4 1798 = gt s 11 o "
j€[1,m]
s.t. j#¢
Viem 97 = g™,
(J)b c
- , _ ) (AreT) (0,51 K; X *()
. *(2) B! x*(2) i
Viem 97" = (@) ] 9 "
JEll,m]
s.t. jFi
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The key is properly distributed due to the randomness ¢, b;, u’, ¢4, v’

Ciphertext Query. A makes a ciphertext query for @ = (Y, ... Y®). Let S C [1,m] be the set
of all i such that there exists j € [1,t] where RPS(X*() Y()) = 1. Let Ag be the sub-matrix of A
that contains only rows in S. From the restriction that Rkp(pg)(A*,§2) = 0 and from the definition

of LSSS, we must have that (1,0) ¢ RowSp(Ag). Using Proposition 39, we can find v € Zlg such
that v; = —1 and A,y =0 foralli e S.

(Programming Randomness in Ciphertext). To construct a ciphertext, B first implicitly sets
s = zFa"t1 )z, w=xv'.

Then, for j € [1,t], B constructs the corresponding ciphertext element as follows. Consider i & S.
We have that RPS(X*(®) Y ()) = 0. That is, AffSp(X*®)NAffSp(Y 1)) = (). Hence AffSp(K; X*?)N
AffSp(KiY(j) ) = (), since both affine spaces after the projection by K; would also not intersect.
Therefore (1,0,_4,) ¢ AffSp(KiY(j)). We can write K;Y ) = (Kin(]) K; Y[;z ]) (m(j T J(?,i) )
Then, from Proposition 39, we can find w9 ¢ Z;‘_di such that w09 (0 — (kUI)T #£ 0 and
w0 g1 = 0y,. We can scale w so that uJ(j’i)(l-;(j”'))T = 1. B then implicitly sets

Vieny si = H bio "U(]Z ) )-
1€[1,m]
s.t. i¢gS

(Cancellation and Simulation for Ciphertext). From these (implicit) definitions, the cipher-
text is well defined. It can be computed due to the cancelation of unknown elements as follows.

e Cancelation of ganﬂmkﬂ/bi for all i € [1,m] in g(w¢370)+sfﬁy(j> can be categorized into two types:

e Case i € S. In this case, we claim that the coefficient of a"+1a**! /b; in the exponent of the
following term is exactly A*v ", but then this is 0 since 4 € S, hence the term vanishes:

n+1

g(va)(—(A:wT) ) from g()(83).

The claim then follows by applying Proposition 41 to the definition of  and x and seeing that
the coefficient of 2% is AfwTa"™. We note that since i € S, the term a" 2% /b; does not
appear in sth(] ) since in sj the range in the product excludes the case where 7 € S.

e Casei ¢ S. In this case, we claim that the coefficient of a”+12*+1 /b; in the following exponents
are —A;v" and (A;v7,0) respectively:

(XVT)(f(AWT)GT;jl) from g(w)(¢3) g((XVT)biam(w(j’i))T((AfmT)(O’alf; VK

from g(S])(’_l)(Y(”)_
We already prove the claim for the the former term. To prove the claim for the latter term,
we will use two layers of applications of Proposition 41. The first applies to the pair of x and
X, where we can deduce that the coefficient of z**! is

0@ (0N T (0. BN VD — (55T @ (G T (0, & 1 0
(Ajv )bio™ (w") (0, b2 VY'Y = (Ajv )bio (w") (0, bT) (KGD)T g

= (A;VT) (U(i)(w(jvi))T v

(2)
GNT (D) (7 GINT @ 1(40)
(V) o (w) bi J >

i
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We then apply Proposition 41 again but now to the pair of a(? and o, where we can deduce
that the coefficient of a™*! is

(A:VT) ((w(j’i))—r(ﬂ(j’i))—r, (,w(j,i))TJ(j,i)> _ (A:VT)(LO).

lan+l

e Canceling gf‘k+ in gsP1twoz by

g(iylatkanJrl/Z)(x) from g(q)((bl), g('rkl/l)(xanJrl) from g(w)(¢2)’

where we recall that indeed 11 = —1.

Due to the cancelations above, the ciphertext can be computed from available terms from D.

(Re-randomizing Ciphertext). The simulated ciphertext is not perfectly distributed yet since
their randomness are still correlated. B re-randomizes the ciphertext so that all the other random-
ness are independent from s which we will not re-randomize since B does not possess g*. B chooses
randomly s;- for j € [1,t] and W’ & Zy. 1t can compute a new ciphertext elements by using the

known g’_‘, g%, g%2.

Guess. A will eventually output a guess if & = 0 or random, our simulator B just outputs the guess
that 7 = 0 and 7 is random respectively. Hence, the advantage of B winning the (n,m, k)-EDHE4
assumption is exactly the same as the advantage of A winning the co-selective master-key hiding
game. O]

D Proof for Dual FE for Regular Languages

In this section, we prove the security of Scheme 7, our pair encoding for dual FE for regular
languages, described in §8.2.

D.1 Proof of Selective Security

The selective master-key hiding security of Scheme 7 is proved under the new assumption which is
similar to EDHE2 (Definition 4). We recall that EDHE2 was used to prove the co-selective master-key
hiding security of Scheme 3, our encoding for FE for regular languages. We call the new assumption
EDHE2-Dual. It is defined exactly as EDHE2 except only two differences: a given element ganilc/ #
in the EDHE2 assumption is substituted with ¢?/#, and the target element ¢ is substituted with
¢*"“*. These two differences are emphasized in the box in the following precise definition for clarity.
The generic security of the assumption can be shown similarly (see Lemma 46).

Definition 9 ((n, m)-EDHE2-Dual Assumption). The (n, m)-Expanded Diffie-Hellman Exponent
Assumption-2-Dual in subgroup is defined as follows. Let (G,Gr,e, N,p1,p2,p3) €& G(N\). Let
q & Gyp,, 92 & Gp,, 93 & Gp,- Let a,b,c,dy,...,dp, 2 & Zy. Denote g = go and p = po (for

56



simplicity). Suppose that an adversary is given a target element 7" € G,, and D consisting of

a b b/z
9,9% 9" | 9"
al/d? a'bjd; d; a'dj/d%  aibd;/d;,  ai/dS  a'd;/dS
Vielt,n], j.j'€llm] ji’ / i, gv b gt gt Y g bl g /J,g A
al bd
vz‘e[o,n—l] “ g
Zbcd5

aibed, /d2 g ibcd?/d?,’

Viel,2n—1), jj'€lm] j£j’

g"
g*
Vz‘e[o,n], jel,m] 9
g
g Zbc/d

vie [1,2n—1],i#n je[l,m]

aic/d?  aibed;/d., atbed;/dS, gic/d® atbedd/dZ,  qibZcdd/d.
vi€[1,2n71},j,j’€[1,m] g /ng il 79 g /Jag g 3/

and the other generators gi,g3. The assumption states that it is hard for any polynomial-time

adversary to distinguish whether | T = ¢%"¢*| or T & Gp.

The proof of Theorem 19 follows almost exactly from the proof of Theorem 8 for the co-selective
security of Scheme 3 under the EDHE2. For compactness and clarity of the presentation, we point
out exactly where in the simulation is the same and refer the reader to the proof of Theorem 8.

Proof (of Theorem 19). Suppose we have an adversary A with non-negligible advantage in the
selective master-key hiding game against our pair encoding Scheme 7 for the dual DFA-based
predicate. We construct a simulator B that solves the (n,m)-EDHE2-Dual by running A and
simulating the security game as follows.

Ciphertext Query. The selective game begins with A making a ciphertext query for a DFA
M* = (Q*,T*,qo, qn*—1). We parse T* = {(z1,¥1,07), .- -, (Tm*, Ym*, Opx) }, where we denote m* =
|T*|. B takes as an input the (n*, m*)-EDHE2-Dual challenge (D, T). Its task is to guess whether
T = ¢g*"¢* or T is a random element in Gp. That is, if we denote T = g™t % the task is to guess
7 = 0 or 7 is a random element in Z,. B will implicitly define @« = 7 by embedding 7" in the
simulation for keys (see below).

(Programming Parameters). B computes the parameters ¢, g™, ... g™, ¢?2 explicitly in
exactly the same manner as in Eq. (30). B chooses ¢, ¢’ & Z,, then sets the parameters

and then implicitly defines

9° = g%g 9"=q*

We note that the programming of 7 is the same as in Eq. (31), while that of ¢, is different. We
also note that ¢ does not appear in the proof of Theorem 8, by construction.

(Programming Randomness in Ciphertext). B first implicitly sets s = —b/z. B then implic-
itly sets u, so, v, s for ¢ € [1,m], u, for ¢z € Q* \ {gn+—1} as in Eq. (32), where we replace the
variables rq, r, 74, u, there with sqg, v, s¢, u, here respectively. In other words, we sets

so = dq, v =b, Vte[l,m*] s¢ = dy, queQ*\{qn*—l} Uy = (an*ix)b.

Now recall that u,«_1 = ¢9v, hence from our programming we have u,«_1 = ab. Therefore, the
above equation for u, indeed holds for all ¢, € @*.
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(Cancellation in Ciphertext). The cancellation in ciphertext here is exactly the same as the
cancellation in key in the proof of Theorem 8 (where we replace the notation for variables properly),
with one additional cancellation as follows.

e Canceling ¢? in g*¢*+v%1 by

gY@ from o)) 4@ from g1

(Simulating Ciphertext). The simulation for ciphertext here is exactly the same as the sim-
ulation for the corresponding terms in key in the proof of Theorem 8. That is, we simulate as
in Eq. (35)- (40), where we replace the notation for variables properly. The additional terms are
simulated as follows.

g*oter = (gb) =7 (g")%
b/Z)—l

s

9° =g
g =(g") "

(Re-randomizing Ciphertext). We can re-randomize (v, 80, {5t }+e[1,m]> { %z }¢.e@+) since B knows
g%, g", ... ¢g". This makes these randomness independent from s.

Key Query. The adversary A makes a key query for string w = (w1, ..., wy). B creates the key
for w as follows. We use the same notation as in the proof of Theorem 8 as follows. We denote by
w; the vector formed by the last £ —i symbol of w. That is w; = (w41, ..., w). Hence wy = w and
wy is the empty string. For g, € {qo,...,qn*—1} = @, let M} be the same DFA as M* except that
the start state is set to g;. Then, for each ¢ € [0, ] we define U; = {k € [0,n* —1] | R(M};,w;) = 1}.
From this and the query restriction that R(M*,w) = 0, we have 0 € Uy. Due to the WLOG
condition, we have Uy = {n* — 1}.

(Programming Randomness in Key). 3B implicitly defines rg, r; for i € [1,£ — 1], and ry
exactly as in Eq. (41), (42), and (43), respectively, in the proof of Theorem 8, where we replace the
variables s; there with 7; here respectively for i € [0, ¢]. B also implicitly defines u = 0 and

*_
r=a""le

We note that only this term differs from the programming of s in the proof of Theorem 8.

(Cancellation in Key). The cancellation in key here is exactly the same as the cancellation in
ciphertext in the proof of Theorem 8 (where we replace the notation for variables properly) albeit
with one difference as follows.

° Canceling g“"*c in g*r¢1+rg¢2 by

9@ @ from GG, g @ from gro(@2)

(Simulating Key). The simulation for key here is exactly the same as the simulation for the
corresponding terms in ciphertext in the proof of Theorem 8. That is, we simulate as in Eq. (46)-
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(51), where we replace the notation for variables properly. The other terms are simulated as follows.
g =g

gotrétun _ 7( gan*—1C)¢’

—ré1+redr _ a”**%)— - H (gan*bcdi)ﬁ

ke[l,m*]
s.t. o Fwy

9

We note that T' is embedded in such a way that 7 = a.

(Re-randomizing Key). We can re-randomize ; for i € [0, ] since B knows g%1, gm0, ... ¢g". A
non-trivial term to re-randomize is r since B does not know g®. We re-randomize this by using u to
cancel out unknown terms. That is, B chooses 7/, u/ < Z,, and implicitly sets the new randomness
tor=r+7r" and @ =u—ar’ + (b/2)u.

Guess. A will eventually output a guess if @« = 0 or random, our simulator B just outputs the
guess that 7 = 0 and 7 is random respectively. Hence, the advantage of B winning the (n*, m*)-
EDHE2-Dual game is exactly the same as the advantage of A winning the selective master-key
hiding game. O

D.2 Proof of Co-Selective Security

Analogously to the previous section, the co-selective master-key hiding security of Scheme 7 is
proved under the new assumption which is similar to EDHE1 (Definition 3). We recall that EDHE1
was used to prove the selective master-key hiding security of Scheme 3, our encoding for FE for
regular languages. We call the new assumption EDHE1-Dual. Tt is defined exactly as EDHE1 except
only two differences: a given element gaec/ % in the EDHE1 assumption is substituted with ¢%%, and
the target element g% is substituted with g““lcz. These two differences are emphasized in the box
in the following precise definition for clarity. The generic security of the assumption can be shown
similarly (see Lemma 44).

Definition 10 (¢-EDHE1-Dual Assumption). The ¢-Expanded Diffie-Hellman Exponent Assumption-
1-Dual in subgroup is defined as follows. Let (G, Gr,e, N, p1,p2,p3) & G(N). Let gy & Gp,» 92 &
Gps, 93 & Gp,. Let a,b,c,dy,...,desa, fr 2 & Zn. Denote g = go and p = po (for simplicity).
Suppose that an adversary is given a target element 7' € G, and D consisting of

9,9% g% g%, g7 | g¥*

VielL,e+1) g/, gt
Vielo, gaic7 gt ghhil T gabdi/f
Vie[1,2641],i0+1, jE[L,0+1] g®'e/d
Vie[2,20+2], je[1,6+1] g /s

a’bd; /d;
Vijelertizg 90"

and the other generators gi,gs3. The assumption states that it is hard for any polynomial-time

adversary to distinguish whether gaulcz or T & Gp.
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Proof (of Theorem 20). Suppose we have an adversary A with non-negligible advantage in the
co-selective master-key hiding game against our pair encoding Scheme 7 for the dual DFA-based
predicate. We construct a simulator B that solves the /~-EDHE1-Dual by running A and simulating
the security game as follows.

Key Query. The co-selective game begins with A making a key query w* = (wyj,... ,u*)lf*). B
takes as an input the ¢*~-EDHE1-Dual challenge (D, T'). Its task is to guess whether 7' = gt ez

T is a random element in G,. That is, if we denote T' = gT+“e*+1cz, the task is to guess 7 = 0 or
7 is a random element in Z,. B will implicitly define o = 7 by embedding 7" in the simulation for
keys (see below).

or

(Programming Parameters). B computes the parameters g0, g™, ... ¢" g2 explicitly in
exactly the same manner as in Eq. (9). B chooses ¢/, ¢/ & Z,, then sets the parameters

g% = g%g™,

and then implicitly defines

9° = g%g 9"=g

We note that the programming of 7 is the same as in Eq. (10), while that of ¢ is different. We
also note that ¢ does not appear in the proof of Theorem 7, by construction.

(Programming Randomness in Key). B implicitly sets u = 0 and

r=a c, Vicjo,r] Ti = de.
We note that the programming of r; here is the same as s; there in the proof of Theorem 7, while
that of r here differs from that of s there.

(Cancellation in Key). The cancellation in key here is exactly the same as that in ciphertext
in the proof of Theorem 7 (where we replace the notation for variables properly) albeit with one
difference as follows.

e Canceling gae*+1C in g_r¢1+7“e¢2 by

@@ from gM@), g« 9@ from g(r)(¢2)

(Simulating Key). The simulation for key here is exactly the same as the simulation for the
corresponding terms in ciphertext in the proof of Theorem 7. That is, we simulate as in Eq. (13)-
(16), where we replace the notation for variables properly. The other terms are simulated as follows.

*
C

g =g"
ga+r¢+un _ T(gae c)¢/
grotTeos — (g0 ey,
gt =1.
We note that T" is embedded in such a way that 7 = a.

(Re-randomizing Key). We can re-randomize r; for i € [0, £*] since B knows g%, g, ... ght. A
non-trivial term to re-randomize is r since B does not know ¢?. We re-randomize this by using u to
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cancel out unknown terms. That is, B chooses 7/, u' & Z,, and implicitly sets the new randomness
tor=r+7r" and @ =u—ar’ + (b/2)u.

Ciphertext Query. The adversary A makes a ciphertext query for DFA M = (Q, T, qo,¢n-1)- B
creates the key for M as follows. We use the same notation as in the proof of Theorem 7, which
we recall as follows. Denote by w] the vector formed by the last ¢* — i symbol of w*. That is
w; = (Wi, q,...,wp). Hence wi = w* and wj,. is the empty string. For qx € {qo,...,qn-1} = @,
let My be the same DFA as M except that the start state is set to ¢gi. Then, for each g € QQ we
define Vi, = {i € [0,¢*] | R(Mj,w}) = 1}. From this and the query restriction that R(M,w*) =0,
we have 0 ¢ V). Since there is only one accept state g,—1 (due to the WLOG condition) and this
state has no out-going transition, we have Vj,_1 = {£*}. We denote V,;}' = {i +1 |i € V. }.

(Programming Randomness in Ciphertext). B implicitly defines

s=—b/z
v=>0, (52)
S0 = b( > dz*+1—z‘), (53)
%)
V€@ fqn_1} Uz = Z a1, (54)
1€Vy

We note that, from the identity u,—1 = ¢2v, we have u,—1 = ab = 3 oy | a” 1=, due to
Vn—1 = {¢*}. Hence Equation (20) indeed holds for all ¢, € Q. Finally, B implicitly defines

vte[l,m] S = b( _ Z a[*—l—l—if _ Z d€*+1—i/(0t — U];) + Z dﬂ*-l—l—i/(o-t — w:))
i€Vt i€V, i€V, \Vah!
(55)
We note that the programming in Eq. (52),(53),(54),(55) are exactly the same as in Eq. (17),(18),(20),(21)

in the proof of Theorem 7, with the proper notation replacement, ¢.e., variable sg, v, s¢, u; here cor-
respond to variable rg, r, 74, u,., respectively.

(Cancellation in Ciphertext). The cancellation in key here is exactly the same as that in
ciphertext in the proof of Theorem 7 (where we replace the notation for variables properly), with
one additional cancellation as follows.

e Canceling ¢? in g°?*tv¢1 by
) from @), 4@ from g@@)

(Simulating Ciphertext). The simulation for key here is exactly the same as that for the
corresponding terms in ciphertext in the proof of Theorem 7. That is, we simulate as in Eq.(24)-
(29), with the proper notation replacement. The additional terms are simulated as follows.

g = (g% (g")%
b/Z)—l

s

9° =g
g = ()"

(Re-randomizing Ciphertext). We can re-randomize (v, 50, {5t }1e[1,m]> { Uz }¢.eq@*) since B knows
g%, g", ... g". This makes these randomness independent from s.
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Guess. A will eventually output a guess if @« = 0 or random, our simulator B just outputs the
guess that 7 = 0 and 7 is random respectively. Hence, the advantage of B winning the ¢*-EDHE]1-
Dual game is exactly the same as the advantage of A winning the co-selective master-key hiding
game. ]

E Generic Security of the Assumptions

Definition 11 (Expanded Diffie-Hellman Exponent Assumption in Subgroup). A (M,Y)-
Expanded Diffie-Hellman Exponent Assumption in Subgroup (EDHE) is parameterized by a matrix
M € Z"™%* and a vector Y € Z'¥. Given (M,Y) and a bilinear group generator § we define the
following distribution:

(G7GT767N7P17"'>pt) <$;9()‘)7 g&Gpl;"';gpt&GPt; 1’1,...,.%'].3(in;
vie[l,r] WZ = H (xj)MZ']7 D ::<G7(GT7 €, Nvg7gp27 cee agptngIa cee 7gWT);
JE[LK]
7 = H (a:j)yj; Ty :=g?; Ty & Gp, -
JE[L.K]

We define the advantage of an algorithm A in breaking this assumption to be:
Adv(ar,y)-EpHE,5,4(A) = [ Pr[A(D, T1)] — Pr[A(D, T2)]|.

We say that G satisfies (M,Y)-EDHE assumption if Adv s y)-epHE,g,a () is a negligible function of
A for any probabilistic polynomial-time algorithm A.

The following proposition follows the methodology of Boneh, Boyen, and Goh [5] and is implic-
itly used in [26, 38].

Proposition 42. The (M,Y)-EDHE assumption is secure in the generic group model if the follow-

ings hold:

1. The integers .k, Vicn | Mijl, Ve x| Ysl are O(poly(X)).

2. For all u,v,w € [1,r] we have Y + M, # M, + M,, and 2Y # M, + M,,, where M; denotes the
i-th row of M.

Terminology. In what follows, we will argue that specific assumptions can be considered as
(M,Y)-EDHE assumption where the matrix M and the vector Y are determined by that assumption.
We will write M,Y explicitly in a table. In the table, each column is named by the corresponding
variable. Each row corresponds to each W; element given in the assumption and all the vectors
except the last one together establish the matrix M, while the last vector depicts Y and corresponds
to the target element in the assumption. We denote (xq;) as the vector with all entries being 0
element except the i-th entry which is « and (zai, yaj) as the vector with all entries being 0 element
except the i-th entry which is x and j-th entry which is .

Lemma 43. The (-EDHEI assumption (Definition 3) is secure in the generic group model.

Proof. The (-EDHE1 assumption can be considered as (M, Y )-EDHE assumption where the matrix
M and the vector Y are depicted in Table 3, and where we use variables a,b,c,d1, ..., dp+1, f, 2
instead of z1,...,x¢y5 as in Definition 11. The terminology of the table is explained as above.
We first observe that the first requirement holds since ¢ = O(poly(A)). We now prove the second
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Table 3: The matrix representation of the /~-EDHEL assumption

Type Terms Range a b ¢ dy do - dpy1 f z
1 q 00 0 0 0 0 0 0
2 q° 1 00 0 0 0 0 0
3 q° 01 0 0 O 0 0 0
4 g ! 1 00 0 0 0 -1 0
5 g'/t 000 0 0 0 -1 0
6 gelz ¢ 01 0 0 0o 0 -1
7 g¥'! i€1,0+1] i 1.0 0 0 0 1 0
8 g iel0,4] i 001 0 0 0 0 0
9 g?/d e 1,04 1] i 0 0 —1a; 0 0
10 bd; i €0, 0 1 0 las 0 0
11 g/t e 0,4] 01 0 lay -1 0
12 g%/t e 0,4 1 1 0 la -1 0
13 gl e [1,204+1]i A0+ 1,je[1,0+1] i 0 1 —1qj 0 0
14 gVt e 2,2042),5 € [1,0+1] i 1 0 —1lqj 1 0
15 g¥i/di g oie1,0+41),i# i 10 laj, —lai 0 0
Target
* g* 1 1.0 0 O 0 0 1

requirement. We denote by v ; ; the row of type x with specified ¢, j in the range if there is any for
that type. We also denote by S, the set of all row indexes of type = ranged in its specified condition.
We first observe that 2v, contains 2 in the column z, but for any v, w, v, + v,, contains at most 0
in the that column, hence 2v, # v, + v, for any v, w. It remains to prove that v, + v, # v, + v, for
all u, v, w. We observe that v, + v, for u # 6 contains 1 in column z. Hence by the same reason,
Vo + Vo, 7 Vo vy, for all u # 6, v, w. It remains to prove that vy +vg = (£+1,1,1,0,...,0) # vy +Vy
for all v,w. We categorize into the following cases. For a vector X and column ¢, we denote [X],
the entry in X at column gq.

e v =06 or w=6. Then, [v, + vy], < —1 but [vi +vg], = 0.

v & SgUS13U{6} and w & SsU S13U{6}. Then, [v, + vi]c = 0 but [v, + vg]. = 1.

v € SgU S13 and w € SgU S13. Then, [v, + vyle = 2 but [vix + vglc = 1.

v € Sgand w ¢ Sg U S13U{6}. We further categorize:

o w = 3. Then, [v, + vyle < £ but [v, + vg]a = + 1.

o w e S7. Then, [v, + vy]f =1 but v, + ve]r = 0.

o we {2,4,5} USy. Then, [v, + vylp = 0 but [v, + vg]p = 1.

e w € SpUS11 USjoU S14U S15. Then, [v, + Vw]dj # 0 for some j but [v, + V6]dj =0 for all j.

e veE Sizand w¢ SgUSi3U{6}. We further categorize:

e w € Syg. Then, [vy, + vyla # €+ 1 but [v, + vgla = + 1.
o w € S11USi2. Then, [v, + vyl = —1 but [v, + vg]s = 0.
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e w ¢ S1pU S USia. Then, [v, +vylq;, < —1 for some j but [vi + vgla; = 0 for all j.

e v ¢ SgUS13U{6} and w € Sg U S13. This is the same as the two previous cases by exchanging
v, w.

This concludes all cases. O
Lemma 44. The (-EDHEI1-Dual assumption (Definition 10) is secure in the generic group model.

Proof. The £-EDHE1-Dual assumption is different from the /-EDHE1 assumption only at the type 6
and the target, where they are changed to g?/# and g““lcz respectively. By the same argument as
the previous proof, it can be shown that v, 4+ v, # v, + vy, for all 4 # 6, v, w. It remains to prove
that v, +vg # vy + vy, for all v, w. But the modification gives the same v, +vg = ((+1,1,1,0,...,0).
Hence, the proof follows the previous proof from this point on. O

Table 4: The matrix representation of the (n, m)-EDHE2 assumption

Type Terms Range a b ¢ di do -+ dpn z
) ; 0 00 0 © 0 0
0 4 1 00 0 0 0 0
N ! 0 1.0 0 0 0 0
4 ga” le/z n—1 0 1 0 O 0 -1
5 ga'e ie[0,n—1] i 01 0 0 0 0
6 g% j € [1,m] 0 00 6 )
T g & [1,n),j € [1,m] i 00 ~ 20 ;
8 "o € [1,n),j € [1,m] i 00 ~Oa X
9 s e [L,n],5 € [1,m] i 1 0 —1qj 0
10 " e Ll e Ll # P00 lgp=2ey O
o g el e Ll # i 00 lgyfey 0
12 g e L. g. g € [Lom].j # ¢ 10 lej—ley O
13 g@'bed; el0,n—1],j € [1,m] ) 1 1 laj 0
u g € [0,n,j € [1,m] i 101 5aj 0
15 gaibcdj/d?_/ e[1,2n—1],5,5 € [Lm],j # 7 i 1 1 laj, —2aqj 0
16 gaibcd?/d?, €1,2n—1],j,5' € [1,m],j £ § i 1 1 5aj, —baj’ 0
17 gobelds € [1,2n —1),i #n,j € [1,m] i 11 —laj 0
18 g¥el % €[1,2n—1],5 € [1,m] i 0 1 —2qj 0
19 vy €[1,2n—1},j € [1,m] v 0 —Oe; 0
20  ¢UVedi/dy e 1,2n—1],4,5 € [1,m)] P21 laj, —lay 0
21 gaib%d?/di’ e1,2n—1],j,5 € [1,m] i 21 Saj—ley 0
99 gaibcdj/d?, € [1,2n— 1,5, € [1,m)] i 1 1 laj, —6aj 0
93 gaibcd?/di, c[l,2n—1],4,5' € [1,m] i 1 1 daj, —2aj’ 0
Target
N gab 1 1.0 0 0 -~ 0 1
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Lemma 45. The (n,m)-EDHE2 assumption (Definition /) is secure in the generic group model.

Proof. The (n,m)-EDHE2 assumption can be considered as (M,Y)-EDHE assumption where the
matrix M and the vector Y are depicted in Table 4, and where we use variables a,b,c,d1,...,dny, z
instead of x1,..., %44 as in Definition 11. The first requirement holds since n, m,= O(poly(A)).
We now prove the second requirement. We denote by v ; ; and S, similarly as in the previous proof.
We first observe that 2v, contains 2 in the column z, but for any v, w, v, + v,, contains at most 0
in the that column, hence 2v, # v, + v, for any v, w. It remains to prove that v, + v, # v, + v, for
all u, v, w. We observe that v, + v, for u # 4 contains 1 in column z. Hence by the same reason,
Vo + Vo 7 Vy + vy for all u # 4, v, w. It remains to prove that v, +vq = (n,1,1,0,...,0) # vy + vy
for all v, w. We categorize into the following cases. For a vector X and column ¢, we denote [X],
the entry in X at column q. We first consider the following three cases.

e v=4orw=4. Then, [vy, + vy], < —1 but [v, + v4], = 0.

v € Sog U S91 or w € S99 U So1. Then, [V»U +Vw]b > 2 but [V* +V4]b =1.

v € Sg U ST USigUS1g or w € Sg U S71 U Si6 U S19. Then, [Vv + Vw]dj < —1 for some j but
[Vi + va]g; = 0 for all j. This is since [v,]q; = —6 for some j and [v]q; <5 for all j.

v € Sa3 or w € Saz. Then, [v, + vw]dj # 0 for some j but [v, + V4]dj = 0 for all 5. This is due
to the following. WLOG, we assume v € So3 (and w can be any) and write v = (23,1, j,75). We
categorize as:

o If j = j', [vy]g;, = 3. But for all j, [vy]a, # —3.

o If j # 3, ([V'U]dj’ [Vv]dg.) = (5,—2). But for all 3,3, ([Vw]dja [V’w]d;) # (=5,2).

v € S14 or w € S14. WLOG, we assume v € S14. Then we categorize as:

e w € Soo. Then [v, + vylp > 2 but [v, + vygp = 1.
e w & Syz. Then [vy + viyla, # 0 for some j but [vi + valg, = 0 for all j. This is since [vy]q; =5
for some j and [vy]q; # —5 for all j.

From now, we can assume v, w ¢ {4}USgUS11US14US16US19USo0U Sa1 USa3. We then consider
the following case:

—1 for some
r all 7.

e v E S;USgUSi5US18U S99 or w € S7US190U S5 U S18U Soe. Then, [Vv —|—Vw]

j but [vi +valg, = 0 for all j. This is since [v,]q; < —2 for some j and [vya; <

d; <
1 fo
From now, we can assume also v, w &€ S7 U S1g U S15 U S1g U Sao. We further categorize as:
e vE S;US13US 7 and w € S5 U S13U S17. Then, [vy + viyle = 2 but [vye + val. = 1.

e v ¢ S;US13US17 and w ¢ S5 U S13U S17. Then, [vy + viyle = 0 but [vy + v4l = 1.

e v e Ss;and w¢ S;USi3USi7. We further categorize:

e w = 3. Then, v, + vyle <n — 1 but [vi + v4q = n.
e w = 2. Then, [v, + vy]p = 0 but [vi + v4]p = 1.
e w ¢ {2,3}. Then, [v, + vyla; # 0 for some j but [vi + v4lq; = 0 for all j.

e v € Sz and w ¢ S5 U S13 U S17. We further categorize:
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e w=2. Then, [v; + vy|g, = 1 for some j but [vi + v4]q; = 0 for all j.
e w € Sg. Then, [vy + vyla; > 1 for some j but [v, + vy]q; = 0 for all j.
o w ¢ {2} USe. Then, [vy + vylp > 1 but [vi +va]p = 1.

e v e Siyand w ¢ S; U S13U S17. We further categorize:
e w = 2. Then, [v, + vylq; = —1 for some j but [vi + va4]g; = 0 for all j.

e w € S. Then, [v, + vyla # 1 but [vi + valq; = n.
o w ¢ {2} USs. Then, [v, + vylp > 1 but v, + va]p = 1.

e v ¢ S;US13US17 and w € S5 US13US17. This is the same as the 3 previous cases by exchanging
v, W.

This concludes all cases. O

Lemma 46. The (n,m)-EDHE2-Dual assumption (Definition 9) is secure in the generic group
model.

Proof. The (n, m)-EDHE2-Dual assumption is different from the (n,m)-EDHE2 assumption only at
the type 4 and the target, where they are changed to gb/ Z and ¢%"“* respectively. By the same
argument as the previous proof, it can be shown that v, + v, # v, + vy, for all u # 4,v,w.
It remains to prove that vy + vq4 # v, + vy for all v,w. But the modification gives the same
Ve +vq4 = (n,1,1,0,...,0). Hence, the proof follows the previous proof from this point on. O

Table 5: The matrix representation of the (n,t)-EDHE3 assumption

Type Terms Range a c by by --- by z
1 q 0 0 0 0 0 0
2 g° 1 0 0 0 0 0
3 g° 0 1 0 0 0 0
4 g% o 1 0 0 --- 0 -1
5 g j et 0 0 laj 0
6 g% ie[l,n+1],je€[L i 0 —2g; 0
7 G el g e 14,5 # 4 1 0 laj, —2a; 0
8 gl GeLt AT n 1  laj,—lay 0
9 g*eb i €[1,2n],j € 1,1 i 1 laj 0
10 g e/t ie(l,2n),i#n+1,j€1,t] i 1 —1gj 0
11 ¥ e oml g e Lt i4F i 1 s s 0
12 ¢vChlb e n+1,2n],4,5 € (1,1 i 2 laj, —laj 0
Target
* a"tlz n+l1 0 0 0 0 - 1

Lemma 47. The (n,t)-EDHE3 assumption (Definition 6) is secure in the generic group model.
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Proof. The (n,t)-EDHE3 assumption can be considered as (M,Y)-EDHE assumption where the
matrix M and the vector Y are depicted in Table 5, and where we use variables a,c, by, ..., b, 2.
The first requirement holds since n,t = O(poly(A)). We now prove the second requirement. We
denote by v;; ; and S, similarly as in the previous proof. We first observe that 2v, contains 2 in
the column z, but for any v, w, v, + v,, contains at most 0 in the that column, hence 2v, # v, 4 vy,
for any v, w. It remains to prove that vy + v, # v, + vy, for all u, v, w. We observe that v, + v, for
u # 4 contains 1 in column z. Hence by the same reason, vy 4 vy #£ v, + vy for all u #£ 4, v, w. It
remains to prove that v, +v4 = (n+1,1,0,...,0) # vy, + vy, for all v,w. We categorize into the
following cases. For a vector X and column ¢, we denote [X], the entry in X at column g. We first
consider the following three cases.

e v=4or w=4. Then, [v, + vy], < —1 but [v, + v4], = 0.

e vE SgUS7USI or w e SgUS7USt1. Then, [v, —|—vw]bj < —1 for some j but [v, +V4]bj = 0 for
all j. This is since [v,]p, = —2 for some j and [vy]p, < 1 for all j.

e v € Sigorw e Sia. Then, [vy + vyle > 2 but [vix + v4le = 1.

From now, we can assume v, w ¢ {4} U Sg U S7 U S11 U S12. We further categorize as:

VRS {3} U SgUSgU Sig and w € {3} U Ss U Sy U S19. Then, [VU + Vw]c = 2 but [V* + V4]C =1.

v & {3} USsUSgU Sig and w & {3} U Ss U Sy U S19. Then, [Vv —i—vw]c =0 but [V* + V4]c =1.

v e {3} USsUSyUS1pand w & {3} USsUSgU S19. Hence w € {2,5}. We further categorize as:

e v =3 (and w € {2,5}). Then, [v, + vylqs #n+ 1 but [v, +va]g =n+ 1.

e v e SgUSyUSipand w = 2. Then v, +vw]bj # 0 for some j but [v,. + V4]b]. =0 for all j.
e v € SgUSy and w = 5. Then [v, + vylp, # 0 for some j but [vi + v4lp; = 0 for all j.

e v e Syand w=>5. Then, [vy, + vyla Zn+ 1 but [ve + vyl =n+ 1.

v {3} USgUSygUSipand w e {3} USgUSyU Syp. This is the same as the previous case by
exchanging v, w.

This concludes all cases. O

Lemma 48. The (n,m, k)-EDHE4 assumption (Definition 7) is secure in the generic group model.

Proof. The (n, m, k)-EDHE4 assumption can be considered as (M,Y )-EDHE assumption where the
matrix M and the vector Y are depicted in Table 6, and where we use variables a, x, ¢, by,...,bn,, 2.
The first requirement holds since n, m, k = O(poly(A)). We now prove the second requirement. We
denote by v;; ; and S, similarly as in the previous proof. We first observe that 2v, contains 2 in
the column z, but for any v, w, v, + v,, contains at most 0 in the that column, hence 2v, # vy, + vy,
for any v, w. It remains to prove that vy + vy # vy + vy, for all u, v, w. We observe that vy + v, for
u # 3 contains 1 in column z. Hence by the same reason, v, 4 vy # vy + vy, for all u # 3, v, w. It
remains to prove that v, + vs = (n+ 1,k +1,1,0,...,0) # v, + v, for all v, w. We categorize into
the following cases. For a vector X and column ¢, we denote [X|, the entry in X at column ¢q. We
first consider the following two cases.

e v =3 or w=3. Then, [v, + vy], < —1 but [v, + v3], = 0.
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Table 6: The matrix representation of the (n,m, k)-EDHE4 assumption

Type Terms Range a T ¢ by by by,  z
1 g 0 0 0 0 O 0 0
2 g° 0 0O 1 0 O 0 0
3 gt n+l kK 0 0 0 0 -1
4 g je,kl n+l j 0 0 0 0 0
5 9" j €1,k 0O 4 0 0 0 0 0
6 g’ /v i€[l,n],je(L,k],.e[l,m] i j 0 —2a, 0
7 g L€ [1,m] 0 0 1 la, 0
8 grehe i €[1,n],7 €[1,k],¢€[1,m] i 7 0 la, 0
9 ga’_lflxjd’;/b// Jje k], €1,m],0 £ n+1l 5 1 la,, —lay 0
10 ga%QC{CbL/bL’ i€[l,n],jell k], e[l,m],c#/ 1 i1 la,, —2ay 0
1 greh ie[1,2n],j€[1,2k],0,/ €[L,m],u £/ i j 0 las, —2a, 0
12 gv v’ /b i€[1,2n],7 € [1,2K],¢, € [1,m], i j 0 —1lg, 0
(t,§) #(n+1,k+1)
Target

* gres 0O 11 0 0 0 1

e v E SgUSpUS or w € SgU S19U S11. Then, [Vv + Vw]bj < —1 for some j but [V* + Vg]bj =0

for all j. This is since [vy]p; = —2 for some j and [v,]p; < 1 for all j.

From now, we can assume v, w ¢ {3} U.Sg U S19 U S11. We further categorize as:

e veE {2} US7;USg and w € {2} U S7USy. Then, [v, + vyle = 2 but [v, + vs]. = 1.

e vZ {2} US7USy and w ¢ {2} U S7USy. Then, [v, + vyle = 0 but [v, + vs]. = 1.

e v e {2} US;y and w &€ {2} US7 U Sg. Then, [vy, + vyla # n+ 1 or [vy + vyls # k + 1 while

Vi« +V3lao =n+ 1 and [v, +v3], =k + 1.

v, W.

This concludes all cases.
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v € Sy and w & {2} U S7U Sg. Then, [vy + vylp; # 0 for some j but [vi + v3lp, = 0 for all j.

v & S5US11US13 and w € S5U S11 U S13. This is the same as the 2 previous cases by exchanging
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