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Abstract

We develop a technique inspired by pseudorandom functions that allows us to increase
the entropy available for proving the security of dual system encryption schemes under
the Decisional Linear Assumption. We show an application of the tool to Attribute-Based
Encryption by presenting a Key-Policy ABE scheme that is fully-secure under DLIN which
exhibits an exponential improvement over the state of the art schemes in terms of public
parameter size.

1 Introduction

Since its conception in [34], attribute-based encryption (ABE) has served as a demonstrably
fertile ground for exploring the possible tradeoffs between expressibility, security, and efficiency
in cryptographically enforced access control. In addition to the potential applications it has in
its own right, the primitive of attribute-based encryption has been a catalyst for the definitions
and constructions of further cryptographic primitives, such as functional encryption for general
circuits. The rich structure of secret keys demanded by expressive attribute-based encryption
has promoted a continuing evolution of proof techniques designed to meet the challenges inherent
in balancing large and complex structures on the pinhead of simple computational hardness
assumptions.

The origins of attribute-based encryption can be traced back to identity-based encryption
[11, 5], where users have identities that serve as public keys and secret keys are generated on
demand by a master authority. A desirable notion of security for such schemes ensures resilience
against arbitrary collusions among users by allowing an attacker to demand many secret keys
for individual users and attack a ciphertext encrypted to any user not represented in the set
of obtained keys. Proving this kind of security requires a reduction design that can satisfy the
attacker’s demands without fully knowing the master secret key. This challenge is exacerbated in
the (key-policy) attribute-based setting, where user keys correspond to access policies expressed
over attributes and ciphertexts are associated with subsets of these attributes. Decryption is
allowed precisely when a single user’s policy is satisfied by a ciphertext’s attribute set. Thus,
the structure of allowable keys that the attacker can request grows more complex as the scheme
is equipped to express more complex policies.

As a consequence of this, the intuitive and elegant constructions of attribute-based encryp-
tion in bilinear groups in [18, 36] were only proven secure in the selective security model: a
weakened model of security that requires the attacker to declare the target of attack in ad-
vance, before seeing the public parameters of the system. This limitation of the model allows
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the security reduction to embed the computational challenge into its view of the public parame-
ters of the scheme in a way that partitions the space of secret keys. Keys that do not satisfy the
targeted ciphertext are able to be generated under the embedding, while keys that do satisfy
the ciphertext cannot be generated. This approach does not extend well to the full security
model, where this artificial limitation on the attacker is lifted.

The first fully secure ABE schemes appeared in [19], using the dual system encryption
methodology [35] for designing the security reduction. In a dual system approach, there are
typically multiple (computationally indistinguishable) forms of keys and ciphertexts. There
are “normal” keys and ciphertexts that are employed in the real system, and then are vari-
ous forms of “semi-functional” keys and ciphertexts. The core idea is to prove security via
a hybrid argument, where the ciphertext is changed to semi-functional and keys are changed
to semi-functional types one by one, until all the keys are of a semi-functional type incapable
of decrypting the semi-functional ciphertext (it is important that they still decrypt normal ci-
phertexts, otherwise the hybrid transitions could be detected by the attacker who can create
normal ciphertexts for itself using the public parameters). Once we reach a state where the key
and ciphertexts distributions provided to the attacker are no longer bound by correct decrypt
behavior, it is much easier for the reduction to produce these without knowing the master secret
key.

The most critical step of these dual system arguments occurs when a particular key changes
from a type that can decrypt the challenge ciphertext to a type that cannot - the fact that this
change is not detected by the attacker is where the reduction must use the criterion that the
access policy is not satisfied. The security reductions in [19] and many subsequent works (e.g.
[30, 22]) used an information-theoretic argument for this step. However, this argument requires
a great deal of entropy (specifically, fresh randomness for each attribute-use in a policy). This
entropy was supplied by parameters in the semi-functional space that paralleled the published
parameters of the normal space. This necessitated a blowup in public parameter and ciphertext
sizes, specifically a multiplicative factor of the the number of attribute-uses allowed by the
scheme within individual policies.

In [26], it was observed that the initial steps of a typical dual system encryption hybrid
argument could be re-interpreted as providing a “shadow copy” of the system parameters in the
semi-functional space that does not have to be committed to when the public parameters for
the normal space are provided. This perspective suggests that one can embed a computational
challenge into these semi-functional space parameters as semi-functional objects are produced.
For instance, when a portion of these parameters affect a single semi-functional key that is
queried after the semi-functional ciphertext, one can essentially embed the challenge in the
same way as the original selective security arguments in [18]. In the reverse case, where the
semi-functional key is queried before the challenge ciphertext, the embedding can be similar to
a selective security proof for a ciphertext-policy ABE scheme, where keys are associated with
attributes and ciphertexts are associated with access policies. In [26], state of the art selective
techniques for KP-ABE and CP-ABE systems were combined into a full security proof, avoiding
the blowup in parameters incurred by the information-theoretic dual system techniques.

However, even selective security for CP-ABE systems remains a rather challenging task,
and the state of the art technique in [36] introduces an undesirable ¢-type assumption into the
fully secure ABE scheme. In the CP-ABE setting, selectivity means that the attacker declares
a target access policy up front. This can then be leveraged by the security reduction to design
public parameters so that it can create keys precisely for sets of attributes that do not satisfy
this target policy. The g-type assumption in [36] was a consequence of the need to encode a
potentially large access policy into small public parameters. This leaves us still searching for
an ideal KP-ABE scheme in the bilinear setting that has parameter sizes comparable to the



selectively secure scheme in [18] and a full security proof from a simple assumption such as the
decisional linear assumption (DLIN). A security reduction for such a scheme must seemingly
break outside the mold of using either a purely information-theoretic or purely computational
argument for leveraging the fact that a requested key policy cannot be satisfied by the challenge
ciphertext.

Our Results To demonstrate our approach, we present two KP-ABE constructions, one in the
composite-order bilinear setting and one in the prime-order setting. Both schemes are proven
fully secure from simple assumptions, and support LSSS/MSP access policies (like their bilinear
predecessors). In the composite-order setting, we use a few specific instances of subgroup-
decision assumptions and DLIN, and in the prime-order setting we rely only on DLIN. Our
schemes greatly reduce the size of the public parameters as compared to [19, 30], as the number
of group elements we need to include in the public parameters grows only logarithmically rather
than than linearly in the bound on the number of attribute-uses in an access policy.

Our Techniques We intermix the computational and information-theoretic dual system en-
cryption approaches, using computational steps to “boost” the entropy of a small set of (un-
published) semi-functional parameters to a level that suffices to make the prior information-
theoretic argument work. Essentially, we use the fact that the semi-functional space parameters
are never published to not only “delay” their definition as exploited in [26], but further to
argue that they can (computationally) appear to provide more entropy than their size would
information-theoretically allow. The gadget that allows us do this computational pre-processing
before the running information-theoretic argument is presented as our “bilinear entropy expan-
sion lemma.”

The inspiration for the gadget construction comes from pseudorandom generators/pseudorandom
functions. Naturally, if we want a small set of semi-functional generators to seemingly produce
a large amount of entropy, we may want to view these parameters as the seed for a PRF, for
example. Out-of-the-box PRF constructions like Naor-Reingold [27] and its DLIN-based exten-
sion [25] however are unsuitable in the bilinear setting (even though the DLIN version would
remain secure) because they would require direct access to the seed for computation, and a
secure bilinear construction will only provide indirect access to the seed as exponents of group
elements.

To circumvent this difficulty, we use a subset-sum based construction that can be computed
in a bilinear group with the seed elements in the exponents. Of course, using a naked linear
structure would be detectable, but we are able to sprinkle in a rather minimal amount of
additional random exponents to push the linear sub-structure out of reach of detection by
regular group or pairing operations.

We build our construction in two steps. First, we present a construction for a one-use
KP-ABE system which only supports access policies where each attribute is used at most
once. This scheme achieves ciphertext and key sizes which rival those of selectively secure
schemes (up to constants), while significantly reducing public parameter size. Then, we apply
a standard transformation to get from a one-use system to a system which allows multiple
uses of attributes in policies (the number of uses allowed per attribute is constant and fixed
at setup). The overhead of this transformation is drastically mitigated by our scheme’s small
public parameters. The effect on ciphertext and key sizes compared to previous applications of
this transformation remain the same up to constants.



1.1 Other Related Work

Additional work on ABE in the bilinear setting includes various constructions of KP-ABE and
CP-ABE schemes (e.g. [4, 33, 17]), schemes supporting multiple authorities (e.g. [7, 8, 32, 22]),
and schemes supporting large attribute universes (e.g. [23, 31]). Some of the structure for
randomization in our schemes is inspired by [23].

There are also recent constructions of ABE schemes in the lattice setting. The construction
of [16] allows access policies to be expressed as circuits, which makes it more expressive than any
known bilinear scheme. It was proven selectively secure under the standard LWE assumption.
Circuit policies are also supported by the construction in [13] based on multilinear maps. This
scheme is also proven selectively secure, under a particular computational hardness assumption
for multilinear groups. The very recent multilinear scheme in [14] achieves full security, relying
on computational hardness assumptions in multilinear groups. The fully secure general func-
tional encryption scheme in [37], which relies on indistinguishability obfuscation, can also be
specialized to the ABE setting.

Some relationships between ABE and other cryptographic primitives have also been ex-
plored. The work of [2] derives schemes for verifiable computation from attribute-based en-
cryption schemes, while [15] use attribute-based encryption as a tool in designing more general
functional encryption and reusable garbling schemes. Dual system encryption proof techniques
have also been further studied in the works of [21, 10, 37, 1], applied to achieve leakage resilience
in [24, 20, 12|, and applied directly to computational assumptions in [9].

1.2 Organization

In Section 2, we give the relevant background on KP-ABE systems and composite order bilinear
groups, as well as formal statements of the complexity assumptions we rely on in the composite
order setting. In Section 3, we present our KP-ABE system in composite order bilinear groups.
In Section 4, we prove its full security. Section 5 gives the proof of our Bilinear Entropy
Expansion lemma used in the proof of security for both the composite order and prime order
variants of our construction. In Section 6, we give relevant background for prime order bilinear
groups, state our complexity assumptions in this context, and present the prime order variant of
our KP-ABE construction. We prove the full security of the prime order variant in Appendix A.

2 Preliminaries

2.1 Composite Order Bilinear Groups

We will first construct our system in composite order bilinear groups, which were introduced in
[6]. We let G denote a group generator - an algorithm which takes a security parameter \ as
input and outputs a description of a bilinear group G. We define G’s output as (N,G,Gr,e),
where N = pqw is a product of three distinct primes, G and G are cyclic groups of order NV,
and e : G x G = Gr is a map with the following properties:

1. (Bilinear) Vg, f € G, a,b € Zn, e(g%, f°) = e(g, )@
2. (Non-degenerate) 3g € G such that e(g, g) has order N in Gp.

We refer to G as the source group and Gt as the target group. We assume that the group
operations in G and G and the map e are computable in polynomial time with respect to A,
and the group descriptions of G' and G include a generator of each group. We let G, Gy, and
G, denote the subgroups of order p, ¢, and w in G respectively. We note that these subgroups



are “orthogonal” to each other under the bilinear map e: if u,v are elements of two different
subgroups out of {G,, G4, Gy}, then e(u, v) is the identity element in Gr. If g, generates Gp, g4
generates G, and g, generates G, then every element f of G can be expressed as f = g;! g% g,
for some values c1, cg, c3 € Zn. We will refer to gp' as the “G) part of f”, for example.

2.2 Complexity Assumptions

We now present the complexity assumptions we will use to prove the security of our system.
We use the notation x <— S to express that element x is chosen uniformly at random from the
finite set S. We will first consider groups G whose orders are products of three distinct primes:
p,q, w. We denote the subgroups of G with these orders by G\, Gy, Gy, respectively. We use the
notation g, gq, g to denote generators of these respective subgroups.

Subgroup Decision Assumption 1 The Subgroup Decision Problem 1 is stated as follows:
on a group G of order pqw, given gy, g, and 1" where either 7' = gy < G or T' = g;gg — Gpq
(where s is distributed uniformly in Z, and 5 is distributed uniformly in Z;), output “yes” if
T = g,, and “no” otherwise.

Definition 1. Subgroup Decision Assumption 1 in G: no polynomial time algorithm can achieve
non-negligible advantage in deciding the Subgroup Decision Problem 1 in G.

Subgroup Decision Assumption 2 The Subgroup Decision Problem 2 is stated as follows:
on a group G of order pquw, given gy, gu, 9595, 9594 and T where either T' = g} g4 or T = gnge g
(where s,y are distributed uniformly in Z,, §, 7, and 7 are distributed uniformly in Z,, and r*, y*
are distributed uniformly in Z,), output “yes” if T' = gy g%/v*, and “no” otherwise.

Definition 2. Subgroup Decision Assumption 2 in G: no polynomial time algorithm can achieve
non-negligible advantage in deciding the Subgroup Decision Problem 2 in G.

Subgroup Decision Assumption 3 The Subgroup Decision Problem 3 is stated as follows:
given a group G of order pqw, given g, 94, Guw, gggg‘, g;gg , and T" where either T' = e(g,, gp)** or
T = X (where a, s are distributed uniformly in Z,, &, § are distributed uniformly in Z,, and X
is distributed uniformly in Gr), output “yes” if T' = e(gy, gp)*°, and “no” otherwise.

Definition 3. Subgroup Decision Assumption 3 in G: no polynomial time algorithm can achieve
non-negligible advantage in deciding the Subgroup Decision Problem & problem in G.

We additionally use one assumption in the prime order setting, where G is a bilinear group
of prime order g and g is a generator:

2-Linear Assumption (DLIN) The 2-Linear problem is stated as follows: given a cyclic
group G of prime order p, g, g¥1, g¥2, g¥1<1, g¥2¢2 g1 21" € G (where y1, y2, 1, c2 are distributed
uniformly in Z, and r is either a uniform random element of Z, or 0), output “yes” if r is a
random element of Z, and “no” otherwise.

Definition 4. 2-Linear Assumption in G: no polynomial time algorithm can achieve non-
negligible advantage in deciding the 2-Linear problem in G.
2.3 Background for ABE

We now give required background material on Linear Secret Sharing Schemes, the formal defi-
nition of a KP-ABE scheme, and the security definition we will use.



2.3.1 Linear Secret Sharing Schemes

Our construction uses linear secret-sharing schemes (LSSS). We use the following definition
(adapted from [3]). In the context of ABE, attributes will play the role of parties and will be
represented as nonempty subsets K C [k] for a fixed k.

Definition 5. (Linear Secret-Sharing Schemes (LSSS)) A secret sharing scheme I1 over a set
of attributes is called linear (over Zj) if

1. The shares belonging to all attributes form a vector over Z,.

2. There exists an £ X n matrix A called the share-generating matriz for II. The matrixz A

has £ rows and n columns. For all j =1,...,¢, the j* row of A is labeled by an attribute
K. When we consider the column vector v = (s,rg,...,1y), where s € Z,, is the secret to
be shared and ro,...,my € Z), are randomly chosen, then Av is the vector of { shares of

the secret s according to II. The share (Av); = Ak belongs to attribute K.

We note the linear reconstruction property: we suppose that II is an LSSS. We let .S denote
an authorized set. Then there is a subset S* C S such that the vector (1,0, ...,0) is in the span
of rows of A indexed by S*, and there exist constants {wx € Z,}kes+ such that, for any valid

shares {\x} of a secret s according to II, we have: Z wr Ak = s. These constants {wg } can

KeS*
be found in time polynomial in the size of the share-generating matrix A [3]. For unauthorized

sets, no such S*, {wx} exist.

For our composite order group construction, we will employ LSSS matrices over Zy, where
N is a product of three distinct primes p, ¢, w. As in the definition above over the prime order
Z,, we say a set of attributes S is authorized if is a subset S* C S such that the rows of the
access matrix A labeled by elements of S have the vector (1,0,...,0) in their span modulo N.
However, in our security proof for our composite order system, we will further assume that for
an unauthorized set, the corresponding rows of A do not include the vector (1,0,...,0) in their
span modulo g. We may assume this because if an adversary can produce an access matrix A
over Zy and an unauthorized set over Zy that is authorized over Z,, then this can be used to
produce a non-trivial factor of the group order N, which would violate our subgroup decision
assumptions.

2.3.2 KDP-ABE Definition

A key-policy attribute-based encryption system consists of four algorithms: Setup, Encrypt,
KeyGen, and Decrypt.

Setup(\,U) — (PP,MSK) The setup algorithm takes in the security parameter A and the
attribute universe description . It outputs the public parameters PP and a master secret key
MSK.

Encrypt(PP, M,S) — CT The encryption algorithm takes in the public parameters PP, the
message M, and a set of attributes S. It will output a ciphertext CT. We assume that S is
implicitly included in CT.

KeyGen(MSK,PP,A) — SK The key generation algorithm takes in the master secret key
MSK, the public parameters PP, and an access structure A over the universe of attributes. It
outputs a private key SK which can be used to decrypt ciphertexts encrypted under a set of
attributes which satisfies A. We assume that A is implicitly included in SK.



Decrypt(PP,CT,SK) — M The decryption algorithm takes in the public parameters PP,
a ciphertext CT encrypted under a set of attributes S, and a private key SK for an access
structure A. If the set of attributes of the ciphertext satisfies the access structure of the private
key, it outputs the message M.

2.3.3 Full Security for KP-ABE Systems

We define full security for KP-ABE Systems in terms of the following game:

Setup The challenger runs the Setup algorithm and gives the public parameters to the at-
tacker.

Phase 1 The attacker queries the challenger for private keys corresponding to access struc-
tures.

Challenge The attacker declares two equal length messages My, M7 and a set of attributes
A C U where U is the attribute universe such that A does not satisfy the access structure of
any of the keys requested in Phase 1. The challenger flips a random coin 5 € {0, 1}, encrypts
Mg under S to yield ciphertext CTgz and gives CTg to the attacker.

Phase 2 The attacker queries the challenger for private keys corresponding to access structures
that are not satisfied by S.

Guess The attacker outputs a guess 3.

Definition 6. The advantage of an attacker A in this game is defined as Adva_ABE()\) =

Pr(f =g - 3.
Definition 7. A key-policy attribute based encryption scheme is fully secure if no polynomial
time algorithm can achieve a non-negligible advantage in the above security game.

2.3.4 Transformation from One-Use to Multiple Use KP-ABE

Given a KP-ABE scheme which is fully-secure when attributes are used at most once in access
policies, we can obtain a KP-ABE scheme which is fully-secure when each attribute is used
at most some constant number of times in access policies using a standard transformation.
Essentially, multiple uses of an attribute are treated as new “attributes” in the one-use system.
For example, if we want an attribute x to be able to be used up to k, times in access policies,
we will instantiate our one-use system with k, “attributes” = : 1,...,x : k;. Each time we
want to label a row of an access matrix A with x, we label it with z : ¢ for a new value of 1.
Each time we want to associate a subset S of attributes to a ciphertext, we instead use the set
S'={x:1,...,z:k; | z € S}. We can then employ the one-use KP-ABE scheme on this new
larger set of “attributes” and retain its full security and functionality.

Clearly, this transformation comes at a cost. Typically, the ciphertext and public parameter
size of the KP-ABE scheme resulting from the transformation now scale linearly with the number
of attribute-uses allowed in access policies, not just the number of attributes. This blowup is
seen in all previous fully secure KP-ABE schemes based on static assumptions and presents
a problem if one desires policies which have high reuse of attributes. Our one-use KP-ABE
scheme mitigates the problem with public parameter size by featuring public parameters that
scale only logarithmically with the number of attributes supported by the system, compared to
the linear scaling of all other known fully secure KP-ABE schemes based on static assumptions.



3 KP-ABE Construction

Our single-use KP-ABE construction assumes a polynomially sized attribute universe U/ where
attributes are non-empty subsets K C [k] for some fixed k. The prior fully secure single-use
KP-ABE scheme in [19] required a fresh group element to appear in the public parameters for
each attribute in the universe. After using the generic transformation discussed in section 2.3.4,
this results in the scheme requiring a fresh group element for each attribute-use allowed in access
policies. As a concrete example, if one wanted to allow 9 attributes to be used up to 7 times
each, one needed to have 9 x 7 = 63 group elements in the public parameters corresponding to
this attribute. In our composite order scheme, to allow the same 63 = 26 — 1 attribute-uses,
we only need 2 X 6 group elements in the public parameters corresponding to the attribute.
The way we accomplish this dramatic “compression” of public parameters is to note that the
encryptor can produce 63 group elements from 6 by taking products of all non-empty subsets
(these correspond to subset-sums in the exponent). More generally, given k group elements

g™, ..., g%, we can produce 2¥ — 1 group elements by enumerating over all non-empty subsets
>
K C [k] and computing ¢/S% . We name the resulting collection of elements g% | where

Ag = Z a;. Our composite order scheme uses two parallel such subset constructions (which
JEK
is the reason for the factor of 2).

Obviously, these 2 — 1 group elements no longer look random - they have a linear rela-
tionships in their exponents by construction. However, since we are assuming the decisional
linear assumption is hard, if we choose 2 — 1 additional random exponents {tx}, then the
2(2F — 1) group elements formed as {g'%, g’ 45} are computationally indistinguishable from
2(2% — 1) uniformly random group elements (which lack any hidden linear structures in their
exponents). The proof of this is the core of bilinear entropy expansion lemma, though the
full statement of the lemma includes some additional structure that is useful for linking into
a KP-ABE construction. The dual system encryption framework allows us to apply this ar-
gument to the parameters in the semi-functional space, where we do not need to publish the
values {g%}. (Note that publishing these would make the structure of {g'%, g’ 4%} detectable
through applications of the bilinear map.)

Setup(\,U, k) — PP,MSK The setup algorithm chooses a bilinear group G of order N =
pqw where p,q,w are primes. We let G,, G4, G, represent the subgroup of order p,q, and w
respectively in G. It then draws a <— Zy and random group element (generator) g, € G,. For
each j € [k], it chooses values a;,b; < Zy.

The public parameters are N, g, €(gp, gp)% {ggj,gzj : j € [k]}. The MSK is a and a generator
gw of Gy. Such a construction is equipped to create keys for access policies which include
attributes K C [k] where K is not empty.

KeyGen(MSK,A,PP) — SK The key generation algorithm takes in the public parameters,
master secret key, and LSSS access matrix A. First, the key generation algorithm generates
{AKk}: alinear sharing of « according to policy matrix A (the reader is referred to section 2.3.1

for details). For each attribute K corresponding to a row in the policy matrix A, it then raises
generator g,, to random exponents to create gZ<, gz,K , ngK € Gy, chooses exponent yx < Zn
and computes gg‘K = H gy’ and gPx = H gzj . Note that here and throughout the rest of the

p
jEK jeK



description of our construction and its proof of security we will use the notation Ax = Z a;
JEK
and B = Z b;j. It then outputs the secret key:
JEK

SKx = {gygus K gir, gV g, gusPr g (VK labels € A)}

(This implicitly includes A)

Encrypt(M, S, PP) — CT The encryption algorithm first draws s <— Zy. For each K € S,
the encryption algorithm draws tx < Zy and computes g;'s = H gy’ and gfx = H ggj It
jeK jeK
then outputs the ciphertext:
CT = Me(gp, gp)**, {95, 9 <gliPx,  ghx (VK € S)}

(This implicitly includes S)

Decrypt(CT,SK,PP) — M We let S correspond to the set of attributes associated to
ciphertext C'T', and A be the policy matrix. If S satisfies A, the decryption algorithm computes
suitable constants wy such that Z wir Ak = a (recall section 2.3.1). It then computes:

KeS*
2] A B K
s Ak YK AK 2K e(ggngK’ g; Kgif?K K)

H e(gp7 gp gp g’w ) tr yKBK Z}/(

Kes e(gp™, 9" " gu")

- A —1\ WK
<€(9 g )SAKe(g g )SyK K <e(gp7gp)syKAKe(gp7gp)tKyKBK> >
P> Ip vy Ip

e(gp, gp)trvxBr

e(Gpy Gp) < e(gp, gp) VK AR\ K
e(gp, gp)VxAK

= (e(gp, gp)SAK)WK

The message can then be recovered by computing: Me(gp, 95)**/e(gp, gp)** = M. This demon-
strates correctness of the scheme.

4 Security Proof

Our security proof uses a hybrid argument over a sequence of games. We let Game,.,; denote
the real security game. The rest of the games use semi-functional keys and ciphertexts, which
we describe below. We let g, denote a fixed generator of the subgroup Gy, which will serve as
the “semi-functional space.”

Like a typical dual system encryption proof, we will begin by transitioning from a normal
ciphertext to a semi-functional ciphertext with semi-functional components that mimic the



structure of their normal counterparts. This kind of transition can be done with a basic subgroup
decision assumption. We will then perform a hybrid over keys, gradually changing each one to
a semi-functional form that does not properly decrypt the semi-functional ciphertext. To start,
we can bring in semi-functional components for a particular key that mimic the structure of
normal components, up to the constraint that the shared valued in the semi-functional space
will be 0 (modulo ¢). Technically, this constraint arises because we will be taking a challenge
term from a subgroup decision assumption that has an unknown exponent in the normal space
and raising it to a share - so we have to make this a share of 0 and separately share the «
value in the normal space so that the unknown exponent does not affect the correctness of the
sharing in the normal space. At a higher level, this constraint explains why the simulator at
this stage of the hybrid cannot solve the challenge problem for itself by test decrypting against a
semi-functional ciphertext. Since the structure in the semi-functional space parallels the normal
structure and the shared value here is zero, the semi-functional components will cancel out upon
decryption.

So we can arrive at a stage where a key and ciphertext have semi-functional components
structured just like the normal space, but with fresh parameters modulo ¢ that are independent
of the published parameters modulo p. This is a consequence of the Chinese Remainder Theo-
rem, that ensures when we sample an exponent uniformly at random modulo N, its modulo p
and modulo ¢ reductions are independent and uniformly random in Z,, Z, respectively. Since
these implicit parameters in the semi-functional space are never published, we can use our bi-
linear entropy expansion lemma to argue that their subset-sum structure is hidden under the
decisional linear assumption. This allows us to replace them with higher entropy parameters
(lacking the subset-sum structure of the normal space), and then argue that the shared value
in the semi-functional space is information-theoretically hidden (this is where we use that the
access policy is not satisfied and that attributes are used at most once in the policy). This
enables us to switch the semi-functional shares in the key to shares of a random value, now
destroying correct decryption of a semi-functional ciphertext. We then remove some of the
other (now unnecessary) semi-functional components of the key, to reclaim the entropy of those
parameters to use in processing the next key in the hybrid. Finally, once we have reached a
game where all keys are semi-functional with shares of a random secret modulo ¢, we can use
our our Subgroup Decision 3 to create such keys without knowing the master secret and can
hence complete the proof.

We now formally present our definitions of semi-functional ciphertexts and keys and our
hybrid proof:

Semi-functional Ciphertext We will use 3 types of semi-functional ciphertexts. To pro-
duce a semi-functional ciphertext for an attribute set S, one first calls the normal encryption
algorithm to produce a normal ciphertext consisting of:

Me(gp, gp)**, {5, g5 gli<Pr,  glx (VK € 9)}

One then draws § < Zy. For each K € S, an exponent tx < Zy is chosen. The remaining
composition of the semifunctional ciphertext depends on the type of ciphertext desired:
Type 1 The semi-functional ciphertext of Type 1 is formed as:

sAK

Me(gyp, gp), {9595, g5 ghiBrgitn gl ghicghc . (VK € §)}

(again, here A = Z a; and Bg = Z b;)
jEK jEK
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Type 2 The semi-functional ciphertext of Type 2 is formed as:

Me(gp, 9p)**, {gpgq, g;AKg]t?KBKg:;AthKbK, g;Kg(th . (VK € 8)}

for fixed bx € Zx which are chosen uniformly at random and fixed if they do not already exist
(in a semi-functional key, for instance).

Type 3 The semi-functional ciphertext of Type 3 is formed as:

Me(gp, gp)*°, {gpgq’ g;AKg;KBKg;(IKg;KbK’ g;Kg;K L (VK € S)}

for fixed ax,bx € Zy which are chosen uniformly at random and fixed if they do not already
exist,.

Semi-functional Keys We will use 7 types of semi-functional keys. To produce a semi-
functional key for an access policy A, one first calls the normal key generation algorithm to
produce a normal key consisting of:

(g gueAn gz guigiic guieBigi . (VK labels € A)}

The first 6 types of keys fall under 3 classes which have two variants each: a “Z” variant and an
“R” variant. For Z-type keys one computes a linear sharing of 0 under access policy A, creating
shares A\g. For R-type keys one computes a linear sharing of a random element u of Z, which
is fixed once it is created and used for all R-type keys. wu is shared under access policy A, to
create shares Ax. The next steps depend on the class of the key:

Class 1 First compute gglK and ng (where, again, Ax and By represent the subset-sums
of a; and b;j). For each K label in the honest key, one then draws Yk < Zn and forms the
semi-functional key of type 1Z or 1R (depending on the sharing A K) as:

(g gue s ghe gl A gzic | guic g g7ic - guicBie gIic B g7 (VK Tabels € A)}

Class 2 First compute gl‘;‘K . Random values bx € Zy are chosen if they do not already exist
(in a semi-functional ciphertext, for instance) and fixed. For each K label in the honest key,
one then draws gy < Zx and forms the semi-functional key of type 27 or 2R as:

(g gue s gh g A garc | guic giie g¥1c - guicBre giichi g7 (VK Tabels € A)}

Class 3 Random wvalues ag, EK € Zy are chosen if they do not already exist and fixed. For
each K label in the honest key, one then draws §x < Zy and forms the semi-functional key of
type 3Z or 3R as:

(g guicAn g giicisc gaic | guie g g¥ic - guicBre b g7 (WK labels € A)}

Note that we now have defined 6 types of keys: 17, 1R, 27, 2R, 3Z, and 3R, where the
letter (Z/R) describes whether the Mg share zero or a random element of Z, respectively, and
the number (1/2/3) describes whether the semi-functional analogues of the ng and ng in the
Gq group are structured as subset-sums or as random elements of G, (Class 1 _keys have both

Ak

9q 4K and gBK Class 2 keys have just g;'% structured, with a random element qu Class 3 keys

have both replaced by random elements gq , qu of Gy). There is one final type of key, type
4R, which does not contain any of these elements:

11



Type 4R Using shares Ak of u (which is randomly chosen from Z, and fixed if it has not
already been fixed), one forms the semi-functional key of type 4R as:

(g gy ghngasc - guicgiic - quicBi g% (YEC labels € A)}

Proof Structure Our hybrid proof takes place over a series of games defined as follows:
Letting ) denote the total number of key queries that the attacker makes, we define Gamey,,
Gamey,, Gamey,, Gamey,, Game,,, Gamey,, and Gamey, for £ = 1,...,Q. In each game, the
first £ — 1 keys are semi-functional of type 4R, and all keys after the ¢th request are normal.
They differ in the construction of the £th key and the ciphertext as follows:

Gamey, In this game, the ¢th key is type 17 and the ciphertext is type 1.
Gamey, In this game, the ¢th key is type 2Z and the ciphertext is type 2.
Gamey, In this game, the ¢th key is type 3Z and the ciphertext is type 3.
Gamey, In this game, the ¢th key is type 3R and the ciphertext is type 3.
Gamey, In this game, the /th key is type 2R and the ciphertext is type 2.
Gamey, In this game, the /th key is type 1R and the ciphertext is type 1.

Gamey, In this game, the /th key is type 4R and the ciphertext is type 1.

Note that under this definition, we have that in Gamey., the ciphertext given to the attacker
is type 1 and the keys are all normal.

The outer structure of our hybrid argument will progress as follows. First, we transition
from Game,¢, to Gamey,, then to Game;,, next to Gamej,, next to Gamey,, next to Gamey,,
next to Gamej,, next to Game;,, next to Game;, and then to Games, and so on. We then
arrive at Gameg,, where the ciphertext is semifunctional of type 1 and all of the keys given to
the attacker are semi-functional of type 4R.

We then transition to one last game named Gamepf;,, which will complete our proof.
Game;yq uses a semi-functional ciphertext of a new type: type X, which we will now define:

Type X The semi-functional ciphertext of Type X is formed as:
MX, {g;gg’ g;AKg;KBKg;jAKgéKBK’ g:ZKgéK . (VK € 9)}

where X is a uniform random element of Gr.(again, here Ax = Z a; and By = Z b;)
jEK jEK

Gamey;,, In this game, all keys are semi-functional of type 4R and the ciphertext is semi-
functional of type X.

Note that a ciphertext of type X information-theoretically hides its message M because
the message is multiplied by the uniform random X which is unused anywhere else. So, in
Gamef;nq, no polynomial time adversary will be able to achieve advantage in the security
game, completing our proof.

Our hybrid argument is accomplished in the following lemmas:
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Lemma 8. Under the Subgroup Decision Assumption 1, mo polynomial time attacker can
achieve a non-negligible difference in advantage between Gamereq and Gamey, .

Proof. If an algorithm A has non-negligible difference in advantage between Game,., and
Gamey., then we could use A to achieve non-negligible advantage in the Subgroup Decision
Problem 1 as follows:

Given gy, g and T" where either ' = g) < G or T' = gf;gg — Gpq (where s < Z, and
5 < Zq), consider the following simulator B in the security game:

The public parameters are formed by using the given g,, choosing «,a;, b; randomly from
Zy and giving the constructed public parameters to A. B can respond to key requests by
running the usual key generation algorithm to make normal keys because it knows the MSK.

To return the challenge ciphertext for a set of attributes S, for each K € S, a t}, < Zy is
drawn, then the following ciphertext is constructed and provided:

Me(g,, T), {T, TATHBx, T (VK € 5)}

The simulator is able to honestly follow the rest of the scheme using generators g,, g, so the
only difference between its execution distributions depends on the different ciphertexts formed
dependent on T

Notice that if T' = g, for s < Z;, then the distribution of ciphertexts formed is identical to
the honest case (where tx = t’-s), and so the simulator’s behavior is exactly that of Game, ;.

T = gf)g‘; for s « Z},, 5 < Zq, the ciphertext formed is a semi-functional ciphertext of type
1 (where tg =t s and tg = t}.§ are independent since the values of ¢,- modulo p and modulo
q are indpendent and uniform in Z,, Z, respectively by the Chinese Remainder Theorem), so
the simulator’s behavior is exactly that of Game,.

Therefore, any adversary with non-negligible difference in advantage between Game,..q; and
Gamey. could be used to achieve the same non-negligible advantage in deciding the Subgroup

Decision Problem 1. By assumption this is not possible, so such an adversary cannot exist.
O

Lemma 9. Under the Subgroup Decision Assumption 2, no polynomial time attacker can
achieve a non-negligible difference in advantage between Game_yy, and Gamey, for any { from

1to@

Proof. If an algorithm A has non-negligible difference in advantage between Game(_;), and
Gamey, for some ¢ in [1,Q], then we could use A to achieve non-negligible advantage in the
Subgroup Decision Problem 2 as follows: )

Given gp,gw,g;gg,g’q:g{: and T where either T = g%g%’u* or T = g%ggg%’; (where s,y < Zp,
5,7,§ < Zg, and r*,y* < Z,,), consider the simulator in the security game which acts as follows:

The public parameters are formed by using the provided g,, choosing «,a;,b; randomly
from Z,, and giving the constructed public parameters to A.

To return the challenge ciphertext for a set of attributes S, for each K € S, th < Zy is
drawn, then the following semi-functional ciphertext of type 1 is constructed and provided:

Me(gp, g590)" {g595,  (9595) " (g595)'x P, (ghgs)' : (VK € S)}

Here the semi-functional ciphertext has tjx = 5t/ and tx = 5§t/ which are independent since
the values of - modulo p and modulo ¢ are indpendent and uniform in Z,, Z, respectively by
the Chinese Remainder Theorem.
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For each requested key for policy A, since the simulator knows the MSK «;, it can generate
an honest key:

SK = {g)e guein g guegii | gueBR T (WK labels € A)}

using the key generation algorithm with g, and g,,. For honest keys after the /th request, the
simulator returns this key.

The simulator additionally chooses and fixes u’ < Zy. For key requests up to the (¢ — 1)th
request, the simulator generates shares S\’K of u/. The first £ — 1 semi-functional keys of type
4R can be created by returning:

SK = {g)K g A (g gz, gi guk,  gu PR gik L (VK labels € A)}

Note that these are valid semi-functional keys of type 4R where the A = 7*/\’K ()\’K are a sharing
of u’ so the 7\ are a sharing of u = 7u/, which is uniformly distributed in Z, and fixed across
all R-type keys). Also, notice that the extra G, component g;*AK is absorbed by the uniform
random ¢ZK.

For the ¢th key request, the simulator generates N} and X7, shares of o and 0 respectively.

It then draws y} < Zy and produces the key:
{gpR TV (1Y) gar, Thegile, (1) PR gik (VI labels € A)}

7T =gy gﬂ)*, then the key is an honest key, where A\x = N}, +y\7., which is a valid sharing
of a (N} is a sharing of zero which multiplying it by y does not change, and adding this to X
(the sharing of «) results in another sharing of a), and yK = yy. The extra G,, components

are all absorbed by the uniform random gk, gw , and gw .

IfT = gpgy g¥, then the key is semi-functional of type 17, where \x = Ny + yNJ, which
is again a valid sharing of o, Jx = Y%y, and yx = yjy which are independent since the
values of y} modulo p and modulo ¢ are indpendent and uniform in Z,,Z, respectively by
the Chinese Remainder Theorem. The extra G, components are all absorbed by the uniform
random ¢ZK, gw , and gg~

Therefore, any adversary able to achieve a non-negligible difference in advantage between
Game(y_1), and Gamey, for some ¢ in [1,Q] could be used to achieve the same non-negligible
advantage in deciding the Subgroup Decision Problem 2. By assumption this is not possible, so
such an adversary cannot exist. O

Bilinear Entropy Expansion Before the next step of the hybrid proof, we will need a result
about the indistinguishability between two distributions, based on the 2-Linear Computational
Hardness Assumption.

Definition 10. Given G, a group of prime order q, and g a generator of that group, let Di(m)
be the distribution of:

g,

91]17 m’gz}Mﬂ’

92717’17 s 92?1\/1717“]»1717

gﬂ1517 - ggl\/lflbl\/1717

gﬁ’ ”_’gfzvpl’

g§7‘1+£1b1, s g§7"M—1+£M—1bM—1’
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where the s, 1, bi, 75,8 Zgq and M = 2.

Definition 11. Given G, a group of prime order q, g a generator of that group, and C =

{c1,...,em} a set of m elements drawn uniformly at random from Zq, let Da(m) be the same
distribution as above where the gji,fi,bi,é < Zg but each r; = Z c; where C; denotes the ith
JEC;

indexed nonempty subset of C' (|C| = m and there are M —1 = 2™ — 1 nonempty subsets).

The Bilinear Entropy Expansion Lemma states that these two distributions are indistin-
guishable:

Lemma 12. The distributions Dy(k) and Da(k) are computationally indistinguishable under
the 2-Linear computational hardness assumption if k = O(lg poly(X)).

We defer the proof of this lemma to the end of this security proof, and return to the next
step in our hybrid: where the By in the semi-functional space change to random elements gé’K .

Lemma 13. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any ¢ from 1 to Q.

Proof. From Lemma 12 we have that the distributions D; (k) and Ds(k) are computationally
indistinguishable under the 2-Linear computational hardness assumption if k& = O(lg poly(X)).
However, if an algorithm A is able to achieve a non-negligible difference in advantage J between
Gamey, and Gamey, for some ¢ in [1,Q)], then we could use A to create a distinguisher B
for Dy(k) and Dy(k) where k is the same value that defines our attribute universe Y. (This
presents a contradiction since [U| = O(poly(\)) and U is defined as containing all subsets of [k],
so k= O(lgpoly(N))). We do this as follows:

Let the generator of G used in D; (k) and Da(k) be gq. Rename the set C as C' = {b], ..., b} }.
Now, given the challenge instance

g5,

ggl, ...,ggK_l,

9211“17 '.‘7gq?jK71TK—1’

gglbl, “"ggKflefl’

g(t;l’ "'7gtK_17

g§r1+flb1’ "'7g§TK71+£K71bK71

relabel each index as the subset K C [k] associated to it, so in particular we have:
94" 94"

for all nonempty subsets K C [k]. (Note that here we do not even use all of the challenge
instance, just the sections of g§*, gg®"**. The full set is needed later when we reuse the lemma
in the next hybrid proof).

Now, B forms the public parameters using g,, choosing «, a;,b; randomly and giving the
appropriately constructed public parameters to A.

To return the challenge ciphertext for a set of attributes S, first choose an s <+ Zy. The
simulator then redefines § by sampling it uniformly at random from Zy. Then, tx,t} < Zy
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are chosen for each K € S. The following semi-functional ciphertext can then be constructed
and provided:

sAK

Me(gp, gp)**, {9595, g5 gl B gidne (ghxricylic - glr (g¥)lic . (VK € S)}

Here, tx = tyK forall K € S.
For each requested key S for policy A, since the simulator knows the MSK «, it can generate
an honest key:

SK = {gps gyt g gk gif,  gUePrgic . (YK labels € A)}

using the key generation algorithm with g, and g,,. For honest keys after the /th request, the
simulator returns this key.

The simulator additionally chooses and fixes u <— Zy. For key requests up to the (¢ — 1)th
request, the simulator generates shares Ag of u.The first £ — 1 semi-functional keys of type 4R
can be created by returning:

SK = {gﬁKg}.!KAKquKgZK, ggKgqu, ggKBKgi,K : (VK labels € A)}

For the fth key request, B can compute Akt a sharing of 0 and return the key:

1

{gp 7 gy A g (g )M ga, gy (g8F)ga, gy PR (gh" ) g+ (VK labels € A)}

Notice that if rg = Z b;-, then gg¥ = H gsj is distributed identically to ng = H ggj by
JjEK JEK JEK
the Chinese Remainder Theorem. Each b; is a random element of Zy so its value taken mod ¢
is independent of its value mod p. So, the distributions of (H ggj , H g,l;j) = (ng , ng) and
, JEK JEK
(H gzj, H ggj) = (g5, ;) are identical.
jeK  jeK

Constructing the ¢th key and challenge ciphertext this way gives them alternatively struc-

tured or random components depending on whether the rx = Z b; or are uniformly random
JEK

in Z,. If the challenge set is drawn from Ds(k), then B behaves as expected in Game,, (where

the challenge ciphertext and ¢th key are semi-functional of type 1 and 1Z respectively). If the

challenge set is drawn from D (k), then B behaves as expected in Gamey, (where the challenge

ciphertext and ¢th key are semi-functional of type 2 and 27 respectively).

Therefore, any adversary with non-negligible difference in advantage § between Game,, and
Gamey, could be used to achieve the same non-negligible difference in advantage in distinguish-
ing the distributions D; (k) and Dy(k). By Lemma 12 this is not possible, so such an adversary
cannot exist and therefore we have proven that no polynomial time attacker can achieve a
non-negligible difference in advantage between Game,, and Gamey, for any ¢ from 1 to . [

The proof for the next step in our hybrid is similar, as we transition from structured g;j‘K
to random elements ggK (except this uses the full version of our Bilinear Entropy Expansion
lemma):

Lemma 14. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any € from 1 to Q.
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Proof. From Lemma 12 we have that the distributions D;(k) and Da(k) are computationally
indistinguishable under the 2-Linear computational hardness assumption if k¥ = O(lg poly(X)).
However, if an algorithm A is able to achieve non-negligible difference in advantage J between
Gamey, and Gamey, for some ¢ in [1, @], then again we could use A to create a distinguisher
B for Di(k) and Ds(k) (where again we use the same k which defines our attribute universe U
and satisfies k = O(1g poly(X))). We do this as follows:

Let the generator of G, used in D; (k) and Dy (k) be gq. Relabel the set C' as C = {d}, ..., a} }.
Now, given the challenge instance

g5,

9317' 793}( 17

géﬂrl, 7g}}/K 1TK— 17

g(v;/lbl7 7gq —le—1’

gl o

g;r1+t1b17 ..7g§TK—1+t~K—1bK—1

relabel each index as the subset K C [k] associated to it, so we have:

Jrbi Srx+trby

JQq 7gq 7gq

G, gus, guKTK
for all nonempty subsets K C [k].

Now, B forms the public parameters using g,, choosing «, a;,b; randomly and giving the
appropriately constructed public parameters to A.

To return the challenge ciphertext for a set of attributes .S, first choose an s - Zy. Then,
tx < Zpy are chosen for all K € S. The following semi-functional ciphertext can then be
constructed and provided:

Me(gp, 9p)*, {g5(95), g5 gy P (gire ey, gigie s (VK € 5)}

Note that here we implicitly set br = bk.
For each requested key for policy A, since the simulator knows the MSK «, it can generate
an honest key:

!

SK ={gy gy gz, g¥¥ ik, ggKBK . (VK labels € A)}

using the key generation algorithm with g, and g,,. For honest keys after the ¢th request, the
simulator returns this key.

The simulator additionally chooses and fixes u <— Zy. For key requests up to the (¢ — 1)th
request, the simulator generates shares Ax of u.The first £ — 1 semi-functional keys of type 4R
can be created by returning:

SK = {g)K AUS g gz guK gl ggKBK . (VK labels € A)}
For the ¢th key request, B can compute Ag: a sharing of 0, and return the key:

Lo guieie i (gTi)gai g (g Vg, ghi<B (gIVi )ik (YK labels € A)}
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Again, notice that if rx = Z a’;, then g;;‘K = H gq’ is distributed identically to H ng =
jEK jEK jEK
gz~ by the Chinese Remainder Theorem. Each a; is a random element of Zx so its value taken
mod ¢ is independent of its value mod p. So, the distributions of ( H 9’ H 9¢’) = (gﬁK , g:;lK )
/ jEK jEK
and (H 9’ H gf;j) = (g;‘K,ggK) are identical.
jeK  jeK

So, constructing the challenge ciphertext and ¢th key this way causes them to have alterna-

tively structured or random components depending on whether the rg = Z a; or are uniformly
jEK

random in Z,. If the challenge set is drawn from Dy(k), then B behaves as expected in Gamey,

(where the challenge ciphertext and ¢th key are semi-functional of type 2 and 27 respectively).

If the challenge set is drawn from D;(k), then B behaves as expected in Gamey, (where the

challenge ciphertext and ¢th key are semi-functional of type 3 and 3Z respectively).

Therefore, any adversary with non-negligible difference in advantage J between Gamey, and
Gamey,. could be used to achieve the same non-negligible difference in advantage in distinguish-
ing the distributions D; (k) and D2(k). By Lemma 12 this is not possible, so such an adversary
cannot exist and therefore we have proven that no polynomial time attacker can achieve a
non-negligible difference in advantage between Game,, and Gamey, for any ¢ from 1 to Q. O

We continue to the next step in our hybrid proof:

Lemma 15. No polynomial time attacker can achieve a non-negligible difference in advantage
between Gamey, and Gamey, for any £ from 1 to Q

Proof. Recall that in both Game,, and Gamey,, the ciphertext is semi-functional of type 3, all
keys after the ¢th key request are normal, and the first £ — 1 keys are semi-functional of type
4R. The only difference is the ¢th key (either semi-functional of type 3Z or 3R). In Gamey,, the
shares \g are a sharing of 0, while in Gamey,, they are a sharing of the u used in R-type keys.
The transition between these two modes of operation is accomplished using an information-
theoretic argument. Namely, the distribution of elements seen by an attacker in both games is
the same.

To see this, note that for any attribute K not included in the ciphertext, then the distri-
butions of the elements of the key indexed by K are identical in both cases, since the Ak are
masked by a gg%¥* where the ax are chosen uniformly at random and used nowhere else (they
do not appear in keys other than the £th key and only appear at most once in the £th key because
of our single-use restriction), therefore hiding the value of all Ak information-theoretically.

For attributes K used in the ciphertext, this argument does not apply (since these ax do
appear elsewhere - in the ciphertext). For these, note that in the security game the attacker is
not allowed to request a key that is able to decrypt the challenge ciphertext. So, for this key
with policy A, the rows of the policy matrix A corresponding to the attributes the challenge
ciphertext is encrypted under do not contain (1,0,...,0) in their span (modulo N). We can
further assume that the corresponding rows of A do not include (1,0, ...,0) in their span modulo
q (because if an adversary can produce an unauthorized set over Zy that is authorized over Zg,
then this can be used to produce a non-trivial factor of the group order N, which would violate
our subgroup decision assumptions). Therefore, there exists some vector & € Zg orthogonal
to the span of these rows which is not orthogonal to (1,0, ...,0) modulo ¢ (since Z, is a finite
field). By scaling this vector we can have @ = (1,ws, ..., wy) for some collection of w;. Now

notice that whether the shares Ax which comprise A\ were generated by taking Ar = A where
7= (0,79,...,m,) (that is, a valid sharing of zero) or taking A(7+ uw) where (that is, a valid
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sharing of the u used in R-type keys), then the distributions of shares Ai modulo ¢ (they are
exponents of g,) that are not information-theoretically hidden by the previous argument are
the same. All that is seen are Ag created by taking dot products with rows of A - for the shares
that are not information-theoretically hidden, we have that the uw contributes 0 modulo ¢ to
the share so the distribution of these shares is the same as those produced by an honest sharing
of zero.

Since the distributions of elements of the key given the ciphertext are identical whether the
Ak are formed by taking a sharing of zero or a random element of Zy, then no algorithm can
tell the difference between the two games, and so we have proven the lemma.

O

Now that we have changed the Ak from sharing 0 to sharing u, we proceed to restructure
the Ak, Bgk:

Lemma 16. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any € from 1 to Q.

Proof. Note that this proof is identical to Lemma 14, (which uses the Bilinear Entropy Expan-
sion Lemma 12), with the only difference being that now the Ak are a sharing of a random
element of Zy instead of 0. So, the only change in the proof is that instead of generating A
as a sharing of 0, the Mg are generated as a sharing of u: a fixed random element of Zy. The
simulator is equally capable of making either set of shares, and using the sharing of a random
element does not affect the simulator’s ability to perform any of the other actions detailed in
the remainder of Lemma 14. O

Lemma 17. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any € from 1 to Q.

Proof. Note that this proof is again identical to Lemma 13, with the only difference being that
now the Ag are a sharing of a random element of Zy instead of 0. So, again, the only change in
the proof is that instead of generating Ak as a sharing of 0, the Ak are generated as a sharing
of u: a fixed random element of Zpy. The simulator is equally capable of making either set
of shares, and using the sharing of a random element does not affect the simulator’s ability to
perform any of the other actions detailed in the remainder of Lemma 13. O

Lemma 18. Under the Subgroup Decision Assumption 2, no polynomial time attacker can
achieve a non-negligible difference in advantage between Gamey, and Gamey, for any € from 1

to Q

Proof. If an algorithm A achieves non-negligible difference in advantage between Game,, and
Gamey, for some ¢ in [1,@)], then we could use A to achieve non-negligible advantage in the
Subgroup Decision Problem 2 as follows: )

Given gp,gw,g;gf;,ggg;* and T where either T" = g%’,’g%’,g* orT = g%ggg%f (where s,y < Zp,
5,7, + Zg, and r*,y* < Z,,), consider the simulator in the security game which acts as follows:

The public parameters are formed by using the provided g,, choosing «, a;, b; randomly and
giving the constructed public parameters to A.

To return the challenge ciphertext for a set of attributes S, for each K € S, a t}. < Zy is
chosen, then the following semi-functional ciphertext of type 1 is constructed and provided:

Me(gy, g590)%, {g5g5, (9595 (g595)'xPr, (g3gs)'x : (VK € S)}
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Here the semi-functional ciphertext has t i = 5t/ and tx = 5§t which are independent since
the values of ¢} modulo p and modulo ¢ are independent and uniform in Z,, Z, respectively by
the Chinese Remainder Theorem.

For each requested key for policy A, since the simulator knows the MSK «, it can generate
an honest key:

SK = {9 KAKQMK, g,%’KgiK, ngBK : (VK labels € A)}

using the key generation algorithm with g, and g,,. For honest keys after the fth request, the
simulator returns this key. The first £ — 1 semi-functional keys of type 4R can be created by
generating shares A} of a fixed «’ < Z, and returning:

SK = {g)< g (gt gz, gi guk,  giePRgik L (VK labels € A)}

Note that these are valid semi-functional keys of type 4R where the Ak = fS\’K and the extra
G, component is absorbed by the uniform random gZ¥

For the fth key request, the simulator generates A\ and S\’K, shares of o and v’ respectively.
It then draws y} uniformly at random from Zy and produces the key:

(90" (ghg e (TVi)AK gz | TViegik | (TVic)BK gik - (VK labels € A)}

Again, if X, are a sharing of u/, then 7\ is the sharing of 7#u/, which is fixed across all
R-type keys.

If T = gpgy g, . then the key is semi-functional of type 1R, where i = y%, and yx = yjy
which are independent since the values of y} modulo p and modulo ¢ are independent and
uniform in Z,, Z, respectively by the Chinese Remainder Theorem. The extra GG, components

/

are all absorbed by the uniform random gZX, gw ,and oS
If7T =gy gw , then the key is a semi-functional key of type 4R where yK yry. The extra

G, components are all absorbed by the uniform random g;x ,gw , and gw .

Therefore, any adversary able to achieve a non-negligible difference in advantage between
Gamey, and Gamey, for some ¢ in [1,Q)] could be used to achieve the same non-negligible
advantage in deciding the Subgroup Decision Problem 2. By assumption this is not possible, so
such an adversary cannot exist.

O]

This set of hybrids takes us to Gameg,: where the semi-functional ciphertext is of type 1
and all keys are semi-functional of type 4R. We take one more step to Gamey;,, where the
distribution of the ciphertext is independent of the message - a game in which the adversary
cannot have any advantage:

Lemma 19. Under the Subgroup Decision Assumption 3, no polynomial time attacker can
achieve a non-negligible difference in advantage between Gameg, and Gameginql-

Proof. 1If an algorithm A is able to achieve a non-negligible difference in advantage between
Gameg, and Gamey;,q, then we could use A to break the Subgroup Decision Assumption as
follows:
Given gp,gq,gw,gggg,g;gg, and T where either T' = e(gp, gp)*® or X (where a,s <« Z,,
&, S5 < Zg, and X < Gr), consider the simulator in the security game which acts as follows:
The public parameters are formed by using the provided g,, computing e(gp,gggg‘) =
e(gp, gp)®, choosing a;, b; randomly and giving the constructed public parameters to A.
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To return the challenge ciphertext for a set of attributes S, for each K € S, tx,tx < Zn
are chosen, then the following ciphertext is constructed and provided:

MT, {(g395), (gogo)trglePrgicBr — glxglc . (vK € §)}

For all key requests, note that the simulator no longer has the value a (only 959 ) However,

note that it can still generate g’\K gg™ where the Ag are a sharing of o and Ak are a sharing
of & by performing the same share-generation procedure starting with g;gg & in parallel for
both subgroups, just in the exponent of gpgq (each of which it has, Separately), by choosing
random r;, 7;, computing g;¢g,?, and raising to appropriate exponents from the policy matrix /

computmg products to get the desired dot product in the exponent. It then draws yx < Zn

and ¢2%, gu¥, gu uniformly at random from G,, (by choosing exponents of g, uniformly at
random from 7Z,), finally producing the semi-functional key of type 4R (where u = &):

(g ghw guieAr gz guigiic - guiBi gZic (WK labels € A)}

Note that when T = e(g,, gp)**, then the simulator is acting exactly as in Gameg, (where the
ciphertext is distributed as a semi-functional ciphertext of type 1). When T'= X (a completely
random element of Gr), then the ciphertext is distributed as a semi-functional ciphertext of
type X (as in Gamey;nq;) and the message is information-theoretically masked.

So, any adversary able to achieve a non-negligible difference in advantage between Gameg,
and Gamey,q could be used to achieve the same non-negligible advantage in deciding the
Subgroup Decision Problem 3. By assumption this is not possible, so such an adversary cannot
exist,.

O
We have now proven the following theorem

Theorem 20. Under the 2-Linear Computational Hardness Assumption, Subgroup Decision
Assumption 1, Subgroup Decision Assumption 2, and Subgroup Decision Assumption 3, our
single-use KP-ABE scheme is fully secure.

Proof. If the 2-Linear Computational Hardness Assumption, Subgroup Decision Assumption
1, Subgroup Decision Assumption 2, and Subgroup Decision Assumption 3 hold, then by the
previous lemmas, we have shown that the real security game is computationally indistinguishable
from Game;pq, in which the challenge ciphertext’s message is information-theoretically hidden
from the attacker. Hence, no attacker can achieve a non-negligible advantage in breaking the
KP-ABE scheme. O

5 Bilinear Entropy Expansion Lemma

We return to the deferred distribution indistinguishability proof. Recall the definitions of the
two distributions:

Definition 21. Given G, a group of prime order q, and g a generator of that group, let Di(m)
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be the distribution of:

YnM— 1
- 9

JM—1TM—1
-9 )

iar—1
9 )

g
g
ngl

b Un—1bar—
gll .gy]Wl]Ml’
9

Sri+t1b Srar—1+tar—1ba—
g 1 11”"9 M—1 M1Ml’

where the s, t;, bi, 75, 8 Zgq and M = 2.

Definition 22. Given G, a group of prime order q, g a generator of that group, and C =
{c1,...,cm} a set of m elements drawn uniformly at random from Z,, let Da(m) be the distribu-
tion of:

S
g,

Y1 Ynm—1
g 7"'7g )

92?17’17 ""9?31\/1717"1\4717

gy1bl ggM—le\/I—l’

g ag

gST1+tlb1 _”7gS?"M—1+£M—1bM—1’

where the §;, t;, b, § < Zq and M = 2™ but each r; = Z c; where C; denotes the ith indexed
JEC;
nonempty subset of C' (|C| = m and there are M — 1 = 2™ — 1 nonempty subsets).

We show that the distributions Dj(m) and D2(m) are computationally indistinguishable if
m = O(lgpoly(A)) through an inductive proof, beginning with the base case of m = 2, where a
distinguisher for D;(2) and D2(2) (C = {c1,c2}) can be used to achieve the same advantage in
the 2-Linear Problem.

Lemma 23. If there exists a polynomial-time algorithm able to achieve advantage 228 in dis-
tinguishing between the distributions D1(2) and Ds(2), then there exists a polynomial-time al-
gorithm able to achieve advantage § in the 2-Linear Problem.

Proof. If there exists a polynomial time algorithm A which distinguishes between D;(2) and
Dy(2) with advantage 226, we can construct a distinguisher for the 2-Linear problem: B. B, upon
receiving g, g¥', g¥2, g¥1¢t, g¥2¢2, g1 te2*7  draws uniform random 3, bs, §3, t1, t2, t3, Y1, 72 <+ Zq,
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then creates the set:

9", g%,
c c c1+co+1r\y
1 1, gy2 2, (g 1+c2 )y3,

gvrer) %(gm)vl’ (gyzrc)*%(gyz)w’ gﬂsb:ﬂ’
g7 g

t t. 5 t3b
171’ g 2727 (g01+cz+r)sg 3b3

g§
gyl
gy
t1

g
g

then runs A on this input and returns the output of A.
Notice that if » = 0, this distribution is exactly D2(2) (with C' = {c1,c2}, 1 = y1,92 =

yo,b1 = —%18 + 1, and by = —‘3{228 + v2). If r is instead random, this distribution is exactly
D;(2). Therefore, B will achieve the same advantage 226 as A (which is greater than §) in
deciding the 2-Linear problem. O

Lemma 24. For all integers m > 2, if there exists a polynomial-time algorithm able to achieve
an advantage of 216 deciding between distributions Di(m + 1) and Do(m + 1), then either
there exists a polynomial-time algorithm able to achieve an advantage of 2™§ in deciding between
distributions Di(m) and Da(m) or there exists a polynomial time algorithm able to achieve an
advantage of & in the 2-Linear Problem.

Proof. If there exists a polynomial time algorithm A which distinguishes between Dy (m + 1)
and Da(m+ 1) with non-negligible advantage 2™+15, we construct B: a distinguisher for D;(m)
and Da(m).

B, upon receiving

g,

gﬂl m,gﬂM—17

gngl’ ‘“’g?jIVI—l"'Mflv

9171517 “.’ggM—le—17

g£17 A g£M71’

g§T1+f1b1’ . ggT'Mfl‘FEJ\lfle\lfl’

where M = 2™, first draws yi, ..., yy/_1, 01, ey OM 1> Vs ooy YM—15 UM TAL, DALy Corig 1 — Zgq, and
constructs the following set:
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g
g ) gyM—l’ngl\l’

(9 ) T (i)
g L 7gyM 1TM—1 gngCm+1,

g )y10m+1 (glel)?h s (9?3A471)y;4,1cm+1 (gﬂMfﬂ"Mq)y}*\/f,l7

gﬂ bl gg]\/l—lbl\/l—l’ggMb]\/[7

i
g ey gty gt
t UM — _
g (g )71 “"gM 1(gyM 1)7M 1,
Sr1+t1b Sraf—1+tar—1ba— 5\Cm tasb
g 1 11__.79 M—-1TtM—10Mm 1’(9) +1gMM’

(9"
(gy1b1)y1 (gP)ovt (gglv[—lblv[—l)yx/[_l(ggﬂf—l)alvffly;‘w_la
(

g8)0m+1gsr1+flb1 (gf1 )01 (gb1ﬂl )’71 (gﬂl )0171 . (gg)cm+lg§7']\/1—1+£M—le—l (gtM—l )UM—1 (ng—1f/M—1)’YM—1 (gz?M—l )UM—l’YM—l

S
g,
i _— _
gh, .. gIM g
T1Y7 IM-1Yn_
g 1 ) ""g M 17
yiri UM —17 M — UM Crm-+1
gy ,...,gyM 1M 17gyM m+ ,
71y5 (r14+cm+1) IM—1Yhi—1(TM—1+Cm+1)
g 7""g M

71b1 JM—1bnm—1 Gmbym
g ) "'7g 7g b

71y5 (b1+01) IM—1Ynr—1(bm—1+oar—1)
g AR g )

t i1 AL
917"‘7gM l’gl\f

f1+91m EAr—1+TM—17M —
g Y1y yees g 1TY 1Y 17

sri+iiby Srav—1+tam—1bv—1 8emy1+taba
g e g M ML gt ;

95(7"1+Cm+1)+(51+17171)(bl+01) gg(rlvl—l+Cm+1)+(£1\171+ZJM71"/J\/171)(I)M71+0'M71)
S ey

Notice that if B’s input is Da(m), then the distribution of sets constructed by B is exactly
Dy(m + 1), where a new ¢;,41 element is drawn and added to form the subsets of the new
augmented set C, §ar+i = Uiy, by4i = bi + 04, and fMH =t + ¥y for i = 1,..., M — 1 which
are all uniformly distributed at random. However, if B’s input is D;(m), then the distribution
of sets constructed by B is not exactly Di(m + 1).

Definition 25. Let Dj(m + 1) be the distribution of sets created by B given input sets from
Dl(m)

We have therefore only proved that if an algorithm is able to achieve advantage in distin-
guishing D (m + 1) and Dy(m + 1), then it can be used to achieve that same advantage in
deciding between Dj(m) and Da(m).

Fortunately, we can transition between D} (m + 1) and D;(m + 1) using a hybrid proof:

First we define M = 2" hybrid distributions indexed by (7):
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Definition 26. Let Dll(j)(m + 1) be the distribution of:

S
g,
71 UM—1 UM
g, g¥M ot giM,
YM+1 YoM —1
g + ""79 bl
g1m1 UM —-1TM—1 YMCm+1
g gY , goMemTL
Jri+1(r1+cem1) IM+5(TjHCma1) TMAj+1TMAj+1 YoM —1T2M —1
g 7""g 7g ""’g
71b1 Jm—1bym—1 Gmbym
g 3o g ) )

gQM+1bM+1’ s 9?3217\471‘-‘)21\4717
9517 _“795M—1791?M7

ngH’ o gEQMfl’

g§r1+£1b1,

Sry—1Hiv—1bv—1 Semyrt+iuby
""g 7g b

g§(1"1+cm+1)+£M+1bM+1 gg(rj+cm+1)+£M+jb1M+j g§7"M+j+1+£M+j+1bM+j+1 g§T2M_1+£2M—1b2M—1
s een , s een

for j = 0,...,M — 1 where the ry41; are distributed uniformly at random in Z, for i =
1,.M—j5-1

Notice that Dll(o)(m +1) = Diy(m+ 1) and Dll(Mfl)(m + 1) = Diy(m + 1). So, if some

adversary A could distinguish between D;(m+ 1) and D (m + 1) with non-negligible advantage
2§, then:

1 Pr[A = 1D\ (m + 1)] - Pr[A = 11D D (m + 1)) = 275 (1)
So, by the triangle inequality, there must exists some j such that:

2my
SV
Such an A can be used to construct a distinguisher for the 2-Linear Problem: B that achieves
advantage 9:
B, upon receiving g, g¥t, g¥2, g¥1<t, g¥2¢2, g1 te2¥" relabels the elements as:

Pr[A = 1DV (m + 1)] = Prjd = 1|D{Y (m + 1)]| > 5 (2)

1 2 1r¥* 2Cm41 T
9,9, g%, g"" , g% g

(defining y1 = y1,y2 = y2,7* = €1, 41 = C2, and & = ¢1 + ¢o + r) B then draws
5,7
Yty s Ui Uj42, s YM
y}k\/1+1a-~-aﬁ/1+j>
YMAj+1s s Y2M 1,
1, e tonr—1
bl,...,bj,bj_,_g,...,bQM,l

1, ...,Tj,?‘j+2, s TN —1

uniformly at random from Z, and constructs:
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)

g

glh’ _._79371'7gy1’gl7j+27 __.7917M7
(gy2)y7\4+1’ o (ng)y;/[+j ’ gZJIVI+j+1, - g@2M—1’

92717“17 s g??ﬂ"j , gle*’ggj+27"j+2’ . g?JMTM’

((gyz)yb+1)T1 (gy207n+1)yK{+17 - ((gyz)y}lfﬂ)?"j (gy2cm+l)y7\/]+]‘7 (gm)ghl+j+l 7 ggA1+j+2TAI+j+2’ . 92721»1717"21\471

5
J1b 7ib; e\ % Jitobj UM —1bnr— Unmb
gyl 17'”’gyg ]7(gy1 ) j (gy1)77gyg+2 ]+2’”'7gyM 10Mm 1,gyM M)

Y2\Yare10M+1 Y2\Yara0M+5 UM 4jr1bM i1 TJanm—1banr—1
(g72)MIPMHL L (g92)Paa M g ML g )
121 Tar

g 7"'7g )

Er41 ton—1

g + 7"'79 )

§7‘1+£1bl §T"+£'b‘ i 1 Srs 1+£' 1bi11 §TM+£MbM
g sy @019 Jjjgjﬁ"y’g JH1T+195+ s § ,

gg(T1+Cm+1)+fM+1bM+1 gg(rj+cm+1)+£M+ij+j (gI)gng+j+1bM+j+1 ggTM+j+2+t~J\/I+j+2b]M+j+2 g§1“2M_1+£2M—1b2M—1
s eees , , ) s
* ~ ~ ~ . .
where bj11 = —;:1 + 9 Uj+1 = y1, ri41 = r*, and the gy = Y2y, for @ = 1,..., 7 are

J
distributed uniformly at random from Z,.
B then runs A on this input and outputs the same.

Note that if z = 7* 4 ¢p,+1 +0, then B has sampled an instance of Dll(j ) (m+1). Otherwise,

if x = r* + ¢py1 + r for a uniform random r it has sampled an instance of D/I(J )(m +1). So, B
will enjoy the same advantage § of A but in deciding the 2-Linear Problem.

We assumed there is a polynomial time algorithm A which distinguishes between Dq(m+ 1)
and Do(m + 1) with advantage 2™1§. By the triangle inequality, then A must be able to be
used to either achieve advantage 2§ in distinguishing between instances of Dj(m + 1) and
D} (m + 1) or achieve advantage 2™¢ in distinguishing between instances of between D} (m + 1)
and Da(m + 1).

In the first case, if A can be used to achieve advantage 2" in distinguishing between
instances of Di(m+1) and Dj(m+ 1), then we showed in the first proof how such an algorithm
could be used to distinguish between D;(m) and Dy(m) with the same advantage (29).

In the second case, if A can be used to achieve advantage 2™¢ in distinguishing between
instances of D} (m+1) and Da(m+1), then we showed in the second proof how such an algorithm
could be used to break the 2-Linear problem with advantage % =4.

Therefore, if there is a polynomial time algorithm .4 which distinguishes between D;(m+ 1)
and Dy(m + 1) with advantage 21§, then either there exists a polynomial-time algorithm
able to achieve an advantage of 2§ in deciding between distributions Dj(m) and Da(m) or
there exists a polynomial time algorithm able to achieve an advantage of § in the 2-Linear
Problem. O

Now we have all the ingredients necessary for the main statement:

Lemma 27. The distributions D1(k) and Da(k) are computationally indistinguishable under
the 2-Linear computational hardness assumption if k = O(lg poly(\)).

Proof. We have shown that for all integers m > 2, if there exists a polynomial-time algorithm
able to achieve an advantage of 21§ deciding between distributions D1 (m+1) and Dao(m+1),
then either there exists a polynomial-time algorithm able to achieve an advantage of 2§ in
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deciding between distributions D;(m) and Dg(m) or there exists a polynomial time algorithm
able to achieve an advantage of § in the 2-Linear Problem. We have also shown that if there
exists a polynomial-time algorithm able to achieve advantage 226 in distinguishing between the
distributions D1 (2) and D2(2), then there exists a polynomial-time algorithm able to achieve
advantage ¢ in the 2-Linear Problem. By induction, it follows that for all m, if an algorithm is
able to achieve an advantage of 2™4 in distinguishing between distributions D;(m) and Da(m),
then that algorithm can be used to achieve advantage § in the 2-Linear problem. Equivalently,
if an algorithm is able to achieve an advantage of ¢ in distinguishing between distributions
Di(m) and Dy(m), then that algorithm can be used to achieve advantage 2‘% in the 2-Linear
problem.

If & = O(lgpoly())), then any algorithm A able to achieve non-negligible advantage §
in distinguishing between Dj(k) and Da(k) can be used to achieve non-negligible advantage
O(—2+) in the 2-Linear problem. This violates our 2-Linear Assumption, so no such algorithm

poly(A)/
A can exist. O

6 Prime Order KP-ABE

We will now show a version of our construction translated into the prime order setting. The full
security of this variant will be proven solely using the 2-Linear Assumption described in section
2.2. We again present a one-use KP-ABE scheme and remind the reader that the same generic
transformation from section 2.3.4 can be used to obtain a version of the scheme that works for
multiple uses of attributes in access policies. First we present some additional tools used:

6.1 Prime Order Bilinear Groups

We now let GG denote a bilinear group of prime order p, with bilinear map e : G x G — Gr.
In addition to referring to individual elements of GG, we will also consider “vectors” of group
elements. For 7@ = (v1,...,v,) € Zj) and g € G, we write g to denote the n-tuple of elements of

G:

We can also perform scalar multiplication and exponentiation in the exponent. For any a € Z,
and ¥, W € Zjy,, we have:
9" =(g"",...9

T+w v1+wq
yeen g

g =(g

avn)

Un+wWn )

We define e, to denote the product of the component wise pairings:

n

en(g”,g%) =] (9", 9") = e(9,9)""
=1

Here, the dot product is taken modulo p.

We will use the notation Bl,j =gl ..., 697]' = ggf’d' (and similarly for the starred vectors),
where scalar multiplication of bold vectors denotes exponentiation and addition denotes the

(a+b)b1,;

normal component-wise group operation; i.e: aBl,j + bBLj =g This notation allows us

to avoid having to write large sums in exponents.
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Dual Pairing Vector Spaces We will employ the concept of dual pairing vector spaces from
[28, 29]. We will choose two random sets of vectors:

B := {b1,b2,1, ..., b2, b3,
by, b51, ..., b5k, be,
br,b81, ..., bg k, Do}

and

* . [k k% Tk 7%
]B - {b1717 ceey 17k7l)2, 3717-..,b3’k7

* xR Tk 7%
b471, ceey b4,k7 bs, 6,15+ b6,k7

Dy D T T Dy
b771, ceey b7,k’ bs, 9,17+ b97k}

of ng+6 subject to the constraint that they are “dual orthonormal” in the following sense:

by - qij =1 (modp) for all j, by is orthogonal to all other vectors in B*
527j b5 =1 (modp) for all j, each l_))g,j is orthogonal to all other vectors in B*
by - 5;3 =1 (modp) for all j, bs is orthogonal to all other vectors in B*
by - I;ZJ =1 (mod p) for all j, by is orthogonal to all other vectors in B*
1_3’57]- : 5; =1 (modp) for all j, each 557j is orthogonal to all other vectors in B*
b - I;Z’j =1 (mod p) for all j, bg is orthogonal to all other vectors in B*
by - I_)?J =1 (modp) for all j, by is orthogonal to all other vectors in B*
l_)‘g’j . gg =1 (modp) for all j, each l;g,j is orthogonal to all other vectors in B*
by - l_);’j =1 (modp) for all j, by is orthogonal to all other vectors in B*

We note that choosing sets (B, B*) at random from sets satisfying these dual orthonormality
constraints can be realized by choosing a set of 3k+6 vectors B uniformly at random from Zf;k%
(these vectors will be linearly independent with high probability), then determine each vector
of B* from its orthonormality constraints. We will denote choosing random dual orthonormal
sets this way as: (B, B*) <= Dual(Z3F*F)

6.2 Prime Order KP-ABE Construction

In a typical execution of a dual system encryption proof strategy in the prime-order setting,
we use orthogonal subspaces in the exponents to play the role of normal and semi-functional
components. Since the semi-functional vectors are never published, they can serve as “hidden
parameters” that supply fresh entropy, even conditioned on the public parameters. The prior
prime order variants of fully secure dual system ABE schemes have used a fresh pair of vectors
for each attribute use to supply enough entropy to make an information-theoretic switch from
a nominal semi-functional key (one that has semi-functional components but still manages to
correctly decrypt the semi-functional ciphertext) to a real semi-functional one (a key that no
longer decrypts the semi-functional ciphertext correctly). This makes the public parameters
allocated for each attribute grow linearly with the bound on the number of attribute uses
allowed in access policies (analogously to the composite-order counterparts of these schemes).
We replace this linear dependence with a poly-logarithmic one. Essentially, for a bound of
at most 2¥ — 1 attribute uses, we publish O(k) vectors in a space of dimension O(k). These
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vectors will satisfy the previously mentioned orthonormality constraints and allow us to form
2% — 1 sets of well-behaved vectors by taking subset-sum combinations in the exponent. The
semi-functional space vectors are not fixed conditioned on the published parameters, and the
additional O(k) degrees of freedom this provides allow us to argue that the {a;,b;} parameters
(in the construction below) in the semi-functional space are decorrelated from their normal space
counterparts. (This is something that comes for free in the composite-order setting, where we
can use the Chinese Remainder Theorem. In the prime-order setting, the fresh entropy is
supplied by a hidden linear transformation.)

Having subset-sums of decorellated {a;, b;} values in the semi-functional space allows us to
apply our bilinear entropy expansion lemma in the exponent of the semi-functional space. This
provides sufficient entropy to execute the information-theoretic step of a traditional dual system
encryption strategy.

Again, we identify the attribute universe U for this single-use KP-ABE with the set of all
nonempty subsets of [k].

Setup(\,U, k) — PP,MSK The setup algorithm chooses a bilinear group G of prime order
p. It then chooses random group element g € G and exponents «, o’ < Z,. For j € [k] it
chooses values aj,b; < Z, and generates a random dual orthonormal set:

(B,B*) = ({b1,b2.1, -, Do o, b3,
54, 6571, ceey 657k7 56,
b7, 8.1, -, bs iy bo },
{E(l(,l? shy _;{,k’ 5;’ gi‘;,h ty g§,k>
D1 e O s D3, B 1o D 1

- . - 3t
b7 1503 07 15 08,09 15+, 09 1. }) <= Dual(Z," ™)

The public parameters PP are:
k.p.g,e(g.9)* elg,9)"
{b1,;. b3, bl ;. bg;:j € [k]}
{a;b3,b;b3, a;b5,b;bs : j € [k]}

(We use the bolded vector notation to denote the vector in the exponent, as detailed in subsec-
tion 6.1.) The MSK is:

Oé,Oé/, {bl,bz,j,b4,b5’j j S [k]},
{ajbl,bjbg,ajb4, bjbﬁ j € [/{]}
Such a construction is equipped to create keys for access policies which include attributes

K C [k] where K is not empty.

KeyGen(MSK,A,PP) — SK The key generation algorithm takes in the public parameters,
master secret key, and LSSS access matrix A. First, the key generation algorithm generates
{AKk, N }: linear sharings of o and o' according to policy matrix A (the reader is referred to
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section 2.3.1 for details). For each attribute K labeling a row in the policy matrix A, it then
chooses exponents yr, Yy < Z, and computes:

AKgl = Z CLjBl
JjeEK

Bibs =Y b;bs
JjeK

AKB4 = Z ajg4
jeK

BKBG = Z bjBG
jeK

It then outputs the secret key:

SKA == {AKBI +yKAK61 +yK ZBZJ‘ +yKBK53
JjEK

+/\,KB4 + y/KAKB4 + y/K Z B5J + y/KBKBES
JEK

(VK labels € A)}

Again, note that here and throughout the rest of the description of our construction and its
proof of security we will use the notation Ax = Z a; and By = Z b;.
JEK JjEK

Encrypt(M, S, PP) — CT The encryption algorithm first draws s, s’ <— Z,. Foreach K € S,
the encryption algorithm draws ¢yt < Z, and computes:

Agbs =" a;bs
jeEK

Bibs = b;bj
jeK

Agb =" a;b;
JjeEK

Bibi = b;b:
jeK

It then outputs the ciphertext:

CT = Me(g,9)* ™ {s | Y_ b}, | —sAxb; —txBxbs+tx [ > b3,
jeK jeK

' | YOy | - s AB; — e Brbs + 1 | 3B,
jeK JEK
(VK € 8)}

(This implicitly includes S)
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Decrypt(CT,SK,PP) — M We let S correspond to the set of attributes associated to
ciphertext C'T', and A be the policy matrix. If S satisfies A, the decryption algorithm computes

constants wyg such that Z wrgAg = o and Z wr N = o (recall section 2.3.1). It then

KeS* KeS*
computes:

H en<s ZBT,j — sAgb} — tg Brbs + tx Zgg,j
Kes* jeK jeK

+s' | D_biy | - ' AbE — i Brbi + 15 | D bi; |
jEK JEK

Axb1 +yrkArb1 + Yk Z by | +yxBkbs
jeK
YK
~ ~ . RN
+ Nicba + Yk Axba+ 45 | > by | + y}(BK‘%)
jeK

_ H <H 6(9,9)8)\}(51.511' H e(g’g)SyKAK&-ET’j

KeS* NjeK jeK
—syr Afcbo ;b2 —yti Brbo i -b%
H 6(9,9) Yy Arba ;b5 H 6(9,9) yrtx Brba j-b5
JjeEK jeEK
treyx Brbs by
I et9.9) 5
jeEK
SN _by-bt sy AKE4-5* .
I elg. 9 *x"% T elg, g)” Vi Axbabia
jeK jeK

—s'y Agcbs bt —y't" Bycbs, ;b2

H e(gjg) Y AKY5,5'95 H 6(979) Ytk PKU5,505
JEK JEK
YK

I1 e(g,g)t'ffy%BKgﬁ";%,j> !

JjeEK

Kes*
e(g, g) " vEAKIKlg (g, g)vrt BrlK]
e(g, g)tKyKBKIKI
e(g,9)" Mk Kle(g, g)* i Ax K]
e(g, )~ ViAxIKle(g, g)Viclic BreIK|
WK

e(g,g)tlf(y%BK'Ko .

31



=[] (elg, 9)"**e(g, 9)" )

KeS*
s Z wK)\K—i—S/ Z WKXK
= e(g,g) Kes” Kes*

= c(g.g)*
The message can then be recovered by computing: Me(g, g)o“"’*a's//e(g, g)O‘SJra/S/ = M. This
also shows correctness of the scheme.

Security The proof of security for this prime order variant (which holds under the 2-Linear
Assumption) is presented in appendix A.

7 Concluding Remarks

We have presented a prime order KP-ABE scheme fully secure under the DLIN assumption
and an analogous composite order scheme fully secure under additional subgroup decision type
assumptions. Both schemes allow a bound of 2 — 1 attribute-uses in an access policy, where
the number of group elements required in the public parameters per attribute-use grows poly-
nomially with k. Previous fully secure schemes required either a g-type assumption or public
parameters growing linearly with 2¥ — 1. An interesting question for future work is whether the
ciphertext sizes can be significantly reduced (our schemes have ciphertexts still growing linearly
in size with 2F — 1),

We have chosen to demonstrate our techniques on KP-ABE schemes, though we note that
they are equally applicable to the CP-ABE setting. The core of CP-ABE schemes often mir-
ror the structure of KP-ABE schemes, and would benefit similarly from the reduced public
parameter size our lemma enables.

Finally, our bilinear entropy expansion lemma is not restricted to the ABE setting, and we
suspect it may have applications to other cryptographic primitives. Primitive structure can be
built around the lemma’s core components of {g'¥, g'x Ak }, which can be plugged in to replace
a need for independent random group elements. Our prime order and composite order KP-ABE
schemes demonstrate this usage.
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Prime Order KP-ABE Security Proof

Our security proof for the prime order variant again uses a hybrid argument over a sequence of
games. We let Game,..; denote the real security game. The rest of the games use semi-functional
keys and ciphertexts, which we will now describe.
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Semi-functional Ciphertext We will use 4 types of semi-functional ciphertexts. To pro-
duce a semi-functional ciphertext for an attribute set S, one first calls the normal encryption
algorithm to produce a normal ciphertext consisting of:

Me(g, g)* ' {s Z Bik,j — sAkb} — tx Bkb} + i Z 6373‘
jeK jEK

+s' | Y by, | — ' Axbs — i Bibs +t [ > by
JEK JEK
(VK € S)}

One then chooses s” < Z,. For each attribute K, an exponent t}. < Z, is drawn. For

all j € [k], a}, b} < Z, are drawn and fixed if they do not already exist (in a semi-functional

key, for instance). We will use the notation Ag = Z a;-’ and Br = Z b;’. The remaining
jEK jEK
composition of the semifunctional ciphertext depends on the type of ciphertext desired:

Type 0 The semi-functional ciphertext of Type 0 is formed as:

Me(g, g)* ¥ {s | Y b}, | — sAxbs —txBibs +tx [ > _ b3,
jek jek

+s' [ Y ki, | — s’ Axb; — i Bxbi + i | D by
jEK JEK

+s" [ Y bi; | — 5" Axbh — thBibg +t5 [ Y b
JEK JEK
(VK € S)}

Notice that in this type, the af, 7 are unused.

Type 1 The semi-functional ciphertext of Type 1 is formed as:

Me(g, g)** ' {s Z BT,]’ — sAkb} — tk Bkby + i Z Bi‘;,j
jEK jEK

+s' [ Y ki, | — s’ Axby — i Brbi +ti | D by
JEK JEK

+s" | > b3, | - s"Axbi — thBxbi +th [ Y by,
JEK JEK
(VK € S)}

Notice that in this type, the subset sums in the extra semifunctional space have been decoupled
from the sums in the normal space (by being replaced with subset sums of the independently
chosen af and bf).
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Type 2 The semi-functional ciphertext of Type 2 is formed as:

Me(g, g)* ' {s Z Bij — sAkb} — tx Bkb} + i Z Bg,j
jeK jEK

> by, | - s'AkbE — ti Brbi + ti | Dby
JEK jEK

" Y i ni " Y
+s" [ Y bp, | — " Axbg — thbibs + th | > bg;
jeK jeK

(VK € S)}

for fixed by € Zy, which are chosen uniformly at random and fixed if they do not already exist.

Type 3 The semi-functional ciphertext of Type 3 is formed as:

Me(g g as+as {S Zb —SAKBS—tKBKBé'FtK Zgg,j
jeK JeK

> bi; | — s AkbE — i Bibi +th [ Y b
jEK jEK

" 2 : ¢ "~ ni W " 2 : ¢
+s b;] — S G/KbS thKbg + tK b;,]
JEK JEK

(VK € 5)}

for fixed ag,bx € Z,, which are chosen uniformly at random and fixed if they do not already
exist.

Semi-functional Keys We will use 9 types of semi-functional keys. To produce a semi-
functional key for an access policy A, one first calls the normal key generation algorithm to
produce a normal key consisting of:

{Mieb1 4+ yx Abr + yx Z ba; | +yxBxbs
jeK

+Nibs + Y Axba+yic | > bs; | + vk Brbe
jeK
:(VK labels € A)}

The first 8 types of keys fall under 4 classes which have two variants each: a “Z” variant and an
“R” variant. For Z-type keys one computes a linear sharing of 0 under access policy A, creating
shares \7.. For R-type keys one computes a linear sharing of a random element u of Z, which
is fixed and used in all R type keys. u is shared under access policy A, creating shares \}.. For
each j € [k], a,b] < Z, are drawn and fixed if they do not already exist (in a semifunctional
ciphertext, for instance). Recall that we use the notation Ay = Z a;-/ and By = Z b;-’ . The
JEK JEK
next steps depend on the class of the key:
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Class 0 For each K in the honest key, one then chooses a new yj < Z, and forms the
semi-functional key of type 0Z or OR (depending on the sharing A7) as:

{Akb1 + yx Agb) + yx

FNieby + Yl Ay + v

+Nicby + Y Abr +

(VK labels € A)}

> baj

jEK

> bs;

Notice that in this type, the a] and b are unused.

+ yx Bibs

+ y Bibg

+ 3/;'<BK69

Class 1 For each K in the honest key, one then chooses a new y% <« Z, and forms the
semi-functional key of type 1Z or 1R (depending on the sharing \%.) as:

{Axb1 + yx Arxb1 + yx

+ by + Y A by + i

+ N by + Yl Agcbr +

:(VK labels € A)}

> by

+ yx Bibs

+ y%BKBG

+ y}?BKB9

Notice that in this type, the subset sums in the extra semifunctional space have been decoupled
from the sums in the normal space (by being replaced with subset sums of the independently

chosen af and bf).

Class 2 Random values by < Z, are chosen if they do not already exist (in a semi-functional
ciphertext, for instance) and fixed. For each K in the honest key, one then chooses a new
Yj. < Z, and forms the semi-functional key of type 2Z or 2R as:

{/\KBI + Yy Agbi + Yk

+Nkbs + Y Axby +

+ ?(157 + y}QAK& + Yk

:(VK labels € A)}
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jEK

> bs;

jEK

+ yKBKB3

+ i Bibg

+ ?/}/(BKB9



Class 3 Random values a,bx < Zy are chosen if they do not already exist (in a semi-
functional ciphertext, for instance) and fixed. For each K in the honest key, one then chooses
a new yjy. < Z, and forms the semi-functional key of type 3Z or 3R as:

{Axb1 + yx Arb1 + yx Z bo; | +yxBrbs
jeK

+/\/KB4 + y'KAKB4 + le Z 657j + y'KBKBG
JEK

+Nebr + ykarbr + Y E B&j + 4 brby
jEK
:(VK labels € A)}

Note that we now have defined 8 types of keys: 07, OR, 1Z, 1R, 2Z, 2R, 3Z, and 3R, where
the number denotes the class and the letter (Z/R) describes whether the N} share zero or a
random element of Z, respectively. There is one final type of key: type 4R:

Type 4R Using shares A}, of u (which is randomly chosen from Z, and fixed if it has not
already been fixed), one forms the semi-functional key of type 4R as:

{Axb1 + yx Axb1 + yx Z bo; | +yxBrbs
jeK

+Nicba + Y Axby + yi | Y b | + i Brbe
jeK
+\f by
(VK labels € A)}

Proof Structure Our hybrid proof takes place over a series of games defined as follows:
Letting @) denote the total number of key queries that the attacker makes, we define Gamey,,
Gamey,, Gamey,, Gamey,, Gamey,, Gamey,, Gamey,, Gamey,, and Gamey, for £ = 0,...,Q. In
each game, the first £ — 1 keys are semi-functional of type 4R, and all keys after the £th request
are normal. They differ in the construction of the ¢th key and the ciphertext as follows:
Gamey, In this game, the ¢th key is type 0Z and the ciphertext is type 0.

Gamey, In this game, the ¢th key is type 17 and the ciphertext is type 1.

Gamey, In this game, the ¢th key is type 2Z and the ciphertext is type 2.

Gamey, In this game, the fth key is type 3Z and the ciphertext is type 3.

Gamey, In this game, the ¢th key is type 3R and the ciphertext is type 3.

Gamey, In this game, the /th key is type 2R and the ciphertext is type 2.
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Gamey, In this game, the ¢th key is type 1R and the ciphertext is type 1.
Gamey, In this game, the /th key is type OR and the ciphertext is type 0.

Gamey, In this game, the /th key is type 4R and the ciphertext is type 0.

Note that under this definition, we have that in Gamey,, the ciphertext given to the attacker
is type 0 and the keys are all normal.

The outer structure of our hybrid argument will progress as follows. First, we transition
from Game,, to Gamep,, then to Game;,, next to Game;,, next to Gamey,, next to Gamey,,
next to Gamey,, next to Gamej,, next to Gamej,, next to Gamej,, next to Game;, and then to
Gamey, and so on. We then arrive at Gameg,, where the ciphertext is semifunctional of type
0 and all of the keys given to the attacker are semi-functional of type 4R.

There are two more games in the security proof: Gamepenuitimate and Game p;q;. We tran-
sition from Gamegy to Gamepepuitimate and lastly to Gamef;nq; which will complete our proof.
The games are defined as follows:

Gamepe,yitimate In this game, all keys are semi-functional of type OR and the ciphertext is
semi-functional of type 0.

Game f;y,q uses a semi-functional ciphertext of a new type: type X, which we will now define:

Type X The semi-functional ciphertext of Type X is formed as:

Me(g, g)* ¥ {a | Y bi, | — 2Axbs —txBxbs +tx | Y b
jeK jek

+s' [ Y ki, | — s’ Axb — i Bxbi +tj | D by
jeK jeK

+s" | > bi; | = s"Akbi — th Bibi +th [ > by
jeEK jeEK
(VK € 5)}

for an x < Zj,.

Gamey;,, In this game, all keys are semi-functional of type OR and the ciphertext is semi-
functional of type X.

Note that a ciphertext of type X information-theoretically hides its message M because
the e(g,g) blinding factor is raised to an exponent s which is unused anywhere else. So, in
Gameyf;nq, no polynomial time adversary will be able to achieve advantage in the security
game, completing our proof.

Our hybrid argument is accomplished in the following lemmas:

Lemma 28. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Game,.q and Gameg,.

Proof. If an algorithm .4 has non-negligible difference in advantage between Game,., and
Gameq,, then we could use A to achieve non-negligible advantage in the 2-Linear Problem as
follows:
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Given g, g¥t, g¥2,g¥11, g% and T = ¢g“17"" € (G, where either » = 0 or is a uniform
random element of Z,, consider the following simulator B in the security game:

The public parameters are formed by using the given g, choosing &,&',aj,b; < Z,, and
generating orthonormal sets (D, D*) < Dual (Zf’)k%).

The simulator then implicitly defines the sets (B, B*) as:

b1 ;= wnid ; +rc1dy b5 = y1ds + yrc1d; b5, = nids; +yieds
by ; = yady ; + yocods bi = yads + yocady bg; = yady ; + yocodsy
5?,;‘ = ‘ﬁ,j Eg = dé gg,j = d%,j

b=y 'dy baj = yy ‘da by = y; ds

by = y5 'di bsj = ys 'ds bs = y3

57 = J? - Cld_i - 0265'4 g&j = CZ;S,j - Cl(i2,j - C2CZ:E>,j 59 = CZ9 - Cl(Zs - CZCTCS

(The distribution of the sets (B, B*) produced this way is identical to that produced by Dual (ng%),
since there is a one to one mapping between any sets produced this way and the sets produced
by the Dual(Z3¥*°) procedure.)

The public parameters are constructed as:

Y28’
)

D, g, (g, ") = e(g,9)"% e(g, g*2)% = e(g, g)
{bi; b3, by, b, :j € [k]}
{a;b3,b;b3, a;bg, bjbs : j € [k]}

implicitly defining o = y;& and o/ = y24’. (Note that all the b* terms can be made by the
simulator by taking combinations of g, g¥*, g¥2, g¥11, g¥2°2 raised to the appropriate vectors.)
The simulator then gives the public parameters to .A. To respond to key requests for policies
A (all keys are honest in both games), the simulator first computes S\K, 5\’K sharings of &, a’
respectively. For each K attribute label in A, it generates §g, §} < Z, and outputs:

SEx = {Akyib1 + Gk Axyibr +Gkyr | Y Doy | + ik Biyibs
jeK

FNicy2ba + i Arcyaba + Ty Z bs; | + 7% Bry2be
jEK
(VK labels € A)}

Note that the simulator cannot make any of the Bm,j in this honest key alone (because of the
Yy L Yy ! terms). However, the simulator is able to make yll_))lyj = (_i)lyj, for example, so it can
construct keys as described above. The distribution of keys constructed this way is identical to
the distribution of normal honest keys where yx = yxy1 and yj = §jy2, which are uniformly
distributed elements of Z,. The shares A\g = A xy1 and )\’K = :\’Kyz are then shares of ay; and
&'ya respectively, which are uniformly distributed elements of Z, and appropriately matching
in the public parameters.

To return the challenge ciphertext for a set of attributes S, first, for each K € S, tfc, ¢y, th, +
Z,, are drawn. The following ciphertext is then constructed and provided:
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JEK

(gdgg qET *g)—AK

(s%g5T%) o ()% (g e) %) e ((g7)5 (g %) T Bic
I [(g g ) ((gn) % (gney )™ (g% (g7) ‘s,j)ﬂ
JEK

(VK € S)}

which, using the definition of our sets (B, B*)s equal to:

Me(g, g5 98’

o [ Yo Bh, | — A — (i + o TR Bicbs + (i +v7 ') | YB3,
JjeEK jeEK

DBy | - ARBS — (T s TR Bics 4 (T + 3 ') | D B
JEK b

+r Z B;j - TAKt_;g - f}/(rBKgg + ther Z B;j
jeK jeK
(VK € S)}

Notice that for T = g1 727 if r = 0, then the distribution of ciphertexts formed is identical
to the honest case where s = y; ', s’ = y5 ', tx = tx +y; ') and the = th + ys "%, which are
distributed as uniformly random elements of Z,, so the simulator’s behavior is exactly that of
Game,.qq;.

If r is a uniform randomly chosen element of Z,, the ciphertext formed is distributed exactly
like a semi-functional ciphertext of type 0 where s = y; ', s = y; ', s = r, tg = tx +
y e the = e 4 yy Y and ¢, = %7, which are all distributed as uniformly random elements
of Zj, so the simulator’s behavior is exactly that of Gameo, .

Therefore, any adversary with non-negligible difference in advantage between Game,..q; and
Gameg, could be used to achieve the same non-negligible advantage in deciding the 2-Linear

Problem. By assumption this is not possible, so such an adversary cannot exist.
O

Lemma 29. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Game_y1), and Gamey, for any £ from 1 to Q.

Proof. If an algorithm A has non-negligible difference in advantage between Game_;), and
Gamey, for some ¢ in {1, ...,Q}, then we could use A to achieve non-negligible advantage in the
2-Linear Problem as follows:

Given g, g¥t, g¥2,g¥*“t, %22 and T = ¢“tT%" ¢ @, where either » = 0 or is a uniform
random element of Z,, consider the following simulator B in the security game:

The public parameters are formed by using the given g, choosing &, &', aj,b; < Z,, and
generating orthonormal sets (D, D*) < Dual (ng%).
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The simulator then implicitly defines the sets (B, B*) as:

gij = _:{,j E; = dé 633 = ?’;J‘

EZ,j = Ji,j bs = dﬁg EZJ = d%,j

g;,j = J;,j - cld;{,j - C2Cﬁ,j Eg = dé - CIC?Q - C2d—:§ g;j = J:9k7j - ClCE‘;,j - 0207;,]'
51 = 671 + C1cf7 gQ,j = tiz,j + Clj&j 53 = Cié + Clcfg
by = dy + ch; 55,;’ = Cf5,j + CQJ&j 56 = Cﬁ} + C2CT9
by = dy 58,]' = CZ;S,j by = dy

(The distribution of sets (B, B*) produced this way is identical to that produced by Dual(ng+6),
since there is a one to one mapping between any sets produced this way and the sets produced
by the Dual(Z3*°) procedure.)

The public parameters are constructed as:

!

p, g, e(g,g"")* = e(g,9)"'%, e(g, g*2)* = e(g,9)">*,
{bij’bg,ybz,j?bg,j ] € [k]}
{a;b3,b;b3, a;b3,b;b% : j € [k]}

implicitly defining o = y1& and o’ = yo&’. (Note that all the b* terms can be easily made by
the simulator from the d* vectors)

The simulator then gives the public parameters to A.

To return the challenge ciphertext for a set of attributes S when it is requested, first, s” < Z,,
is chosen. Then, for each K € S, tx, ), ). < Z, are chosen. The following ciphertext is then
constructed and provided:

1

Me(g, g1)*" e(g, g#22) %",
(i", "

{ [T %)

JjeEK

(gczg)fs"AK
(g%) TP (g5 ~Tic Bic (g8 )=tk B
T (g% (g% (g%
jeK

(VK € 8)}
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which, using the definition of our sets (B, B*), is equal to:

M@(g7 g)ylds+y26/s/’

{ers” | Y b7, | — " Axbs — (i + erth) Bbs + (ix + eitfe) [ Y b3
JEK JEK

teas” | D b, | — cas” Agbh — (Fi + eat)Bibs + (i + coth) | D bi;
JEK JEK

+s" | > b, | — 8" Axby — thBkbi +t | Y b
jEK JjEK
(VK € S)}

Which is properly distributed as a semi-functional ciphertext of type 0 (appropriate for both
games) where s = ¢15”, s’ = 95", tx = tx + a1t and th = f’K + cot’y are all independently
and uniformly randomly distributed in Z,.

To respond to key requests for policies A, the simulator first computes an honest key by

creating Mg, N¢: sharings of &, @ under policy A respectively.

SKx ={ ((gyl)(ﬂ (gylcl)g7);\K ((992)54 (gygm)d}))‘%

TT | (tam s tameny ™o)™ () gmenyo) ™)
JjEK ~ 3
((991)53(9“01)@)1}[{3[( ((ng)Js(gym)QyKBK

(VK labels € A)}

I Ak

which, using the definition of our sets (B, B*), is equal to:

SKx = {Akyib1 + fxy1Axbi + iy | Y baj | +iky1 Bibs
jEK

+Nieyaba + Pryp A+ Jicy2 | > bsj | + iiy2Brbe
jeK
(VK labels € A)}

The distribution of keys constructed this way is identical to the distribution of normal honest
keys where yx = gxy1 and v} = §}y2, which are uniformly distributed. The shares A = A1
and Xy = Mya are then shares of a = dy; and o/ = @'ya respectively, which are appropriately
matching in the public parameters. The simulator responds to all honest key requests (after
the ¢th request) in this way.

The simulator additionally chooses and fixes u < Z,,. For key requests up to the (£ — 1)th
request, the simulator generates shares A}, of w. It then creates a semi-functional key of type
4R by adding )\’[’(67 to each term in the secret key set (it can create these using its knowledge
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of 67 = (1_)7)

SKp = {S‘Kyll;l + ZJKyiAKl;i + UKy Z BQJ + gKleKB3
JEK

+Niyaba + icyr Axba + icys | Y s | + ky2Bicbs
jEK
+ )by
(VK labels € A)}

On the /th key request for each K attribute label in policy A, the simulator first creates
sharings i, N " of &, d respectively. It then creates a sharing >\ of 0 under A, then generates
UK, U, Ui < Zp and outputs:

oo o 5\//
Sy ={ (9" g"T%) "

((gyl)‘il(gylcl)i7)XK ((gyz)cﬁi(gyz@)&);‘;{
(979" T d7) e *((gm® (gylcl)d7)yKAK ((g7) % (g2
IT [ (0™ m%) ™ (g tgneny o)™ ((gos e ) ]

jeK

yKAK

(9%g %)™ TP ((gm)® (gylcl)dg)gKBK ((g7)% (g2 ™)

(VK labels € A)}

U Br

which, using the definition of our sets (B, B*), is equal to:

{(Ni + Axy1)br + (G + §7) Axby + (v + §5) | Y bay | + (xyr + §5) Bibs
JjeEK

+(Nk + Nya)ba + (v + i) Aba + (Ficya + %) | D sy | + (Feva + ik ) Bibe
JEK

+r5\}’<67 + ?]}/(TAKB7 + Gher E Bg,j + Q}QTBKﬁg
JEK
(VK labels € A)}

Since the 5\ are a sharing of zero and the MK, 5\’K are sharings of &, a’ respectively, then the
A = )\” + )\Kyl and N, = )\” + X "2 are sharings of & = ay; and o = &'ys respectively,
which are appropriately matchlng in the public parameters.

Notice that for T = gctTe*" if » = 0, then this /th key is distributed exactly like an honest
key where yx = §xy1 + 7, and vy = ¥jy2 + 7 which are all distributed as uniformly random
elements of Zj, so the simulator’s behavior is exactly that of Game,_y),.

If r is a uniform randomly chosen element of Z,, the fth key is distributed exactly like a
semi-functional key of type 0Z where yx = Gxy1 + U, Y = Ur¥2 + g, and yg = g, which
are all distributed as uniformly random elements of Z,. Since the N/ % are a sharing of zero, the
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shares N = =r\ " are also a sharing of zero, as is appropriate for a semi-functional key of type
0Z. So, if r is a uniform randomly chosen element of Z,, the simulator’s behavior is exactly that
of Gamey, .

Therefore, any adversary with non-negligible difference in advantage between Game,_q),
and Gamey, could be used to achieve the same non-negligible advantage in deciding the 2-
Linear Problem. By assumption this is not possible, so such an adversary cannot exist.

O]

Lemma 30. No polynomial time attacker can achieve a non-negligible difference in advantage
between Gamey, and Gamey, for any £ from 1 to Q.

Proof. The distributions of Gamey, and Gamey, are actually identical, due to the way the sets
(B, B*) are chosen. Namely, since not all of the vectors are used in the public parameters, there
is a invertible linear function that can be used to produce an identical distribution of sets, but
decorrelates the a;,b; in the semi-functional space.

Consider the simulation of Gamey, which first uses the normal Dual(Zg’k%) procedure to
generate orthonormal sets (ID,D*) «— Dual (Z3F*9).

Consider two scenarios: in the first, the sets (B,B*) used in the scheme’s simulation are
defined via the identity transformation on (D, D*). That is, each b=dand b* = d*. A simulator
can clearly simulate Gamey, exactly by following the procedures using these (D,D*) = (B, B*)
to create public parameters, semi-functional ciphertexts of type 0 and keys which are semi-
functional of type 4R up to the £th key, which is made semi-functional of type 0Z, after which
all keys are made honestly.

In the second scenario, the sets (B, B*) are implicitly defined as follows:

T,j = _)T,j 53 = é bg,j = _?;,j
by = di bs = dj b = ds;
b = di j + a;d b = dj by = doj + bds
b = dy by = da,j by = d3
by = dy b5 = ds,j bs = dg
by = dy g&j = Cf&j - &jCZ; - I;jJ;) by = dy

(The distribution of all sets (B,B*) produced this way is identical to the set created using
the identity transformation since there is a one to one mapping between both sets and our
orthogonality constraints are satisfied by both sets).

So, the (B,B*) formed using this alternative transformation have the same distribution
as the sets straight from the Dual(Z3k+6) procedure. Furthermore, since this transformation

only causes differences in the d7 o d9 3 and by ,j vectors, using this set of (D,D*) in the same
simulation described above will result in the same of public parameters, the first (£ — 1) keys of
type 4R, and all honest keys (since no cf;j, d_;j, and 5d7j are used in these objects). The only
difference is seen in the ¢th key and the challenge ciphertext, where the transformation causes
the semi-functional subset-sums to lose their correlation with the sums in the normal space.
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The ¢th key, which is now semi-functional of type 1Z:

{Axdi +yx Ardy +yx | Y da; | +yxBrds
jeK

+AII(&4 + y/KAK(_LL + y}( Z 35’j + y}(BKa6
JEK

F\fedr + e Agedr + ylk E ds; | + 1y} Brdy
JEK
(VK labels € A)}

= {A\xb1 + yx Axbi + yx Z bo; | +yxBibs
jeK

+)\II(B4 + y,KAKB4 + y,K Z B5}j + y/[(BKBG
JEK

+)\II/<67 + y’['(AKB7 + y/]/{ Z [B&j + &j67 + Ejgg] + y/[/(BKgg
JjeEK
(VK labels € A)}

= {\kb1 + yx Axb1 + Yk Z ba; | +yxBxbs
jeK

+)\IKB4 + ykAK‘le + y'K Z 657j + y/KBKBG
JEK

+Nicbr + vk Z(aj+% b7 + Y Zb&J + Yk Z(bj"‘gj) by
JEK JEK JEK

(VK labels € A)}
where here, the decoupled a = a; + @; and b = b; + Bj.

The challenge ciphertext, which is now semi-functional of type 1:

Me(g, g)** % {s Z af,j — sAgd} — tx Brdj + ti Z a;;,j
jEK jEK

Sody; | - S Agds — theBreds + e | Y dy;
JEK JEK

+5" | N dy | - 8" Ardy — i Bedi + e [ D dy
jeK jeK
(VK € 5)}
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Me(g,g)*' {s b}, | — sAkbs — txBxbs +tx [ > b3
JEK JEK

+5' bj; | — s’ Axbs — ti Bbi + i | Y bg;
JjEK JjeEK

+s" | Y [b3; —a;bi] | — 8" Akbh — th Bbs + th | Y [b5,; — b;bj]
jeK JEK
(VK € 5)}

= Me(g,9)* " {s [ Y_bj, | —sAxbs — tx Bbs+tx | > bj,
jeK jeK

+s' [ Y bi; | - s’Axb; — tiBibs +ty | > bg;
jeEK JjEK

+5" | > b5 | =" | D (a5 +a5) | by —th | D (b +by) | by +th [ D bs;
jeK jeK jeK jeK

where again, the decoupled a;-’ = a; + a; and b;’ =b; + l;j and appropriately match with the
elements used in the fth key. So the game simulated in this scenario is exactly that of Gamey, .

Since the only difference between these two scenarios is the definition of the sets (B, B*), and
we showed that both definitions result in the same distribution of sets upon generation, then we
have shown that Gamey, and Gamey, are actually identical, and therefore no polynomial time
attacker can achieve a non-negligible difference in advantage between them. O

We move on to the next lemma, in which the newly uncorrelated By in the semi-functional
space lose their structure and become independently chosen fixed random values bx € Z, via
the use of Lemma 12.

Lemma 31. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any ¢ from 1 to Q.

Proof. This can be proved using the same idea as in Lemma 13 of the composite order proof.
From Lemma 12, we have that the distributions D; (k) and Dy(k) are computationally indis-
tinguishable under the 2-Linear computational hardness assumption if & = O(Ilgpoly())). A
polynomial time attacker A able to achieve a non-negligible difference in advantage between
Gamey, and Gamey, for some ¢ from 1 to @ can be used to achieve non-negligible difference in
advantage deciding between the distributions D; (k) and Dy(k), violating the 2-Linear Assump-
tion.

Specifically, just as in Lemma 13, setting k to be the same value that defines our attribute
universe U (so k = O(lgpoly(N))), the

gZ?K , gZ?KTK
obtained from the challenge 2-Linear Problem instance where |G| = p (where either rx = Z b;’

jEK
and b7 are uniform random elements of Z, or each rx is a uniform random element of Z;) can
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be used to replace the bg»’ (so depending on whether the rx are structured or independently
random, the resulting element is either B K Or b k). All other values are chosen by the simulator.
Constructing the appropriate public parameters, ciphertext, and keys as in Lemma 13 (but
modified to match the new form of the prime-order construction), allows the B to lose its
structure and become independent I;K, transitioning from Gamey, to Gamey,. So, an adversary
able to achieve a non-negligible difference in advantage J between Gamey, and Gamey, for some
¢ from 1 to ) can be used to achieve the same non-negligible difference in advantage deciding
between the distributions D; (k) and Dy (k), violating the 2-Linear Assumption. O

The next step in the hybrid proof sees the uncorrelated Ax in the semi-functional space lose
their structure and become independently chosen fixed random values ax € Z, again via the
use of Lemma 12.

Lemma 32. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any € from 1 to @ .

Proof. This can be proved using the same idea as in Lemma 14 of the composite order proof,
in the same way that the previous lemma used the idea of Lemma 13. Specifically, the chal-
lenge instance is used to replace the Ay, and all other elements are chosen by the simulator
appropriately. This allows us to transition from Gamey, to Gamey,. O

Now that the coefficients in the semi-functional space have become decorrelated and lost
their subset structure, we can apply a nearly identical argument to that of Lemma 15 of the
composite order proof to move from the A}, in the semi-functional space sharing zero to sharing
a random element of Z,.

Lemma 33. No polynomial time attacker can achieve a non-negligible difference in advantage
between Gamey, and Gamey, for any £ from 1 to Q.

Proof. The argument of Lemma 15 proving that both games have the same distribution holds
here. The only difference is that the in the information theoretic argument for attributes not
in the challenge ciphertext, the ax that are masking the value of the share A}, are coefficients

of 957 (instead of just exponents of g). Regardless, the argument holds. O
We get the next two lemmas for free, as in the composite order proof:

Lemma 34. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any ¢ from 1 to Q.

Lemma 35. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any ¢ from 1 to Q) .

Proof. Just as in the composite order proof, we can just perform the same hybrid as Lemma 31
and Lemma 32 in reverse, with the only difference being that the A} are generated as shares of
a random element of Z,, instead of zero. This doesn’t affect the argument since the simulator is
able to generate the A}, both ways. O

Lemma 36. No polynomial time attacker can achieve a non-negligible difference in advantage
between Gamey, and Gamey, for any £ from 1 to Q.

Proof. This information-theoretic argument is the same as Lemma 30 in reverse, with the only
difference being that the A7 are generated as shares of a random element of Z, instead of zero.
This doesn’t affect the argument since again the simulator is able to generate the 7. both
ways. O
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The last step in the hybrid is to change the fth key from semi-functional of type OR to 4R
(losing its Ak, Bk):
Lemma 37. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey, and Gamey, for any € from 1 to Q.

Proof. If an algorithm A has non-negligible difference in advantage between Game,, and Gamey,
for some £ in {1,..., @}, then we could use A to achieve non-negligible advantage in the 2-Linear
Problem as follows:

Given g, g¥t, g¥2,g¥11, g% and T = ¢g“1T2%" € (G, where either » = 0 or is a uniform
random element of Z,, consider the following simulator B in the security game:

The public parameters are formed by using the given g, choosing &,&',aj,b; < Z,, and
generating orthonormal sets (D, D*) <— Dual (ZI%]"’JFG).

The simulator then implicitly defines the sets (B, B*) as:

qij = dﬁij 53 = dé gg] = ~§7j

EZLJ- = _ikl,j 5; = dé: EEJ = %J

5;,3‘ = Cﬁ,j - Cl‘ff,j - 020?71,3' Eg = d_§ - Cl@ - C2d§ gs,j = d%,j crdg j — cadg
51 = 651 + 01677 Ez,j = sz,j + CIJEE,j 53 = J;) + C1CZ9
54 = 54 + 02677 55,;‘ = CZ’),j + CZCiEE,j 56 = Jé + 026Z9
by = dy E&j = Czé,j by = dy

(The distribution of all sets (B, B*) produced this way is identical to that produced by Dual(Z§k+6),
since there is a one to one mapping between any sets produced this way and the sets produced
by the Dual(Z§k+6) procedure.)

The public parameters are constructed as:

y2&’
)

P g,¢(9:9")* = e(g,9)"'% e(g,9")" = e(g,9)
{bip b%,j? bz,j7 bg,j : ] € [k]}
{a;b3, bjby, a;bs, b;bs : j € [k]}
implicitly defining o = y1& and o/ = y2@. (Note that all the b* terms can be easily made by
the simulator from the d* vectors)
The simulator then gives the public parameters to A.
To return the challenge ciphertext for a set of attributes S when it is requested, first, s” < Z,

is chosen. Then, for each K € S, tk,th, % < Z, are chosen. The following ciphertext is then
constructed and provided:

1"

Me(g, g")*" e(g, g>*)*"*",
PN
{ I g%y
JEK
(g%)="Ax
(g%t Brc (g )T Bc (g8~ B
TT [(9%) (g% (g%5)1% ]
jeK
(VK € S)}
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which, using the definition of our sets (B, B*), is equal to:

M@(g7 g)ylds+y26/s/’

{ers” | Y b7, | — " Axbs — (i + erth) Bbs + (ix + eitfe) [ Y b3
JEK JEK

teas” | D b, | — cas” Agbh — (Fi + eat)Bibs + (i + coth) | D bi;
JEK JEK

+s" | > b, | — 8" Axby — thBkbi +t | Y b
jEK JjEK
(VK € S)}

Which is properly distributed as a semi-functional ciphertext of type 0 (appropriate for both
games) where s = ¢15”, s’ = 95", tx = tx + a1t and th = f’K + cot’y are all independently
and uniformly randomly distributed in Z,.

To respond to key requests for policies A, the simulator first computes an honest key by

creating Mg, N¢: sharings of &, @ under policy A respectively.

SKx ={ ((gyl)(ﬂ (gylcl)g7);\K ((992)54 (gygm)d}))‘%

TT | (tam s tameny ™o)™ () gmenyo) ™)
JjEK ~ 3
((991)53(9“01)@)1}[{3[( ((ng)Js(gym)QyKBK

(VK labels € A)}

I Ak

which, using the definition of our sets (B, B*), is equal to:

SKx = {Akyib1 + fxy1Axbi + iy | Y baj | +iky1 Bibs
jEK

+Nieyaba + Pryp A+ Jicy2 | > bsj | + iiy2Brbe
jeK
(VK labels € A)}

The distribution of keys constructed this way is identical to the distribution of normal honest
keys where yx = gxy1 and v} = §}y2, which are uniformly distributed. The shares A = A1
and Xy = Mya are then shares of a = dy; and o/ = @'ya respectively, which are appropriately
matching in the public parameters. The simulator responds to all honest key requests (after
the ¢th request) in this way.

The simulator additionally chooses and fixes u < Z,,. For key requests up to the (£ — 1)th
request, the simulator generates shares A}, of w. It then creates a semi-functional key of type
4R by adding )\’[’(67 to each term in the secret key set (it can create these using its knowledge
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of 67 = (1_)7)

SEx = {Akyib1 + Gk Axbr +gxyr | Y Doy | +iry1 Bibs
jek

+Nicyaba + Jryr Axba + Gcys | Y s | + xy2Bicbs
jEK
+ %67
(VK labels € A)}

~ On the /lth key request, for each K attribute label in A, the simulator first creates sharings
i, N of &, & respectively. It then creates a sharing A}, of v under A, then generates uniformly
random ¥, ¥y, Up € Zy, and outputs:

"

Sy = | (gg7>AK
((gm)tﬁ(gywl)@))"{ ((gyz)dl(gygcg)@))‘%
<9‘£9‘{4T J7>Q%AK ((gyl)‘[1 (gylcl)‘f7)gKAK ((g”)‘{“ (ngCQ)‘E)%{AK

I [ (5575 (s (g
JjEK

<gCE’gJ6TdZ’>Q%BK ((gy1)c@,(gy161)¢fg>gKBK <(gyz)cfe(gyzcz)d'9)g}<BK
(VK labels € A)}

which, using the definition of our sets (B, B*), is equal to:

{Axwibr + Gy + Tk)Axbr + Gy + %) | D bay | + @y + k) Brbs
jEK

+Nicy2ba + (Ficye + T ) Axba + Ficyz + 1) | D b5y | + (Fiewe + 75) Bibe
JEK

+Nicbr + Jrer Abr + Jir | > bs; | + #krBibg
jeK
(VK labels € A)}

Since the S\K,S\’K are sharings of &, & respectively, then the Axg = Agy1 and N = S\’Kyg are
sharings of o = ay; and o’ = @'ys respectively, which are appropriately matching in the public
parameters.

Notice that for T' = getT2*" if » = 0, then this /th key is distributed exactly like a semi-
functional key of type 4R where yx = Jxy1 + 7%, and ) = Jxy2+7}, which are all distributed
as uniformly random elements of Z,, so the simulator’s behavior is exactly that of Gamey,.

If 7 is a uniform randomly chosen element of Z,, the ¢th key is distributed exactly like a

semi-functional key of type OR where yx = Jxy1 + J%, Y = Uxy2 + U%, and y} = gjr, which
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are all distributed as uniformly random elements of Z,. So, if r is a uniform randomly chosen
element of Zj,, the simulator’s behavior is exactly that of Gamey, .

Therefore, any adversary with non-negligible difference in advantage between Game,, and
Gamey, could be used to achieve the same non-negligible advantage in deciding the 2-Linear
Problem. By assumption this is not possible, so such an adversary cannot exist. ]

This set of hybrids takes us to Gameg,: where the semi-functional ciphertext is of type 0
and all keys are semi-functional of type 4R. We take two more steps to get to our final game
where the distribution of the ciphertext is independent of the message - a game in which the
adversary cannot have any advantage:

Lemma 38. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamegy and Gamepenuitimate-

Proof. 1If an algorithm A is able to achieve a non-negligible difference in advantage between
Gameg, and Gamepepyitimate, then we could use A to break the 2-Linear Assumption as follows:

Given g, g¥%t, g¥2, %11, g% and T = ¢g“t7"" € (G, where either » = 0 or is a uniform
random element of Z,, consider the following simulator B in the security game:

The public parameters are formed by using the given g, choosing &,&',aj,b; < Z,, and
generating orthonormal sets (D, D*) < Dual (Zf’)k%).

The simulator then implicitly defines the sets (B, B*) as:

ET,j = jf,j E; = d_; ggg = dé,g

gjl,j = le,j 5; = CZE gg,j = ‘fé,y

g;,j = Ci;,j - Cld—;f,j - CQd—iJ 5§ = dé - Cldé - C2d—;§ gg,j = Cig,j cids j — cadg
51 = d_i + 01677 52,]' = JQ,j + 6161;,3' 53 = 653 + 01€Z9
54 = dl + 62657 55,]' = d_:’),j + 620784 56 = CZG + 026179
by = dy 58,j = d_;S,j by = dy

(The distribution of the sets (B, B*) produced this way is identical to that produced by Dual (ng%),
since there is a one to one mapping between any sets produced this way and the sets produced
by the Dual(Z3*°) procedure.)

The public parameters are constructed as:

Y28’
)

D, g, (g, ") = e(g,9)"% e(g, g*2)% = e(g, g)
{bi; b3, by, b, :j € [k]}
{a;b3,b;b3, a;bg, bjbs : j € [k]}

implicitly defining o = y1& and o = y2&’. (Note that all the b* terms can be easily made by
the simulator from the d* vectors)

The simulator then gives the public parameters to A.

To return the challenge ciphertext for a set of attributes S when it is requested, first, s < Z,
is chosen. Then, for each K € S, g, ,tN’[’< < Zy are chosen. The following ciphertext is then
constructed and provided:
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~! I

Me(g, g1)* e(g, g#22) %",
& g
{ [T %)
JjeEK
(gcfg)fs”AK
(g ﬂE)*fxBK (gcfg)ff}(BK(gcfg)ft}’(BK
TT [(g% )75 (g%0) 5 (g% )]
jeK
(VK € 8)}

which, using the definition of our sets (B, B*), is equal to:

Me(g, g)1astvd's’

{c18” Z bi; | — c1s"Axbj — (ix + cithe) Brb} + (fx + cit) Z b5,
jeK jeK

teas” | D biy | — eas”Aby — (F + eatle) Biebi + (Fc +eatl) | D bE
jEK jEK

+5" | Y bhy | = s"Axbi — i Bxbi + ti | Dby,
jeK jeK
(VK € 5)}

Which is properly distributed as a semi-functional ciphertext of type 0 (appropriate for both
games) where s = ¢15”, s’ = cg5”, tx = tx + a1t and th = f’K + cot’y. are all independently
and uniformly randomly distributed in Z,.
To respond to key requests for policies A, the simulator first creates sharings A, S\’K, and
- of &, &', and w respectively (where u is a random element of Z,, which is fixed the first time
it is created). It then generates uniformly random yr, ¥y, J% € Z, and outputs:

N

SKj ={ ((gyl)‘fl(gylcl)‘%)h{ ((ng)dt*(gy2°2)J7>AK
(g‘flgdj‘Td;)g%AK ((gy1)c?1(gy1C1)J7>gKAK ((gyz)cﬁl(gyzcz)cE)g}{AK

IT | (oo™ (s tgmeny o)™ (oo genyo) ™
JjEK

(gd}’g‘iﬁT‘fgf%BK ((gyl)‘z”’ (gylcl)‘zg)gKBK ((9y2)‘iﬁ(9y202)59>g%BK
g,\’,gd}

(VK labels € A)}
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which, using the definition of our sets (B, B*), is equal to:

{Axwibr + (Fryr + 0k)Axbr + (G + %) | > bay | + (Fxyr + §k)Brbs
jEK

+Xicy2ba + (T + T ) Axba + Ficye + 5 | S b5y | + (Fiewe + 55) Bibe,
JEK

+ /[/(67 + gj'[’(rAKl& + QII/(T E Bg,j + QII/(TBKBQ
JEK
(VK labels € A)}

Since the S\K,S\’K are sharings of &, @' respectively, then the Ax = Agyi and N = 5‘/1(3/2 are
sharings of a = ay; and o = &’ys respectively, which are appropriately matching in the public
parameters.

Notice that for T = g1t if » = 0, then each key is distributed exactly like a semi-
functional key of type 4R where yx = Jxy1 + %, and vy = Jxy2 + ¥} which are all distributed
as uniformly random elements of Z,, so the simulator’s behavior is exactly that of Gameg,.

If r is a uniform randomly chosen element of Zj,, each key is distributed exactly like a semi-
functional key of type OR where yx = Jxy1 + U, Yk = kY2 + Ui, and yj. = gjr, which are
all distributed as uniformly random elements of Z,, so the simulator’s behavior is exactly that
of Gamepenultimate .

Therefore, any adversary with non-negligible difference in advantage between Gameg, and
Gamepenuitimate could be used to achieve the same non-negligible advantage in deciding the
2-Linear Problem. By assumption this is not possible, so such an adversary cannot exist.

O

Lemma 39. Under the 2-Linear Assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamepenuitimate and Gameping.

Proof. If an algorithm A is able to achieve a non-negligible difference in advantage between
Gamepenuitimate and Game inq, then we could use A to break the 2-Linear Assumption as
follows:

Given g, g¥t, g¥2,g¥11, g% and T = ¢g17%" € (G, where either » = 0 or is a uniform
random element of Zj, consider the following simulator B in the security game:

The public parameters are formed by using the given g, choosing &',aj,b; < Z,, and
generating orthonormal sets (D, D*) < Dual (ng+6).

The simulator then implicitly defines the sets (B, B*) as:

bij=di; bs = ds bs; = ds,

EZ‘I,j = ylﬁ,j + ylcld—;{,j b3 = y1ds + yic1dy 5§,j = y1cf§,j + y161cf§§,j

b3 = yads ; + yocod; by = yody + yacadsy by ; = yads ; + yocods
b1 = di — c1dy — cady baj = do; — c1ds j — cods by = d3 — c1ds — cady
by =y 'dy bs; =y \ds be = y; ds
br = y; 'dz bsj = 5 \ds by = y5 'dy
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(The distribution of the sets (B, B*) produced this way is identical to that produced by Dual(ng+6),

since there is a one to one mapping between any sets produced this way and the sets produced
by the Dual(Z3*°) procedure.)
The public parameters are constructed as:

D, g,¢(g,g") = e(g, g)", e(g, g )¥ e(g¥*, g"Y) = e(g, g)1& i,
{b>1k,j7b§,j7bz,jvbg,j .7 € [k]}
{a;b3,b;b5, a;bg, bjbs : j € [k]}

implicitly defining o = y1, &' = y1&’ + ayic;. (Note that all the b* terms can be easily made
by the simulator from combinations of the challenge terms raised to the appropriate d* vectors)

The simulator then gives the public parameters to A.

To respond to key requests for policies A, the simulator generates N , and 5\’[’( : sharings
of &, and @ (chosen uniformly at random from Z, upon the first key request and fixed for
each key thereafter) respectively under policy A. It then generates g*% where the Ax are a
sharing of y; under A using the procedure detailed in the final lemma of the composite proof
(Lemma 19) starting with the challenge element g¥'. Next, the simulator draws yx, ¥, U5 < Zp
and constructs:

SK)y = {g,\Kdng'Kd4gX;gd7

gyKAKjlgg}(AKCZ;lggl[/(AKfi?
H [gyK@,j gﬂixjs,j gﬂ%cfs,j
jeK

gyKBstgﬂﬁ(BKfiﬁgﬁﬁéBkCz‘g

(VK labels € A)}

which, using the definition of our sets (B, B*), is equal to:

SKy\ = {)\Kgl +yrArbi + yx Z 62,1' + Jixy1 Biby
jeK

+(Ngy1 + Axyren)ba + (Ficyr + yxyier) Axby
+ (v +yryier) | D bsy | + Ty + ykyicr) Bibe
jeK
+(Niy2 + Axy2c2)br + (Jicyz + yryaca) Axbr

+ (T2 +yryac) | Y bsj | + (Fky2 + yxyacs) Biby
jeK

(VK labels € A)}

which is distributed as a semi-functional key of type OR (which is appropriate for both games)
where yp = Jiy1 + yxyic1, and Yy = Jry2 + yrxy2ce which are independent uniformly dis-
tributed elements of Z,. Also, N = Ney1 + Agyicr and N, = Nya + Agyaco are shares of
o = &'y1+yicr and u = @"ys +y1y202 where u is a fixed uniform random element of Z, because
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the A\x are a sharing of o = 1. Note also that the shared « and o/ match appropriately with
the public parameters.

To return the challenge ciphertext for a set of attributes S when it is requested, first,
5,8 « Z, are chosen. Then, for each K € S, tg,th,t < Z, are chosen. The following
ciphertext is then constructed and provided:

1z

M{(e(g,9)*)%e(g,9)*° e(g, g"*1)",
{TL o
jeEK
H |:gs d;ggs dx ;pdd; ;
jeEK
gfsAKJ;*
gfs’AKd*gfs’AdeT 5 AKd2
g_tKBKdQ
(g¥)~tic Beds (ger )=t Bicds
(gv2) P (g e
H g—th?;j
jeK
[T [(g7)"icos (gmen)~* s
jeK
[T [(g7) i (groeay e |
jeK
(VK € 8)}

which, using the definition of our sets (B,B*), is equal to:

Me(g, g)o+anorutendu

s—i—rs Zb s+rs)AKb2—tKBKb2+tK Zbgj
JEK JjEK

8yt Dby | - & Arb] — e Bibl + i | Y bg
JEK jEK

+y2 Z b7,j — y2 S/AKbS — tKBKbB + tK Z bs"]
JeEK JEK

(VK € S)}

Notice that for T = g1 T¥" if r = 0, then this ciphertext is distributed exactly like a semi-
functional ciphertext of type 0 where s’ = &y, and s” = y, '8 are both independently and
uniformly randomly distributed in Z,. So, the simulator behaves exactly as in Gamepenuitimate-

However, if r is a uniform random element of Z,, then the ciphertext is distributed exactly like
a semi-functional ciphertext of type X where s’ = §y; ! and s” = y, '3 are both independently
and uniformly randomly distributed in Z, and = s+r3§’ is an independent randomly distributed
element of Z, . So, the simulator behaves exactly as in Game f;pq.
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Therefore, any adversary with non-negligible difference in advantage between Gamepenuitimate
and Gamey;,, could be used to achieve the same non-negligible advantage in deciding the 2-
Linear Problem. By assumption this is not possible, so such an adversary cannot exist. ]

We have now proven the following theorem

Theorem 40. Under the 2-Linear Computational Hardness Assumption, our prime order KP-
ABE scheme is fully secure.

Proof. If the 2-Linear Computational Hardness Assumption holds, then by the previous lem-
mas, we have shown that the real security game is computationally indistinguishable from
Game f;pq1, in which the challenge ciphertext’s message is information-theoretically hidden from
the attacker. Hence, no attacker can achieve a non-negligible advantage in breaking the KP-
ABE scheme. O
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