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Abstract

We show that the step “modulo the degree-n field generating irreducible polynomial” in the clas-
sical definition of the GF(2") multiplication operation can be avoided. This leads to an alternative
representation of the finite field multiplication operation. Combining this representation and the Chinese
Remainder Theorem, we design bit-parallel GF(2") multipliers for irreducible trinomials u™ + u* 4 1
on GF(2) where 1 < k < n/2. For some values of n, our architectures have the same time complexity
as the fastest bit-parallel multipliers — the quadratic multipliers, but their space complexities are reduced.
Take the special irreducible trinomial u2* + u* 4 1 for example, the space complexity of the proposed
design is reduced by about 1/8, while the time complexity matches the best result. Our experimental
results show that among the 539 values of n such that 4 < n < 1000 and 2™ + z* +1 is irreducible over
GF(2) for some k in the range 1 < k < n/2, the proposed multipliers beat the current fastest parallel
multipliers for 290 values of n when (n —1)/3 < k < n/2: they have the same time complexity, but

the space complexities are reduced by 8.4% on average.

Index Terms

Finite field, multiplication, polynomial basis, the Chinese Remainder Theorem.

I. INTRODUCTION

Finite field GF(2") multipliers can be classified according to different criteria [1], for exam-

ple, bases (polynomial, normal and dual bases etc.), working mode (bit-serial, bit-parallel and
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digital serial), design approach (polynomial-based and matrix-based) and algorithm complexity
(quadratic, subquadratic and hybrid), etc. In VLSI, the space and time complexities are two
major factors to measure the efficiency of a bit-parallel multiplier. The space complexity is
usually represented in terms of the total number of 2-input XOR gates (the GF'(2) addition)
and AND gates (the GF'(2) multiplication) used. The corresponding time complexity is given
in terms of the maximum delay faced by a signal due to these XOR and AND gates. Symbols
“T'y” and “T’x” are often used to represent the delays of one 2-input AND gate and one 2-input
XOR gate, respectively.

The quadratic bit-parallel multipliers usually adopt the schoolbook methods to compute the

product of two polynomials or a Toeplitz matrix-vector product (TMVP), e.g.,

(G133 + CLQ) . (bll' + bo) = a1b1$2 + (Cleo + Clobl)l' + (Iobo (1)
and
T T 1% TV + 1oV
T.V = 1 0 0 _ 1vo ovVi : (2)
Ty Th Vi ToVo + TV

where T is a 2¢ x 2 Toeplitz matrix and V a 2 x 1 column vector, Ty, T} and T5 are 201 x 2¢-1
block submatrices of 7', and V, and V; are 2~! x 1 subvectors of V.
On the other hand, the subquadratic bit-parallel multipliers usually adopt the Karatsuba for-

mulae or their matrix versions, e.g.,
(Gl.’L’ + Clo)(bll' + bo) = (albl)xz + {[(CLO + a1)<bo + bl)] — [(Zlbl + aobo]}ﬂf + aobo (3)

and

Ty T % Py + P.
T.V = 1 0 0 _ 0 2 : (4)
T2 T1 Vi P1+P2

where Py, P, and P, are three TMVPs of size 2:!:
Py = (To + TV,
Py = (Th + T3)W,
Py =Ti(Vo +V1).
The main advantage of the subquadratic multipliers is that their space complexities are often

small. But their time complexities are often larger than their quadratic counterparts. In fact,

the current fastest bit-parallel GF'(2") multiplier are all based on the quadratic approach. For



practical applications, the hybrid approach can provide a trade-off between the time and space
complexities, see for example, [2], [3] and [4] etc. These multipliers first perform a few sub-
quadratic iterations to reduce the whole space complexities, and then a quadratic algorithm on
small input operands to achieve lower time complexity.

There also exist some other hybrid multipliers. In [5], the Karatsuba formula (3) is used only in
the first step to compute the product of two degree-(n — 1) polynomials, and then the schoolbook
formula (1) is used to compute the 3 products of 6 degree—”T_1 polynomials. Compared to pure
quadratic multipliers, the space complexity of this multiplier is reduced by about 1/4, but its
time complexity increases by 17'x.

Regarding the matrix approach, the block recombination method presented in [6] computes a
2t x 28 TMVP (T - V) using the following two steps:

(i). Transfer the 2 x 2° TMVP (T - V) into 4 TMVPs of size 27! using (2);

(i1). Compute these 4 TMVPs using (4).

While keeping the time complexity unchanged, this method reduces the XOR gate complexity
at the cost of an increase of the AND gates. Therefore, “it is more suitable for ASIC implemen-
tations as the area of an XOR gate is larger than that of an AND gate in CMOS libraries”.

In this work, we also follow the “l-subquadratic-and-then-quadratic” computational mode,
and present a “symmetrical” result of [6]. Instead of using the Karatsuba formula (3) in the first
step, we use the Chinese Remainder Theorem (CRT). The key point of the proposed multipliers
is an alternative representation of the finite field multiplication operation, which is introduced in
Section II. Under this representation, the step “modulo the degree-n field generating irreducible
polynomial” in the classical definition of the GF'(2") multiplication operation can be avoided.
In Section III, we present a new explicit formula of the product of two GF(2") elements for
irreducible trinomials v +u* +1 (1 < k < n/2). In Section IV, we describe the structures of
two types of parallel multipliers, and compare them with the fastest bit-parallel multipliers — the
quadratic multipliers. For some values of n, our architectures have the same time complexity as
the fastest quadratic multipliers, but their space complexities are reduced. Especially, we present
two types of parallel multipliers for irreducible trinomials u?* 4+ «* 4 1 in Section V. The space
complexity of these multipliers is only about 7/8 that of the current fastest multiplier, while

they have the same time complexity. Finally, concluding remarks are made in Section VI.



II. BASIC IDEA

Let f(u) = u™ +u* + 1 (n > 2) be an irreducible trinomial of degree n over GF(2). All

elements of the finite field GF'(2") := GF(2)[u]/(f(u)) can be represented using a polynomial

basis {2°|0 < i < n—1}, where z is a root of f. Given two field elements a(z) = >/ a;z" and

b(z) = Z?;Ol b;z', where a;,b; € GF(2), the classical polynomial basis multiplication algorithm
computes the GF(2") product c(x) = 3.1 c;’ of a(z) and b(x) using the following two steps.
For the sake of simplicity, we omit “(z)” in polynomial “a(x)” and denote a(z) by a.

(i) Conventional polynomial multiplication:

2n—2

s=a-b= E st
t=0

where ,
> abi, 0<t<n-—1,
St = Z aibj = 1:91_1 (5)
itj=t > abiy, n<t<2n-2.
0<i,j<n i=t+1-n
(ii) Reduction mod f = 2" + 2% 4 1:
n—1 .
c= Zi:o cx' = smod f. (6)

For the quadratic parallel multipliers, the schoolbook method is often used in the first step.
On the other hand, the subquadratic parallel multipliers often use the Karatsuba formula, which
is a special case of the following Chinese Remainder Theorem [7].

Theorem 1 (The polynomial CRT): Let F' be a field, t > 1, my,my,--- ,m; be pairwise
coprime polynomials in F[z], M = H§=1 m; and M; = mMZ The unique solution y mod M

to the system of linear congruences (y).,,, = v; is

y = <éy - M; - <M51>m,.> ,

M

where (y),,, denotes the remainder of y mod m;, and <Mi_1>m_ is the multiplicative inverse of
M, mod m; and 1 <7 <.
The product ¢ obtained in the second step is the remainder of s divided by f, which is defined

in the following polynomial division algorithm.



Theorem 2 (The polynomial division algorithm): Let F be a field, f, s € F[x] with deg(f) >
0. Then there exist unique polynomials ¢ (the quotient) and ¢ (the remainder) in F'[z] with

0 < degree(c) < degree(f) such that

s=f.qte @)

Because f is irreducible over GF'(2), the CRT cannot be used directly in the second step, and
it seems that the step “modulo the degree-n irreducible polynomial f” in this classical definition
of the GF'(2") multiplication operation can not be avoided. In fact, it can be removed.

In the following, we use the CRT to perform the G'F'(2") multiplication operation. Instead
of reducing the irreducible polynomial f in (6), we compute the quotient and the remainder of
s modulo the reducible polynomial f + 1 = 2" + z*. Our design is based on the following
identity:

s=f-q+tc=(f+1qg+ (c+q). ®)

We note that addition and subtraction are the same in fields of characteristic 2.

Because degree(s) < 2n—2, degree(f+1) = n, degree(c) < n—1 and degree(q) < n—2, the
degree of the polynomial (c+q) satisfies the condition degree(c+q) < n—1. Therefore, equation
(8) is essentially the division algorithm of s divided by the reducible polynomial f+1 = 2" +z*.

Based on (8), the product ¢ of two GF(2") elements ¢ and b can be constructed via the
following two steps:

(i). Compute the quotient ¢ and the remainder (c + ¢q) of s = a - b divided by f + 1;

(ii). Output the summation of ¢ and (¢ + ¢) obtained in step (i), i.e., c = g+ (c+q).

In the next section, we derive the explicit formula of ¢ = ab in GF(2") for the case 1 < k <
n/2. For the case k =1, i.e., f +1 =2"+x = ("' + 1)x , our multiplier is the same as the
quadratic polynomial basis multipliers, and provides no improvement. In this case, equation (8)
is

s=(f+1)g+(c+q)=@"+2)g+ (c+q) =2"¢+ (c+ q+ xq).
Because degree(xq) < n — 1 and degree(c) < n — 1, the degree of the remainder (¢ + g + xq)
is also no more than n — 1. Therefore, the quotient ¢ is just the most significant part of the
degree-(2n — 2) polynomial s = a - b, and the proposed two-step method to compute ¢ is the

same as the direct calculation of s mod z™ + x + 1.



III. THE EXPRESSION OF ¢ =ab € GF(2") FOR1 < k < n/2

In this section, we consider the case 1 < k < n/2. The special case 2k = n will be discussed
later. We first derive the expressions of the quotient and the remainder of s = a - b divided by

(f +1) = 2™ + 2*, and then present the expression of ¢ = ab in GF(2").

A. Compute the quotient q of s = a - b divided by (f +1) = 2" + a*

Since degree(q) < n — 2 in (8), we can define ¢ as g := Z;:OQ ¢;x". Replacing f in (8) by

f=a"+ 2% + 1, we have
s=(f+Dg+(ctq)=q-2"+q 2"+ (c+q)
Table 1 depicts bit positions of the terms ¢ - 2, ¢ - z* and (c + ¢) in this equation.

TABLE I

BIT POSITIONS OF THE TERMS IN s = ¢ - " + ¢ - ¥ + (¢ + q).

2n—2 2n—k n+k—2 n n—1 k 0
’ qn—2 ‘ ‘ Qn—k ‘ ‘ qr—2 ‘ ‘ qo H Polynomial c¢+gq ‘
’ gn—2 ‘ ‘ dn—k H dn—k—1 ‘ ‘ qo ‘

It is clear that

G = Sitn, for k—1<1<n—2. 9)

Moreover, we have s;1, = ¢; + ¢jin_x for 0 < i < k— 2. The terms ¢;,,_ for 0 <i < k—2

are the same as the terms ¢; for n — k < 57 < n — 2, which also appear in (9). Thus we have
¢i = Sitn + Sizon—k, Where 0<1¢<k—2. (10)

Using (9) and (10), we get the following expression of ¢:

n—2 k—2 n—2

q = E qT = E (Sitn + Siton—r)x" + E SitnT
i=0 i=0 i=k—1
n—2 k—2

= Z Si—&—nxi -+ Z SZ'_;'_Qn_kl’i. (11)

=0 =0



B. Compute the remainder (c +q) = {(a-b);,,

Because k < n/2, i.e., 2k < n, we have the Bezout identity [8]

¥ R )1 =1

2k

So we know that "% is the multiplicative inverse of 2* mod (z"~* + 1) and 1 is the multi-

plicative inverse of (z"~* + 1) mod z*. Therefore, the remainder (¢ + ¢q) = (a - b),. , can be
computed using the CRT as follows:

(@ b) e = (@b (@ +1) 14 (@) punyy - 2" 2"%) (12)

xn+zk
Thus, we need to compute the terms (a - ) x and (a - b) . , in (12) first. The expression

of (a-b)_. can be derived from the expression of a - b given in (5). It is clear that

k—1

(a-b). = Z s’ (13)

i=0
In order to compute the term (a - b),.—r,; = (@) s - <b>xnfk+1>xn—k+1 in (12), we first
compute (a)

Since it is the input of the operation ({a) (D) ynr41) guor 1o We define

n—k41- zn—k41

itas > k ! ,2'. Because k < n/2, i.e., n — k > n/2, we have
g

Z gix' == <a>xn—k+1

n—k—1 n—1
= a;xt + a;x!
=0 i=n—~k an—ki1

—k—1 k-1
— E : azxz 4 E aj+n—kx]+n_k
xn—k41

J=

I
M L
kN
&@
_|._
SN
KN
+
3
>
8

= a;xt + (@i + Qign—i) T". (14)

i=

o
.
o

Similarly, we can obtain the expression of » !/ S e () Y



Now the term (a - b) , 1n (12) can be calculated using the schoolbook polynomial multi-

$n7k+

plication algorithm in (5).

<CL ' b>x"*k+1 = <<a>m”*k+1 : <b>x"*k+1>xn—k’+1

: 2 o) (E0)..

n—k—1 % 2n—2k—2 n—k—1
) 5 (50
=0 Jj=ti—n+k+1 an—k41
n—k—1 % n—k—2 /n—k-1
= Z (Zgy i— ]) 2’ + Z < Z gjht+n—k—j> x!

i=n—k

=0 7=0 t=0 j=t+1
n—k—1 n—k—2 ) n—k—1
= (Z gjhnfk 1 j> ke 1+ Z (Zg] 1—J + Z g] i+n—k— ]) xl- (15)
7=0 Jj=i+1

Based on the above equations (12), (13) and (15), we can obtain the following expression of

e
the remainder (¢ +q) = (a-b);,,.

x4k

= (@ b)p - (@ F 1) 14 (@b sy -2 - 2" 7F)
1

i=0 j=i+1

n—k—1 n—k—2 i n—k—1
<Z gjhnk1]> g Z <ZQJ i—j t Z gjhiJrnkj) iUZ] l’nk>
z+tak

n—k—2 n—k—1
< 2 (ZQJ i T D Gl j) xi*”"“> : (16)
xn4zk

=0 \j=0 j=it+1

The degree of the polynomial in the last angle bracket, i.e., > . M) xR s 2n—2k—2.
It is greater than or equal to n when 2k < n — 2. In such cases, monomials in the angle bracket
with degrees greater than or equal to n should be reduced by 2™ + z*. For the cases 2k = n — 1

and 2k = n, the degree of the polynomial in the angle brackets is less than n, so we have

<Z?:_Ok_2 ()x’+"‘k> = S (L) 2tk Therefore, these two cases have different

4ok



expressions of (¢ + ¢) from the case 2k < n — 2, and we discuss them later. For the case

2k < n — 2, equation (16) can be rewritten as

(C+Q)
= Sil ( Z n k—1 ]) xn—k’—l "‘ZSZ'IEH_n_k—l—

1=0 7=0 =0

1 n—k—1
<Z (Zgj i— J+ Z g] i+n—k _]) Z+nk> +
= =il x4k
n— n—k—1
i=k j =i+l $"+(Ek

k—1 n—k—1
O

1=0 j=0

7 n—k—1
ZZ; <5’+Zgahz —J + Z gj itn—k— ]> Il+n7k—|—
Jj=i+1
{ n—k—1
Z;j_Q (j{:f%}“—j_F 2{: g]h%+n—k—g> iy
J=0 j=i+1

s g n—k—1 n—k—1
- ZSZIZ+ ?;kk_Z (Zgﬂhl—j + Z gjhz+n—k—9> T+ < Gihn—r—1 ]) Rl

=0 j=0 j=it1 e

t—n+k n—k—1
= ( it X et S gjht_j) )

j=t—n+k+1
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C. The expression of ¢ = ab in GF(2")

Based on the expressions of ¢, i.e., (11), and ¢+ ¢, i.e., (17), we can obtain the expression of

c=q+ (c+q) in GF(2").

n—2 k—2 k—1 n—k—2 n—k—1
c = § SitnT + E Siton—kT + 5 S + E E .g] i— ]+ E g] i+n—k—j 1‘ +
=0 =0 i=0 i=k

Jj=i+1
n—k—1 n—1 i—n+k n—k—1
< Z g] n—k—1 ]) xnikil + Z (51 n+k =+ Z g] i—n+k—j + Z g]hlj> l'i
7=0 i=n—~k j=i—n+k+1
n—k—1 n—2 k—2
= Z SipnT' + Z [Sitn + Si—nin] T* + Z [Sivon—i + 85 o° + sp_12" 7 4
=0 i=n—k =0
n—k—2 i n—k—1
(ZQJ i T Z Gilitn—k J)x +
i= Jj=i+1
n—k—1 - i—n+k n—k—1
< Z gjhn—k—l—j> A Z (Z Gihinir—j + Z gjhi—j> ah+ spox””
7=0 i=n—Fk Jj=i—n+k+1

k—2
= Z {Sz—l—n Sz+2n—k + 52]} xi + {Sn+k—1 + (Sk—l)}mk_l +

1=0

n—k—2 n—k—1
Z {52+n+zgj i— j+ Z g] i+n—k— ]}x +
i=k

j=i+1
n—k—1
Son—k—1 T 9jlm—k—1—j ¢ & +
=0
n—2 i—n—+k n—k—1
7
E [8i+n+8i—n+k E gj i—n+k—j T E gjhi—j T+
i=n—k j=i—nthk+l

n—k—1
{Sk 1 +Zg]hk 1— ]+ Z g] n—1 ]} _1- (18)

It is clear that the term s;_; in the two round brackets are the same, and the two terms in the

two square brackets are also the same. Therefore these expressions can be reused.

D. An Example

From the expression of the quotient ¢ of a-b divided by (f+1) = x° + 22, i.e., (11), we have

q = a4b4:x3 + (CL354 + CL4b3)ZB2 + (a264 + CL4b2 + agbg)IB + a1b4 + a4b1 + a263 + agbg + (Z4b4.
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In order to obtain (c+¢q) = (@ b),2(,3,, using the CRT, we compute (a) s, = azz? + (a; +
as)x + (ao + az) and (b) s, = box® 4 (b1 + bs)x + (b + bs) first. Next, we compute the two
intermediate values in the CRT formula, i.e., (13) and (15), using the schoolbook polynomial

multiplication algorithm:

<a . b>xk - (a0b1 + Cllb(])l’ + CLObo

and

<a ’ b>xn—k+1 = <<a>x3+l ’ <b>x3+1>r3+1
= [(CL() + ag)bz + CLQ(bo + bg) + (CLl + a4)(b1 + b4>]372 +
[(ao + a3) (b1 + bs) + (a1 + a4)(bo + b3) + asbs]x +

(ao + ag)(bo -+ bg) + ((1,1 + (14)62 + a2(61 + b4)

1.e., (12), we have

Then, from the CRT expression of the remainder (c +¢) = (a - b),,,,

c+q = <<a - b) i (2" F+1)- 1+ (a- b) gn—kpq - - x"_2k>xn+mk
= Jaoby + arby + (ao + as)(by + by) + (a1 + ag)(bo + bs) + asbs]z* +
[aoby + (ag + az)(bo + b3) + (a1 + as)ba + az(by + ba)]z” +
[(ao + a3)by + ag(bo + bs) + (a1 + ag)(by + by)]z* +
(apb1 + a1bo)x + agbp.
Finally, by (18), the expression of ¢ = ab = q+ (¢ + q) is

(Jaoby + arbo] + (ag + az)(by + bs) + (ay + aq)(by + bz) + agbs)z* +
([agby + a1bo] + asby + asbs + azbs)x +

([aobo + asbs] + (ag + az)(bo + b3) + (a1 + as)by + ag(by + by))2® +
([agbo + asby] + a1by + agby + asbs + azby) +

(asby + asbs + (ag + as)by + as(by + bs) + (a1 + ag)(by + by))2?,

where the two reusable terms are in the square brackets. It is equal to the following one obtained
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using the schoolbook method.

a0b4 + (Z4bo + (Zlbg + a3b1 + agbg + agb4 + a4bg>ﬂf4 +

a0b3 + a3b0 + a1b2 + a2b1 + agb4 + a4b2 + CL3()3 + CL4b4)LU3 +

(
(
(agbs + asby + arby + arbs + asby + asbs + asby + azbs + asbs + asbs)z® +
(apby + arbg + asby + agby + azbs)x +

(

CLobo + (11b4 + CL4b1 + a2b3 + a3b2 + a4b4).

The space and time complexities of the proposed multipliers are as follows: 22 AND gates,
23 XOR gates and 174 + 37Tx gate delays. On the other hand, the complexities of the current
fastest quadratic GF(2°) parallel multipliers, i.e., [9], [10] and [11] etc., are 25 AND gates,
24 XOR gates and 174 + 37y gate delays (see Table III in the end of the next section). We
note that these multipliers adopt either the polynomial basis Montgomery representation ([10])
or the shifted polynomial basis ([9] and [11]). On the other hand, the minimal gate delay of the
polynomial basis non-Montgomery multipliers is 174 + 47'x. Please refer to multipliers of [12],

[13] and [14] in Table III.

IV. TwWO TYPES OF THE CRT-BASED MULTIPLIERS

In this section, we present two different computational procedures to compute the reusable
terms, and thus lead to two types of multipliers. The type-A multipliers can achieve the minimal
number of the XOR gates. For some irreducible trinomials u™ + u* + 1, the time complexity of
this type of multiplier is not optimal. The other type of multipliers — Type-B multipliers — can
overcome this disadvantage at the cost of some more XOR gates. Therefore, these two types of

CRT-based multipliers can provide a space-time trade-off.

A. Complexities of the Type-A multipliers

We need to determine the complexities of all coefficients ¢;’s (0 < ¢ < n — 1) in equation
(18). This equation includes only terms s;, h; and g;.

The expressions of s; (0 < ¢ < 2n — 2) are given in (5). For 0 < 7 < n — 1, the term
S; = Z;‘:o a;b;—; is the summation of 7 + 1 product terms a;b;_;. For n <1 < 2n — 2, the term

si=>"_1 _ a;b_; is the summation of 2n — 1 — i product terms a;b

j=i+tl-n i—j-
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The expressions of g; (0 < i <n —k — 1) are given in (14). The expression of h; is similar
to that of g; and they have the same complexity. Clearly, the complexities to compute all g; and

h; for 0 <1 <n—k—1 are 2k XOR gates and 1 T’y gate delay due to the parallelism.

TABLE I

THE NUMBER OF THE PRODUCT TERMS IN THE COEFFICIENT ¢; OF z*.

z The number of the product terms
0<i<k—-2 Cn—1-(Mm+i))+[2n—-1—-(i+2n—k)+(E+1)]=n+k—-1—1
i=k—1 2n—1—(n+k—-1))+ (k) =n
k<i<n—k-—2 2n—1—(n+i)+(n—k)=2n—k—-1—14
i=n—k-1 @2n—1-2n—-k-1)+n—-k)=n
n—k<i<n-—2 [(2n—1-(G+n)+(i—n+k+1)]+(n—k)=n
i=n-—1 )+ (n—k)=n

For the simplicity of description, we also call g;h; in (18) a product term. Therefore, the
number of the AND gates in the proposed multipliers is equal to the number of the product
terms excluding the reusable terms. Table II lists the number of the product terms in each
coefficient of z°. The numbers of the two groups of the reusable product terms are overlined
and underlined in the table. It is easy to see that k + k(k — 1) = /-~ AND gates and k * (k — 1)
XOR gates can be saved. Therefore, the total number of the AND gates used in the Type-A

multiplier is

k—2 n—k—2
A= (k+2m+Y (n+k—1-i)+ > @n—k—1—i)—
1=0 i=k
= (3n?+ 3k —4kn —n+k)/2
_ n2+(n—k‘)(n—1—3k‘). (19)

2
The total number of the XOR gates is the summation of 2% (computing g; and h;) and the

number of “+” in equation (18) excluding the reusable terms:
2k +[(A+ ) —n]—kx*x(k—1)=A+3k—n. (20)

The time complexity of a multiplier is the maximum AND and XOR gate delays of the
coefficient ¢; for 0 < 7 < n — 1. Before deriving it using Table II, we prove the following

lemma.
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Lemma 3: Let v and ¢ be positive integers. If i > 2° then v + [log, [ ]| = [log, i].
Proof: Suppose i is a t-bit binary number. It is clear that t — 1 > v for ¢ > 2°.
Let integers () and R be the quotient and the remainder of ¢ divided by 2. It is obvious that
the lemma is true if R = 0.
Otherwise, 2! > i > 2!=! and we have [log,i] = log, 2" = t. On the other hand, because the
(t —v)-bit quotient @ is in the range 27"t < Q < 27Y —1, we have 2771 +1 < [L] < 27,

Therefore, we have (log2 (%H =t — v, and the lemma is also true for 2* > R > 0. |

For k <1 <n — k — 2, the maximum gate delay is from the coefficient

k n—k—1
Ck = Sk4n + Zgjhk;—j + Z gjhn—ja
=0 j=k+1

which includes (2n—1—(k+n)) = n—k—1 product terms a;b; (in sj4,) and n—k product terms
gih;j. In order to compute c;, the terms g; and h; should be generated first according to equation
(14), and then they are ANDed in the schoolbook multiplication (15). The product terms g;h;
are just the intermediate result of this multiplication operation, and they can be generated at the
cost of (174 + 17x) gate delays. During this period, the n — k — 1 product terms a;b; in sy,
can be XORed pairwise and produce {”‘T’HW summations. After the above (174 + 1T ) gate
delays, these summations and the n — k product terms g;/; are XORed using a binary XOR tree
of the smallest height to obtain the coefficient c;. Therefore, the total gate delay is

n—kFk—1

-‘+n—k)—‘ Tx =Ts+ [logy(3n —3k —1)| Tx (21)

by lemma 3.

For 0 < i < k — 2, the maximum gate delay is from the coefficient ¢y = s, + [Son_k + So)s
which includes (n — 1) + [k] = n + k — 1 product terms a;b;. In order to obtain the explicit
gate delay formula of ¢y, we assume that 2°~! < k < 2% for some positive integer v. Because
the term [so,_i + So|, which is the summation of k£ product terms a;b;, will be reused, these
k product terms can be XORed using a single binary XOR subtree of height v. Therefore, the
total gate delay to compute the subtree of [so, _x + So| is T + vTx.

The (n — 1) product terms a;b; in s, can then be processed as follows. Let n —1 =y 2"+ 2

by the division algorithm, where 0 < z < 2¥. We split these (n — 1) product terms into (”2;%

groups, where the last group may have z product terms if z > 0 and the other groups have
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2V product terms each. During the period to compute [So,_x + So|, i.€., Ta + vTx, the product

n—1
21}

W groups can be XORed in parallel using (”’q binary XOR subtrees of the

terms in these ( on

n—1
21}

a binary XOR tree at the cost of [logQ( ’—”2—_,,1-‘ + 1)-‘ XOR gate delays. Therefore, the total XOR

same height v. Finally, these ( W summations and the result of [ss,_j + So| are XORed using

gate delay to compute the coefficient ¢ is

v+ {logz( {”21] 1} + 1)} = [logy(n — 1+ 2°)] < [log,y(n + 2k — 1)] (22)

by lemma 3 and 2° < 2k < 2v+L,

We now count the gate delay of the coefficient ¢; forn — k <i <n — 2, i.e.,

n—2 i—n+k n—k—1
c; = E [Sitn + Sicnik] + E Gihi—nr—j + E gihi—j.
i=n—Fk 7=0 j=i—n+k+1

Each coefficient ¢; includes a reusable term [s;;,, + S;—n+x] and n — k product terms g;h;. This
reusable term, which is also in ¢; for 0 < ¢ < k—2, includes (2n—1—(i+n))+(i—n+k+1) =k
product terms a;b;. Therefore, these coefficients ¢;’s have the same distribution pattern of the
product terms a;b; and g;h;, and their gate delays are equal. These coefficients ¢;’s can be
computed similar to the way we computed cy. The only difference is that all product terms in
co are of the form a;b;, but the terms g; and h; here should be generated first using 17’x delay.
Therefore, the size of the groups should be halved, and the total XOR gate delay to compute
these coefficients is

v+ [Iog2( B__ﬂ n 1)} = [logy(2n — 2k + 2°)] < [log,(2n)] (23)

by lemma 3 and 2° < 2k < 2v+L,

By (18), the gate delays of ¢; for the other two cases, i.e., 1=k —1and i =n — k — 1, are
not greater than those for ¢y and c.

Therefore, the XOR gate delay of the Type-A multiplier is the largest one among (21), (22)
and (23). Because 2n — 2k +2¥ > n— 1+ 2" iff 2k < n+ 1, the time complexity of the Type-A
multiplier is equal to Ty + [log,(maz(3n — 3k — 1,2n — 2k +2"))] Tx.

B. Complexities of the Type-B multipliers

The method to compute the coefficient ¢, presented before (22) is not optimal for some values

of n and k. For example, u® +u?3+1 is irreducible on GF'(2). The coefficient ¢y = s, + [Son_1 +
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so] includes 67+ [33] = 100 product terms, The term [s,,_ + So| is the summation of 33 product
terms and it will be reused in c3;. Following the above method, we should compute the summation
of these 33 product terms using a single binary XOR tree of height 6, for 2° < 33 < 25. The
corresponding gate delay is 174 4+ 67’x. Then we should split the other 67 product terms of s,
into 2 groups: one includes 2° = 64 product terms and the other 67 — 64 = 3. These two groups
can also be computed at the cost of 174 + 67’y gate delays. Finally, the two summations of
these two groups and the value of [so, 1 + S¢l, i.e., 3 values, are XORed at the cost of 2T.
Therefore, the time complexity of this method is 174 4+ 8Tx. However, from Table III, the time
and space complexities of the fastest quadratic bit-parallel G F(2°) multipliers are: 682 = 4624
AND gates, 68% — 1 = 4623 XOR gates and 174 + [log,(2 * 68 — 33)| Tx = 1Ty + 7T gate
delays.

The Type-B multiplier is designed to overcome this disadvantage at the cost of some more
XOR gates. Suppose that there are [ product terms a;b; and m product terms g;h; in the coefficient
¢y, we compute ¢, using a binary XOR tree of the smallest height with at least (I + 2m) leaf
nodes. The product terms a;b; are placed at the first level — the leaf nodes, and g;; the second
level. Finally, the coefficient ¢; is computed similar to the way we computed c; in the Type-A
multiplier before (21).

Return to the above example, the Type-B multiplier computes cy using a binary XOR tree of
height 7 (100 < 27): the 100 product terms of s,,_j, so and so,_; are placed at the leaf nodes
starting from the leftmost position successively. Therefore, the 32 product terms in sy, _; form
a subtree of height 5, and the only product term agby in sg a subtree of height 0. The results of
these two subtrees, i.e., the values of s5,_j; and sg, can then be reused in the coefficient css.

The coefficient ¢35 is the summation of the reusable term [s,_r+5So] and 35 product terms gih;j.
It can be computed using a binary XOR tree of the smallest height with at least 32+ 1+42x%35 =
103 leaf nodes so that the above two height-5 and height-0 subtrees can be embedded into it.
Because 2° < 103 < 27, the height of this tree is 7. The structure of this height-7 tree is similar
to that of ¢ in the Type-A multiplier before (21), i.e., the 33 product terms of sy, ; and sy are
placed at the leaf nodes starting from the leftmost position successively, and then the 35 product
terms g;h; at the second level. Clearly, the two values of the height-5 and height-O subtrees
constructed from the product terms in S5, ; and sy have been obtained in the binary XOR tree

of ¢y. Compared to the Type-A multiplier, it means that the Type-B multiplier first the
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whole height-6 subtree of the reusable term [so,, 1+ So|, and then XORs the height-5 and height-0
subtrees of s, and sq into the height-7 binary XOR tree of c35 using 2 XOR gates. From (18)
and Table II, we know that there are % reusable summations. Therefore, by (19) and (20), the AND
and XOR complexities of the Type-B multiplier are A = (3n? + 3k* — 4kn —n + k) /2 = 4064
AND gates and A + 3k —n + (2-1) - £ = 4128 XOR gates respectively. Moreover, from
Table II, the time complexity of the multiplier is the gate delay to compute c; = c33, and it
is 174 + [logy (3«68 — 3% 33 — 1)| Tx = 1Ty + 7Tx. Clearly, this scheme has the same time
complexity as the fastest parallel multiplier, but the AND and XOR gate complexities are reduced
by about 12.1% and 10.7% respectively.

We note that it is a coincidence that sy,  of the reusable term [sy, , + So] in this example
includes 32 product terms, and they form the height-5 subtree. Generally, for a reusable term
[s; + s;] in the Type-B multiplier, the leaf nodes of its subtrees may come from either s;, s;, or
both s; and s;.

The other examples of both types of multipliers in G F(2°) are given in the end of the next
section.

In order to generalize this idea, we define w(k) as the Hamming weight of the integer k. The
k reusable summations are in ¢; and c¢; ., for 0 < ¢ < k — 1. They each include &k product
terms a;b;, and we arrange them in the way discussed above. Thus we have w(k) subtrees:
the j-th nonzero bit in the binary expansion of %k corresponds to the subtree of height j. After
constructing the binary XOR tree of ¢;, we obtain the summation of leaf nodes in each subtree.
These w(k) subtree summations can then be XORed into the binary XOR tree of ¢; i, at the
cost of w(k) XOR gates.

Therefore, the number of the AND gates used in this type of multiplier is equal to that of the
Type-A multiplier, but the number of the XOR gates increases by [w(k)—1] - k. By (20), this
number is A+3k —n+k-[wk)-1]=A+2k—n+k-wk).

The time complexity of the Type-B multiplier can be obtained similar to the way we processed
¢ in the Type-A multiplier before (21). For £ < ¢ < n—k — 2, the maximum XOR gate delay is
also from the coefficient ¢, and it was given in (21) as T4 + [log,(3n — 3k — 1)] T’x. For 0 <

i < k—2, the maximum gate delay is from the coefficient ¢, which is T4+ [logy(n + k — 1)] Tx.
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The gate delays of the other coefficients are not greater than those of ¢, and ¢,. Because

3n—3k—1>n+k—1 for k<n/2,

the time complexity of the Type-B multiplier is equal to T4 + [log,(3n — 3k — 1)] Tx.

C. The case n =2k + 1

For the case 2" + 2* 4+ 1 where n = 2k + 1, the expression of ¢ = ab is slightly different from

equation (18), i.e., the summation »

n—k—2
i=k

{---} in (18) should be deleted. But the space and

time complexities of the two types of multipliers coincide with the values in Table III.

D. Comparisons

We list the complexities of the proposed multipliers and other trinomial-based quadratic

parallel multipliers in Table III, where WDB, PB and SPB denote weekly dual bases, polynomial

bases and shifted polynomial bases respectively. Because their AND gate delays are all 174, we

ignore them and list only the XOR gate delays in the last column.

TABLE III

COMPLEXITIES OF f(u) = u" + u* + 1-BASED PARALLEL MULTIPLIERS FOR 2 < k < n/2

Multipliers # AND Gate # XOR Gate XOR Gate Delay
PB reduction matrix [12] 2004 n? n? -1 [log,(4n — 4)]
WDB [15] 1998 n? n? -1 [log,(2n + 2k — 2)]
PB Mastrovito [13] 2007 n? n?—1 [log,(2n + 2k — 3)]
PB Mastrovito [14] 2003 n? n? + (k* — 3k)/2 [log,(2n + k — 2)]
SPB Mastrovito [16] 2005 n? n?—1 [log, 2n]
SPB matrix [9] 2007 n? n® 4+ [(n —k)? + k> —3n]/2 | [log,(2n — k)]
PB Montgomery [10] 2009 n? n?—1 [log,(2n — k)]
SPB XOR tree [11] 2006 n? n?—1 [log,(2n — k)]
Karatsuba hybrid 7 even [5] 1999 an? s’ 95+ k—4 Mog, (8n — 8)]
Karatsuba hybrid n odd [5] 1999 | 3nit2n-1 8% | 4n+k—5.75 [log, (8n — 8)]
PB Type-A A A+3k—n [log,(maz(3n — 3k — 1,2n — 2k + 27))]
PB Type-B A A+42k—n+k-wk) [log,(3n — 3k — 1)]

whereA:n2+wgn2 when 2t <k <%,

vl < k<20,
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The space complexity of the fastest quadratic parallel multipliers for irreducible trinomials are
n? AND gates and n? — 1 XOR gates. For the purpose of comparison, we derive the condition

that the proposed Type-A multipliers outperforms these results. The inequalities are as follows:

# AND gates: A =n?+ w < n?,
# XOR gates: A+3k—n<n?—1,
and their solutions are
# AND gates: (n—1)/3<k<n/2,
# XOR gates: (n—1)/3<k<n/2.

As for the time complexity, thanks to the property of the ceiling function “[-]”, these mul-
tipliers may have the same XOR gate delay, depending on the values of n and k. But the
distribution of the irreducible trinomials over GF'(2) is not regular. Thus we can not give an
explicit comparison result. Moreover, in Table III, the expression of the XOR gate delay of
the Type-A multiplier involves the value of v, and the expression of the XOR gate number of
the Type-B multiplier the Hamming weight w(k). Therefore, it is hard to carry out a simple
theoretical evaluation of these multipliers. So we resort to experiments.

In order to compare the proposed two types of multipliers with the current fastest parallel
multipliers — the quadratic multipliers, we compute their space and time complexities for the
539 values of n such that 4 < n < 1000 and z" + x* + 1 is irreducible over GF(2) for some
k € [2,n/2]. Our experimental results show that the proposed multipliers beat the current fastest
parallel multipliers for 290 values of n: they have the same time complexity, but the space

complexities are reduced by 8.4% on average.

V. TYPE-A AND TYPE-B MULTIPLIERS FOR n = 2k > 2

The trinomial u?*4-u*+1 is irreducible over G F(2) if and only if & = 3’ for some nonnegative
integer i [17]. In this case, we have (f +1) = 2?* 4 2% = 2*(2* + 1), and thus the corresponding
Bezout identity is

2" 1P+ 1=1
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Similarly, we can obtain the following expression of ¢ = ab:

o

-2

I
Ing

Il
=)

k—1
(Sivn + [sivar + i) &' + <(3k—1) + Z 9jhk—l—j> 2"+

i 7=0

[\

n—

ik k-1
<[si+n skl Y gihickit Y gjhi—j> o'+ (s3e-1 + (sp-1)) 2"71.(24)

i=k j=0 j=i—k+1

A. Type-A and Type-B multipliers

The two types of multipliers are similar to those presented in the previous section.

Table IV lists the number of the product terms in each coefficient ¢; of x‘. The numbers of
the AND gates in the Type-A and Type-B multipliers are all equal to the number of the product
terms excluding the reusable terms. Similarly, /© AND gates and k * (k — 1) XOR gates can be

saved. Therefore, the total number of the AND gates is
k—2
(n—k+1Ln+> (Bk—1—i)— /" = (T’ —2n)/8,
=0
which coincides with the value of A in (19).

The total number of the XOR gates in the Type-A multiplier is the summation of 2k (computing

g; and h;) and the number of “+” in equation (24) excluding the reusable terms:

2k + [((Tn® — 2n) /8 + %) —n] — k * (k — 1) = (Tn* + 2n)/8.

TABLE IV

THE NUMBER OF THE PRODUCT TERMS IN THE COEFFICIENT ¢; OF zt.

z The number of the product terms
0<i<k—-2|(2n—-1-(n+9)+[2n—-1—-(C+3k)+(E+1)]=3k—-1—1
i=k—-1 2n—1-Bk-1))+(k)=n
k<i<n-—2 (2n—1-(n+4)+(@—k+1)]+k=n
i=n—1 (F)+k=n

For 0 < i < k— 1, the maximum gate delay is from the coefficient ¢y = s,, + [s3x + So|, Which
includes 3k — 1 product terms a;b;. Therefore, the gate delay of ¢, in the Type-B multiplier is
Ta + [logy(3k — 1)] Tx.

As for the Type-A multiplier, the reusable term [s3), + o], which includes & product terms a;b;,

should be computed using a subtree at the cost of [log, k| T'x gate delays. The rest of terms in
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co, 1.€., S, includes 2k — 1 product terms a;b;, and they should be divided into [(2k — 1)/k]| = 2
groups: one includes k£ product terms and the other £ — 1. Finally, the two subtrees constructed
from these two groups and the reusable term [s3;+ 50| are XORed at the cost of 27y gate delays.
Therefore, in the Type-A multiplier, the total gate delay to compute g is T4+ [2 + log, k| Tx =
Ty + [log, 4k Tx.

For k <1 <mn — 1, the maximum gate delay is from the coefficient
k—1

¢k = [S3k + So| + goho + Z gihe—j.
j=1

which includes (2n — 1 — 3k) + 1 = k product terms a;b; (in [s3;, + So]) and & product terms
gih;. Therefore, the gate delay of ¢, in the Type-B multiplier is T4 + [1 + log,([£] + k)] Ty =
Ta + [logy(3k)] Tx.

As for the Type-A multiplier, the gate delay of c; can be counted similar to the way we

derived (23), and it is

v+ [ng( U_ J + 1)} ~ Tlog, (2k + 2)] < [log, (4k)]

for 2V < 2k < 2vtl,

Similarly, % - (w(k) — 1) more XOR gates are required in the Type-B multiplier.

Table V compares space and time complexities of different GF'(2") parallel multipliers for
irreducible trinomial u™ + u* + 1 (n = 2k > 2). Because w(k) < [log, k|, we have k - w(k) <
n [logyn — 1] /2. Therefore, the space complexity of the Type-B multiplier is only about 7/8

that of the current fastest multipliers, but they have the same time complexity.

B. An example
By (24), The expression of ¢ = ab for the irreducible trinomial u® 4 13 + 1 is
(Ja1by + agba + asbo] + (ag + az)(ba + bs) + (a1 + aq)(by + bs) + (as + as)(bo + b3))z” +
([a1by + agby + agbg) + agby + asbs + asbs)z® +
(Jaghy + a1bo + asbs] + (ag + az)(by + bs) + (a1 + aq)(bo + bs) + (ag + as)(bs + bs))z* +
([apbr + a1bg + asbs] + asbs + asby + asby + asbs)x +
([aabs + asbs + aobo] + (a1 + as)(bs + bs) + (as + as) (b + ba) + (ao + as)(bo + bs))z” +

[a4b5 + asbs + (Z()bo] + a1bs + asby + asby + asby + asbs.
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TABLE V

COMPLEXITIES OF f(u) = u" + u* + 1-BASED PARALLEL MULTIPLIERS FOR 2k = n > 2

Multipliers # AND Gate # XOR Gate XOR Gate Delay
PB Mastrovito [17] 1988 n? (2n% —n)/2 [log,(8k)]
PB Mastrovito [18] 1999 n? (2n% —n)/2 [log, (4k)]
PB mod reduction [19] 2002 n? (2n% —n)/2 [log, (4k — 2)]
PB reduction matrix [12] 2004 n? (2n% —n)/2 [log,(4k)]
WDB [15] 1998 n? (2n? —n)/2 [log, (3k)]
SPB XOR tree [11] 2006 n? (2n? —n)/2 [log, (3k)]
PB Mastrovito [13] 2007 n? (2n? —n)/2 [log,(3k)]
PB Montgomery [10] 2009 n? (2n? —n)/2 [log,(3K)]
Karatsuba hybrid [5] 1999 3n?/4 3n?/4+43n —4 [log,(16k — 8)]
PB Type-A (Tn® —2n)/8 (Tn® +2n)/8 [log,(4k)]
PB Type-B (Tn® —2n)/8 | (Tn® —2n)/8 + k- w(k) | [log,(3k)]

It is equal to the following one obtained using the schoolbook method.
(a0b5 + (1560 + Cllb4 + CL4b1 + CL2b3 + Clgbz -+ [Cl3b5 + CL5b3 + a4b4])x5 +
(a0b4 -+ CL4bo —+ CL1b3 —+ CL3b1 + a2b2 + [CLQb5 —+ CL5b2 + a3b4 + a4b3])x4 -+
(aobs + asbo + arby + azby + [a1bs + asby + asbs + asbs + asbs))a® +
(aobg + a260 + albl + &3[)5 + CL5b3 + a4b4)x2 +
(a0b1 + a160 + CLQb5 + CL5b2 + a3b4 + a4b3 + a5b5)x +
aopby + ai1bs + asby + asbs + asby + azbs + asbs + asba.
The Type-A multiplier computes ¢y and cs using the following formulae:
reusable = [a4bs + asby + agby);
co = [reusable] + [a1bs + asby + asby + agbs] + [asbs);
c3 = [reusable] + [(a1 + aq)(by + bs) + (ag + as)(by + ba)] + [(ao + a3)(bo + b3)].
The Type-B multiplier computes ¢y and c3 using the following formulae:
subtree; = asby + aabs;
subtreeq = agbp;
co = [subtree,| + [subtrees] + [a1bs + asby] + [a2by + asbs] + [asbs];
C3y = [subtreel] + [subtreeg] + [(CLl + CL4) (b2 + bs)] + [(CLQ + CL5) (bl + b4)} + [(ao + ag) (b() + bg)]
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The complexities of the Type-B multiplier are as follows: 30 AND gates, 36 XOR gates and
1Ty + 4Ty gate delays. It is less efficient than the Type-A multiplier, whose complexities are
as follows: 30 AND gates, 33 XOR gates and 17’4 + 47x gate delays. On the other hand, the
complexities of the current fastest quadratic GF(2°) parallel multipliers are 36 AND gates, 33
XOR gates and 17y + 47k gate delays, and it is also less efficient than the Type-A multiplier.
We note that 6 is a solution to (7n? + 2n)/8 = (2n? — n)/2. Therefore, the Type-A multiplier
and the current fastest quadratic GF'(2°) parallel multiplier have the same XOR gate complexity

for only this special case.

VI. CONCLUSIONS

We have presented an alternative representation of the finite field multiplication operation,
and designed two types of bit-parallel GF'(2") multipliers for irreducible trinomials. For the
539 values of n such that 4 < n < 1000 and u" + u* + 1 is irreducible over GF(2) for some
k € [2,n/2], our experimental results show that the proposed multipliers beat the current fastest
parallel multipliers for 290 values of n when k € [(n — 1)/3,n/2]: they have the same time
complexity, but the space complexities are reduced by 8.4% on average. Especially, for the
special irreducible trinomial u?* + u* 4 1, the proposed multipliers set a new record for the
space complexity.

Finally, we note that any polynomial e of degree less than 2 can be used in (8), i.e.,

a-b=f-q+c=(f+e)g+(cte-q).
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