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Abstract. In the last few years, cryptographic multilinear maps have proved their tremendous potential
as building blocks for new constructions, in particular the first viable approach to general program
obfuscation. After the first candidate construction by Garg, Gentry and Halevi (GGH) based on ideal
lattices, a second construction over the integers was described by Coron, Lepoint and Tibouchi (CLT).
However the CLT scheme was recently broken by Cheon et al.; the attack works by computing the
eigenvalues of a diagonalizable matrix over Q derived from the multilinear map.

In this paper we describe a new candidate multilinear map over the integers. Our construction is based
on CLT but with a new arithmetic technique that makes the zero-testing element non-linear in the
encoding, which prevents the Cheon et al. attack. Our new construction is relatively practical as its
efficiency is comparable to the original CLT scheme. Moreover the subgroup membership and decisional
linear assumptions appear to hold in the new setting.

1 Introduction

Multilinear maps. Since the breakthrough construction of Garg, Gentry and Halevi [GGH13a],
there has been a growing interest in cryptographic multilinear maps. They have spurred scores of
new cryptographic applications. Chiefly among them is possibly the first proposed approach to
general program obfuscation [GGH"13b]. Currently only three candidate constructions are known.
Shorty after the first candidate construction of multilinear maps based on ideal lattices [GGH13a]
(which we will refer to as GGH), Coron, Lepoint and Tibouchi proposed a second construction over
the integers (CLT) using the same general paradigm [CLT13]. Recently, Gentry, Gorbunov and
Halevi proposed another multilinear maps in which the map is defined with respect to a directed
acyclic graph [GGH14].

A straightforward application of multilinear maps is multipartite Diffie-Hellman key exchange
with N = k 4 1 users, where & is the maximum level of the multilinear map scheme. Initially each
user publishes a level-1 encoding of a random element while keeping a level-0 encoding of the same
element private. Then each user can compute the product its level-0 by the product of the level-1
encodings of the other users. With N = k 4 1 users this gives a level-x encoding from which the
same secret value can be extracted by all users. The security of the protocol relies on a new hardness
assumption which is a natural extension of the Decisional Diffie-Hellman assumption.

The CLT multilinear map over the integers. We recall the multilinear maps scheme over the
integers from [CLT13]. One generates n secret primes p; and publishes zg = [[}"; p; (where n is
large enough to ensure security); one also generates n small secret primes g; and a random secret
integer z modulo xp. The message space is R = Zg, X -+ X Zg,. A level-k encoding of a vector



m = (m;) € R is then an integer ¢ such that for all 1 <@ < n:

c= %]jmz (mod p;) (1)
for some small random integers r;; the integer c is therefore defined modulo zy by CRT. Encodings
can then be added and multiplied modulo xg, as long as the noise r; is such that r; - g; + m; < p for
each 7. The multiplication of a level-i encoding by a level-j encoding gives an encoding at level ¢ 4 j.

For level-x encodings one defines a zero-testing parameter p,; with:

n
_ Zo
Dat = Zhi’ (z”-gi 1 modpi) - — mod zg
i1 pi
for some small integers h;. Given a level-x encoding ¢ as in (1), as a zero-testing procedure one
computes w = p,; - ¢ mod xg which gives:

n
_ T
w:Zhi-(n—i-mi-(gi1modpi))-fmodx0. (2)
i=1 !
If m; = 0 for all 7, since the r;’s and h;’s are small, we obtain that w is small compared to xg; this
enables to test whether ¢ is an encoding of 0 or not. Moreover for non-zero encodings the leading
bits of w only depend on the m;’s and not on the noise r;; for level-x encodings this enables to
extract a function of the m;’s only, which eventually defines a degree-x multilinear map.

Cheon et al. attack. The CLT scheme above was completely broken by a recent attack from
Cheon, Han Lee, Ryu and Stehlé [CHL™14]; the attack runs in polynomial time, and recovers all
secret parameters. The attack works by computing the eigenvalues of a diagonalizable matrix over Q
derived from the multilinear map. More precisely, when applying the zero-testing procedure to the
product of two encodings x and 2, where x is an encoding of 0, the resulting w in (2) can be seen as
a diagonal quadratic form over Z in the CRT components  mod p; and 2’ mod p;. By computing
the values wjy of the quadratic form for n? product pairs of encodings xj - x}, one can then recover
the coefficients of the quadratic form using eigendecomposition, which reveals all the secret p;’s and
completely breaks the scheme. We recall the attack in more details in Section 3.

Tentative fixes. Shortly after Cheon et al. attack, two independent approaches to fix the CLT
scheme have been proposed on the Cryptology ePrint Archive, due to Garg, Gentry, Halevi and
Zhandry on the one hand [GGHZ14, Sec. 7]}, and Boneh, Wu and Zimmerman on the other [BWZ14].
However, both countermeasures were shown to be insecure in [CLT14]. Indeed, although these
countermeasures do not expose encodings of zero, the value w from the zero-testing procedure can
still be expressed as a quadratic form in the CRT components of encodings. As a result, they can
both be broken by a variant of the original Cheon et al. attack.

Our new construction. Our new construction keeps the same CLT encodings but departs from
the two previous countermeasures by modifying the zero-testing procedure itself. Namely, we modify
the definition of the zero-testing element p,; so that w cannot be expressed as a quadratic form

! We refer to the revised version of [GGHZ14] of November 12 2014, accessible on the Cryptology ePrint Archive.



anymore. For this we use a new arithmetic technique that maps the n CRT components ¢ mod p; to
some value modulo an independent integer IV, so that the resulting w in the zero-testing procedure
depends on the CRT components in a non-linear way, rather than linearly as in (2).

The technique works as follows. Consider a level-x encoding ¢ as in (1); by the Chinese Remainder
Theorem, we can write a relation of the form:

n

c:Z(ri—i—mi-(g;lmodpi))-ui—a-mo (3)
i=1

over Z for some a € Z, where the u;’s are the CRT coefficients corresponding to the primes p;’s,
and scaled by g; - 27" for each 7. Let N be a large integer and let p,; € Zy. For the zero-testing
procedure we compute w = p, - ¢ mod N which gives from (3):

n

wEZ(n—f—mi-(g;lmodpi))'vi—a~v0 (mod N) (4)
i=1

where v; := p,¢ - u; mod N and vg := p,¢ - £o mod N. Assume now that we can generate p,; and N
such that all the v;’s are small compared to IV, including vg. Now if m; = 0 for all 4, since the r;’s
are small, the integer a in (3) is also small, which implies that w in (4) will also be small compared
to N. This enables to test whether ¢ is an encoding of 0 or not. As previously for level-x encodings
one can then extract a function of the m;’s only, which gives a degree-x multilinear map. We show
that such an element p,; can be efficiently generated for any large enough IV, owing to the particular
structure of the CRT coefficients u;.

Security analysis. By comparing equations (2) and (4), we see that the original CLT scheme is
actually a particular case, with N = x¢ and vg = 0. Therefore the main difference in the new scheme
is that vy # 0, which causes the value w in (4) to depend on the integer @ in (3). But that integer a
depends on the CRT components 7; in a non-linear way. As a result, it is no longer true that the
value w computed from encoding products x; - . can be expressed as a quadratic form in the CRT
components of z; and z}, and the Cheon et al. attack is thus thwarted.

Another difference with the original CLT scheme is that we cannot publish zg = [[;-; p; anymore.
Namely for encodings of 0 we get a small w and therefore (4) holds over Z. Therefore from z(y one
could compute vg = p,+ - x9 mod N and apply the Cheon et al. attack modulo vy instead of over
Z. 1t is not a problem to keep x( private, however, as we can mimic the technique introduced by
van Dijk et al. for their fully homomorphic encryption scheme over the integers [DGHV10] and
approximate modular reduction by zg with a ladder of encodings of zero of increasing sizes.

We provide a detailed security analysis of our new construction in Section 3 (for the Cheon et
al. attack and its variants) and Section 4 (for lattice attacks). We also explain why the subgroup
membership (SubM) and decisional linear (DLIN) problems, which are known to be easy in the
GGH scheme [GGH13al, seem to be hard in our new setting.

Implementation. We describe an implementation of our scheme, with a few optimizations. Instead
of using a ladder of encodings of 0 at every level, we publish a small multiple zf, of o so that
intermediate encodings can be reduced modulo z(; only at the last level do we use a ladder of a few
level-x encodings of 0. Additionally, to reduce the size of public parameters, we store only a small



subset of the public elements needed for re-randomization and combine them pairwise to generate
the full public parameters, as in [CLT13]; such an optimization was originally described in [GH11].
With these optimizations our scheme is relatively practical; for reasonable security parameters a
multipartite Diffie-Hellman computation with 7 users requires about 30 seconds, with a public
parameter size of roughly 6 GBytes; a proof-of-concept implementation is available at [Lepl5].

Extension to GGH. We briefly mention in Appendix G that our arithmetic technique can be
adapted to GGH, in order to prevent attacks against base group assumptions like SubM and DLIN.
However, a thorough security analysis of that GGH variant is beyond the scope of this paper.

2 New Multilinear Map over the Integers

In this section we define our new multilinear scheme. Our scheme is actually a graded encoding
scheme (GES) as in previous works [GGH13a,CLT13]; we recall the notion of GES in Appendix A.
As explained in introduction, our new multilinear map scheme keeps the same CLT encodings as
given by (1), with two main differences:

1. The zero-testing parameter p,; is computed differently, so that the CRT components modulo p;
of a level-x encoding ¢ are mapped to some value modulo an independent integer IV, instead of
modulo zg. The resulting w in the zero-testing procedure then depends on those CRT components
in a non-linear way, rather than linearly in the original CLT scheme, which prevents the Cheon et
al. attack.

2. The integer zo = [[}"; p; is kept private. For re-randomization, this implies that we must slightly
modify the proof of statistical indistinguishability. To reduce the size of intermediate encodings
back to the size of xg, we publish a ladder of encodings of 0. In Section 5 we describe a simple
optimization with a public multiple z{ of z.

2.1 Scheme Description

System parameters. The system parameters are similar to the original CLT scheme. One first
defines the security parameter A and the required multilinearity level x < poly(A). Based on A and
K, we choose:

e n: the vector dimension

e 77: the bit-size of the primes p;

e «: the bit-size of the primes g;

e p: the bit-size of the randomness used in encodings

and various other parameters that will be specified later. The constraints that these parameters
must satisfy are described in Section 2.2. For integers z, p we denote the reduction of z modulo p by
(z mod p) or [z], with —p/2 < [z], < p/2. For integers x1,...,x, we denote CRT,, ., (z1,...,2n)
the unique integer x such that = z; mod p; for all 1 <i<nand 0 <z < [[;-, pi.
As in the original CLT scheme a level-k encoding of a vector m = (m;) is an integer ¢ such that
forall 1 <7< n:
Titgi +my

= (mod p;) (5)



where the r;’s are p-bit random integers (specific to the encoding c¢), with the following secret
parameters: the p;’s are random 7-bit prime integers, the g;’s are random a-bit primes, and the
denominator z is a random (invertible) integer modulo zg = []/_; p;. The integer ¢ is therefore
defined by CRT modulo zq, but as opposed to the original CLT scheme, x( is kept secret. We denote
by v the size of z¢ in bits. As in the CLT scheme the domain is the ring R = Zgy, X --- X Zg,, so
that for m = (m;) € R the components m; are defined modulo g; for all 1 <i < n.

Instance generation: (pp, p.;) < instGen(1*,1%). Instance generation is similar to [CLT13], except
for the generation of p.:; moreover zg is kept private. We generate n secret random 7-bit primes
p; and compute zo = [[;"; p;. We generate a random invertible integer z modulo zy. We generate
n random q-bit prime integers g;, and various other parameters that will be specified later. We
publish the parameters (pp, p,;) with

pp: <n7777a7p7/877—7£7,u7y7 {$3}§:1,{X } {x]}] 17{H };H_ll? )

Sampling level-zero encodings: ¢ < samp(pp). Since the primes p;’s in (5) must remain secret,
the user cannot encode a vector m € R by CRT directly from (5). Instead, as in [CLT13], a level-0
encoding c is generated as a random subset sum of random level-0 encodings x; from the public
parameters. The only difference with [CLT13] is that the random subset-sum is computed over Z
instead of modulo xg, since zq is not public.
Therefore we publish as part as our instance generation a set of £ integers x , where each x

encodes at level-0 the column vector a; € Z" of a secret matrix A = (a;;) € Z”Xf, where each
component a;; is randomly generated in [0, g;) N Z. More precisely, using the CRT modulo zy we

generate integers m; such that:

1< <Y, a =7i; - gi +aij  (mod p;) (6)

where the r},’s are randomly generated in (—2°,27) N Z.

To generate a level-0 encoding ¢, we first generate a random binary vector b = (b;) € {0, 1}
and output the level-0 encoding
¢
c= Z bj - x; .
j=1

From (6), this gives ¢ = (Z] 1 7i505) - gi + Z§:1 a;jb; (mod p;); as required the output c is a level-0
encoding:

c=ri-gi+m; (mod p;) (7)
of some vector m = A - b € R which is a random subset-sum of the column vectors a;. We note
that for such level-0 encodings we get |r; - g; + m;| < £-2°T for all 4. As in [CLT13] by applying
the leftover hash lemma over R = Zg, X --- X Z, the distribution of m can be made statistically
close to uniform over R.

Lemma 1 ([CLT13]). Let ¢ < samp(pp) and write ¢ = r;-g;+m; (mod p;). Assume £ > n-a+2\.
The distribution of (pp,m) is statistically close to the distribution of (pp, m’) where m’ < R.

As opposed to [CLT13] we cannot reduce ¢ modulo zp; we only have the upper-bound |¢| < £- 27,
where -y is the size of xy in bits. In Appendix F, we show that instead of random sampling one can
also publicly encode elements from the domain R, using a technique described in [BWZ14].



Encoding at higher levels: c¢; < enc(pp, k,c). As in [CLT13], to allow encoding at higher levels,

we publish as part of our instance-generation a level-one random encoding of 1, namely an integer y

such that:

ri-gi+1
z

Y (mod p;)

for random r; € (—2°,2°) N Z; as previously the integer y is computed by CRT modulo zg. Given a
level-0 encoding ¢ of m € R as given by (7), we can then compute a level-1 encoding of the same m
by computing over Z:

Cl=cC-Y.
Namely we obtain as required:
rhg; 4+ my
€1 = % (mod p;)

for some integers r/. From |¢| < £-27, we obtain |c1] < £-227.

The difference with [CLT13] is that we cannot reduce ¢; modulo zg. Instead we provide a
ladder of level-1 encodings of zero Xi(l) of increasing size, so that the size of a level-1 encoding can
be progressively reduced down to the size of xp, as in the DGHV scheme [DGHV10, Sec. 3.3.1].
Specifically, for 7 =0,...,v + |log, ¢], we set:

1
XY = CRT o (P15~ 91/ s [P - 9/ 2lpa) + i - 0

where 7;; < (—=2°,2°) N Z and ¢; + [27771 /20,277 /z0) N Z.

We can then iteratively reduce the size of ¢; down to the size of xq, first by Xﬁguogz ¢

eventually by X(()l). Since the size reduction is done bit-by-bit, at each step some integer b; - X jl is
subtracted from ¢, for b; € {0, 1}. Therefore the noise increases additively by at most (v + |logy £] +
1) - 27 in absolute value. After reduction, the resulting encoding ¢; will be such that

| and

¢r = (Pi-gi+m;)/z  (mod p;), (8)

with |f; - g; +my| <€ 2°7% 2070 4 (v + |logy €] + 1) - 27 < 20 22772 for all 4.

More generally to generate a level-k encoding we compute ¢, = ¢o - y*, and the size of ¢ can
be iteratively reduced after each multiplication by y using ladders of similarly designed level-j
encodings {X Z-(J )}Z:OUOgQ I for levels j=1,...,k.

Re-randomization: ¢’ + reRand(pp, k, ¢). Our re-randomization procedure is similar to [CLT13]
except that again we cannot reduce the encodings modulo zy. We describe the re-randomization
of encodings at level k£ = 1; the procedure can be easily adapted to randomize at level £ > 1. We
publish as part of our instance-generation a set of n + 1 integers II;:

n
1<j<n+1, szzwz'j-gi-uﬂrwnﬂ,j‘xo

=1

where the u;’s are appropriate CRT coefficients so that the II;’s are all level-1 random encodings of
ZETO:
Wij - Gi

1<j<n+1, II; =
z

(mod p;) .



Namely, we let for all 1 < i < n:

-1
u; = <2_1 : <wo> mod p¢> 20 (9)
bi pi

The matrix IT = (w;;) € ZHDXHD) i a4 diagonally dominant matrix generated as follows: the
non-diagonal entries are randomly and independently generated in (—2°,2°) N Z, while the diagonal
entries are randomly generated in ((n + 1)2°, (n + 2)2°) N Z.

We also publish as part of our instance-generation a set of 7 integers x;:

n
I1<j<m, ijZT’ij'gz"uz-i-?“nJrl,j'xo
i—1

so that each x; is a level-1 random encoding of zero:

.
1<j<T, ijUTgZ (mod p;)

and where the column vectors of the matrix X = (r;;) € Z"*D*7 are randomly and independently
generated in the half-open parallelepiped spanned by the columns of the previous matrix IT; an
algorithm to generate such 7;’s is described in [CLT13, App. EJ; we obtain |r;; - ;| < 3n2°T* for all
i

Given as input a (reduced) level-1 encoding ¢; as given by Equation (8), we randomize ¢; with
a random subset-sum of the x;’s and a linear combination of the II;’s, over Z:

T n+1
0/1:@1+ij-xj+Zb;-Uj (10)
=1 j=1

where b; < {0, 1}, and b} < [0,2#) N Z, where y1 := p + o + A. The following Lemma shows that as
required the distribution of ¢ is nearly independent of the input (as long as it encodes the same
m). This essentially follows from the “leftover hash lemma over lattices” of [CLT13, Sec. 4.2]; we
refer to Appendix B for the proof.

Lemma 2. Let the encodings ¢ < samp(pp), ¢1 < enc(pp, 1,¢), and ¢} as given by (10). Write
= (ri-gi +m)/z (mod p;) for all 1 < i < n and rpp1 = (¢4 — D7 - gi - wi)/x0, and define
r=(ry, .. T Tar1) . If2(p+ a4+ A) <npand T = (n+2) - p+ 2), then the distribution of (pp,T)
is statistically close to that of (pp,r’), where ' € Z""! is randomly generated in the half-open
parallelepiped spanned by the column vectors of 2“TI. Moreover we have |r; - g; +m;| < 4n? - 22p+2a+A
forall 1 < i< n.

Finally, we can reduce the size of ¢j down to the size of xy using the ladder {Xi(l)}, and we
obtain an encoding & . Writing & = (¥} - g; + m;)/z (mod p;), we obtain

|7+ gi +my| < 4n? . 92p 20N 4 (v + [logy ] +1)-2° < 5n2 . 920204



Adding, negating and multiplying encodings. As in [CLT13] we can add, negate and multiply
encodings. The difference is that we do those operations over Z instead of modulo xy. More precisely,
given level-one encodings v; of vectors m; € Z" for 1 < j < k, with vj = (ry; - gi +myj;)/2 (mod p;),
we compute over Z:
K
v= H vj .
j=1

This gives:
K
(rij - gi +maj) 1o gi + ( I1 mij) mod g;
j=1

= d p;
zk ok (mO p)

K
j=1

v

for some integers r; € Z. Hence we obtain a level-x encoding of the vector m obtained by compo-
nentwise product of the vectors m, as long as the components do not wrap modulo p;, that is

H?:l("”ij - g; + mz-j) < p; for all 4. Then, using the ladder X i(n) one can reduce its size down to the
size of xg, at the cost of an additive increase in absolute value of the noise.

In multipartite Diffie-Hellman key exchange we compute the product of k level-1 encodings from
reRand and one level-0 encoding from samp, which gives from previous bounds for all i:

|ri| < (60722 202y . gptt

In Section 5 we describe an optimization in which we publish a multiple z{, of x; then all
intermediate encodings can be reduced modulo z{, instead of using a ladder of encodings of zero;
only at the last stage do we need a ladder of a few level-x encodings of zero.

Zero testing. isZero(pp, p.i,c) Z 0/1. To prevent the Cheon et al. attack, we keep the same
encoding as in (1) but we compute the p,; differently; this is the most important difference. Let ¢
be a level-x encoding. We assume 0 < ¢ < g, as a result of approximate modular reduction using a
ladder of level-x encodings of 0. From (5) we can write by CRT:

n -1
i+ gi +Mm; T x
c= Z <gzn mod pi> . <<pO> mod pl-) . p—? (mod zo)

)

i=1
n . -1 -
_ _ 0 0
CEZ(”‘“W'% 1 modpi) : <gi-z k. (p> modp¢> C— (mod z0)
=1 ? 2
Therefore we can write over the integers:
n
CZZ(m—i-mi-gi_lmodpi)~u;—a-x0 (11)
i=1

for some integer a, where the u}’s are the scaled CRT coefficients:

-1
up = (9@ S <xo> mod pi) 2 (12)
D pi

8



We generate a random prime integer N of size v 4 21 + 1 bits. Using LLL in dimension 2, we
obtain? pairs of nonzero integers (o, 3;) satisfying:

] <20 18] < % - % <N Bi=ai(d/p) (mod N).

We also generate as in [CLT13] an integer matrix H = (h;;) € Z"*" such that H is invertible
in Z and both |H”||s < 27 and [[(H™')7|| < 27, for some parameter 8 specified later; here
|| ||oo is the operator norm on n x n matrices with respect to the £ norm on R™. A technique for
generating such H is discussed in Appendix C. We then publish as part of our instance generation
the following zero-testing vector p,; € Z™:

(P=t)j = Z hij - o -pi_1 mod N (13)
i=1

To determine whether a level-x encoding ¢ is an encoding of zero or not, we compute the vector
w =c -p,, mod N and test whether |w|| is small:

1 if ¢ psr mod N|oo < N -27%

isZero(pp, Pat, ¢) = {0 otherwise

for some parameter v specified later.
Namely for a level-x ciphertext ¢ we obtain from (11):

(w)j = (¢ P2y mod N); :Zhij'ai'pi_l-cmod]\f

i=1
n

_ -1

_Zhij'ai'pi <
i=1

NE

(rk + my -g,:l modpk) uﬂc — a-azg> mod N

e
Il

1
which gives:

n

(w); =) hij- ((Tﬁmi-gfl mod p;) - B; +

i=1
n u/ .
k=1, ki Di Di

Recall that «; is at most 7 — 1 bits, therefore o - u) /p; has size at most n —1+~vy—(n—1) =~
bits; the integer o - xo/p; has size also at most 7 bits; moreover §; is at most |[N| —n + 1 bits.
Therefore in Equation (14) the integers f;, o - ur/p; and «; - xo/p; are all small compared to N.
This implies that if m; = 0 for all 1 <7 < n, then w; will be small compared to IV, when the r;’s are
small enough, i.e. a limited number of additions/multiplications on encodings has been performed.
Conversely if m; # 0 for some i we show that |w|lcc must be large. This shows the correctness of
our zero-testing procedure. More precisely we prove the following lemma in Appendix D.

2 More precisely, we apply Legendre reduction to the 2-dimensional lattice generated by the rows of

2 / X
([N/OB 1 wi/pi ]I\T/}Od N), where B = (3/4)/#2"~1. The shortest vector is of the form (c;[N/B?], ;).

9



Lemma 3. Let n, n, a and 3 be as in our parameter setting. Let py be such that o +logon < py <
n—28—-200—A—8, and letv=n—pr—B—A—3 > 20+ [3+5. Let ¢ be such that ¢ = (r;-g; +m;)/2"
(mod p;) for all 1 < i < n, where 0 < m; < g¢; for all i. Let v = (13)1<i<n and assume that
|7]|o0 < 2°7. If m = 0 then ||w]|eo < 2777 - N. Conversely if m # 0 then ||w|co > 27712 - N.

Extraction. sk < ext(pp, p,;, ux). This part is essentially the same as in [GGH13a]. To extract a
random function of the vector m encoded in a level-x encoding ¢, we multiply ¢ by the zero-testing
parameter p,; modulo N, collect the v most significant bits of each of the n components of the
resulting vector, and apply a strong randomness extractor (using the seed s from pp):

ext(pp, p.t, ¢) = Extract, (msbs, (¢ - p.; mod N))

where msbs, extracts the v most significant bits of the result.

Namely if two encodings ¢ and ¢ encode the same m € Z" then from Lemma 3 we have
l(c = ¢) - pymod N|looe < N -27%7A and therefore we expect that w = c - p.; mod N and
w’ = ¢ - p,y mod N agree on their v most significant bits, and therefore extract to the same
value.

Conversely if ¢ and ¢ encode different vectors then by Lemma 3 we must have ||(¢ — ¢) -
P2t mod Nl > N -27"*2 and therefore the v most significant bits of the corresponding w and
w’ must be different. This implies that for random m € R = Z,4, X --- X Z,, the min-entropy of
msbs, (¢ - p; mod N) when ¢ encodes m is at least logy |R| > n(a — 1). Therefore we can use a

strong randomness extractor to extract a nearly uniform bit-string of length [log, |R|] — A.

This concludes the description of our new multilinear encoding scheme.

Remark 1. By comparing equations (2) and (4) we see that the original CLT scheme is a particular
case with V = zg and «; = 0 for all 1 < ¢ < n. Therefore the main difference of our construction is
that it incorporates the additional term a, which depends on the r;’s in a non-linear way; this is to
prevent the Cheon et al. attack (see Section 3).

2.2 Setting the Parameters
The constraints on the system parameters are similar to [CLT13].

e The bit-size p of the randomness used for encodings must satisfy p = £2(\) to avoid brute force
attack on the noise. The improved attacks from [CN12] and [LS14] both have complexity O(2°/?),
but with a large overhead, so in practice we can take p = A.

e The bit-size « of the primes g; must be large enough so that the order of the group R =
Lg, X -+ X ZLg, does not contain small prime factors (see Appendix E). One can take a = .

e The parameter n must be large enough to thwart lattice-based attacks on the encodings, namely
n = w(nlog A); see Section 4.

e The number ¢ of level-0 encodings x; for samp must satisfy £ > n - o + 2 in order to apply the
leftover hash lemma; see Lemma 1.

e The number 7 of level-1 encodings z; must satisfy 7 > (n +2) - p + 2\ in order to apply the
leftover hash lemma over lattices; see Lemma 2.

e As a conservative security precaution, we take 5 = 3\ (see Section 4.3).
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e The bit-size 1 of the primes p; must satisfy n > p; + 2a+ 28 + A + 8, where py is the maximum
bit size of the randoms r; a level-x encoding (see Lemma 3). When computing the product of
level-1 encodings and an additional level-0 encoding (as in a multipartite Diffie-Hellman key
exchange with x + 1 users), one obtains pf = k- (2p+2a + A+ 2logyn+3) + p+logy £+ 1 (see
previous Section).

e Weset v=mn—pr—A— -3 for the number of most significant bits to extract (see Lemma 3).

2.3 Security of Our Construction

As in the original CLT scheme [CLT13] and in the GGH scheme [GGH13a] the security of our
construction does not seem to be reducible to more classical assumptions, such as for example the
Approximate-GCD problem. To prove the security of the one-round (x + 1)-way Diffie-Hellman
key exchange protocol, as in [GGH13a] one must therefore make the assumption that solving the
Graded DDH problem (GDDH) is hard in our scheme; see Appendix A.

3 Cheon et al. Attack

The goal of this section is to argue that the Cheon et al. attack [CHL™14] is prevented in our new
construction.

3.1 Attack Description

We first recall the Cheon et al. attack against the original CLT scheme. This attack makes use of
low-level encodings of 0: if such encodings are made public, one can recover in polynomial time
all secret parameters. In the CLT scheme such encodings of 0 are used for the rerandomization
procedure, therefore the Cheon et al. attack leads to a complete break of CLT.

In the following we describe a slight simplification of [CHL"14] in which only a single ciphertext
¢ is used instead of two ciphertexts cg and cj; this enables to obtain as eigenvalues directly the
CRT components of ¢, instead of the ratios of the CRT components of ¢y and c;. For simplicity we
assume k = 2; the attack is easily extended to any x > 2. Let ¢ be a level-0 encoding with ¢ = ¢;
(mod p;). Let  be a level-1 encoding with = z;/z (mod p;), and let 2’ be a level-1 encoding of 0
with 2’ = r} - g;/z (mod p;). Let ¢ be the level-x product encoding

/ /
¢ =x-c-2 mod xg

From ¢ = ;- ¢; -7} g;- 272 (mod p;), we obtain by CRT:

n
d = sz ¢ -rhou;  (mod xp) (15)
i=1

-1
T T
w; = | gi - 272, <0> mod p; | - =0
Di Di

In the original CLT scheme, the zero-testing parameter p,; is given by

with the CRT coeflicients:

7

n
Dzt = Zhi : (22-951 mod p;) - % mod zg
i=1

11



Using put - u; = h; - zo/p; (mod xp) for all 1 < i < n, we obtain from (15):
n
w = [pat - zy = sz ~¢i i hi - 2o /pi (16)
i=1

where the last equality holds over Z because ¢ is an encoding of 0.
More generally, let z; be level-1 encodings with xz; = z;;/z (mod p;), and let z} be a level-1
encodings of 0 with =}, = r}, - g;/z (mod p;). One can therefore compute for 1 < j, k < n:

wik = (x5 - ¢ }) - Patla (17)
which gives as previously:
n
ij:Z{L‘ij'Ci"ng'hi-xo/pi (18)
i=1

over the integers. We note that w;j, is a diagonal quadratic form over Z in the z;;’s and the 7/, ’s.
By spanning 1 < j,k < n, one can construct a matrix We = (wji)1<j k<n such that

W.=XxC xR, (19)

where C = diag(cl,CQ, . ,Cn), X = (:Eij . hi . xO/pi)lgj,ign and R = (T;k)léi,kéw
We perform the same computation with ¢ =1 in (17); one can therefore compute a matrix Wy
such that W7 = X X I x R, where I is the n x n identity matrix. Finally, one can publicly compute:

W=W. W, '=XxCxX"'.

Since C is a diagonal matrix, by computing the eigenvalues of W one can recover the ¢;’s, and then
the p;’s. Finally, Cheon et al. describe how to recover all the other secret values in [CHLT14].

Extension. A similar attack applies against two independent approaches to fix the CLT scheme,
[GGHZ14, Sec. 7] and [BWZ14], proposed shortly after the Cheon et al. attack. Namely, although the
two countermeasures do not expose encodings of zero, the value w from the zero-testing procedure
can still be expressed as a diagonal quadratic form in the CRT components of encodings, as in
Equation (18), hence the two countermeasure can be broken by the same technique; we refer to
[CLT14] for a description of the modified attacks.

3.2 Non-Applicability of Cheon et al. Attack

In this section we explain why the above attack does not apply against our new scheme. As previously
we let x be a level-1 encoding with z = x;/z (mod p;), and let 2’ be a level-1 encoding of 0 with
' =r}-g;/z (mod p;). We consider as previously the level-x product encoding, with x = 2:

C/:l"C'$/

Here we cannot reduce ¢’ modulo x since xg is kept private; instead we must use a ladder of level-2

encodings of zero. Let ¢’ be the resulting encoding, with 0 < ¢/ < xg; we obtain:

Si " i
52

d=d+ (mod p;)

12



for some integers s; of size roughly p bits. Therefore instead of (15) we obtain over the integers:

n
c”:Z(xi-Ci'Tg—i-Si)'Ui_a'xo (20)
=1

for some integer a. Using the new definition of p,; € Zy, and letting v; = p,y - u; mod N for all
1 <4< nandwvy=py -9 mod N, we obtain from (20):

n

wz[pzt-C"}NZZ(xi'Ci'T§+8i)'vz’—a'Uo (21)

=1

where as previously the last equality holds over Z.

Now comparing equalities (16) and (21), we see that we obtain two additional terms: the s;’s
and the integer a. The s;’s come from reducing ¢’ with the ladder of level-x encodings of 0, so that
eventually 0 < ¢ < xg; therefore the s;’s depend on z - ¢- 2’ in a non-linear way. Similarly the
integer a in (21), which is the quotient of the division of Y " ; (x; - ¢; - 7} + ;) - u; by o, depends
on the z; - ¢; - 2} in a non-linear way. Therefore, if we apply Cheon et al. attack, we do not obtain a
quadratic form as in (18) anymore.

More precisely, we can let as previously z; be level-1 encodings with z; = x;;/2 (mod p;), and
let x}. be a level-1 encodings of 0 with =} =7}, - g;/z (mod p;). As previously for all 1 < j,k < n,
we can compute the product encodings ¢, = z; - ¢ - 2}, and we let ¢ be the encodings obtained
after reducing ¢ such that 0 < ¢y < xo, using the ladder of level-x encodings of zero. This gives:

n

wik = [pst - v = (@i - ¢ i+ sigk) - vi — aji - o (22)
=1

for integers s;j;, and a;,. Compared to (18), we see that the previous equation has two additional
terms s;;, and aj. As previously we can write:

We=XxCxR+S—-A- v (23)

for some matrices S and A. However we see that the previous attack does not apply, because of
the additional terms S and A - vyg. Namely if as previously we perform the same computation with
c = 1, we obtain:

W1:XXIXR—|—S,—AI-U0 (24)

but as opposed to the CLT scheme we cannot get a simple expression for W = W, x W7 ~!. More
generally, as opposed to the CLT case, it seems difficult to extract useful information about C' from
the matrices W, and W7, since in equations (23) and (24) all terms X, R, S, S’, A, A’ and v
are unknown.

Remark 2. 1f we do not reduce c;-k with the ladder of encodings, the s;;, terms disappear but the
integers a;, becomes too large and (22) does not hold over Z anymore. The equation still holds
modulo N, however there is still the additional term aj; that prevents the Cheon et al. attack.
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3.3 Attack with Known x.

In this section we describe an extension of the Cheon et al. attack against our scheme when z is
known; this explains why xy must be kept secret in our scheme.

When g is known, we can reduce the previous ciphertexts c;.k modulo xg, and therefore the
sij terms in (22) disappear. Moreover vy = [p. - o] is known. Therefore we can compute the W
matrix as previously, and we obtain from (23) with S = 0:

W,.=X x C x Rmod vy

which is the same equation as (19) in the original attack except that it holds modulo vy instead of
over Z.

Therefore we can apply the Cheon et al. attack modulo vg instead of over Z. If vy is prime, one
can recover the eigenvalues of W = W, - W1 ! mod vy by factoring the characteristic polynomial
modulo vy, which reveals the ¢;’s as previously. If a prime p can be extracted from vy, one can still
apply the attack modulo p and recover the ¢;’s modulo p; for large enough p this reveals the ¢;’s;
alternatively for sufficiently many such primes p, the ¢;’s could be recovered by CRT.

Actually the attack also works even if vg is hard to factor and no prime can be extracted. Namely
the eigenvalues ¢;’s are small, so to recover the roots of the characteristic polynomial one can use
Coppersmith’s first theorem for finding small roots of polynomial equations modulo an integer of
unknown factorization [Cop97]. Namely Coppersmith’s bound applies: with a modulus vg of size
roughly ~ bits and a characteristic polynomial of degree n, the roots have size only roughly p bits,
with p < n ~vy/n.

3.4 Attack for Small Multiple of x

In Section 5 we describe an optimization with a known multiple z{, = ¢ - x¢, in order to avoid the
ladder of encodings of 0. Here we show that we cannot take a too small multiple z{,, otherwise the
attacker can compute:

Uéz[Pzt‘JUé]NZ[Pzt'Q'l‘o]qu'vomodN

where, as in Section 3.3, we let vy := p,¢ - g mod N. If the prime ¢ is small enough then the previous
equation holds over the integers, and the attacker obtains v() = ¢ - vg. Therefore the attacker can
possibly extract a few primes from v, and therefore from wvg. Letting b be a divisor of vy, one could
then apply the Cheon et al. attack modulo b instead of modulo vy and recover all secret parameters.
Therefore one should make sure that ¢ - vg is greater than N. Letting 7, be the bitsize of ¢, this
gives the condition 7, + v > v + 2n + 1. Therefore we can take 7y = 217 + A.

3.5 The Subgroup Membership and Decision Linear Problems

In this section we also explain why the subgroup membership (SubM) and decisional linear (DLIN)
problems, which are known to be easy in the GGH scheme [GGH13a], seem to be hard in our new
setting.

We first describe the attacks against SubM and DLIN in the original CLT scheme, following
[CHL™14, Appendix A]. Obviously CLT is broken so the SubM and DLIN assumptions cannot hold
for CLT, but this enables to argue why SubM and DLIN should be hard for our new scheme.

14



The SubM problem. Let R =7y, X ... x Zg4, and let G be a subgroup of R obtained by fixing
some of the n components to zero; for example we can take G = {0} x Zg, X ... X Zg, . The subgroup
membership problem consists in distinguishing between ¢; = enc(m;) and c2 = enc(mg), where
my < R and mg < G. Let ¢ = enc(0). We first describe the distinguishing attack against the
original CLT scheme. The attack is based on the Cheon et al. attack. Namely as in (19) we can
compute the matrices:

WC :XXdiag(gl'T]_ y g2 - T2 ye--yGn " Tn )XR
Wcl:Xxdiag(gl'r§1)+m11,gg-rél)—i—mlg,...,gn-rsll)—kmln)><R
Wcszxdiag(gyrgQ) ,gg-r§2)+m22,...,gn~r7(12)+mgn)><R

Therefore we obtain:

ged(det We, det We, ) = A - det(X) - det(R)
ged(det We, det W,) = A - g1 - det(X) - det(R)

for some integers A and A’ of roughly the same size on average; this enables to distinguish between
c1 and c.

It seems difficult to adapt the above attack against our new multilinear scheme, because of the
additional terms S and A in Equation (23); namely because of those additional terms we cannot
extract useful information from the encodings by computing determinants and gecds; therefore we
conjecture that SubM is hard in our setting.

The DLIN problem. Consider a matrix of elements B = (b;;) € RL*L and their encodings
T = (enc(b;;)), the DLIN problem consists, given the matrix of encodings T, in distinguishing
between rank L and rank L — 1 matrices B. In the CLT scheme, the attack is similar to the
above. Namely from the matrix of encodings T' = (7;;) one can compute the matrix of matrices
V = (Wr,). One can see that if B is a rank L — 1 matrix, then det V' will contain the factor []; gi,
whereas if B is full rank, det V' will not contain this factor; this enables to solve the DLIN problem
in case of CLT.

As previously it seems difficult to adapt the above attack against our new multilinear scheme,
because of the additional terms S and A in Equation (23); therefore we conjecture that DLIN is
also hard in our setting.

4 Lattice Attacks

4.1 Lattice Attack on the Encodings

The first attack considered in [CLT13] against the original CLT scheme was based on computing
a short basis for the lattice of vectors orthogonal modulo z¢ to = (z;)1<j<¢, where the x;’s are
level-0 encodings of zero [CLT13, Sec. 5.1]. If the reduced basis vectors are short enough, they can
reveal the noise values of the x;’s and hence break the scheme.

The attack does not apply directly to our modified scheme, because xg is now secret, and it is
therefore no longer possible to compute a basis for the lattice of vectors orthogonal to & modulo xy.
However, we can also mount the attack using the lattice  of vectors orthogonal to « over Z, or
the lattice of vectors orthogonal to  modulo some multiple z;, of xy when using the optimization
suggested in Section 5 below.

15



Just as in [CLT13, Sec. 5.1], though, the complexity of these extended attacks remains exponential
in n; it is in fact slightly worse, because the new lattice has slightly longer vectors for a given choice
of the lattice dimension t. In particular, the complexity lower bound of 22(v/n%) applies a fortiori.
The attack is therefore defeated by letting n = w(nlog ).

4.2 Lattice Attack against p,;
From z¢ = [[}, pi and (pst); = .1y hij - o - p; * mod N, we obtain:

n

Zo
zo - (Pat)j = Zhij o7 pf mod N.
=1 v

Now zg is of size vy bits, and the right-hand side of this congruence, which we denote by wj, is
bounded above by n2%7: they are both small compared to N. Therefore, if we consider a vector

p formed by a subset of the (p.);’s, say p = ((pZt)j)1<j<t € Z!, it may be possible to recover

w = (w;)1<j<¢ as a short vector in the lattice generated by p and NZ!, and obtain z( accordingly.
More precisely, wt = (w,n2? - ) € Z*! is a vector of norm bounded by v/ + 1 -n2°%7 in the
lattice L generated by the rows of the following matrix:

N

N
(Pst)1 -+ (Pst)e 2P

The volume of L is vol(L) = n2% - N*, and therefore we expect w™ to be the shortest vector in L

when:
t+1 1
VEFT1-n20%7 <« 2+ VOI(L)til.
e

Taking logarithms and neglecting logarithmic terms, this gives:

tlogy N + 3
<L 7oL
N |
> v ~ v L

t ~~ ~
~loggN—~v—08 2np4+1-—-p5 2

since N is of size v + 21 + 1 bits. When that condition is satisfied, the gap between \;(L) = |Jw™ ||
and the second minimum A2(L) of the lattice is expected to be roughly:

No(L) _ (vol(L)/w* )" N .2t
M(L) [w?] P

~~ 921—B—=/t < 9n

since we must have ¢ < n due to the size of the zero-testing vector. As a result, to find w™, we need
to solve the Unique SVP problem within a factor at most 2" in a lattice of dimension ¢ > n /2. This
requires a lattice reduction method with Hermite constant at most 227/" hence a complexity lower
bound of 292(/M) = 29(7/’72), just as in Section 4.1. Thus, this attack is thwarted by our choice of
parameters.
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4.3 Attack against p.

Another attack considered in [CLT13, Sec. 5.2], and later improved in [L.S14], would recover a factor
of £y when some of the secret coefficients h;; of the zero-testing matrix were too small (the improved
attack of Lee and Seo had complexity O(2%/2) where b is the actual bit size of the hi;’s, which is
upper bounded by £ but not tightly so in the original CLT construction).

The attack crucially requires xy as an input, however, so it doesn’t seem to apply to our new
scheme since zy is now kept secret. Therefore, we are not aware of an attack in the case the
h;j’s are small. Nevertheless, as a security precaution, we now suggest using an improved method
for generating the matrix H in a way that yields much larger coefficients than previously (see
Appendix C).

4.4 Hidden Subset Sum Attack on Zero Testing

One can also consider a hidden subset sum attack on the zero-testing parameter p.;, similar to the
approach described in [CLT13, Sec. 5.3]. More precisely, we can write p,; in the following way:

Dzt = Zhi a;-p;t (mod N)
i=1

as a hidden subset sum of the secret vectors h;. Therefore, the Nguyen-Stern orthogonal lattice
technique [NS99] can in principle be used to recover the h;’s. Indeed, any vector w orthogonal to
p.+ modulo N satisfies:
n
o
Z —(hi;u) =0 (mod N).

i=1 *¢

This means that the vector v = ((h;, u>)1<i<n is orthogonal modulo N to a = (a;/p; mod N)lgign‘
In particular, if u is short enough to ensure that v is shorter than the shortest vector of the lattice
Lg of vectors orthogonal to @ modulo N, then we get v = 0 and hence w is orthogonal to each
of the h;’s over Z. If we can find sufficiently many such vectors u, the h;’s can be retrieved by
orthogonal lattice techniques again.

For this general approach to succeed, we need to be able to compute the very short vectors
u. Just like in the setting of [CLT13, Sec. 5.3], however, short enough vectors simply do no exist.
Indeed, the length condition is that 2°|lu|| < A;(Lg), and the shortest vector of Lg is actually of the
form (ap1,...,alp,) where 3 ;o = 0. This yields \;(Lq) ~ 20+, Thus, we need to find u
of length significantly less than 2171/™7_ Now the lattice Ly, of vectors orthogonal to p.; modulo
N is of volume N, so we expect its successive minima to all be around N1/™ > 2(1+2/m)n Therefore,
short enough vectors w do not exist, and the approach of Nguyen-Stern does not yield an attack in
our setting.

A similar technique can be considered against the vector w = p,; - c mod N that arises from
applying the zero-testing algorithm to an encoding of 0 at level k, but the approach similarly fails
to yield an attack for exactly the same reason.
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4.5 Attack on the Inverse Zero Testing Matrix

Similarly to the above, we can also consider an attack approach analogous to [CLT13, Sec. 5.4]
using the inverse zero-testing matrix. From

n
(p=t)j = Y _ hij- o -p; ' mod N
i=1

and since the matrix H is invertible, with inverse H~! = T, we obtain for all rows t; of T"
(ti,pzt) = i p;" (mod N)

and therefore:

<piti’pzt> = Q4 (I’HOd N)
As a result, we may hope to recover (p;t;, 2% - o;) as a short vector (of length ~ 27+#) orthogonal to
pt = (par,—1/ 2P ) modulo N. However, the lattice of vectors orthogonal to p™ modulo N is of rank
n+1 and volume N, so its successive minima are expected to be around NV (1)  o((n42)n+2)/(n+1)
Therefore, we can only hope to recover the secret vectors if the size condition:

5<M

n+1)m+8)S(n+2)n+ A, ie. 1

is satisfied, which is clearly not the case. Therefore, this approach does not actually yield an attack
either.

5 Optimizations and Implementation

In this section we describe an implementation of our new multilinear map scheme in the one-
round (k + 1)-way Diffie-Hellman key exchange protocol; we recall the protocol in Appendix E,
following [BS03,GGH13a]. We use the following optimizations:

1. Integer p.s: as in [CLT13] we use a single integer p,; instead of a vector p,; with n components,
as this is enough for Diffie-Hellman key exchange. Moreover the integer N can be generated as
the product of large enough prime integers, instead of being prime.

2. Known multiple of zy: we publish a multiple z(, = ¢ - z¢ of x¢, so that all intermediate encodings
can be reduced modulo zj,, instead of using a ladder of encodings of 0 at each level.3

3. Quadratic re-randomization: as in [CLT13] we only store a small subset of encodings which are
later combined pairwise to generate the full set of encodings. This implies that the randomization
of encodings becomes heuristic only. We describe a slightly more efficient variant.

5.1 Zero-Testing Element

As in [CLT13] we can use a single integer p,; instead of a vector with n components:

n
pzt:Zhi-ai-p;ImodN
i=1

3 Note that Lem. 2 can be adapted, based on the Leftover-Hash-Lemma over lattices.
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where the h;’s are random (-bit integers, and the «;’s are generated as previously. Therefore we
obtain a single integer w = p,¢ - ¢ mod N, with

W:Zhi‘ ((7‘1‘+mi'g,~_1 mod p;) - B; +
=1

n /
U T
;- Z (rk—i—mk-g;lmodpk)-—k—a-ai-—o)modN
k=1, ki Di Dbi

As before, if ||7|s < 277 we still have |w| < 2 - 27¥~*2. However the converse is no longer true:
we can have |w| < xo - 277 for an encoding of a non-zero vector m. This implies that two encodings
of different vectors can now extract to the same value. As in [CLT13], while it is actually easy to
generate such collisions using LLL, this does not seem to give an attack against the GDDH problem.

5.2 Optimization with a Known Multiple of xg

As explained in Section 3.3 one should not publish zy; however one can still publish a large enough
multiple of zq:

/

where ¢ is a prime integer of size 7,; since g is of size v bits, the size of x{, is therefore at most v+,
bits. Then all intermediate encodings can be first reduced modulo zj), instead of using a ladder of
encodings of 0 at each level, which is simpler and more efficient. For encodings of intermediate level
k < kK, we can keep the encoding reduced modulo z{, only.

Eventually we obtain at level x an encoding c of size v+ 1,. In principle the zero-testing procedure
for an encoding ¢ requires that 0 < ¢ < xg; therefore only at this stage do we use a ladder of level-x
encodings of 0. Actually we show that it is not strictly necessary to ensure that 0 < ¢ < zp. Namely

from
n

c:Z(ri+mi-g;1 mod p;) - uj — a - T
i=1
one obtains the upper bound when m; = 0 for all ¢:
lc

n-2° + —
o o

n-2°f - xg+|c
o] < 9 <

which gives |a| < n-2°f +1 when 0 < ¢ < xg. Therefore it is not necessary to ensure that 0 < ¢ < zo;
if we only require that ¢ has at most v + py bits, we get the similar bound:

la| < 3n-2°f

Therefore we must reduce the size of ¢ by 7, — ps bits. For this we use a ladder of level-x encodings
of 0 of increasing size. We use encodings of only p bits of noise, and we are allowed to reach py bits
of noise, so we can work by increment of py — p bits. Therefore we need a ladder of

=
pr—p
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level-x encodings of zero, of size v+ py + i - (py — p) for 0 < i < ne. As explained in Section 3.4 we
can take 7y = 2n + A, which gives:
B {277 +A- pf_‘

Ne =
pf—p

From the parameter constraints in Section 2.2, with o = XA and 3 = 3\ we can take = py + 10;

with p = A and using py > 2 K - p we obtain:

e < {pf+21/\_‘ < [2&—1—21-‘ <9
pr—A 2k —1

for k > 2. Therefore only a small number of encodings is needed for the ladder.

5.3 Improved Quadratic Re-randomization

To reduce the public parameters size, in [CLT13] only a small subset of low level encodings is stored
and then combined pairwise to generate the full public parameters; such optimization was originally
described in [GH11].

In the original CLT scheme, one only stores A = |y/n] level-0 encoding 20

J
. 1 . . L .
encodings xé ) of 0. Given a level-1 encoding ¢, one randomizes it using a random subset-sum of

pairwise products of the previous encodings:

and also A level-1

A
d=c+ Z Qi 'ZL’Z(-O) 'xgl) mod xq ,

ij=1
where the o;;’s are random bits. As a further optimization, one can use as in [CMNT11] a sparse
vector o, with small Hamming weight 0; for example one can take ¢ = 16.

In this paper we use a slightly faster variant; namely we compute ¢’ as:

A A
=1 7=1

where the «;’s and a;-’s are random bits. Therefore we have replaced § = 16 multiplications by
A ~ 100 additions on average, and one multiplication, which is faster in practice.

After re-randomization the CRT components ¢’ mod p; are still upper-bounded in absolute value
by £ 22(pta) 4 A2 9pte 9 . 92(pt@)  Therefore for level-x encodings we obtain the bound on the
noise:

pr==r-(2p+2a+loggn+1)+p+logy 0 +1

which is slightly smaller than in Section 2.2.

5.4 Parameters and Timings

We have implemented a one-round (x 4 1)-way Diffie-Hellman key exchange protocol with k+1 =7
users, in C++ using the GMP library [Gt14] to perform operations on large integers and fplll [ACPS]
for LLL. We refer to Appendix E for a description of the protocol. We provide our concrete parameters
and the resulting timings in Table 1, for security parameters ranging from 52 to 80 bits. As in
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[CLT13], for a security level A\ we expect that the best attack requires at least 2* clock cycles. We
also provide in Table 2 a comparison with the initial CLT implementation [CLT13] and with the
implementation of GGHLite recently described in [ACLL14]|; GGHLite is an improvement of GGH
proposed by Langlois, Stehlé and Steinfeld [LSS14].

The timings of Table 2 show that the implementation of our scheme improves upon the imple-
mentation in [CLT13], especially for the Setup phase, but is not as efficient as [ACLL14] at high
security level. The KeyGen phase of the multipartite Diffie-Hellman protocol requires only a few
seconds per user, but public parameter size is large, even with our optimizations.

|Instantiation[ A [m“ n [ n [ A [ p [*y =n- 77[ pk size ‘ | Setup [Publish[KeyGen‘
Small 5216 540 [1679] 23 [52[ 0.9-10° | 27 MB 59s|0.10s| 0.17 s
Medium 62]6|| 2085 |1989| 45 |62|4.14 - 10°|175 MB 36s | 0.33s| 1.06s
Large 72|61| 8250 |2306| 90 |72]19.0 - 10°| 1.2 GB 583 5| 2.05s | 6.17 s
Extra 806 /25305|2619|159|85|66.3 - 10°| 6.1 GB 4528 s| 7.8 s | 239 s

Table 1. Parameters and timings to instantiate a one-round 7-way Diffie-Hellman key exchange protocol with k = 6,
£=2X and «, 3,v = X on a 16-core computer (Intel Xeon E7-8837 at 2.67GHz). Setup was run in parallel on the 16
cores, while the other steps ran on a single core. Publish and KeyGen timings are per party.

Setup Publish (pp) | KeyGen (pp)
Instantiation| A |k| time |# cores| time |# cores| time |#cores
[CLT13] 5216| T7s 16 |0.18 s 1 020s| 1
[ACLL14] 5216| 187 s 16 [1.59s| 16 [0.38s| 16
Ours 52(6| 5.9s 16 |0.10s 1 0.17 s 1
[CLT13] 80(6|27295s| 16 |17.8s 1 20.2s| 1
[ACLL14] 80(6| 2532 s 16 |7.31s| 16 |[1.75s| 16
Ours 80|6| 4528 s 16 7.8 s 1 23.9s| 1

Table 2. Comparison with timings reported in [CLT13] and [ACLL14]. Both [CLT13] experiments and ours were run
on Intel Xeon E7-8837 2.67Ghz and [ACLL14] experiments were run on Intel Xeon E5-2667 v2 3.30Ghz.
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A Graded Encoding Schemes

In [BS03], Boneh and Silverberg proposed a generalization of pairings called cryptographic multilinear
maps. A (symmetric) k-multilinear map is a non-degenerate map e: G* — Gr (where G and G
are groups of prime order p, denoted additively, and g is a generator of G) such that, for all
ai, ..., 05 € Ly, €(@1-G,...,a5-g9) = (a1---ax)-eg,...,g). In [GGH13a], Garg, Gentry and Halevi
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introduced a richer structure than cryptographic multilinear maps — as in [HSW13], we denote it
leveled multilinear maps — and proposed an approximation of these maps called graded encoding
schemes.

Definition 1 (Leveled Multilinear Map). A k-leveled multilinear map is a set of bilinear
maps {e;;j: G; x Gj — Giyj | 4,j € [K],i 4+ j < K} where each G; is a group of prime order
p, denoted additively and generated by g; for all i € [k], and such that each map e;; satisfies
eijla-gi,b-gj) =(a-b)-giyj fora,beZy and i, j € [k] and i+ j < K.

The integer « is called the multilinearity level. The graded encoding schemes candidates are only
approximate leveled multilinear maps [GGH13a,CLT13|. The main difference is that encodings are
randomized (with some noise) instead of deterministic and one can only test whether an encoding
in G, encodes 0 or not. We recall the definition of graded encoding system from [GGH13a]:

Definition 2 (Graded Encoding System [GGH13a]). A k-graded encoding system for a ring
R is a system of sets S = {51(,0‘) € {0,1}* : v € Nya € R}, with the following properties:

1. For every v € N, the sets {Sz(,a) : o € R} are disjoint.

2. There are binary operations + and — (on {0,1}*) such that for every ai,as € R, every v € N,
and every u; € Sq(,al) and uy € SS“Q), it holds that ui + ug € Sl(,aﬁ”) and up — ug € Sz(,alfw)
where a1 + a9 and o — o are addition and subtraction in R.

3. There is an associative binary operation X (on {0,1}*) such that for every oy, as € R, every vy,
vo with 0 < v1 + vy < K, and every u; € Sq()?l) and uy € 51(132), it holds that uy X ug € Sq(fjr'f)

where ay - ao s multiplication in R.

Definition 3 (Graded Encoding Schemes). A symmetric k-graded encoding scheme G with
rerandomization and public sampling consists of the following (polynomial time) procedures G =
{instGen, samp, enc, reRand, neg, add, mult, isZero, ext}:

instGen(l)‘7 1%) : The randomized instance generation procedures takes as input the security parameter
A, the multilinearity level k, and outputs the public parameters (pp, p.t) where pp is a description
of a k-graded encoding system as above, and p.: is a zero-test parameter;

samp(pp) : The randomized sampling procedure takes as input the public parameters pp and outputs

a “level-0” encoding u € S(()a) for a nearly uniform o € R;
enc(pp,i,u) : The (possibly randomized) encoding procedure takes as inputs the parameters pp, an
index i € [k] and a “level-0” encoding u € S[()a) for some a € R and outputs a “level-t” encoding
W e 8,
i
reRand(pp, i,u) : The randomized rerandomization procedures takes as inputs the parameters pp, an

indez i € [k] and a “level-i” encoding u € Si(a) for some a € R, and outputs another v’ € S;(a)

such that, for any uy,ug € Si(a)

are nearly the same;

neg(pp,u) The arithmetic negation is deterministic, takes as input the public parameters pp and a
“level-i” encoding u € Si(a) for some a in R and outputs a “level-i” encoding u' € Si(fa);
add(pp, ui,u2) The arithmetic addition is deterministic, takes as input the public parameters pp

(

and “level-i” encodings ui € Sial) and ug € SZ-(QZ) for some aq,as in R and outputs a “level-i”

encoding u' € Si(alJraQ);

, the output distributions of reRand(pp,i,u1) and reRand(pp, i, u2)
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mult(pp, u1,us) The arithmetic multiplication is deterministic, takes as input the public parameters

pp, a “level-i” encoding u € glen)

i and a level-j encoding us € S](-a2) for some ay, a9 in R such

that i + j < k and outputs a “level-(i + 7)” encoding u' € Sﬁ}'”);
isZero(pp,u) The zero-testing procedure is deterministic, takes as input the public parameters pp
and a “level-x” encoding u € S,ga) and outputs 1 if « =0 and 0 otherwise;
ext(pp, pzt,u) The extraction procedure is deterministic, takes as input the public parameters pp, the
(o)

zero-test parameter py and a “level-k” encoding u € Sy’ and outputs a A-bit string s such that:
1. For any « € R and Uy, u2 S Sl(ia)) eXt(pp7pzt7u1) = EXt(ppapzt,UQ);
2. The distribution {ext(pp, pst,v) | @ + R,v € S,(.;a)} is mearly uniform over {0,1}*.

The graded encoding schemes proposed in [GGH13a,CLT13] consider slightly relaxed definitions
of isZero and ext, where isZero can output 1 for some non-zero encoding with negligible probability
and ext can extract to different outputs for encodings of the same ring element with negligible
probability.

Hardness assumption. In [GGH13a] is introduced an analogue of the multilinear decisional Diffie-
Hellman assumption (see [BS03]) for graded encoding schemes: the Graded Decisional Diffie-Hellman
assumption (GDDH).

Definition 4 (k~-GDDH). Let G denote a GES. For any security parameter A\ € N, the k-
Graded Decisional Diffie-Hellman assumption is to distinguish between the following distributions

Do[(pp, p2t)] and D1[(pp, pat)], where (pp, pzt) < G.instGen (1}, 1%):

Vj € [k +1], aj < G.samp(pp),
u; < G.enc(pp, 1, a;)
Do[(pp, P2t)] = ({U}}je[wl]ﬁ) ”i — g.reRand(pp,]l,uj)

Y g.ext(pp,pzt, Ap41 - Hje[n] u;)
and

Vj € [k +1], aj < G.samp(pp),
u;  Geenclpp, 1,;)

Dil(pp, p=t)] = ({u;}je["iﬂ]’v) u; < G.reRand(pp, 1, u;)

v+ {0, 1}
B Proof of Lemma 2
We have by definition of ¢]:
T n+1
C/1=él+2bj-a}j+Zb;-Hj (25)
Jj=1 j=1

where ¢; is given as input of the reRand algorithm. We have:

n
¢ = Z(fz' S gi M) - U + Tyt - Zo (26)
i=1
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where we write ¢;/z mod p; = 7; - g; + m;, where |7; - g; + m;| < penc for all 1 < i < n, where
Penc = 20 - 227129 gince 0 < ¢ < g, we must also have |7, 1| < 147 - penc. We obtain from (25):

T n+1
A/ =Fi gitmi+ > bi-ri-git Y bi-wi-gi (mod p;)
P =1

Since the column vectors of the matrix X are randomly generated in the half-open parallelepiped
spanned by the columns of IT, we have |r;; - g;| < 3n-2°T* for all 4, j. Therefore the right-hand side
of the previous equation is upper bounded in absolute value by:

1—I—n'Penc—l—T-3n-2p+o‘—1—2n2-2"+0‘+p <4n2-2“+0‘+p
using u = p + a + A. Therefore under the condition:
pta+p+A<n

the right-hand side does not wrap modulo p;.
We define the function g: Z,, x -+ X Zy, x Z — 7 with:

n
glat,...,an,any1) = g aj - Ui + Apt1 - To
i=1

where the CRT coefficients u; are defined by (9). We have that g a bijection; namely its inverse f is
defined as:

fla) = <[a Zlpyse s la 2, (a— i[a - Z]p, uz)/xo)

i=1
Let a,b € Z; if for all 1 < ¢ < n, the i-th coefficient a; of f(a) and the i-th coefficient b; of f(b) are
such that |a; + b;| < p;/2, we have:

fla+b) = f(a)+ f(b).

Since f is a bijection, we can work with the (n + 1)-vector f(a) instead of a € Z; moreover if the
CRT components are small enough, we can work with these vectors additively.
We can write from (26):

f(ér) = (Fr-gr+m1,... .70 Gn + My, Prg1) = diag(gr, ..., gn, 1) -7+ m

where 7 = (7;)1<i<n and m = (my, ..., my,,0). Since the CRT components do not wrap modulo p;,
Equation (25) can be rewritten

n+1

.
flch) = f(él +D bjwi+ Y Y 'Uj>
j=1 j=1
—m + diag(g1, . g, 1) (7 + X b+ IT-0),
where b = (b;); and b’ = (¥});. Now, using the notations introduced in Lemma 2 we can also write:
f(cy) = m +diag(gr,...,gn,1) - 7,
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which gives:
r=7r+X -b+1II V.

The latter equation is the same equation as in [CLT13, Sec. 4.3], except that r has n+ 1 components
instead of n, because of the additional multiple of xq; the rest of the proof is therefore similar; it is
based on the Leftover-Hash-Lemma over lattices and some facts on diagonally dominant matrices
[CLT13, Sec. 4].

We first recall the Leftover-Hash-Lemma over lattices. Let L C Z"™ be a lattice of rank n of basis

= (by,...,b,). We denote by Dp the distribution obtained by generating a random element in
the quotient Z™/L and taking its unique representative in the half-open parallelepiped generated by
the basis B. For any u € Z*, we denote by uB the basis (ubi, ..., uby).

Lemma 4 (Leftover-Hash-Lemma over Lattices [CLT13]). Let L C Z"™ be a lattice of rank
n of basis B = (by,...,by,). Let «; for 1 < i < m be generated independently according to the
distribution Dg. Set s1,...,8m < {0,1} and t1,... t, < ZN[0,2"). Lety = > ") six;i +» 1y Lib;
and y' < Doup. Then the distributions (x1,...,Tm,y) and (x1,...,Tm,y’) are e-statistically close,

with e = mn - 27# +1/2,/|det L|/2™.

Since at instance generation the columns of X are generated uniformly and independently in
the parallelepiped spanned by the columns of IT, Lemma 4 shows that the distribution of (pp,r) is
g1-close to the distribution of (pp, 7 + Doupr), with

e1=71(n+1)27" +1/2+/|det IT|/27 .

Moreover it is proved in [CLT13] that Dyup is not significantly modified when a small vector
z € 7" is added, if the operator norm of the corresponding matrix B! is upper-bounded.

Lemma 5 ([CLT13]). Let L C Z" be a full-rank lattice of basis B = (by, ..., by), and let B € Z"*"
be the matrix whose column vectors are the b;’s. For any z € Z™, the distribution of z + Doup is
e-statistically close to that of Daup, where e = 27" - (||2]|oo - [| B oo + 1)-

Using Lemma 5, we obtain that the distribution of (pp,r) is (g1 + €2)-close to that of (pp, Daupr) for
g2 =271 (|#lloo - [T oo + 1)
We recall the following facts for diagonally dominant matrices [Var75,Pri51]. Given a matrix
B = (bj;) € R™", we let A;(B) = >4 |bik|. A matrix B = (b;;) € R"" is said to be diagonally
dominant if |b;;| > A;(B) for all 1.

Fact 1 Let B = (b;;) € R™" be a diagonally dominant matriz. Then the matriz B is invertible
and | B~ oo < max;—1.__, (|bii| — A:i(B))™" where || - ||oo is the operator norm on n x n matrices
with respect to the £>° norm on R",

Fact 2 Let B = (b;;) € R"*" be a diagonally dominant matriz. Then

LT (il = 4i(B)) < [ det Bl < [T (bl + Ai(B)) -
=1

=1
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Using Fact 2 we obtain using [w;;| < (n +2) - 2° and A;(IT) < n - 27 for all i:
1 < 7(n + 1)27# 4 2D (pHoga(3m)=7)/2

Given the constraint 7 > (n + 2) - p + 2\, we obtain €1 = negl(\). Moreover using Fact 1, we obtain
| IT~!||oo < 277 and therefore:

ea K27H (L4 penc) - 279127 £ 1) <271 n - 3¢ 22120 L gpatl Lo . opTa—i

With = p+ a+ A\, we obtain €5 = negl(\). This proves Lemma 2.

C Generation of the Zero-Testing Matrix

For the construction of zero-testing parameters, it is necessary to generate, with sufficient entropy,
an invertible matrix H € Z"*" such that the operator norm of both H and its inverse is suitably
bounded: || H ||oo < 27 and ||[H!||s < 2°. The following approach to do so was described in [CLT13]:
simply choose H as a product of random matrices of the form:

I A
_ (1iny2
Ha < 0 I [n/ﬂ) '

and transposes of such matrices, with A of size [n/2] x [n/2] and coefficients in {—1,0,1}.

Indeed, since the matrix norm || M| is simply the maximum absolute row sum of M, both
| H 4llo and ||H%||o are bounded by 1+ [n/2], and the same holds for their inverses because
H ;1 = H _4). Therefore, if we generate H as a product Hj --- Hg where each H; is randomly
chosen as either H4 or HY and 8 < 8/[logy(1 + [n/2])], the required bounds on || H |~ and
|H!||o hold:

ﬁ/
[ H oo < H 1 H ;|0 < (14 [n/ﬂ)ﬁ <28,
=1

and similarly for H .

However, it was pointed out by Lee and Seo [LS14] that the norms of matrices H generated
with this method is typically much smaller than the conservative upper bound by 2°. This may be
a security concern (it definitely was in the original CLT scheme, but not necessarily in ours: see
Section 4.3), and is mainly due to the fact that H 4 - H o» = H (44 4y, and thus the matrix norm
increases additively rather than multiplicatively in products that involve only matrices of the form
H 4 (and not their transposes). To alleviate this problem, Lee and Seo suggested to always choose
H; of the form H 4 when ¢ is even and of the form H 5 when 7 is odd; they found that the resulting
distribution of H contains substantially larger matrices.

It is easy to improve the algorithm even further by not fixing the number 3’ of matrices H 4 in
the product a priori: we can simply keep multiplying alternatingly by random matrices of the form
H 4 and HY until either the norm of the product or its inverse exceeds 2° /(1 + [n/2]), say. Since
we can always keep track of the inverse as we go, the overhead of this improvement is relatively
small, and although it is not trivial to bound the number of required iterations, we find that the
modified algorithm is only a few times slower than the one from [CLT13] in practice, and returns
matrices with much larger coefficients.

27



D Proof of Lemma 3

We consider a level-x encoding ¢, with 0 < ¢ < g, which we can write:

n

C:Z(Ti+mi~g;1modpi)-u;—aumo (27)

—1
x x
bi bi
<

From (27), using 0 < ¢ < 29 and 0

where

u, < o for all 1 < i < n, we obtain:
la| <14n-2"
Consider the row vectors s,t € Z" given by:

si:(ri+mi-gi_1modpi)-ﬁi mod N
n

ti = a; - Z (r, +my - g ' mod py) - Y
k=1, ki

for all ¢ (where the mod operator denotes centered modular reduction, so that |x mod N| < |z| for
all z € Z). Then, from (14) we obtain:

wT:HT(s—i—t)T mod N. (28)

In all cases, we have for all i, using N > 27+27:
1 - pr ul 1 o
ot 30 2L gy o

k=1, kti bi Di

<(n—1)2’7+7+27-(1+n-2’7)<2n2’7ﬂ<%-N

and hence ||t < n277T1. N,
On the other hand, the size of s depends on whether m is the zero vector or not. Indeed, suppose
first that m = 0. For all ¢ we then have:

|si] = |(rs mod p;) - B mod N| < |ry - 8| < 27272 N
and hence ||s + t||oo < 2°/77"13 . N. Now, in view of (28), we obtain with v =1 — pr—B—A—3:
T T
[wlloo = [|H" (s +2)" mod N|| , < [[H" (s +8)" [, < [H loolls + ¢
< 9BFPp=t3 N — 9 VAN

as required.
Conversely, suppose that m # 0, so that m; # 0 for at least one index i. Recall that

Bi = «a; - (u}/p;) mod N.
In view of Lemma 6 below, we must have |5;| > N/(2p;), which gives:

271 LN < |8 <272 N
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Lemma 6. For any integers a,b,m such that |b| < m/2, ged(a,m) =1 and a # 0 does not divide

b, if x = b/a mod m, then |z| > 2‘a|

Proof. Indeed, if we had |a| - |x| < m/2, then the congruence ax = b (mod m) would actually be an

equality over Z, implying that a divides b: a contradiction. O
Let:
fi= (gi_l mod p;) - 5; mod N. (29)
We have: . )
fi= (g, mod pi) @i - v mod N
Di

and since p; does not divide the numerator, Lemma 6 implies
|fil = N/(2p;) > 27771 N

Similarly, there exists |u| < g;/2 such that g; - (g; ' mod p;) = 1+ pp;, and we can then write from

(29):

At ppi) - Bi o Bit paig
gi gi

If g; divided the numerator, we would thus get using N > 27127

fi =  mod N, (30)

Bi+p- ;-
9i

<2mmetd LN T2 Lol N

|fil =

which would contradict the previous bound. Therefore, Lemma 6 applies and ensures that
|fil > N/(2g:) 2 277 N.
Now, since m; # 0 and g; is prime, m; has an inverse m; = m;1 mod g; in Zg,, and we can write:
§; = (m;_1 mod g;) fi + ri3; mod N.
If we define |p/| < gi/2 such that m;m} = 1+ 1g;, we obtain using (30):
mis; = (1+ p'gs) fi + miriBi = fi + 1/ (Bi + poyui) + mirif; - (mod N).

Therefore:
fi= [m;sz - (m;n + M’)ﬁz‘ — M,u’oziuﬂ mod N,

and since modular reductions are centered, it follows that:
|fil

a,si’ + 201+Pf+2*7) N + 220¢+7771+’7

<
< 2% (Jsg] + 207712 N 42977 N) < 2%(si| + 2°FP 7T N),

and as a result:
|si| =27 fi| —23tPrn . N > 27207 N 93 FPrTn L N
and using py <7 — 2a — 5, we get:
’S,’ 92— 20—2 - N.
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It follows that ||s|s = 27272 . N, and hence:
Is + tlloc > lIslloc — Itlloc > 2727° - N.
Finally, using (28) again, we get:
I+t = | (BT) T mod N < [(BT) |, < BT - ol

Jeolloe > ot Hlec
OO/‘

= 2—20&—5—3 . N 2 2—l/+2 . N
(HT) o

which concludes the proof.

E One-Round N-Way Diffie-Hellman Key Exchange Protocol

A straightforward application of multilinear maps is multipartite Diffie-Hellman key exchange,
with N = k + 1 users, where k is the maximum level of the multilinear map scheme. It was first
described in [BS03], and was adapted to graded encoding schemes in [GGH13a]. As in [CLT13], our
scheme can be used to instantiate a one-round N-way Diffie-Hellman key exchange protocol in the
common reference string model, under the GDDH assumption, with NV = k + 1 users. We recall the
construction from [CLT13].

Setup(1*,1%). Output (pp, p.¢) + instGen(1*,1%) as the public parameter, with x = N — 1.

Publish(pp, i). Each party i samples a random u; <— samp(pp) as a secret value, and publishes as
the public value the corresponding level-1 encoding

ul; + reRand(pp, 1, enc(pp, 1,u;)) .

KeyGen(pp, P2t i, Ui, {u;}ﬁgl) Each party i computes @; = u; - H#i u;-, and uses the extraction
routine to locally compute the key s <— ext(pp, Pz, U;).

The protocol is correct (i.e. the N parties generate the same shared key s with high probability)
because all parties get valid encodings of the same vector when using the constraints of Section 2.2.
The security of the protocol follows from the randomness property of the extraction procedure, and
the GDDH hardness assumption. The proof of the following theorem is the same as in [CLT13].

Theorem 3 (Th. 3 of [CLT13]). The protocol described above is a secure one-round N-way
Diffie-Hellman key exchange if the GDDH assumption holds for the underlying encoding scheme.

F Public Sampling Domain

The sampling procedure of graded encoding schemes (namely samp) has been defined as a procedure
outputting a nearly uniform (unknown) element in the domain R = Zg4, X --- X Zg, in [CLT13].
However, some applications building upon graded encoding schemes might require to select elements
from the domain R (see e.g. [PS14, Sec. 4.4]). In [BWZ14, Sec. 4.3], a procedure to publicly encode
values up to |logy(g1 - - - gn)] bits was described for a CLT-based scheme. In this section, we show
that their technique can be applied to our new scheme.
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First, we publish as part of our instance generation § = |logy(g1 X -+ X gn)| + 1 elements
Y0, - - -, Yp—1 such that

y; = 7ij - gi + (22 mod g;) (mod p;),

for random r;; € (—2°,2°) N Z; the integers y;’s are computed by CRT modulo .

Then, we define the procedure publicSamp(pp, m) which takes as input the public parameters
pp and an integer M € Z, M < 201, Denote M = My - -- My_; the binary decomposition of M.
Compute the level-0 encoding

0—1
=0

As required, ¢ = (r;-g;+m;) (mod p;) encodes the value m = (m;); = (M mod ¢1,...,M mod g,) €
R, and we get |r; - g;i + m;| < 6 -2°T* for all 4.

G Preventing SubM and DLIN Attacks for GGH

In this section we show how to adapt our technique to the GGH scheme [GGH13a]. The goal is to
prevent attacks against base group problems such as SubM and DLIN, which are known to be easy
in GGH. However, a thorough security analysis of that GGH variant is beyond the scope of this

paper.

The GGH multilinear maps scheme. The construction from [GGH13a] works in the polynomial
ring R = Z[X]/(X™ + 1), where n is large enough to ensure security. One generates a secret short
ring element g € R, generating a principal ideal Z = (g) C R. One also generates an integer
parameter ¢ and another random secret z € R/qR. One encodes elements of the quotient ring R/Z,
namely elements of the form e + 7 for some e, as follows: a level-i encoding of the coset e + Z is an
element of the form ug = [¢/2"],, where ¢ € e + Z is short. Such encodings can be both added and
multiplied, as long as the norm of the numerators remain shorter than ¢; in particular the product
of k encodings at level 1 gives an encoding at level k. For such level-x encodings one can then define
a zero-testing parameter

p. = [h2"/glq

for some small h € R. Then given a level-x encoding u = [¢/z"], one can compute:
w = [pzt - ulg = [he/gl
We can write ¢ = rg + e for some small 7, e € R, which gives:
w=h-(r+e-g ') (modq)
Therefore when w is an encoding of 0, i.e. when e = 0, we obtain w = [h - ], and therefore w

is small. Otherwise when e # 0 we have that w is not small with high probability. This gives a
zero-testing procedure.
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Our GGH Variant. We show how to adapt our techique to GGH. Let N be a prime integer of
the same size as ¢, and let p,; € R/NR. For zero-testing a level-x encoding u, we compute:

w = [pzt : U]N

where u is viewed as an element of R, instead of R/qR. As previously we must ensure that w is
small when w is an encoding of 0. We show how to generate p,; and z to ensure this property.
Let u be a level-x encoding, with u = [¢/2"];, where ¢ = rg + e. We can write over R:

u=[r+e-g ' -[9/z",—k-q (31)
for some k € R. We obtain:
w=Eps-u=[r+e-g lly-[9/2"g P —k-q-pxr (mod N) (32)

We wish to obtain a small w when e = 0. For this we generate p,; and z such that both [g/2"]; D2t
and ¢ - p, are small modulo V. We proceed as follows. We first generate a small h € R, and we let:

pxt=q '-hmod N (33)

This ensures that g - p,; is small modulo N. We also generate a small s € R, and we let z € R/qR
such that:
[9/2"]4-¢ ' h=s (mod N) (34)

For this we let t € R such that t =¢-s-h~! (mod N), and it suffices to solve:
l9/2"], =1
Therefore we let over R/qR:
== (g/0)"
Eventually combining (32), (33) and (34) we obtain:
w=[r+e-g ', -s—k-h (modN)

By construction both s and h are small; moreover r is small, and when e = 0, from (31) we have
that k is also small; therefore when e = 0 we obtain that w is small; conversely when e # 0 we have
that w is not small with high probability. Hence we have a zero-testing procedure.
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