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Abstract. The Feistel-SP structure is a commonly adopted structure
in symmetric cryptography with many practical instances. Differential
power analysis (DPA) has proven to be effective against these ciphers
with compact implementations within these years. However, the applica-
tions of DPA on Feistel-SP ciphers with loop hardware implementations
are more complicated and less evaluated in literature, mainly due to the
relatively large size (32-bit or more) of the whole round key which often
results in complex relations with the targeted intermediate variable.

In this paper, we propose a practical chosen message power analysis
method on Feistel-SP ciphers with loop hardware implementations. The
essence of the new method lies in the delicate selection of the plaintext
set in a chosen message manner. Thus, the input space of the plaintext in
our method is decreased from 232 or more to 2% or less, which is suitable
for practical power analysis. Moreover, we show that the whitening key
at the first or last round can be easily revealed with our method, thus
leading to the full exposure of the master key thanks to the relations
between whitening keys and the master key in many practical ciphers.
In order to further manifest the validity of the new method, we carry
extensive experiments on two ISO standardized and widely deployed ci-
phers CLEFIA and Camellia with loop implementations on FPGA, and
the master keys are recovered as expected.

Keywords: DPA, chosen message, Feistel-SP, hardware implementa-
tion, CLEFIA, Camellia, FPGA

1 Introduction

The Feistel network and the substitution-permutation network (SPN) structures,
represented by DES and AES, are two main up-level structures in symmetric
cryptography. In order to combine the advantages of both structures, such as
almost identical encryption/decryption procedures in the Feistel structure and
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fast diffusion in the SPN structure, many practical ciphers use well-designed SPN
functions as the underlying round functions embedded in the Feistel network,
which are often referred to as the Feistel-SP ciphers. Some famous instances of
this type are the ISO standardized ciphers CLEFIA [2] and Camellia [3].

DPA has proven to be effective against the Feistel-SP ciphers with software
or compact hardware implementations within these years, since Kocher et al. [1]
first proposed it. Normally, DPA can only deal with a small fraction of the long
secret key (e.g. several round key bits) through a divide-and-conquer strategy,
and it is highly affected by the specific implementing method. The compact
architecture of Feistel-SP cipher usually takes several clock cycles to accomplish
a single round computation, such as reusing the single substitution circuit (e.g.
Sbox) several times as a subloop instead of using their duplications concurrently.
Due to the high resource reuse, the compact architecture is often applied to light
weight implementations for low-resource ubiquitous computing devices such as
smart cards and wireless sensor nodes. In these case, the Feistel-SP ciphers
are splitted to several single Sboxes as the general SP ciphers. According to
the relatively small size (8-bit or less) of sub-key mixed up in the available
intermediate variable, these implementations are compromised by the typical
DPA, and the possible input space of random test vector is only 28.

The research of DPA on the compact implementations of these ciphers has
obtained numerous achievements. For instance, [4,5] show the typical power
analysis on the compact implementations, and [5, 6,9, 10] propose several differ-
ent countermeasures. Especially DPA against CLEFIA on software simulation
and smart card implementation are introduced separately in [11] and [12]; it is
also shown in [13] that the lightweight FPGA implementation of Camellia under
the compact architecture does not resist the DPA attack; in [14], a power analy-
sis on the key-schedule process of the Camellia cipher was presented. Specifically,
while many DPA attacks mentioned above work with random messages, chosen
messages can further simplify the analysis in compact architecture. For example,
fixing part of the input constant can decrease the complexity of the analysis [7].
Moreover, a sequence of adaptively chosen message sets, where each message set
depends on the results of the DPA attack done on the prior sets, usually offer
more efficiency which has been modeled and analyzed in [8,18].

Compared to the compact architecture, the loop hardware implementation of
Feistel-SP has been widely applied with the higher throughput or less calculation
time. With the development of circuit technology in recent years, more and more
the loop hardware implementations of Feistel-SP ciphers are applied in the low-
resource devices. This architecture following the initial design of the Feistel-SP
cipher, defines the round function of Feistel-SP as iterated operation, which
means that a single round is computed in one clock cycle. It is believed that
such architecture would offer natural DPA countermeasure, due to the available
intermediate variable complexly mixed with the relatively large size (32-bit or
more) of the whole round key.

Challenge. To the best of our knowledge, few DPA attacks exist in literature
which make use of the available intermediate variable with large word size (32-bit
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or more), such as [19]. However, the method proposed in [19] will not be possi-
ble in functions where each bit of the output is dependent on every bit of the
input, and this type function is used in the Feistel-SP ciphers. Thus, applying
the traditional DPA on the loop hardware implementations of Feistel-SP ciphers
remains a difficult challenge mainly due to the following reasons:

— The original attack point disappears in these scenarios. In the loop
architecture, the intermediate variable of a single substitution circuit resides
in a short wire instead of register, since the whole round function including
substitution and permutation is performed one time in one clock cycle. Thus,
the power consumption of a single Sbox calculation is too low to be detected
in such architecture.

— The possible input space of random test vector is too large to
perform practical attack. Due to the loop architecture, the intermediate
result written into register is calculated through the whole round function.
The relatively fast diffusion in the round function entangles the intermediate
variable bits with all the round key bits. More precisely, the relatively large
size (32-bit or more) of the whole round key which is complexly mixed in
the targeted intermediate variable, is hard to be splitted into several small
fractions. Thus, for recovering the whole round key, the possible input space
of random plaintext is at least 232, which is unpractical.

— The key whitening operations seem to contradict the basic re-
quirements of the traditional DPA methodology. The traditional DPA
methodology would only work with the known random message assumption.
However, in order to enhance the security properties of the ciphers, the key
whitening layers are generally performed before the first round and after the
last round, thus hiding the input (output) of the first (last) round from the
plaintext (ciphertext).

Our Contributions. In this paper, we propose a practical chosen message
method to attack the Feistel-SP ciphers with loop implementations by power
analysis. Our contributions can be briefly summarized from the following as-
pects:

— We propose a practical chosen message power analysis method on
Feistel-SP ciphers with loop hardware implementations. Thus, we
significantly decrease the size of guessed parameters from the whole of round
key to a pair of 8-bit values, i.e. the hypothesis space of the secret value falls
from 232 or more to 2'¢, and the input space of the plaintext is decreased
from 232 or more to 28, which is suitable for practical power analysis.

— We show that the additional key whitening layer becomes a new
vulnerability in our method. By guessing the value of “round key X-
OR whitening key” as a unity, the attack on the Feistel-SP ciphers with
the key whitening layer is similar as the scenario without the key whitening
layer. Moreover, the whitening keys can be easily recovered at the first or
last round in our method. For many ciphers in practice, the recovery of the
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whitening keys commonly indicates direct (partical) exposure of the master
key, thus the key recovery process is largely simplified with our method for
these specific ciphers.

— We perform extensive experiments on two ISO standardized ci-
phers CLEFIA and Camellia with loop FPGA implementations.
And experimental results show that all bits of the master keys in both ci-
phers can be recovered as expected.

Structure. The remainder of this paper is organized as follows. In Section 2,
the preliminaries are briefly described. Section 3 illustrates the practical cho-
sen message power analysis method on Feistel-SP ciphers. Section 4 elaborates
the practical attacks on two loop FPGA implementations of CLEFTIA-128 and
Camellia-128 in order to prove the effectiveness of our approach. We discuss and
summarize the paper in Section 5.

2 Preliminaries

2.1 Feistel-SP structure and Key Whitening Layer

The Feistel network is one of the most famous architectures in symmetric cryp-
tography. Besides the classical Feistel network adopted by DES; it also has sever-
al derivatives, namely, the unbalanced Feistel network as described in [15], alter-
nating Feistel network as described in [16], and the famous type-1, type-2, and
type-3 Feistel networks as described in [17]. Well-known block ciphers utilized
the Feistel networks include Skipjack (unbalanced), BEAR/LION (alternating),
CAST (type-1), CLEFIA(type-2) and MARS(type-3) respectively.

A typical SP type F-function often consists of three operations, i.e., subkey
addition, substitution, and permutation. In the subkey addition, a subkey is
XORed to the state. The substitution is applied by Sbox-like non-linear bijec-
tion. In the permutation, a linear bijection (generally an MDS multiplication)
is performed. Let S1,S89,---,85; : {0,1}* — {0,1}* be non-linear bijections,
P :{0,1}%% — {0,1}** be a linear bijection, k = (ki, ko, -+ , k) is the round
key, then the round function F : {0,1}%* x {0,1}%* — {0,1}¢ of SP type is
defined by F(x,k) = P(S1(x1 ® k1), Sa(z2 @ k2),- -+, Se(xt B kt)). The notation-
s s and t represent the size of the non-linear bijection and the number of the
non-linear bijections, respectively.

Key whitening is a technique intended to enhance the security of an iterated
block cipher by adding key-relevant operations before the first round and after
the last round without major changes in the algorithm. It consists of steps that
combine the data with portions of the key before the first round and after the
last round. The most common form is XORing or adding the whitening key to
the plaintext/ciphertext.

2.2 Specification of CLEFTA

CLEFTA-128 is a type-2 Feistel-SP cipher proposed at FSE 2007 by Shirai et al.
[2]. Tt is standardized by ISO [20] as a lightweight cipher. It encrypts a 128-bit
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plaintext into a 128-bit ciphertext with a 128-bit master key after applying the
round function 18 times, as shown in Fig.1.
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Fig. 1. CLEFIA encryption algorithm for 128-bit key

Let P and K be the 128-bit plaintext and the master key respectively.
Thirty-six 32-bit round keys rkg,rk1,--- ,rkss and four 32-bit whitening keys
wko, wky, wke, wks are generated from K. These whitening keys are defined as
wko||wky ||wkz||wks = K according to the key schedule.

Let X{||X{||X4]|X4(0 <4 < 17) be an internal input state in each round. The
plaintext is loaded into Py|| Py || Ps||Ps. Next, X{ and X§ are updated by the pre-
whitening layer, that is (X3, X¥, X9, X9) = (Py, Py ® wko, Py, P3 ® wky ). Then,
the internal state is updated by the following computation up to the second last
round (for 1 < i < 17);

X=X o Fy(XE 1t rkai—o), X = X471,
Xo =X o F(XE Y rke ), Xi = Xih

Two SP type F-functions Fy and F} consist of a 32-bit round key addition, an S-
box transformation, and a multiplication by an MDS matrix, as shown in Fig.2.
Four parallel 8-bit Sboxes are applied, followed with an MDS multiplication in
each of SP type F-functions. And the MDS matrices for two SP type F-functions
are different.

In the last round, X8| X{8]|X38]| X138 is computed by

X5 = X3, X1® = X|T @ Fo(Xg7, rksa),
X8 = X1 X0 = X1 @ Fy (XY, rkss).

Finally, Cy and Cj are updated by the post-whitening layer, i.e., (Co, C1, Ca, C3)
(X8, X18 @ wko, X238, X33 & wks), and Cy||C1||Cs||Cs is the final ciphertext.
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Fig. 2. CLEFIA SP type F-functions for (a)Fy (b)Fi

2.3 Specification of Camellia

Camellia-128, proposed at SAC 2000 by Aoki et al. [3], was jointly designed
by NTT and Mitsubishi Electric Corporation. It is widely acknowledged and
recommended by ISO [21], NESSIE [22], and CRYPTREC [23]. It encrypts a 128-
bit plaintext into a 128-bit ciphertext with a 128-bit master key after applying
the round function 18 times, as shown in Fig.3.
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Fig. 3. Camellia encryption algorithm for (a)First two rounds (b)Last two rounds

Let P and K be a 128-bit plaintext and a secret key, respectively. Eighteen 64-
bit round keys rkq, rks, - - - , rk1g and two 64-bit whitening keys wky, wks, wks, wky
are generated from K. Let L, and R, (0 < r < 18) be left and right 64-bit of the
internal state in each round. According to the key schedule, the pre-whitening
keys are defined as wky||wke = K. We omit the descriptions of the FL and
FL™ layers after the 6" and 12" rounds, since they have no impacts on our
work.
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Fig. 4. Camellia SP type F-function

The round function consists of a 64-bit subkey addition, Sbox transforma-
tion, and a diffusion layer called P-layer, as shown in Fig.4. Eight parallel 8-bit
Sboxes are applied, followed with the P-layer which operates on a 64-bit val-
ue (z1]]22|| -+ - ||z8). The corresponding output (z1]|z5||---||z§) is computed as
follows. Here, z[s,t,u, -] means z; @& 2y B 2, B - - -

2= 2[1,3,4,6,7.8], 2, = 2[1,2,3,5,6,8], 24 = 2[1,2,6,7,8], 2% = 2[3,4,5,6,8],
zh = 2[1,2,4,5,7,8], 24 = 2(2,3,4,5,6,7], 26 = 2[2,3,5,7, 8], 2§ = 2[1,4,5,6,7].

3 The Chosen Message Power Analysis Method

In this section, we describe the details of our practical chosen message power
analysis method. Fristly, we show the potential attack point in loop implementa-
tion of Feistel-SP ciphers in DPA attacks, and the difficulty to apply such attacks
with existing techniques. Secondly, we propose a chosen message method against
the potential attack point to overcome the potential hardness. Then through an
elaborate evaluation of the impacts caused by the key whitening layer with our
method, we find that the whitening key becomes a new vulnerability. Finally,
we present the attack procedures of our method.

3.1 The Potential Attack Point in Feistel-SP Loop Scenario

The loop FPGA implementation of Feistel-SP cipher is the investigated scenario
as shown in Fig.5. We assume that there are two known parts of the i** round
input in Feistel-SP, the left block and the right block denoted by L; and R;. We
also suppose the size of the Sbox is 8-bit. The input of the SP type F-function
is defined as z1||x2|| - - - ||xs = R;. And Sboxes in the SP type F-function can be
distinct and defined as S1, 52, - ,S;. During the round operation, 8-bit known
data x; is XORed with 8-bit unknown round key rk; as the Sbox S; input.
The result of S; is denoted by y;. The result is applied to the permutation P
then XORed with L; and the outcome is denoted by R;;1. The output of round
operation as the input of the next round is denoted by L;y1||Ri+1, s.t. Liy1 = R;.
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More precisely, R;4+1 would be described by

Ry = F(R“T'k) ® L;
= P(Sl(:rl D Tkl), SQ(IEQ D Tkg), e ,St(xt D T‘kt)) D Lz (1)

In the scenarios of software and compact hardware implementations, the
immediate value y; = S;(x; ® rk;), would be calculated one by one, arise on bus
from the MOV instruction or be stored into registers, thus become a DPA weak
point. More precisely, when generating y;, we can analyze the subkeys byte by
byte because of the little diffusion between the subkeys and y;. In other words,
the effective subkey length at this location is only 8-bit, which is too short to
resist DPA.

Differing from the above scenarios, no intermediate result except R;i1 is
written into registers in the loop hardware implementations. Thus, the power
consumption of y; is much less than R;;1 and hard to be observed. Therefore,
we attack at this point when the data R;;; is being written into registers as
shown in Fig.5.

The attack point in The attack point in
loop scenarios compact scenarios

Fig. 5. Different DPA attack point of Feistel-SP in different scenarios

However, although we could choose R;;; as the proper attack point, the
traditional DPA is not directly applicable due to the relatively large size of the
round key rk. Due to the fast diffusion of the whole SP type round function,
a one-off enumeration of the whole round key seems inevitable with traditional
DPA. Compared to the traditional DPA on small scales such as 8-bit Sbox, it
is very difficult to cover the input space (i.e. 232 or more) of the whole round
function using random test vectors, due to the large operands. At least one
power trace would be measured, according to each random test vector. The
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large number of power traces would certainly make the traditional DPA with
known random plaintext infeasible.

3.2 The Chosen Message Method against R; 1

When we choose R;;1 as the attack point, the main drawback for traditional
DPA is the large size of the subkey, thus our main task is to find an effective way
to further decrease the size of the related subkey. Luckily, we achieve this goal,
through a chosen message power analysis method, by enumerating all related
bits of the plaintext corresponding to the certain subkey while fixing other non-
related bits.

Before we further illustrate the details of the method, we would like to clarify
several facts about the Feistel-SP ciphers.

Fact 1. The output of Sbox would be a constant value, while a constant plaintext
XORed with a constant key is supplied to Shox.

Fact 2. As shown in Fig.5, the permutation operation, a linear bijection denoted
by P, generally uses an MDS multiplication. It implies that there exists a new
permutation P’ for one byte input of P, s.t. P['i] (yi)Emask; = P (y1, Y2, 5 Yt),
where i € [1,t], (y1,y2,-- ,yt) is the input of P, the subscript [i] indicates the ith
byte output of one function and the mask; is a byte variable, which has constant
value once all of y; (j # 1) are fized.

Now, we will focus on the SP type F-function and the attack point R;11. As
described in Section 2.1, the SP type F-function is defined as

F(R;,rk) = P(S1(z1 @ rky), So(x2 ® rka), -, St(xs & rky)). (2)

Suppose that z; (2 <1 < t) is fixed, that leads to the constant output of S;.
According to the Fact.2 and focusing on the first byte of SP type F-function,
Equation.2 would be described by

Fp (R;,Tk) = Py (S1(x1 ®rky), So(xe ®rks), -+, Se(x: B rky))
= P[/1] (S1(z1 ® rk1)) ® mask;. (3)

with mask; defined as a byte variable, which has constant value once the x5, z3,
-, x4 are fixed since the round keys have already been prefixed.

The attack point R;, 1 is written as R; 1 17| Rig1,21] - - - || Ri1,[, Where the
subscript [n] indicates the nt" byte of the state, and Riiq[; is the jth byte
variable with j € [1,¢]. With Equation.3 and focusing on the first byte of R; 1,
Equation.1 would be described by

R 1) = I (Ri,rk) & Lip

= P[l](Sl(xl & Tkl)v SQ(‘TQ S3) Tk2)7 T 7St(l’t S Tkt)) D Li,[l]
= P[/1](S1 (v1 © k1)) © masky © Ly 1. (4)
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with Li,[1]||Li,[2]H e ||Li,[t] =L,.

At this time, Ri-i—l,[l] is hlghly related to Tkl, and Ri+l,[2] , Ri+l,[3]7 ey Ri+l,[t]
will be treated as noise. Now, we can attack R;;; 1] by enumerating 8-bit xq
while fixing other bits of R; and L;, and then building the Hamming Distance
power model. Although the possible hypotheses space of both 8-bit 7k; and 8-bit
mask, is 2'6, the possible input space of random test vector x; is only 28, and
the total number of power traces is at least 256, which is a suitable trace-scale for
practical DPA. By that analogy, we could analyze R;i1 2], Rit1,[3],  » Rit1,[y
byte by byte in a similar way, and reveal the values of rky, rks, -, rk;.

3.3 The Impacts of Key Whitening Layer

The whitening keys are generally used before the first round and after the last
round. After the key whitening operations, the inputs (outputs) to the first (last)
round are covered by the unknown whitening key from plaintexts (ciphertexts).
It seems that such operations would increase the size of unknown parameters,
and raise the difficulty to launch a DPA attack. Now, we will evaluate how much
impact does key whitening layer have on our method.
Suppose that the plaintext message M is XORed with whitening key WK
before the Feistel-SP first round, described by
Li||Ri=MeWK
= (ML & wkL)||(MR ® wkR). (5)
with M = ML||MR and WK = wkL||wkR.
Equation.2 can be rewritten in byte-wise form:
F(Ry,rk) = P(S1(MR; ® wkRy ® rky), So(M Ry @& wkRy & rk2),
,St<MRt@kat€B7'kt)) (6)
where MR = MR;||MRs||---||MR; and wkR = wkR;||wkRz||-- - ||[wkR;.
And Equation.3 and Equation.4 can be rewritten as
Ry = F(R1,Tki) @ L,
= P(Sl(MRl S wkRy @ k1), S2 (MR ® wkRe & ’I“kg),
S (MR @ wkRy ® rky)) ® wkL & M L. (7)

Ry ) = Fuy(Ri,7k) © Ly
= P[l](Sl(MRl ®wkR; ® 7"/€1), SQ(MRQ ® wkRy @ 7’]{72),
,St(MRt @ ’LUth @ ’I"k’t)) @ kal @ ML1
= P[’”(Sl (MRl ® wkR1 ® Tk’l)) ® masky ® wkL, ® MLy
with ML = MLy||MLs||---||ML¢, wkL = wkL;||lwkLs||---||lwkL; and the
equivalent key ek = wkR @ rk, the equivalent mask M ASK = mask ® wkL, s.t.
ek; = wkR; ® rk; and MASK,; = mask; ® wkL;.
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Now, we can use our method to recover each byte of the equivalent key and
the equivalent mask, as eky,eka,--- ,ek; and MASK;, MASK,--- , MASK;.
According to Fact.1 and Fact.2, we could iteratively calculate each of mask; by
all parts of ek. More precisely, mask; is calculated by P[’l] (S1(MRy ® eky)) @
Py (S1(MRy @eky), So(MRy®eky), - -, Sy(MR; Deky)) due to Equation.8, and
mask; (j € [2,t]) is calculated similarly. Then the value of wkL; could be also
iteratively calculated by wkL; = MASK; ® mask;. The right half of the pre-
whitening key wkR and the first round key can be recovered in a similar way
at the second round. And the post-whitening key can also be revealed from the
decryption direction analogously. Instead of offering strong DPA resistance, the
key whitening layer has now become a new vulnerability in our method, since
the revealed whitening keys, which normally contain (partial) information of the
master key, often largely simplify the recovery process of the master key.

3.4 The Attack Procedures of Our Method

Our method is effective against any round of Feistel-SP ciphers with loop hard-
ware implementations. When the target is the first round, we can enumerate all
related bits of the plaintext corresponding to the targeted input byte of the first
round and fix other non-related bits. In the case of the subsequent rounds, the
plaintext set is usually generated by adaptive chosen message method, through
running the inversion of encrypted operation with the known previous round
keys and the expected input of the targeted round. Fortunately, the whiten-
ing keys, which have become new vulnerabilities for many practical ciphers, are
usually used before the first round or after the last round. Thus, our method
performed only in the first or last round is sufficient to recover the master key
in most cases.

For the sake of simplicity, the specific procedures of our chosen message pow-
er analysis method performed on the first round are as follows, while the specific
procedures to attack other rounds are similar. Also notice that attacking the last
few round requires chosen ciphertext set.

Step 1. Establish the Chosen Plaintext Set. The first step of our method
is to establish the chosen plaintext set. The plaintext set needs to enumerate all
attack values of the target bytes, e.g. M Ry and fix other bytes to constants.
Step2. Measure the Power Consumption. The second step of our method
is to measure the power consumption of the Feistel-SP loop hardware implemen-
tation. For each of these encryption runs, the plaintext should be one element
from the chosen plaintext set.

Step3. Analyze the Power Traces. The third step of our method is to ana-
lyze the power traces measured in Step2. The analysis strategy would be DPA or
CPA, to reveal the corresponding part of the equivalent key and the equivalent
mask, e.g. ek; and MASK;.

Step4. Reveal the Equivalent Key and Equivalent Mask Values. The
next step of our method is to reveal the equivalent key and the equivalent mask
values, e.g. ek and M ASK, by repeating Stepl ~ 3.

Step5. Calculate the Key Value. After deriving the equivalent key and the
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equivalent mask values, the round key or whitening key values would be calcu-
lated by the equivalent key and the equivalent mask.

4 Applications

We apply these techniques to two typical Feistel-SP ciphers, CLEFTA-128 and
Camellia-128, to verify the effectiveness of our method. We implement both
ciphers with the loop architecture on a Virtex-5 Xilinx FPGA on SASEBO-GII
board. Pearson Correlation Coefficient based Power Analysis (CPA) is applied
during the security analysis. The aim is to recover the master keys in CLEFIA-
128 and Camellia-128, and the master keys are recovered as expected in both
experiments, thus manifesting the correctness of our approach.

4.1 Application to CLEFTA-128

CLEFIA adopts 4-branch Type-2 Feistel network but uses two different diffusion
matrices for the diffusion switching mechanism. It has the key whitening layer
and only half of the plaintext blocks are XORed with the whitening key. Our
aim is to reveal the master keys through the recovery of the whitening keys.

Hereafter we use the notations P; and C; for CLEFIA-128 to represent the
plaintext and ciphertext in the j** branch, X]i to represent the state in the j*"
branch immediately after the round operation in round ¢, X;.) to represent the
output of the key whitening layer before the first round. We use the notations
Fo, F1, Sy, S1, My, and M; to further distinguish the different round functions
of CLEFIA-128. The subscript [n] indicates the n‘" byte of the state.

To reveal the master key K of CLEFIA-128, we focus on the whitening key. As
shown in Fig.1, the four 32-bit whitening keys wkg, wki, wke, wks are generated
from K. These whitening keys are defined as wko||wki ||wksz||wks = K. Thus, we
do not need to calculate the inverse transformation of CLEFIA key schedule to
reveal K, if we get the whitening key value. There are two key whitening layers
in CLEFTA-128, the pre-whitening before the first round and the post-whitening
after the last round. Hence, our attack target is the first round and the last round
of CLEFTA-128.

In order to recover both the pre-whitening and the post-whitening keys, the
attack should be conducted in both the encryption and the decryption direc-
tions gradually. However, since the encryption and decryption of CLEFIA follow
similar procedures and Fy and F; are almost equivalent from the perspective
of DPA, the attack procedures for recovering the whitening keys are almost
identical. Thus we only describe the detailed process to recover wky.

The whitening key wky is only XORed with 32-bit plaintext block P;, and
rko is the round key. According to the specification in section 2.2 and Equation.1,
the 32-bit output X} is described by

Xg = Fo(X),rke) @ XY
= MO(S()(P07[1] &) Tko,[l]), St (Po,[g] @ Tkm[g]),
5 S1(Po,ja) @ Tko,4))) © wko © Pr. 9)
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Focusing on the first byte of X¢, Equation.9 could be rewritten as

X&,[l] - SO(P07[1] D Tk07[1]) D maskL[l] ) ’LU]C07[1] o) P17[1]
= SO(PO,[I] S Tk'O,[l]) ® MASKI,[I] S Pl,[l]- (10)

Where maskl[l] iS generated bY Sl (PQ[Q]@T’]CQ[Q]), So(P07[3] @7‘]{30[73]), and Sl (P07[4]@
rk07[4]), and M ASK; is defined as M ASK; = maski1 ® wky.

Therefore, the procedures of our approach against CLEFIA-128 are as fol-
lows:
Stepl. Establish the Chosen Plaintext Set. The first step of our approach
is to enumerate all possible values of the target byte Fy 1}, and fix other bytes
of the plaintext to a randomly chosen constant. For the sake of simplicity, the
other bytes are fixed to zero. The chosen plaintext set is shown in Table.1.

Table 1. The chosen plaintext set of CLEFIA-128 to analyze rko 1

Test Vector Number Test Vector Value
Veco 0200000000-00000000-00000000-00000000
Vecy 0201000000-00000000-00000000-00000000
Veca 0202000000_00000000_00000000_00000000
Vecass 02 F F'000000_00000000_00000000_00000000

Step2. Measure the Power Consumption. The second step of our approach
is to measure the first round power consumption of the CLEFIA-128 loop FPGA
implementation. For each of these encryption runs, the plaintext should be one
element from the chosen plaintext set.

Step3. Analyze the Power Traces. The third step of our approach is to an-
alyze the power traces measured in Step2. The analysis strategy would be CPA,
to reveal the first byte of the round key rkq 1) and the first byte of the equivalent
mask MASK, ).

Step4. Reveal the Round Key and Equivalent Mask Values. The next
step of our approach is to reveal each byte of the round key rkq 2], 7ko,[3), and
7ko,[4), and the equivalent mask MASK, o), MASK, |3, and MASK, |4, by
repeating Stepl ~ 3.

Step5. Calculate the Pre-Whitening Key wky. After deriving the round
key and the equivalent mask values, the values of the corresponding fixed mask
bytes masky (1), mask [2), mask (3], and mask; [4), would be calculated by the
round key rkq. Then the first half of pre-whitening key block wkg, can be easily
derived with the equation wky = mask; & MASK;.

Step 6. Calculate the Pre-Whitening Key wk;. The next step of our ap-
proach is to reveal the other half of pre-whitening key wky. It can be easily done
by analyzing the F-function Fj in the first round with similar procedures from
Stepl to Step5.

Step 7. Calculate the Post-Whitening Key Values. The next step of our
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approach is to reveal the post-whitening keys wko and wks, by chosen ciphertext
power analysis similarly repeating Stepl ~ 6.

Step 8. Calculate the Master Key K. After deriving all the whitening keys,
the master key K can be easily derived since K = wkol||wk; ||wks||wks.

The Positive Peak ~.
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x10°
(b)

x10*

Fig. 6. Correlation traces in different hypothesis and different number of measurements

We preset the master key K as four consecutive 32-bit words denoted in hex
form, FFEEDDCC-BBAA9988-77665544-33221100, in our FPGA implementation
with the loop architecture. Thus, it is obvious that wkg = FFEEDDCC and rkq =
F3E6CEF9. We demonstrate the attack result of the first Sbox (i.e. rkq ;) and
MASK;, [1)) as an example. In Fig.6(a), there are two max points F3D4 and F32B
whose correlation coefficients are 0.0743 and —0.0743 respectively. According to
the knowledge of the FPGA platform, the power consumption of the FPGA
platform has a negative correlation with the Hamming distance power model.
Thus, F32B is the attack result (i.e. rko 1) = F3 and M ASK, 1) = 2B), which is
revealed within 10000 power traces as shown in Fig.6(b).

We repeat the above procedure 3 times, and all bytes of rkg and M ASK;
are revealed as rkg = F3E6CEF9 and M ASK; = 2BF18258. Thus, the value of
mask, is D41F5F94, which is calculated by the round key rkg. And the wkq is
FFEEDDCC, calculated by mask; & M ASK;. The remaining parts of whitening
keys are calculated by similar way. Now, we calculate K is FFEEDDCC-BBAA9988-
77665544-33221100, which is identical with the preset master key.

4.2 Application to Camellia-128

Camellia is a Feistel-SP cipher but its P-layer does not satisfy the maximum
branch number. It has the key whitening layer and the whole plaintext is XORed
with the whitening key. Our aim is to reveal the master keys through the recovery
of the whitening keys.

We use the notations L; and R; for Camellia-128 to represent the state im-
mediately after the round operation in the i*" round, especially Ly and Rg to
represent the output of the whitening layer before the first round, respectively.
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We use the notations PL and PR to differentiate the left and right of plaintext,
and S1, So, S3, Sy, and M to further distinguish the different Sboxes and diffu-
sion operation of Camellia-128. The subscript [n] indicates the n'* byte of the
state.

To reveal the master key K of Camellia-128, we focus on two 64-bit pre-
whitening key wk; and wksy, which are defined as wk;||wks = K. We do not
need to calculate the inverse transformation of Camellia key schedule to reveal
K, if we get the whitening key value. The two whitening keys are XORed with
two plaintext blocks PL and PR respectively, before the first round. Hence, our
attack target is the first two rounds of Camellia-128.

Now, we show how to recover the whitening keys wky and wko by attacking
the round function F' of the first two rounds. The whitening keys wk; and wk,
are parallel XORed with two 64-bit plaintext blocks PL and PR respectively,
and rk; is the round key as shown in Fig.3 . According to the specification in
section 2.3 and Equation.1, the 64-bit output L; is described by

L1 = F(Lo, ’I"k‘l) 5% RO
M(Sl(PL[l] D Wkl,[l] D rkl,[l]); SQ(PL[2] D wkl,[2] D T’kL[l]),
,Sl(PL[g] @wk’l,[g] @T‘k’lj[g]))@wkg@PR. (11)

Focusing on the first byte of Ly, Equation.11 could be rewritten as

Ll,[l] = Sl(PL[l] D ka[l] D rkl,[l]) (&) masklv[l] (&) ka,[l] (&) PR[l]
= Sl(PL[l] 57 6/@17[1]) &5) MASKL[l] D PRm. (12)

where ek is defined as ek1 = wky @ rki, mask, 1) is generated by SQ(PL[Q] &)
eky 2]y, S3(PLi3) ® eky [3)), -+, S1(PLig) @ eky js)) and M ASK, is described by
MASK, = maski; ® wks.

In similar way, the 64-bit output L is described by

L2 = F(Ll, 7’]{12) S R1

M(S1(Ly,1) © rka 1), S2(La [2) © 7k2,127),
o S1(Ly g D rkyg))) © wky © PL. (13)

Focusing on the first byte of Ly, Equation.13 would be described by

Lg’m =5 (Ll,[l] D ’I“kg’[l]) D maskg’m S5 wkl’m S5 PL[l]
= Sl(Ll,[l] D er,[l]) D MASKQ’[l] (&) PL[l]. (14)

where mask 11 is generated by Sa(Ly j9)®rks,[2]), S3(L1,13)®rka,[3)), - -, S1(L1,15)P
T‘kg)[g]) and M ASK, is defined as M ASKy = masks ® wk;.

Therefore, the steps of our approach against Camellia-128 are as follows:
Stepl. Establish the Chosen Plaintext Set. The first step of our approach
is to enumerate all possible values of the target byte PL(;}, and fix other bytes of
plaintext P to a randomly chosen constant. For the sake of simplicity, the other
bytes are fixed to zero. The chosen plaintext set is shown in Table.2.
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Table 2. The chosen plaintext set of Camellia-128 to analyze ek [1]

Test Vector Number Test Vector Value
Veco 0200000000_00000000_.00000000_00000000
Vecy 0201000000-00000000-00000000-00000000
Vecs 0202000000_00000000_00000000_00000000
Vecass 0z F"F000000-00000000-00000000-00000000

Step2. Measure the Power Consumption. The second step of our approach
is to measure the first round power consumption of the Camellia-128 loop FPGA
implementation. For each of these encryption runs,the plaintext should be one
element from the chosen plaintext set.

Step3. Analyze the Power Traces. The third step of our approach is to
analyze the power traces measured in Step2. The analysis strategy would be
CPA, to reveal the first byte of the equivalent key ek ;) and the first byte of
the equivalent mask M ASK, ).

Step4. Reveal the Round Key and Equivalent Mask Values. The next
step of our approach is to reveal each byte of the equivalent key ek j9), eky (3], ---,
and ek (g}, and the equivalent mask M ASK, [5), MASK 3], ..., and M ASK; [g],
by repeating Stepl ~ 3.

Step5. Calculate the Pre-Whitening Key wks. After deriving the equiva-
lent key and the equivalent mask values, the values of corresponding fixed mask
bytes mask 1), masky ), ..., and mask; g, would be calculated by the equiva-
lent key ek;. Then the half of pre-whitening key wks, can be easily derived with
the equation wke = mask; ® MASK;.

Step 6. Calculate the Pre-Whitening Key wk;. The next step of our ap-
proach is to reveal the other half of pre-whitening key wk;y. It can be easily done
by analyzing the F-function F' in the first round with similar procedures from
Stepl to Step5.

Step 7. Calculate the Master Key K. After deriving wk; and wkso, the
master key K can be easily derived since K = wky||wks.

We preset the master key K as four consecutive 32-bit words denoted in hex
form, 01234567-89ABCDEF-FEDCBA98-76543210, in our FPGA implementation
with the loop architecture. Thus, it is obvious that wks = FEDCBA98-76543210.
We demonstrate the attack result of the fourth Sbox (i.e. eky 4y and MASK, [4))
as an example. In Fig.7(a), there are two max points B233 and B2CC whose cor-
relation coefficients are 0.075 and —0.075 respectively. According to the neg-
ative correlation between the power consumption of the FPGA platform and
the Hamming distance power model, B2CC is the attack result (i.e. eky4) = B2
and M ASK, 4) = CC), which is revealed within 10000 power traces as shown in
Fig.7(b).

We repeat the above procedure 7 times, and all bytes of ek; and M ASK;
are revealed as ek; = AF5286B2-D20D72F2 and M ASK; = F90216CC-D928E312.
Thus, the value of mask; is 07DEAC54-8D5EF320, which is calculated by the round
key eki. And the wky is FEDCBA98-76543210, calculated by mask; @ MASK;.
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Fig. 7. Correlation traces in different hypothesis and different number of measurements

The wk; are calculated by the similar way with fixing PL and enumerating PR
byte by byte. Now, we calculate K is 01234567-89ABCDEF-FEDCBA98-76543210,
which is identical with the preset master key.

5 Conclusion and Discussion

In this paper, we propose a practical chosen message power analysis method
on Feistel-SP ciphers with loop hardware implementations. We then apply our
method to CLEFIA-128 and Camellia-128, and the master keys are recovered
as expected. Interestingly, we also find that the whitening key become a new
vulnerability in our method. Following the results presented in this work, several
problems which are worth further investigations emerge:

— Optimizations. The first natural question emerges is whether our method
can be further optimized. One possible direction of improvement is taking
advantage of the strategy proposed in [8, 18] to discriminate the correct hy-
pothesis from the key candidates in a more efficient way, when launching
attack against a specific 8-bit subkey in our approach. Other potential opti-
mizations are also possible directions for future research.

— Countermeasures. Next to optimality, another important question is to
determine the countermeasures against such attack. Our method is suitable
for the unprotected loop hardware implementations. Several common coun-
termeasures on the compact architecture [5,6,9,10], can be considered to
apply to the loop architecture in order to resist our approach, while the
resource consumption will have a corresponding increase. Thus, a trade-off
between performance and security should be considered by the vendor.
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