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Abstract

Many cryptographic schemes have been established based on the
hardness of lattice problems. For the asymptotic efficiency, ideal lat-
tices in the ring of cyclotomic integers are suggested to be used in most
such schemes. On the other hand in computational algebraic number
theory one of the main problem is the principal ideal problem (PIP).
Its goal is to find a generator of any principal ideal in the ring of alge-
braic integers in any number field. In this paper we give a polynomial
time reduction from approximate shortest lattice vector problem for
principal ideal lattices to their PIP’s in cyclotomic integer rings of ex-
tension degrees φ(n) = 2k−1, k = 2, 3, . . .. Thus if a polynomial time
quantum algorithm for PIP of arbitrary number fields could be pro-
posed, this would implies that approximate SVP problem for principal
ideal lattices within a polynomial factor in this kind cyclotomic integer
rings can be solved by a polynomial time quantum algorithm.

1 Introduction

A lattice L is a discrete subgroup in Rn generated by several linear inde-
pendent vectors b1, . . . ,bm over the ring of integers, where m ≤ n L :=
{a1b1 + · · · + ambm : a1 ∈ Z, . . . , am ∈ Z}. The volume vol(L) of this
lattice is

√
det(B ·Bτ ), where B := (bij) is the m × n generator matrix of
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this lattice, where bi = (bi1, . . . , bin) ∈ Rn, i = 1, · · · ,m, are the base of
this lattice. The length of the shortest non-zero lattice vector is denoted
by λ1(L). The famous shortest vector problem (SVP) is: given a Z basis
of an arbitrary lattice L to find a lattice vector with length λ1(L). The
approximate SVP is to find some lattice vectors of length within f(n)λ1(L)
where f(n) is some approximate factor ([18]). A breakthrough result of
M. Ajtai [1] showed that SVP is NP-hard under the randomized reduction.
Another breakthrough by Micciancio proved that approximate SVP with-
in some constant factor is NP-hard under the randomized reduction ([17]).
For the latest development we refer to Khot [14]. It has been proved that
approximate SVP within a quasi-polynomial factor is NP-hard under the
randomized reduction.

Because lattice-based cryptography has been very active in recent years,
some spacial structured lattices such as ideal lattices have been used for
example in Gentry’s fully homomorphic encryption scheme [11], collision-
resistant hash functions [19] and multi-linear maps [12]. In particular prin-
cipal ideal lattices in cyclotomic integer rings have been considered suitable
for efficient implementation. Lattice based cryptography has been consid-
ered suitable for post-quantum cryptography because of the belief that there
is no polynomial time quantum algorithm for approximate SVP problem
(conjecture 1.2 in [19] and [11, 12, 15, 16, 18, 21, 22]).

Let ξn be a primitive n-th root of unity, the n-th cyclotomic polyno-
mial Φn is defined as

∏n
j=1,gcd(j,n)=1(x − ξjn). This is a monic irreducible

polynomial in Z[x] of degree φ(n), where φ is the Euler function. The n-
th cyclotomic field is Q(ξn) = Q[x]/(Φn(x)) and the ring of integers in
Q(ξn) is exactly Z[ξn] = Z[x]/(Φn(x)) (see [8, 23]). For example when

n = 2k, the n-th cyclotomic polynomial is Φ2k(x) = x2
k−1

+ 1. When n = p
is an odd prime Φp(x) = xp−1 + xp−2 + · · · + x + 1 and when n = pk,

Φpk(x) = Φp(x
pk−1

) = (xp
k−1

)p−1 + · · ·+ xp
k−1

+ 1. Interestingly there have
been many works on the forms of cyclotomic polynomials (see [20, 23]).

Let K be an algebraic number field and OK is its ring of integers, it
is well-known there is a positive definite inner product on the lattice OK

defined by < u, v >= trK/Q(uv∗) where v∗ is its complex conjugate (see [8,

15]). Sometimes we use ||u||tr to represent trK/Q(uu∗)1/2. Generally || · || is
the ordinary Euclidean norm of coordinates with respect to some base and
< u, v >Euclid is the ordinary Euclidean inner product.
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For an ideal I ⊂ OK if we can find one generator g, this ideal is called a
principal ideal generated by g. The following principal ideal problem is one
of the main problems in computational algebraic number theory.

Principal Ideal Problem. Given a Z-basis of a principle ideal I, find
one generator of this principal ideal.

In this paper we will show the following result.

Main Result. There exist a fixed positive integer c and a positive con-
stant C not depending on n = 2k such that for cyclotomic integer rings
Z[ξn] = Z[x]/(Φn(x)) where n = 2k, k = 2, 3, . . ., if a generator of an arb-
trary principal ideal I ⊂ Z[ξn] has been found, then we can find a lattice
vector v ∈ I of length within Cdcλ1(I) by using at most d3 operations in R.
Here d = φ(n) = 2k−1 is the degree of the extension.

The PIP problem has been studied by many authors and we refer to [2,
3 , 4, 5, 6, 9, 13] for the latest development. A possible polynomial time
quantum algorithm to solve the PIP for all algebraic number fields have been
worked by some authors. Combining with our reduction this would implies
that approximate SVP for principal ideal lattices in some cyclotomic integer
rings within a polynomial factor is easy in quantum computing setting.

2 Short lattice vectors

The following proposition is useful in this paper.

Proposition 2.1. If x ∈ I ⊂ Z[ξn] is an element of an ideal I in the
ring of n-th cyclotomic integers. Then (vol(I))1/d ≤ ||(x||tr. Here d = φ(n)
is the degree of the degree of Φn. In particular (vol(I))1/d ≤ λ1(I).

Proof. It is clear trQ(ξn)/Q(gg∗) = trQ(ξn)/Q(gξtng
∗(ξtn)∗) = trQ(ξn)/Q(gg∗ξtn(ξtn)∗).

Thus g,gξn, . . . ,gξ
d−1
n span a (full-rank) sub-lattice in I and

∏d−1
t=0 ||gξt||tr =

||g||dtr ≥ vol(I). The conclusion follows directly.

In the case of n = 2k, Let g = g0 + g1ξn + · · · + gd−1ξ
d−1
n ∈ Z[ξn] be a

fixed cyclotomic integer, then the Gram matrix of the principal ideal lattice
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I generated by g is 2k−1GRg ·GRg
τ , where GRg is the following matrix.

Here τ is the transposition and d = 2k−1.


g0 g1 g2 · · · gd−2 gd−1
−gd−1 g0 g1 · · · gd−3 gd−2
· · · · · · · · · · · · · · · · · ·
−g1 −g2 −g3 · · · −gd−1 g0


Then the key problem is to lower bound

detGRg

(||g||)d . The following Propo-

sition 2.2 and 2.3 can be proved by a direct computation.

Proposition 2.2. For any f = f0+f1ξn+· · ·+fd−1ξd−1n ∈ Z[ξn], the co-
efficients of gf = u0+u1ξn+· · ·+ud−1ξd−1n is of the form (u0, u1, . . . , ud−1) =
Ag · f , where f = (f0, f1, . . . , fd−1)

τ and Ag is the following matrix.


g0 −gd−1 −gd−2 · · · −g2 −g1
· · · · · · · · · · · · · · · · · ·
gd−2 gd−3 gd−4 · · · g0 −gd−1
gd−1 gd−2 gd−3 · · · g1 g0


.

Proposition 2.3. The d eigenvalues of this matrix GRg is of the form

(g0 + g1ξ
t
n + · · ·+ gd−1ξ

t(d−1)
n ) with the eigenvector (1, ξtn, . . . , ξ

t(d−1)
n ), where

t are 2k−1 odd integers 1, 3, . . . , 2k−1 − 1. The d eigenvalues of this ma-

trix Ag is of the form (gd−1 + gd−2ξ
t
n + · · ·+ g0ξ

t(d−1)
n ) with the eigenvector

(1, ξtn, . . . , ξ
t(d−1)
n ), where t are 2k−1 odd integers 1, 3, . . . , 2k−1 − 1.

We note the d = 2k−1 eigenvectors (1, ξtn, . . . , ξ
t(d−1)
n ), where t are 2k−1

odd integers 1, 3, . . . , 2k−1 − 1, are orthogonal in Euclidean inner products,
since ξ2

2k
is a 2k−1-th root of unity.

Proposition 2.4. The matrix GRgf
τ of the element gf is of the form

Ag · F where F is the following matrix. It is actually the matrix Af .


f0 −fd−1 −fd−2 · · · −f2 −f1
· · · · · · · · · · · · · · · · · ·
fd−2 fd−3 fd−4 · · · f0 −fd−1
fd−1 fd−2 fd−3 · · · f1 f0
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.

Proof. From Proposition 2.2 and a direct computation.

We denote Re(1, ξtn, . . . , ξ
t(d−1)
n ) and Im(1, ξtn, . . . , ξ

t(d−1)
n ) the real and

the imaginary part of the vector (1, ξtn, . . . , ξ
t(d−1)
n ), that is, (1, ξtn, . . . , ξ

t(d−1)
n ) =

Re(1, ξtn, . . . , ξ
t(d−1)
n ) + iIm(1, ξtn, . . . , ξ

t(d−1)
n ), Re(1, ξtn, . . . , ξ

t(d−1)
n ) ∈ Rd,

Im(1, ξtn, . . . , ξ
t(d−1)
n ) ∈ Rd. Then we have the following relation.

Proposition 2.5. Suppose t is an odd number. Then the two vectors

Re(1, ξtn, . . . , ξ
t(d−1)
n ) and Im(1, ξtn, . . . , ξ

t(d−1)
n ) are orthogonal under the Eu-

clidean inner product. The Euclidean norm of these two vectors are 2k−1+1
2

and 2k−1−1
2 .

Proof. Re(1, ξtn, . . . , ξ
t(d−1)
n ) = (1, cos(2tπ

2k
), . . . , cos((2t(2

k−1−1)π
2k

)) and

Im(1, ξtn, . . . , ξ
t(d−1)
n ) = (0, sin(2tπ

2k
), . . . , sin(2t(2

k−1−1)π
2k

)). It is clear cos(2tjπ
2k

)·
sin(2tjπ

2k
) = 1

2 sin( 2tjπ
2k−1 ). Then the inner product of these two vectors is

Σ2k−1−1
j=1

1
2 sin( 2tjπ

2k−1 ). It is the imaginary part of the complex number 1
2Σ2k−1−1

j=0 ξt
2k−1 ,

which is zero. Here ξ2k−1 is a 2k−1-th primitive root of the unity.

From the relation cos(2tπ
2k

) = sin(2
k−1π
2k
− 2tπ

2k
) and sin(−2tjπ

2k
) = sin(tπ −

2tjπ
2k

) = sin( (2
k−1−j)2tπ

2k
), we have the Euclidean norms of the two vectors

(0, cos(2tπ
2k

), . . . , cos((2t(2
k−1−1)π
2k

)) and (0, sin(2tπ
2k

), . . . , sin(2t(2
k−1−1)π
2k

)) are
the same. The second conclusion follows directly.

From proposition 2.3 we only need to check the least value of |(g0 +

g1ξ
t
n + · · · + gd−1ξ

t(d−1)
n )|. This is an inner product of (g0, . . . , gd−1) ∈ Zd

with a vector (1, ξtn, . . . , ξ
t(d−1)
n )

Corollary 2.1. If there exist a positive constant C not depending on d
and a function M of d, such that the absolute values of the Euclidean inner
products of g = (g0, g1, . . . , gd−1) with the above d orthogonal vectors with

length 2k−1 is lower bounded by C2k−1||g||
M . Then ||g||tr ≤ CMλ1(I). In par-

ticular, if we can find a polynomial function f(d) = M , then g is a ”short”
generator.

From Corollary 2.1 we know that a generator of a principal ideal I which
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is ”far” from the above orthogonal vectors is a ”short” generator.

3 Reduction

The following Proposition 3.1 is a direct consequence of Proposition 2.4.

Proposition 3.1. We have
det(GRgf )

(||gf ||||)d =
det(Ag)
(||g||)d ·

(||g||)d·(||f ||)d
(||gf ||)d · det(F)

(||f ||)d .

Here ||gf || = ||Ag · f ||.

Then |det(Ag)
(||g||)d | =

∏
t=odd(|

(gd−1+gd−2ξ
t
n+···+g0ξ

t(d−1)
n )

||g|| | = dd·
∏
t=odd | cos θt| ≥

(d| cos θ0|)d, where θt is the angle between the vector (gd−1, . . . , g0) and

(1, ξtn, . . . , ξ
t(d−1)
n ). Set θt0 to be the angle such that | cos θt| is the smallest

one among | cos θ1|, | cos θ3|, . . . , | cos θ2k−1|.

The main idea of reduction is as follows. Since (||g||)d·(||f ||)d
(||gf ||)d = (||g||)d·(||f ||)d

(||Ag·f ||)d ,

if we take the vector f ∈ Zd which is very close to the real line spanned by the

vector Re(1, ξt0n , . . . , ξ
(d−1)t0
n ), then Ag ·f is very close to the real line spanned

by the vector Re(gd−1 + gd−2ξ
t0
n + · · · + g0ξ

t0(d−1)
n )Re(1, ξt0n , . . . , ξ

(d−1)t0
n ) −

Im(gd−1+gd−2ξ
t0
n +· · ·+g0ξt0(d−1)n )Im(1, ξt0n , . . . , ξ

(d−1)t0
n ), since (1, ξt0n , . . . , ξ

(d−1)t0
n )

is an eigenvector of Ag. Then |det(Agf)
||g||·||f || | is very close to |det(AgRe(1,ξ

t0
n ,...,ξ

(d−1)t0
n )

||g||·||Re(1,ξt0n ,...,ξ
(d−1)t0
n )||

|

which satisfies |det(AgRe(1,ξ
t0
n ,...,ξ

(d−1)t0
n )

||g||·||Re(1,ξt0n ,...,ξ
(d−1)t0
n )||

| ≤ 2| cos θ0| from Proposition 2.5. If

we can take f as a fixed degree polynomial (of d) vector then the reduction
can be done.

Since

cosx = 1− x2

2!
+
x4

4!
− x6

6!
+ · · ·+

holds when |x| <∞. On the other hand limn−→∞
xn

n! = 0 for fixed |x| ≤ 2π.
Thus the coordinates of the the following vector

Re(1, ξt0n , . . . , ξ
(d−1)t0
n ) = (1, cos

2t0π

2k
, cos

4t0π

2k
, . . . , cos

2t0(2
k−1 − 1)π

2k
)

can be approximated by fixed degree polynomial functions with rational
coefficients. The real line spanned by this vector can be approximated by
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vectors with fixed degree polynomial coordinates with integer coefficients.
Then we have the following result.

Proposition 3.2. There exists a fixed positive integer c such that we
have vector f = (f0, f1, . . . , fd−1) with coordinates fi ∈ Z[x] and deg(fi) ≤ c
satisfying

| det(Agf)

||g|| · (||f ||
| ≤ 3| cos θ0|

.

Because the computation of θ0 and t0 and the approximation in Propo-
sition 3.2 can be done with in d3 operations in R, the main result is proved.
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