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Abstract. A method of generating coset representatives of PG Ly (Fg)
in PGL2(F,2) is presented, which has applications in solving discrete
logarithms and finding primitive elements in finite fields of small char-
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1 Introduction

The discrete logarithm problem (DLP) over finite fields underpins the security
of many cryptographic systems. Since 2013, dramatic progresses have been made
to solve the DLP when the characteristic is small. Particularly, for a finite field
Fyn, Joux [3] proposed the first algorithm with heuristic running time at most
qn1/4+o(1)

. Subsequently, Barbulescu, Gaudry, Joux and Thomé[1] proposed the
first algorithm with heuristic quasi-polynomial running time ¢(°8 ORS ™ [4],
these algorithms are coined as Frobenius representation algorithms. One key
component of algorithms in [3] and [1] is the relation generation, which requires
enumerating the cosets of PG Ly(F,) in PGLy(F,a), where d is a small integer,
e.g. d = 2 [3]. Huang and Narayanan [2] have applied Joux’s relation generation
method for finding primitive elements of finite fields of small characteristic.

Recall that for a given finite field F,, the projective general linear group
PGLy(F,) = GLy(F,)/E, where E is the subgroup of GLy(F,) consisting of
non-zero scalar matrices. Following the notion in [1], we denote P, as a set of
the right cosets of PG Ly(FF,) in PGL3(F,2), namely,

Py = {PGLy(F)t|t € PGLy(F2)}.

Note that the cardinality of P, is ¢® +¢. It was shown in [1] that the matrices in
the same right coset produce the same relation. In [3], Joux suggested two ways to



generate relations: the first is to investigate the structure of cosets of PG L4 (FF,)
in PGL3(F,2), and the second is to use hash values to remove duplicate relations.
The second approach needs to enumerate the elements in PG Ly(F,2) that has
cardinality about ¢%. And to the best of our knowledge, there is no published
result on the first approach.

1.1 Owur result

In this work, we give an almost complete characterization of P,. The case of
determining left cosets is similar. Our main result is the following:

Theorem 1 There exists a deterministic algorithm that runs in time O(q®) and
computes a set S € PGLy(F,2) such that

1 |S| < +2¢>—q+2;
2. Py = {PGLy(F)t|t € S}.

Here we follow the convention that uses the notation O(f(q)) to stand for

O(f(q) log®W) f(q@)). Note that the time complexity of our algorithm is close to
optimal, since the P, has size ¢° + q.

2 A Preliminary Classification

We deduce our main result by two steps. Firstly, we describe a preliminary
classification. Then, we deal with the dominating case. In this section, the main
technical tool we use is the fact that the following operations on a matrix over
[F,2 will not change the membership in a right coset of PGLy(F,) in PGLo(F2):

— Multiply the matrix by an element in Fzz;

— Multiply a row by an element in Fg;

— Add a multiple of one row with an element in Fy into another row;
— Swap two rows.

Proposition 1. Let g be an element in Fp2 \ F,. Each right coset of PGLy(F,)
in PGLo(Fy2) is equal to PGLy(Fq)t, where t is one of the following four types:

1b
(1) (c 1), where b,c € Fp2 \ Fy,be # 1.
a (0

(ot
i)
(

>, where by, dy € Fy, by #ds.

gd
1
Sd),whereceFZQ,dGqu.
10 %
(1V) cd , where ¢ € Fgz,d € Frs.
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If any of a, b, c,d is zero, then we divide them by the other non-zero element in
the same row, and swap rows if necessary, we will find a representative of type
(ITII) or (IV). So we may assume that none of the entries are zero. Dividing the
whole matrix by a, we can assume a = 1. Consider the nonsingular matrix

1 by +bayg
c1+cegdi+dag)’
where b;, ¢;, d; € Fq for 1 <7 < 2. We distinguish the following cases. Note that

we may also assume ¢; = 0, since we can add the multiple of the first row with
—c7 into the second. We start with the matrix

< 1 bl + bgg>
c2g di + dag

be a representative of a right coset of PG Ly(F,) in PG Ly(F2).

where ¢y # 0.
Case 1. by #0
Subtracting Z—; times the first row from the second row, the matrix becomes

1 by + bag
f‘gfj + cog dy — b},fg ’

We can assume that d; — % # 0. The matrix is in the same coset with a matrix

of type (I) since we can divide the second row by d; — %, and by and co are
not zero.
Case 2. b =0

We will assume b; # 0. After subtracting (l% times the first row from the
second row, the matrix becomes

1 b1
— &+ g dag

1. If d; = 0, then the matrix can be reduced to type (II) by dividing the second
row by cs.
2. If d; # 0, adding the product of the second row with % into the first row,

we get
( iy b1+”a‘529>
d1 *

Assume dy # 0.

— 5 T C2g dag

Dividing all the entries in the matrix by g, we get

e —3rg! da

Dividing the first row by bji% and the second row by da, the matrix is reduced

1 di —1

to type (I), since % +big™" and co — g™ " are in Fga \ Fy. O



There are only O(g?) many possibilities for Case (II). Next, we simplify cases
(IIT) and (IV) further. As a conclusion, we can see that there are only O(g?) many
possibilities in Case (III) and (IV) as well.

01\ [ 0 1
cd)  \c1+cog di + dag

be one representative of a right coset of PG Lo(F,) in PGLy(Fg2), where ¢y, cz,dy,dy €
F,. Then it belongs to PGLy(F,)t, where t is of the following two types:

Proposition 2. Let

(I11-a): (2 dig)’ where dy € F.

0 1
(I1I-b): (1 a9 dzg) , where cg € Fy,do € Fy.
Proof. There are two cases to consider.

1. Assume ¢; = 0. Subtracting the second row by the first row times d; , we

get
0 1
c2g dag)”

Since cg # 0, after dividing the second row by ¢z, the matrix is reduced to
type (III-a).
2. Assume ¢; # 0. Subtracting the second row by the first row times d;, we get

0 1
c1+cagdag)”

Dividing the second row by ¢y, we get

0 1
1+ cog &2g)°

Thus the matrix is reduced to type (III-b), which completes the proof. O

Similarly, we have the following proposition.

10 1 0
cd) c1+ cag di + dag

be one representative of a right coset of PG Ly(Fy) in PGLo(Fy2). Then it belongs
to PGLy(Fy)t, where t is of the following two types:

(IV-a): ( L 0>, where ¢y € Fy.

Proposition 3. Let

C2g9 g

(IV-b): <1 0

eag 1+ d2g>’ where cg € Fg,dy € Fy.



3 The dominating case

In this section, we show how to reduce the cardinality of type (I) in Proposition
1 from O(q*) to about O(¢?), which is the main case of representative of cosets.
The following proposition shows that if

1b 10
AIZ (C 1>7A2: (Cl 1)

B—b B 1—bed 1
c—cd ¢ —¢ b—ca Y-’

are of type (I) and

then A; and A, are in the same coset. Note that the first value is in F,. Consider-
ing parameters of the above special format is inspired by the equations appeared
in [3].

Proposition 4. Fir v € F; and w € F 2. Suppose that we solve the equations

zl—x
=0
{%:;’.;q ’ 1)

y—yT w,

under conditions x,y € Fp \Fy and xy # 1 , and find two pairs of solu-
tions (b,c),(V',c), then A1 and Ay are in the same right coset of PGLo(Fy)

in PGLy(Fp2), where
1b 1Y
A1:<01)7A2:(C/ 1>

Proof. The proof consists of two steps. Firstly, we will parametrize the variety
corresponding to solutions of (z,y)’s to equations (1). Then we will deduce the
desired result.

Note that x,y are in F 2, we have 27 =z and yq2 = y. From equations (1),

it follows that
1—ay? g _ 1 — 2y

w? = ( . . .
y—y Yyt =y
So @' = 12T and y — w0 = =L Thus

whon _ @y =Dty = 1) _ (1—ay)) (1 —a%y) y—y°

(v v (29 —z)(x—27) (29 —z)(x—27) 29—

. q .
which equals (%-)7T! — 1. Besides, we have

— 74 1 — pyd qy — 1
—vy+w+wq=y(x x>+ SLA s A
y—y1 y—y? y—y1

Hence equations (1) imply the following

(y— 2+ = () — L eF,,
T =—vy+w+ wi.



Let ~ be one of the (g + 1)-th roots of (qu)q—i-l — 1. Suppose that

w? w4
c=—+G7d =—+G7,
v v

where (1, (2 are two distinct (¢ + 1)-th roots of unity, and
b= —vec+w+w! =w-—v17,

b = —vd +w+w? =w—viyy.

It follows that

1 w — U(lfy) < 1 w — 1)(27)
A = q ,A = wi .
! (u; + Cl’}/ 1 2 o + CQ’Y 1

Since A, is not singular, we deduce

. 1 ( 1 —w+ va)

A = ———— q
2 det(Ag) \—% — Gy 1
Thus,
1 (vG1y — w)(% +(27) + 1 —v(C1y — C27)
A1A2 - w?
det(As) Gy =G (vGy —w) (- + Gv) +1
_ 1 mi1 mi2

det(Az) \ma1 ma2 /)
Note that mi3 = —vmay, m11 — maa = (W? 4+ w)may. They imply that w2 eF,
and #H=22 € Fy . It remains to prove [Mb € Fy. Let § = Tt Note that

0eF, <= §=1401
< mllmgl = m‘flmgl

= mymi, €F,.

witl—y

' g+l — (wlyg+l _ 1 _ wit gt
Since y4* = (%-) 5= , we have “—— = vy9"" + 1. Hence

-
my = wiGy + v(17Gy — wley — vy

Thus

marmg; = 7" {(w? + w) = (Wl + wIi63) +v(Cy + ¢ — v(Cry + ()}

Since
QAR

w? 4+ w € Fy,wl{le + w1 (] € Fy,,

Gy + ¢y €Fy, Gy + (! € Ry,



we deduce myym3, € Fy, which implies ™2 € F, and 222 ¢ F,. Thus

21 mai
mi1
A A—l — Cl,y B C27 o1 v
12 det(Ag) \ 1 22
S PGLQ((]),

which implies that A; and A, are in the same right coset of PGLy(F,) in
PGLy(F,2). This completes the proof. O

Remark 1. Following a similar approach, it can be shown that A; and A, are
also in the same left coset of PGLy(Fy) in PGLo(F,2).

The map sending z to 291! is a group endomorphism from F;z to ;. Observe

that ()71 — 1 is in F,. If it is not zero, then

w1 w? 1

(y — T)qﬂ = (7)q+1 - (3)

has g + 1 distinct solutions in Fj2. Out of these solutions, at most two of them
satisfy (—vy + w + w9)y = 1 because the degree on y is two. All the other
solutions satisfy zy # 1.

Lemma 2 Of all the solutions of equation (8), at most two of them are in Fy.
Proof. The number of solution in F, is equal to the degree of ged(y? — y, (y —
w;’)qﬂ _ (ﬂ)qﬂ + 1), And

v

w? w 1
_ e+l 2 e+l g
O G
(gl Y _wiq _ wiq q+1 1
W= =)= () + o
(- D)y~ ) - (D) 4 1) (mod y? — )
=Y o Y " 0 v oa'y Y).
The last polynomial has degree 2. a

We observe that —vy +w +w? is in I, if and only if y is in ;. Thus we have

Corollary 3 Suppose that ¢ > 4, and (’”Tq)q“‘1 - % # 0. There must exist one
solution of equation (2) that satisfy x,y € Fp2 \Fy and xy # 1.

Remark 2. To list all coset representatives of type (I) in Proposition 1, one can
find one pair of (b,¢) € (Fp2 \ Fy) x (Fp2 \ Fy) for every (v,w) € Fj x Fp2 by
solving equations (2). Assume that ¢ > 4. In order to solve equations (2), one
can build a table indexed by elements in F7. In the entry of index a € F7, we
store 5 distinct (g + 1)-th roots of a in Fy2. The table will be built in advance,
in time at most O(q?). For given v € Fy and w € Fg2, one can find y € Fge
satisfying equation (3) and = as —vy 4+ w +w? in time logo(l) q such that zy # 1
and z,y € F2 \F since there are at most 4 such pairs from the discussion above.
Thus, determining the dominating case can be done in time O(q?’).
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Concluding remarks

We summarise our algorithm as follows.

Algorithm 1 Algorithm of generating right coset representatives of PG L4 (FF,)

in

PGLy(F,2)

Input: Finite field representation F 2 = Fy(g)
Output: A set S including all right coset representatives of PG L2(Fy) in PGL2(F2),

1:

such that |S| < ¢® +2¢® — g+ 2.

Adding elements of type (I) in Proposition 1 to S, by solving equation 1 in Propo-
sitions 4 following Remark 2;

Adding elements of type (II) in Proposition 1 to S, following Proposition 1;
Adding elements of type (III) in Proposition 1 to S, following Proposition 2;
Adding elements of type (IV) in Proposition 1 to S, following Proposition 3.
return S;

Based on the discussions above, the number of representatives of type (I),

(II), (IIT) and (IV) is no more than ¢®—q¢?, ¢ —3¢+2, ¢>+q and ¢*+q respectively,
thus the total number of representatives of all four types (counting repetitions)
is no more than ¢® + 2¢®> — ¢ + 2. From Remark 2, we can see that the time
complexity is O(q3). Hence Theorem 1 follows.
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