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Abstract. We analyse and define practical requirements in white-box
attack environment, and then propose secure and effective cryptographic
constructions combining white-box cryptography (WBC) primitive and
standard block cipher, providing security and reasonable performance.
The proposed design also delivers great effectiveness in the commercial
development of cryptographic systems, transforming the existing cryp-
tographic libraries secure in the black-box model to those secure in the
white-box model. Furthermore, the suggested architecture potentially
gives a novel direction of the design of WBC primitives.

1 Introduction

With widespread use of smartphone devices and public cloud services, crypto-
graphic primitives become increasingly implemented as software. Certain security-
critical services are provided with support of hardware security features such as
secure element or TrustZone in mobile devices or hardware security modules
in cloud. Most services, however, are implemented as software operating within
Rich OS mainly because of cost, development efficiency and the complicated
ecosystems. The cryptographic implementations are then vulnerable to a wide
variety of attacks, which include remote software attacks using mobile malware
such as root-kit as well as physical attacks.

Furthermore, we have been long discussing security issues regarding resource-
constraint devices, but, more seriously, such devices become increasingly con-
nected allowing far larger scale of attacks ever in the Internet of Things (IoT)
environment [1,2]. We thus have sufficient reasons to reconsider the design cryp-
tographic primitives to mitigate attacks against cryptographic implementations
working in unsecure environment.

Until the early 1990s the endpoints of communication channels were assumed
to be secure, and most cryptographic primitives had been designed assuming
such an Black-box model (see Figure 1 (a)) [3]. Kocher, however, introduced a
more realistic attack model, called the Gray-box model (see Figure 1 (b)) [4]. In
the suggested model, an adversary can access side channels, including execution
time, power consumption and electromagnetic radiation [5-7], which is called
the side-channel attack (SCA).

Yung and Chang suggested to reconsider the existing security model, defin-
ing Midgame attack which includes physical invasive attacks such as cold boot
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attack and memory dump [8,9]. In 2002, Chow et. al formally introduced the
white-box model (Figure 1 (c)) [10,11], assuming the capabilities of adversary
as follows. First, an adversary shares a host device operating the cryptographic
implementation under attack, having complete access to the implementation of
algorithms. Second, dynamic execution with instantiated cryptographic keys can
be observed, and internal details of cryptographic algorithms are both completely
visible and alterable at will.
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Fig. 1. Attack Models

The cryptographic construction designed to remain secure under white-box
attack, called white-box cryptography (WBC), delivers several advantages. As
software implementation, it could be easily deployed and updated across various
platforms, without requirement of hardware cost.

Our contribution: Since the existing WBC algorithms are not able to provide
reasonable performance, they were thus mainly applied to protect relatively small
size of data. For this reason, there have been approaches of improving perfor-
mance [12,13]. More specifically, they employ certain mode of operations with
both WBC version of AES and standard AES as input.

We first define reasonable requirements for WBC algorithms in terms of se-
curity and applicability considering cryptographic environment such as IoT. We
show that the previous schemes are not secure, and then propose secure and effec-
tive cryptographic constructions combining a WBC primitive and standard block
cipher as underlying primitives, assuming those underlying WBC and block ci-
pher is secure. The proposed design delivers great effectiveness in the commercial
development of cryptographic systems, transforming the existing cryptographic
libraries secure in the black-box model to those secure in the white-box model.
Furthermore, the suggested architecture potentially gives a novel direction of the
design of WBC primitives.
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2 White Box Cryptography

Since 2002, there have been several constructions of white-box cryptography
(WBC) using table-based or polynomial-based implementations. They translated
the description of the given block cipher into a series of lookup tables (Chow et al.
(10, 11], Xiao-Lai [14] and Karroumi [15]) or multivariate polynomials (Bringer
et al. [16] and Biryukov et al. [17]).

More specifically, Chow et al. [10,11] proposed a method of constructing a
WBC version of AES using large tables and encoding schemes. The basic idea is
to change several internal steps of a given algorithm into a network of large look-
up tables, where the key is embedded in the parts of tables. To hide the internal
steps of the algorithm they used encoding schemes for the input and output of
each table. Bringer et al. [16] proposed the WBC construction of AES using the
isomorphism of polynomials. They change round functions of AES into a set
of a multi-variate equations with perturbations. The perturbations and random
systems were used for the generation of a random equation set.

Table 1 lists the implementation size of the previously suggested WBC con-
struction, assuming 128-bit security level. Note that the standard AES could
be implemented within 4KB with all tables [18]. There have been attempts of
reducing the size of WBC implementations, for example, re-using S-Box tables
or internal encodings [19]. Unfortunately, however, all the previous WBC con-
structions have been cryptanalysed. [20-22] as in Table 1. The algebraic attacks
were used to successfully extract the embedded 128-bit master key with a small
work factor.

Table 1. Analysis of size and attack results

Implementation H Size Attack Results
Chow et al. [11
ow et al. [11] 753KB 222 [99]
Karroumi [15]
Xiao-Lai [14] 20MB > 232 [21,23]
Bringer et al. [16] 568MB 2'6 [24]
Biryukov et al. [17] 8MB > 2% [25]

3 Hybrid White-Box Cryptography

In this section we propose robust and efficient cryptographic constructions se-
cure in the white-box model, namely hybrid WBC (h-WBC), and discuss the
implications from both academia and industry.
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3.1 Design goals

Cryptographic primitives are designed mainly focusing on security, performance
and cost. That is, they should be resistant against defined attacks, provide
throughput reasonable in applied environment, and also minimize cost involved
in development.

We first discuss on practical approaches regarding the adversarial capabili-
ties in the white-box model. In the cryptographic perspective, it would not be
reasonable assumption that an adversary has an access to the cryptographic
operation environment at any time. Any cryptographic implementations would
be of no use against such an attack, where an adversary may observe memory
buffer for decryption rather than trying to recover cryptographic keys, for ex-
ample. We may instead assume that an adversary would attempt a relatively
expensive white-box attack once and exploit the obtained information to launch
less expensive black-box attacks.

The above assumption, in particular, is well suited in IoT environment. IoT
devices are usually manufactured in production line simply assembling flash
memories with the same binary programmed including cryptographic keys, i.e.
the same cryptographic keys are shared across multiple devices. This is because
it would be quite expensive to embed separate keys into each devices either in
production lines or by consumers; additional key-embedding process and related
key management, as well as adding UX layers to IoT devices, generally require
considerable cost. In such an IoT environment, for instance, an adversary may
implement the white-box attack for a single device, and try to compromise whole
system using the obtained key or any critical information using the capabilities
from the conventional black-box model. To sum up, cryptographic constructions
need to be designed to minimise the damage from one-time compromise. That
is, any compromised information should not give any additional advantage to an
adversary in the subsequent black-box attack model.

Previously suggested WBC constructions are 12-55 times slower than the
standard AES [11,26]. WBC primitives thus have been used to protect rela-
tively small size of data such as data encryption keys. For this reason, in the
architecture of DRM service, for example, a content encryption key (CEK) are
typically encrypted using a WBC primitive. We note that such security-critical
CEK is eventually exposed in memory', and such a cracked key could be used for
illegal distribution of contents. It would be desirable to construct cryptographic
architecture to deliver reasonable performance whenever possible.

Lastly, but most importantly, the architecture should be designed to minimise
the modification of the existing development or manufacturing process related to
cryptographic implementations. Interestingly, it could be most important factor
for commercial adoption in reality. Industry believes that security is essential,
but often regard its implementation as an additional cost.

We now define the design goals of the proposed architecture as follows.

1 Of course, various obfuscation tools are used for protection.
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1. Security. It should minimise the damage from one-time compromise. That is,
any compromised information in the white-box attack should not give any
additional advantage to an adversary in the subsequent attacks in black-box
model.

2. Performance. It should be securely protect an arbitrary size of data, provid-
ing reasonable performance.

3. Cost. It should be designed to minimise the modification of the existing
development or manufacturing process related to cryptographic implemen-
tations.

3.2 Related work

In order to achieve the goals defined in the previous section, there have been
approaches, so-called the composition modes [12,13], using WBC as a building
block for secure constructions.

In 2010, Park et al. [12] proposed a novel method of using WBC to enhance
performance. They make use of PCBC mode with dual keys as input to WBC-
AES? and AES, where a WBC primitive encrypts only one block of plaintext. It
is trivial that their scheme runs as fast as AES for large size of data. With the
AES key obtained by the white-box attack, however, an adversary is easily able
to decrypt any other ciphertext blocks encrypted using the same keys, preceding
the data block encrypted using a WBC primitive.

Yoo et al. [13] proposed another types of composition mode, choosing CBC
and OFB modes. In the specific construction using CBC mode, a random value is
generated and then XORed with the first block of plaintext before AES encryp-
tion. The random value is also encrypted using a WBC primitive, and concate-
nated with ciphertext blocks. With the AES key compromised by the white-box
attack, an adversary is also able to decrypt any other ciphertext blocks encrypted
using the same keys in the black-box attack model, only except the first data
block.

Park et al. and Yoo et al. both claims that CTR mode is not applicable
in the their composition mode, but in the subsequent section we shows that a
WBC primitive and standard encryption algorithm could be securely and effi-
cient combined using CTR mode.

3.3 Description of secure h-WBC implementations

Considering the design goals, we describe outline of proposed cryptographic con-
structions of h-WBC as described in Figure 2. We choose a certain mode of
operations such as PCBC, CTR and OFB for secure and efficient construction
using a WBC primitive and any standard encryption algorithm, e.g. AES. The
proposed basic construction uses two separate keys for a WBC pritmive and
standard encryption scheme, and a WBC algorithm is only used for encryption

2 A WBC primitive is designed based on AES, and it gives the same output as AES
given the same input.
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Fig. 2. The basic structure of proposed h-WBC

of an initial vector (IV) or counter and AES for encryption of pliantexts. We
also give an additional example construction using a single key.

We now give example constructions of h-WBC using PCBC, CTR, and OFB
modes, assuming that the underlying WBC primitive is secure under the white-
box attack, i.e. an adversary cannot recover a key, k1.3 Figure 3 describes a
h-WBC construction using PCBC mode, PCBC-WBC say. The proposed archi-
tecture is exactly the same as PCBC mode using standard block ciphers, but an
IV is encrypted using a WBC primitive.

Encoding

i

v
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Fig. 3. Construction of h-WBC using PCBC mode: PCBC-WBC

3 It may be possible to lift the whole WBC binary and then run it in simulator, in
which case a WBC primitive itself is a key. We assume that the system has an
counter-measure against such code-lifting attacks, e.g. additional coding scheme,
node-locking technologies, etc.
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We next give the second construction of h-WBC using CTR mode, namely
CTR-WBC, as in Figure 4. Similarly to PCBC-WBC, a CTR value is now en-
crypted using a WBC primitive. Figure 5 describes the third construction of
h-WBC using OFB mode, namely OFB-WBC. Yoo et al. [13] mentioned an
idea of using OFB mode without specific description. Similarly to the above the
constructions, OFB, an IV value is encrypted using a WBC primitive.

Encoding

CTR+1 CTR+N

EES(KQ EES(KQ EES(KQ

1
ll
]
1
1
1
1
1
Input 1 Input 2 Input N E
i
1
]
1l
1l
1l
1l
]
1

Y
Y A y
Output 1 Output 2 Output N

Fig. 4. Construction of h-WBC using CTR mode: CTR-WBC

Encoding

Output 0

Fig. 5. Construction of h-WBC using OFB mode: OFB-WBC

We have given examples of h-WBC with two separate keys as input, but it
would be problematic to manage such two keys in certain operating environment.
Finally, we give an additional example construction of h-WBC using a single key
as input to WBC only as in Figure 6.



8 Jihoon Cho et al.

Encoding

v
EBC(;;I —keﬂleﬁsil 69&":‘“‘:53 eaﬂ %’EAESJ

Output 0

Fig. 6. Construction of h-WBC using PCBC mode: PCBC-WBC with a single key

3.4 Discussion about security and performance

We fist show that the specific constructions of h-WBC satisfy the security re-
quirement. That is, even though an adversary obtains any information except a
WBC key in white-box attack, other ciphertexts encrypted using the same keys
remain secure in the conventional black-box model.

In the PCBC-WBC with two keys, an adversary cannot decrypt any block
of ciphetexts, i.e. Output 1 and after in Figure 3, since each decryption requires
the preceding plaintext and AES key. The first ciphertext block also remains
secure since an adversary cannot decrypt the encrypted version of IV without
k1. The other constructions of h-WBC could be shown to be secure with similar
analysis. We note that CTR mode also satisfies security requirement, unlike the
claims [12,13] that CTR mode is not applicable.

Table 2. Comparison of encryption performance (unit: second)

Scheme | 1IMB | 5MB | 10MB | 50MB | 100MB | 500MB
WBC [27] 507 | 2852 | 5779 | 288.32 | 607.59 | 2860.15
(open source)

h-WBC 0.0033 | 0.0130 | 0.0254 | 0.3118 | 0.6232 3.6787
(WBC[27]+AES)

AES 0.0029 | 0.0121 | 0.0233 | 0.3106 | 0.6184 3.6689

(CPU: Intel Core i7-4770 8Core 3.4GHz, RAM: 4.0GB, OS: 64-bit Ubuntu 14.04 LTS)

Table 2 shows that the encryption performance between the open source
WBC [27], our hybrid WBC, and AES based on CTR mode. It is trivial that
the overall performance of h-WBC constructions would be almost the same as
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standard modes of operation for relatively large size of data. In particular, CTR-
WBC may greatly improve performance compared to other h-WBC contructions
due to the possibilities of parallel computations.

3.5 Implications

The basic example constructions of h-WBC, i.e. PCBC/CTR/OFB-WBC, give
significant implications from both industry and academia. Development of com-
mercial solutions including cryptographic implementations often considers two
critical aspects, i.e. compliance and cost. It is increasingly required for crypto-
graphic libraries to comply with standards, e.g. FIPS 140-2, and also critical to
minimise the implementation scope for cost savings related to development and
test.

The proposed construction merely requires to implement an adaptor includ-
ing a WBC algorithm and to integrate it with the existing cryptographic li-
braries. This is possible because, prior to giving an IV or counter as a parameter,
the adaptor layer could simple encrypt them using a WBC primitive.

Another implication is that, given the h-WBC architecture, the design of
WBC does not have to be based on the existing block ciphers, e.g. AES or 3-
DES, since a WBC primitive only encrypts an IV or counter without affecting
conventional mode of operations. This is not the case of Yoo et al.’s scheme [13],
where a WBC primitives should have to use WBC-AES. In the h-WBC, any
WBC primitive could enhance data security as long as it remains secure under
white-box attacks. Most of all, the proposed design removes serious concerns
on performance issues of WBC primitives. The overall performance of h-WBC
converges to the one of underlying standard block cipher as the size of data
blocks increases.

4 Conclusion

We have given practical requirements in terms of security, performance and
cost, and then proposed the secure and effective construction combining WBC
algorithm and block cipher as underlying primitives. The proposed design deliv-
ers great effectiveness in the commercial development of cryptographic systems,
transforming the existing cryptographic libraries secure in the black-box model
to the ones secure in the white-box model. Finally, we gave a novel direction of
WBC primitives designs.
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