Linear Hull Attack on Round-Reduced Simeck with
Dynamic Key-guessing Techniques

Abstract. Simeck is a new family of lightweight block cipher proposed by Yang et al. in
CHES’15, which performs efficiently in hardware implementation. In this paper, we search
out differentials with low hamming weight and high probability for Simeck using K&lbl’s tool,
then exploit the links between the differential and linear characteristic to construct linear
hulls for Simeck. We give improved linear hull attack with dynamic key-guessing techniques
on Simeck according to the property of the AND operation in the round function. Our results
cover Simeck 32/64 reduced to 23 rounds, Simeck 48/96 reduced to 30 rounds, Simeck 64/128
reduced to 37 rounds, which are the best known so far for any variant of Simeck.
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1 Introduction

Simeck is a new family of lightweight block cipher proposed in CHES’15 by Yang, Zhu,
Suder, Aagaard and Gongbased in [19]. They combined the Simon and Speck block ciphers
designed by NSA in [7], using a different set of rotation constants of Simon’s round function
and the key schedule of Speck. The round function of Simeck only contains the AND
operation, left rotation and the XOR operation, leading to a more compact and efficient
implementation in hardware. The Simeck family has three variants with different block
size and key size, including Simeck32/64, Simeck48/96, Simeck64/128.

Related Works. Many cryptanalysis techniques of Simon can be used to attack the
Simeck due to their similarity, including differential [2,4, 8], linear [3,13] cryptanalysis
and so on. For Simon, wang et al. in [18] improved the differential attack results by
dynamic key-guessing techniques. Then Chen et al. basing on the dynamic key-guessing
techniques in the linear hull cryptanalysis of Simon [9], applied the Guess, Split and
Combine technique to reduce the time complexity in the calculation of the empirical
correlations. They can attack one or two more rounds for all versions of Simon than Wang
et al.’s results.

For Simeck, there are only a few cryptanalysis results so far. Kélbl et al. in [11] com-
pared the Simon and Simeck on the lower bounds of differential and linear characteristic
and presented some differentials for Simeck. Based on the differentials, they recovered
the key for 19/26/33 rounds of Simeck32/48/64. Bagheri et al. in [6] analyzed Simeck’s
security against linear cryptanalysis. With Matsui’s algorithm 2, they attacked 18/23/27
rounds for Simeck32/48/64. Zhang et al. evaluated the security on 20/24/27 rounds of
Simeck32/48/64 against zero correlation linear cryptanalysis in [20]. Qiao et al. in [15]
used the differential cryptanalysis with dynamic key-guessing techniques to attack Simeck
and improved the previously best results on all versions by 2 rounds.

Our contributions. This paper analyzes the security of Simeck against improved linear
hull cryptanalysis with dynamic key-guessing techniques. At first using Koélbl’s tool, we
search out better differentials than the previous results. The probability for Simeck32/64



Table 1: Summary of cryptanalysis results on Simeck

cipher round|Data Complexity| Time Complexity | Reference
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is more accurate with searching more differential characteristics. For Simeck48/96 and
Simeck64/128, the differentials with less active bits are preferred so we can extend the trails
for more rounds and attack more rounds. Then we take advantage of the links between
linear characteristic and differential characteristic to construct linear hull distinguishers
for the Simeck family. After getting the boolean expressions for the parity bits of the
distinguishers, we use the Guess, Split and Combine technique to calculate the empirical
correlations, which reduces the time complexity greatly. As a result, 23/30/37 rounds of
Simeck32/48/64 can be attacked (Table 1), which are the best results so far. We also do
some experiments to verify our results. The experiment on the bias of the linear hull for
Simeck32/64 meets our expectation and 48.4% of the results have a bias higher than we
expect. Due to the time limitation, we implement the attack on 21-round Simeck32/64 to
recover 8-bit information of 32-bit subkeys. The success rate is 45.6% corresponding to
our estimated value, which proves our algorithm is effective.

This paper is organized as follows. Section 2 gives a brief description of the Simeck
family and dynamic key-guessing techniques in the linear hull cryptanalysis. In section 3,
we introduce the differential trails searched and transform the differentials to linear hulls.
Then linear hull cryptanalysis with the dynamic key-guessing techniques are applied to
attack all versions of Simeck in section 4. Finally we conclude in section 5.

2 Preliminaries

2.1 The Simeck family

The lightweight block cipher Simeck with Feistel structure is proposed in CHES’15. The
Simeck cipher with 2n-bit block and mn-bit key will be referred to as Simeck2n/mn. There
are three versions of Simeck, including Simeck32/64, Simeck48/96 and Simeck64/128.
The Simeck32/64 contains 32 rounds, Simeck48/96 contains 36 rounds and Simeck64/128
contains 44 rounds.



In this paper, we use the notations as follows.
X" 2n-bit output of round 7 (input of round r + 1)
X7 left half of X"
Xr right half of X"
K" n-bit subkey of round r 4+ 1
X <« icycle shift of X to the left by ¢ bits
&) bitwise XOR
& bitwise AND

Round function. The round function of Simeck is described in Figure 1. The (r + 1)
round’s input is (X7||X%) and the output is (X 7||X}""). The round function is
Xt =F(X]) o Xpo K,
Xt = X
where function F'(X) = (X << 5)&X) & (X << 1). We can also present the round func-
tion for single bit, which we will use in the rest of the paper. Let X} = {Xg’nil, X7 n—2s -
X£,0}7 Xp={Xk -1 Xk 9 - Xpot, and the round function can be denoted as
XZT = (XE,(FE)JFn)%n&XL,i) ® XE,(i—Hn)%n ® X;%,i ® K,
Xlr%tl = Xz,iv

where i = 0,1,...,n — 1, and X7 ,, Xpois the LSB of X} and XTF,.

Fig. 1: The round function of Simeck Fig. 2: The key schedule of Simeck
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Key Schedule. The key schedule of Simeck is similar with Speck. We describe it briefly.
To generate a sequence of round key {K°, ..., K™ ~!} from the master key, the states
{2,¢1,t% K} are initialized with the master key at first. Then the registers are updated
to generate the round keys used in all n,-round encryption. The updating process can be
denoted as

KL g

B =FtY o K'®C® (2),
where 0 < ¢ < n, — 1, C = 2" — 4(n is the word size), (z;); is the i-th bit of z;. For
Simeck32/64 and Simeck48/96, the sequence z; is generated by the primitive polynomial

X®+ X2 +1 with the initial states (1,1,1,1,1). And for Simeck64/128, the z; is generated
by the primitive polynomial X%+ X + 1 with the initial states (1,1,1,1,1,1).



2.2 Linear cryptanalysis

We first give the calculation formula of the correlation for boolean function. Let g(x) :
F3' — F5 is a boolean function and B(g) = erFQn (—1)9(1), so the correlation ¢(g) is

() = 5 B) = 5 D, (17

Then the bias of g() is €(g) = 2¢(g). In the rest of the paper, we use the B(g) as correlation

for simplicity of description in some situations.

Linear cryptanalysis [12] is an important known plaintext cryptanalytic technique, and
it tries to find a highly probable expression with plaintexts P, ciphertexts C and key bits
K as

a-Pep-C=v-K,

where a, 3,~ are masks. The bias of the expression is e(a- P @® - C @~ - K), so at least
O(E%) planitexts are needed in the key recovery attack.

The linear hull [14] is a set of linear approximations with the same input mask and
output mask, and the potential of a linear hull with mask « and 3 is

ALH(a,ﬁ):ZveQ(Q-P@B-C@w-K):g.

Notice the € may be higher than €? in most situations, so there needs less plaintexts in
the linear hull cryptanalysis.

2.3 Linear compression and Dynamic key-guessing

To reduce the time complexity of calculating the correlation in linear hull cryptanalysis,
the linear part of the function can be compressed at first. Let y = f(z,k) is a boolean
function, and z is l;-bit plaintext, k is lo-bit key, the counter vector V[z] denotes the
number of x. If y = f(z,k) = o ® ko & f/'(2/, k'), we can generate a new counter vector
V'[2'] =3 poer, (—1)V]zol|2'], so the correlation of y under some k guess is

Biy) =3 (-)/PVE] = BYy) = (-D)RY ()T V).

x

Since the ko doesn’t affect the absolute value of B¥(y), the kg is called related bit and
don’t need to guess. So there needs 2117272 computations, less than 282, If y = f(x, k)
has multiple linear bits of z, k, we can also compress them using the above method.

Besides, Chen et al. in [9] introduced the Guess, Split and Combine technique to reduce
the time complexity based on the dynamic key-guessing techniques. In the calculations of
Br(y) = 32, (=) @RV2], let k = kgllkallksllke ((ka, ka, kg, ke) are 1S, 14,18, 15-bit)
and guess the kg at first. Then all the x values are split into two sets S4 and Sg. For N4
valuesof x € Sy, f(z) = fa(z, kallkc), and for Np values of v € Sg, f(z) = f(z, kpl|lkc),
SO

Bk(y) — erSA (_1)fA($akA||kC)VA[ZL.] + ersB (—1)f3(x7k3||kC)VB[x}.

There needs N 28 +2'+E  Npol§+17+5 4 212 additions in the guess, split and combine
process, which takes less time than the general method with 2012,

For example, we use the Guess, Split and Combine technique to calculate the correla-
tions B*1*2(y) of f1 = (z1 ® k1)&(z2 ® ko) with the counter V[z1,x] .



1. Guess kq at first.
2. Split the x = x1||x2 into two cases according the value of (x1 @ k).
(a) For x; that satisfy x1 @ k1 = 0, fi = 0. There needs to generate a new counter
V1 = szng V[l‘l = kl,xQ].
(b) For x7 that satisfy z1 ® k1 = 1, fi(z,k) = (2 @ k2). There needs to generate a
new counter Vo = > (=1)"V([z1 = k1 © 1, 2], and ky is related bit.
3. Combine the two cases, Bk 2(y) = Vi + (—1)k2 V5.

Step 2.(a)/2.(b) needs 1 addition, and step c¢ needs 2 additions. So in total there needs
2 x (1414 2) = 23 additions to compress z1, xa, less than the general method.

3 The Linear Hull distinguishers of Simeck

3.1 Differential distinguishers of Simeck

Differential cryptanalysis is a chosen plaintext/ciphertext cryptanalytic technique. In the
round function of Simeck, the only non-linear operation is the AND operation. For single
bit « and y, the probability of (z&y) = 0 is 0.75. We can extract the highly probable
differential expressions of round function F'(X) as

Differential Characteristic 1: Pr[(AX)); — (AF(X))i+1] = 0.5,
Differential Characteristic 2 : Pr[(AX)); = (AF(X))it+1,4] = 0.5,
Differential Characteristic 3 : Pr[(AX)); = (AF(X))it1,i+5] = 0.5,
Differential Characteristic 4 : Pr[(AX)); = (AF(X))it1,i,i+5] = 0.5,

where the (AF(X));+1 denotes the (i 4+ 1)-th bit is 1 and the others are 0.

In [10], K6lbl introduced a tool for cryptanalysis of symmetric primitives based on
SMT/SAT solvers. They used the tool to find some differentials for Simeck and attacked the
Simeck using differential cryptanalysis. [15] also gave a differential for Simeck32/64 with
less active bits. We use the tool to search the differentials which have a balance between
low hamming weight and high probability to attack more rounds using less plaintexts. The
differentials are listed in Table 2

Table 2: The differentials of Simeck

cipher rounds Ain Aout log2diff| Reference
Simeck32/64| 13 (020, 022) (022, 020) —20.64] [15]
Simeck32/64 | 13 (020, 0x2) (022, 0x0) —28.91|this papaer

Simeck48/96 | 20 |(02400000, 0z E00000)| (02400000, 02200000) |—43.65|  [11]
Simeck48/96 | 20 |(02400000, 0z A00000) | (02400000, 0200000) | —43.66 |this papaer
Simeck64/128| 26 (020, 0z4400000)  |(028800000, 0z400000)| —60.02|  [11]
Simeck64/128| 26 (020, 024400000) | (0800000, 0z400000) |—60.09 |this papaer

For Simeck32/64, by searching all the characteristics with probability higher than
27°2 we get more accurate probability than [15]. For Simeck48/96 and Simeck64 /128,
the differentials with less active bits in the input difference and output difference are
preferred, since less key bits are involved in the attack. At the same time, the probability
of the differentials must be higher than 274° or 2761, to ensure in the attack the data
complexity and success rate can be achieved.



3.2 Linear Hull distinguishers of Simeck

In [3], Alizadeh et al. noticed each differential characteristic can be mapped into an ap-
proximation of linear cryptanalysis for Simon. The property is based on the round function
of Simon, so we can use the similar property for Simeck to construct an equivalent linear
characteristic from a differential characteristic. The relation between the probability p of
a differential and the potential € of a linear hull is € = 272p. The linear approximation

expressions of the round function F'(X) for Simeck are

Linear Approxiamtion 1 : Pr[(F(X)); = (X);—1] = 0.75,

Linear Approxiamtion 2 : Pr[(F(X)); = (X)i—1 @ (X),;] = 0.75,

Linear Approxiamtion 3 : Pr[(F(X)); = (X)i—1 & (X),—5] = 0.75,

Linear Approxiamtion 4 : Pr[(F(X)); = (X)i—1 @ (X); ® (X)i—5] = 0.25.

[1,5,17] gave other methods to find good linear hulls for Simon, including correlation
matrix, Mixed Integer Programming (MIP) and so on. In this paper, we use the differential
characteristics to get linear characteristics. The used linear approximations (Used App)
can be found above. The details for Simeck32/64 are listed in Table 3. (For Simeck48/96
and Simeck64/128, the details of the linear hulls can be found in Appendix A.) The linear
hulls for all versions of Simeck can be seen in Table 4.

Table 3: Linear hull based on the differential for Simeck32/64

of the keys have a bias higher than

Differential Linear
r| Ap AR XL Xr Used App
0] — 1 1 — —
1] 1 — — 1 1
2| 2 1 1 0 1
3113 2 0 1,15 1:1
41 4 1,3 1,15 14 1
511,3,5 4 14 |1,13,15| 3:1:2
623 1,3,5 1,13,15 0,15 1:1
711,4,5 2,3 0,15 |1,13,14] 3:2:2
81 3,4 1,4,5 1,13,14| 14,15 1:2
9] 1,3 3,4 14,15 | 1,15 1:2
10 2 1,3 1,15 0 1
11 1 2 0 1 1
12| — 1 1 — —
13| 1 — — 1 —
>, log,pr = —38 log,e? = —40
log,paifr = —28.91 log,&% = —30.91
#trails = 1846518 |#characteristics = 1846518

possible plaintexts to validate the bias (£2

2—30.91

2—30.91

Since the block of Simeck32/64 only contains 32 bits, we can iterate over the
) of the 13-round linear hull. Randomly select
1000 keys and the experimental results are listed in Table 5. In the experiments, 48.4%
, which is corresponding to the linear hull’s

232



Table 4: The linear hulls for Simeck Table 5: Bias of the 13-round linear hull

cipher round linear hull ALH log2(2%) Num|Probability
Simeck32/64 13 Input AX;&%B 9—30.91 [—27.91, 0) 56 0.056
Output Xph [—28.91,-27.91)| 123 |  0.123
, Tnput [ X719, X721, X k20| —45.66 [—29.91,-28.91)| 154 | 0.154
Simeckd8/96 | 2015 pue| X420 yri20 |2 [—30.91,-29.91)| 151 |  0.151
. Iput | Xp g Xfoo |0 o200 [~31.91,-30.91)| 144 | 0.144
Simeck64/128| 26 Output X£+2226’ X§+2216 2 (=00, —31.91) | 372 0.372

4 Key Recovery Attack on Simeck

4.1 Key Recovery Attack on Simeck32/64

We use the 13-round linear hull
X7, — X5

obtained in section 3.2 to attack Simeck32/64. At first four more rounds before and four
more rounds after the linear hull are added to get a 21-round distinguisher. Take some
plaintexts or subkeys as a whole, we can get the expression for X7, as flx, k) =xo® ko P
(2’ k'), where

F1(@ K) = (21 @ k1)&(z2 © ka)) @ (a3 © ks)&e(aa @ ko))
[(z5 ® ks © ((v6 © ke)&(x7 & k7)))&(28 ks © (27 B k7)&(29 B K9)))]
® {{z10 ® k10 @ (76 D ke )& (27 @ k7)) D
(211 © k11 @ (12 ® k12)& (w13 B F13)))& (w14 B F1a & (w3 ® kiz) & (w13 B Fs)) )]}
&{x15 ® k15 ® (27 ® kr)&(x9 & ko)) D
(214 ® k14 ® (213 © K13)&e(3 D k3)))&(w16 ® ko © (23 © ka)&(@a ® ka)))]}}-

In the expression, 2/ = {z1,...,216} and k' = {k1, ..., k16}. The details of {xg, z1,... 216},
{ko, k1,...,k16} are given in Table 6. Notice x19 = x3 P x5 and x15 = x4 @ x3, so there are
15 independent bits of z and 17 independent bits of k. The X}"ﬂl?’ also can be represented
as f(x,k) where x, k have similar expressions as that in Table 6. (The expressions of z, k
for XESIS is so similar to Table 6 that we omit them in this paper).

The x denotes the plaintexts or ciphertexts and the k denotes the subkey bits. We use
zp = {Tpo,...,Tp16} and k, = {kpo, ..., kp 16} to represent the z, k for Xz’l. For Xgrlw, we
use xc and k. Then the X7 ; can be denoted by f(zp,kp) and the X}zrll?’ can be denoted
by f(xe, k).

Let the plaintexts P = X"~* and the ciphertexts C = X"t17. We can compress the
N pairs (P,C) into a counter vector V|, x.] of size 2!5+1% = 230, Then the empirical
correlation under some subkey £, and k. is

1
= _ _ f(xpkp)Df(ze,ke)
Chp ke = N E Z’pﬂcc( 1) P kp V[:L‘p,:vc].

As we can see, f(x,k) = o ® ko ® f'(2/, k') is linear with zo & ko. So the z, 0 and z.o can
be compressed at first as following

Vi [l’;, CL{:] - Z:ﬂp,o,wc,OGFg (_1)%0’0@3%’0‘/[%’177 Zc).



Table 6: The expressions for X7 ;

Xia ® X7 s KoK, oK’
Zo r—4 r—4 kO r—3 r—4
@(XLg &@XL 14)®XL 13@XR 14 SKi; " @ Ky
L1 (X 54&@XL 10)@X @XR 10 k1 Kfoﬂl
T2 (XZ 1§&®XL 15)@ L14@XI7;£ 1%3 ko Klrgz
T3 (X£7 &@XL 12)@XL 11@XR 12 ks Kiy
T4 (X;5&o X He X; e Xy, ks K *
L5 (XZ 54&@XL 10)@X EBXR 10@XL 11| ks K1T074€BK1T173
s (Xi &aXig )EBXZ f@X}% 64 ke Kg *
T7 (Xg 64&@XL 11)@XL IO@XR 11 k7 Kfle
T8 (XZ 14(1)&@XL 15)EB L14EB RlS@X£B4 ks K1T57465K573
L9 (XE é&@X )@XL 1069X ko K5_4
210 x3 @ xr k1o ks ks © K, >
| (X7 & DX )@XT EBXT & X7k K, "o K®
T12 (X] 5& & X 1) X" X;; 24 k1o K1
T13 (X;&oX, NoX, ;& Xy k13 K7 *
L14 (XZ 64&®XL 11)@X£ 1%)@XR 11 ®X£,_1§ k14 K1Tf4@KI2_3
15 T4 D IEB kis ki@ ks DK 2
16 (XZ_fi& ® Xz_o )@ XL 15 D Xlrz_04 @ X£_14 k16 K6\_4 & K;_B

The target correlation becomes

— 1 4 /k/ i /k/
b = 3 Dy, (DTS (I, o)

and the k,o, kco can be regarded as related bits and omitted in the calculation. We
introduce how to calculate the B¥ (y) = 3", (-1)f @)y [2] efficiently using dynamic
key-guessing techniques in the following Procedure A, where y = f/(2/, k') and V'[2/] is
the num of 2/. The calculation of B* () = Z% (—1)f @k yy [, 2] for constant x, is

same with Bk/(y), so calculating the Ch) Kt needs to call Procedure A twice.

Procedure A. The expression of f/(a’, k') is the same with the expression for Simon32/64,
so the calculation process is similar. The details can be seen in the section 4.2 of [9], and we
gives the basic ideas in the following. There are only 14 independent bits for {z1,...z16}
and 16 independent bits for {kq,..., kig}. We introduces the procedure briefly.

1. Guess kq, k3, k7 at first.

2. Split the f'(2/,k’) into 8 cases according to the values of {x1 & k1, x3 ® k3, x7 & k7}.
For each case, there needs 28 x 7 additions to generate a new counter vector. Then
also apply the guess, split and combine technique to calculate the partial correlation
of each case, and the time is 2119 additions each.

3. Combine the 8 cases to get the final correlation, there needs 2'2 x 7 additions.

The total time of Procedure A is
T =2%x (8x (2% x 7+42"19) 4 219 5 7) = 21946,

Attack on 23 rounds. We add one more round before and one more round after the
21-round distinguisher. According the plaintexts and ciphertexts involved in the 21-round



distinguisher, there needs to guess 13-bit keys in (r—>5)-th round and 13-bit keys in (r417)-
th round. The estimated potential £2 of the linear hull is 273091, Set the advantage a = 8
and data complexity N = 2 x 23019 = 23119 — . 22 According to the experiments on
the bias of the 13-round linear hull in the section 3.2 and the theory of success rate in [16],
we can get the range of the success rate (0.411,0.532) of the attack in Table 7.

Table 7: Experimental results for the 13-round linear hull of Simeck32/64

loge (&%) Probability p CN lower success rate s;|Upper success rate s,
[—27.91,0) 0.056 cn > 16 1 1
[-28.91,-27.91)] 0123 [8<cy <16 0.997 1
[—29.91, —28.91) 0.154 4<cny <8 0.867 0.997
[—30.91, —29.91) 0.151 2<cny <4 0.477 0.867
[—31.91,—-30.91) 0.144 1<en <2 0.188 0.477
S p-s;=0.411 > p- sy =0.532

The details of the attack are as follows.

1. Guess 13 bits {Kj° — Ky ° KL™® — KI™° K§™° — Kjz°} and 13 bits {Kj™'7 —
Kg*”, KgH? — K§+17,Kg+17 — K{;N}. For each of the 22 values,

a. Encrypt the plaintexts by one round and decrypt the ciphertexts by one round to
get the X"~* and X"*17. Then compress the N pairs (X"~%, X"*17) into a counter
vector Vi[z),, z;] of size 214414 — 928 This step takes N = 23191 times two-round
encryptions and compressions.

b. For each of 2!* 2/, call Procedure A to calculate the correlation for different k;, and
constant z/,. Now we have 2'671 counters of 14 bits ], and 16 bits k/,. This step
needs 24 x 21946 times additions.

c. For each of 216 k;,, call Procedure A to calculate the correlation for different ki.
Now we have 2'9716 counters of 16 bits k/, and 16 bits k. This step needs 210 x 21946
additions.

In total, there needs 226 x 23191 times two-round encryptions and 226 x (23346 4 235-46)

26178 additions.

2. We have 226132 = 258 counters now. Since the advantage is 8, so the key ranked in
the largest 2°%~8 counters can be the right key. Get 2°¢ candidates of the master key
according to the the key schedule and do exhaustive search to find the right key. There
needs 2°¢ times 23-round encryptions.

261.78

Attack complexity: additions and 2°64! 23-round encryptions.

Implementation of the 21-round attack. If we don’t consider the (r — 5)-th round
and (r + 17)-th round in the 23-round attack, the 21-round attack needs 23°® additions
to get 22* possible values of 32 subkey bits. (Due to the time limitation, we don’t do the
exhaustive search to recover the whole master key).

We randomly select the master key to do experiments on the recovery of 8-bit key
information for the 32 bits subkey involved in the 21-round attack. If the correct subkey
bits are in the first 22¢ counters of all the 232 counters in descending order, we believe
the attack is successful and can recover the correct key bits. There are 1000 master keys
tested and the success rate is 0.456, which meets our expectation (0.411,0.531) and our
attack algorithm is effective.



4.2 Key Recovery Attack on Simeck48/96
We use the 20-round linear hull
X719 ® X[ 01 ® Xpog — X}:ﬁo & X;%E%O

obtained in section 3.2 to attack Simeck48/96. Add 4 rounds before r-th round, we get the
expression fp(zp, kp) for X7 19®X] 21X 99 and the expression of xp = {zg,21,... 298},

kg = {ko,k1,...,kos} are given in Table 11 (Appendix B). Add 4 rounds after (r + 20)-th

round, we get the expression fo(zc,kc) for XFflO & Xg;%o and and the expressions of

xc = {xo,21,...221}, ko = {ko,k1,...,k21} are given in Table 12 (Appendix B). Then
we can get a 28-round distinguisher for Simeck48/96.

fB(iL‘B, kB) =x0D ko D (xl D kl)&(l‘Q D k‘g)
© (23 @ k3)& (x4 © ka) © (25 © k5)&(76 © k)
& [(w7 D k7 ® (28 ® ks)& (w9 ® ko)) & (210 B k10 B (w9 B k9)&(x11 & k11))]
@ {[r12 D k12 ® (28 ® kg)& (9 D ko) D
(13 @ k13 ® (214 ® k14)& (215 © k15))& (216 D k16 © (3 © k3)& (215 © ki15))]
&[z17 @ k17 @ (w9 & ko)&(x11 & k11))®
(716 D k16 D (23 @ k3)&(w15 D k15))& (218 @ *1g © (23 D k3)&(24 © ka))]}
® {[z19 ® k19 ® (w20 ® koo)&(w21 @ k21)®
(w22 @ Koz @ (23 @ ka3)&(woy @ koa))& (w25 ® kos @ (w5 © k)& (224 D koa))]
&lwog @ kos ® (w21 @ ko1)&(war @ kor)®
(Z'25 @ kos ® (x5 D k5)&(m24 D k24))&(x28 @ kog D (x5 D k‘5)&($6 D kﬁ))]}
fc(xc, kc) =x0D ko D ((.1‘1 D ]ﬁ)&(xg D k‘g))
® [(v3 ® ks & (24 ® ka)&(x5 © k5)))& (w6 D ke D ((25 © ks )& (27 S k7)))]
@ [(zs © ks @ (w9 © ko)& (w10 ® k10)))& (211 @ k11 & (210 D k10)&(712 © k12)))]
D {[l’lg @ kiz P ((339 D k‘g)&(l’lo D k‘lo))@
(714 D k14 D (w15 D k15)& (w16 D K16)) )& (217 D k17 © (216 D K16)& (718 D K18)))]
&[z19 @ k19 ® (w10 @ K10)& (212 @ k12))®
(717 @ k17 © (716 © k16)&(m18 © k18)))& (w20 D k20 © ((w18 D k18)&(w21 D k21)))]}

For simplicity, we give the time complexity of calculating the correlation for some
common boolean functions in Table 8. Case f1 and fo can be found in [9] and the time
complexity is 2646 and 219, There is a little difference between the case f» and f3, where
fs = fo®((x3Dks)&(x12Dk12)). Because the xg, x12 and kg, k12 are also involved in fy and
compressed at first, so in the calculation using dynamic techniques the only change is the
method of generating the new counter vector, and the time complexity is equal for the two
cases. The case fy is same with the Procedure A in section 4.1 and the time complexity is
21946 For the similar reason like fy and f3, the f5 have a time complexity of 21946 as f,.

Procedure B. Here introduces how to calculate the B¥B(y) = PO (—1)fB($B’kB)VB [x]
efficiently using dynamic key-guessing techniques. Compress the plaintexts of r-th round
into a counter Vplzy,...,zo8]. Since w12 = w3 ® z7,217 = 4 D x10, there are only 26
independent z bits.
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Table 8: Time complexity for some functions

Case Expression Time
f1 (1 @ k1 @ (22 B ko)&(3 D k3))& (24 D ka & (x2 D k2)& (x5 D ks)) 2616
[x1 ® k1 @ (z2 D k2)&(x3 ® k3)D
(x4 ® ks ® (x5 D ks)&(x6 D ko)) &(x7 B k7 B (26 D ke)&(xs B ks))] 915.99
&lzo @ ko @ (23 B k3)&(z10 D k10)D
(27 B k7 ® (v6 ® ke)&(xs P ks))&(z11 D k11 & (28 B ks)&(x12 ® k12))]
f3 fo® ((xs ® ks)&(x12 ® ki12)) 21599
f2® ((x13 ® k13)&(x14 B k14)) © ((ws @ ks)&(z12 D k12))D
fi | (@15 ® k1s @ (22 ® k2)& (23 ® k3))&(w16 D k16 ® (210 D k10)& (23 @ k3)) [2'94°
Notice : x1 = x5 D x15,T9 = T12 D T16
f5 fa ® ((zs ® ks)& (12 ® k12)) 219-16

f2

1. Compress {x1 — x4, 27— 218} as case fy for each {5, ¢, 19 — 28}, the time complexity
is 21946 Thig step needs 212 . 21946 = 23146 3qditions in total. Now we have a counter
vector for 16 bits keys and 12 bits z.

2. Compress {z5, Tg, T19 —Tog} as case f3 for each {k; — k4, z7 — 213}, the time complexity
is also 21599, This step needs 26 . 21599 = 23199 34ditions in total. Now we have a
counter vector for 28 bits keys.

231.46 4 231.99 —_ 232.75 additions.

In total, the time complexity of procedure B is
Procedure C. Here introduces how to calculate the B*c (y) = > e (—1)/e@a kY [q)
efficiently using dynamic key-guessing techniques. Compress the ciphertexts of (r + 20)-th
round into a counter Vg[z1, ..., x21], since x13 = xg ® 18,19 = T11 D x21, there are only
19 independent « bits.

1. Compress {x3 — x7} as case f; for each {x1, 2, 28 — 221}, the time complexity is 2646,
This step needs 2 - 2646 — 22046 3qditions in total. Now we have a counter vector for
5 bits keys and 14 bits z.

2. Compress {x1, 2o, g —r21} as case f5 for each {k3 — k7}, the time complexity is 21946,
and this step needs 2° - 21946 = 22446 3qditions.

= 22455 4dditions.

In total, the time complexity of procedure C is 22046 4 224.46
Attack on 30 rounds. We add one more round before and one more round after the
28-round distinguisher. According the plaintexts and ciphertexts involved in the 28-round
distinguisher, there needs to guess 21-bit keys in (r — 5)-th round and 18-bit keys in
(7 + 24)-th round. The estimated potential of this linear hull is 274>66. Set the advantage
a = 8 and data complexity N = 4 x 24566 = 924766 the success rate is 0.867.

1. Guess 21 bits {K]°, K3~ °— K3;°, K53} and 18 bits { K24, Kj T2 — K24 K24 —

K374}, For each of 2% values,

a. Encrypt the plaintexts by one round and decrypt the ciphertexts by one round to
get the X"~* and X"*24. Then compress the N pairs (X" ™4, X"24) into a counter
vector of size 2%°. This step takes N = 24756 times two-round encryptions and
compressions.

b. For each of 219 z¢ in fc, call Procedure B. Now we have 219728 counters of 19 bits
zc and 28 bits k. This step needs 219 x 2327 additions.
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228421 ounters of 28 bits kp

c. For each of 2?8 kp, call Procedure C. Now we have
and 21 bits kc. This step needs 228 x 22455 additions.
In total, this step needs 239 x 24766 times two-round encryptions and 239 x 2532 addi-
tions.
2. We have 239+49 = 288 counters in total and the key ranked in the largest 288~% counters
can be the right key. Get 2% candidates of the master key according to the the key

schedule and do exhaustive search to find the right key.

Attack complexity: 2722 additions and 28804 30-round encryptions.

4.3 Key Recovery Attack on Simeck64/128
We use the 26-round linear hull

r r r+26 r—+26
X118 ® Xp oo = X159 @ Xp'o)

obtained in section 3.2 to attack Simeck64/128. Add four more rounds on the top and four
more rounds on the bottom to get a 34-round distinguisher. The expression fp(zp,kp)
for the parity bits X7 ;3 ® X7 5, and the details of {xp, kp} are given in Appendix C. For
the parity bits XE;Q;; @ X};gf, it’s expression is same with fo(xc, ko) and the details for
{zc, kc} are also similar that we omit them in this paper.

Then adding two more rounds before and one more round after the 34-round distin-
guisher we can attack the 37-round Simeck64/128. The procedure is similar with the attack
on Simeck32/64 and Simeck48/96, and due to the space limitation we will not repeat it.
The estimated potential of this linear hull is 27209 Set the advantage a = 8 and data
complexity N = 2 x 26209 = 263.09 the success rate is 0.477. The time complexity of the
37-round attack is 211144 additions and 212125 37-round encryptions.

5 Conclusion

In this paper, we analyzed the security of Simeck against improved linear hull cryptanalysis
with dynamic key-guessing techniques. We searched out better differentials using Ko6lbl’s
tool, then got linear hulls for all versions of Simeck. With Chen et al.’s Guess, Split, Com-
bine technique to reduce the time complexity in the calculation of empirical correlations,
we made the improved linear hull attack on Simeck. As a result, we can attack 23-round
Simeck32/64, 30-round Simeck48/96 and 37-round Simeck64/128, which are the best re-
sults so far from the point of rounds attacked. The experiments on the bias of the linear
hull for Simeck32/64 met our expectation and 48.4% of the results have a bias higher than
we expected. We also implemented the attack on 21-round Simeck32/64, and the success
rate is 45.6% corresponding to our estimated value, which proves our algorithm is effective.

In the future, we will try to search better linear hulls for Simeck using other methods
like correlation matrix, Mixed Integer Programming (MIP) and so on. Then we will apply
the improved linear hull attack with dynamic key-guessing techniques for other bit-oriented
block ciphers.
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A Linear hulls for Simeck48/96 and Simeck64 /128

In this section, we list the details of how to get linear hulls for Simeck48/96 and Simeck64/128
from the differentials given in section 3.1.
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Table 9: Linear hull based on the differential for Simeck48/96

Differential Linear
r| Agp AR X Xr |Used App
0 22 21,23 19,21 20 1
1 21 22 20 21 1
2 — 21 21 — —
3 21 — — 21 1
4 22 21 21 20 1
51 21,23 22 20 19,21 1:1
6 0 21,23 19,21 18 1
711,21,23 0 18 17,19,21] 1:1:3
8 22 1,21,23 |17,19,21 20 1
9| 1,21 22 20 17,21 1:3
10 - 1,21 17,21 — —
11 1,21 — — 17,21 1:3
12| 22 1,21 17,21 20 1
13|1,21,23 22 20 17,19,21] 1:1:3
14 0 1,21,23 |17,19,21 18 1
15| 21,23 0 18 19,21 1:1
16| 22 21,23 19,21 20 1
17] 21 22 20 21 1
18] — 21 21 — —
19| 21 — — 21 1
20| 22 21 21 20 -
>, logypr = —50 log,e? = —52
log,paifs = —43.66 log,&® = —45.66
#trails = 1798015 | #characteristics = 1798015
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Table 10: Linear hull based on the differential for Simeck48/96

Differential Linear

r AL AR X Xr |Used App
0] - 22,26 | 18,22 - -
1] 22,26 - - 18,22 | 1:3
2 23 22,26 | 18,22 21 1
3122,24,26 23 32 18,20,22| 1:1:3
4] 25  |22,24,26(18,20,22] 19 1
5| 22,24 25 19 20, 22 1:1
6 23 22,24 20, 22 21 1
7 22 23 21 22 1
8 — 22 22 — —
9 22 — — 22 1
10 23 22 22 21 1
11] 22,24 23 21 20, 22 1:1
12 25 22,24 20, 22 19 1
13(22, 24, 26 25 19 18,20,22| 1:1:3
14 23 [22,24,26(18,20,22] 21 1
15| 22,26 23 21 18,22 1:3
6] — 22,26 | 18,22 - -
17) 22,26 — — 18,22 1:3
18 23 22,26 18,22 21 1
19(22, 24, 26 23 21 18,20,22| 1:1:3
20 25 |22,24,26]18,20,22] 19 1
21| 22,24 25 19 20,22 1:1
22 23 22,24 20, 22 21 1
23 22 23 21 22 1
24 — 22 22 — —
25 22 - — 22 1
26 23 22 22 21 1

>, log,pr = —68 log,e? = —70

logzpdiff = —60.09

#trails = 1632506

log,& = —62.09
#characteristics = 1632506
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B Attack on Simeck48/96

In this section, we give the details of expressions of {xp, kp} in fp(xp, kp) in Tale 11 and
{zc,kc} in fo(xe, ko) in Tale 12 for Simeck48/96.

Table 11: The expressions for X7 19 ® X7 21 © XFg 29

v | 07 & Xion ® (X7 58 & X7 50) & X [ KT " & Koo " @ Kip " @ Kig®
(XE 11&®XL 16)®XL 15@X;? 16 BR "B Kis @ Kiy @Ky

z1 (X7 & X[ 5) DX ®Xp) k1 K, *

L2 (XL 142&@XL 17) Lls@X}T% 147 ka KI7_4

T3 (XL 94&@XL 14) L13€BXR 14 ks KI4_4

T4 (XL 1%1&@XL 19) LIB@XIT? 1%) k4 K1T$;4

L5 (XL 1%&@XL 16) L15@XR 16 ks KIG_4

Te (XL 1%&@XL 21) XL 20@X;% 241 kg K;f4

7 71 @ X kir K, & Kiy*

T8 (X£34&EBX ) @X£7 EBX]Q,_; ks K§_4

L9 (X1 84&@XL 13) XL 12®X§71%3 ko KI3:4

T10 T2 GBXL 18 k1o KI;4EBKI§3

L11 (XZ 1§&@XL IS)EBXL 17@X;f,—1%3 k11 KI8_4

T12 3 D 27 k| K, "o K, "0 K Ky, >
13 s P XZ_94 k13 K "o K;®

v (& @ X, )@ X, B Xy, k14 Ki®

T15 (X;f& e X7 ) & X; 84 O X o k1s Kg~?

16 T @XL 14 k1o K3 '@ Kiy°

T17 T4 D T10 kir| Ki7 '@ Ky "0 Klg @Ky~
T18 11 ® X| 19 19 k1s Kis @& Kjy°

19 z5 & 25 & X i kio| Kii" @ Kig' @& Ki5" & Kig”
%20 (X7 &® X7 0) & X7 @XR 10 k20 Kip*

L21 (XZ 14(1)&@XL 15)®XL 14@X;?, 145 ka: KI5_4

T22 l’zo@XL 11 koo KI(;4EBK1Tf3

Ta3 X & X HoX o X, kas K *

T24 (XZ 64&@XL 11) XL 10®X1T3 141 ka4 KI1_4

T25 T21 EBXL 16 kas KIQ4EBKI53

26 T4 D x6 D X 2% kas| Kig T Ky, " @ Kgy° @ Ky -
L27 (XZ 145&@XL 20) 69XL 19@XR 20 ka7 Kgo_4

T28 T27 D XL o1 kas K§54 @ K;fg

C Attack on Simeck64/128

In this section, we give the details for the key recovery attack on Simeck64/128. The
26-round linear hull is

r r r+26 r+26
X118 ® Xp oo = X 55 & Xpoy

Add 4 rounds before r-th round, we get the expression fp(zp,kp) for X 13 & X7 o9
and the expression of xp = {zg,z1,... 225}, kp = {ko,k1,...,kas} can be seen in Table
13. Add 4 rounds after (r 4+ 26)-th round, the expression for XE“2226 ® XE'Q%G is same with
the fo(ze, ke) in Appendix B and the computation is also similar with Procedure C. We
can get a 34-round distinguisher for Simeck64,/128.
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Table 12: The expressions for X 2?;210 &) XIZJ”Q%O

T 2 T2 T2 T2
XL,112? (XR,13_§Z D XR,1124@ XR,13_24 KB g KT® g K2 g K722
r r r r 17 19 21 18
Lo 69XL,1+92469 (XR,li;% & XR,1+922 @ XL,21 ko @RI g KT+ g K20
T r T 21 19 20
S hge & Xingy) © Xigg
T T I3 r+24 23
L1 (XR,+824& @ XR+1234) ® XR,+1224 & X5 |k Kis
T T T r+24 7F23
L2 (XR13&EBXR18)®‘X;§17 ®Xp1s | ke 2{518
x3 218 ® Xp'ig k3 K@@ Kig™
2T 2T T2 T2 23
L4 (XR+624& D XR+1214) ® XR,+1204 X1 | Fa Ki{
T T T r+24 723
5 (XRII&@XRIG)Ga‘X;i%ls DXphe | ks Kig
Te I21 @ X;‘{+21 kG K;‘JQ?) @ K;i‘r22
T2 T2 T2 T2 23
L7 (XR 16 & D Xpoy )@XR,QO ©Xpo |k Ky
s v & X Es K™ o K1
T 2T 21 2T 2T F23
zo | (Xpy &®Xpy )@XRS X1y ko K3
T2 =73 T2 T2 23
| (Xpio & Xpiy) ® Xphy @ X755 [ko K4
11 2 @ X;Jﬁf k11 K7 e Kg™”
2T 2T T 2T 2T TF23
Z12 (XR 14&@XR 19)@XR 18 @XL 19 k12 Kig
i pi 72 7T
T13 8 @ T18 ks K3 P O K3 P oK 2O Ky
T14 29 D Xy k14 KT o K2
P! P! P! ! 73
Z15 (X;}M& ) Xg}m) o X;}M ® X, 2% |kis KT
T T T r+24 F23
z16| (Xps &®Xpho) @ Xy ® X' |kie Kig
P! i 72
T17 T10® Xpiia k17 Ko KT
T2 T2 T2 T2 723
z1s| (Xpio&®Xphs) D Xpa ©@ X5 |kis - 2[3(15 -
T19 T11 D 21 k19 K;J EBK;; @KI; EBKQTSFM
P!
Z20 T12 ® Xpag k20 Ko Ky 22
r+24 r+24 r+24 r+24 7F23
Z21 (XR 15&@XR20)@XR 19 EBXL 20 ka1 Ky

fo(xp,kp) = 20 © ko © (21 © k1)&(72 D k2)) © (w3 © k3)&(w4 D k)
© ((v5 © k5)&(w6 D ko)) © ((v7 © k7)&e(w8 © ks))
@ [(z9 @ ko @ ((x10 D Kk10)&(211 D k11)))& (212 © k12 © (211 @ F11)&(27 © k7)))]
D [(x13 D k13D (w1 ® k1)&(x2 @ k2)))& (214 @ k14 © (22 ® k2)&(215 ® k15)))]
@ {[z16 ® k16 @ ((x10 D k10)& (211 B k11))®
(217 ® k17 ® ((218 ® k18)& (219 D k19)))& (220 B koo @ ((x19 @ k19)& (x5 B k3)))]
&lxo1 ® ko1 @ ((x7 @ kr)&(x11 @ K11))®
(220 ® koo @ ((x19 ® k19)& (23 D k3)))& (w22 @ koo @ ((x3 @ k3)& (x4 @ k4)))]}
® {[r23 B kas ® ((x1 ® k1)&(22 ® ko))D
(g ® kg @ ((z10 D k10)& (211 ® k11)))& (212 ® k12 @ (211 © k11)& (27 @ k7)))]
&[x24 ® ks ® ((z2 @ k2)&(x15 @ K15))®
(212 © k12 & ((z11 & k11)& (27 @ k7)) & (225 B ko5 & (27 & kr)&(2s & ks)))}
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Table 13: The expressions for X7 15 ® X7 2o

(XL & ® X7 5) & X0 © Xy | K5 0 Kig " & Kig " @ K,
z0 |®(X]; fi&@XL 10) ® X5 ko | @K @ Koy ° & Kip * @ Kjp
BX] 4@ X 5h & X] b K3 @ Kpy '

z1 | (X} 64&@XL 11)@XL IOEBXR L KI1_4

z2 | (X] 1%&@)(1‘ 16) L15@X}T% 1% ko KIE4

x| (X7 84&@XL 13) L12@XR 13 ks Kf3_4

x4 | (X é&@XL 18) L17@XR 13 | Fa K1r§4

w5 | (X] 1%)&@XL 15) L14®X}T% 1%5 ks KI§4

L6 (XZ 1%&@XL 20) L19@XR 20 ke Kgo_4

z7 | (X é&@XL 17) Xr 1%@XR ik k7 K{';AL

zs | (X] é&@XL 22)@XL 21@XR 22 | ks Kg;l

9 21 @ X735 ko K "eK,®

z10| (X[ L &® X, ) D X;*‘* X;;;* k10 KI=1

r1| (X} 74&@XL 12)@XL 11 EBXR 12 k11 KI;4

12 z2 ® X7 14; k12 KoK ?®

13 5 B XL 16 k13 K;574 ©® K{'gS

Ti4 6 ® X 2% k14 K;J4EBK2T{3

z15| (X7 1%)&@XL 21)€9XL 20@X§_241 k15 K2T1_4

Z16 3 D Tg kis| Ki, "0 K 0K, &K~
z17 $10®X£_84 k17 K" oKL ®

xis| (X7 Sk O X )X LT Xy ks K;—*

Z19 (X£,34& D X L.8 ) D X£,74 D XR,s k1o K§74

T20 r11 @ Xz_é k2o K, '@ Kis°

21 T4 D T12 ka1 KI&‘I@KE‘*@KHS@KEQ
@22 a7 ® X7 k22 K "o K®

Z23 T7 D T13 kas| Ki; "@ K, "® Kj;° @ Ki;°
XT24 xrs D T14 koy K;a4®K;;4 @KQJS@KQQQ
Z25 Z15 @XL 29 kas Ky PO Ky, ®
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