<

Game-Based Privacy Analysis of RFID Security Schemes for Confident Au-
thentication in 10T
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Abstract Recently, Radio Frequency Identification (RFID) and Near Field Communication (NFC) systems are found in various
user-friendly services that all of us deal with in our daily lives. As these systems are ubiquitously deployed in different authenti-
cation and identification applications, inferring information about our behavior will be possible by monitoring our use of them.
In order to provide privacy and security requirements of RFID users in novel authentication applications, lots of security schemes
have been proposed which have tried to provide secure and untraceable communication for end-users. In this paper, we investi-
gate the privacy of three RFID security schemes which have been proposed recently. For privacy analysis, we use the well-known
RFID formal privacy model proposed by Ouafi and Phan. We show that all the studied protocols have some privacy drawbacks,
making them vulnerable to various traceability attacks. Moreover, in order to overcome all the reported weaknesses and prevent
the presented attacks, we apply some modifications in the structures of the studied protocols and propose an improved version
of each one. Our analyses show that the modified protocols are more efficient than their previous versions and new modifications
can omit all the existing weaknesses on the analyzed protocols. Finally, we compare the modified protocols with some new-
found RFID authentication protocols in the terms of security and privacy.
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1 Introduction

Radio Frequency Identification (RFID) systems are a popular and prominent strategy for fast and accurate identification
and authentication in different domains [1]. These systems use radio waves to automatically capture data for the mentioned
purposes. Track with precision, production control, supply chain management, asset management, healthcare control, and
pass control are some applications which can be done easily by RFID systems [2-6].

In general, each RFID system consists of a large number of RFID tags, RFID readers and a database. A structure of an
RFID system is shown in Fig. 1. An RFID tag consists of an electronic chip and a microstrip antenna which uses them for
connection with the readers. In different applications, based on tag’s power, memory, operational frequency, and compu-
tational capabilities, various tags can be chosen [7]. Second part of an RFID system is the reader which is located between
the tag and the database and in identification and authentication processes exchanges some messages between them. Fi-
nally, the main part of each RFID system is the database or back-end server which includes high speed processors and all
secret information about tags [8].
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Fig. 1. An RFID system architecture.
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Above all, RFID systems are an interesting candidate to implant in the Internet of Thing (1oT) system which is a huge
network of IP-based objects which will communicate automatically and without human interposition [9]. In the 10T para-
digm, various sensing devices will be deployed to make a connection between objects in our environment. In this paradigm,
RFID tags can be attached to various things to communicate with RFID readers which will play the role of an 10T gateway
to connect the 10T global network [10]. A communication scenario of RFID tags and readers in the 10T network is shown
in Fig. 2. Although, in some cases connections between 10T elements are not important and seem to be trivial, they create
some new concerns. In order to avoid these concerns, all connections between the objects and humans need to be secure,
confidential and controlled [10]. In addition, an RFID system can be an excellent choice for tracking different objects in
different application. Tracking the owner of E-passports, tracking people by the bought products, tracking the readers by
the barrowed books, and tracking pets are some of the RFID systems applications with obvious privacy concerns [8]. In
order to overcome these concerns and provide RFID end-users security and privacy, lots of security schemes have been
proposed [11-17].

Electronic Product Code Class 1 Generation 2 (EPC C1 G2) standard is one of most popular standards for RFID passive
tags which provided by EPCglobal organization [18]. Until now, lots of RFID security schemes have been proposed under
EPC C1 G2 standard [16,17]. In [17], Pang et al. have proposed an RFID mutual authentication protocol based on EPC C1
G2 standard. They have claimed that their protocol is secure against different attacks and can provides user privacy. How-
ever, in [13], Wang et al. showed that still Pang et al.’s protocol has some weaknesses and it is vulnerable to Denial-0f-
Service (DoS) attack and also the adversary can obtain secret parameters with 0(21¢) attack complexity. Then, they ap-
plied some changes on Pang et al.’s protocol and proposed an improved version of it. Wang et al. analyzed the improved
protocol and claimed that it is secure against various security and privacy attacks and an attacker cannot obtain secret keys
with 0(21°) attack complexity. In this paper, we cryptanalyze Wang et al.’s protocol and we show that still there are some
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Fig. 2. A communication scenario of RFID tags and readers in the 10T network.



flaws in their protocol: it suffers from traceability and forward traceability attacks, the problem of secret parameter reveal
is not yet solved and an adversary can obtain secret values with 0(21¢) attack complexity.

Other new application of RFID systems are in medicine and healthcare systems [19]. For example, an RFID tag build
into an armband could contain a unique identifier for a patient. In [20], Chen et al.’s proposed an RFID access control
authentication protocol for different authorization mechanism. In their protocol, it is assumed that both communication
channels between the tag and the back-end server are insecure and can be eavesdropped by an adversary. Chen et al. have
tried to provide secure and confidential protocol against various security and privacy attacks. Recently, in [21], Safkhani
et al. analyzed Chen et al.’s protocol and illustrated that it suffers from impersonation (tag, reader, and back-end server),
DoS and traceability attacks. Then, in order to overcome all the mentioned weaknesses, Safkhani et al. proposed some
modifications on Chen et al.’s protocol and proposed a strengthened version of it [21]. Safkhani et al. have claimed that
their strengthened protocol is secure against all types of active and passive attacks. In this study, we show that Safkhani et
al.’s modifications on Chen et al.’s protocol did not overcome all the previous problems and still it has some weaknesses.
It is shown that Safkhani et al.’s protocol cannot provide users privacy and it suffers from traceability and forward tracea-
bility attacks. Then, in order to omit the mentioned weaknesses, we apply some changes on authentication phase of Safkhani
et al.’s protocol. Our analyses show that with new changes all the existing weaknesses are eliminated and the modified
protocol can provide secure and confidential communication for RFID users in different access control applications such
as healthcare systems.

Another direction of researchers for designing RFID authentication protocol is using the cryptographic hash functions
[22,23]. In 2008, Ha et al. [22] proposed a hash-based RFID authentication which protects the exchanged messages with
a hash function. In 2012, Sun and Zhong showed that although Ha et al. have tried to protect exchanged messages among
the tag and the back-end server, still their protocol does not provide forward privacy [23]. Then, in order to remove this
problem, Sun and Zhong proposed a modification and proposed an improved version of Ha et al.’s protocol. Sun and Zhong
claimed that their improved protocol has strong privacy and it is resistant against various traceability attacks. However, we
show that Sun and Zhong were not successful in omitting the mentioned weakness and still their improved protocol cannot
provide confidential communication for RFID end-users. More precisely, we show that an attacker can perform forward
traceability attack against Sun and Zhong’s protocol and trace a target tag. In addition, in order to remove this weakness, a
modified version of Sun and Zhong’s protocol is proposed which efficiently uses hash functions to prevent various security
and privacy attacks.

Basically, RFID authentication protocols can be analyzed based on Formal and Ad-hoc methods. In the Ad-hoc methods,

an adversary defines some new variations and uses them on his/her analysis. On the other hand, in the Formal methods,
the abilities of the adversary defined in different queries and an adversary uses them to perform a specific attack. It is
shown that in order to discover all weaknesses of an RFID authentication protocol, using a formal privacy model is neces-
sary [24]. During the last decade, in order to analyze privacy of RFID authentication protocols, several formal privacy
models have been presented [25-28]. In 2008, Ouafi and Phan [28] proposed a game-based formal privacy model which is
one of the well-known models for traceability analysis of RFID authentication protocols (referred to as Ouafi-Phan). We
present our traceability analyses based on Ouafi-Phan privacy model.
The paper is organized as follows: We review Ouafi-Phan privacy model in Sect. 2. In Sect. 3, we analyze Wang et al.’s
protocol. We present our practical attacks against Safkhani et al.’s protocol is Sect. 4. In Sect. 5, we show that Sun and
Zhong’s protocol suffers from forward traceability attack. Then, in order to omit all weaknesses of the studied protocols,
we propose improved versions of them which is reported in Sect. 6. We conclude the paper in Sect. 7.

2 Ouafi-Phan Formal Privacy Model

In [28], Ouafi and Phan presented a formal model to evaluate the privacy of RFID authentications protocols. This model
is summarized in the rest of section. In this model, the attacker A can eavesdrop all channels between target tags and
readers and also it can perform active and passive attacks on them. In addition, the attacker A is allowed to run the follow-
ing queries,

Execute query (R, T, i): Passive attacks take place in this query. In other words, the attacker can eavesdrop all transmitted
messages between the tag T and the reader R in ith session. As a result, the attacker obtains all exchanged data between
the tag T and the reader R.

Send query (U, V, m, i): This query models the active attacks in RFID systems. In this query, the attacker A has permis-
sion to impersonate a reader U in the ith session, and forwards a message m to a tag V. In addition, the attacker A has
permission to alert or block the exchanged message m between the tag and the reader. Note that U and VV are members of
readers and tags sets, respectively.

Corrupt query (T, K'): In this query, the attacker A4 has permission to access secret keys of the tag. In fact, the attacker A
has physical access to the tag database. In addition, the attacker A can set secret key to K.



Test query (T, T4,1): When this query is executed in the particular session i, after completing ith session, a random
number bit b € {0,1} is generated by challenger and T}, € {T,, T; } is delivered to the attacker. Now, the attacker succeeds if
he/she can guess the bit b correctly.

Untraceability privacy (UPriv): Untraceability privacy could be defined by the game G that is played between an at-
tacker A and a set of the tag and the reader instances. In other words, an attacker A4 plays game G using collected instances
of the reader and the tag. The game G can be played using mentioned queries as follows:

e Learning phase: The attacker A has permission to send an Execute/Send/Corrupt query and interact with the reader
R and T, T, that are chosen randomly.

e Challenge phase: The attacker A selects two tags T,, T, and forwards a Test query(T,, Ty, i) to the challenger. After
that, the challenger selects b € {0,1} randomly and the attacker A receives a tag T;, € {T,, T, } using Execute and Send
queries.

e  Guess phase: Eventually, the attacker A finishes the game G and outputs a bit b’ € {0,1} as guess of b.

The success of attacker A in the game G and consequently breaking the notion of UPriv is quantified via A’s advantage

in recognizing whether attacker A received T, or T, which is denoted by AdvY?"™ (k) where k is the security parameter.

We have

Adv%™ (k) = |pr(b’ = b) — pr(random coin flip)|
= |pr®’ =b) -
where 0 < AdvY ™ (k) < % Note that, if Adv%’™ (k) « e(k), the protocol is traceable with negligible probability.

3 Analysis of Wang et al.’s Protocol

In this section, we cryptanalysis Wang et al.’s protocol [13]. It is shown that, although Wang et al. have tried to omit all
weaknesses of Pang et al.’s protocol [17], still their improved protocol has some security and privacy weaknesses and
cannot provide security and privacy requirements of RFID end-users. To this aim, first we review Wang et al.’s protocol
and then present our analyses on their protocol. The notations that are used in the paper are given in Table 1.

3.1 Wang et al.’s Protocol

Recently in [13], Wang et al. proposed an improved RFID authentication protocol which is under EPC C1 G2 standard.
The structure of Wang et al.’s protocol is illustrated in Fig. 3. In their protocol, communication channel between the tag
and the reader is insecure and can be eavesdropped by an attacker. The authentication procedure of the protocol is summa-
rized in the rest of subsection.

Table 1. The Notations

Not. Description Not. Description
EPC Electronic Product Code PRNG Pseudo random number generator
c The database index stored in the tag to find the corre- K, The authentication key stored in the tag to be used by reader to
sponding record of the tag in the reader. authenticate the tag at the (i + 1)th authentication phase.
P, The tag’s ith prescription recorded by the back-end da- Xja~b A fraction of string X includes bit b to bit a, where a > b.
tabase.
DID; The database index stored in the tag to find the corre- Ascgr The required proof to confirm that the current reader has the au-
sponding record of the tag in the database. thority to access the tag stored in the tag only.
Keyr | The key of the tag. Keyg The key of the reader
Key, The key of the back-end database. HP; The pseudonym value of prescription P,.
HG; The prescription’s hash chain. IDg The identifier of the reader.
IDy The identifier of the tag. 1D The identifier of the tag.
Ex(.) A symmetric encryption function which uses K to en- Dy(.) A symmetric decryption function which uses K to decrypt the mes-
crypt the message. sage.
LT(M) represents the left half of the input message m. RT(M) represents the right half of the input message m.

The Wang et al.’s protocol consists of five steps which can be summarized as follows:

Step 0: Enrollment phase
a) In this phase, the secret value EPC, and initial secret values such as K, and C, that are generated randomly in the
manufacture, are shared between the tag and the reader. Also, the corresponding values of the mentioned parameters
in the reader are set to these initial values (K, = Kpew = Ko and Cp1q = Crow = Co)-
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Fig. 3. The Wang et al.’s protocol [13].

Step 1: The reader transmits a random number N, to the tag.
Step 2: Response of the tag
a) The tag generates a random number N,

b) Then, the tag computes and sends M,, C;, and M,, to the reader as follows:
M; =N, @ PRNG(EPC, ® K; ® N,), M, = PRNG(EPC, ® N, ® C,) ® K;;

Step 3: The tag authentication
a) After receiving messages (M,, M,, C;), firstly the reader matches C,,; and C,,.,, Which has in its database with the
received C; and sets index i as “old” or “new”.

b) After that, by using stored EPC, and corresponding K; of the legitimate tag, the reader calculates N, =
M,@®PRNG(EPC, ® K; ® N,).

c¢) Then, the reader verifies that M,@®K; ZPRNG(EPC, @ N, & C;) to authenticate the tag. If the answer is "No", it
aborts the rest of protocol.

d) Then, M; = PRNG(K; @ N,) @ PRNG(EPCj) is calculated by reader and is sent to the tag and updates its secret
values as follows,
Cold < Cnew < PRNG(EPCS @ Nl) @ PRNG(NZ S Ki @ Ci)
Kold < Knew < Ki @ PRNG(NZ)
Step 4: The Reader authentication

a) After receiving M, firstly, M;@®PRNG(EPC,) 2PRNG(K; @ N,) is verified by the tag using his/her EPC,, K; and
N,. If the answer is "No", the tag aborts the rest of protocol, otherwise it authenticates the reader and updates its
secret values as follows,

Cis1 < PRNG(EPC, ® N,) ® PRNG(N, ® K, D C;),  Kipy « K; ® PRNG(N,)

3.2 Secret Parameter Recovery

This subsection aims to show that an adversary can recover all secret parameters (EPC;, K;) of Wang et al.’s protocol. This
attack consists of two phases as follows:

Learning phase: In this phase, the attacker acts as an eavesdropper. After one successful run, he/she saves the exchanged
data between the target tag and the reader including,

My; = N,; ® PRNG(EPC; ® K; ® N;), M,; = PRNG(EPC;® N,; ® C;) D K;

Attack phase: In the next session, the attacker starts a new session with the target tag and receives M;;,; = Ny ;.1 @D
PRNG(EPC, ® K;,, ® N,) and M,;,; = PRNG(EPC; ® Nyiyq @ Ciyy) @ Kiyy by sending Ny. Then, the attacker
aborts the rest of protocol. After that , the attacker uses M ;,1, M, ;. and the obtained data in the learning phase and

performs the following steps,
1) The attacker calculates M, ; @ M ;,, and M, ; & M, ;,, as follows

My; ®M, ;4 =N,; ® PRNG(EPC; ® K; ® N;) ® Ny ;41 ® PRNG(EPCs ® Ky @ N;) = Nyy @ Npjyq 1)
M,; @ My = PRNG(EPC, ® N,; @ C;) @ K; @ PRNG(EPC; @ N,y @ Ciaq) @ Kiyy @)



Leta = EPC;®N,; @ C;and f = EPC; @ N, ;.4 D Cy44. Equation (2) can then be rewritten as follows,
My @ My 341 = PRNG(a) & PRNG(S) ®)
It can be observed that,
a@®B =EPC;@®N,; ®C; ®EPC; D Nyjpy @ Cryq
=Ny ® Nyjia
=M;; ®M,;,
As aresult, we have f = M, ; & M, ;,, @ a and (2) can be rewritten as follows,
M,; @ My, = PRNG(a) @ PRNG(My,; ® My, ® )
Since « is a 16-bit string, the correct value can be found by trying all 216 possible values.
2) Now, using M, ; and the obtained «, the value of K; can be calculated as follows,
K; = PRNG(a) ® M,
= PRNG(EPC; ® N,; ® C;) ® M,
3) Nowusing K;, M, ;, N; and C; that are obtained in the previous steps, we get
M, ;@a@®C;=N,;®PRNG(EPC;® K, ®N,) BEPC;®N,; ®C; D C;
= PRNG(EPC; ® K; ® N,) ® EPC,

The only unknown variable, EPC;, can be found by comprehensive search all 216 possible values.

It can be seen that in order to perform this attack, the adversary needs to eavesdrop one session of the protocol and 2 x 216
PRNG computations. It is worth to mention that after obtaining all secret values of the tag, the adversary can perform
various attacks such as, traceability, tag impersonation, reader impersonation, and DoS attacks with the success probability
of "1". Furthermore, Wang et al.’s protocol has some problems that in the rest of paper some of the possible attacks are
provided.

3.3  Traceability Attack

One of the major problems in Wang et al.’s protocol is the fact that the tag updates its parameter C,,.,,, after a successful
authentication. Here, we show that an adversary can use this fact as a weakness and trace a target tag as follows,

Learning phase: In round (i), the attacker A sends an Execute query(R, Ty, i) to the tag, and obtains CiT" after that the
attacker A sends a Send query(R, T,, i), and blocks protocol. As a result the tag does not update secret values.
Challenge phase: The attacker A selects two fresh tags T, and T; for the test, and sends a Test query(T,, Ty, i + 1). Ac-
cording to the randomly chosen hit b € {0, 1}, the attacker is given a tag T), € {T,, T; }. After that, the attacker A sends an
Execute query(R, T,,i + 1) by sending N; message, and obtains Cl.Tfl.

Guess phase: Eventually, the attacker A stops the game G, and outputs a bit b’ € {0, 1} as a guess of bit b as follows.

. T
b’ = {0 if Ci+b1 = CiTO,
1 otherwise

Therefore, Adv,*™ (k) = |pr(b’ = b) —§| = |1 - §| =% > €.

Proof: After an unsuccessful challenge between the attacker and the tag T,, the tag does not update CiT". As a result, the
tag uses the same value in the next session.

3.4  Forward Traceability Attack

In this part, it is shown that Wang et al.’s protocol also does not provide forward privacy and an adversary can perform
forward traceability attack as follows:

Learning phase: In the ith round, the attacker A sends a Corrupt query(T,, K") and obtains (EPCZ‘;,Kf") from tag T,.
After that, the attacker A sends an Execute query(R, T,,i) and obtains (MT" CiT",Nl.TO). Then he/she computes i =

1,i
PRNG(EPC.® @ K° @ N;°) and { = K;° @ PRNG(}) & M,%).



Challenge phase: The attacker A selects two fresh tags T, and T; for the test and sends a Test query( Ty, Ty, i + 1). Ac-
cording to the randomly chosen bit b € {0, 1}, the attacker is given atagTy € {TO,TI} After that, in round (i + 1), the
attacker A sends an Execute query(R, Ty, i + 1), by sending N , and obtains M. 2,_and M_®
Guess phase: The attacker A stops the game G and outputs a hit b’ € {0, 1} as a guess of bit b. In order to guess b’, first
the attacker A computes ) = M;?, @ PRNG(EPC.° @ { @ N,°) and y = PRNG(EPC° @ n @ C;*) @ ¢ . Then, the
attacker A outputs a bit b’ € {0, 1} as a guess of bit b using the following rule:

b'={0 if x= M21+1
1 otherwise

1,i+1 2,i+1°

As a result, Advj‘pri”(k) = |pr(b’ =bh)— %| = |1 —%| =§ > €.
Proof: Since the value of EPC; is fixed in all rounds, thus EPCST’;? = EPC§§+1. Using this fact, and assuming T, = T,, we
have

x=PRNG(EPC @1 ¢, D (4)

By substituting n = M, 2, @ PRNG(EPC.® @® ¢ @ N,°) and { = K;° @ PRNG() © M,®), we then get

i+1
x = PRNG(EPC® @ M;?, @ PRNG(EPC]° @ K;° @® PRNG({) & M,%)

DN DC,") DK D PRNGH ® M2). (5)

i+1

Using the fact that ) = PRNG(EPC.? @ K;° @ N,°), we can write

x = PRNG(EPC @ M.

i+1

@® PRNG(EPC.® @ K;° @ PRNG(PRNG(EPC,° @ K;° @ N,°) ® M%)
@ N;°) @ C,*) ® K;° @ PRNG(PRNG(EPC]° ® K;° ® N;°) ® M;). (6)
According to the protocol, N,% = PRNG(EPC.® @ K;° @ N,°) @ M,", thus,

x = PRNG(EPC.® @ M;?, @ PRNG(EPC]° @ K° @ PRNG(N,%) ® N,°) & C,*) ® K° @ PRNG(N,%) (7)

i+1

By substituting the updated value of K,?, = K @ PRNG(N ), we have

x = PRNG(EPC]® @ M2, ® PRNG(EPC]® ® K°, ® N,°) @ C,*) ® K., (8)
Finally, with substituting the values of T, = T, and N2 1 Ml.fl @ PRNG(EPCT0 @ KLJr1 @ N1T°) can be rewritten as
follows,
X =PRNG(EPC,> ®N,’,, ® ;") DK = M,", . ©)

4 Analysis of Safkhani et al.’s Protocol

Providing secure and confidential communication for end-users is the most prominent goal of each RFID authentication
protocol. In this section, we investigate the privacy of Safkhani et al.’s protocol [21] and point out that their protocol is not
resistant against traceability and forward traceability attacks.

4.1 Safkhani et al.’s Protocol

In [21], Safkhani et al. proposed an improved RFID authentication protocol which uses a symmetric cryptosystem to protect
RFID users. Each run of their protocol consists of five Steps which is shown in Fig. 4 and are given in the rest of subsection
with more details.

Step 1. The reader generates Ny as a random number and sends it to the tag.
Step 2. Upon receiving Ny, the tag generates a random number N and calculates the following messages and sends the
triple (DIDy, Ny, V) to the reader.

xr = (ACSgr @© Ng) I| (HP,_; ® N;), yr = Key; @® DIDy, Vp = EyT(xT)'

Step 3. The reader computes xg, C,, yr and Vg as follows and transmits (DIDr, IDg, Ny, Ng,Vy, Vi and Cy) to the back-
end server.
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Fig. 4. The Safkhani et al.’s protocol [21].

xpg=M)I(Ng® Ny), C,=C.+1, yr=Keyg®C,, Vg =E, (xz).
Step 4. Now, using the received messages from the reader, the back-end server performs the following operations:

1) Aaccording to DIDy, it retrieves tag information including ACSg; and HP;_,. Then it computes messages x; =
(Acsgr @ Ng) || (HP;_y @ Nr) , yr = Keyr @ DIDy , xp = (M) || (Ng @ N7) .yg = Keyp @ C:..

2) The server verifies x; 2 (Acsgr @ Ng) | (HP,_y @ Ny) and Dy, (Vz) l—1)-0 <Nk @ Ny and €', > C, and follows
the rest of authentication procedure. Then it updates its secret values as follows,

Cr=C, P= Dy, (V&) l2i-1)-1»  DIDy = h(IDy |l Ny),
HP; = h(P;), HC;=h(P;_1,P).

where h(.) is a one-way hash function.

3) Finally, the back-end server uses the updating secret values and received messages from the reader, and it computes
following messages and send V; to the reader.

XS =HCl ” HPl ” NR®NT " DIDT, ‘/S =EKeyT(XS).

Step 5. The reader transmits message V, to the tag. Upon receiving the message, the tag verifies
Dieyr (Ve) l2i-1)—1 2 Ng @ Ny If the answer is "Yes", it updates the secret values as follows,

DIDy = DKeyT(Vs) |(l—1)—o» HP;_; = DKeyT(Vs) |(31—1)—21' HC; = DKeyT(Vs) |(4z—1)—3z-

4.2  Traceability Attack

Providing an untraceable communication for end-users is one of primary goals for each RFID authentication protocol. This
subsection aims to show that Safkhani et al.’s protocol does not ensure untraceability and an attacker can trace a target tag
as follows,

Learning phase: In round (i), the attacker A sends an Execute query(R, T,, i) by sending N and obtains DID;f’i.
Challenge phase: The attacker A selects two fresh tags T, and T, for test, and sends a Test query(T,, Ty, i + 1). Accord-
ing to the randomly chosen bit b € {0, 1}, the attacker is given a tag T}, € {T,, T;}. After that, the attacker A sends an
Execute query(R, Ty, i + 1) by sending Ny, and then the attacker obtains DID;’;H.

Guess phase: Eventually, the attacker A stops the game G and outputs a bit b’ € {0, 1} as a guess of bit b as follows.



Tp

. T
b = {0 if DIDy?, = DIDJ®
1 otherwise

As a result,
upriv _ r_ 1l _ 11 _1
Adv,” (k) = |pr(b —b)—5|— |1_E| =3 D&
Proof: According to the structure of Safkhani et al.’s protocol, we can see which in the Learning phase, the tag T, does
not update its secret values and uses the same secret value DID;f’i in the both Learning and Challenge phases (i.e., rounds

iandi+ 1).

4.3  Forward Traceability Attack

We show that Safkhani et al.’s protocol also does not assure the forward untraceability. According to the structure of Safkhani
etal.’s protocol, it can be seen that the 1D, is fixed in all rounds. Using this fact, an attacker can trace a target tag as follows,

1, Key®,ID1%, N1%)

T,i’ T, pi

Learning phase: In the ith round, the attacker A sends a Corrupt query(T,, K') and obtains (DID
from tag T,. It also sends an Execute query(R, T,, i) and obtains NTT,Ol..
Challenge phase: The attacker A selects two fresh tags T, and T, for the test, and sends a Test query( T,, Ty, i). Accord-
ing to the randomly chosen bit b € {0, 1}, the attacker is given a tag T}, € {T,, T; }. After that, in round (i + 1), the attacker
A sends an Execute query(R, Ty, i + 1) by sending Ny ; and obtains DID;fl?H. Now the attacker can compute DID; ;4
at the session i + 1 by computing h(IDy II Ny ;).
Guess phase: The attacker A stops the game G, and outputs a bit b’ € {0, 1} as a guess of bit b. In order to guess b’, first
the attacker A computes { = h(ID;f’l. [ NTT,‘;). Then, the attacker A outputs a bit b’ € {0, 1} as a guess of bit b using the
following rule.
. T
b’={0 if DID;%, =¢

1 otherwise

As a result,
upriv _ r_ Y 1
AdvP () = |pr’ =b) - =[1 -3 =1 » e

Proof: Since the value of 1D, is fixed in all rounds, thus DX = pl Using this fact, the following equations can be

T,i — T,i+1"
written.
T T T
If Ty =To:  DIDyy, = h(ID;5 ., I Ni)
T
= h(IDg5 Il Nif) = (10)

5 Analysis of Sun-Zhong Protocol

In 2012, Sun and Zhong [23] analyzed a hash-based RFID authentication protocol which was proposed by Ha et al. [22],
and proposed a strengthened version of Ha et al.’s protocol. The Sun-Zhong protocol is hash based and protects the ex-
changed messages between the tag and the reader by hash functions. Fig. 5 shows the structure of the Sun-Zhong protocol.
In this section, first we review the Sun-Zhong protocol and then present a backward traceability attack against it.

5.1  Sun-Zhong Protocol

Step 1. The reader generates a random number 1 and sends it to the tag with Query.

Step 2. Upon receiving messages from the reader, the tag generates r and computes Q = H;(ID |l r; |l ;) and sends ry
and L(Q) to the reader.

Step 3. In order to authenticate the tag, the reader calculates Q' = LT(H,(H'(ID) |l p 4 Il 7)) satisfying 0 < i < ¢, then
verifies LT(Q")2 LT(Q). After that, the reader calculates RT(Q’) and transmits it to the tag. Finally he/she updates
ID = HY(ID) for next run.

Step 4. Upon receiving the message RT(Q") from the reader, the tag verifies RT(Q)” RT(Q") to authenticate the reader; if
the tag does not authenticate the reader successfully, it terminates the session.



Reader (ID) Tag (ID)

U (LTCH (HL(IDY [ 7 | T q Query, g — Q=H/(UDllryllrg)
rrll n = ando<i<t
(ETGH(HAUD) 1 1 73) = LTQ)) b - HUD)
{(ID = H'4D),Q" = Hy(H'UD) Ny N ), - W) .
Successfully complet the session} If RT(Q)= RT(Q")
Else {Successfully complet the session}
{Unsuccessfully terminate the session} R@Q") - Else
{Unsuccessfully terminate the session}

Fig. 5. The Sun-Zhong protocol [23].

5.2 Forward Traceability Attack

In [23], Sun and Zhong claimed that their protocol provides strong privacy for RFID users. However, in this subsection we
aim to show that it is not safe against forward traceability attack. This attack is performed as follows:

Learning phase: In the ith round, the attacker A sends a Corrupt query(T,, K') and obtains ( IDl.T") from tag T,. Now
the attacker can compute IDHr2 at the session i + 2 by applying the hash function two times on IDl.T".

Challenge phase: The attacker A selects two fresh tags T, and T for the test, and sends a Test query( Ty, Ty, i + 2). Ac-
cording to the randomly chosen bit b € {0, 1}, the attacker is given a tag T}, € {T,, T, }. After that, in round (i + 2), the at-
tacker A sends an Execute query(R,T,,i + 2) by sending rRTfl? (i.e., the same value as for session i) and obtains
(L (Q’lr-llzz) :lZ+2>

Guess phase: The attacker A stops the game G, and outputs a bit b’ e {0 1} as a guess of bit b. In order to guess b’, firstly
the attacker A computes @ = ID;%, = H (H(IDT")) p=Ha®r",, ®r°)andy = L(B). Then, he/she outputs a bit

b € {0, 1} as a guess of bit b using the following rule:

b' = {0 lf L(Ql+2) )/

1 otherwise

Tl+2

As a result,
AdvP () = |pro =b) -3 = [1-Y =1»e

Notice that the attacker can obtain ID;° for n > 1 using ID;.

Proof: Since the value of ID is fixed in all rounds, thus ID;® = ID;°,. Using this fact, assuming T, = T,, the following
equations can be written:

V= L([?)—L(H(aEB Tz+2EB ))
= L( (# (H(DP)) @172, B 7y )) (11)
Since ID}°, = H (H(ID?")), equation (11) can be written as follows:

y_L(H(IDHZ T1+2 D ))

Eventually, if T, = T,,, we can conclude that D}, = ID'" . So we have,

i+27 i+2°
y_L(H(IDHZ Tz+2EB ))
= L(Q;%,)- (12)
6 Improved Versions of the Analyzed Protocols

In sections 3, 4 and 5 it is shown that Wang et al.’s, Safkhani et al.’s and Sun-Zhong protocols have some problems which
make them vulnerable to various traceability attacks. In this section, in order to overcome all the reported weaknesses we
apply some modifications in the analyzed protocols and present an improved version of each one.



Reader (CaldrKold'Cnew'KneerPCs) Tag (Ci'Ki'EPCs)
For eachK;, C; and EPCin DB, it calculates:
Nnew — ¢ old _ Generates random numbers N, and N,
3 — Yi,sent 69 Cnew1 N3 - Ci,sent @ Cold Nl - _
new M, =N, @ PRNG(EPC, @ N; @® N;)
NJ**W = M; ®PRNG(EPC; @ NIV @ N;) _
ld 1d M, = PRNG(N, & ;) ® K;
NP = M1€BPRNG(EPCS DN D Nl) Cisent- M1, M,
’ Ci,sent = N3 @ Ci

If M2®Knew = PRNG(N;IBW @ Cnew) <

X =new
Elseif M, @K, = PRNG(NS“ @ C,

X = iﬂd ol ( 2 om) After receiving M, firstly,

= . ? .

Else: Aborts protocol; End if Ms@®PRNG(EPC) = PRNG(K; © Ny)
Then computes the below values: The reader is authorized and it updates:
M; = PRNG(Ky @ N5°) @ PRNG(EPCy) M; -
Finally, it updates as follows: Civ1 = PRNG(C; © N,)
If X =new Kiy1 < PRNG(K; © N, © Ns)

Cota < Cpew < PRNG(C; @ N3*™) Else: The reader is not authorized

Koig < Kpew < PRNG(K; @ N3*" @ N3*™) End
Else if X = old, Does nothing; End,

Fig. 6. Improved version of Wang et al.’s protocol.

6.1 Improved Version of Wang et al.’s Protocol

In this subsection, in order to eliminate all the mentioned weaknesses of Wang et al.’s protocol which was presented in
Section 3, we apply some modification on its structure and propose a modified version. There are two main problems in the
structure of Wang et al.’s protocol. First one is dependency between tag’s responses including M; and M, which made the
protocol vulnerable to secret parameters reveal and information leakage of the tag. The second one is updating procedure of
secret keys in the tag and the reader which makes privacy concerns.

In order to remove the mentioned weaknesses and prevent the presented attacks, we apply some changes in the structure
of Wang et al.’s protocol. First, we change computing methods of M, and M, as M{**¥ = N, @ PRNG(EPC, & N; & N,),
MZe¥ = PRNG(N, @ C;) @ K;, where N5 is a new random number that is generated in the tag. Another change which
increases the privacy of the Wang et al.’s protocol is to the update C; and K; as follows,

Ciy1 < PRNG(C; ® N3), Kiyq < PRNG(K; @ N, @ N3).

In addition, we propose a modification in the tag response C;. We define C; .., = N5 @ C; where N5 is a new random
number generated by the tag. After applying all the proposed modifications, final structure of improved protocol is shown
in Fig. 6. Now we show that how the proposed modifications overcome all the discovered drawbacks and make the protocol
resistant against various security and privacy attacks.

Secret parameter reveal: In [13], Wang et al. showed that due to some weaknesses in the tag responses CN,, M,, M, and
updating of the secret key K; in the tag, Pang et al.’s [17] protocol is vulnerable to secret parameter reveal attack and an
attacker can obtain secret keys with 0(21°) attack complexity. In Subsection 3.2, we showed that there is another weakness
in the tag responses of the Wang et al.’s protocol which is the strengthened version of Pang et al.’s protocol. This weakness
arises from dependency between consecutive tag responses including M{, M}, Mi** and M+, In the improved version of
Wang et al.’s protocol, we propose some modifications in the messages M, and M, which eliminate the mentioned
weaknesses and prevent both the presented secret parameters reveal attacks presented in [13] and Subsection 3.2. In fact,
with the proposed modifications, not only tag responses in two consecutive runs become independent each other, but also
the random values in the tag responses are increased and consequently the complexity of attack increases significantly.

Traceability: In Subsection 3.3, we showed that how an attacker can use the weakness on the structure of C; and its up-
dating procedure and performs traceability attack. In the modified protocol, we remove these weaknesses by two changes
in the updating of C; and in the structure of transmitted C; in the tag responses. We use the random number N, in the up-
dating of C; as C;,; <« PRNG(C; @ N,). With this change, after each successful authentication, the tag updates its secret
value with a new random number which prevents the attacker from predicting the next C;. Moreover, we modify the value
of C; in the tag responses; in other words, we XOR a new random number N; with the transmitted C; in the tag responses.
Note that N5 is arandom number generated by the tag in each new challenge. With the second change, if an attacker blocks
a phase of protocol before successful authentication and starts a new challenge with the tag, the tag will response a new C;
which overcomes the existing weaknesses and make the improved protocol more secure than before. As a result, the im-
proved protocol prevents traceability attacks and an attacker cannot trace the current location of a specific tag.



Forward traceability: According to the presented forward traceability attack in Subsection 3.4, we observed that in the
Wang et al.’s protocol, there are some drawbacks in the updating of secret keys K; and C;, and the structure of tag response
M, which makes the attacker able to trace the location of a specific tag in the next runs. In the Wang et al.’s protocol, if an
attacker corrupts the secret keys and uses the eavesdropped messages, he/she can compute 1y = PRN G(EPCSJ- DK DN,)
and obtain N,. Then using the obtained N,, he/she can calculate K;,; which is the secret key of a specific tag in the next
run. In the improved protocol, in order to overcome this weakness we change the updating procedures of the mentioned
secret keys and the structure of the message M,. We use the random number N5 in the updating of the K; which increases
the privacy of protocol. With these modifications in the updating procedure, if an attacker corrupts the secret keys, he/she
will not be able to calculate random numbers N, and N5 using the message M,. Consequently, the attacker cannot perform
forward traceability attack and trace the location of a specific tag in the next runs.

6.2  Improved Version of Safkhani et al.’s Protocol

Similar to the Wang et al.’s protocol, Safkhani et al.’s protocol suffers from two main privacy problems making it vulnerable
to traceability and forward traceability attacks. It can be shown, that with two changes in the tag’s responses and updating
procedure of secret keys, both the mentioned weaknesses will be omitted. In the tag’s responses we define a new variable
DID$™ = DID; @ N, which in each new run of the protocol the tag transmits to the reader. The variable DID; is a dynamic
identifier of the tag which is updated after each successful run of the protocol and N5 is a new random number which is
generated in the tag. Moreover, in order to prevent forward traceability attack, we change the updating of DID; = h(IDy |l
N;)as DIDF™ = h(ID; || (N @ Ns)). All the identification and authentication steps of the improved protocol are similar
to Safkhani et al.’s protocol. That is, only we change the values of DID; and updating of DID; in Step 2 and Step 5,
respectively. The authentication steps of the improved protocol, shown in Fig. 7, can be expressed as follows:

Server Reader Tag

(Keyr,Keyr ,DIDy1q, ACSgr 010, HPi—1,01a, HCi 0105 (IDg, Keyg, C;) (DIDy,Keyr ,ACSgr, HP;_1, HC;)
DIDT,old' ACSRT,new' HPi—l,new' HCi,new' C,T)

For each DIDy,q and DID,,,, in DB, it computes: Generates random numbers N,
NI®¥ = DID3e"t @ DIDReW Ny (M |and N,

N$'¢ = DID§e™ @ DID}! X = (ACSzr @® Np) |l

Then the server to authenticate the reader (HP,_, ® Ny)

(2) DIDse"t N V. i-1 T
acts as followes, ( 7" Ny, V) _
yr = Keyy @ DIDy

xg = (M) Il (Ng @ Nr) Vr = Ey, (xr)

yr = Keyr @ C, = (M N N. sentT_

verifies: xg 2Dy, (V) xg = (M) Il (Ng D Np) DIDF#™ = DIDr , @ N3

Then, the server retrieves tag related Cr=0Crtl

For q = old and new yr = Keyr ®© C;
xrq = (ACSprq ® Ng) I| (HP;-1,4 @ Nr) Vi = Ey, (xg)
Yr,q = Keyr @ DIDr,

It verifies : xrq 2Dy, (V1)

Dy, (V&) lg=1)-0 <Nz @ Ny

Cc',.>¢C,

The server determines q = old or new,
and it authenticatesthes reader and the tag V@ Dkey, (Vs) l21-1)-1 I N, ® N,
Then the server updates as follows:
If g = new

C',=C, DIDy = DKeyT(Vs) I(l—1)—0
Poia < Prew < Dy (Vi) l2i-1)-1 HPi_y = Dyey, (V) I(s1-1)-21
DIDyyq < DIDye,, < h(ID7 || Ny @ NJ) HC; = Dyey, (Vo) lai-1)-31
HPold < HPnew < h(Pi)

HCold < HCnew < h(Pi—l!Pi)v End;
Finally it computes following messages
and sends to the reader:

Xs = HCpew I| HRyew | Ng @ Nr |l DIDpey,
Vs = EKeyT(xs)

®)(DIDse™, Ny, Vi, IDg, Ni, Vs, Cr )

The tag verifies:

Vs 57 | Fainally it updates as followes:

Fig. 7. The improved version of the Safkhani et al.’s protocol.



Step 1. This step is same as Safkhani et al.’s protocol.

Step 2. Upon receiving N, the tag generates two random numbers N and N5 and calculates x, y,, and V. similar to Saf-
khani et al.’s protocol and sends them with a new variable DID3¢"¢ to the reader, where DID$¢™ = DID; @ Nj.

Step 3. Same as Safkhani et al.’s protocol.
Step 4. Now, using the received messages from the reader, the back-end server performs the following operations:

1) It computes messages xp = (M) Il (N; ® Ny) , ¥z = Keyg @ C,., x74 = (ACSgr, ® Ng) Il (HP,_,, ® Ny),
Yrq = Keyr @ DIDr 4, for g = new and old.

2) It verifies xr 4 iDyT’q V), Dy (V&) la-1)-0 IN, © Ny and C', > C,, and follows the rest of authentication pro-
cedure and determines q as old or new. After that it updates secret values C',., P;, HP;, and HC; similar to Safkhani
et al.’s protocol, but it updates DIDy as DIDy = h(IDr | Ny © DIDr 4 © DID3e™t),

3) Same as before.

Step 5. Same as before.ni et al.’s protocol.

Privacy of the Improved Version of Safkhani et al.’s Protocol: In Section 3, we showed that Safkhani et al.’s protocol
suffers from two main problems making it vulnerable to traceability and forward traceability attacks. First weakness is in
the tag response DID, which remains fix if an adversary terminates Step 2 of the protocol and starts a new session with the
tag. The next problem is updating procedure of secret keys in the tag and the back-end server making the protocol vulnerable
to traceability attacks. We see that with the proposed changes in the tag’s responses and updating procedure of secret keys,
both the mentioned weaknesses are omitted. In the tag’s responses we defined a new variable DID3¢™ = DID; @ N5 which
in each new run of the protocol the tag transmits to the reader. The variable DID is a dynamic identifier of the tag which is
updated after each successful run of the protocol and N5 is a new random number which is generated in the tag. Our analyses
show that with this change, the adversary cannot perform traceability attack against a specific tag. Moreover, in order to
prevent forward traceability attack, we change the updating of DID; = h(ID; || Ny) as DID}¢Y = h(ID; || (Ny @ N3)).

6.3  Improved Version of Sun-Zhong Protocol

In the Section 5, it is shown that in the Sun-Zhong protocol an adversary can eavesdrop the random number ;. exchanged
between the tag and the reader and uses it for forward traceability attack. To overcome this problem, we define a new variable
K; which is shared between the tag and the reader. With this modification, if an attacker eavesdrops the exchanged messages
between the tag and the reader it will not be able to obtain ;. to perform attacks and achieve its wicked goals. Note that the
back-end server stores the old and the new values of K; to prevent DoS attack. Moreover, by updating the value of K; in the
tag and the back-end server, the protocol prevents traceability attack. The structure and the authentication phases of the
improved version of Sun-Zhong protocol is shown in Fig. 8.

Server/Reader Tag
(Kold' KnevaD) (ID: Ki)
For each K; and ID in DB, it computes: ro -
K- @K Ko @ K R Generates random number R,
T = . y T~ = .

. T,1 iT new T2 LT old Q — HI(ID I T I TR)
Foro<j<t Kir =K@
If{LT(H,(H(ID) | rr 1 Il 78)) = LT(Q)} = X = new < (LT(Q), Kir ) ID = H(ID)

Elseif {LT (H,(H/(ID) Il 7, | 7)) = LT(Q)}= X = old
Else the tag is not authorized; End,;
Then it computes the value, Q" = H,(H/ (ID) I rrx Il rg)
Then it updates its secret values as follows, 0 -

ID « HI(ID),

(D) Kisr < Hrp © K0
Kold < Knew < H(rT ED Ki)
End

Else X = old:

ID « HI(ID).

End;

Fig. 8. The improved version of the Sun-Zhong protocol.



Table 2. A comparison of analysis

Protocols A B C D E F G H | J
Attacks [16] [17] [13] [20]  [21] [22] [23]
Secret Parameters Reveal X X X ¥ ¥ ¥ ¥ ¥ ¥ 4
Backward Traceability X 4 4 4 4 4 4 4 4
Traceability X 4 X 4 X X 4 X 4 4
Forward Traceability 4 4 X 4 4 X 4 4 X y
Impersonation 4 4 4 4 X 4 4 4 4 y
DoS v X v v v v v v v v

¥: Secure x: Insecure

A.Yehetal. B.Pangetal. C.Wangetal. D.ImprovedWangetal. E.Chenetal. F.Safkhanietal. G.Improved Safkhanietal. H.Haetal.
I. Sun-Zhong J. Improved Sun-Zhong

6.4 A Comparison of Analysis

The security and privacy properties of Yeh et al.’s protocol [16], Pang et al.’s protocol [17], Wang et al.’s protocol [13],
Chen et al.’s protocol [20], Safkhani et al.’s protocol [21], Ha et al.’s protocol [22], Sun and Zhong’s protocol [23] and the
modified protocols are summarized in Table 2. As illustrated in Table 2, Yeh et al.’s protocol not only suffers from secret
parameter reveal attack, but also does not provide confidential and untraceable communications for RFID end users. The
mentioned attacks are reported with more details in [29]. In [13], Wang et al. showed that Pang et al.’s protocol is vulner-
able to DoS attack and also the adversary can obtain secret parameters with 0(21¢) attack complexity. In Section 3, we
showed that Wang et al.’s protocol not only cannot provide users privacy, but also the secret parameters can be disclosed
by 0(216) attack complexity. As it can be seen, in the improved version of Wang et al.’s protocol, all the mentioned
drawbacks have been eliminated and it became secure against various security and privacy attacks.

In [21], Safkhani et al. showed that Chen et al.’s protocol is insecure against traceability and impersonation attacks.
Then, they proposed some modification and have tried to provide a more efficient protocol. In Section 4, it is shown that
still Safkhani et al.’s protocol is not safe against traceability and forward traceability attacks and an adversary can trace the
location of a specific tag in the current and future runs. According to the presented modifications and privacy analysis in
Section 6.2, it can be seen that the modified version of Safkhani et al.’s protocol can protect RFID end-users against various
security and privacy attacks.

Ha et al.’s protocol [22] and Sun and Zhong’s protocol [23] are two efficient hash-based RFID authentication protocols
which have been proposed in the last few years. In [23], Sun and Zhong analyzed Ha et al.’s protocol and showed that it
has some privacy weaknesses and suffers from traceability and forward traceability attacks. In Section 5.2, we illustrated
that although in [23] Sun and Zhong have tried to omit privacy concerns of Ha et al.’s protocol [22], but still there is a
privacy concern in the improved protocol and Sun and Zhong’s protocol cannot provide forward privacy. On the other
hand, privacy analysis shows that improved version of Sun and Zhong’s protocol removes all privacy concerns and provides
secure and confidential communications for RFID users.

7 Conclusion

Privacy providing of RFID end-users is one of the primary goals of each RFID authentication protocol. In this paper, we
analyzed the privacy of three RFID authentication protocols proposed by Wang et al. [13], Safkhani et al. [21], and Sun-
Zhong [23] in 2012, 2012 and 2014, respectively. We showed that the privacy of all the mentioned protocols has some
weaknesses and we presented various traceability attacks against each one of the studied protocols. In our privacy analysis,
we used the well-known formal RFID privacy model of Ouafi and Phan [28]. Moreover, in order to overcome the existing
weaknesses of the studied protocols, we applied some modifications and proposed an improved version of each one. Fi-
nally, the privacy of the proposed protocols were compared with some similar protocols.
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