Forking-Free Hybrid Consensus
with Generalized Proof-of-Activity

Shuyang Tang!, Zhiqiang Liu*!,
Sherman S. M. Chow?,
Zhen Liu*!, Yu Long*!, and Shengli Liu*!

! Shanghai Jiao Tong University, China
2 The Chinese University of Hong Kong, Hong Kong

Abstract. Bitcoin and its underlying blockchain mechanism have been attracting much
attention. One of their core innovations, Proof-of-Work (PoW), is notoriously inefficient
and potentially motivates a centralization of computing power, which defeats the original
aim of decentralization. Proof-of-Stake (PoS) is later proposed to replace PoW. However,
both PoW and PoS have different inherent advantages and disadvantages, so does Proof-
of-Activity (PoA) of Bentov et al. (SIGMETRICS 2014) which only offers limited com-
binations of two mechanisms. On the other hand, the hybrid consensus protocol of Pass
and Shi (ePrint 2016/917) aims to improve the efficiency by dynamically maintaining a
rotating committee. Yet, there are unsatisfactory issues including selfish mining and fair
committee election.

In this paper, we firstly devise a generalized variant of PoW. After that, we leverage our
newly proposed generalized PoW to construct forking-free hybrid consensus, which ad-
dresses issues faced by a regular hybrid consensus mechanism. We further combine our
forking-free hybrid consensus mechanism with PoS for a generalization of PoA. Compared
with PoA, our generalized PoA improves the efficiency and provides more flexible combi-
nations of PoW and PoS, resulting in a more powerful and applicable consensus scheme.

Keywords: Blockchain, Consensus, Cryptocurrency, Hybrid consensus, Practical Byzan-
tine Fault Tolerance, Proof-of-Stake, Proof-of-Work

1 Introduction

Blockchain technique has been attracting much interest since Bitcoin [Nak08] was proposed
in 2008, due to its valuable potential for building an anonymous, decentralized, and trustful
network. It is considered to be commencing a revolution in information technology and economics.
Bitcoin utilized blockchain (we refer to the original Bitcoin blockchain as “Nakamoto chain”)
as the building block of consensus. Proof-of-Work [TJ11], firstly proposed to prevent e-mail
spamming [JJ99], was introduced to Bitcoin system to make sure any newly generated block is
mined by an honest node with high probability. More precisely, blockchain requires the creator
of a new block to solve a hash-collision problem (i.e. a hash puzzle) with regard to the hash of
the previous block. When multiple new blocks are generated, disagreement emerges, and forking
of chain happens. We need a way to make sure that all nodes concede to “the miner of the next
block”. Honest nodes only try to solve hash puzzles and build onto the latest blocks in the longest
valid chain. The first forked branch that is followed by a certain number of blocks is considered
to be confirmed. When a chain is confirmed, transactions within on-chain blocks are validated.
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Soundness of the blockchain system is guaranteed as long as the majority of computing power is
at hands of honest nodes. Forking also tackles the misbehaviour of miners. Yet, to resolve forking,
PoW-based protocols often confirm transactions at an unsatisfactory speed.

Serving as a core part of the original blockchain consensus protocol, PoW has several merits
such as good robustness, elaborated incentive scheme which stimulates online presence of can-
didates, and openness to any participant. Yet, it also suffers from the poor efficiency which
potentially motivates a centralization of computing power, as well as other risks related to
“tragedy of the commons” (see more in [BLMR14]). To address these issues, Proof-of-Stake
(PoS) [Quall,BGM16] is proposed to replace PoW of the miners with computing power to stake-
holders. Yet, PoS has defects for supporting online presence of stakeholders. Proof-of-Activity
(PoA) [BLMR14] was proposed to achieve a certain combination of PoW and PoS so as to in-
herit their advantages. With subtle combinations of PoW and PoS, PoA determines the miner of
a new block by the factors of computing power as well as stake value.

Practical Byzantine Fault Tolerance (PBFT) algorithm [CL99] proposed by Castro and Liskov
has been widely adopted in blockchains. It serves as (a part of) the consensus scheme which substi-
tutes PoW for better efficiency under certain circumstances. Hybrid Consensus [PS16b] combines
PoW and PBFT. It utilizes Nakamoto chain or Fruitchain [PS16a] as the underlying blockchain
(called “snailchain”) to dynamically maintain a rotating committee, and all transactions are veri-
fied by the committee members via PBFT. A consensus is legitimate if over 1/3 of the committee
members concur and broadcast corresponding signatures. With hybrid consensus, the efficiency
of transaction confirmation can be improved significantly.

1.1 Related Works

Cryptocurrency has been attracting massive attentions since Nakamoto’s proposal of Bitcoin
blockchain [BMC™15,TS16,Swal5]. Due to this, multiple decentralized currencies have been de-
vised following this new trend [EGSRI15,Kin13,SBRS16,WV16]. Efforts have been devoted to
devising scheme for next generation cryptocurrency systems [EGSR15]. Solidus was proposed to
attain an efficient cryptocurrency system [AMNT16]. At the same time, blockchains adopting
consensus schemes other than PoW have been designed [BGM16,BLMR14].

1.2 Issues and Motivations
Firstly, there are two fairness issues regrading to the original hybrid consensus:

— Existence of forking. Forking of the underlying snailchain exists, which wastes a great
amount of time and energy, leading to security hazards such as the possibility of selfish
mining (see [ES14]). Selfish mining exists only when forking is possible. That is the reason
why hybrid consensus with Nakamoto chain as the underlying snailchain required 3/4 overall
honesty rate instead of 2/3. In fact, forking is necessary in traditional blockchains for security
guarantee of transaction confirmation. However, it is not the case with a rotating committee,
when mining has nothing to do with the validation of transactions.

— Accuracy of evaluations. Intuitively, traditional blockchain mining brings about a great
variance in the evaluation of computing power. In fact, we will formally show in Sec. 3 that,
in contrast to our newly proposed generalized PoW, traditional PoW is not an accurate
estimation of committee candidates’ computing power, due to its great variance.

— Lacking motivation for honesty. Honesty of committee members is guaranteed from block
reward and transaction fee. However, it merely guarantees honesty and diligence of nodes as
committee candidates (i.e. miners), not that as committee members.
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Moreover, PoA is also rather lacking due to the following reasons:

— Existence of Forking and Efficiency issue. Inherited from the classical blockchain
construction, forking is still required to tackle with ambiguity. Also, PoA runs a classical
blockchain instance as its underlying protocol. Due to this, its efficiency is not satisfactory.

— Flexible and Formalizable Combination of PoW and PoS. PoA offers one specific
combination of PoW and PoS. Since cryptocurrency is a rapidly developing field, requirements
of different scenarios will be various. For this reason, flexible combination of PoW and PoS
should be attained. However, PoA can hardly be adapted to fit into multiple scenarios. Finally,
the combination of PoW and PoS in PoA is hard to be formally described.

Being key components of blockchain, we aim to further improve hybrid consensus and PoA
to derive more efficient, flexible, and applicable consensus constructions.

1.3 Our Contribution

We propose generalized PoW and a forking-free hybrid consensus scheme based on it, to present a
novel way of ridding hybrid consensus of forking, and equip hybrid consensus with a voting-liked
reward negotiation system to provide incentives for honesty. Our fork-free hybrid consensus is
endowed with the following properties.

— Forking-free PoW. With our generalized PoW construction from Sec. 3, forking can be
eliminated. Hence, selfish mining can be prevented and the security of the system can be
enhanced. Also, massive resources can be prevented from being wasted in following “wrong”
branches.

— Accurate evaluations of computing power. Generalized PoW is inherited with merits
of less various in the evaluation of committee candidates’ computing power. In Sec. 3, we will
prove that generalized PoW has smaller variance in the evaluation of committee candidates’
PoW capability.

— Motivation for honesty. In our work, we provide a voting-liked reward negotiation pro-
tocol that provides incentive of honesty for committee members. Committee members will
loss transaction fees and block rewards if they fail to behave honestly and diligently during
working time.

We then further improve PoA to make it more efficient and applicable. To do this, we propose
generalized PoA a generalized construction of PoA by leveraging our fork-free hybrid consensus.
Compared with the original PoA, our generalized PoA provides the following merits.

— Forking-free Proof-of-Activity with efficiency. In the original work of PoA, forking
is still necessary to tackle with the ambiguity during block mining. In our newly proposed
generalized PoA, instead of running Nakamoto chain as the underlying protocol, a committee
is dynamically maintained by a generalized PoW-based forking-free protocol (see Sec. 4.1)
to validate transactions through a PBFT network, so as to achieve the forking-free property
and efficiency.

— Flexible and Formalizable Combination of PoW and PoS. In contrast to the original
work of PoA, we construct generalized PoA based on generalized PoW, which allows protocol
users to flexibly choose how to achieve the combination of PoW and PoS. Also, our gener-
alized PoA is easy to be formally analyzed. We will also discuss that “concave” choices of
combinations are preferred.
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Table 1. Comparisons between Consensus Schemes

Consensus Scheme Efficiency| Forking- PoW PoS Incentive of Flexible
free Presence Combination
Classical PoW [TJ11] v’ v’
Ideal PoS [Quall] v’ v’ v’
Hybrid Consensus [PS16b] v’ v’ v’
Proof-of-Activity [BLMR14] v’ v’ N
Forking-free Hybrid Consensus v’ v’ v’ v’
Generalized PoA v’ v’ v’ v’ v’ v’

1.4 Paper Organization

The remainder of this paper is organized as follows. Sec. 2 introduces the notations and prelimi-
naries. Sec. 3 proposes the concept of generalized PoW and argues about its merits, then proposes
our fork-free hybrid consensus. In Sec. 4, we further combine fork-free hybrid consensus with PoS
to form generalized PoA, and analyze different strategies and the security under different cases.

2 Notations and Preliminaries

Notations in this paper are illustrated in Table 2.

2.1 Bitcoin and Blockchain

Bitcoin was a novel online payment system invented by Satoshi Nakamoto [Nak08], it utilized the
blockchain (in short, blockchain) (we may refer to this in term Nakamoto Chain) as the build-
ing block of consensus. In the bitcoin system, the network links transactions by time-stamping
technique, and hashing them into a chain of hash-based proof-of-work. In such a way, the history
that cannot be tampered without redoing the proof-of-work is formed. Blockchain requires the
generator of a new block, say, B;, to solve a hash problem, that is to find a nonce (nc), so that
H(B;_1,nc) € target, where target is a predetermined short range, and B;_; denotes the previ-
ous block. Disagreement happens when multiple blocks are mined simultaneously. In this case,
forking of the chain happens. Honest nodes always build blocks following the longest valid chain.
The first forked branch followed by certain number of blocks is considered to be confirmed.

2.2 Practical Byzantine Fault Tolerance (PBFT)

In distributed computing systems, Byzantine fault tolerance (BFT) is the system that tolerates
certain failures in Byzantine generals problem. BFT protocols have been extensively studied in
the area of distributed system [PSL80,LSP82,TPS87,CL99]. Among these protocols, Practical
Byzantine Fault Tolerance (PBFT) algorithm [CL99] proposed by Castro and Liskov provides
high-performance Byzantine state machine replication, and has been widely implemented in both
public-chain and private-chain cryptocurrency systems.

2.3 Hybrid Consensus

Pass and Shi’s hybrid consensus [PS16b] is a new consensus scheme which dynamically maintains
a rotating committee. Committee members of each day correspond to miners of a fixed interval of
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confirmed on-chain blocks. In hybrid consensus, the blockchain provides Proof-of-Work, but not
the validation of transactions, and transactions are validated through a PBFT network among
committee members. In such a way, confirmation time of transactions is bounded by actual
network delays instead of the theoretical delay, and efficiency can be significantly improved.

2.4 Proof-of-Activity

Bentov et al.’s Proof-of-Activity (PoA) [BLMR14] allows miners to solve a hash puzzle according
to the previous block and form the head of the next block. Then according to the block head
broadcast by this lucky miner, N lucky stakeholders are determined to share transaction fee
together with this lucky miner. N stakeholders broadcast signatures of this block head, and N-th
lucky stakeholder should wrap all newly received and verified transactions into this block and
broadcast it. After that, this block can be considered as a new block on-chain. In this scheme,
stake holders have to stay active to perform the protocol and earn rewards.

Table 2. Table of Notations

Ky A security parameters
A the upper bound of network delaying
R a round number (similar to the notion of “date” in hybrid consensus [PS16b])
T the maximum number of trial attempts in puzzle-solving for one user (per round)
M the cardinality of the total range of the hash function
Mo the cardinality of the acceptable range of nonce’s hash value
csize  |the size of the rotating committee, csize := O()\)
N the total number of candidates running for next day’s committee member

Br the block content for round R
target  |the target set of the hash puzzle
1D; the public identity for node ¢
commit; |a commitment for node 7

recr the transaction record and the nonce record of round R
nc a nonce value
«@ the upper bound of the total fraction of computing power held by the adversary
B the upper bound of the total fraction of stakes held by the adversary

(ws,8;) |PoW capability and stake value for node 4

(zi,y;) |PoW capability and stake value for node ¢ mnormalized from (w;,s;)
(so that z; and y; share the same expectation p)

L = G(z,y)|a weight assigned to a candidate of normalized PoW capability = and normalized
stake value y, which corresponds to the possibility of entering committee

com; the identity (i.e. public key) of i-th committee member

cand; |the identity (i.e. public key) of i-th committee candidate

CMgr CMpg = {com1, coma, ..., cOMcsize } is the identity list of round-R’s committee members
(ordered by the time of entering the committee)

CDgr CDgr = {candi, cands, . .., candn } is the identity list of round-R’s candidates

PRF(k, R) |a pseudorandom function that takes a key k and a round number R as input and
returns a pseudorandom bit-string in {0, 1}", interpreted as a natural number in Zgx
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3 Generalized Proof-of-Work and Forking-free Hybrid Consensus

3.1 Generalized Proof-of-Work

In hybrid consensus, for each round, transactions are validated through a PBFT network among
committee members. However, the committee election in hybrid consensus is based on the tradi-
tional PoW, hence is not forking-free (which we will unfold in the following contents). To improve
this, we propose our generalized proof-of-work, to derive a forking-free mechanism.

In the traditional construction, for each miner, the probability of mining a nonce for each
block is roughly proportional to its computing power. In our generalized proof-of-work, we lower
the difficulty of the mining puzzle to make the expected number of nonces found proportional to
its computing power. For generalized PoW, the difficulty of the nonce-puzzle is smaller than that
of PoW. In each round, each candidate u finds some nonce solutions, say, nc,, 1,Nn¢y 2, ...,NCy. p, ,
where P, is the number of nonces found by candidate u. Before the end of this round, each
candidate submits all solutions it found to the committee, then committee members arrange all
received solutions in an array W, and decide a random number 1 < r < |W| = 3" P,. Finally,
committee announces the identity of a new committee member of next round, who is the miner
corresponding to the r-th item of W.

In general, we hope that the committee can accurately have access to PoW capability w;
of each candidate, and hope that w; will be nearly proportional to their real computing power
and wealth, with less variance. We now formally compare generalized PoW with the traditional
one with regard to the accuracy of the evaluation of candidates’ computing power. In fact, the
expected w;’s under two protocols can be regarded as proportional to candidates’ computing
power, so we make comparisons on their coefficients of variance and finally determine that our
new construction will be more satisfiable.

To simplify the formalization, here we suppose one candidate tries the hash puzzle for T times
in total, the total range of the hash function is of cardinality M, and the difficulty is properly
adjusted so that the acceptable range is of cardinality Mj.

Traditional PoW. In the traditional construction, we set the puzzle difficulty very high and
ask each candidate 7 to find a puzzle solution. If one candidate successfully finds a solution, then
its w; is 1, or else w; is 0.

In traditional PoW, we assume T - My < M. The expectation of w; is thus proportional to
the computing power T

My My
E z:P 221 =1—(1—- — ’R‘JT'i,
fwi] = Prfws = 1] = 1= (1= = 0)T 7 L
hence
T - M, T - M,
V. i:E Z‘l—E i) ~= 1-—
arfu] = Bluwi](1 — Efur)) & 0 (1 1)
And the coefficient of variance is
Vi i M —TM, M
Cv[wi]:\/ arluwd 2 > 1.

Elw;] ™, ~ \ TM,

We can see that the coefficient of variance is very great in the traditional PoW.
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Generalized PoW. For generalized PoW, we lower the difficulty so that a candidate with
considerable computing power may find more than one solutions to one hash puzzle. Final w;
will be the number of solutions it found. The expected number of solutions one candidate 7 with
T computing power may find is

Moy
S

We use X; to denote a random variable that is 1 if j-th puzzle-solving attempt works, and 0

otherwise. We have

v :=E[w] =T

and so

ar|w; (_M)
o] = YYrlwd VT - o z\/j

Efw;]

In conclusion, generalized PoW is endowed with a smaller coefficient of variance.

3.2 Merits of Generalized PoW
Merits of generalized PoW consists of three parts:

1. Forking-freeness. When forking occurred, many miners might waste massive computing
resources by following wrong branches of the blockchain. Also, a longer confirmation time is
needed due to the possibility of forking. Moreover, forking leads to security risks like selfish
mining. Without forking, our construction is more resource-saving, efficient, and secure.

2. Friendliness in face of delays. We find that generalized PoW is more friendly to nodes
facing constant network delays, which will be partially proved in the appendix.

3. Fair evaluation of computing power. After formal comparisons, we have proved that
generalized PoW provides a satisfactory accuracy in the evaluation of computing power in
comparison with the traditional construction.

3.3 Forking-free Hybrid Consensus

Based on hybrid consensus, in which a rotating committee is elected from the underlying blockchain
and transactions are validated via PBFT among this committee, we construct fork-free hybrid
consensus where generalized PoW is implemented to replace the underlying PoW. In our con-
struction, we view the list of committee members as a queue, one node enters the committee
and one leaves for each “round” (similar to what is called “Day” in hybrid consensus). Now we
present the generalized PoW-based committee election protocol of our fork-free hybrid consensus.

Candidates In round R, one candidate, say, Tom, collects transaction and nonce records of
round R — 1 (signed by over 1/3 committee members) recg_1, then finds as much as possible
nonce(s) NCom,1, NCtom,2; - - - s NCtom, Pyor, SUCh that

H(Bpr-1||IDiom]||InCrom,;) € target (1 < i < Propm,)

where Br_1 := {recg_1, H(Br_3),CMg_1} is the block of the previous round. Note that differ-
ently from the traditional bitcoin blockchain, recg_; here includes users’ transactions handled by
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round R—1’s committee, reward transactions for round R—1’s committee (which will be specified
later), and all accepted nonces during round R—1. CMg_; is the identity list of previous round’s
committee members. The hash value of the previous block is included in the block content so as
to form the hard-to-change time-stamping.

Tom arranges all nonces found into Wig,:

NCtom,1 IDtom
NCtom,2 IDiom

Wtom =
NCtom, Piom IDtom

and submits all items in Wi, to the rotating committee before the end of round R.

In practice, it is not a good idea to submit nonce(s) to all committee members and assume
they will all receive the same number of nonce(s) during the whole interval of round R. The
consensus on the nonce-acceptance should be reached through another PBFT network. However,
to simplify the representation, we merely assume that a safe submission protocol exists.

_ e
for Reward
next Negotiation
round's
committee

Step 1 Step 2 Step 3

Fig. 1. Basic construction for each round

Current committee member For simplicity, we order all committee membersin 1,2, ..., csize.
Each honest committee member receives nonces from all candidates, puts all received nonces into
W, and sorts all items in the same order, to get

nca |DA i

nca 2 |DA

ncp.1 IDB
W = NCtom,1 lDtom

NCtom,2 IDtom

nctom,Ptom I Dtom

L : o dwxe

At the termination of this round, committee members in CMpg = [IDy, ID,, . .., IDize] produce a
random number 1 <r < |W| = 3" P,. After that, all members broadcast r;. In such a way, the
adversary can control nothing about the generated random number, as long as any one committee
member is honest. Details are shown in Fig. 2. By the term “Accuse”, we mean the action to
vote for denial during the final reward negotiation.
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Generating random number 1 < r < |W| on round R

(for member of identity ID; , 1 < ¢ < csize)
eBroadcast commitment commit; := H(r;) (and its signature);
eWait for A and receive commit; := H(r;) broadcast by other members j # i;
eBroadcast r; (and its signature) towards all other members;
eWait for A and receive all r; (j # ¢) from other members;
eFor j # i: if either r; or commit; not received, then {set r; < 0; Accuse j;}
eFor j # i: if H(r;) # commit;, then {set r; < 0; Accuse j;}
oGet 7 1+ ((PRF(@;S:; rj,R)) L

Fig. 2. Generating a random number for the committee election

Finally, committee members broadcast recg and declare (“Enter”,ID’) along with their sig-
natures, where ID’ is the identity of the miner of the r-th nonce. This lucky candidate is enrolled
into the committee of next round if this declaration is signed by over 1/3 current committee
members. After that, the reward negotiation begins.

3.4 Bootstrapping Techniques

To bootstrap the system, we need csize genesis blocks maintained by the system creator. Dif-
ferently from Bitcoin, the system creator (i.e. the maintainer of the csize genesis blocks) should
have certain computing power to perform the consensus for the first csize rounds.

3.5 Determination on Commencement and Termination Time

All users’ transaction commands and candidates’ nonces are submitted to the committee, and
committee members reach the consensus through PBFT. PBFT is an ordered procedure during
which transaction commands and nonces are proposed by PBFT participants (i.e. committee
members) sequentially in turn. With this property, we can stipulate that each round is terminated
at the time of M proposal within the PBFT process, where M is a predetermined parameter.

3.6 Incentive of Honesty

In the original construction of hybrid consensus, the incentive of participants’ honesty is inherited
from that of Bitcoin. This mechanism offers the motivation for honesty during candidates’ mining
process. However, it ignored the incentive for honesty and presence of members after being
elected into the committee. To guarantee honesty and presence of committee members, we devise
a voting-liked mechanism. In detail, we design reward transactions with a specially designed
structure to reward honest and diligent members, thereby providing incentives of honesty. At
the termination of each round, each committee member sends out reward transactions for each
other members, and appends proper signatures to reward transactions that belong to those
who acted honestly and diligently (not in the blacklist) in this round. Each reward transaction
becomes legitimate as long as over 1/3 members broadcast signatures on this transaction. Reward
transactions should have specially designed structures so that they can be validated without
specifying payers. More specifically, this reward negotiation procedure proceeds as follows:

1. At the termination of each round, each committee member sets reward for each honest com-
mittee member as S,eward = %, where S;, denotes the total amount of transaction fee
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included in this round (all honest nodes should have reached the consensus on this amount
after PBFT) and Spjocr stands for the predetermined amount of block reward.

2. For each committee member (say, member i), it generates and signs on the reward transaction
tx; (whose receipt is member j, containing reward amount Syeyqrd) for each honestly behaved
member j. Then, all reward transactions are broadcast along with corresponding signatures.

3. Similarly to the case of ordinary transactions, for each committee member (say, member i),
reward transaction tx; is validated as long as over 1/3 committee members broadcast tx;
along with proper signatures.

After reward negotiation, committee members broadcast recp and declare the terminate this
round, along with proper signatures.

3.7 Merits of Forking-free Hybrid Consensus

Compared with the original hybrid consensus using Nakamoto chain as the underlying blockchain,
our proposed fork-free hybrid consensus has the following advantages:

— Forking-freeness. One issue of hybrid consensus is that, forking still happens in the com-
petition for the block mining game, unless we can revise the rule and stipulate that blocks
should be appended with their broadcast time and the firstly broadcast one should be the
next block. This is impractical, since it is hard for all nodes to share the same clock, and nodes
have no reason to behave honestly when appending the broadcast time. In our construction,
we need neither guarantees on time synchronization nor honesty of nodes, to achieve a fair
competition for “the first miner of next block” without the existence of forking.

— Accuracy in computing power evaluation. Apart from the forking-free property, our
construction is endowed with better fairness with respect to the evaluation of miners’ com-
puting power.

— Friendliness in face of delays. Our construction guarantees on better fairness on candi-
dates suffering from network delays. In the appendix, we will give a basic proof to show that
our newly proposed construction excels ordinary PoW considering the existence of network
delays.

— Looser assumption against mildly agile corruption. In hybrid consensus, the adversary
is allowed to perform the mildly agile corruption, i.e., they can choose nodes to corrupt
according to the configuration of the environment. T-agility, which means an adversary has
to wait for time 7 to corrupt an honest node, is defined to describe the assumption on
the adversary’s capability. In our work, the assumption on 7 can be much looser than that
required for hybrid consensus, since that once a node is elected into the committee, it will
start to work before a long exposure to adversary’s target corruption.

— Selfish mining prevention. In our forking-free construction, selfish mining has no reason
to work. Without potential selfish mining, a looser security assumption is required to attain
the same security property [ES14].

— Tolerated corruption. In hybrid consensus, 3/4 overall honesty has to be guaranteed (if
the underlying snailchain is Nakamoto chain) to achieve the 2/3-chain quality, due to the
existence of selfish mining. In this work, we merely require a 2/3 overall honesty to achieve
a 2/3-chain quality, so as to assure the security of PBFT.

4 Generalized Proof-of-Activity

We generalize proof-of-activity to support flexible combinations of generalized PoW and PoS.
More specifically, we build our consensus protocol based on the framework of hybrid consensus
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with fair proof-of-work, by a novel way of rotating committee election, i.e., for a candidate with
PoW capability w and stake value s, a function G(w, s) can be established to assign a weight L
to each candidate that reflects PoW capability w and stake value s.

for Reward

next Negotiation
round's
committee

Step 1 Step 2 Step 3

Fig. 3. Basic construction for each round

4.1 Detailed Protocols

We formally present the protocol of miners from the beginning of each round to the commence-
ment of next round, in its entirety. We will discuss protocols for candidates and committee
members separately, detailed illustrations of protocols are shown in Table 3 and Table 4. We sup-
pose the set of committee members of round R is CMp = {comy, coma, ..., comesize }, and the set
of candidates is CDgr = {cand,, candy, . .., candy}. To facilitate representation, we will use the
term “committee member 77 or “candidate ¢’ together with “com;” or “cand;” interchangeably,
in fact, they stand for the same meaning.

In the following, we refer to a protocol instance of either a committee member or a candidate
as a node. In generalized PoW, the value of PoW capability w is often a small number, while the
stake value s is often greater. For example, one node with stake value of 10° (in US dollar) may
find at most one or two nonce(s). It is not reasonable to set w = 2 and s = 105. For this reason,
we need to normalize w, s before calculating G(w, s). In this section, we assume that all w’s and
s’s are normalized to z’s and y’s so that

r=-L waxw
E[w] ’

y—L S S
Els] ’

and then E[z] = E[y] = p holds (the expectation is taken among all candidates). We consider z, y
as continuous variables over R*. Furthermore, y should be greater than 1 when the logarithm
exists, this makes sense since stakeholders should have a certain stake. In such a way, descriptions
and derivations can be simplified.

Candidate In round R, for a candidate i who tries to enter the committee of the next round.
It performs operations as follows:

1. Tt packs recg_1, together with the hash value of block Br_s (to form time-stamp) and the
list of committee members of previous round CMg_1, into the block of round R—1— Br_;.

2. It tries to find as much as possible nonce(s) nci, nca, . . ., ncg so that H(Bgr_1,1D;, nc;) € target
for all 1 < j < ¢; And then, it submits {ncy, ncs,...,ncy} to committee members, appended
with proper signatures.

3. It receives recp (with signatures from over 1/3 committee members) at the end of the round.
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Table 3. Switchover techniques in the candidate side

CANDIDATE SIDE (in round R, for candidate )
ePack BRfl = {rechl, H(Bng), CMRfl};

oTry to find as much as possible nonce(s) nci,nca,...,nce, so that
H(Bpr-1,IDs,ncj) € target for all 1 < j < 4;

eSubmit {nci,nca,...,nc,} to committee members (appended with proper signa-
tures);

eCollect validated transactions into recg, including reward transactions (signed by
over 1/3 committee members);

Committee member Now we present the protocol for committee members in round R.

1. Each miner checks the committee list of the current round, and performs the following pro-
cedures if its identity is included in the list. Then, it packs Br_1.

2. Committee members run two PBFT instances, one for the consensus on transaction valida-
tion, one for the consensus on nonce-acceptance. At the same time, they calculate normalized
PoW capabilities and stake values of each candidate (i.e. ; and y; for each candidate j).

3. Before the termination of round R, each committee member calculates L; := G(x;,y;) for
each candidate j. And then they negotiate a uniform random number kg, and decide one lucky
candidate according to kr. Finally, they produce reward transactions for each committee
members, and sign on each reward transaction if the corresponding member is honest and
diligent. Same as ordinary transactions, each reward transaction will be validated if over 1/3
fraction of committee members have signed on it.

4. Tt broadcast recg declare termination of this round, along with signatures.

To agree upon a uniform random number kg, each committee member uniformly picks a
random number and firstly send out a commitment (e.g., Pedersen commitment) of it. After
receiving all committed random numbers, they reveal their random numbers. kr will be set to
an xor-summation of all these random numbers. Even when all but one members are dishonest,
kr will remain random. Table 4 shows the detailed procedures.

4.2 Strategy and Security Analysis

Definition 1. We say function G : Rt x Rt — RT is concave if and only if this holds:
For any v,v’ € (R)2, it always holds that G(v) + G(v') < G(v +v').

We will discuss the following two cases separately: one for a concave establishment of G and
one for otherwise. The strategy of the adversary will be different in two cases. In the concave
case, nodes will prefer to aggregate their computing power and stake values to form stronger PoW
power and maximize the possibility of being elected. On the other hand, in the non-concave case,
dishonest nodes tend to divide its computing power and stake and multiple identities it spawned,
to maximize the total probability of being elected. In this case, a heavy network burden would
be caused. For this reason, we suggest that function G(z,y) should be concave.

A non-concave case

We begin with an example of non-concave G(z,y) to show that miners tend to split their PoW
capabilities and stake values into different forked identities, to maximize the total probability of
entering the committee of the next round. For this reason, a heavy network burden is caused.
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Table 4. Switchover techniques in the committee side

COMMITTEE SIDE (in round R, for committee member ¢)

Step 1

oCheck its identity in round-R committee list CMRg;

ePack Br_1 := {recr—1, H(Br—2),CMgr_1};

Step 2

eRun a PBFT instance for transaction validation;

eRun a PBFT instance to reach consensus on candidates’ nonce submission;
eCollect w; as the number of satisfiable nonce(s) submitted by candidate j;
eCollect s; which is the total stake held by candidate j;

eNormalize (wj, sj) into (z;,y;) for each candidate j;

Step 3
eCalculate L; := G(z;,y;) for each candidate j;
eCalculate sump, == 3, cp . Ly

ePick a random number 7; < {0,1}";

eBroadcast commit; := H(r;) (along with a proper signature);

oWait for time A, and receive commit; from each committee member j;

eBroadcast r; (along with a proper signature);

eWait for time A, and receive r; from each fellow committee member j;

oFor each j € CMg: if either r; or commit; not received: set r; <— 0 and put j into the blacklist;
eFor each j € CMg: check whether commit; = H(r;), put j into the blacklist if not;
eCalculate kr + D ccmy, 75

eCalculate rand < PRF(kg, R) - (sump /2%);

eFind first k that Z;;ll L; <rand < Zle L;;

eClaim member list of the next round is CMgr41 = {coma, coms, . .., cOMcsize, candy };
eGenerate reward transactions tx; for each member j € CMg;

eSign on tx; and broadcast it if j worked honestly, diligently and is not in the blacklist;
eBroadcast recg along with a proper signature.

We consider G(z,y) = In(zy). We assume that x,y > 1 always holds. In this case, the
adversary would split its x,%y’s into several spawned nodes to maximize the total probability of
being elected. Suppose one candidate holds computing capability =, total stake 3, and splits z’,
y' evenly into £ forked nodes. We show that the probability of entering the committee in next
round is maximized when ¢ reaches some value greater than 1 (i.e. division of 2’ and 3’ exists).

o0 7@
40

20 |/

20 40 60 80 100

—20

Fig. 4. Function f(z) = z(a — 2Inz) with a = 9.0

In fact, under our assumption, this candidate tends to maximize

/ /

‘- ln(% : %) = ¢ (In(z'y’) — 2In0).
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. . . . In(z'y")—2
After simple derivations, we can see that this reaches the maximum when ¢ approaches e 2 ,

which is often much greater than 1. Hence, we can see that in non-concave case, miners tend
to split their total resource into multiple spawned nodes. Since a heavy network burden might
be caused in this way, it is suggested to avoid non-concave choice of G(:, ). We can imagine
non-concave functions that do not suffer (or not suffer much) from such attacks, but they should
be carefully analyzed before implementing.

We define the adversary advantage Adv, g to be the approximate possibility of a maliciously
spawned node entering the committee of next round:

Adv. o — Gl ERST, i), 6 BT, ui))
Va,3 = )
[Zi:l G(wi,yi)]
where N is the total number of nodes, « is the fraction of total computing power held by the
adversary, and (3 is the fraction of total stakes held by the adversary.

Foundation of generalized PoA security is based on the 2/3 overall honesty among all commit-
tee members. That is to assure that Adv,, s should be small enough. Since the further calculation
of Adv, g highly depends on the choice of G(-,-), in the following context of this section, we
will propose three recommended establishments of G(z,y), and present security analyses (i.e.,
calculation of Adv,, g) separately.

Case A. Considering PoW capability and stake value evenly
When we consider PoW and PoS evenly (i.e. of same significance), we may set G(z,y) as £, or

””22&. However, we hope to make the adversary harder to reach a high G(z,y) value. It would

be easier to have a high x value or high y value, but harder to make both x and y great enough.
For this reason, we want G(z,y) to be a function that can hardly reach a great value when either
x or y is not great enough, and this function must be symmetric. Hence, we set G(z,y) = \/Ty.
We first prove that this evaluation function G(z,y) = \/zy is concave.
For any (z1,y1), (x2,y2) € RT x R™T:

G(r1+ 22,91 +y2) > G(21,y1) + G(22, y2)
For any (x1,y1), (72,92) € RT x RT:

T1Y2 + T2Y1 = 24/T122Y1Y2

this can be derived from the basic mean value inequality. From here,

T1Y1 + 1Yz + Tovn + Taye > (VY1) + (VZ292)? + 2/T1 729192,
\/(»’81 +z2)(y1 + y2) > Ty + /T2y,

hence G(z1 + x2,y1 + y2) > G(z1,y1) + G(x2, y2) always holds.
After that, we estimate the probability of the adversary being elected.
Gla B[, ), B-E, wi))
[Zi 1 G, yi)]
_ VoE[NIE[2] - BE[NE[y] _ /oE[z]-BE[y] _ vaB-u
E[N] ']E[\/@] Elyzy]  El[/zy]’

We can see that the advantage of the adversary will be limited to /a8 within a multiplicative
constant factor. Our detailed analyses in the appendix will show that this construction is feasible.

Adva’g =
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Case B. More considerations on PoW capability

Under certain environments, PoW capability should be more significant than stake during the
committee election. Under such consideration, we can set G(z,y) = xIny, where is z is the
normalized PoW capability and y is the normalized stake value. In case that G(z,y) = zlny,
miners do not have to be rich enough (i.e. have a great stake value) to reach a high value of
G(w, s), but they should have some.

Tt is easy to see that this evaluation function G(z,y) = zlny is also concave, since for any
(xl,y1), (l‘g,yg) e RT x R*:

G(x1 + 22,51 +y2) = (x1 +x2) In(y1 + y2) >z Inys +zolnys = Gz, 1) + G(x2, y2).

We assume y > 1 always holds since candidates should hold some stake. For the probability
of the adversary entering the committee, we have

Ady . — @ BB 2] (8- E[SL, y]) _ o E[N]-Elz] - In(3-E[N]E[y)) _ paln(us - E[N])
o E[N] - E[zIny] E[N]-EzIny] EfzIny]

which is proportional to «-In(cf) (where ¢ = pE[N] is a constant), and hence meets our demand.

Case C. More considerations on stake value

One may consider that stake should play a more important role during the committee election.
In this case we can choose G(x,y) = ylnz, and its analysis is similar to that of Case B.

5 Conclusion

We generalized the classical PoW to make it forking-free which leads to a better evaluation of
computing power. We then constructed fork-free hybrid consensus based on generalized PoW to
address the issues of selfish mining and fair committee election in the original hybrid consensus.

With these, we presented a novel generalization of PoA. We firstly built our consensus protocol
based on the framework of hybrid consensus with generalized PoW. Then we presented a flexible
way of rotating committee election, i.e., for a candidate with PoW capability w and stake value
s, a function G(w, s) can be established to determine the probability that the candidate is elected
into the committee. We showed that we should avoid non- “concave” choice of G(w, s) which would
lead to heavy network burden. Meanwhile, we gave security analyses of generalized PoA under
different strategies of combining PoW and PoS. Taking the advantage of PoS generalized PoA is
an improvement of hybrid consensus. Moreover, compared with Bentov et al.’s PoA, generalized
PoA further improves the efficiency and provides a more flexible combination of PoW and PoS.

Forking-free hybrid consensus or generalized PoA could be adopted in blockchains requiring
an efficient and flexible consensus mechanism. For future work, it will be interesting to consider
appropriate privacy solutions for our new proposals.
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A Generalized PoW under Network Delay

In the following, for simplicity, we consider N candidates sharing the same computing power, i.e.,
their expectation of timing of finding one nonce solution in generalized PoW is T,. We assume
one of them (say, Tom) suffers from network delays and has to begin the puzzle-solving at time
d, and all other nodes start the puzzle-solving at time ¢’ < §. We use A’ to denote the ending
time of the current round. Firstly, we begin with the following lemmas.

Lemma 1. For any 0 < ¢ < 1 and any natural number N, c¢- > 7 (1 —¢)N) — L = o(4).

N
Proof.
> , . 1—(1—¢)Nk c
. 1—)EN) — (. _
¢ ;( °) e I-(1-oN 1-(1-0oF
B c
1= (1 = ()1¥ e+ o(c))
c
Nc¢—o(c)
Then we get

N L e e colg 1
;(1 ) N  Nc—o(c) Nc (Ne—o(c))-Nec (&)

Lemma 2. For any integers A" > § > ¢ > 0, any 0 < ¢ < 1, there exists sufficiently large N,
s.1.

> , N U R |
i—9 N-1)(i—9d
;(1_0) ce- (1= )V DE=) 5N
Proof. Let d =6 — ¢, hence §' =6 — d;
oo
Z(l _ C)i—5 .e- (1 _ C)(N—l)(i—é)
=1
— Z(l _ C)i—é e (1 _ c)(N—l)(i—(S—i—d) — (1 _ C)(N—l)d ce- Z(l _ C)N(z’—é)
=4 =4
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we use the previous lemma and get:

— : 1 1 1
(= e 3=t = =N (o) = -
Meanwhile,
A—-s 1 A-5 1
A—§ N A —5+d N
Since for sufficiently large N:
A —§
1o YN-Dd o = 7
(1-2¢) < A _s+d
- : ey A =4 1
— )0 e (1 = )W -D(E=EY) .
;(1 )0 e (1—-¢) <35 N

In practice, the number of miners N can be regarded as a great number. For this reason, we can
merely consider the case under “sufficiently large N”.

Given the lemmas above, we now illustrate how an inequality proves generalized PoW is
better than PoW in terms of fairness under network delay. In generalized PoW, the probability
that Tom becomes the new committee of the next round is:

A'=s
_ E[sols] _ T,
n (N —1)-Elsols/] + E[sols] (N —1)- A'T_S‘sl + A}—:‘;
_ A + (i)
TN@A -y TN

where sols is the number of nonce solutions to be found if starting the puzzle-solving at time .

When we stipulate that the first block mined should be the on-chain block (even if possible
to realize), the probability of Tom’s entering committee next round in an ordinary PoW is:

oo
o = 2(1 —¢) e (1— C)(N—l)(i—é’)
i=6
where c is the probability that one (since we assume they share the same computing power) finds
a nonce within one unit of time.

When 0 = ¢’, from Lemma 1, we get 71 — 72 = o(;), which fits our scenario since all them
share the same probability of entering the committee of next round if no delay exists (or suffering
exactly same delays).

When ¢ < § < A’, from Lemma 2, the damage of delay is less in generalized PoW, i.e.,
Y2 < M-

1

B Security Analysis for Case A

Firstly, we introduce the logarithmic normal distribution (for short, log-normal distribution).
Definition 2 (Logarithmic Normal Distribution). When distribution X follows logarithmic
normal distribution LN (u,0?), its density function is:

1 (Inz — p)?
R

with the expectation E[X] = exp{u + 02/2}.

ha>0
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Ely] = exp{pz + %} = p
]E[il"y] = eXp{Ln(y) —+ %} =y
Elz] = E[E[cly)) = u |
p(y) =Iny — @

92

pe=Ilnp— 3

Fig. 5. Log-Normal Distribution

In economics, evidence has shown that the income of over 97% of the population is distributed
log-normally [CGO5]. In our scenario, we use it to describe the distribution of normalized proof-
of-work (z) and proof-of-stake (y).

In reality, holders of more stake are more likely to have greater computing power. In the
following discussion, we will consider that the distribution of y follows y ~ LN (uz,03), and
that the distribution of x conditioned on y follows & ~ LN (u1(y),0%), where ui(y) = Iny —

2
”—21, x is normalized PoW capability, and y is the normalized PoS value (now we have made
E[z] = Ely] = p). Here we give a detailed analysis on Case A under assumptions above.

In Sec. 4, we have illustrated that under Case A:

Adv, ,— GBS 2,8 B vi)) _ VoER]-PER] _ VaB - p
Va,3 = - -

E[Y ) Gz, y:)] E[/zy] E[\/zy]’

We first evaluate E[,/zy].

BV = [[ v pel) p ) do

1 (Inz — i (y))? 1 (Iny — po)?
= Ty - —— exp{— . exp{—~—Z—"""1.do
//D Y V2rxo xp{ 202 ! V2myos xp 2032 }

2 2
1 ftee e 1 (Inz —Iny+ )2 1 (Iny —Inp+ %)?
= — exp{— . exp{— -dzd
27T/0 0 Vxop p{ 203 ' Vo2 { 203 } Y
2 2
L[t~ 1 Iny —Inp+ %) | [T Inz—Iny+ F)2
= — exp{f(ny n/; 2) } exp{f( g 2) }-dz| dy.
21 Jo Yoz 203 0 Vzoi 20%
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For the last term,

—+o0 U% 2 +o0
1 (Inz —Iny + 3+) 1 (t—Iny+ 3 ) .
exp{— ~dx = exp{—————5—="—1}-€'dt
0o Vo p{ 207 J w Veloy vt 201 }
+oo aiy2 2 +o0 1._2\2
1 (t—Iny+ 3)* — toy 1 t? —2tlny + (Iny — 30%)
= — - At = — — 2 -dt
/_Oo o1 expi 202 } _/_OO o1 expi 202 }
+o00 2 2 14
1, (t—ny)’+(-ollny+Lad)
= — -dt
| e 7 }
T Vor (t — Iny)? (—o?Iny + joi)
= exp{————5—} -exp{— 5 }de
—oo V2o, 201 207
(—o¥Iny+ 1 Hoeo (t — Iny)?
VaRexp{~ TSI [ L g U
Iny+ 50
—2 exp{_#}
Putting it back to our derivation of E[,/zy],
2 2
1 [t 1 (Iny —Inp+ 2)? e (Inz —Iny + %)?2
E[\/zy] = — - 2 - 2. % .dz|d
oy 2w Jo Yoz expf 203 } Vxo, exp{ 202 boda
1 [t 1 (Iny —Inp+ %) Iny + 102
— — v — d
o J, —a exp{ 952 }V2m exp{ }
+oo o3\2 2 1.2 2
1 (Iny —Inp+ ) —o5Iny + 70703
————exp{— exp{— d
oo ot/2 (t—Inp+ 5 ) —o3t + to%03
e 2 103
exp{—————="}exp{————————=}d¢
Toro xp{ 203 }exp{ 202 }
- _ T P2 Ve 227 T 471T2
\/27r02 203 P 203
oo 1 1
vo 1 exp{_(t—lnﬂ+503)22_%03-&-10%03}.dt
V2o 203
too g exp{—[t_ (Inp+103)]* — 203 Inp+ 0105} dt
V2mog 202
1 Feo [t — (Inp+ 203)]2
=exp{lnp— -o? / exp{— 2 -dt
p{ 2 ;) 1} e \/%0_2 p{ 20,% }
=u- efcrf/S.
So

Adva s = vaB-p /af - e1/8.

Suppose that oq is small enough, plotting («, 3, Adv, g)’s into a graphic, we have Fig. 6.
When o1 = 1,a = 8 = 29%, Adv, g < % holds and the security of PBFT can be guaranteed.
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Fig. 6. Probability of the adversary victory in Case A: the perpendicular dimension is probability, two
horizontal dimensions are « and 3

C Supplementary Material: A Formal Analysis for “Bouncing PoW?”

As our initial attempt in improving the traditional PoW, we formulate the following construction
of bouncing PoW. In this construction, we are free from setting a predetermined difficulty for
the hash puzzle. During each round, each candidate tries to find a nonce nc; so that the hash
result h; can be as small as possible. And the final w; is simply set to 1/h;. (We may adjust this
hash function as the original cryptographic hash function incremented by 1, so that h; = 0 never
happens.) We defer to the appendix for a formal justification of our choice of 1/h; (instead of,
say 1/h? or 1/(h;Inh;)). For the coefficient of variance,

M j 11 17X
= __T_l._._z_ __%.7
Blwd =3 T-(1-3p"" 3 j M.Zje ’
j=1 j=1
M M
21 _ 11 T 1z
E[wl]—;T (=35 JQNM;]Qe ird
Var|[w;] E[w?] — E2[w;
Cu[wz]—\/]E . VE[ ]E} [w]
[wz] [wZ]

For instance, when M/T > 103, M = 20  with some scientific computing techniques, we can
know Cy[w;] > 6. This result is better than that of the traditional PoW, while still not very
satisfactory.
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Fig. 7. Coefficient of variance for bouncing PoW as M/T grows (M = 2°°)

We now formally prove that a “score” assigned based on 1/h; (where h; is the least hash
value candidate ¢ found by solving the hash puzzle) can be a dependable inquiry into candidate’s
computing power. To this end, we will show that the expectation E[h;] is proportional to the
inverse of computing power (1/T), suppose that candidate ¢ tries to solve the hash puzzle for T'
times each round. Let the length of the output range of this hash be M, we have

M j 1 M
_ T-1 .o 1 . =L
E[hi}fZT(lfM) .M.]NM_ZJ@MJ.
Jj=1 j=1
After some derivations, we obtain
By ~ U7 = SNl - T - M el anT
' (=14 en)2M

By omitting some negligible components, we can see the expectation of h; is proportional to 1/T"

Bl M T/M M 1
[hal ~ T/ 12~ (T/M+o(T/M)2 T *T

This illustrates the inverse relation between h; and T. Thus the “score” should be set to
1

i
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