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Abstract

Access control encryption (ACE) was proposed by Damgérd et al. to enable the control
of information flow between several parties according to a given policy specifying which
parties are, or are not, allowed to communicate. By involving a special party, called the
sanitizer, policy-compliant communication is enabled while policy-violating communication is
prevented, even if sender and receiver are dishonest. To allow outsourcing of the sanitizer, the
secrecy of the message contents and the anonymity of the involved communication partners
is guaranteed.

This paper shows that in order to be resilient against realistic attacks, the security
definition of ACE must be considerably strengthened in several ways. A new, substantially
stronger security definition is proposed, and an ACE scheme is constructed which provably
satisfies the strong definition under standard assumptions.

Three aspects in which the security of ACE is strengthened are as follows. First,
CCA security (rather than only CPA security) is guaranteed, which is important since
senders can be dishonest in the considered setting. Second, the revealing of an (unsanitized)
ciphertext (e.g., by a faulty sanitizer) cannot be exploited to communicate more in a policy-
violating manner than the information contained in the ciphertext. We illustrate that this
is not only a definitional subtlety by showing how in known ACE schemes, a single leaked
unsanitized ciphertext allows for an arbitrary amount of policy-violating communication.
Third, it is enforced that parties specified to receive a message according to the policy cannot
be excluded from receiving it, even by a dishonest sender.

1 Introduction

1.1 Access Control Encryption — Model and Security Requirements

The concept of access control encryption (ACE) was proposed by Damgard, Haagh, and Or-
landi [DHO16] in order to enforce information flow using cryptographic tools rather than a
standard access control mechanism (e.g., a reference monitor) within an information system. If
the encryption scheme provides certain operations (e.g., ciphertext sanitization) and satisfies
an adequate security definition, then the reference monitor can be outsourced, as a component
called the sanitizer, to an only partially trusted service provider. The goal of ACE is that the
sanitizer learns nothing not intrinsically necessary. Security must also be guaranteed against
dishonest users, whether senders or receivers of information, and against certain types of sanitizer
misbehavior.

The information flow problem addressed by ACE is defined in a context with a set R of roles
corresponding, for example, to different security clearances. Each user in a system can be assigned
several roles. For example the users are employees of a company collaborating on a sensitive
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project, and they need to collaborate and exchange information by sending messages. Since the
information is sensitive, which information a party can see must be restricted (hence the term
access control), even if some parties are dishonest. In the most general form, the specification
of which role may send to which other role corresponds to a relation (a subset of R x R) or,
equivalently, to a predicate P: R x R — {0, 1}, where s € R is allowed to communicate to r € R
if and only if P(s,r) = 1. The predicate P can be called the security policy. Typical examples of
such policies arise from the Bell-LaPadula [BL73] model where roles are (partially) ordered, and
the so-called “no-write-down” rule specifies that it is forbidden for a user to send information to
another user with a lower role. Note that for this specific example, the relation is transitive, but
ACE also allows to capture non-transitive security policies.

ACE was designed to work in the following setting. Users can communicate anonymously
with a sanitizer. If a user wants to send a message, it is encrypted under a key corresponding
to the sender’s role. Then the ciphertext is sent (anonymously) to the sanitizer who applies a
certain sanitization operation and writes the sanitized ciphertext on a publicly readable bulletin
board providing anonymous read-access to the users (receivers). Users who are supposed to
receive the message according to the policy (and only those users) can decrypt the sanitized
ciphertext.

To ensure security in the described setting, the ACE scheme must at least provide the
following guarantees:

1. The encryption must assure privacy and anonymity against dishonest receivers as well as
the sanitizer, i.e., neither the sanitizer nor dishonest receivers without access allowed by
the policy should be able to obtain information about messages or the sender role.

2. A dishonest sender must be unable to communicate with a dishonest receiver, unless this
is allowed according to the policy. In other words, the system must not provide covert
channels allowing for policy-violating communication.

As usual in a context with dishonest senders, the first goal requires security against chosen-
ciphertext attacks (CCA) because dishonest users can send a ciphertext for which they do
not know the contained message and by observing the effects the received message has on
the environment, potentially obtain information about the message. This corresponds to the
availability of a decryption oracle, as in the CCA-security definition.

Note that the second goal is only achievable if users cannot directly write to the repository or
communicate by other means bypassing the sanitizer, and if the sanitizer is not actively dishonest
because a dishonest sanitizer can directly write any information received from a dishonest sender
to the repository. The assumption that a user cannot bypass the sanitizer and communicate to
another party outside of the system can for example be justified by assuming that users, even if
dishonest, want to avoid being caught communicating illegitimately, or if only a user’s system
(not the user) is corrupted, and the system can technically only send message to the sanitizer.

Since the sanitizer is not fully trusted in our setting, one should consider the possibility
that an unsanitized ciphertext is leaked (intentionally or unintentionally) to a dishonest party.
This scenario can be called (unsanitized) ciphertext-revealing attack. Obviously, all information
contained in this ciphertext gets leaked to that party. While this cannot be avoided, such attack
should not enable dishonest parties to violate the security requirements beyond that.

We point out that previously proposed encryption techniques (before ACE), such as attribute-
based encryption [SW05; GPSWO06] and functional encryption [BSW11], enable the design of
schemes where a sender can encrypt messages such that only designated receivers (who possess the



required key) can read the message. This captures the access control aspects of read permissions,
but it does not allow to capture the control of write/send permissions. In other words, such
schemes only achieve the first goal listed above, not the second one.

1.2 Contributions of This Paper

While the proposal of the ACE-concept and of efficient ACE-schemes were important first steps
towards outsourcing access control, the existing security definition turns out to be insufficient
for several realistic attack scenarios. The main contributions of this paper consist of uncovering
issues with existing definitions and schemes, fixing these issues by proposing stronger security
notions, and constructing a scheme satisfying our stronger notions.

Issues with existing definitions and schemes. As argued above, chosen-ciphertext attacks
should be considered since the use case for ACE includes dishonest senders. Existing definitions,
however, do not take this into account, i.e., the adversary does not have access to a decryption
oracle in the security games.

Furthermore, existing notions do not consider ciphertext-revealing attacks. Technically
speaking, the security game that is supposed to prevent dishonest senders from transmitting
information to dishonest receivers (called no-write game), gives the adversary only access to
an encryption oracle that sanitizes ciphertexts before returning them. This means that the
adversary has no access to unsanitized ciphertexts. This is not only a definitional subtlety, but
can completely break down any security guarantees. We demonstrate that existing ACE schemes
allow the following attack: Assume there are three users A, M, and E in the system, where
A is honest and by the policy allowed to send information to E, and M and E are dishonest
and not allowed to communicate. If A sends an (innocent) message to E and the corresponding
unsanitized ciphertext is leaked to M, malleability of the ciphertext can be exploited by M
to subsequently communicate an arbitrary number of arbitrary messages chosen by M to F.
Note that while this attack crucially exploits malleability of ciphertexts, it is not excluded by
CCA security for two reasons: first, CCA security does not prevent an adversary from producing
valid ciphertexts for unrelated messages, and second, the integrity should still hold if the adversary
has the decryption key (but not the encryption key).

Finally, existing security definitions focus on preventing dishonest parties from communicating
if disallowed by the policy, but they do not enforce information flow. For example, if user A only
has a role such that according to the policy, users B and C can read what A sends, existing
schemes do not prevent A from sending a message that can be read by B but not by C, or
sending a message such that B and C receive different messages. This is not as problematic
as the two issues above, and one can argue that A could anyway achieve something similar by
additionally encrypting the message with another encryption scheme. Nevertheless, for some use
cases, actually precisely enforcing the policy can be required (consider, e.g., a logging system),
and one might intuitively expect that ACE schemes achieve this.

New security definitions. We propose new, stronger security definitions for ACE that exclude
all issues mentioned above. First, we give the adversary access to a decryption oracle. More
precisely, the oracle first sanitizes the given ciphertext and then decrypts it, since this is what
happens in the application if a dishonest party sends a ciphertext to the sanitizer. Second, we
incorporate ciphertext-revealing attacks by giving the adversary access to an encryption oracle



that returns unsanitized ciphertexts for arbitrary roles. Finally, we introduce a new security
game in which an adversary can obtain encryption keys and decryption keys from an oracle and
has to output a ciphertext such that one of the following events occur: either the set of roles
that can successfully decrypt the ciphertext (to an arbitrary message) is inconsistent with the
policy for all sender roles for which the adversary has an encryption key (in this case, we say
the adversary is not role-respecting); or the ciphertext can be successfully decrypted with two
keys such that two different messages are obtained (in this case, we say the uniform-decryption
property is violated).

Construction of an ACE scheme for our stronger notions. Our construction proceeds
in three steps and follows the general structure of the generic construction by Fuchsbauer et
al. [FGKO17]. Since we require much stronger security notions in all three steps, our constructions
and proofs are consequently more involved than existing ones. First, we construct a scheme
for a primitive we call enhanced sanitizable public-key encryption (sPKE). Second, we use an
sPKE scheme to construct an ACE scheme satisfying our strong security notion for the equality
policy, i.e., for the policy that allows s to send to r if and only if r = s. Third, we show how to
lift an ACE scheme for the equality policy to an ACE scheme for the disjunction of equalities
policy. This policy encodes roles as vectors x = (z1,...,z,) and allows role x to send to role y if
and only if x1 =y V...V xy = yp. As shown by Fuchsbauer et al. [FGKO17|, useful policies
including the inequality predicate corresponding to the Bell-LaPadula model can efficiently be
implemented using this policy by encoding the roles appropriately.

Enhanced sanitizable PKE. An sPKE scheme resembles publicy-key encryption with an
additional setup algorithm that outputs sanitization parameters and a master secret key. The
master secret key is needed to generate a public/private key pair and the sanitization parameters
can be used to sanitize a ciphertext. A sanitized ciphertext cannot be linked to the original
ciphertext without the decryption key. We require the scheme to be CCA secure (with respect to
a sanitize-then-decrypt oracle) and anonymous. Sanitization resembles rerandomization [Gro04;
PRO7], also called universal re-encryption [GJJS04|, but we allow sanitized ciphertexts to be
syntactically different form unsanitized ciphertexts. This allows us to achieve full CCA security,
which is needed for our ACE construction and unachievable for rerandomizable encryption.

Our scheme is based on ElGamal encryption [Elg85], which can easily be rerandomized and
is anonymous. We obtain CCA security using the technique of Naor and Yung [NY90|, i.e.,
encrypting the message under two independent keys and proving in zero-knowledge that the
ciphertexts are encryptions of the same message, which was shown to achieve full CCA security
if the zero-knowledge proof is simulation-sound by Sahai [Sah99|. A technical issue is that if
the verification of the NIZK proof was done by the decrypt algorithm, the sanitization would
also need to sanitize the proof. Instead, we let the sanitizer perform the verification. Since we
want to preserve anonymity, this needs to be done without knowing under which public keys the
message was encrypted. Therefore, the public keys are part of the witness in the NIZK proof.
Now the adversary could encrypt the same message under two different public keys that were
not produced together by the key-generation, which would break the reduction. To prevent
this, the pair of public keys output by the key-generation is signed using a signature key that is
contained in the master secret key and the corresponding verification key is contained in the
sanitizer parameters.



ACE for equality. The basic idea of our ACE scheme for the equality policy is to use for each
role, encryption and decryption keys of an sPKE scheme as the encryption and decryption keys of
the ACE scheme, respectively. Since we need to prevent dishonest senders without an encryption
key for some role from producing valid ciphertexts for that role even after seeing encryptions of
other messages for this role and obtaining encryption keys for other roles, we add a signature
key to the encryption key, sign this pair using a separate signing key, where the corresponding
verification key is part of the sanitization parameters, and let senders sign their ciphertexts. To
preserver anonymity, this signature cannot be part of the ciphertext. Instead, senders prove in
zero-knowledge that they know such a signature and that the encryption was performed properly.

ACE for disjunction of equalities. The first step of our lifting is identical to the lifting
described by Fuchsbauer et al. [FGKO17]: for each component of the role-vector, the encryption
and decryption keys contain corresponding keys of an ACE scheme for the equality policy. To
encrypt a message, this message is encrypted under each of the key-components. In a second
step, we enforce role-respecting security with the same trick we used in our ACE scheme for
equality; that is, we sign encryption key-vectors together with a signing key for that role, and
senders prove in zero-knowledge that they have used a valid key combination to encrypt and
that they know a signature of the ciphertext vector.

1.3 Related Work

The concept of access control encryption has been introduced by Damgard et al. [DHO16|. They
provided the original security definitions and first schemes. Subsequent work by Fuchsbauer et
al. [FGKO17] and by Tan et al. [TZMT17] focused on new schemes that are more efficient and
based on different assumptions, respectively. In contrast to our work, they did not attempt to
strengthen the security guarantees provided by ACE.

2 Preliminaries

2.1 Notation

We write x < y for assigning the value y to the variable x. For a finite set X, x «— X denotes
assigning to x a uniformly random value in X. For n € IN, We use the convention

[n] ={1,...,n}.

The probability of an event A in an experiment E is denoted by Pr¥[4], e.g., prr {01} [x=0] = %
If the experiment is clear from the context, we omit the superscript. For a probabilistic algorithm A
and r € {0,1}*, we denote by A(z;r) the execution of A on input z with randomness r. For

algorithms A and O, A®")(z) denotes the execution of A on input x, where A has oracle access
to O.

2.2 Security Definitions and Advantages

We define the security of a scheme via a random experiment (or game) involving an adversary
algorithm A. For a given scheme £ and adversary A, we define the advantage of A, which is a
function of the security parameter x. To simplify the notation, we omit the security parameter

when writing the advantage, e.g., we write Adv?iEUF'CMA instead of Adv?gj‘EUF'CMA(K) for the



advantage of A in the existential unforgeability game for the signature scheme £. One can
say that a scheme satisfies this notion if all efficient adversaries only have negligible advantage.
Following a concrete security treatment, we will, however, only define the advantages and in the
security proofs give reductions that relate advantages for different games, without referring to
efficiency or negligibility.

2.3 Access Control Encryption

We recall the definition of access control encryption by Damgérd et al. [DHO16]. For definitions
of other cryptographic primitives used in this paper, see Appendix A. Following Fuchsbauer et
al. [FGKO17], we do not have sanitizer keys and require Gen to be deterministic. The set of roles
is assumed to be R = [n].

Definition 2.1. An access control encryption (ACE) scheme & consists of the following five
PPT algorithms:

Setup: The algorithm Setup on input a security parameter 1 and a policy P: [n] x [n] — {0, 1},
outputs a master secret key msk and sanitizer parameters sp. We implicitly assume that
all keys include the finite message space M and the ciphertext spaces C,C’.

Key Generation: The algorithm Gen is deterministic and on input a master secret key msk, a
role i € [n], and the type sen, outputs an encryption key ek;; on input msk, j € [n], and
the type rec, outputs a decryption key dk;.

Encrypt: The algorithm Enc on input an encryption key ek; and a message m € M, outputs a
ciphertext ¢ € C.

Sanitizer: The algorithm San on input sanitizer parameters sp and a ciphertext ¢ € C, outputs
a sanitized ciphertext ¢ € C'U{L}.

Decrypt: The algorithm Dec on input a decryption key dk; and a sanitized ciphertext ¢’ € C’,
outputs a message m € M U {L}; on input dk; and L, it outputs L.

For a probabilistic algorithm A, consider the experiment Expé’(f'co” that given a security
parameter 1 and a policy P, executes (sp,msk) < Setup(1”,P), (m,i,j) < A(sp, msk),
ek; < Gen(msk,i,sen), and dk; < Gen(msk, j,rec). We define the correctness advantage of A
(for security parameter x and policy P) as

AdveS " == Pr[P(i,j) =1 A Dec(dk;, San(sp, Enc(ek;,m))) # m],

where the probability is over the randomness in Exp?fi'f’cOrr and the random coins of Enc, San,

and Dec.!

Remark. Correctness of an encryption scheme is typically not defined via a game with an
adversary, but by requiring that decryption of an encryption of m yields m with probability 1.
This perfect correctness requirement is difficult to achieve for ACE schemes and not necessary for
applications because it is sufficient if a decryption error only occurs with negligible probability in
any execution of the scheme. Damgard et al. [DHO16| define correctness by requiring that for
all m, 4, and j with P(i,j) = 1, the probability that a decryption fails is negligible, where the

!The scheme & can be called correct if Adv@?ﬁ'c‘)” is negligible for all efficient A. As mentioned in Section 2.2,

we do not state this as part of the definition since we follow a concrete security treatment.



probability is over setup, key generation, encrypt, sanitize, and decrypt. While this definition
is simpler than ours, it does not guarantee that decryption errors only occur with negligible
probability in any execution of the scheme. For example, a scheme could on setup choose a
random message m and embed it into all keys such that decryption always fails for encryptions of
this particular message. This does not violate the definition by Damgéard et al. since for any fixed
message, the probability that this message is samples during setup is negligible (if the message
space is large). Nevertheless, an adversary can always provoke a decryption error by sending
that particular message m, which is not desirable. The above example might at first sight seem
somewhat artificial, and typically, schemes do not have such a structure. However, capturing
correctness via an experiment is important when thinking of composition, since we expect that
the correctness guarantee still holds when the ACE scheme is run as part of a larger system. In
order to meet this expectation, and to exclude the above issue, we formalize correctness via an
experiment.

2.4 Existing Security Definitions

Existing notions for ACE specify two core properties: the so-called no-read rule and the no-
write rule. The no-read rule formalizes privacy and anonymity: roughly, an honestly generated
ciphertext should not leak anything about the message, except possibly about its length. The
ciphertext should in addition not reveal the role of the sender. The security game allows an
adversary to interact with a key-generation oracle (to obtain encryption and decryption keys
for selected roles), and an encryption oracle to obtain encryptions of chosen messages and roles
for which the adversary does not posses the encryption key. This attack model reflects that
an adversary cannot obtain useful information by observing the ciphertexts that are sent to
the sanitizer. To exclude trivial attacks, it is not considered a privacy breach if the adversary
knows a decryption key that allows to decrypt the challenge ciphertext according to the policy.
Similarly, it is not considered an anonymity breach if the encrypted messages are different. We
state the definition of the no-read rule.?

Definition 2.2. Let & = (Setup, Gen, Enc, San, Dec) be an ACE scheme and let A be a proba-
bilistic algorithm. Consider the experiment Exp?ﬁ"z'"wead in Figure 1 and let J be the set of all j
such that A issued the query (j,rec) to the oracle Gen(msk, -, ). The payload-privacy advantage
and the sender-anonymity advantage of A are defined as

Adve TR — 0 Pr[i = b A |mo| = [mu| A V) € J Plio,j) = P(i1,j) =0] — 1,
AdvpSrmoTeRdaON — o Pr[t =b A mog=my A Vi€ J Plig,j) = P(i1,5)] - 1,

respectively, where the probabilities are over the randomness of all algorithms in Expéﬂz'”wead.

The no-write rule of ACE is the core property to capture access control: in a nutshell, if the
policy specifies that role i is not allowed to send to role j, then the adversary should not be
able to create a ciphertext which, after being sanitized, allows role j to receive any information.
To exclude trivial attacks, it is not considered a security breach if the adversary knows the
encryption key of a different role i’ which is allowed to send information to j. Technically, in
the respective security game, the adversary is given a key-generation oracle as above, and in

*For anonymity, we adopt here the definition of [DHO16], which is stronger than the one used by Fuchsbauer
et al. [FGKO17] since there, anonymity is not guaranteed against parties who can decrypt.



ACE-no-read ACE-no-write

xperiment Ex xperiment Ex
Ep tEpS,.A Ep tEpS,.A
Input: 1%, P Input: 1%, P
(sp, msk) < Setup(1*, P) (sp, msk) < Setup(1*, P)
(mo,m1,10,11, st) A%G: ("')‘OE("')(sp) (co,?', st) + Aocl("')’OE("')(sp)
b« {0,1} b« {0,1}
ek, < Gen(msk, iy, sen) m' « M
¢ + Enc(ek;,, my) c1 <+ Enc(Gen(msk,i/, sen), m’)
b+ AOG2("')’OE("')(st,c) b AOG2("'>'0E5("')(st,San(sp,cb))

Figure 1: The no-read and no-write experiments for an ACE scheme £ and an algorithm A.
The oracles in Expéﬂz‘m’w”te are defined as Og, (+,-) == Og,(-,-) = Gen(msk,-,-), Og(:,-) =
Enc(Gen(msk, -, sen), ), and Ogg(-,+) := San(sp, Enc(Gen(msk, -, sen), -)).

addition an oracle to obtain sanitized ciphertexts for selected messages and roles. This attack
model corresponds to a setting where an adversary only sees the outputs of a sanitizer, but
not its inputs, and in particular no ciphertexts generated for roles for which he does not posses
the encryption key. The adversary wins, if he manages to distinguish the sanitized version of a
ciphertext of his choice from a sanitized version of a freshly generated ciphertext to a random
message, and if he does not obtain the encryption for any role ¢, and the decryption key of any
role j for which P(i,j) = 1, as this would trivially allow him to distinguish.

Definition 2.3. Let & = (Setup, Gen, Enc, San, Dec) be an ACE scheme and let A be a proba-
bilistic algorithm. Consider the experiment Expé’cf'""'write in Figure 1, let I; be the set of all 4
such that A issued the query (i, sen) to Og,, and let J be the set of all j such that A issued the
query (j,rec) to Og, or Og,. We define the no-write advantage of A as

AdvAST e = 2.Pr[b = b A i€ LU{0} A Vi€ L1 Vj € J P(i,j) = 0 A San(sp,co) # L] —1,

where the probability is over the randomness of all algorithms in Expéff‘"°’write.

3 Ciphertext-Revealing Attacks Against Existing Schemes

We describe a fundamental practical issue of schemes which meet the above no-read and no-write
definitions and show why the guarantees expected from an ACE scheme need to be strengthened.
We show that schemes fulfilling the definition can suffer from what we call a malleability-attack.
This attack effectively bypasses the given policy and allows communication that should be
forbidden by the policy. The attack does not abuse any peculiarities of existing models and in fact
only requires that the semi-honest sanitizer shares its inputs and outputs with colluding parties,
which is arguably possible when the sanitizer is outsourced. In particular, security against such a
sanitizer is desirable from a practical point of view.

We first give a high-level explanation of the attack, formalize it as a second step, and show
that several existing schemes are vulnerable.

Assume there are three parties, Alice, Bob, and Charlie, each having a different role assigned.
We denote by A, B, and C the associated roles. In our example, Alice and Charlie are always
honest. Alice is allowed to communicate with Bob and Charlie. Bob is dishonest and forbidden
to send messages to Charlie (and to Alice). The attack now proceeds as follows: when Alice



sends her first message, Bob requests the corresponding siphertext and the sanitized ciphertext
from the semi-honest sanitizer. He then decrypts the sanitized ciphertext and thus receives the
message Alice has sent. With the knowledge of this message, as we show below, he is able to
create a valid ciphertext for a chosen message m’, which will be correctly sanitized and later
decrypted by Charlie, hence allowing unrestricted communication from Bob to Charlie. Details
follow.

Assume a policy matrix defined by

1, ifi=A
P(i,j) =< "
(i) {0, otherwise.

For sake of presentation, we assume that the scheme £ under consideration enjoys perfect
correctness. Also, we assume that a setup-phase has completed and the three parties thus
possess the encryption and decryption keys, ek; and dk;, respectively. Now, imagine that the
ACE scheme admits an efficient function maulg (¢, m, m’) (later we show how to implement this
function for some existing schemes). We require the following: For all messages m and m’, any
role 4, and sanitizer parameters sp in the range of Setup, and for any fixed randomness r, it holds
that

maulg (Enc(ek;, m;r), sp,m,m')) = Enc(ek;, m';r). (1)

If such a malleability function exists, then the following situation allows Bob to bypass the
communication policy:

1. Alice encrypts a message: ¢ < Enc(eka,m) and the sanitizer sanitizes, i.e., he computes
¢ < San(sp, c) and sends ¢ and ¢ to Bob.

2. Bob computes m < Dec(dkg, ') and creates a new ciphertext ¢ < maulg(c, sp, m, m’) and
sends it to the sanitizer.

3. The ciphertext is sanitized ¢ < San(sp,¢) and subsequently sent to Charlie. By the
(perfect) correctness of the assumed ACE scheme and by our assumption on maulg(-), ¢
is a valid ciphertext (under the encryption key of Alice) and Charlie is able to decrypt

m’ < Dec(dkc, ), effectively receiving Bob’s message m/'.

We now show that several existing ACE schemes £ admit an efficient function maulg(-).

DHO Scheme based on El Gamal. We briefly discuss the El Gamal based ACE scheme for
a single identity. In this case, the public parameters of the scheme contain the description of
a finite cyclic group G = (g) and its group order ¢, and additionally an element h = ¢g* for a
uniform random x € Z,.

The encryption key for A is a random value ek € Z,, and the decryption key is —x. We briefly
recall how the encryption process for a single identity and show that it is subject to malleability.

Encrypt: The algorithm Enc on input an encryption key ek; and a message m € M, outputs
as ciphertext the tuple (co, c1, ¢, c3) == (g7, A" g%, g"2, mh™2).

1

Malleability: maulpgo1((co,c1,c2,¢3), sp, m,m’) := (cg,c1,c2,c3-m~" - m'). Since the group

order ¢ is part of sp, this function is efficiently computable.



For c3 = mh", we thus get a new fourth component ¢§ = m’h" and equation (1) is satisfied.
The malleability for more than one identity (and in particular in our scenario described above)
follows since the scheme for several identities is composed of independent instances of the basic
single-identity scheme.

FGKO scheme based on El Gamal. The public parameters roughly consist of a verification
key vk>® of a signature scheme Sig, the common-reference string crs of a NIZK proof system
NIZK (for the language defined below), and additional parameters including the description of a
finite cyclic group G = (g) including the group order and which forms the basis of (a variant of)
the El Gamal encryption scheme.

The encryption and decryption keys for A, as specified by the key-generation process, are
given by ek := (¢*,0), dk = x, and accompanied by a signature o on the encryption key, i.e.,
Sig.Ver(vk>®, g%, o) = 1.

We now briefly recap the encryption process and then show that this can be subject to a
malleability attack.

Encrypt: To encrypt a message m, first compute the ciphertext ¢’ := (¢, ¢1, ¢2,¢3) = (9", k",
g°, ek® - m), then compute 7 < NIZK.Prove(crs, (vk>®, ), (¢%,0,m, 1)), where the NIZK
language is defined as L := {z | Jw : (z,w) € Ry}, where R; is defined as follows: for
x = (vk>®,¢) and witness w = (g%, o, m, (r, 5)), R(z,w) = 1 if and only if

Sig.Ver(vk>€, g%, 0) =1 A ¢ = PKE.Enc(¢®, m; (r,s)).

The output to the sanitizer is the pair (¢/, 7).

1

Malleability: maulpgro(((co,c1,c2,¢3),7), sp,m,m’) == ((co, c1,c2,c3-m™-m'), ). Since the

group order ¢ is part of sp, this function is efficient.

Equation (1) is satisfied if, for example, the non-interactive zero-knowledge proof is
independent of the last component of the ciphertext ¢.3 Hence, to see that malleability is
possible here, we have to show that such a NIZK exists without violating the properties
assumed in [FGKO17]. Assume a NIZK proof system NIZK' for language L' == {z |
Jw (z,w) € R'}, where the relation R’ is defined as follows: for z = (vk>®, (co, 1, ¢2)) and
w = (g%, 0,m, (r,5)), (x,w) € R if and only if: Sig.Ver(vk>& g%, o) =1 A cog=g" A ¢1 =
g N cg = ¢°. For sake of the argument, we assume that this scheme satisfies all the
desired properties perfectly, i.e., correctness, soundness, zero-knowledge, and knowledge
extraction.

We now construct a NIZK proof system NIZK for the above language L as follows:

NIZK.Gen'(1%) = NIZK'.Gen(1"),
NIZK.Prove(crs, (vk>€, (co, c1, ¢2, ¢3)), (g%, 0,m, (1, 8))) =
NIZK' .Prove(crs, (vk>®, (co, c1,¢2)), (g%, 0, (1, 5))),
NIZK.Ver(crs, (vk>®, (co, c1, c2, ¢3)), ) == NIZK' Ver(crs, (vk>8, (co, c1, ¢2)), ).
Correctness and zero-knowledge of NIZK follow straightforwardly from the underlying

scheme NIZK’. For knowledge-extraction, consider that the underlying NIZK is capable of ex-
tracting the valid witness (g%, o, (1, s)) given a valid proof for an instance (vk>®, (co, c1, ¢2)).

3Note that this is possible if the NIZK proof does not satisfy simulation soundness.
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Thus, by computing m = (¢%*)~! - c3 we get a valid message encoded in c3. Finally, for
soundness, note that if (kaig, (co,c1,¢2)) € L', this implies that any group element c3 € G
is a valid last component i.e., (vk>®, (co, 1, ca,¢3)) € L for any ¢3 € G, since there exists
the message m = (¢%*)~! - c3, and thus a valid witness w = (g%, o0, m, (r, s)).

Our claim on the malleability of the ACE scheme hence follows now due to the existence of
a NIZK proof system which is independent of the last component of the ciphertext.

4 A Stronger Notion of ACE

4.1 ACE with Modification Detection

In this section, we introduce our new security definitions, which exclude the issues we have
discovered. To be resilient against the ciphertext-revealing attacks described in Section 3, the
sanitizer should ideally only sanitize fresh encryptions and block ciphertexts that are either
replays or obtained by modifying previous ciphertexts. Therefore, we introduce an additional
algorithm for detecting modified ciphertexts. If the sanitizer receives a ciphertext that is detected
to be a modification of a previously received one, this ciphertext is blocked. Since such ciphertexts
will not be stored in the repository and consequently not be decrypted, we define the chosen-
ciphertext security with respect to a decryption oracle that does not return a decryption if the
received ciphertext is detected to be a modification of the challenge ciphertext. Our definitions
can therefore be seen as a variant of publicly-detectable replayable-CCA security, which was
introduced by Canetti et al. [CKNO3| for public key encryption. Before defining the security, we
define the syntax of ACE schemes with this additional algorithm.

Definition 4.1. An access control encryption with modification detection scheme is an ACE
scheme & together with a PPT algorithm DMod that on input sanitizer parameters sp and two
ciphertexts ¢, ¢ € C, outputs a bit b (where b = 1 means that ¢ was obtained via modifying c).

Except for Section 4.3, where we show that our new definitions imply the existing ones, we
will in this paper only consider ACE schemes with modification detection and thus often refer to
them simply as ACE schemes.

The algorithm DMod should output 1 if ¢ is an adversarial modification of ¢, and 0 otherwise.
We have the following intuitive requirements on DMod:

1. All ciphertexts ¢ an adversary can produce given ciphertexts c1, ..., ¢; and no encryption key,
are either invalid (i.e., sanitize to L) or we have DMod(sp, ¢;,¢) = 1 for some i € {1,...,n}.

2. Given encryption and decryption keys, an adversary is unable to produce a ciphertext
that is detected to be in relation with a ciphertext produced by Enc for a message of the
adversary’s choice. In particular, independent encryptions of messages collide only with
negligible probability.

The first requirement is captured by role-respecting security as defined in Definition 4.5, the
second one by ciphertext unpredictability defined in Definition 4.4.

Remark. Canetti et al. (translated to our setting) also require that if DMod(sp, ¢, ¢) = 1, then ¢
and ¢ decrypt to the same message [CKNO03|. For our purpose, this is not needed. This means
that we do not want to detect replays in the sense that the same message is replayed, but more
generally, whether the given ciphertext was obtain via some modification of another ciphertext.
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4.2 Security Definitions

Privacy and anonymity. We now define (payload) privacy and sender-anonymity. The former
guarantees that encryptions of different messages under the same encryption key cannot be
distinguished as long as the adversary has no decryption key that allows to decrypt. We also
require this for messages of different length, i.e., schemes satisfying our definition do not leak
the length of the encrypted message, which means that the message space has to be bounded.
Anonymity guarantees that encryptions of the same message under different keys cannot be
distinguished. We distinguish a weak and a strong variant of anonymity, where the weak one
provides no guarantees if the adversary can decrypt the ciphertext, and the strong one guarantees
that even if the adversary has decryption keys, nothing is leaked about the sender role beyond
which of the adversary’s decryption keys can be used to decrypt.

We formalize chosen-ciphertext attacks by giving the adversary access to an oracle Ogp
that first sanitizes a given ciphertext and then decrypts the result. One could also consider
chosen-sanitized-ciphertezt attacks by providing the adversary access to an oracle Op that only
decrypts. This is potentially stronger since the adversary can emulate the oracle Ogp by first
sanitizing the ciphertexts and then giving the result to Op, but given Ogp, it is not necessarily
possible to emulate Op. Since in the application, uses can only send ciphertexts to the sanitizer
but not directly write ciphertexts to the repository such that they are decrypted without being
sanitized, the weaker notion is sufficient.

Definition 4.2. Let £ = (Setup, Gen, Enc, San, Dec, DMod), be an ACE with modification detec-

tion scheme and let A = (Aj,.A2) be a pair of probabilistic algorithms. Consider the experiment

Exp?cf'priVAnon'CCA in Figure 2 and let J be the set of all j such that A; or Ay issued the

query (j,rec) to the oracle Og. We define the privacy advantage and the sender-anonymity
advantage of A as
AdveSTP A =2 e = b A dg =iy A Vj € J Plig,j) =0] — 1,
ACE-wAnon-CCA .__ /I _ ; SR N ) —
Adve oy =2-Pr[t) =b A mg=mq A VjeJ Plig,j) = P(ir,j) =0] — 1,
AdvpSrsAnemCeA = 2 . Pr[b) =b A mg =my A Vj € J Plig,j) = P(i1,j)] — 1,

.

. e . ACE-privAnon-CCA
respectively, where the probabilities are over the randomness in Expge o ™" o0 "

Remark. Weak anonymity corresponds to the anonymity considered by Fuchsbauer et al. [FGKO17]
and strong anonymity to the one considered by Damgéard et al. [DHO16]. We state both definitions
because weak anonymity is easier to achieve but strong anonymity might be required by some
applications. If anonymity is only required against the sanitizer or if all messages are anyway
signed by the sender, weak anonymity is sufficient. Strong anonymity is required in settings
where senders also want to retain as much anonymity as possible against legitimate receivers.

Sanitization security. We next define sanitization security, which excludes that dishonest
parties can communicate via the ciphertexts. We formalize this by requiring that the output
of the sanitizer for two different ciphertexts cannot be distinguished, as long as both sanitized
ciphertexts are not | and the adversary has no decryption key that decrypts one of the ciphertexts.
We do not need to guarantee any security if the adversary can decrypt the ciphertexts since in
this case, the parties can directly communicate via the messages. Since the adversary provides
the two ciphertexts that are sanitized, we do not know to which roles they correspond; they

12



Experiment Exp?ff‘p”"A""”'CCA Experiment ExpACE-san-CCA
Input: (1%,P),x € N, P: [n] x [n] — {0,1} Input: (1%, P),x € N, P: [n] x [n] — {0,1}

(sp, msk) «+ Setup(1%, P) (sp, msk) + Setup(1%, P)

(mo,m1,io, i1, st) + ATC 0P (o) (cosc1, st) A?G("')’OSD("')(SP)

b« {0,1} ¢ty + San(sp,co); | + San(sp,c1)

ek, < Gen(msk, iy, sen) b« {0,1}

c* < Enc(ek;,, my) [ A?G(w),osp(-,-)(st,cg)

b A?G(A")’OSD*("4)(st,c*) for j € [n] do

mg,; + Dec(Gen(msk, j, rec), cf))
ma; ¢ Dec(Gen(msk, j, rec), c} )

Experiment Expéff‘CtXt‘””pred Experiment ExpéﬂE'URR
Input: (1%,P),x € N, P: [n] X [n] — {0,1} Input: (17, P),x € N,P: [n] x [n] — {0,1}
(sp, msk) < Setup(1%, P) (sp, msk) < Setup(1%, P)
(m, i, ) + AP (sp) ¢ = APG():08() (sp)
ek; + Gen(msk, i, sen) dct < false
¢* + Enc(ek;,m) for ¢ € Cp do > Co = set of answers from O
b < DMod(sp, c*, c) dct + dct V DMod(sp, é,¢c) =1
¢’ + San(sp,c)
for j € [n] do

my < Dec(Gen(msk, j, rec),c’)

Definitions of oracles

O¢ (i,t) == Gen(msk, i,t)
Og(i,m) = Enc(Gen(msk, i, sen), m)
Osp(j,c) = Dec(Gen(msk, j,rec), San(sp, c))

{Dec(Gen(msk,j, rec),San(sp,c)), DMod(sp,c*,c) =0

Osp=(j,¢) ==
sp= (7€) test, else

Figure 2: Security experiments for an ACE with modification detection scheme &£ and an
adversary A, where A = (A, As) in the first two experiments.

could even be particularly crafted without belonging to an existing role. Hence, we cannot state
the requirement that the adversary should not be able to decrypt by only considering the policy
and the obtained decryption keys. Instead, we require that the decryption algorithm returns L
for all decryption keys the adversary possesses. For this to provide the intended security, we
need that the decrypt algorithm returns | whenever the receiver role corresponding to the used
key is not supposed to read the message. This is guaranteed by role-respecting security which is
defined later.

Definition 4.3. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE with modification detec-
tion scheme and let A = (Aj,.A2) be a pair of probabilistic algorithms. Consider the experiment
ExpéSf‘sa“'CCA in Figure 2 and let J be the set of all j such that A; or A issued the query (j, rec)

to the oracle Og. We define the sanitization advantage of A as

AdveSEsmCA =2 . Pr[t =b A £ LA AViETmy;=m;=1]—1,
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where the probability is over the randomness in Expgcf'san'CCA.

Ciphertext unpredictability. In the intended way of using a scheme satisfying our notions,
the sanitizer only adds sanitized ciphertexts to the repository if the given ciphertext is not
detected to be a modification of a previously received ciphertext. This means that if an adversary
can find a ciphertext ¢ such that another ciphertext ¢* that is later honestly generated is detected
as a modification of ¢, the delivery of the message at that later point can be prevented by sending
the ciphertext ¢ to the sanitizer earlier. We exclude this by the following definition, which can
be seen as an extended correctness requirement.

Definition 4.4. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE with modification detec-
tion scheme and let A be a probabilistic algorithm. Consider the experiment Exp?Cf'CtXt'unpred in

Figure 2. We define the ciphertext unpredictability advantage of A as
Adv?(f—ctxt—unpred — Pr [b _ 1]7

where the probability is over the randomness in Exp?cj'CtXt_”npred.

Role-respecting and uniform-decryption security. We finally define role-respecting and
uniform-decryption security. The former means that an adversary cannot produce a ciphertext
for which the pattern of roles that can decrypt does not correspond to a role for which the
adversary has an encryption key. For example, if the adversary has only an encryption key for
the role i such that roles jo and j; are the only roles j with P(7,j) = 1, all ciphertexts produced
by the adversary are either invalid (i.e., sanitized to L or detected as a modification) or decrypt
to a message different from 1 precisely under the decryption keys for jg and j;. On the one
hand, this means that receivers who are not allowed to receive the message get 1 and hence
know that the message is not for them. On the other hand, it also guarantees that the adversary
cannot prevent receivers with role j; from receiving a message that is sent to receivers with
role jg. Furthermore, uniform decryption guarantees for all ciphertexts ¢ output by an adversary
that if ¢ decrypts to a message different from L for different decryption keys, it always decrypts
to the same message. In the example above, this means that jyo and j; not only both receive
some message, but they both receive the same one.

Definition 4.5. Let £ = (Setup, Gen, Enc, San, Dec, DMod), be an ACE with modification de-
tection scheme and let A be a probabilistic algorithm. Consider the experiment Expéﬁf'URR
in Figure 2 and let I and J be the sets of all i and j such that A issued the query (i, sen)
and (j,rec) to the oracle Og, respectively. We define the role-respecting advantage and the

uniform-decryption advantage of A as
Advé&E'RR =Pr[d # L A dct=false A =(Fi€IVjeJ (m;#L <« P(i,j)=1))],
Adv?ff'“Dec =Pr[3j,/ € Jm; #L#my A mj# my],

respectively, where the probabilities are over the randomness in Expéﬂz'URR.

Remark. Note that in Definition 4.5, we only check the decryptions for receiver roles for which A
has requested the corresponding decryption key. This means that an adversary in addition to
producing a ciphertext that causes an inconsistency, also has to find a receiver role for which
this inconsistency manifests. If the total number of roles n is small (say polynomial in the
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security parameter), A can simply query Og on all receiver keys, but for large n this condition
is nontrivial. For example, we consider a scheme secure if an adversary can efficiently produce
a ciphertext such that there is a receiver role that can decrypt it even though the policy does
not allow it, as long as this receiver role is hard to find. The rationale is that in this case, the
inconsistency cannot be exploited and will only be observed with negligible probability in an
execution of the protocol.

4.3 Relation to the Original Security Notions

In this section, we show that our notions imply the original security definitions (see Section 2.4).
We first show that the no-read and no-write rules are implied by our new security definitions.

Theorem 4.6. Let &' = (Setup, Gen, Enc, San, Dec, DMod) be an ACE with modification detec-
tion scheme and let £ = (Setup, Gen, Enc,San, Dec) be the corresponding ACE scheme. For
adversaries A, B, C for the security games of ACE, where we assume that adversary A makes
at most q queries to its encryption oracle, we derive adversaries A;, B;, and C; such that the
following inequalities hold:

AdvéCfl\E—no—write S Advésja_san_CCA +2 'AdVéSLIé_RR

+2q- (AdVéS}gsan_CCA + Adv?iﬁctxt—unpred) +9. AdV?S}éco”,

ACE-priv-CCA ACE-sAnon-CCA
Adve s, + Advg ;

ACE-sAnon-CCA
AdV(c:"Cl .

ACE-no-read,priv
Adv&B
ACE-no-read,anon
Adv, -

IN

A

Proof. We distinguish the above three cases.

No-write advantage. We start with the first reduction. Assume there is an adversary A that

plays the security game ExpéSf'”O'Wfite. We construct the adversary A; = (Aj1,.A1,2) that
plays the security game Expé%‘sa”'CCA and relate their advantages. When invoked on

input sp, Aj; internally emulates a (black-box) execution of A on input sp. In particular,
the only oracle queries that A4 asks are queries to generate keys and to produce sanitized
ciphertexts for a given message m and role j. These are emulated by A; ;1 as follows:

Og,(-,-): On query (i,sen) or (i,rec), Aj 1 queries (i,sen), respectively (i,rec), to its
own oracle Og and returns the answer to A.

Ogs(+,+): On query (j, m), Aj 1 queries (7, sen) to its oracle O¢ to receive the encryption
key ek;.* It then computes ¢’ < San(sp, Enc(ek;,m)) and outputs ¢’ to A.

When A outputs its challenge (co, ¢, st), A1,1 chooses a uniformly random message m + M,
queries (i’,sen) to its oracle Og to receive the encryption key eky. It then computes
c1 < Enc(ek;, m). Finally, A; 1 outputs (co, 1, st) as its challenge.

When A > is invoked with the sanitized version of one of its challenge ciphertexts and the
state, i.e., on input (¢, st), it invokes A on the same input and emulates the oracles the
same way as Aj 2 does above. When A outputs its decision bit b, Aj 2 outputs b as its
own guess and terminates.

4Looking ahead, we note that obtaining encryption keys is not problematic in the sanitization game, since the
winning condition is not restricted regarding the obtained encryption keys.
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We observe that the view A; emulates towards A in the experiment Expéﬁi’san'CCA is

identical to the view that A has in the experiment Expé&E'm‘W”te. In particular, if b =0,
A receives sanitized ciphertext which was part of the challenge, and if b = 1 it receives the
sanitized ciphertext of an encryption to a random message. We can thus conclude that
the probability of the event b = b is the same. What remains to prove is that the winning
conditions required from Definition 2.3, and the emulation strategy above, lead to valid

winning conditions according to Definition 4.3.

To see this, observe that the winning event for A is
Woow = [b=b" A i €L U{0} AViel,VjeJ P(i,j) =0 A San(sp,co) # 1]
and the winning event for A; is

Wen =0 =b A cfg# LA ANVjeTmy; =m;= 1]

By correctness of the assumed ACE scheme, we have San(sp,c;) # L (except with probabil-
ity p) in the above emulation. Furthermore, the winning conditions of Definition 4.3 do not
restrict the sets of requested keys, but requires that for all decryption keys requested, the
decrypted ciphertexts yield the same message. Define the event E7 in the above emulation,
ifviel 1 VjeJ P(i,j)=0 A Jj: Dec(Gen(msk,j,rec),cg) # 1. We see that if event
FE4 does not occur and correctness is not violated then the winning condition of A implies
the winning condition of A;. Thus

ACE-san-CCA ACE-no-write
1

prExPe A [Wan] > PrEPed Waow A —E1] —p.

Note that if we violate the correctness property with probability p, we can define a

straightforward reduction to obtain another adversary such that p < Adv?ﬂim”.

To cover the remaining cases, let us introduce a hybrid process Hybg 4, which is identical to
Expé‘ycflf'”C"""rite7 but where we introduce the additional steps. Hyb evaluates DMod(sp, ¢, cp)
for all ciphertexts ¢ which are generated by Ogg before being sanitized. We define the
event D which occurs iff at least one of these evaluations yields output 1. Note that the

hybrid process has the same input-output behavior as the original experiment.

We partition the probability space accordingly to design the remaining reductions.

2nd Reduction, Role-Respecting: When invoked on input sp, As internally emulates
a (black-box) execution of A on input sp and emulates the oracles as above. When A
outputs its challenge (¢, ', st), Az chooses a uniformly random message m < M, queries
(i, m) to its oracle Of to receive the corresponding ciphertext ¢1. Finally, Ay outputs as
its challenge either ¢ or ¢1, each with probability one-half. The winning condition of the
role-respecting game says

Wrr=[c #L A det=false A =(Fi€IVjeJ (m;# L« P(i,j)=1))].

Observing that adversary As perfectly emulates the experiment Hyb towards A (where the
event D of Hyb is represented by the event dtc = 1 in the emulation), we conclude that

ACE-URR

1
PI‘Eng’AQ [WRR] _ 5 PrHybe,a [WHOW AN B A —\D]
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3rd Reduction, Sanitization: Assume there is an adversary A that plays the security
game Expéff'”o'write. We construct the adversary Az = (A3 1, A3 2) against the sanitization
game. When invoked on input sp, As 1, first chooses gy < {1...¢} uniformly at random,
sets k <— 1 and internally emulates a (black-box) execution of A on input sp. In particular,
the oracle queries that A asks are queries to generate keys and to produce sanitized
ciphertexts for a given message m and role j. These are emulated by Az ; as follows:

Og,(-,-): On query (i,sen) or (i,rec), Az queries (i,sen), respectively (i,rec), to its
own oracle Og and returns the answer to A.

Ogs(+,+): On query (j,m), if k& # qo, it queries (j, sen) to its oracle Og to receive the
encryption key ek;, then computes ¢ < San(sp, Enc(ekj, m)) and outputs ¢’ to A.
Finally, set k <+ k + 1.

If £ = qo, then A3 queries (j,sen) to its oracle Og to receive the encryption
key ekj. It then creates two independent encryptions of m by computing do
San(sp, Enc(ekj,m)) and 1 + San(sp, Enc(ekj,m)), set k < k + 1, and outputs
((sp, st, k, ¢y, o), Co, €1), where st denotes the current state of the emulation of A;.
This ends phase 1 of the experiment.

When A3 is invoked with ((sp, st, k,¢o,¢1), ) (where b is the bit chosen by the game),
then it continues executing A (using state st) and emulates the oracles as above. If Ay
terminates, outputting a challenge ciphertext ¢y, A3z 2 evaluates dy <— DMod(sp, ¢;, ¢p) and
dy < DMod(sp, ¢, cp). Given challenge ¢, let C' denote the event that DMod(sp, ¢p,¢1) = 1
or DMod(sp, é_p,c) = 1 and let us denote its probability by e.> Let further Dy, be the
event that the output ¢y from adversary A detects with ¢ for exactly one i € {0,1}.
Assuming occurrence of D, this happens with probability at least %. We further see that if
D, occurs, but not C, then the adversary A3 can correctly distinguish ¢y and ¢;. Details
follow. To decide on its output bit, A3 2 proceeds as follows: if event (E1 A Dg, A D A =C')
does not occur, output a uniform random bit o'. Else, if dy = 1, then output ¥’ = 0, and if
dy = 1, then output ¥’ = 1. We get

ACE-san-CCA

PTEXPE’A3 [Wsan] :PrHybg’A[El A qu N D A _'C]

1 /
+§(1—PrHyb57A[E1 A Dy A D A =CJ)
1 Hyb 1 1—¢ Hyb’ 1
=—Pr'YeA[E; A Dgg AN D N =C)+ - > ——PrYeA[E; A D]+ —.
2 2 2q 2
Overall, we conclude

ACE-no-write . .
prEPea [Wingow] = PriYPea[win,ow]

= PrPe Alwingow A —E1] 4+ PrYPealwingw A Ep A-D]

2

ExpACE-san-CCA ExpACE-URR
< Pro 8 [Wsan]+p < 2Pr &A2  [Wgg]

+ PrYe Alwing,ow A E1 A DJ.

ExpéCE‘fssanfCCA

< 2¢-(Pr [Wsan]—3+€)

This probability is bounded by the ciphertext-unpredictability advantage.
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We observe that the occurrence of event C violates the ciphertext unpredictability re-
quirement and it is straightforward to construct an adversary A4 against that game with
advantage at least . Therefore,

ACE-no-write .
[winpow] — 1

< AdV?fﬁE{san_CCA +2. Adv?i‘éRR

+2. AdV?SE/_CO" +2¢ (Ad ACE san-CCA + Adv ACE CtXt-Uan'Ed)

Advé&l\f—no—write —92.Pr Exp

No-read, privacy advantage. Assume there is an adversary B that plays the security game

Expé%E'"°'read. We construct the adversary By = (B 1, B1,2) that plays the security game

Exp?CBE privAnon-CCA - 11d relate their advantages. When invoked on input sp, By 1 internally

emulates a (black-box) execution of B on input sp. In particular, the only oracle queries
that B asks are queries to generate keys, which are emulated by B 1 as follows:

Oc(+,-): On query (7, sen) or (i,rec), By, queries (i, sen), respectively (i,rec), to its own
oracle O¢g and returns the answer to B.

Og(+,-): On query (j, m), Bi1 queries (j, sen) to its oracle Og to receive the encryption
key ek;. It then computes ¢ < Enc(ek;, m) and outputs ¢ to B.

When B outputs its challenge (mg, m1, 1o, i1, st), B1,1 outputs the challenge (mg, m1, io, i, st).
When invoked (in the second phase of the experiment, B 2 invokes B on input (st,c) and
emulates oracle O¢ exactly the way B; ; did in the first phase. When adversary B terminates
with output b, By 2 outputs b as its own guess and terminates.

Consider the experiment Expg%ﬁ'priVA"O"'CCA: we observe that

ACE- prlvAnon CCA

1:)Exp [/:OleO]ZPExp

ACE no-read

b =0|b=0].
Let us further consider a hybrid process Hybg g which is identical to E><pACE no-read o vcept
that the output (mg, my, i, i1, st) of B gets overwritten by (mo,ml,zo,zo, st). We thus
have

ACE- prlvAnon CCA

prEPes b= |b=1 =P =1|b=1]
]‘:)I.EXPACEnoread[/:1‘b:]‘]_é7

where the difference § can be bounded by Advé%E'SAm"'CCA for an adversary By = (Ba,1, B2 2)
against the anonymity of the ACE scheme:

When invoked on input sp, Bz internally emulates a (black-box) execution of B on
input sp. In particular, the only oracle queries that B asks are queries to generate keys,
which are emulated the same way as done by By 1 before. When B outputs its challenge
(mo, mu1, to, 11, st), B2 outputs the challenge (m1,mu,io,41,st). When invoked (in the
second phase of the experiment, By 2 invokes B on input (st,c) and emulates oracle Og as

5Looking ahead, we note that obtaining encryption keys is not problematic in the privacy game since the
winning condition is not restricted regarding the obtained encryption keys.
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before. When adversary B terminates with output b, By 2 outputs b as its own guess and
terminates. For this adversary, we have

ACE-privAnon-CCA

proPe.s; [0 =] =

]. -No-rea 1

§PrEXP??5 W=1|b=1]+ 5 (1= PrPesy = 1] 5= 1)
1.6

202

The proof is concluded by observing that if B satisfies the condition Vj € J P(ig,j) =
P(i1,j) = 0, this implies the respective necessary winning conditions Vj € J P(ig,j) =0
(for the privacy adversary B;) and in addition Vj € J P(ig,j) = P(i1,7) (for the anonymity
adversary Bs) as required by Definition 4.2.

No-read, anonymity advantage. Assume there is an adversary C that plays the security game

Expé%E'"o'read. We construct the adversary C; = (C1,1,Ci,2) that plays the security game
Exp?cclf'pr'VAnon'CCA and relate their advantages. When invoked on input sp, Cq,1 internally

emulates a (black-box) execution of C on input sp. In particular, the only oracle queries
that C asks are queries to generate keys, which are emulated by Cq1 as follows:

Oc(+,-): On query (i,sen) or (i,rec), Ci,1 queries (7,sen), respectively (i, rec), to its own
oracle O¢g and returns the answer to C.

Og(+,+): On query (j, m), C1,1 queries (j, sen) to its oracle Og to receive the encryption
key ek;. It then computes ¢ <— Enc(ek;, m) and outputs c to C.

When C outputs its challenge (mg, m1, io, i1, st), C1,1 outputs the challenge (mg, m1, 49,1, st).
When invoked (in the second phase of the experiment, C; 2 invokes C on input (st, ¢) and em-
ulates oracle O¢g exactly the way C1,1 did in the first phase. When adversary C terminates
with output b, C1 2 outputs b as its own guess and terminates.

We observe that the view C; emulates towards C in the experiment Exp?%f'pr'VAnon'CCA is

identical to the view that C has in the experiment Exp?%E'”c"read. In particular, if b =0, C
receives the encryption of myg relative to encryption key ek;, and if b =1, C receives the
encryption of m; relative to encryption key ek;,. We thus conclude that
Ex ACE-privAnon-CCA
Pr—Pe.c (V' =b A mg=my A VjeJ P(io,j) = Pli1,])]

ACE-no-read

= prEPec [V'=b A mg=my A VjeJ Pio,j) = Plir,])].

This concludes the third case and the proof of the theorem. ]

5 Enhanced Sanitizable Public-Key Encryption

5.1 Definitions

As a stepping stone toward ACE schemes satisfying our new security definitions, we introduce
enhanced sanitizable public-key encryption. Sanitizable public-key encryption has been considered
by Damgéard et al. [DHO16| and Fuchsbauer et al. [FGKO17] as a relaxation of universal re-
encryption |[GJJS04| and rerandomizable encryption [Gro04; PRO7|. It allows to sanitize a
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ciphertext to obtain a sanitized ciphertext that cannot be linked to the original ciphertext except
that it decrypts to the correct message. In contrast to rerandomizable encryption, sanitized
ciphertexts can have a different syntax than ciphertexts, i.e., it is not required that a sanitized
ciphertext is indistinguishable from a fresh encryption. We introduce an enhanced variant with a
different syntax and stronger security guarantees.

Definition 5.1. An enhanced sanitizable public-key encryption (sPKE) scheme consists of the
following five PPT algorithms:

Setup: The algorithm Setup on input a security parameter 17, outputs public parameters sp,
which contain a message space M and a ciphertext space C, and a secret parameter msk.

Key Generation: The algorithm Gen private parameters msk, outputs an encryption key ek
and a decryption key Dec.

Encrypt: The algorithm Enc on input an encryption key ek and a message m € M, outputs a
ciphertext ¢ € C.

Sanitizer: The algorithm San on input public parameters sp and a ciphertext ¢ € C, outputs a
sanitized ciphertext ¢ € C'U{L1}.

Decrypt: The algorithm Dec on input a decryption key dk and a sanitized ciphertext ¢’ € C’,
outputs a message m € M U {L}; on input dk and L, it outputs L.

For correctness, we require for all (sp, msk) in the range of Setup, all (ek, dk) in the range of
Gen(msk), and all m € M that

Dec(dk,San(sp, Enc(ek,m))) =m
with probability 1.

We require robustness in the sense that no ciphertext decrypts to a message different from |
for two different decryption keys (except with small probability). This is similar to the detectability
defined by Fuchsbauer et al., but we allow the adversary to directly output a ciphertext, instead of
a message, which is then honestly encrypted. Our notion therefore closely resembles unrestricted
strong robustness (USROB), introduced by Farshim et al. [FLPQ13] for public-key encryption,
which also allows the adversary to choose a ciphertext and, in contrast to strong robustness by
Abdalla et al. [ABN10], gives the adversary access to decryption keys.

Definition 5.2. Let & = (Setup, Gen, Enc, San, Dec) be an sPKE scheme. Let .4 be a probabilistic
algorithm that on input sanitizer parameters sp and two key-pairs (ekg, dko) and (ekq, dk1),
returns a ciphertext ¢. We define the experiment Exp}?ﬁE'USROB that computes (sp, msk) <
Setup(1¥), generates two (independently sampled) key-pairs (ek;, dk;) <— Gen(msk), i € {0,1},
and then then invokes A on input (sp, eko, dko, ek1, dk1) to obtain c. We define the robustness
advantage of A as

AdvFKEUSROB . pr[Dec(dko, San(sp, ¢)) # L # Dec(dki, San(sp, ¢))],

where the probability is over the randomness in Expfgﬁ)ﬁE'USROB and the random coins of San and

Dec (both executed independently twice).
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Experiment Ex SPKE IND-CCA Experiment AdvsPKE-ctxt-unpred
Pe, P

Input: 17 Input: 1°
Esi, Z:s)k) <—GSeEup(kl)“) Esp7 ms)k) <—GSe2:up(1)“)
ek, <« Gen(ms ek, dk) < Gen(msk
(mo, m1, st) « A?G(')’OSD(')(sp, ek) (m, c) < APc ) (sp, ek, dk)
b« {0,1} c¢* + Enc(ek, m)

c¢* + Enc(ek, myp)
b (—A?GH’OSD(.)(st )

Experiment ExpSPKE L Experiment ExpSPKE'SE""CCA
Input: 17 Input: 17

(sp, msk) < Setup(1") (sp, msk) < Setup(17)

(eko, dko) < Gen(msk) (eko, dko) < Gen(msk)

(ek1, dk1) (—OGen(gLsk) o (ek1, dk1) « Ge(;(mslio) o

(m, st)  A| a(1),05p4 (), SDI()(sp,eko,ekl) (co,cl,st)<—.A a (1,054 (), SDI()(Sp’ eko, k1)

b« {0,1} cf) San(sp,co) ¢} < San(sp,c1)

o Egc((el;bém) o 0 mo,0 < Decgdko,cs); mo,1 Decgdkl,cé;

b G (0509 (), 0801 () my,o < Dec(dko, c}); mi1,1 <+ Dec(dk1,c]

— A, (st,c*) b 0.1}

b/(_Afc(’)»OSDO(')vOSDl(')(St’cg)

Figure 3: Security experiments for an sSPKE scheme £ and an adversary A, where A = (A;,.As2)
in the experiments Exp%'?jE"ND'CCA, Expsg'fﬁE"K'CCA, and Expng:jE'sa"'CCA. The oracle Ogp is
defined as Osp(c) = Dec(dk,San(sp,c)) and the oracle Ogp, as Ogp;(c) = Dec(dk;, San(sp, c)).
Moreover, the oracle Og on input getNew, outputs a fresh key-pair (ek, dk) < Gen(msk).

We next define IND-CCA security analogous to the definition for ordinary public-key encryp-
tion. In contrast to the usual definition, we do not require the adversary to output two message
of equal length, which implies that schemes satisfying our definition do not leak the length of the
encrypted message.

Definition 5.3. Let & = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and let A = (A, .A2)
be a pair of probabilistic algorithms. Consider the experiment Exps‘PKE IND-CCA i1y Figure 3 and
let C'4, be the set of all ciphertexts that A queried to the oracle OSD We define the ciphertext
indistinguishability under chosen-ciphertext attacks advantage of A as

AdviPKEIND-CCA . o, Pr[t) =b A ¢ ¢ Ca,] — 1,

where the probability is over the randomness in ExpSPKE IND-CCA

We also need that it is hard to predict a ciphertext generated by Enc from a message of
the adversary’s choice given encryption and decryption keys. Note that this is not implied by
IND-CCA security since the adversary obtains the decryption key.

Definition 5.4. Let £ = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and let A be a proba-

bilistic algorithm. Consider the experiment ExpSPKE'CtXt unpred i) Figure 3. We define the ciphertext

unpredictability advantage of A as

Adv sPKE-ctxt-unpred — Pr [C — C*],
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where the probability is over the randomness in ExpsgpﬁE'CtXt'”"pred.

We further define anonymity or indistinguishability of keys following Bellare et al. [BBDPO1].

Definition 5.5. Let & = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and let A = (A, .A2)
be a pair of probabilistic algorithms. Consider the experiment Exp%'?f\E"K'CCA in Figure 3 and let
C 4, be the set of all ciphertexts that Ay queried to the oracle Ogp, or Ogp,. We define the

indistinguishability of keys under chosen-ciphertext attacks advantage of A as
Advg {ENCA = 2.Pr[t =b A ¢ ¢ Cu,] — 1,

where the probability is over the randomness in Exp}'i'f\E"K'CCA.

Sanitization security formalizes that given certain public keys and a sanitized ciphertext, it
is hard to tell which of two adversarially chosen ciphertexts was actually sanitized. To exclude
trivial attacks, we require that both ciphertexts decrypt are encryptions relative to the two
challenge public keys ekg and eky.

Definition 5.6. Let & = (Setup, Gen, Enc, San, Dec) be an sPKE scheme and let A = (A5, .A3)
be a pair of probabilistic algorithms. Consider the experiment Exp}?ﬁE'sa”'CCA in Figure 3. We

define the sanitization under chosen-ciphertext attacks advantage of A as
AdVEPKESCCA — 9 Pr[i = b A 3,5 € {0,1} moj # L # myy] — 1,

where the probability is over the randomness in Exp'}'i'f\E"K'CCA.

We finally define the probability that two independent executions of the key-generation
algorithm produce the same encryption key. This probability has to be small for all IND-CCA-
secure schemes because an attacker can otherwise generate a new key-pair himself and if the
obtained encryption key matches the one with which the challenge ciphertext is generated, the
attacker can decrypt and win the IND-CCA game. We anyway explicitly define this probability
to simplify our reductions later.

Definition 5.7. Let £& = (Setup, Gen, Enc,San,Dec) be an sPKE scheme. We define the
encryption-key collision probability Colgk as the maximum over all (sp, msk) in the range of

Setup(1”) of
Pr(eko,dko)eGen(msk); (ekl,dkl)eGen(msk)[ekO _ ekl].

5.2 Constructing an sPKE Scheme

We next construct an sSPKE scheme satisfying our security definitions. Our construction resembles
the weakly sanitizable PKE scheme by Fuchsbauer et al. [FGKO17]. We obtain security against
chosen-ciphertext attacks using the technique of Naor and Yung [NY90|, i.e., encrypting the
message under two independent keys and proving in zero-knowledge that the ciphertexts are
encryptions of the same message, which was shown to achieve full IND-CCA security if the
zero-knowledge proof is simulation-sound by Sahai [Sah99].
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Setup: The setup algorithm first generates a key pair (ekPKE, dkPKE) + PKE.Gen of a (IND-
CPA secure) public-key encryption scheme, and a key pair (kaig, skSig) + Sig.Gen of a
(EU-CMA-secure) signature scheme. Additionally, it samples a uniformly random common-
reference string for the non-interactive zero-knowledge proof system NIZK for language
L ={z|3w: (z,w) € R}, where the relation R is defined as follows: for z = (c1,¢2,¢s)
and w = (m, g%, g¥; r1, 81,72, S2; 0,7), R(x,w) =1 if and only if

ZT-T1

79517923.51 : m) N cg = (gm?gy"f‘g’gsz,gyﬁg : m)}
A Ver(vkS®, (4%, %), 0) A ¢y = PKE.Enc(ekP¥E (g%, g%, 0);7).

1 = <9T17g

The public parameters sp contains a description of a finite cyclic group G with prime order,
a generator g (i.e., G = (g)), the order g of G, the message space M C G of size n, and
the verification key vk>€, the public key ek"*E, and the CRS ers. We assume that ¢ > 27,
and that n/q <277,

The private parameters msk consist of the signing key sk>€ and a decryption key dkPKE
and the public parameter.

Key Generation: The algorithm Gen on input parameters sp, and msk, samples two elements
dky, dky € Z4 and compute ek = g1, eky == g% as well as o < Sig.Sign(skS'g, (ek1, eka)).
Finally, it outputs ek = (ek1, eka,0) and dk = (dk1, dk2).

Encrypt: The algorithm Enc on input an encryption key ek and a message m € M, computes

the following: choose randomness (71, s1) and (r2, s2) (each component from set Z;) and
compute two ElGamal ciphertexts

 (AT1 T 81 S1

C1 = (g 7ek1 » g ,6k1 'm)a
(T T2 S 59

Co = (g 27 6k2 , g 27 €k2 : m)a

and the ciphertext ¢, := PKE.Enc(ekPKE, (eky, eko,0);7), and finally 7 := NIZK.Prove(crs,
x = (c1,c9,¢0),w = (m, ekq, eka;r1, 81,72, S2;0,7). The output of the encryption function
is the ciphertext ¢ == (c1, c2, ¢o, 7).

Sanitizer: The algorithm San on input public parameters sp and a ciphertext ¢ € C, computes
a sanitized ciphertext ¢ as follows: First verify the NIZK proofs by evaluating f =
Ver(crs,z = (c1,c2,¢5),m). If f =1, then sanitize the ElGamal ciphertext ¢; = (a,b,¢,d) =
(g™, ek}, g®, eki' - m) as follows: if a # 1 # b, choose a random ¢ € Zg and output the
following value:

¢ = (a'-c, bt d) = (g ek L),
In case f=0o0ra=1or b=1, then output L.

Decrypt: The algorithm Dec on input a decryption key dk and a sanitized ciphertext ¢’ = (a, b),
computes the message m =10 - (adkl)_l. It outputs m if m € M, and otherwise it outputs
L; on input dk and L, it outputs L.

The main result of this section is the security of the scheme, summarized as follows.

Theorem 5.8 (Informal). The above sPKE scheme is secure, i.e., all efficient adversaries have
only negligible advantage in breaking the privacy, anonymity, or sanitization property, if the
DDH problem is hard in group G, the underlying encryption scheme is CPA secure, the signature
scheme is unforgeable, and if the proof system is correct and provides simulation-soundness and
zero-knowledge. The scheme is further correct and robust, has unpredictable ciphertexts, and a
negligible encryption-key collision-probability.
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5.3 Security Proof
5.3.1 Proof Intuition

The basic motivation behind our scheme is the same as for the original idea to lift CPA security
to CCA security. The general idea is to preserve the desirable properties that (this particular
version of) ElGamal encryption has in a “CPA” world. More technically, we would like to reduce
the required properties in Definitions 5.3 to 5.6 to the respective properties of ElGamal that
hold in a world where no decryption oracle is available. The proof intuition (for example for
the anonymity or privacy game) is closely related to the standard result in [Sah99|: the basic
idea of the above construction is that it is actually enough to decrypt a ciphertext with one
decryption key. Since the NIZK proof can be verified by anyone, and since it assures that both are
valid ElGamal encryption to the same message, it does not matter which of the two ciphertexts
(corresponding decryption key) is used to decrypt. In a reduction, where we assume an adversary
A against the desired properties stated above and would like to attack the corresponding CPA
properties of ElGamal, we need only get one public key and no decryption oracle. In order to
emulate the view towards A, the reduction chooses an additional public key and a CRS for
the NIZK scheme. Since the reduction thus knows one of the secret keys, it can now emulate
a decryption oracle. A subtle point here is that the verification can be done without knowing
which public keys are used - to resolve this, the key generation process signs valid key pairs, and
the verifier only needs to know that the key pair (which is not revealed to the verifier) was signed
by the key generation process.

To generate a challenge ciphertext, the reduction will obtain one challenge ciphertext from
its CPA-Game, and encrypt another, arbitrary message to obtain a second ciphertext. The
reduction uses the NIZK simulator to obtain an accepting proof that is indistinguishable from a
“real proof”, even if the underlying statement is not true. A crucial point here is that the NIZK
scheme has to be what is known as I-proof simulation sound. Even if the adversary sees one
simulated (accepting) proof, even of a wrong statement, it is still not capable of producing an
accepting proofs of wrong statements (except by reproducing the exact proof it obtained within
the challenge, but which A is not allow to ask by the CCA definition). The fundamental result
of [Sah99] is that the above strategy successfully simulates a complete CCA attack towards .A.
While the intuition seems to match for our versions of IK-CCA and IND-CCA, it is unclear for
the sanitization game and hence proven first.

5.3.2 Correctness, Robustness, Unpredictability, and Key Collision

The correctness of the scheme follows directly from the correctness of the underlying cryptographic
primitives. Since we base our scheme on the ElGamal encryption scheme (and consists of two
independent encryptions of which each contains two randomly chosen group elements), we have
Ade‘?ﬁE'CtXt_unpred < 1/¢* (where ¢ is the order of the group and of exponential size in the
parameter k). Also, since the encryption key contains a pair of random group elements, we also
have that Col$* < 1/¢>.

Finally, for robustness, let us denote the generated keys of the experiment by ek; = (ek; 1, ek; 1)
and dk; = (dk; 1, dk;1) (recall that each key consists of two parts for the respective ElGamal
encryption). We observe that as long as eko 1 # ek1,1, we also have dko # dk1,1. Assume we are
given an arbitrary ciphertext é := (c1, ca, ¢4, ), let ¢; = (9%, g%, g%, g%), and assume it is sanitized,
then this yields

)

C/ — (gatJrc gbter)
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bt+d7dk0,1(at+c)) bt’+dfdk1,1(at’+c))

and hence is decrypted to mg = g Similarly, m; =g would
be the result of a second sanitization followed by a decryption using dk; ;. Thus, the fraction
%(1’ = gt(b—a-dko1)+t'(a-dk11—b)+e(dk11—dko.1) i o random group element, because ¢ and ¢ are chosen
at random and not both depending terms can be canceled (since computation in the exponent is
done in the field Z,). Hence, Advfg'?ﬁE'USROB < 2701 for all A due to the assumed restriction

on the size of the message space M relative to the size of the group G.

5.3.3 Sanitization

To clarify the syntax, note that an adversary in the experiment Expsg'TEE'sa”‘CCA obtains two

independent encryption keys of the scheme. This means, in our particular case of the above
ElGamal scheme, that the adversary obtains, for i € {0,1}, ek; = (eki1, eki2,0:), where ek; ;
are (independent) instances of ElGamal public keys as defined above.

Let us define the following hybrid experiments Exp?4 to Expj: they behave as the experiment

Exp?;ﬁE'sa”'CCA, except as follows: after the values m; ; have been calculated, then

° Exp?4 is the real experiment.
° Exp}4, if mop = L, replaces ¢}, by two uniformly random group elements (g°, g¢).

° Expil, does the above replacement, but if mg o = L, replaces ¢{, by two uniformly at random
chosen group elements (g°, g¢) if mo1 # L.

° Expi\ does the above replacements, and in addition replaces ¢} by two uniformly at random
chosen group elements (g°, g¢) if m1 # L.

° Expj does the above replacement, but if m; o = L, it replaces ¢} by two uniformly at
random chosen group elements (g°, g¢) if my 1 # L.

We observe that PrExPa [Waan] < % for all adversaries, since the outputs are independent of
bit b chosen by the experiment.

Lemma 5.9. Let A be an adversary in the experiment Expf4. Let BAD1 be the event that A
queries at least one of its decryption oracles Ogp, with a valid but improper ciphertext (c1,c2, ™),
i.e., (c1,¢2,¢5) ¢ L, but where m is an accepting proof, i.e., NIZK.Ver(crs, (c1,c2,¢5),m) = 1).
We construct an adversary A’ such that PrPPa[BAD;] < Advm%&j{’,d.

Proof. The claim follows from the soundness property of the assumed NIZK scheme: upon
receiving a CRS ¢rs’ (from its own challenger), A’ defines crs < crs’ and emulates towards
A all further steps of his experiment Expf4. This is in particular possible when possessing all
secret keys. Whenever A submits a query to a decryption oracle, A’ verifies the NIZK proof,
and additionally checks that decryption is possible relative to the specified keys and that the
signature is valid (these values are part of ¢, which the A’ is able to decrypt?). If any check fails,
i.e., if BAD; occurs, then it holds that a valid forgery against the challenged NIZK scheme (with
CRS ¢rs) occurred and that A’ can present this forgery to its challenger. O

Lemma 5.10. Let A be an adversary in the experiment Expf4. Let BAD; be the event that A
queries at least one of its decryption oracles Ogp, with a valid and proper ciphertext (c1, 2, Co,T)

"Note that we assume that the underlying PKE scheme has no decryption error.
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(i.e., (c1,c2,¢5) € L and 7 is accepting), but where ¢y is the encryption of a triple (ekq, eka, o),
such that the pair (ek1, eks) has never been output by the experiment or the oracle Og. We

construct an adversary A’ such that PrEXpi‘\[BADg] < Advggg'il,JF_CMA

Proof. We construct an adversary A’ which produces a valid forgery in the signature experiment

Expggg_in_CMA as follows: A’ receives the signature verification key vk>'® from the experiment. It

sets up the experiment Expf4, where it generates all necessary keys, except for the signature key
pair, where it chooses defines vk> as the verification key. Upon queries to the the key generation
oracles, A’ selects the key pair (ekq, eky) as Expi’J , but lets it sign using its own oracle Sign(sk, -).
The rest of the emulation, in particular the decryption oracle, can be done with the knowledge
of the remaining keys (no signing key is required). Furthermore, whenever A submits a valid
query to the decryption oracle, A’ decrypts ¢, to extract a pair (ek), ek]) and a signature o,
and if the pair has never been queried to its own signing oracle, but the signature is valid, then
it outputs ((ek], ek}),o’) as its forgery. O

Recall that the winning condition of an assumed adversary A in the sanitization game is
Wsan = [bl =b A E|j7jl € {07 1} mo,; 7é L 7é ml,j’]‘

We further observe, that we can construct from an adversary A against hybrid Expf’4, an
adversary with success probability at least % —(¢® +4)-27", where ¢ is an upper bound on the
number of key pairs obtained by A. To see this, let A" be the adversary that runs A = (A1, .A2)
as subroutine and relays back and forth oracle queries and answers to and from A. When A
outputs its challenge (co,c1), A’ asks both of its oracles to decrypt to compute m; ;. If the
winning condition Wy, is not already violated, then A’ outputs the received challenge as its own
challenge. Otherwise, A" encrypts twice the same message using one of the public key, say ek
and outputs a uniform random bit. The proof follows by observing that all outputs of this last
hybrid are independent of b, and that the probability of a wrong prediction is upper bounded by
the probability that the first part of a public key collides with the first part of another public
key (and hence robustness says that the outcome is L except with probability 27%) and taking
the union bound.

Lemma 5.11. For any adversary A, we have that

3
SPKE-IK-CCA it1

ProEAT (Wn] = PrOPAWoan] + D Pro®4(Wyen] — Pr&PA [Wian) .
N———— i—0

> %7(q2+4)_27m < Advg?H-i- Drail

where algorithms B; are described in the proof below.

Proof. Let ¢y and ¢; be the challenge ciphertexts of A;. Each ¢; in particular contains two
candidate ElGamal encryptions. Recall the sanitizer first checks the validity of the proof and, if
successful, only the first ElGamal ciphertext is processed.

Let us denote by ¢} and cl, the respective first ElGamal encryption.

co = (do,d1, g, 1),

C% = (d6> ,1a€67€/1)'
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If =BAD1, then each ¢; consists of two valid ElGamal encryptions to the same message my
and my, respectively. We are thus guaranteed in this case that there exist values r; and s; such
that

1 r ro-dkh s so-dk!
co = (9", g™ 01, g%, g°0 Foimy),

1_ /.r r1-dk’ s s1-dk
Cl_(glagl 1’1791791 1’1m1)-

If =BAD>, then both keys gdk;J have been generated either via a call to the key generation
oracle, or they correspond to the respective challenge keys output by the experiment. Let us
denote the set of such generated keys by K.

Additionally, and without loss of generality, we assume that d; # L # d for all i € {0,1} as
otherwise, the sanitization algorithm return L and the game cannot be won (since decryption
of L yields 1). We now show that, given the above conditions, that the difference between
prEeld’ [Wsan] and PrEPa [Waan] is a lower bound on the advantage of a DDH adversary By in
distinguishing triples of the form (g%, g%, ¢¢) and (g%, ¢°, g?°) for uniformly at random chosen
exponents a, b, c.

We discuss the case ¢ = 0, the other cases are similar: The adversary By is defined as follows:
on input at DDH triple (g2, ¢°, gcl), where ¢ is either the product of a and b or a uniformly
random exponent, By defines ekgo := ¢g®. All remaining keys are generated by By (and thus,
only the decryption key of ek is actually missing). It then emulates the experiment Exp?4 (by
internally running A and performing the operations of the experiment). The only crucial point is
how to emulate the decryption oracle Opg, towards A: By verifies the NIZK proof 7 of each
queried ciphertext, and, if valid, sanitizes and decrypts the second ElGamal encryption cg of the
received ciphertext using dkg o (here is where we use the Sahai-trick). The remaining oracles are
straightforward to emulate.

When A outputs its challenge (¢, c1), both are processed as in experiment Exp, except that
in order to sanitize cy, By first computes m; ; as the experiment does, and, if mgo # L, and
defines ¢}, = gb, gcl -mg,0. Finally, when A terminates, By outputs 1 if condition W,y occurs
(i.e, if the guess b’ of A is equal to the emulated bit b of the experiment) and 0 otherwise.

We state the sufficient conditions under which the emulation of oracle Ogp, is perfect: assume
—BAD; and —-BAD; hold and that none of the first parts ek ; of all keys generated by the
experiment or the oracles collide. Then, it holds that decrypting ctl) with (unknown) decryption
key a would yield the same result as decrypting c% with dkg 2, except with probability 2-27%. In
particular, since any valid ciphertext is proper and keys are unique under the above assumption,
if 0(2) is an encryption relative to public key g%:2, then also ¢} decrypts under a with probability
1 due to correctness. On the contrary, due to the robustness of the scheme in this case, if ¢2 is not
an encryption relative to g%02 then c(l] is not an encryption relative to g, and thus, except with
probability 1 — 227" (by robustness), both ciphertexts do not decrypt in this case. By taking
the union bound over all these undesirable events, we see that the probability of an incorrect
emulation is bounded by

prail = 2 2 - 27 + Pr®PU[BADy] + PrE®i[BAD,)

— - ig-EUF-CMA
S 2. q2 Lo7F + AdVNI%E:}&d + AdVg:g}Al/J/ ¢ )

where ¢ is an upper bound on the number of queries that A asks to his oracles.
Furthermore, if ¢ = a - b, then ¢, = g, g*? - mo,o is identically distributed to a normal
sanitization of c(l), since b is a random exponent, just as ro -t + sg is for ¢ chosen at random (and
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computation takes place in the field Z;). Hence, we emulate the experiment Exp94. In the other
case, i.e., if ¢ is a random element, then c(l) is a pair of uniformly random group elements - just
as in experiment Exp}4. ]

This concludes in the following theorem.

Theorem 5.12. The above enhanced sPKFE scheme & satisfies

AdvPRE=2nCCA < g (AdvEPH + AdVNIZK S + Adve® 50T M 2. g7 27,
where the adversaries are described in the respective lemmata. In particular, adversary B is
defined as being a mizture of adversaries By up to Bs of Lemma 5.11, i.e., B samples a random
number ¢ between 0 and 3 and executes adversary B;.

The theorem implies in particular, that if the underlying cryptographic primitives are secure,
then the scheme £ has a secure sanitization procedure.

5.3.4 Privacy

S,b1,b2 S,b1, sPKE-IND-CCA but

For this case, we consider a hybrid experiment Exp’y : Let Expy %2 he as Expz 4

where the common reference string crs is obtained via evaluation (crs, 7N2K) « S NIZK (1nstead
via an invocation of NIZK.Gen). Also, when computing the challenge ciphertext ¢* (cl, €2, Co,T),
7 is generated by an invocation of Sa(crs, TN (¢1, ¢a, ¢,)). The following versions of this hybrid
system exist:

e Upon receiving the challenge (mg,m1), then compute ¢; as the encryption of my, and ¢y as
the encryption of my,, and compute ¢, as in the real experiment (namely as the encryption
of the two ElGamal public keys plus the accompanying signature). Simulate the proof
7 < Sa(crs, ™N?K (c1, ca,¢,)) and output ¢ := (c1, ca, co, ).

Lemma 5.13. Let A be an adversary in the experiment EXpS b2 7t BAD; be the event
that A queries its decryption oracle Ogp with a valid but improper ciphertezt (c1,c2,Co, ),
i.e., (c1,¢2,¢5) & L, but where w is an accepting proof, i.e., NIZK Ver(crs, (c1,c2,¢0),m) =
1), and whz’ch 18 not the equal to the challenge ¢*. We construct an adversary By such that

PrEPi " [BAD, ] < AdvNIZK-sim-snd

Proof. The claim follows from the simulation soundness property of the assumed NIZK scheme:
upon receiving a CRS e¢rs’ (from its own challenger), A" defines crs < crs’ and emulates all

further steps of the experiment ExpS -bob1

. This is in particular possible when possessing all secret
keys. In particular, simulate the challenge ciphertext using the prove-oracle of its challenger.
Note further that without loss of generality the assumed adversary never asks to decrypt the
challenge query c¢*. If BAD; occurs, then it holds that a valid forgery against the challenged

NIZK scheme (with CRS crs) occurred. O

Lemma 5.14. Let A be an adversary in the experiment ExpS bob1 - Tet BAD, be the event that A
queries its decryption oracle Ogp with a valid and proper czphertext (not equal to the challenge)
(c1,¢2,¢,m) (i.e., (c1,c2,¢0) € L and m is accepting), but where ¢, is the encryption of a triple
(ek1, eka,0), such that the pair (eky, eka) has never been output by the experiment or the oracle

S,bo
Og. We construct an adversary A’ such that PrE®a” [BADQ] < Adv S'g EUF CMA
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Proof. Follows analogously to the previous paragraph. ]

Recall that the winning condition of an assumed adversary A in the IND-CCA game is
Wpr=[b'=b A "¢ Cy,.

We assume without loss of generality that the assumed adversary A against the privacy
game does not query the challenge ¢* to its decryption oracle since one can construct, from an
adversary that does so, a new adversary that simply guesses the bit once it observes that a
violation of the condition ¢* ¢ C 4, would happen.

Lemma 5.15. For any adversary A, we have that

sPKE-IND-CCA sPKE-IND-CCA

1 .
prEeE [Wor] = 5 - P&98A W =0]b=0]+= PEXPPKE'NDCCA[’zl | b=1]
_ % n %(PrExpsPKE -IND- CCA[ r_ b=1]- PrEXpsPKE IND- CCA[ I b= 0))
_ % %((PTEXPSPKE IND- CCA[ T | b 1] _ PrEXpiM[b/ _ 1])
< AT
PO = 1 P 1) ¢ peBe = 1) e 1)
(2) DDH S DDH
< 2~Ade + Dfail < 2‘AdV53 + Prail
—"_ (PrEXpi,O,O [b/ _ ] PrEXpspKE -IND- CCA[ / _ 1 ‘ b _ 0]))

~~

(4)
NIZK-ZK
< Advyizk 5,

where the respective adversaries B; are derived in the proof below.

Proof. The proof closely follows the proof proposed by Lindell [Lin06]. In particular, (1) and
(4) follow by a straightforward reduction to the underlying zero-knowledge property. Consider
(1) and define the following adversary B; which receives a crs from its own challenger. Then, it
emulates towards A the experiment Exps’l’1 This can be done, when possessing all the decryption
keys generated in the experiment. Furthermore, when generating the challenge ¢* = (¢1, ¢2, ¢s ),
which is the correct decryption of m; in this case, By asks its proving oracle to obtain a valid
proof to this correct statement. We observe that if the CRS and the proofs are real, then this
is equivalent to the experiment ExpS‘PKE'”\‘D'CCA when b = 1, and if the CRS and the proofs are

simulated, then this is equivalent to ExpS’l’1 and (1) follows.

Also, equations (2) and (3) follow along the lines of the proof in [Lin06]: consider (2) and
define the adversary By as follows. By receives a candidate DDH triple (g%, ¢, ¢¢) and declares
g% to be the encryption key eko. It further generates all the remaining keys of the experiment
(and thus lacks only the decryption key dko = a). In particular, Bs chooses the bit b of the game
and key pair (eki, dk1) and defines the public key ek := (ekq, eka, o) (where the signature can
be generated by By). When receiving the challenge (mg, m1) of A, Bs generates one ElGamal
encryption of my as follows:
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It further defines ¢; as an ElGamal encryption of mi, encrypts both keys and the signature to
obtain ¢,, and simulates a NIZK proof m. We note that if the candidate triple is a DDH triple
then co = (¢°7, (¢%)7, g%, (9*)° - mp) = (g7, (eko)?T, g, (ek2)? - my) and thus corresponds to a
correctly distributed ElGamal encryption.

When As outputs its decision bit b/, By outputs d =1 if b = b’ and d = 0 otherwise. Assume
that none of the above defined bad events happen. Then, if (g%, g%, ¢°) is a random triple, B
outputs a uniform bit since the challenge ciphertext is independent of b. If the candidate triple

is indeed a DDH triple (g%, q°, gab), then By emulates either the experiment Expi’l’0 or the

experiment Expi’l’l, each with probability one-half. The output of Bs is thus

ran ]_
PrDDHB2d[d =1]= 3 and

rea. 1 ) 1 Lt
PrPPHE (g = 1] = = . peBeX " = 1] 2 PP = 0]

\)

S,1,1

1 1,
'PI‘EXPA [b/ _ 1] + 5 . (1 _ PrEXpilo[b/ _ 1})

+ 1 . (PrEXp«s‘\’L

1

N =N -

W = 1] — PrEex "y = 1)).

\]

and therefore AdvRPH = 1. (PrBX™ [y = 1) — PrBel [y = 1]).

The proof is concluded by the observation that the oracle Ogp can be emulated perfectly,
even without knowledge of dko1 = a, except with probability at most pf,; derived the same way
as in the previous paragraph (except that we need here simulation soundness as opposed to
ordinary soundness). Equation (3) follows similarly. O

This concludes in the following theorem.

Theorem 5.16. The above enhanced sPKE scheme & satisfies

Advsg, KAE_IND'CC“ <4. AdvDBD +2. Avah:ZZKK,-g,KBl
-sim- ig-EUF-CMA -
2. (Ava,\IZZK(fJ', snd 4 Advss;gg;, 4% +2- q2 -277),

where the adversaries are defined in the respective lemmata and adversary B is the mizture
of adversaries By and B3 of Lemma 5.15, i.e., B samples a random coin and either executes
adversary By or Bs.

The theorem implies in particular, that if the underlying cryptographic primitives are secure,
then the scheme £ is IND-CCA secure.

5.3.5 Anonymity

For this case, we consider the hybrid experiment Expi’i: Let Expi’i be basically as Exp}'?ﬁE‘lK'CCA,
but where, for all of them, the common reference string crs is obtained via evaluation (crs, TNIZK) +—
S{\”ZK (instead via an invocation of NIZK.Gen). Also, when computing the challenge ciphertext
c* = (c1,¢9,¢,, ), ™ is generated by an invocation of Sy(crs, 7N?K (c1, ¢o,¢,)). The following

versions of this hybrid system exist:

e For i = 0, upon receiving the challenge m, then compute cé as the encryption of m under key
eky 1 and cg as the encryption of m under ekj 2, and compute ¢, as in the real experiment
(namely as the encryption of the two ElGamal public keys plus the accompanying signature).

Simulate the proof 7 < Sa(ers, TN (¢}, c2, ¢,)) and output ¢* == (¢}, c2, ¢y, 7).
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e For ¢ = 1, the hybrid system acts as above, but upon receiving the challenge m, instead of
computing ¢, as an encryption of (eky 1, ekp 2, 0), encrypt the message 0", for an appropriate
length n that matches the length of (an appropriate encoding of) the triple (eks 1, ekp2,0).
The rest is done as for the previous hybrid.

e For ¢ = 2, the hybrid acts as above, but in addition, when receiving the challenge m, instead
of computing c(l] as the encryption of m under key ekg 1, choose a new encryption key g*,
for a uniformly random exponent x. If b = 0 in the game, then the first ciphertext ¢ would
be an encryption under “key” g*. The remaining steps are as usual.

e For ¢ = 3, in addition to all the steps above, here upon a challenge, we also compute cg
relative to a freshly chosen public key ¢*'.

e For i = 4, in addition to all the steps above, here upon a challenge, we also compute c
relative to a freshly chosen public key gx// instead of as an encryption under ekq 1.

e For i = 5, in addition to all the steps above, here upon a challenge, we also compute c?
relative to a freshly chosen public key g‘”/”

We observe that in the final hybrid experiment Expi"r’, the advantage in guessing b is at
most %, since all outputs given to the adversary are independent of the actual keys ekg or ek
and hence of the bit b chosen by the game.

As in the analysis above, we have the analogous lemmata:

Lemma 5.17. Let A be an adversary in the experiment Expi’i. Let BADq be the event that A
queries at least one of its decryption oracles Ogp; with a valid but improper ciphertext (c1, c2, ¢y, )
(which is not the challenge c¢*), i.e., (c1,c2,¢0) ¢ L, but where 7 is an accepting proof, i.e.,

NIZK.Ver(crs, (c1,c2,¢0), ) = 1). We construct an adversary A’ such that PrEXp«SLfl[BADl] <
AvalZK—sim—Snd

NIZK,. A" -
Proof. The claim follows from the simulation soundness property of the assumed NIZK scheme

similar to the statements in the previous paragraph. O

Lemma 5.18. Let A be an adversary in the experiment Expi’i, Let BAD, be the event that A
queries at least one of its decryption oracles Ogp; with a valid and proper ciphertext (which is not
the challenge) (c1,c2, co, ™) (i.e., (c1,C2,¢x) € L and m is accepting), but where ¢, is the encryption
of a triple (ekq, eka, o), such that the pair (eky, ek2) has never been output by the experiment or

S,i io- -
the oracle Og. We construct an adversary A’ such that PrPPa’ [BAD,] < Advg;g il,JF CMA

Proof. Follows analogously to the previous paragraph. O
Recall that the winning condition of an assumed adversary A in the IK-CCA game is
Wi = =b A " ¢&Cu,l.

We assume without loss of generality that the assumed adversary A against the anonymity
game does not query the challenge ¢* to its decryption oracle since one can construct, from an
adversary that does so, a new adversary that simply guesses the bit once it observes that a
violation of the condition ¢* ¢ C 4, would happen.
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Lemma 5.19. For any adversary A, we have that

sPKE-IK-CCA S,i+1

4 .
PPN ] = PrERR (W] 4+ 3 PP 1] — PrERAT 1y
~———

i=1

N

(1)
< Adv%?fﬁ Dfail

sPKE-IK-CCA

+ PrOPAC (7] — PrE®A (W] + Proei” [I7,] — Proet s .

—
<2) 2.AdVPKE—|ND—CPA <2) AdVNIZKfZK
= PKE,B; = NIZK, S, B,

where the respective adversaries B; are derived in the proof below.

Proof sketch. The proof closely follows along the lines of the previous proofs. In particular, (3)
is again a straightforward reduction to the zero-knowledge property of the underlying NIZK
scheme. (2) Follows from the CPA security of the assumed PKE scheme: consider the adversary
B that obtains a public key ek from its CPA challenger. B; generates all remaining keys himself
to be able to emulate the steps of the experiment Exp™! towards the (assumed) adversary
A = (A1, A2). Note that when By never needs to decrypt any of the ciphertexts ¢, in the
experiment (and thus, no decryption key is needed). When 4; outputs his challenge, B first
asks the challenge (mo = (eky,1, ekp2,0), m1 = 0") to its own challenger and obtains a ciphertext
co. 1f the challenger outputs an encryption of 0™, then this is equivalent to experiment Expi’l,
and if the challenger returns an encryption of (eky 1, ek 2,0), then this is equivalent to Expf’l’o.
Hence, if By returns 1 in case the guess b/ of Aj is correct (i.e., is equal to the bit b that By
emulated) and 0 otherwise, then this is a biased bit with bias half the difference between the two
experiments in question. Equation (2) hence follows from an analogous computation as done, for
example, in the proof of Lemma 5.15.

Finally, we consider equation (1) and describe adversary B; (the remaining cases are analogous).
Adversary B; works as follows. It receives a candidate DDH triple (g%, ¢°, g¢) and declares g®
to be the encryption key ekq 1. It further generates all the remaining keys of the experiment
(and thus lacks only the decryption key dko;1 = a). In particular, By chooses the bit b of the
game and the remaining key pairs, which includes (eko 2, dko2) (to be able to emulate the oracle
Osp,) and defines the public key ek0 := (eko,1, eko2,0) (where the signature can be generated
by Bi). When receiving the challenge (m) of A = (A1, A2), generate one ElGamal encryption of
m as follows:

c(l) = ((gb)fv (gc)F,gb’ g°- m)

It further defines the other parts c;? as the experiment does (including encrypting the zero-
string and simulating a proof). We note that if the candidate triple is a DDH triple then
ca = (g7, (gM)"7, g% () - mp) = (g7, (ek2)?", g, (eko)® - mp) and thus corresponds to a
correctly distributed ElGamal encryption as in the experiment Expf{l. However, if (g%, q°, 9°)
then the encryption ¢} is distributed identically to a fresh encryption of m relative to a random
public key g%, just as it is done in experiment Expi’{z. Hence when Ay outputs its decision bit ¥/,
Bs outputs d = 1 if b = b’ and d = 0 otherwise and constitutes a distinguihser of DDH triples
and random triples with advantage the same as the difference in probabilities of winning the
respective experiments. O

This concludes in the following theorem.
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Theorem 5.20. The above enhanced sPKE scheme & satisfies

AdVEPKEIK-CEA < g AGyBDH | 4 AGVEKEIND-CPA 4 5 g NIZKCZK

+ 8- (AdVNIZE S 1 AdvaE P CMA 1 g g2 9,

where the adversaries are defined in the respective lemmata, and B is a mizture of the adversaries
B; of Lemma 5.19.

The theorem implies in particular, that if the underlying cryptographic primitives are secure,
then the scheme & is IK-CCA secure.

6 Construction of an ACE Scheme

6.1 Construction for Equality

Following Fuchsbauer et al. [FGKO17], we first construct an ACE scheme for the equality policy,
ie., P(i,j) =1 < i=j, and then use such a scheme in another construction for richer policies.

Let sPKE be a sanitizable public-key encryption scheme, let Sig be a signature scheme, and
let F' be a PRF. Further let NIZK be a NIZK proof of knowledge system for the language
L = {z | Jw (z,w) € R}, where the relation R is defined as follows: for z = (UkSig,E) and

w = (ek?PKE,m,r, vk?ig,afig,asig), (z,w) € R if and only if
c= sPKE.Enc(ek?PKE,m; r) A Sig.Ver(kaig, [ekaKE, vk?ig],afig) =1
A Sig.Ver(vkl-Sig,é, afig) =1.
We define an ACE with modification detection scheme ACE as follows:

Setup: On input a security parameter 1* and a policy P: [n] x [n] — {0,1} with P(i,j) =1 <
1 = j, the algorithm ACE.Setup picks a random PRF key K for a PRF F', and runs

(spPKE, msk*PXE) « sPKE.Setup(1"),
(kaig’ SkSig) — Sig.Gen(l’{),
crsNZK « NIZK.Gen(1%).

It outputs the master secret key msk”F = (K, mskSTKE vkSie skSi8, crsN'ZK) and the
ACE ._ (spsPKE7 wkSE. CTSNIZK).

Key Generation: The algorithm ACE.Gen on input a master secret key msk"F = (K, msksPKE

sanitizer parameters sp

vk>€, sk>E, crsN'ZK), arole i € [n], and a type t € {sen, rec}, computes
(eksPRE, dksPRE) « sPKE.Gen (msk*PKE; Fie([i,0))).
If t = sen, it further computes
(vk?ig, sk?ig) — Sig.Gen(l”; Fr([4, 1])),
UiSig — Sig.Sign(skSig, [ekf—PKE, kaig] s Fre([4, 2]))

If t = sen, it outputs the encryption key ek?CE = (UkSig, ekaKE, vk?ig, skfig, Ufig, crsN'ZK);
if t = rec, it outputs the decryption key dkiACE = dk:?PKE.
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Encrypt: On input an encryption key ek?CE = (UkSig, ek?PKE, kaig, skiSig, afig, c

message m € MACE the algorithm ACE.Enc samples randomness 7 and computes

rsN'ZK) and a

¢ < sPKE.Enc(ek$™"E,m; 1),
oo Sig.Sign(skfig, ¢),

aNIZK NIZK.Prove(crsN'ZK,x = (vk’Sig,é),w = (ek'z-‘PKE,m,r, vk?'g,af'g,afig)).

It outputs the ciphertext ¢ := (é, WNIZK).

sPKE NIZK)

Sanitizer: On input sanitizer parameters spA*E = (sp , k> crs and a ciphertext ¢ =
(E, WNIZK), the algorithm ACE.San outputs the sanitized ciphertext ¢’ < sPKE.San (spSPKE, 6)
if NIZK.Ver(crleZK,x = (kaig,E,),ﬂN'ZK) = 1; otherwise, it outputs L.

Decrypt: The algorithm ACE.Dec on input a decryption key dk?CE and a sanitized ciphertext ¢/,
outputs the message m « sPKE.Dec(koACE, ).

Modification detection: The algorithm ACE.DMod on input sp"‘E, ¢; = (él,w{\”ZK), and
NIZK

co = (Eg, o) ), outputs 1 if ¢ = é, and 0 otherwise.
Our scheme enjoys perfect correctness since the underlying sSPKE and signature schemes are
perfectly correct and the NIZK is perfectly complete, i.e.,

AdvacE " =0
for all A.
In the following, we prove the security of our scheme.

Theorem 6.1 (Informal). The above ACE scheme for equality is secure, i.e., all efficient
adversaries have only negligible advantage in breaking the privacy, (strong) anoymity, sanitization,
role-respecting, uniform-decryption, or ciphertext-unpredictability properties, if the underlying
sPKE scheme is secure, the signature scheme is unforgeable, the proof system provides zero-
knowledge and extractability, and if the function F is pseudo-random.

We first show that our scheme satisfies the privacy definition from Definition 4.2 if the
underlying sanitizable public-key encryption scheme is IND-CCA secure, the PRF is secure, and
the NIZK is zero knowledge.

Theorem 6.2. Let ACE, be the scheme from above, let A = (A1, A2) be an attacker on the
privacy such that Ay makes at most qs queries of the form (-,sen) to the oracle Og, and at most
qp queries to Ogp. Then, there exist probabilistic algorithms Aprr, Azk, and Aspke (which are

all roughly as efficient as emulating an execution of ExpﬁEE'E(iVAnon_CCA) such that

ACE-priv-CCA _ PRF NIZK-ZK PKE-IND-CCA
AdVaCE 4 =2 Advp appe T2 AdvNizk dg (g5 +ap + 1) - AdVEpRE Apee

Proof. We assume without loss of generality that A ensures ig = i1 and P(ig,j) = 0 for all j € J,

since doing otherwise can only decrease the advantage. Let Hy = Expﬁ%E’jiVAnon'CCA and H; be

as Hyg where Fg is replaced by a truly uniform random function U.

Claim 1. There exists a probabilistic algorithm A,?ég such that

Prifo(t = b) — Pr1 (b = b) = AdVERL .
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Proof of claim. Consider ASFE'F) that emulates an execution of ExpﬁéE’TVAno"'CCA, where all

invocations of F(-) are replaced by a call to the oracle O(-). When Ay returns b’ such that
b = b, Apgrr outputs 1, and 0 otherwise. In case O(-) corresponds to Fg(-), Aprr perfectly
emulates Hy, if it corresponds to U(+), it perfectly emulates H;. Hence,

PrAo(Y = b) — Pril (i = b) = Pr(Aﬁgé”(ﬁ) - 1) —Pr (Aggg(w) - 1) —AMVRRE 0

Now let Hy be as Hy, where we replace crsNZK « NIZK.Gen(1%) by (crsNZK 7NIZK)
S{\“ZK(l") in ACE.Setup, and for the generation of the challenge ciphertext c¢*, we replace
aNIZK NIZK.Prove(crsNIZK,x,w) in ACE.Enc by 7NZK SS"ZK(CTSMZK,TNIZK,Q?).

Claim 2. There exists a probabilistic algorithm .A?,E"') such that
Prii(t) = b) — Pr2 (b = b) = AdvyigK 4. -
Proof of claim. The algorithm A(zgli"') on input crsNK proceeds as follows. It emulates an

execution of H;, where in ACE.Setup, crsN'?K is used instead of generating it, and for the
generation of ¢*, NIZK.Prove(crsN'ZK, :z,w) in ACE.Enc is replaced by the oracle query (z,w).

Finally, Agﬁ"') outputs b = 1 if Ay returns b = b, and b = 0 otherwise. Note that if crsNZK

is generated by NIZK.Gen and O(,-) corresponds to NIZK.Prove(crsN'ZK, : -), A%&‘") perfectly
emulates H;. Moreover, if crsN?K is generated together with 7NZK by S{\“ZK and O(z,w) returns

SSHZK(CT‘SNIZK,TNIZK,I'), A?}g") perfectly emulates Hy. Thus, the claim follows. O

We finally show how to transform any winner A for Hy to a winner Aspkg for the IND-CCA
game for the scheme sPKE. The strategy of our reduction is to guess which oracle queries of
A are for the role ig, use the key from the sPKE-scheme for these queries, and generate all
other keys as Hy. Details follow. On input (spsPXE, ekSPXE) Apke initializes Qg < L, kg < 1,
chooses qp « {0,...,gs + gp} uniformly at random, runs (kaig,skSig) + Sig.Gen(1"), and
(crsN'ZK, TNIZK) < SNIZK(1%), and gives sp”°E = (spSPKE, vk>'€, crsN'ZK) to Aj. It emulates the
oracles for A; as follows.

Oc(-,-): On query (i,sen), if k; # qo and ¢ # iq,, then generate an encryption key ek?CE :

(kaIg7 ekSPKE vk:iSig, sk?ig, aiSig, crsN'ZK) as Hy does, where (ekaKE, dkaKE) is obtained via
O¢ and remembered for future queries. If k;, = go or 7 = iy, replace ekaKE by eksPKE
and set ig, < i. In both cases, set k; < k; + 1 at the end. On query (j,rec), obtain a
decryption key via Og.

Osp(-,-): On query (j,c = (6,7rN'ZK)), if k, # qo and j # iy, Tun ¢ «+ ACE.San(sp"“E, ¢),
kACE k,ACE
J J

generate a decryption key d as above, decrypt ¢’ using d , and return the resulting
message. If k; = qo or j = ig4,, set 74, < j and use the oracle Ogp of the IND-CCA
experiment to obtain a decryption m of ¢. If NIZK.Ver(crsN'ZK, T = (kaig, E,),WN'ZK) =1,
return m, otherwise, return L. In all cases, set k; < k; + 1 at the end.

When A; returns (mg, mi, g, i1, st), output (mg, my) to the challenger of the IND-CCA
experiment to obtain a challenge ciphertext . Then run 7N'ZK « SS"ZK(CTSN'ZK,TN'ZK
(kaig, E*)), and give st and the ciphertext ¢* = (E*, WNIZK) to As. Emulate the oracles for A,
as follows.

, T =
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Oq(+,): On query (i,sen), if ¢ # i, then generate an encryption key ekf‘CE = (UkSig, ekSPKE,
vkis'g, skis'g,ois'g, crsN'ZK) as Hy does, where (ek?PKE, dk?PKE) is obtained via Og and re-
membered for future queries. If i = ig, replace ekaKE by ek*"XE. On query (j, rec), obtain

a decryption key from Og.

Osp=(-,-): On query (j,c = (5, WNIZK)), run ACE.DMod(sp”“E, ¢*, ¢). If the output is 1, return
test. Otherwise, if j # ig, run ¢ < ACE.San(sp”‘E ¢), generate a decryption key
dk]ACE as above, decrypt ¢’ using dk?‘CE, and return the resulting message. If j = i,
use the oracle Ogp of the IND-CCA experiment to obtain a decryption m of ¢. If
NIZK.Ver(crsN'ZK,a: = (kaig, 5,),7TNIZK) = 1, return m, otherwise, return L.

Note that we never query the decryption oracle of the IND-CCA experiment on ¢* because
we return test whenever this would be necessary. Denote by ) the event that either iy, = 1o,
or go = 0 and A; does not make the query (ip, sen) to Og and no queries for role ig to Ogp.
When As returns a bit ¥’ and @ holds, Apkg returns the same bit b’ < V', if =Q, Aspkg returns
a uniform bit b” « {0,1}.

Let b be the bit chosen by the IND-CCA challenger. Note that by our assumption on A,
io = 11 and A does not query (i, rec) to Og, i.e., ig ¢ J, since P(ig,i9) = 1. Hence, if Q occurs,
the view of A is identical to the one in Hy with b = b. This implies

sPKE-IND-CCA

PrEXpSPKEv-AsPKE (b” =b ‘ Q) = prf2 (b, = b),

and therefore

sPKE-IND-CCA sPKE-IND-CCA sPKE-IND-CCA

PrEXpsPKE,ASPKE (b// — 5) — PrEXpsPKE,AspKE (b// —b ‘ Q) .PrEXpsPKE,ASPKE (Q)

PKE-IND-CCA KE-IND-CCA

i PrEXpiPKEvAsPKE (b// _ E ‘ _'Q) . PrEXp:EKE,ASPKE (—|Q)

sPKE-IND-CCA sPKE-IND-CCA

= pri2 (b’ = b) . PrEPRRE Apye Q) + %PIEXPSPKE,ASPKE (=Q).

Using that the probability of @ is 1/(gs + gp + 1), this yields

Pri (¥ = b)

1 SPKE-IND-CCA 1

_ . (PrEXPsPKE,ASPKE (b” _ B) _ . <1 _ PrEXPZ%EwS%EEA (Q)))
(@)

ExpPKE-IND-CCA
Pr < PsPKE, AsprEe

[\

SPKE-IND-CCA 1 > 1

= (QS +qp + 1) . (PrEXpsPKE,ASPKE (b// _ lN)) . 5 4 5

Combining this with Claims 1 and 2, we can conclude

ACE-priv-CCA
AdVAcaA

=2.Prflo(/ =b) -1
—2. (PrHO(b’ — ) — Pril (i = b) + PrE (Y = b) — Pri2(i = b) + Pri2 (i = b)) 1

SPKE-IND-CCA ~ 1 1
_9. [AdVlP?,Fié'l:pRp + Advm%ﬁfé\; + (¢gs +qp + 1) PrEPPKE Agpie (b” — b) — } } —1

=2 AdVERE . + 2 AdVNIZK A, + (a5 + ap + 1) - AdviRRE e -
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We next consider anonymity, which can be shown similarly. We provide a proof for strong
anonymity. Note, however, that for the equality policy, strong anonymity does not provide more
guarantees than weak anonymity because anyone who can decrypt directly learns that the sender
role is equal to the receiver role.

Theorem 6.3. Let ACE be the scheme from above, let A = (A1, A2) be an attacker on the
anonymity such that A1 makes at most qs queries of the form (-,sen) to the oracle Og, and
at most qp queries to Ogp. Then, there exist probabilistic algorithms Aprr, Azk, and Aspke

(which are all roughly as efficient as emulating an execution of Expﬁ%E‘TVAnon'CCA) such that

ACE-sAnon-CCA PRF NIZK-ZK 2 PKE-IK-CCA
AdVACE,i non =2. AdVF,-APRF +2- AdVN|ZK,.AZK + (QS + qdD + 1) . AdV:PKE,AsPKE .

Proof. We assume without loss of generality that A ensures mo = mj and P(ig, j) = P(i1, ) for all
j € J, since doing otherwise can only decrease the advantage. Since we have P(i,j) =1 < i = j,
the latter condition implies that if 7 € J or i1 € J, then iy = 7;. In case ig = i1 and mg = mq,
A cannot have positive advantage. Hence, we can further assume without loss of generality
that ig ¢ J and 41 ¢ J. As in the proof of Theorem 6.2, let Hy := ExpﬁEEg'VAnon_CCA, let Hy
be as Hyg where F is replaced by a truly uniform random function U, and let Hy be as Hj,
where crsNZX < NIZK.Gen(1%) in ACE.Setup is replaced by (crsNZK 7NIZK) « gNIZK(17) and
for the generation of the challenge ciphertext ¢*, mNIZK NIZK.Prove(crsN'ZK, T, w) in ACE.Enc
is replaced by wNIZK SB"ZK(CTSN'ZK, TNIZK :U) An identical proof as the one in the proof of
Theorem 6.2 shows that there exist Apgrr and Azk such that

PrHO (b/ = b) - PrH2 (b/ = b) = Advfp*_‘s"l:PRF + Advm%&:«zﬁéw

We now transform A to a winner Agpkg for the anonymity game for the scheme sPKE. The
reduction is similar to the on in the proof of Theorem 6.2, but Agpke has to guess both ig and i1,
which is why we loose the quadratic factor (¢s + ¢p + 1)2. On input (spsPKE, ek:f‘)PKE, ek$TKE),
Aspke initializes iqy, 14, < L, kg + 1, chooses qo,q1 « {0,...,¢s + ¢p} uniformly at ran-
dom, runs (kaig,skSig) + Sig.Gen(1%), and (crsN'ZK,TN'ZK) — SNIZK(1%) and gives spACE =
(spSPKE, vk>8, C’I“SNIZK) to Aj. It emulates the oracles for A; as follows.

Oc(-,-): On query (i,sen), if k; ¢ {qo,q1} and i ¢ {ig,1q }, then generate an encryption
key ek?CE = (vk‘Sig, ele-PKE, Uk:is'g, sk‘is'g, o*is'g, crleZK) as Ho does, where (ek?PKE, dkaKE)
is obtained via Og and remembered for future queries. If k;, = ¢; or i = 44 for some
I € {0,1}, replace ek:PXE by ekaKE (by ek:f‘]PKE if go = ¢1) and set iy < i. In both cases,
set kq < kg + 1 at the end. On query (j,rec), obtain a decryption key from O¢g and
remember it for later.

Osp(-+): On query (j,c = (&7 if kg ¢ {qo,q1} and j & {ig,, g}, then execute ¢’ +
ACE.San(sp”“E, ¢), generate a decryption key dk?CE as above, decrypt ¢’ using dk?CE,
and return the resulting message. If k;, = ¢ or j = i, for some | € {0,1}, set ig < j
and use the oracle Ogp, of the IK-CCA experiment to obtain a decryption m of ¢. If
NIZK.Ver(crsN'ZK,a; = (kaig, E,),WN'ZK) =1, return m, otherwise, return L. In all cases,
set kg < kg + 1 at the end.

When A; returns (mq, m1, i, i1, st), Aspke outputs mg to the challenger of the anonymity ex-
periment to obtain a challenge ciphertext ¢*. It then runs SS“ZK(CTSN'ZK, TNIZK o = (vks'g, E*)),
and gives st and the ciphertext ¢* := (E*, TI'NIZK) to As. It emulates the oracles for A5 as follows:
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Oq(+,-): On query (i,sen), if i ¢ {ig,41}, then generate an encryption key ekf‘CE = (kaig,

ekSPKE, vk, sk.Sig,aiSig, crsNIZK) as Hy does, where (ek?PKE, deS-PKE) is obtained via Og
and remembered for future queries. If i = iy, for some ! € {0,1}, replace ekZS-PKE by ek’?PKE.

On query (j,rec), obtain a decryption key as before.

Osp+(+,-): On query (j,c = (E WNIZK)) run ACE.DMod(sp”°E, ¢*, ¢). If the output is 1, return

test. Otherwise, if j ¢ {zo,zl} run ¢ + ACE.San(sp”‘E, ¢), generate a decryption key
dkACE as above, decrypt ¢’ using dkf E and return the resulting message. If j = ¢4, for
some [ € {0,1}, use the oracle Ogp, of the IK-CCA experiment to obtain a decryption m

of ¢. If NIZK.Ver(crsN'ZK,:E = (kaig, 5,),7TN'ZK) =1, return m, otherwise, return L.

Note that Aspkg never queries any of the decryption oracles of the IK-CCA experiment on ¢*
because we return test whenever this would be necessary. Denote by () the event that for all
1 € {0,1} we have either i, = 7;, or ¢ = 0 and A; does not make the query (i;, sen) to Og and
no queries for role 7; to Ogp. When A, returns a bit b’ and @ holds, Aspkg returns the same
bit 0" < ¥, if =Q, Aspke returns a uniform bit " « {0,1}.

Let b be the bit chosen by the IK-CCA experiment. Note that if @ occurs, the view of A is
identical to the one in Hs with b = b. This implies

PrEPRRELece (b = b | Q) = Pr'2 (i = b).
Using that the probability of @Q is 1/(gs + qp + 1)?, it follows as in the proof of Theorem 6.2 that
ANAGERTn <R = 2 AV, 2 AV, + (a5 +ap 1) AMBEEIESES, O

We next prove the sanitization security of our scheme.

Theorem 6.4. Let ACE be the scheme from above, let A = (A1, A2) be an attacker on the
sanitization security such that Ay makes at most qs, queries of the form (-, sen) and at most qgr,
queries of the form (-,rec) to the oracle O, and at most qp, queries to Osp, and Az makes at
most qr, queries of the form (-,rec) to the oracle Og. Then, there exist probabilistic algorithms
Aprr, Azk,, Azk,, Asig, Aspke, and Awop, (which are all roughly as efficient as emulating an
execution of Expﬁ%Eff”'CCA) such that
ACE-san-CCA PRF NIZK-ext NIZK -ext Sig-EUF-CMA
Advace X" < 2-Advp e T2 AdVN|ZK,fX(Z|11 +4- AdVNIZK,Z(ZEZ +4- AdVSig,ASig
PKE-san-CCA PKE-USROB
+(gs, + qr, +ap,)* - AdVZPKE,ff;;KCEC +4(qr, + qr,) - AdvaKE,E\ibo .
Proof. Let Hy = ExpﬁCE fjn CCA et H; be as Hy where Fi is replaced by a truly uniform random

function U, and let Hy be as Hl, where crsNZK <~ NIZK.Gen(1%) in ACE.Setup is replaced by
(crsN'ZK,fN'ZK) « ENZK(1%). Let Wacg denote the event that A wins, i.e.,

Wace = [0/ =b A ch# L#c A Vi€ T mo;=ml.

Similarly as in the proof of Theorem 6.2, it can be shown that there exist Aprp and Azk, such
that
PRF NIZK-
Pri0 (Wace) — Pr'(Wace) = Advili,.. + Advyzic S - (2)

Let H3 be identical to Hy except that after A; returns (co = (co, W(I)\I'ZK) cl = (01, w{\"ZK) st),
Hj3 executes for b € {0,1}

. PKE Sig _Sig _Si NIZK (. NIZK ¢NIZK . ( 1Sig = NIZK
wy = (eki ", my,ry, v vk;! e Z-'g, cg'g) — By (ersME VR = (vk™'8, ), w0
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We clearly have
PrH3 (Wacg) = Pr2(Wace). (3)

Let V; == [NIZK.Ver (crsN2K 27 N|ZK) 1] and let Bg be the event that (at least) one of the
extractlons fail, i.e.,

B = [(VO A (:Eo,w()) ¢R) vV (Vl A (l’l,wl) ¢R)]

If Bg occurs, the knowledge extraction of NIZK is broken. To prove this, we define Azk, as
follows. On input crsN'K it emulates an execution of Hs, where in ACE.Setup, ¢rsNZK is used

instead of generating it. When A; returns (co, c1, st), Azk, flips a coin b« {0,1} and returns

(a:b, 7T£“ZK) If the b’s extraction fails, Azk, wins the extraction game. Hence,

Pri®(Bp) <2 Advuizic e, (4)

For b € {0,1}, let Bgj, be the event that (z,w;) € R and ekSPKE is not contained in an answer
from O¢ to Aq, and let Bg be the union of Bgp and Bg . We next show that if Bg occurs, the
adversary found a forgery for the signature scheme.

Claim 1. There exists a probabilistic algorithm Asig such that

Prffs(Bg) < 2 Advge oM. (5)

Proof of claim. On input vk>®, Asig emulate an execution of H3, where vk>'® is used in msk"°E

and sp"“E. Queries (i,sen) by A; to the oracle Og are answered by executing ACE.Gen (with

Fk replaced by U) where O'S is generated using the signing oracle of Exps'g'EUF CMA " After

extracting wo and wy, As;g flips a coin b« {0,1} and returns <[ek§§KE, Ukisglg] Slg) If B
occurs, [ekf-‘gp KE, vkisgig] was not queried to the signing oracle and (z;,w;) € R. The latter 1mphes

that J,L-S;g is a valid signature and hence As;j; successfully forged a signature. We conclude
f 1 , 1 : Sig-EUF-CMA-
Prti(Bg) < 2 (3 Pit (Bsa) + 5 P (Bs) ) = 2- AvEEE! 0

Let Hy4 be identical to Hs with the difference that we replace for £ € {0,1} and j € J,
my, ; < ACE.Dec(ACE.Gen(msk, j, rec), c}) by

e {mk, ekSPHE = eksTKE for (ek$TRE, dkSTRE) = sPKE.Gen (msk*™E; U ([5,0])), (6)
1, else,

where ekaKE are the extracted keys. Note that if Vi, —Bg, and —=Bg occur, we have ¢} =

San(sp*PKE &), & = sPKE.Enc(ekaKE,mk;rk), and ekZS-EKE was generated by Og. Hence,

for j € J with ekSTKE = ek:?s KE we have by the correctness of the sPKE scheme that

ACE.Dec(ACE.Gen(msk,j, rec),cﬁg) = my, i.e., my; = my in both H3 and Hy. For other

j € J, decryption only yields a message different from L if robustness of the sSPKE scheme is

violated. Since |J| < qgr, + qr,, this implies for V =V, N Vy,

Prs[Wace | VN=Bpn—Bgs]—Pr[Wace | VN=BgN—Bs] < 2(qr, +qr,)AdVEEKE LCRO8, (7)

39



where Ao, emulates the experiment and outputs one uniformly chosen ciphertext of the ones
decrypted here.®

We finally construct an adversary Aspke against the sanitization security of sPKE. On
input (spsPKE, ekSPKE, ekiPKE), Aspke initializes iqy, %4, < L, kg <= 1, chooses distinct go, g1 «
{1,...,4s, +qr, +qp, } uniformly at random, executes (kaig, skSig) + Sig.Gen(1"), and (crsN'ZK,
{N'ZK) — ENZK(17), and gives spACE = (spSPKE, vk>'E, crsN'ZK) to Ajp. It emulates the oracles
for A; as follows.

Oc(:,-): On query (i,sen), if k; ¢ {qo,q1} and i ¢ {igy,%q }, generate an encryption key
(kaig, ekaKE, skf'g, af'g, crsN'ZK) as Hy, where (ekf-PKE, deS-PKE) is obtained via Og and
remembered for future queries. If k, = ¢; or i = i, for some [ € {0, 1}, replace ekZS»PKE by

eksPXE and set i, « i. In both cases, set k, < k, + 1 at the end.

On query (j,rec), if ky ¢ {qo,q1} and j ¢ {igy, %4 }, obtain a decryption key from Og,
remember it, and set k, < ky + 1. If kg = q; or j = i, for some [ € {0, 1}, then return L
and set kg < kg + 1.
Osp(-,-): On query (j,c = (E, TI'NIZK)), if kg & {qo,q1} and j ¢ {iq,1q }, then execute ¢’
ACE.San(spACE, ¢), generate a decryption key koACE as above, decrypt ¢ using dk”;‘CE, and
return the resulting message. If k, = ¢ or j = i4, for some [ € {0,1}, set ig, < j, if
NIZK.Ver(crsN'ZK,x = (kaig, 5,),7TN'ZK) = 0, return L, otherwise, use the oracle Ogp, of
the sPKE-sanitization experiment to obtain a decryption of ¢ and return it. In all cases,
set kg < kg + 1 at the end.

When A returns (co = (Go, 75" 2K), e1 = (&1, m)'"7X), st), Aspke verifies the proofs my'“* and
72K and extracts the witnesses to check the events V, Bg, and Bg. Denote by @ the event that
ekls-fKE, ekffKE € {eki KB eksTKEL where ek:?fKE, ekffKE are the extracted keys. Note that if V,

- Bg, and —=Bg occur, both ekaKE and ekf':KE have been returned by Og to A;. This implies

sPKE-san-CCA

PrEXpSPKEvAsPKE Q| VN=BgN-Bs] >1/(qs, + qr, + QD1)2- (8)

If Q, V, -Bg, and = Bg occur, Agpkg returns (ég, ¢1) to the challenger of the sPKE-sanitization
experiment to obtain the sanitized ciphertext c;;. It then gives (st, c;;) to A and emulates the
oracles as above. After A returned the bit o/, Aspkg returns b” < b'. If QNV N—=BrN—-Bg does
not occur, Aspkg runs ¢ <— sPKE.Enc(ek:f‘]PKE, m) for an arbitrary fixed message m and returns
(co :== ¢, c1 == ¢) to the challenger. After receiving back a sanitized ciphertext c%, it returns a
uniform bit b” « {0,1}.

Let Wepke be the event that Apke wins, i.e.,

Wepke = [V =b A Fj,j' € {0,1} miTfE £ L #ms"hE))],

where the messages refer to the ones generated by EpoEﬁEﬁi’éCA. Note that if QNV N-BgN—-Bg

does not occur, we have msPKE = msPKE — 73 £ | by the correctness of sSPKE, and thus
) 0,0 1,0 y )
SPKE-san-CCA 1

Pro ke ieke [Wepke | ~(Q NV N =B N —Bg)] = 5 (9)

8Note that robustness is only defined for encryption and decryption keys generated by sPKE.Gen. Hence, it is
important to also condition on —Bg.
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Next consider the case that QNV N-BgN-Bg occurs. In this case, the view of A is identical to
the one in Hy with b = b, as long as the emulated Og never returns 1. Moreover, if A wins, we

have mé%‘ = m{{; = | for all j € JH4 where the messages here refer to the ones in Hy, generated

according to (6), and J* is the set of all j such that A; or A issued the query (j,rec) to
the oracle Og. Therefore, Og is never gets a query for which it returns L in this case. The
event Q NV N—Bg implies that the ciphertexts are encryptions of some message under ekBPKE or
ekﬁPKE. Correctness of sPKE now implies that ma'?OKE %+ 1 #£ meKE, i.e., the winning condition
for Aspke is satisfied. We can conclude that

sPKE-san-CCA

PI‘EXPSPKE’AspKE [WsPKE ’ QNVN-BgnN —|Bs] > prii [WACE ’ VN-BgnN —|Bs]. (10)
Let

sPKE-san-CCA

pG — PrEXpsPKE,ASPKE [Q ﬂ V m —|BE m ﬁBS].

Putting our results together, we obtain

ExpsPKE—san—CCA ExpsPKE-san-CCA
Pr—TsPKEApke [Wepkg] = Pr " =PKEAwke [Wepke | @ NV N =B N —Bg] - pa

sPKE-san-CCA

EXPSpKE, A pye [WsPKE ’ —|(Q NV N-BgN _‘BS)] ) (1 - pG)

+ Pr

sPKE-san-CCA

x 1
@ PrEPPKE Agpe [Wepke | QNV N =Bg N —=Bg| - pc + 5 (1 —pg).

This implies

sPKE-san-CCA

1
PrEXPSPKE,ASpKE [WSPKE ‘ Q NV N _‘BE N —\BS] ——

sPKE-san-CCA

1
PrEPeKE A [(Wepke] — B (1- PG)]

p‘i' . (11)
_ sPKE-san-CCA
T P AdVEPKE dipe . T 5

Furthermore,

AQASE ™ CA = 2. Pro[Wace] — 1 747 2. (Ad"?ﬁpw + Advizi e, +P1" [WACED —k

Since Bg, =Bg N Bg, and -Bp N = Bg partition the sample space, the law of total probability
implies
Pri3[Wacg] = Pri3[Wace N Bg] + Pri3[Wace N —Bg N Bs]
+ PriB3[Wace N =B N —Bg]
< Prf3[Bg| 4+ Pr3[Bg] + Pr3[Wace N —~Bg N —Bg]

- Sig-EUF-CMA
<2 Advygices + 20 Advgg 2o + Pri(Wace N ~Bp N —Bs).

Note that Wacg implies ¢ # L # ¢} and thus also V' because if the verification fails, ACE.San
returns L. Hence,

Pri[Wace N —Bp N ~Bs] = Pr[Wace NV N —~Bg N ~Bg]

= Pr3[Wace | V. N =Bg N—Bg| - Pri3[V N =Bg N —Bg|
7)
< ( Pri4[Wace | VN -BgN—-Bs] +2(qr, + qr,) - Adegﬁgﬁi':OB) -Pr[V N =Bg N -Bg]

—~

(10) EXPSPKE—san—CCA
<'PrSPREASPKE [W,pke|QNVN-BgN—-Bg]

(11) 1 o 1 .
< <2pc; - AdVERE R + 5 T 2(am +ary) - AdVZE&EiﬁSOB) -Prfs[V N =Bg N -Bs].
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sPKE-san-CCA

Since Pri3[V N =By N —Bg| = Pro®*Kedeke [V N =By N —Bs], we have

sPKE-san-CCA

Pr3[V N —~Bg N —Bg| PrEPPkE dpke [V N B N —Bg]
= ExpPKE-san-CCA
pa PrPsPREApke [(Q NV N —Bg N —Bg]

sPKE-san-CCA )

—1/ (prExpsPKE»AsPKE [Q |V N—=BgN~Bg]

A
IN=

(QS1 + 4R, + QD1)2'

Therefore,

san- 1 )
(a5, R, +a,)* AdVIRRE e 5 +2(am Har, ) AdVERRE A,

N | —

Pris [WACEﬁ—!BEﬁ—'BS} <
This implies
AdvﬁEE:fjn—CCA <2. AdV}P7‘7R.,L'l:PRF +2. AdVN:%Esztil +4. AdVN|ZK—ext2 +4. AdVSig-EUF-CMA

NIZK, Az, Sig, Asig

+ (g5, + ar, +ap,)* - AdVERRE G + 4ary + ) - AdVIRRE 4

and concludes the proof. O

We next prove ciphertext unpredictability, which directly follows from ciphertext unpre-
dictability of the underlying sPKE scheme.

Theorem 6.5. Let ACE be the scheme from above and let A be an attacker on the ciphertext
unpredictability that makes at most q queries to the oracle Oq. Then, there exist probabilistic
algorithms Apre and Aspke (which are both roughly as efficient as emulating an execution of
E ACE-ctxt-unpred

XPACE.A ) such that

ACE-ctxt-unpred PRF sPKE-ctxt-unpred
AdVACE,A < AdVF»APRF +(g+1) AstPKE,AsPKE

Proof. Let Hy == Expﬁgg'j)(t_”npred and H; be as Hy where Fi is replaced by a truly uniform
random function U. As in the proof of Theorem 6.2, one can show that there exists Apgrg such
that
H _ H _ _ PRF
Prio[b = 1] — Pr™'[b = 1] = Advp 4. -

The adversary Aspke on input (spSPKE, eksPKE, dkSPKE), sets 14, <= L, kg < 1, chooses qp «

{0,...,q} uniformly at random, runs (UkSig,skSig) + Sig.Gen(1%), crsN'ZX < NIZK.Gen(1%),
and gives spACE = (spSPKE,kaig, crsN'ZK) to A. It emulates the oracle Og for A; as fol-
lows. On query (i,t), if kg # qo and i # ig,, then generate an encryption key ek?CE =
(kaig, ekaKE, vk?ig, sk:iSig, Ufig, crsN'ZK) and a decryption key dk?CE = dkaKE as Hy does, where
(ek?PKE, dk?PKE) is obtained via O and remembered for future queries. Return ek~“E if t = sen,
and dk?CE if t = rec. If k; = qo or i = ig,, replace ek:fPKE and deS-PKE by ekS"KE and dksPKE,
respectively, and set ig, < 7. In both cases, set k; <= k; + 1 at the end. When A returns
(m,i,c = (E,WN'ZK)), AspkEe returns (m,é).

Let @ be the event that iy, =4, or go = 0 and A does not make the query (4, sen) or (i,rec)
to Og. Note that the probability of @ is 1/(¢+ 1) and since b = ACE.DI\/Iod(spACE, (e7, WNlZK*),
(E,’/TNIZK)) =1 if and only if ¢* = ¢, we have

sPKE-ctxt-unpred

ProPPKEApke [ = c* | Q] = Pri[b = 1].
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Hence, we can conclude

ACE-ctxt-unpred __ Holp _ PRF Hyipg
AdVacE 4 =Pr'"[b=1] = Advyy .. +Prii[b =1]
E sPKE-ctxt-unpred
= AV + Pr e ARe o= c* [ Q)

sPKE-ctxt-unpred

< AVERE 4 (g +1) - ProPeREAne o = ]

= AdVE e + 0+ 1) - AV S 0
We finally prove the uniform decryption and role-respecting properties.

Theorem 6.6. Let ACE be the scheme from above and let A be an attacker on the uniform-
decryption security that makes at most qr queries of the form (-,rec) to the oracle Og. Then,
there exist probabilistic algorithms Aprr, Azk,, Azk,, Asig, and Awp (which are all roughly as
efficient as emulating an execution of ExpﬁgE:}iRR) such that

ACE-uDec PRF NIZK-ext; NIZK-exts Sig-EUF-CMA SPKE-USROB
AdVACE A" < Advp gper + AdVNIZK,AZKl + AdVNIZK,AZK2 + Adeig,ASig +qr - AdVpkE AL,

Proof. Note that we can assume without loss of generality that A does not use the oracle Og

since obtaining encryption keys from Og does not decrease the advantage. Let Hy = ExpﬁEE:}iRR

and let Wypec be the event that A4 wins the uniform-decryption game:
Wupee = [3j.4" € J mj # L #my A mj # my].

As in the proof of Theorem 6.4, let H1 be as Hy with F replaced by a uniform random function U,
let Hy be as Hy with crsN'2K being generated by E'l\"ZK, and let Hs be as Hy, but after A returns
c= (5,7TN|ZK), a witness

hPKE Sie_,5i)

. Sig
w = ( 7mwarw: Ukiw ’O-'Lw ) Y e, w

for the statement z = (vszig, 6) is extracted from the proof wN'ZK by ES”ZK. We define the
events V = [NIZK.Ver(crsN'ZK,m,WN'ZK) = 1], Bg = [V A (z,w) ¢ R], and Bg as the event
that (z,w) € R and ekf-zKE is not contained in an answer from Og to A. Is can be shown as in
the proof of Theorem 6.4 that there exist Apgr, Azk,, Azk,, and Asig such that
prffo [Wupec] — prfhs [(Wupec] = Adv%s"\:PRF + Advmgﬁfégil’
b (5] < AGNESS
: Sig-EUF-CMA
PriP[Bg] < AdvgE FIm M,

where the last inequality uses that A does not query the oracle Op. Now let Hy be as Hs where
for j € J, m; « ACE.Dec(ACE.Gen(msk,j, rec),c’) is replaced by

o {mw, ekSPHE = eksPKE for (ek$TRE, dkSTE) = sPKE.Gen(msks™"E; U ([7,0])),
1, else.

One can show as in the proof of Theorem 6.4 that there exists a probabilistic algorithm Ao
such that

PI‘H3 [WUDec | VN-BgnN —|Bs] — PrH4 [WUDec ‘ VN-BgnN _‘BS] <qgr- AdszEE:}irSOIEOB
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Note that A cannot win in Hy since if m; # L # my/, then m; = m,, = mj. This implies that
prifs [Wupec | VN—BgpN—Bs] < qr AdviEﬁE;}ii’EOB. Note that A can only win in Hs if V occurs
since otherwise ¢ = L and consequently m; = L for all j € J. We therefore obtain

Pri3[Wypec] = Pri[Wypec NV N Bg] + Pri3[Wypec N V N =Bk N Bg]
-+ PI"H3 [WUDec NV N-BrgN —\Bs]

< Pri3[Bg] + Pr3[Bg] + Pr3[Wypec | V N —~Bg N —Bg|

NIZK-exts Sig-EUF-CMA sPKE-USROB
< AdVNIZK,AzK2 + AdVSig,Asag + 4R - AdVepKE Ay, -

Together with Prio[Wype] — Pri®([Wyped] = AdVJP:FifF,RF + Advméﬁfﬁi , this concludes the
’ ’ 1
proof. O

Theorem 6.7. Let ACE be the scheme from above and let A be an attacker on the role-respecting
security that makes at most qs queries of the form (-,sen) and at most qr queries of the form
(-,rec) to the oracle Og, and at most qr queries to the oracle Op. Then, there exist probabilistic
algorithms Apre, Azk,, Azk,, Asig, and Awop (which are all roughly as efficient as emulating an
execution of ExpﬁgE:}iRR) such that

ACE-RR PRF NIZK-ext; NIZK-exts Sig-EUF-CMA
AdVACE A < AdVEUpee + AdVNIZK dge, T AIVNIZK g, T (98 + 1) - Advgig a0

+qr - AdVERELRO® + (g5 + qr + q)* - Colike.

Proof. Let Hy, ..., Hy, V = [NIZK.Ver(crsN?X 2 7NIZK) = 1] 'and Bg == [V A (z,w) ¢ R] for
the statement z := (kaig, ¢) and the extracted witness w := ( My T, vki'ﬂg, aisl:)g, 02'5) be
defined as in the proof of Theorem 6.6, and let Wgg be the event that A wins the role-respecting

game:

ehsPHE

Wrr = [ # L A det=false A =(FielVjeJ (m; #L P(i,j)=1))].

As in that proof, there exist Apgrf, Azk,, and Azk, such that

Prio [Wig] — Pr' [Wrg] = Advii oy + Advmgﬁsztil’ (12)
and
Pr[Bp] < Advyiz o2 - (13)

Let E¢g be the event that the extracted key ek‘zs»zKE is contained in an answer from O¢g to A. One
can show similarly as in the proof of Theorem 6.4 that there exists an algorithm A, such that

Pr3[Wrr NV N =Bp N Eg] — Pr*[Wrr NV N —Bp N Eg] < qr - AdVEKE RO0B. (14)

We first show that if V, =Bg, and Eg occur in Hy, A can only win if two encryption keys
generated by sPKE.Gen are equal, which happens only with small probability.

Claim 1. We have

Pri4[Wrr NV N =Bp N Eg] < (g5 + qr + qi)” - ColSpke-
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Proof of claim. 1If V, =Bg, and Eg occur, then there is an ig € I such that ek’f»(')DKE = e/f:;‘zKE for
(ekSPKE, dksPKE) = sPKE.Gen(msk*F<E; U([ig, 0])). Using P(i,5) = 1 <> i = j, we have that A
only wins if there exists j € J\{ig} such that m; # L orifiy € J and m;, = L. Because in Hy, m;
for j € J is equal to my, if ekj-PKE = ekPKE for (ekj-PKE, dkj-PKE) = sPKE.Gen (msks"¥E; U([5,0))),
and L otherwise, we have m;, # L if ig € J. Moreover, for ig # j € J, we have m; = L unless
kSPKE = ekSPKE This means that A can only win if sSPKE.Gen generates the same encryption key
for the randomness values U ([ig, 0] and U([j, 0] for some ig # j € J. Since at most gs + qr + q&
key pairs are generated in the experiment, there are at most (qs + qr + q)? pairs of encryption
keys that could collide. For each such pair, the collision probability is bounded by COISSKE
because for i # ', U([i,0]) and U([’,0]) are independent and uniformly distributed. Hence, the
claim follows. O

Now let Ep be the event that A made a query (i,-) to Op such that ek$"HE = ek?EKE
and kaig = fukisjug for (ekSTE, dksPKE) = sPKE.Gen(msks"¥E; U([i,0])) and (vk?ig,skfig) =
Sig.Gen(1%; U([i,1])). We next show that if A wins and V N —Bg N —Eg N Eg occurs, A forged
a signature on c.

Claim 2. There exists a probabilistic algorithm Asig, such that

Prs[Wer NV N =B N —Eg N Bgl < gp - Advg€ 300 M,
g1

Proof of claim. The algorithm Agjg, on input kaig*, initializes 74, <= L, kq <= 1, chooses qp «
{1,...,qg} uniformly at random, generates (spSPKE, msk;SPKE) <+ sPKE.Setup(1*), (kaig, sk;Sig) +—
Sig.Gen(1"), and (crsN'ZK,fN'ZK) — ENZK(1%) as H3, and gives sp”ACE := (spSPKE, vk>€, crsN'ZK)
to A. It emulates the oracles for A as follows.

Oq(+,-): Generate the requested key exactly as Hs does and return it.

Og(+,+): On query (z’, m)7 if k4 # qo and i # 14,, generate an encryption key ek as Hy, encrypt
m using ek?CE, and return the resulting ciphertext. If £, = qo or @ = i4,, set i, < 7, execute
(eksPKE dksPKE) « SPKE.Gen(msk*FKE U ([i,0])), 078 « Sig.Sign(sk™e, [eksPKE, vk e];

. . i
U([i,2])), and set vk‘is'g = vk>€". Then, sample randomness 7 and compute & <
Sig

sPKE.Enc(ekaKE,m;r), query the signing oracle on ¢ to obtain a signature o7 °, and

run

aNIZK NIZK.Prove(crsNIZK,x = (vszig,E),w = (ek‘?PKE,m,T, vk;z-s'g,ais'g,agig)).

Finally, return the ciphertext c := (6, WN'ZK). In all cases, set k; <= k; 4+ 1 at the end.
When A returns ¢ = (6, WNIZK), Asig, extracts a witness

(ekS~PKE k5|g Slg O'Sig) V. E'Q\“ZK(CT’SNIZK, €NIZK7 T o= (’UkSig, 5),7TNIZK).

w = 7m1U7T1U7 c,w

It finally returns the forgery attempt (c af '5,)

Note that if A wins the role-respecting game, ACE.DI\/Iod(spACE, ¢, c) = 0 for all ¢ that Op
has returned. Since ACE.DMod checks for equality of sPKE ciphertexts, this means that Asgjg,
has not 1ssued the query ¢ to its signing oracle. Furthermore, if the extraction and verification

succeed, ac '® is a valid signature for ¢. Let @ be the event that ekSPKE = ekSPKE and Uks'g fukzsf.
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If Q and V N —-Bg N -EgN Eg occur, A has not requested ekggE from Og and hence ASigl
perfectly emulates Hs. This implies

E S?g—EUF—CMA
Pr oe4ss [Wsy | VN —=BgN—EgNEgNnQ| > Pri[Wgg | V N —=BpN-Eqn Eg,
where Ws;g denotes the event that As;g, wins in the signature forgery game. We further have

Sig-EUF-CMA

E. k
Pr Xps,g7,45ig1 [Q | VN-BgN-Eqg ﬂEE] = 1/QE.

- Eupde
This implies for pg :=Pr “®7Sar [V N-BgpN-EgNEgNQ],
Sis-EUF-CMA ExpliEEUF-CMA pSiE-EUF-CMA
AdVSig,ASigl =Pr Sig: Asig) [WSig] > Pr Sie-Asig [WSig | VN _\BE N _'EG N EE N Q] el
> PI‘HS[WRR | VN=BgN-EgN EE] - PG
— pHs PG
= PP Wer NV N =Bp (6 0 Bl - o, [V N —=BrN—-EcnEg|

Since [V N =Bg N—Eg N Eg] in Hs has the same probability as in Expggg'iﬁz'CMA, we have
k) I, 1

Sig-EUF-CMA

pa Expsig, Ac. 1
:Pr 8, 1Sigq Vﬂ—\B m—|E ﬂE = —,
Pr[V N —=Bg N —Eq N Eg) o 5N ~Ecn Epl =

which implies the claim. O

Finally, we show that if A wins and V N —Bg N —Eg N —FEg occurs, A forged a signature on
[eksPKE vk-Sig]
Tw ’ Tw 1°

Claim 3. There exists a probabilistic algorithm Asig, such that

PrH3 [WRR NV N-BgN-EgN _'EE] < Advsig_EU_F'CMA_
Slng&gQ

Proof of claim. The algorithm As;g, on input vkS€" executes (spSPKE, mskSPKE) <+ sPKE.Setup(1¥)
and (crsN'ZK,fN'ZK) — ENZK(1%), and gives spACE = (spSPKE, okSie”, crleZK) to A. It emulates
the oracles for A as follows.

€ via a query to the
Sig
7
instead of issuing another query. This ensures that the oracle behaves as the one in Hj
and returns the same key for repeated queries.

Oq(+,-): Generate the requested key as Hs, but obtain the signature UZ-Si
signing oracle. Remember the signature and when asked again for the same i, reuse o

Og(-,+): On query (i, m), generate an encryption key as for a query (i,sen) to Og, encrypt m
using that key, and return the resulting ciphertext.

When A returns ¢ = (é, WNIZK), Asig, extracts a witness
. PKE Si Si Si NIZK NIZK +NIZK . Sig = NIZK
w = (ekfw S TMaws Ty Ukiwg,aiwg,acﬁ) — Ey (crs € T = (vk 'g,c),7r )

It finally returns the forgery attempt ([ekiKE, vk?ig],asig). Note that if Wer NV N =Bg N

Tw
—-Eq N —Eg occurs, UZ-SI'Ug is a valid signature for [ek?ZKE, vkisf] and Asig, has not requested a

signature for this value from the signing oracle. Therefore, Asjg, wins the forgery game and thus

the probability of that event is bounded by Advgggjg:fw O
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Combining Claims 2 and 3, we obtain

Sig-EUF-CMA Sig-EUF-CMA
Prifs [WRR NV N-BgN —|EG'] <qg- AdVSE,ASigl + AdVS;S,ASng .

Let Asig be the algorithm that runs Asgjg, with probability qgil and As;g, with probability ﬁ.
We then have
Sig-EUF-CMA qE Sig-EUF-CMA 1 Sig-EUF-CMA
AdvZ: = - Adv2 . !
VSig, Asig a5 + 1 Vsig, Asig, ge +1 Sig, Asig, (15)

> ——— P [Wrr NV N =Br N -Eg].
P [WRr E el

Note that Wrg implies ¢/ # L and therefore V, i.e., the events Wgrr and Wgrgr NV are equal.

Thus,

prifs [WRR] = prifs [WRR N BE] + prifs [WRR NV N-BgN Eg] + prifs [WRR NV N-BgN —|Eg]

(13),(14),(15)
< dVNIZK Ay, 08 AIVERKE Aoy + PrT [Wer NV 0 2B N B

Sig-EUF-CMA
+(ge +1) - Advge s, .

Combined with Claim 1 and equation (12), this concludes the proof. O

6.2 Lifting Equality to Disjunction of Equalities

We finally show how an ACE scheme for equality, as the one from Section 6.1, can be used to
construct a scheme for the policy Ppgq: D! x D' — {0,1} with

14

PDEq(X: (xlw"wrf)?y: (y17"‘7y£)) =1 = \/xl = Yi,
i=1

where D is some finite set and ¢ € IN.? This policy can for example be used to implement
the no read-up and now write-down principle (P(i,7) = 1 < i < j) from the Bell-LaPadula
model [BL73| via an appropriate encoding of the roles [FGKO17].

The intuition of our construction is as follows. A key for a role x = (z1,...,xy) contains
one key of the ACE scheme for equality for each component x; of the role vector. To encrypt a
message, this message is encrypted with each of these keys. To decrypt, one tries to decrypt each
ciphertext component with the corresponding key. If at least one component of the sender and
receiver roles match (i.e., if the policy is satisfied), one of the decryptions is successful. So far, the
construction is identical to the one by Fuchsbauer et al. [FGKO17]. This construction is, however,
not role-respecting, since a dishonest sender with keys for more than one role can arbitrarily mix
the components of the keys for the encryption. Moreover, the construction does not guarantee
uniform decryption, because different messages can be encrypted in different components. We fix
these issues using the same techniques we used in our construction of the scheme for equality, i.e.,
we add a signature of the key vector to the encryption keys, sign the ciphertexts, and require a
zero-knowledge proof that a valid key combination was used to encrypt the same message for
each component and that all signatures a valid.

91n this section, we denote roles by x and y instead of ¢ and j. To be compatible with our definitions that
consider policies [n] x [n] — {0, 1}, one needs to identify elements of D’ with numbers in [n]. We will ignore this
technicality to simplify the presentation.
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Our construction. Let ACE_ be an ACE with modification detection scheme for the equality
predicate on D x [¢], let Sig be a signature scheme, let F' be a PRF, and let NIZK be a NIZK proof
of knowledge system for the language L := {x | 3w (z,w) € R}, where the relation R is defined as
follows: for x = (’Uk;SIg7 Cly-- -y Cﬂ) and w = (ekévcliiz)v R ek(Amil’Eg:)a m,ry, ..., T, vk)sciga U)S(Igu O-glg>7
(z,w) € R if and only if

Z . .

/\ ci = ACE:.Enc(ekACE):,m; ri) A Sig.Ver(vk,S('g, [c1,. .., e, a?'g) =1

(z4,0
i=1
A Sig.Ver(vlcSig7 [ekéﬁ%, ol ek?zi%, vkiig] , O')S(ig) =1
We define an ACE scheme ACEpgq as follows:
Setup: On input a security parameter 17 and the policy Ppgq, the algorithm ACEpgq.Setup

picks a random key K for F' and runs
(mskACE:, spACE:) < ACE_.Setup(1"),
(kaig, skSig) + Sig.Gen(1%),
crsN'ZK  NIZK.Gen(1%).

It outputs the master secret key mskACEoes = (K, mskPCE= yiSie sSie, crsN'ZK) and the
sanitizer parameters sp”CEpEs = (spACE:, vk, crsN'ZK).

Key Generation: The algorithm ACEpgq.Gen on input a master secret key mskCEoEa —
(K, msk CE= viSie g;Sie. crsN'ZK), a role x € DY, and the type sen, generates

ekACE: — ACE:.Gen(msk‘ACE:’ (xi7i)7 Sel’l) (for Z € [e])y

(xi 77:)

(vk3E, sk3®) « Gen(1%; Fy([(21,1),0])),

Si . Si ACE_ ACE- . Si
03’8 < Sig.Sign(sk™'€, [ek(zhl), ek vk3®]; F ([(21,1),1])),
and outputs the encryption key ekQCEDEq = (kaig, ek’(A‘mclEf), ce ek'(A‘xCEEE, vkiig, skiig, aiig,

crsN'ZK); on input msk “Eves a role y € D, and the type rec, it generates for i € [4],
dk@f_f; < ACE_.Gen(msk"E=, (y;,i), rec),

and outputs the decryption key dkéCEDEq = (dk'(AyClEf), cee dk@i%).

Encrypt: On input an encryption key ekﬁCEDEq = (vk:Sig, ek:’(o‘xclEf), e ek’(o‘wi%, vk sk oRE,

crsN'ZK) and a message m € MACEDEs the algorithm ACEpgq.Enc samples randomness

r1,...,Tp and computes

Ci ACE:.Enc(ek?xcﬁ):, m;ri)  (for i € [€]),

o>® « Sig.Sign (sk,scig, [e1, ..., cd),
NIZK  NIZK Prove (crsMZK & == (vk%8, ¢y, . .. ),

o ACE— ACE= Sig _Sig _Sig
w = (ek(xhl), e ek(xé’g),m,rl, e, T, VRS, 038, 07 ))

It outputs the ciphertext ¢ := (cl, RN WNIZK),
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Sanitizer: On input sanitizer parameters sp”“Epea = (spACE:, UkSig, crs and a ciphertext

c= (01, e ,C[,?TNIZK), the algorithm ACEpgq.San first checks whether NIZK.Ver(crsN'ZK,
T = (kaig,cl,...,q),WN'ZK) = 1. If this is the case, it runs ¢, «+ ACE:.San(ci) for
i€ [l). If ¢, # L for all i € [¢], it outputs the sanitized ciphertext ¢ = (c’l, .. ,c’g). If the
verification fails or any of the sanitized ciphertexts is L, it outputs L.

Decrypt: On input a decryption key dkéCEDE“ = (

NIZK)

dlACE= dlACE=
(y1,1) "7 T (ye,f)
phertext ¢ == (d},...,c}), the algorithm ACEpgq.Dec computes for i € [¢] the message

m; + ACE_.Dec(dk}“F=,¢]). Tf m; # L for some i € [¢], ACEpgq.Dec outputs the first

i
such my; otherwise it outputs L.

) and a sanitized ci-

Modification detection: On input sanitizer parameters sp”CEpes := (spACE:, vk>€ crs

and two ciphertexts ¢ = (01,...,Cg,7TNIZK) and ¢ = (51,...,64,7?N'ZK), the algorithm
ACEpeq.DMod checks for i € [¢] whether ACE=.DMod(sp”"“E=,¢;, &) = 1. If this is the
case for some i € [{], it outputs 1; otherwise, it outputs 0.

NIZK)

Weak and strong anonymity. As we show below, our scheme enjoys weak anonymity. It is
easy to see that it does not have strong anonymity: Given a decryption key for the role (1, 2), one
can decrypt ciphertexts encrypted under a key for the roles (1,1) and (2,2). One does, however,
also learn which of the two components decrypted successfully. If it is the first one, the sender
role must be (1,1), if it is the second one, the sender role must be (2, 2).

A similar construction can be used to achieve strong anonymity for less expressive policies:
If a sender role still corresponds to a vector (z1,...,z¢) € D’ but a receiver role only to one
component (j,y) € [¢] x D, one can consider the policy that allows to receive if ; = y. Now,
we do not need several components for the decryption key and the problem sketched above
disappears.

Theorem 6.8 (Informal). The lifted ACE scheme is secure, i.e., all efficient adversaries have
only negligible advantage in breaking the privacy, (weak) anonymity, sanitization, role-respecting,
uniform decryption, or ciphertext-unpredictability properties, if the underlying ACE scheme for
equality is secure, the signature scheme is unforgeable, the proof system provides zero-knowledge
and extractability, and if the function F is pseudo-random.

We first show that privacy and weak anonymity of the scheme follow from the corresponding
properties of the underlying scheme for equality and the zero-knowledge property of the NIZK.
Note that security of the PRF is not needed for this step since it is only used for the signatures,
which are irrelevant here.

Theorem 6.9. Let ACEpgq, be the scheme from above, let A = (A1, A2) be a probabilistic

algorithm. Then, there exist probabilistic algorithms Apre, Azk, Aace, Apres Az, and Apcg

(which are all roughly as efficient as emulating an execution of Expﬁggl;zr'vjnon'CCA) such that
qs
ACE-priv-CCA __ NIZK-ZK ACE-priv-CCA
AdVACEDEq,A =2- AdVN|ZK,AzK + g . AdVACE:,AACE s
ACE-wAnon-CCA __ NIZK-ZK ACE-wAnon-CCA
AdVACEpg, A =2 Advyizi ay, T4 AdVace T

Proof. We only prove the statement about the privacy advantage. The proof for weak anonymity

is completely analogous. We assume without loss of generality that A ensures x' = x!
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and P(x",y) = 0 for all y € J, since doing otherwise can only decrease the privacy ad-
vantage. Let Hy = EXPQEE;’)E:VQWH'CCA and let H; be as Hy where we replace crsNZK
NIZK.Gen(1%) by (crsN1#K, 7NIZK) o GNIZK(1%) in ACEpgq.Setup, and for the generation of
the challenge ciphertext ¢*, we replace mNZK « NIZK.Prove(crsN'ZK,ac,w) in ACEpgq.Enc by
aNIZK SS“ZK(CTSMZK, TNIZK 1:) It can be shown as in the proof of Theorem 6.2 that there

exist probabilistic algorithms Apgrr and Azk such that
Prio(y = b) — Pr (b = b) = AdviZK 4L, - (16)

For k € {0,...,¢}, we define Hy, as follows. It is identical to Hy except that after A returns
(mg, m1,x%,x!, st), we replace the ciphertext components in c*

(
ci ACE:.Enc(ekgcﬁEs,ml;n) (for k < i < ¥0).

Ci +— ACE:.Enc(ekAm% S,mo;ri) (for 1 <i<k),

Note that Hs o corresponds to Hy with b = 1 and Hj corresponds to H; with b = 0. Now
consider the adversary Aacg that on input sp chooses ko «— {1,..., ¢} uniformly at random and
emulates an execution of Hy. It emulates the oracle Og by obtaining all the required sub-keys
from its own oracle Og. To emulate the oracle Ogp, it first checks the NIZK proof as ACEpgq.San
and if the verification succeeds, it uses its oracle Ogp to sanitize and decrypt all ciphertext
components. As ACEpgq.Dec, it outputs the first message different from L, or L if no such
message exists.

When A returns (mq, m1,x°,x!, st), Aace generates the challenge ciphertext ¢* by encrypting
mgo under the key ek™E= to obtain ¢; for 1 < i < ko, and by encrypting m; under the key

ekAmclEs for kg < i < ¢, where these keys can obtain from Og without changing the advantage.

For the kp-th component, it returns (mo, my, :Ugo,m,lm) to the challenger and uses the obtained
challenge ciphertext as cy,. It then proceeds with the emulation of H;. It emulates the oracle
O¢ as above and the oracle Ogp+ as Ogp with the difference that if its own oracle returns test
for any of the components, it returns test as well. Finally, when As returns b, Aacg returns
b < b'. Note that if b =0 or b = 1, Aace perfectly emulates an execution of Hy y, or Ho -1,
respectively. Further note that since A by assumption does not query Og on a decryption key
for any y with P(x",y) = 1, Aace also does not ask for a decryption that could decrypt the
challenger ciphertext. Hence, Aacg wins if b = b and we have

ACE-privAnon-CCA

_priv- E

Ex ACE-privAnon-CCA Ex ACE-privAnon-CCA
=Pr PacE=Ance [V =1|b=1] — Pr "A®=Aace [0/ =1]|b=0]

| ‘1
= Py = 1] - ; / Prizep = 1]

We therefore have that 2-Pri1 [t = 1]—1 = ¢ AdvﬁgEjT&SECA. Combining this with equation (16)
concludes the proof. O
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Next, we prove sanitization security, which directly follows from the sanitization security of
the underlying scheme for equality.

Theorem 6.10. Let ACEpgq, be the scheme from above and let A = (A1, A2) be an attacker on
the the sanitization security. Then, there exists a probabilistic algorithm A’ (which is roughly as
efficient as emulating an execution of ExpﬁEE'DS;’:fCA) such that

ACE-san-CCA ACE-san-CCA
AdVACEDEq,.A S £ - AdVACE:7A/ .

Proof. For k € {0,...,¢}, we define the hybrid Hj, as follows. It is identical to ExpﬁgEEf:q”’ﬁCA

until A; returns ¢ = (c(l), ... ,C?,WS“ZK), = (c%, . ,c},ﬂlN'ZK), and st. Then, ¢ and ¢! are
obtained as before by sanitizing the given ciphertexts, but Ay instead of ¢’® receives (c’l, ey c@)

with ¢, + ACE:.San(cg) for 1 <i<kandc + ACE:.San(c%) for k < i < ¢. Note that Hy is
equal to ExpﬁgEBSSqTfCA with b = 1 if ¢! # 1, and Hy is equal to ExpﬁEE'Ds:qr:fCA with b = 0 if
O£

Now consider the adversary A’ that on inpggAsp chooses ko « {1,...¢} uniformly at

random and emulates an execution of ExpﬁEEBS:q” 1. The oracle queries by A are answered using

the oracles of A’. It gives the sanitized ciphertext (c},...,¢}) to Az where ¢ < ACE_.San(c})
for 1 < i < ko, ¢ <~ ACE=.San(c}) for ko < i < ¢, and ¢ is obtained from the challenger by
submitting (cgo,c}m). When Ay returns a bit ', A’ returns b’ < b'. Note that if b = 0, A’
perfectly emulates Hy,, and if b = 1, A’ perfectly emulates Hy,_;. Further note that if A wins,
then ¢© # 1 £ ¢t and mgy = myy = L for all y € J. Since a sanitized ciphertext is only not L
if all components do not sanitize to L, and a message is L if all components are, this means that
the ciphertext components submitted by A’ also satisfy the winning condition if the ciphertexts

from A do. Hence, we can conclude that AdvﬁEEj:q”’fCA <. AdvﬁEEjiﬂ?CCA. O

ACE=

Ciphertext unpredictability directly follows from ciphertext unpredictability of the underlying
ACE scheme.

Theorem 6.11. Let ACEpgq, be the scheme from above and let A be an attacker on the the
ciphertext unpredictability. Then, there exists a probabilistic algorithm A’ (which is roughly as
efficient as emulating an execution of ExpﬁgE;?:;“npred) such that

ACE-ctxt-unpred ACE-ctxt-unpred
AdVACE e, 4 < O Advace_ :

Proof. Let A’ emulate an execution of ExpﬁgE'DCEtX;unpred, using O¢ to answer oracle queries from A.
q>

When A returns (m,x, c= (cl, .., 0y, WNIZK)), A’ chooses k « {1,..., ¢} uniformly at random,
and returns (m, (zk, k), ck). If A wins, ¢ is detected as a modification of a fresh encryption
of m under x. Since encryption and modification detection are defined component-wise, this
means that there exists a component kg such that cy, is detected to be a modification of a fresh
encryption of m under (zy,, ko). Hence, A’ also wins if additionally k& = ko, which happens with
probability 1/¢. O

We finally prove role-respecting and uniform decryption security.

Theorem 6.12. Let ACEpgq, be the scheme from above and let A be a probabilistic algorithm
that makes at most at most qg queries to the oracle Og. Then, there exist probabilistic algorithms
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Aprr, Azk,, Azk,, Asig, and Apce (which are all roughly as efficient as emulating an execution
of Expﬁ%&%ii} such that

ACE-RR ACE-uDec PRF NIZK-ext; NIZK -exty
AdVACEDEq,A + AdVACEDEq,A <2 AdVF,ApRF +2- AdVNIZK,AZK1 +2- AdVNIZK,AZK2

Sig-EUF-CMA - _
+2(gp +1) - AdvgE R MA 4 op. (AdvﬁgEjiACE + AdvﬁEE;?f;CE).

Proof Sketch. As in the proof of Theorem 6.7, we define hybrids Hy := Expﬁ‘gE'DLéii, H, as Hy

NIZK

where F is replaced by a uniform random function U, Hs as Hy where crs is generated

by E'l\”ZK, Hs as Hy where a witness w = (ek(AxCl'i:), e ek(Axi%,m,rl, N vkiig, J,Séig, af‘ig) is
extracted from 7N'ZK by ES”ZK after A returned c := (01, - ,Cg,T['NIZK). We can bound the
probability that no valid witness is extracted even though 7N?K is a valid proof by the knowledge

extraction advantage of a suitable adversary, and the probability that a valid witness was
extracted and the contained encryption key was not obtained via an oracle call by the signature
forgery advantage of another adversary as in the proof of Theorem 6.7. If these events do not
occur, the ciphertext ¢ is an encryption of the message m under a valid key that was returned by
Og. Hence, A can in this case only win the role-respecting game or the uniform decryption game
if some ciphertext component violates one of these properties. We can construct an adversary
Aace that emulates the execution, guesses this component, and uses the corresponding ciphertext
component to win the game for the underlying scheme for equality. O

7 Conclusion and Directions for Future Work

In this paper, we have critically revisited existing notions for access control encryption, proposed
stronger security definitions, and presented a new scheme that provably achieves our strong
requirements. The need for stronger notions is not only a theoretical one as we have shown: In
particular, we have described a practical attack based on the observation that a semi-honest
sanititzer might leak an unsanitized ciphertext to a dishonest party.

An important question is whether all realistic attacks are excluded by our definitions. Further-
more, we would like to understand the fundamental limits of ACE. This includes investigating in
which scenarios it can or cannot be used. To settle these questions, the authors are currently
working on a theoretical model to capture the use case of ACE in a simulation-based framework.
Another interesting research direction is to find more efficient schemes for useful policies.

A Standard Cryptographic Primitives and Games

A.1 Pseudorandom Functions

Definition A.1. For k € IN, let K, Xx, and Y, be finite sets and let Fy: I X X, — Vi be
a function. For K € I, we use the notation F := F(K,-). Further let A be a probabilistic
algorithm and consider the experiment in which A outputs a bit after interacting with an oracle
that either corresponds to F for a uniformly chosen K € K, or to a uniformly chosen function
U: X, — Y.. We define the pseudorandom function advantage of A as

Advlp;i": = Pr [AFK(’)(l"‘) =1] - Pr [.AU(')(I") =1],

where the first probability is over the random coins of A and the choice of K, and the second
probability is over the random coins of A and the choice of U.
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Sig-EUF-CMA

Experiment Exp?!‘f"ND'CPA Experiment ExpgyA
Input: 17 Input: 17

(ek, dk) < Gen(1") (vk, sk) < Gen(1")

(mo,m1, st) < A1 (ek) (m, o)  ASE(E) (o)

b« {0,1}
¢* + Enc(ek, myp)
b« Aa(st,c*)

Figure 4: Experiments for the security definitions of public-key encryption and digital signature
schemes.

A.2 Decisional Diffie-Hellman

Definition A.2. Let G = (g) be a prime-order group of order ¢ and let ¢ be its generator. Let A
be an adversary that on input ¢, g, and three elements X,Y,T € G returns a bit d. Let DDHfﬁf;q

be the experiment where A is given two random group elements X = g%, Y = ¢°, and the value
T = g®. Let DDHff{‘g(}q be the experiment where A is given three random group elements X = g%,
Y = g%, and T = ¢°. We define the decisional Diffie-Hellman (DDH) advantage of A as

AdvEPH = PrPPHA[d = 1] — PrPPHET[d = 1].

A.3 Public-Key Encryption

Definition A.3. A public-key encryption (PKE) scheme consist of the following three PPT
algorithms:

Key Generation: The algorithm Gen on input a security parameter 1, outputs a public key ek
and a private key dk.

Encryption: The algorithm Enc on input a public key ek and a message m € M, outputs a
ciphertext c.

Decryption: The algorithm Dec on input a private key dk and a ciphertext ¢, outputs a message

me MU{L}.
We require for all (ek, dk) in the range of Gen and all m € M that
Dec(dk, Enc(ek,m)) =m
with probability 1.

Definition A.4. Let & = (Gen, Enc, Dec) be a PKE scheme and let A = (A;1,.42) be a pair of
probabilistic algorithm.s Consider the experiment ExpEﬁE"ND'CPA in Figure 4. We define the
ciphertext indistinguishability under chosen-plaintext attacks advantage of A as

AdVEKEIND-CPA 9 Pr[lf — b A |mo| = [ma]] — 1

where the probability is over the randomness in ExpES\E"ND'CPA.
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A.4 Digital Signature Schemes

Definition A.5. A (digital) signature scheme consist of the following three PPT algorithms:

Key Generation: The algorithm Gen on input a security parameter 1, outputs a public key vk
and a private key sk.

Signing: The algorithm Sign on input a private key sk and a message m € M, outputs a
signature o.

Verification: The algorithm Ver is deterministic and on input a public key vk, a message m,

and a signature o, outputs a bit b (where b = 1 means “valid” and b = 0 means “invalid”).

We require for all (vk, sk) in the range of Gen and all m € M that
Ver(vk,m,Sign(sk,m)) =1
with probability 1.

Definition A.6. Let & = (Gen, Sign, Ver) be a signature scheme and let A be a probabilistic

algorithm. Consider the experiment Exp?iEUF'CMA in Figure 4 and let ) be the set of queries

A issued to its oracle. We define the eristential unforgeability under adaptive chosen-message
attacks advantage of A as

AdvIEEUFCMA - by Ver(vk,m o) =1 A m ¢ Q)

where the probability is over the randomness in ExpgiiEUF'CMA.

A.5 Non-Interactive Zero-Knowledge Proofs
We define non-interactive zero-knowledge proofs following Groth [Gro06].

Definition A.7. Let R be an efficiently computable binary relation and consider the language
L= {z|Jw (z,w) € R}. A non-interactive proof system for L consists of the following three
PPT algorithms:

Key Generation: The algorithm Gen on input a security parameter 17, outputs a common
reference string crs.

Proving: The algorithm Prove on input a common reference string crs, a statement x, and a
witness w, outputs a proof .

Verification: The algorithm Ver on input a common reference string crs, a statement x, and a
proof 7, outputs a bit b (where b = 1 means “accept” and b = 0 means “reject”).

We require perfect completeness, i.e., for all crs in the range of Gen and for all (z,w) € R, we
have
Ver(crs, z, Prove(crs, z,w)) = 1

with probability 1.

Definition A.8 (Soundness). Let & = (Gen, Prove, Ver) be a non-interactive proof system for a
language L and let A be a probabilistic algorithm. We define the soundness advantage of A as

Adv 4 = prersCGen()s (wmeAlers) [0 o [ A Ver(cers,a, m) = 1].
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NIZK-sim-snd
E,A

NIZK-sim-snd-ext

Experiment Exp £,A

Experiment Exp

Input: 1%
(ers, ) < S1(1%)
(x,7)  AS2(ers:7:) (erg)

Input: 1%
(crs,T,&) + SE1(1%)
(x,7)  AS2(ers:7:) (erg)
w < Ea(crs, &z, m)

Figure 5: Experiments for the definitions of NIZK simulation soundness and simulation sound
extractability.

Definition A.9 ((Unbounded) computational zero-knowledge). A non-interactive zero-knowledge
(NIZK) proof system for a relation R is a non-interactive proof system & = (Gen, Prove, Ver) for R
together with a pair of PPT algorithms S = (S7,52), called simulator. Let S'(crs, 7, z,w) =
Sa(ers,r,z) for (x,w) € R, and S'(crs,7,z,w) = failure for (z,w) ¢ R. We define the
zero-knowledge advantage of a probabilistic algorithm A as

AdvgléﬁZK — PrcrseGen(l"‘) [AProve(crs,-,-)(c,r,s) _ 1]
. Pr(crs,T)<—S1(1") [AS’(CTS,T,~,-)(C7,,S> _ 1] )
Definition A.10 (Knowledge extraction). A non-interactive proof of knowledge system for a
relation R is a non-interactive proof system & = (Gen, Prove, Ver) for R together with a pair of
PPT algorithms E = (E1, Es), called knowledge extractor. We define the knowledge extraction
advantages of a probabilistic algorithm A as
Advg%lizlex'cl . Pprers<Gen(17) [.A(CT‘S) _ 1] _ prlers&)«Ei(17) [.A(CTS) _ 1]’

AdvgléK/—lextz — Pr(crs,$)<—E1(1“); (z,m)A(crs); wEz(crs,§,z,m) [Ver(crs, , 7'[') -1
A (z,w) ¢ R].

Definition A.11 ((Unbounded) simulation soundness). Let & = (Gen, Prove, Ver, S1, S2) be
a NIZK proof system for a language L and let A be a probabilistic algorithm. Consider the
experiment Expg'iK's'm'S”d in Figure 5 and let @ be set of all (x, ) such that A queried z to its

oracle and received 7 as a response. We define the simulation soundness advantage of A as
AdvgliK'SEm's”d =Pr[(z,7)¢Q N v ¢ L A Ver(crs,z,m) =1].

Note that in the above definition, A is allowed to issue queries x ¢ L to its oracle. This
means that soundness is preserved even if an adversary sees simulated proofs of false statements.
We finally combine simulation soundness and knowledge extraction.

Remark. In Groth’s definition, A in ExngiK'Sim'S”d'eXt also receives £ as an input [Gro06]. Since
this is not required for our purposes, we here give the weaker definition.
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