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Abstract: Internet of things (IoT) is the term used to describe a world in which the things interact 

with other things through internet connection or communication means, share the information 

together and or people and deliver a new class of capabilities, application and services; the world 

in which all things and heterogeneous devices are addressable and controllable. Wireless Sensor 

Networks (WSN) play an important role in such an environment since they include a wide 

application field. Researchers are already working on how to integrate WSN better into the IoT 

environment. One aspect of it is the security aspect of the integration. In 2014, Turkanovi´c 

proposed a lightweight user authentication and key agreement protocol for heterogeneous 

WSN(HWSN) based on the internet of things concept. In this scheme, a remote user can access a 

single desired sensor node from the WSN without the necessity of firstly connecting with a 

gateway node (GWN). Moreover, this scheme is lightweight because it based on simple symmetric 

cryptography and it uses simple hash and XOR computations. Turkanovi´c et al.'s scheme had 

some security shortages and it was susceptible to some security attacks. Recently Farash et al. 

proposed an efficient user authentication and key agreement scheme for HWSN tailored for the 

Internet of Things environment based on Turkanovi´c et al.'s scheme. Although their scheme is 

efficient, we found out that this scheme is vulnerable to some cryptographic attacks. In this paper, 

we demonstrate some security weaknesses of the Farash et al.’s scheme and then we propose an 

improved and secure mutual authentication and key agreement scheme.  
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