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Abstract

The existence of secure indistinguishability obfuscators (iQ) has far-reaching implications,
significantly expanding the scope of problems amenable to cryptographic study. All known
approaches to constructing 1O rely on d-linear maps which allow the encoding of elements from
a large domain, evaluating degree d polynomials on them, and testing if the output is zero. While
secure bilinear maps are well established in cryptographic literature, the security of candidates
for d > 2 is poorly understood.

We propose a new approach to constructing ¢O for general circuits. Unlike all previously
known realizations of {0, we avoid the use of d-linear maps of degree d > 3.

At the heart of our approach is the assumption that a new weak pseudorandom object exists,
that we call a perturbation resilient generator (ARG). Informally, a ARG maps n integers to
m integers, and has the property that for any sufficiently short vector a € Z™, all efficient
adversaries must fail to distinguish the distributions ARG(s) and (ARG(s)+a), with at least
some probability that is inverse polynomial in the security parameter. We require that the
ARG be computable by degree-2 polynomials over Z. We use techniques building upon the
Dense Model Theorem to deal with adversaries that have nontrivial but non-overwhelming
distinguishing advantage.

As a result, we obtain O for general circuits assuming;:

e Subexponentially secure LWE

e Bilinear Maps

e (1 —1/poly(N))-secure 3-block-local PRGs
e 1/poly(N)-secure ARGs
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1 Introduction

Program obfuscation considers the problem of building an efficient randomized compiler that takes
as input a computer program P and outputs an equivalent program O(P) such that any secrets
present within P are “as hard as possible” to extract from O(P). This property can be formalized
by the notion of indistinguishability obfuscation (:0) [BGI*T01, GR07]. Formally, iO requires that
given any two equivalent programs P; and P» of the same size, it is not possible for a computation-
ally bounded adversary to distinguish between the obfuscated versions of these programs. Recently,
starting with the works of [GGH'13b, SW14], it has been shown that ¢O would have far-reaching
applications, significantly expanding the scope of problems to which cryptography can be ap-
plied [SW14, KLW15, GGHR14, CHN*16, GPS16, HSW14, BPR15, GGG 14, HIK"16, BFM14].
The work of [GGH"13b] gave the first mathematical candidate O construction, and since then
several additional candidates have been proposed and studied [GGH13a, CLT13, GGH15, CLT15,
Hall5, BR14, BGK"14, PST14, AGIS14], [BMSZ16, CHL*15, BWZ14, CGH'15, HJ15, BGH" 15,
Hall5, CLR15, MF15, MSZ16, DGG™16], as well as more recently [Lin16, LV16, AS17, LT17].

Constructing 0. Securely building ¢O remains a central challenge in cryptography. In this work,
we show how to utilize new techniques to securely build i. Most notably, we show new ways to
leverage bilinear maps and tools building upon the dense model theorem [JP14, CCL18, RTTV08]
in the context of constructing ¢(. Using these new tools, we show how to securely construct :O
without using cryptographic multilinear maps beyond bilinear maps. We now elaborate.

Graded Encodings. All known approaches for building ¢O crucially rely on the existence of a
graded encoding scheme [GGH13a, CLT13, GGH15], which generalizes the notion of a cryptographic
mulitilinear map [BS02]. In a degree-d graded encoding scheme, it is possible to compute encodings
[x] of values x, such that for any degree-d polynomial f with small coefficients, given only the

encodings [x], it is possible to efficiently test whether f(x) 20. Ford = 2, this corresponds to
cryptographic bilinear maps [BF01], for which we know well-studied constructions based on the
hardness present in elliptic curve groups that admit pairing operations.

However, the situation for d > 2 is much more problematic. While candidate constructions of
such graded encoding schemes exist [GGH13a, CLT13, GGH15], their security is poorly understood
due to several known explicit attacks on certain distributions of encoded values [CHL*15, BWZ14,
CGH*15, HJ15, BGH"15, Hall5, CLR15, MF15, MSZ16].

Due to a recent line of work [Lin16, LV16, AS17, Linl7, LT17], based additionally on the subex-
ponential hardness of 3-blockwise-local PRGs and the Learning with Errors assumption (LWE),
it is known that achieving security for d = 3 is already enough to construct ¢0. Unfortunately,
however, the security of candidate graded encodings supporting d = 3 seems no better understood
than the general d > 2 case.

The state of our understanding strongly motivates the following central question:

Can we build 1O without cryptographic multilinear maps?

Our Goals and Assumptions. We seek to build iO from as few non-standard components
as possible. Because LWE and cryptographic bilinear maps have a long history of security, we
consider using LWE or (generically secure) cryptographic bilinear maps as standard. Beyond these



standard tools, however, we will seek to qualitatively and quantitatively minimize the risk of any
new tools that we use. This is in contrast with existing candidate multilinear maps, where both
constructions [GGH13a, CLT13, GGH15] and standing security models [MSZ16] are complex and
therefore difficult to understand and analyze.

More specifically, we will show how to build ¢{©O from LWE, bilinear maps, and novel weakly
pseudorandom objects that we call perturbation-resilient generators (ARG), that can be imple-
mented with degree-2 polynomials over Z. Informally speaking, a perturbation-resilient generator
is a generator ARG such that the distributions ARG(s) and (ARG(s) + a) are somewhat hard
to distinguish as long as the perturbation a is relatively small. We describe ARGs in more detail
below in our technical overview, where we will also discuss why we conjecture that they exist (even
in light of [BBKK17, LV17]).

A key innovation of our work is that we can work with perturbation-resilient generators where
the security property only asks that efficient adversaries fail to distinguish between two distributions
with at least some 1/poly(\) probability — i.e. some fixed inverse polynomial in the security
parameter. Thus, even if an efficient adversary correctly predicts whether a sample comes from the
ARG(s) distribution or the (ARG(s) + a) distribution 99% of the time, our O scheme will still be
secure.

We stress that the new object (ARG) that we introduce is quite simple — indeed crucially it
is implementable by degree-2 polynomials over Z. This simplicity stands in notable contrast to
candidate multilinear maps. More generally, our work motivates the further cryptanalytic study of
simple pseudorandom objects

We will also only need to use similarly weakened! forms of 3-blockwise-local PRGs [LT17].

In particular, we obtain the following;:

Theorem 1 (Informal). There is a construction of indistinguishability obfuscation for all polynomial-
sized circuits from,

° %—secure perturbation-resilient generators (see Section 8.1), with security against sub-exponential
size adversaries.

(1 — 55)-secure three-block-local pseudorandom generators [LT17] of stretch n'*<, for e > 0
on seeds of length n, with security against sub-exponential size adversaries.

Sub-exponentially secure learning with errors.

Sub-exponentially secure assumptions on bilinear maps (that hold unconditionally in the generic
bilinear map model).

2 Technical Overview

We begin with a very high-level overview of our techniques.

I There will be a tradeoff between how much we can weaken the indistinguishability requirements of the ARG and
the 3-block-local PRG.



The story so far. Prior work, culminating in the most recent works of [AS17, Linl7, LT17]
showed us that the powerful primitive of indistinguishability obfuscation can be based on trilin-
ear maps and (sub-exponential) 3-block-local pseudorandom generators. Importantly for us, these
works also (implicitly) demonstrate that in order to achieve indistinguishability obfuscation, it suf-
fices to construct (sub-exponentially secure) secret-key sublinear FE for cubic polynomials, satisfy-
ing semi-functional security. Unfortunately, these prior approaches necessarily relied on multilinear
maps with degree at least 3 to build such a cubic FE scheme.

That is because intuitively such a cubic FE scheme guarantees a way to evaluate a cubic
polynomial on encrypted inputs without revealing any information about the input except the
evaluation of the polynomial. In other words, such a scheme provides a way to output the decryption
of a degree-3 polynomial evaluated “homomorphically” on encoded inputs. However, we seek to
accomplish this without the use of degree-3 maps.

Since we seek to operate homomorphically on encoded values, a natural starting idea is to
use fully homomorphic encryption (for concreteness and simplicity, in this paper we rely on the
GSW fully homomorphic encryption scheme [GSW13]) with polynomially bounded error in order
to perform cubic evaluations on encrypted inputs. The main challenge, however, is to reveal the
output of cubic evaluation without compromising security.

Initial approach. Our first observation is that computing the inner product (GSW.sk, GSW.CT)
of a GSW secret key with a GSW ciphertext encrypting message M, outputs (M - |q/2]| + e)
where the LWE modulus is ¢ and e is a small error. With the assistance of a bilinear map, this
inner product can be carried out via pairings, such that the output (M - |g/2]| + e) appears as
an exponent in the target group. Next, one can hope to test whether the message M is zero by
computing a discrete logarithm by brute-force checking all possible values, provided the output
range is polynomial, which would happen if M = 0.

A reader familiar with GSW will observe that this approach already runs into major hurdles.
The first problem is that brute-force computing the message M also reveals the error e to a potential
adversary, which is problematic when we try to invoke the semantic security of GSW. In fact, recent
work shows how knowledge of such error can be used to build devastating attacks [Agrl17]. We will
crucially deal with this issue, but before we tackle this, let us first consider how we can force the
adversary to obtain only inner products (GSW.sk, GSW.CT) where the messages correspond to cubic
computations that the adversary is allowed to obtain.

3-Restricted FE. To accomplish this, we first define a restricted version of functional encryp-
tion — which allows for the computation of cubic polynomials of three inputs, where one remains
unencoded and is called the public component and the other two are encoded; these are the private
components.

One of our key technical contributions is to achieve a new way of (indistinguishably) enforcing
the output of such a 3-restricted FE scheme, despite the fact that one of the encodings is publicly
known to the adversary. We use these techniques to achieve security for this 3-restricted variant of
FE relying solely on asymmetric bilinear maps. While we only need the resulting 3-restricted FE
to be sublinear, our construction in fact achieves compactness, where the size of encoding is only
linear in the input length.

In Section 9, we provide details of our 3-restricted FE. Once we have such a restricted FE,
making the leap to cubic FE would require us to also keep the public encoding hidden. Therefore,



it is not clear whether we have achieved anything meaningful yet.

One way that we can hope to protect or hide the input that goes into the public component of
the 3-restricted FE, is to let this component itself be a GSW-based fully homomorphic encryption
of the input. We can then rely on 3-restricted FE to homomorphically evaluate the cubic function
itself and obtain a GSW encryption of the output of cubic evaluation. Note that releasing such a
GSW encryption as such is useless, because it does not allow even an honest evaluator to recover
the output of cubic evaluation.

At this point, let us go back to the initial approach described at the beginning of this section.
Notice that instead of relying on 3-restricted FE to only homomorphically evaluate the cubic func-
tion itself, we can also perform a decryption via 3-restricted FE. The secret key for GSW decryption
can be embedded as input into one of the private components of the 3-restricted FE. We show how
this can be carefully done via degree three operations only, to obtain output the GSW plaintext
with some added error, that is, we obtain out = p[2] 4 e. Our actual method of bootstrapping
three-restricted FE to sublinear FE for cubic polynomials involves additional subtleties, and in
particular, we define and construct what we call tempered cubic encodings that serve as a useful
abstraction in this process. We now further discuss one of the main technical issues that arises in
this process.

Because the error e is sampled from a (bounded) polynomial-sized domain, it is possible to
iterate, in polynomial time, over all possible values of out corresponding to p =0 and p = 1, and
therefore recover u. Unfortunately, this process also reveals the error e, which can be devastating
as we noted before.

Preventing the revelation of error terms. To prevent this issue, we will reveal the value out
but with some added noise, so as to hide the error e via noise flooding. Unfortunately, this idea
still suffers from two major drawbacks:

e How should we generate such noise? A natural idea is to rely a pseudorandom generator
that can be computed via quadratic operations only. However, this is exactly the reason why
previous approaches from the literature could not rely on bilinear maps — in fact, the recent
works of [LV17, BBKK17] showed that such PRGs are quite difficult to construct. To overcome
this problem, we introduce and rely on a very weak variant of a pseudorandom object, that
instead of guaranteeing pseudorandomness, only guarantees perturbation resilience. We will
soon explain this object in more detail.

e For an honest evaluator to recover p by iterating over all possible values of out, we crucially
require the added noise be sampled from a polynomial-sized domain. But such noise appears
to be insufficient for security, in particular, an adversary would have advantage at least
m in distinguishing a message with added noise from a message without noise. Another
key technical contribution of our work is to find a way to amplify security, via tools inspired
by the dense model theorem. In the next two bullets, we describe these ideas in additional
detail.

The challenge of constructing degree-2 pseudorandomness. As we’ve outlined above, we
need a way to use degree 2 polynomials over Z to create pseudorandomness to (at least partially)
hide noise values. The most straightforward way to do this would be to build a pseudorandom
generator (PRG) whose output is indistinguishable from some nice m-dimensional distribution, like



a discrete gaussian. However, the works of [BBKK17, LV17]| showed that there are fundamental
barriers to constructing such PRGs due to attacks arising from the Sum of Squares paradigm.
Because we will propose a direction to overcome this barrier, we now review how these attacks
work at a high level.

For simplicity, let’s restrict our attention to polynomials where every monomial is of degree ex-
actly 2. We can represent any such polynomial p as a symmetric n-by-n matrix P, where P; ; = P;;
is equal to half the coefficient of the monomial z;z; if i # j, and F;; is equal to the coefficient
of the monomial 2. Then we observe that p(z) = =" Px. Suppose, then, we have a candidate
PRG consisting of m degree-2 polynomials that we represent by matrices M, ..., M,,. Thus, to
sample from this PRG, we sample a seed vector x from a bounded-norm distribution, and obtain
the outputs y; = x| M;z. The goal of an attack would be to distinguish such outputs from a set of
independent random values 71,...,7,, say from a discrete gaussian distribution centered around
Z€ro.

The works of [BBKK17, LV17] suggest the following attack approach: Suppose we receive values
Z1,...,%m. Then we construct the matrix

m
M = Z 2 M;
=1

Observe now, that if z; = y; corresponding to some seed vector x, then we have:
m m
' Mz = Zyim—rMia} = Zy?
i=1 =1

Intuitively, because the above sum is a sum of squares, this will be a quite large positive value,
showing that there exists  of bounded norm such that =" Mz can be quite large.

However, if the z; = r;, then the entries of the matrix M arise from a “random walk,” and thus
intuitively, the matrix M should behave a lot like a random matrix. However a random matrix has
bounded eigenvalues, and thus we expect that there should not exist any = of bounded norm such
that T M is large. Indeed, this intuition can be made formal and gives rise to actual attacks on
many degree-2 PRGs [BBKK17, LV17].

There are several potential caveats to this attack, and indeed it is not known to be true that
no degree-2 PRGs can exist. Just as a few examples of such caveats, if the seed vector x comes
from a nonstandard distribution, or if the matrices M; have special shapes or structures, then it is
unclear if the intuitive attack analysis above can be carried out.

However, we propose a different, arguably more conservative, way out:

Perturbation-Resilient Generators (ARG). We observe that even though the most natural
way to “drown out” the GSW error term above is by adding some nice noise distribution, all
we actually need is something we will call a perturbation-resilient generator (ARG): Informally
speaking, we want that for every polynomial bound B(\), there should exist a degree-2 ARG using
polynomially bounded seeds and coefficients, such that for any perturbation vector a € [—B, B]™,
it should be true that all efficient adversaries must fail to distinguish between the distributions
ARG(z) and (ARG(z)+ a) with probability at least 1/poly(\), which is a fixed inverse polynomial
in the security parameter. We stress again that we are not seeking a ARG with standard negligible
security, but only some quite low level of security.



Why should such weakly secure ARGs exist, resisting the attacks based on the Sum of Squares
paradigm above? In the attack above, now, z; = y; or z; = y; + a;. However, note that the
polynomials represented by M; that make up the ARG can be designed so that the expected
value of |y;| is substantially larger than the bound B on the perturbation values a;. For instance,
we can design the ARG so that we expect |y;| = B2A2. Now, when z; = y;, then indeed we
have an z such that ' Mx = > y? However, when z; = y; + a;, we still have an = such that
o' Mz =", yi(y; + a;). Because |y;| is expected to be so much larger than |a;|, it will be true that
" Mz will be nearly as large in the case when z; = y; + a; as in the case when z; = y;. Because of
the large variance that each y; will have, we expect the overlap between the two cases to be quite
substantial. We cautiously conjecture that a high probability distinguishing attack based on the
Sum of Squares paradigm does not exist. We have conducted experiments using the basic SDPs
formulated in [BBKK17] and confirmed that indeed they do not directly yield a high probability
distinguishing attack (for small values of n).

Further in-depth research is certainly needed to explore our new assumptions. Indeed, we see
our work as strongly motivating the systematic exploration of the limits of various types of degree-2
pseudorandom objects over Z using the Sum of Squares paradigm and beyond.

Security Amplification. At this point, it is possible to show (as we do in our technical sections)
that relying on %—secure ARG in the approach outlined above, helps achieve a “weak” form of
sublinear FE (sFE), that only bounds adversarial advantage by % Unfortunately, such an FE
scheme it not known to yield ¢O, and for our approach to succeed, we must find a way to amplify
security of sublinear FE.

How should we amplify security? An initial idea is to implement a direct-product type theorem
for functional encryption. However, a simple XOR trick does not suffice: since we are trying to
amplify security of a complex primitive like FE while retaining correctness, we will additionally need
to rely on a special kind of secure computation. More precisely, we will use (subexponentially secure)
n-out-of-n threshold fully homomorphic encryption (TFHE [MW16, BGG™]), that is known to exist
based on LWE [Reg05]. Recall that such a threshold (public key) fully homomorphic encryption
scheme allows to encrypt a ciphertext in such a way that all secret key holders can partially decrypt
the ciphertext, and then can recover the plaintext by combining these partial decryptions. However,
any coalition of secret key holders of size at most n — 1 learns no information about the message.

A simplified overview of our scheme, that makes use of ¢ = A\? weak sublinear FEs, is as follows:

e The setup algorithm outputs the master secret keys msk; for all weak sublinear FEs.

e In order to generate the encryption of a plaintext M, generate a public key TFHE.pk and t
fresh secret keys TFHE.sk; for a threshold FHE, and encrypt M using the public key for thresh-
old FHE to obtain ciphertext TFHE.ct. Additionally, for all ¢, encrypt (TFHE.ct, TFHE.sk;)

using the master secret key msk; for the i*" weak sublinear FE.

e To generate a function secret key for circuit C', generate ¢ function secret keys for the sFEs,
each of which computes the output of the i** TFHE partial decryption of the result of homo-
morphic evaluation of the circuit C' on TFHE.ct.

e Finally, to evaluate a functional secret key for circuit C' on a ciphertext, combine the results of
the TFHE threshold decryptions obtained via the t outputs of sFE evaluation of the ¢ function
secret keys.



The correctness of our scheme follows immediately from the correctness properties of the TFHE
scheme. Intuitively, security seems to hold because of the following argument. Upon combining A2
independent, random instances of the weak sFE, with overwhelming probability, at least one must
remain secure. As long as a single instance remains secure, the corresponding secret key for TFHE
will remain hidden from the adversary. Now, TFHE guarantees semantic security against any
adversary that fails to obtain even one secret key, and as a result, the resulting FE scheme should
be secure. While this intuition sounds deceptively simple, many of these intuitive leaps assume
information-theoretic security. Thus, this template evades a formal proof in the computational
setting, and we must work harder to obtain our proof of security, as we now sketch.

From a cryptographic point of view, one of the early hurdles when trying to obtain such a proof
is the following. A reduction must rely on an adversary that breaks security of the final FE scheme
with any noticeable probability, in order to break % security of one of the A\? “weak” FEs. However,
the reduction does not know which of the A? repetitions is secure, and therefore does not directly
know where to embed an external challenge. To deal with this, we rely on the concept of a hardcore
measure [Imp95, MT10]. Roughly speaking, we obtain measures of probability mass roughly % over
the randomness of the sFE schemes, such that no efficient adversary can break the security of the
sFE scheme even with some inverse subexponential probability.

However, unfortunately these hardcore measures can depend on other parameters in our system,
such as the TFHE public key. And unfortunately, this dependence is via extreme inefficiency; the
hardcore measure is not efficiently sampleable. This means that, for example, the hardcore measure
could in principle contain information about the TFHE master secret key. If this information is
leaked to the adversary, this would destroy the security of our scheme.

We overcome this issue through the following idea, which can be made formal via the work on
simulating auxiliary input [JP14, CCL18]. Because the hardcore measure has reasonable probability
mass %, it cannot verifiably contain useful information to the adversary. For example, even if the
hardcore distribution revealed the first few bits of the TFHE master secret key, the adversary
could not know for sure that these bits were in fact the correct bits. Indeed, we use the works
of [JP14, CCL18] to make this idea precise, and show that the hardcore measures can be simulated
in a way that fools all efficient adversaries, with a simulation that runs in subexponential time.

Finally, using complexity leveraging, we can set the security of the TFHE scheme to be such
that its security holds against adversaries whose running time exceeds this simulation. Thus, for
example, even if the original hardcore measure was revealing partial information about the TFHE
master secret key, we show that we can give the adversary access to a simulated hardcore measure
that provably does not reveal any useful information about the TFHE master secret key, and the
adversary can’t tell the difference!

In this way, we accomplish security amplification for sFE, which allows us to achieve iO for
general circuits when combined with previous work [AS17, LT17]. Along the way, our amplification
technique also shows that we can weaken the security requirement on the relatively new notion of
a 3-block-local PRG due to [LT17], in a way that still allows us to achieve :O.

3 Preliminaries

We denote the security parameter by A. For a distribution X we denote by x <— X the process of
sampling a value = from the distribution X. Similarly, for a set X we denote by x <— X the process
of sampling x from the uniform distribution over X'. For an integer n € N we denote by [n] the set



{1,..,n}. A function negl : N — R is negligible if for every constant ¢ > 0 there exists an integer
N, such that negl(\) < \7¢ for all A > N,.

By =~ we denote computational indistinguishability. We say that two ensembles X = {X)},en
and Y = {V\}ren are computationally indistinguishable if for every probabilistic polynomial time

adversary A there exists a negligible function negl such that | Pry. x, [A(1*, 2) = 1]=Pryy, [A(1},y) =

1]| < negl()) for every sufficiently large A € N.

For a field element a € Fp, represented in [—p/2, p/2], we say that —B < a < B for some positive
integer B if its representative in [—p/2,p/2] lies in [—B, B].

Definition 1 (Distinguishing Gap). For any adversary A and two distributions X = {X)}ren and

Y = { W\ }ren, define A’s distinguishing gap in distinguishing these distributions to be | Pty x, [A(1*, 7)

1] = Pryey, [A(1*,y) = 1]

Now we define the notion of a measure,
Definition 2. A measure is a function M : {0,1}* — [0,1]. The size of a measure is |M| =
SpeqopeM(x). The density of a measure, p(M) = |M|[27F

Each measure M induces a probability distribution D .
Definition 3. LetM : {0,1}* — [0,1] be a measure. The distribution defined by measure M
(denoted by Da) is a distribution over {0,1}%, where for every x € {0,1}*, Prxcp,,[X = 2] =
M(z)/|M].

At this point we remark, we will consider scaled version M, of a measure M for a constant
0 < e¢< 1. We define M, = eM. Note that M, induces the same distribution as M

3.1 Indistinguishability Obfuscation (iO)

The notion of indistinguishability obfuscation (i0), first conceived by Barak et al. [BGIT01], guar-
antees that the obfuscation of two circuits are computationally indistinguishable as long as they
both are equivalent circuits, i.e., the output of both the circuits are the same on every input.
Formally,

Definition 4 (Indistinguishability Obfuscator (i0) for Circuits). A wuniform PPT algorithm iO is
called an indistinguishability obfuscator for a circuit family {Cy}ren, where Cy consists of circuits

C of the form C : {0,1}" — {0,1} with n = n(\), if the following holds:
e Completeness: For every A € N, every C € Cy, every input x € {0,1}", we have that
Pr(C'(z) =C(z) : C'«+iO\C)] =1

e Indistinguishability: For any PPT distinguisher D, there exists a negligible function negl(-)
such that the following holds: for all sufficiently large A € N, for all pairs of circuits Co,C1 €
Cx such that Cy(x) = Ci(x) for all inputs x € {0,1}" and |Cy| = |C1|, we have:

Pr[D(\,iO(\, Cp)) = 1] — Pr[D(X,iO(X, C1)) = 1] | < negl(\)

e Polynomial Slowdown: For every A\ € N, every C € Cy, we have that [iO(\,C)| =
poly(A, C).
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3.2 Slotted Encodings

We define a relaxation of slotted encodings SE (originally constructed in [AS17]) with 4 slots to
bilinear setting. A slotted encoding scheme consists of the following algorithms:

e Secret Key Generation, Gen(1%): It outputs secret encoding key SEsp, a pairing function
e along with a prime p > 2* and public parameters PP. We assume that e, PP and p are
implicitly given to all the algorithms below.

e Encoding, Encode(SEsp, ay, ..,a4,1 € {1,2}): In addition to secret key SEsp, it takes as input
ai,..,aq € Fp and a level [ € {1,2}. It outputs an encoding [ a1 | a2 | a3 | a4 |-

e Multiply, e([ a1 | a2 | a3 | as |1,[ b1 | b2 | b3 | ba |2) = [Eia;bi]r. The pairing operation takes
as input an encoding of a at level 1 and b at level 2 and it outputs an encoding of ¥;a;b; at
level T'. We require the set G = {[a]r|a € Fp} to form an additive group of order p.

e Addition at the top level T, Given [a]r and [b]r, the operation ‘+’ computes [a + bjp =
[alr + [bl7-

e Encoding at level T, Given a € Fp, and PP, EncodeT(-) is an efficiently computable iso-
morphism that maps a € G to [a]r € Gr.

e Zero test at all three levels ZTest(u,l): The zero-test algorithm takes an element u at
level 1 € {1,2,T} and checks if u =[0]0|0|0];if I € {1,2}. Otherwise it checks that

Remark 1. The algorithms for addition and multiplication suggests what polynomials can be eval-
uated on the encodings. Given level 1 and level 2 encodings one can compute an encoding of a
scaled inner product of the encoded element vectors at level T. At level 1 and level 2, we can only
add encoded vectors component wise.

Security: Since we prove security in the generic model, we require generic security from our
slotted encodings at level 1 and 2 when SEsp is kept hidden from the adversary.

3.2.1 Generic Bilinear Group Model

We describe the generic bilinear group model [BBGO5] tailored to the slotted asymmetric setting.
This model is parameterized by slotted encodings SE, which encodes four dimensional vectors over a
prime field Fj, at level 1 and 2, and it encodes element from [y, at the target level T'. The encodings
are done over level 1, 2 and the target 7. The multiplication operation computes encoding at level
T. The adversary in this model has access to an oracle O. Initially, the adversary is handed out
handles (sampled uniformly at random) instead of being handed out actual encodings. A handle is
an element in a ring Z of order p. The oracle O maintains a list L consisting of tuples (e, Y[e], u),
where e is the handle issued, Y/[e] is the formal expression associated with e and e is associated
with encoding at level v € {1,2,T}.
The adversary is allowed to submit the following types of queries to the oracle:
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o Addition/ Subtraction: The adversary submits (ej,u;) and (e2,u2) along with the operation
‘+’(or ‘-’) to the oracle where uy,us € {1,2,T}. If u; # ug or If there is no tuple associated
with either e; or es, the oracle sends L back to the adversary. Otherwise, it replies according
to the following cases:

— w1 € {1,2}: In this case it locates (e1,D1,e;,P2,e1,P3,e1> Pd,ers 1) and (€2, D1,e0,P2,e0,P3 605
Diey, U2). 1t creates a new handle e’ (sampled uniformly at random from R) and appends
(€', 1,61+ DPl,ess D261 F P20 P31 T D30, Pd ey +Daes, u1) to the list (in case of subtractions
the polynomials are subtracted ). It outputs €’ to the adversary.

— u; = ug = T In this case the adversary locates the tuples (e1, pe,,u1) and (€2, pe,, u2).
It creates a new handle €’ (sampled uniformly at random from R) and appends (€, pe, +
Deys 1) (or (€/,pe; — Pey,u1)) to the list. The oracle sends €’ to the adversary.

e Multiplication: The adversary submits (e1,u;) and (e2,u2) to the oracle. If there is no tuple
associated with either e; or es, the oracle sends L back to the adversary. If uy = us, uy =T
or ug = T, the oracle outputs L. Otherwise, it locates the tuples (€1, p1.e,,P2,e1> P3,e15 Pd,ers Y1)
and (€2, P1,eqs P20+ P3,e0, Pd,ess U2). It creates a new handle €’ (sampled uniformly at random
from R) and appends (€', Xjc(gpj.e; * Pjes, T) to the list.

e Zero Test: The adversary submits element (e, u;) to the oracle. If there is no tuple associated
to ep it outputs L. Otherwise, if u; = 1 or u; = 2, it locates the tuples (e1,pi1.e,,P2,e;5
D3.e1>Paer,u1). It outputs 1 if pj., = 0 for all j € [4] otherwise it outputs 0. If uy = T, it
locates the tuples (e, p1e,,u1). It outputs 1 if py ., = 0, otherwise it outputs 0.

Inspired from [Frel0], in [AS17] it was shown how to construct degree-2 slotted encoding scheme
in the bilinear generic group model. We remark here that the procedure given in [AS17], was
instantiated for higher degrees using graded encoding schemes. However, it can be instantiated for
degree two using bilinear maps. Thus, we have the following theorem.

Theorem 2 (Imported from [AS17]). There exists a construction of degree 2 slotted encoding
scheme in the generic bilinear group model.

3.3 Threshold Leveled Fully Homomorphic Encryption

The following definition of threshold homomorphic encryption is adapted from [MW16, BGG™].
A threshold homomorphic encryption scheme is a tuple of PPT algorithms TFHE = (TFHE.Setup,
TFHE.Enc, TFHE.Eval, TFHE.PartDec, TFHE.FinDec) satisfying the following specifications:

e Setup, Setup(1*,1%,17): Tt takes as input the security parameter ), a circuit depth d, and
the number of parties n. It outputs a public key fpk and secret key shares fskq, ..., fsky,.

e Encryption, Enc(fpk, u): It takes as input a public key fpk and a single bit plaintext u €
{0,1} and outputs a ciphertext CT.

e Evaluation, Eval(C,CTy,...,CT}): It takes as input a boolean circuit C: {0,1}¥ — {0,1} €

C» of depth < d and ciphertexts CTq, ..., CTy encrypted under the same public key. It outputs
an evaluation ciphertext CT. We shall assume that the ciphertext also contains fpk.
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e Partial Decryption, p; < PartDec(fsk;, CT): It takes as input a secret key share fsk; and a
ciphertext CT. It outputs a partial decryption p; related to the party 1.

e Final Decyrption, FinDec(B): It is a deterministic algorithm that takes as input a set
B = {pi}icpn)- It outputs a plaintext 7 € {0,1, L}.

Definition 5 (TFHE). A TFHE scheme is required to satisfy the following properties for all param-
eters (fpk, fsky, ..., fsky) < Setup(1*,1%,17), any plaintexts ui, ..., ue € {0,1}, and any boolean
circuit C: {0,1}% — {0,1} € Cy of depth < d.

Correctness of Encryption. Let CT = Enc(fpk, y11) and B = {PartDec(fsk;, CT)}ic(,). With all
but negligible probability in A over the coins of Setup, Enc, and PartDec, FinDec(B) = p;.

Correctness of Evaluation. Let CT; = Enc(fpk, p;) for 1 <i <k, CT = Eval(C,CTyq,...,CTyg),
and B = {PartDec(fsk;, CT, ) }icn)- With all but negligible probability in A over the coins of
Setup, Enc, and PartDec, FinDec(B) = C(u1,. .-, ).

Compactness of Ciphertexts. There exists a polynomial, poly, such that |CT| < poly(A,d) for
any ciphertext CT generated from the algorithms of TFHE.

Compactness of Partial Decryption Keys. There exists a polynomial, poly, such that |fsk;| <
poly(A,d) for any index i € [n] generated from the setup algorithm of TFHE.

Semantic Security of Encryption. There exists a constant ¢ > 0 such that any adversary A
of size 2°° has only advantage bounded by 2=*° as a function of \ over the coins of all the
algorithms in the following game:

1. Run Setup(1*,1%,1™) — (fpk, fsky, .., fsky,). The adversary is given fpk.

2. The adversary outputs a set S C [n] of size n — 1.

3. The adversary receives {fsk;}ics along with Enc(fpk,b) — CT for a random b € {0,1}.
4. The adversary outputs b/ and wins if b=1b'.

Simulation Security. Let CT; = Enc(fpk, u;) for 1 < i < k, CT = Eval(C,CTy,...,CTy), and
pi = PartDec(fsk;, CT,) for all i € [n]. There exists a PPT algorithm Sim such that for any
subset S of the form [n] \ i*, Sim(CT, {fsk}s, C(pu1, .., ix)) — P the following distributions
are statistically close (in the security parameter):

(pi, fpk, CTl, ey CTk, {fSki}ie[n]) ~ (pg*,fpk, CTl, ooy CTk, {fSkZ}zE[n])

3.4 Useful Lemmas

We first import the following theorem from [MT10].

Theorem 3 (Imported Theorem [MT10]). Let E : {0,1}" — X and F : {0,1}" — X be two
functions, and let €,y € (0,1) and s > 0 be given. If for all distinguishers A with size s we have
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LPr JAB@) =1- Pr JAFG) = 1] <«
Then there exist two measures Mo (on {0,1}") and My (on {0,1}") that depend on v, s such
that:

o ((Myp)>1—¢€ forbe {0,1}

e For all distinguishers A’ of size ' = anﬂ)

| Pr [A(E(x)) =1 - Pr [A(F(y) =1 <~y

:L‘{—DMO y(—'DMl o

Now we describe a lemma from [Hol06], that shows that if we sample a set Set from any
measure M by choosing each element i in the support with probability M(i), then no circuit of
(some) bounded size can distinguish a sample = chosen randomly from the set Set from an element
sampled from distribution given by M. Formally,

Theorem 4 (Imported Theorem [Hol06]. ). Let M be any measure on {0,1}" of density (M) >
1 —p(n) Let y(n) € (0,1/2) be any function. Then, for a random set Set chosen according to the
measure M the following two holds with probability at least 1 — 2(2*2%2(1*@4/64):

o (1202201 — p)am < [Set] < (1+ 2F2)(1 — p)2

201 N4
e For such a random set Set, for any distinguisher A with size |A| < 27(7 (614np) ) satisfying

Pr [A(z)=1]— Pr [A(z)=1]| <7~y

x<—Set D

We also import a theorem from [CCL18] that will be used by our security proofs. This lemma
would be useful to simulate the randomness used to encrypt in an inefficient hybrid.

Theorem 5 (Imported Theorem [CCL18].). Let n,¢ € N, € > 0 and Cjeqr, be a family of distin-
guisher circuits from {0,1}" x {0,1}* — {0,1} of size s(n). Then, for every distribution (X,Z)
over {0,1}" x {0,1}¢, there exists a simulator h : {0,1}"* — {0,1}¢ such that:

e h has size bounded by s' = O(s2%e~2).
e (X,Z7) and (X,h(X)) are indistinguishable by Cieqr.. That is for every C € Cieqr,

pr— _— — <
| Pry [C@2) = 1) = Pr O h@) = 1] < ¢

4 Tempered Cubic Encoding

In this section, we describe the notion of a Tempered Cubic Encoding scheme (TCE for short). The
encodings in this scheme are associated with a ring Zp, for an integer p € 729 that is fixed by the
setup algorithm. The plaintext elements are sampled from the set R € N[—4, ] for some constant
0. TCE consists of the following polynomial time algorithms:
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e Setup, Setup(1*,1™): On input security parameter ), the number of inputs n, this algorithm
outputs public parameters params.

e Setup-Encode, SetupEnc(params) : On input params, this algorithm outputs secret encoding
parameters sp.

e Setup-Decode, SetupDec(params) : On input params, this algorithm outputs (public) de-
coding parameters (qi, ..., ¢;) where n = n'™¢ described in the security definition.

e Encode, Encode(sp, a,ind, S): On input the secret parameter sp, a plain-text element a € R,
a set § = {i} with ¢ € {1,2,3} and an index ind € [n], it outputs an encoding [a]ind g
with respect to the set S and an index ind. Without loss of generality, this algorithm is
deterministic as all the randomness can be chosen during SetupEnc. This encoding satisfies
two properties:

— The encoding [a]ing,s = ([alind,s-pPub, [a]ind,s-priv(1), [a]ind,s-priv(2)) consists of a public
component [aling,s.pub and two private components [aling,s.priv(1) and [a]ing,s-priv(2).

— [alind,s-pub, [a]ind,s.priv(1) and [a]ing,s.priv(2) are vectors over Zn.

e Decode, Decode(q, f, {[ai]i,1 }icn)> {[Pili2}icpn) {[Cili.3 }ien)) : The decode algorithm takes as
input a decoding parameter ¢, a polynomial f = %, ; xvijraibjcr with |v; ;.| < 6. It also
takes encodings {[aj]i1}icfn), {[bili2}icpn) and {[ci]is}icpz- It outputs leak € Zn.

Efficiency Properties: Consider the following experiment associated with any n, A € N, any
index ind € [n], any level ¢ € [3] and any plaintext x € [, d]:

1. Setup(1*,1™) — params

2. SetupEnc(params) — sp

3. Encode(sp, z,ind, £) — [X]ind,¢

Then we require |[X]ind ¢| < poly(X,logn) for some fixed polynomial poly.

(X,Y,Z)-Multilinear polynomials. We define the notion of (X,Y,Z) cubic multilinear poly-
nomials below.

Definition 6 ((X,Y,Z)-Multilinear). Let X = (z1,...,2,),Y = (Y1,.-.,Yn) and Z = (21,...,2p)
be three sets of variables. A polynomial p € ZN[T1,-. s Tns Yy - Yn, 2155 2n] 18 (X, Y,Z)-
multilinear if every term in the expansion of p is of the form Tiji,- x;y;2k, for some i, 4,k € [n], Ty, €
7N -

Cubic Evaluation and Correctness: Consider the following experiment associated with any
n,A € N, any index ind € [n], any index indg € [n], any level £ € [3], any polynomial f =
X jkYi,jk0ibjcr with 7; 5, € [—6,0] and any plaintexts a;, b;, ¢; € [—6, ] for i € [n]:

1. Setup(1*,1™) — params

2. SetupEnc(params) — sp
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3. SetupDec(params) — (q1, ..., qy)

4. Encode(sp, a,i,1) — [a];1 for i € [n]
5. Encode(sp, b,4,2) — [b]; 2 for i € [n]
6. Encode(sp,c,i,3) — [cl;3 for i € [n]
7. Let ¢ = Gindg

8. Decode(q, [, {[aili,1 }icpn)» {[bili2ticp)s {lcilistiem)) — leak

Cubic Evaluation: We now describe cubic evaluation property. This property states that the
Decode(q, f, {[aili1 }icfn), {[Pili2 }icn)s 1[Cili3}iepn)) algorithm evaluates an efficiently computable
cubic polynomial ¢, ¢ which depends on params, f, ¢, and which is a (X,Y,Z)-multilinear poly-
nomial over Zpn with:

e X = ({[ai]i,1-pub, [bi]; 2.pub, [ci]; 3-pub}icin])
o Y = ({[aili1-priv(1), [bi]iz2-priv(1), [ei]i3-priv(1) Fiepm))
o 7 = ({[ai]i71.priv(2), [bi]ivg.priv(Q), [ci]i73.priv(2)}i€[n])

Correctness: We require that with overwhelming probability over the randomness of the algo-
rithms:

o If f(ay,..,an,b1,..,by,c1,..,cy) =0, |leak| < TCEbound(A, n) for some polynomial TCEbound.

e Otherwise, |leak| > TCEbound(A,n).

4.1 Tempered Security

We present the definition of Tempered Security. Let F be a family of homogenous (X,Y,Z)-
multilinear J-bounded polynomials, for some sets of vectors X,Y and Z (where each vector is of
size n). We define S, to be a subset of 7-sized product F x --- x F (also, written as F").

We first describe the experiments associated with tempered security property. The experiment
is associated with a deterministic polynomial time algorithm Sim. It is also parameterised by
aux = (1M 1", z,y, 2, f1, ..., f). Bach vector x,y, z is in Z" and f1,..., f; € S,

Expt,,, (1*,17,0):

aux

1. Challenger performs Setup(1*,1™) — params

2. The challenger samples (qi, ..., g,) < SetupDec(params).
3. Challenger performs SetupEnc(params) — sp.

4. Now compute encodings as follows.

e Compute the encodings, [xi];1 <= Encode(sp, z;,14,1) for every i € [n].
e Compute the encodings, [y;li2 < Encode(sp, y;, 4, 2) for every i € [n].

e Compute the encodings, [z;]; 3 <— Encode(sp, z;, i, 3) for every i € [n].
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5. Compute leak; <— Decode(qy, f5, {[Xili,1 biepn)s {[¥ili2 icn)s {[Zili3 i) for J € [n].

6. Output the following:

(a) Public components of the encodings, {[x;];1.pub, [yi]i2.pub, [zi]i73.pub}ie[n].
(b) Decoding parameters g; for j € [n]
(c) Output of decodings, {leak;} ;¢

Expt,,, (1*,17,1):

aux

1. Challenger performs Setup(1*,1™) — params
2. The challenger samples (qi, ..., g,) < SetupDec(params).
3. Challenger performs SetupEnc(params) — sp.
e Compute the encodings, [x;];1 < Encode(sp, 0, ,i,1) for every i € [n].

e Compute the encodings, [yil;2 <= Encode(sp, 0,1, 2) for every i € [n]

e Compute the encodings, [z;]; 3 < Encode(sp, 0,1, 3) for every i € [n].

4. Compute the following for all j € [n]:

leak; < Sim (g5, f. {[xilia }iequ)s {vili2}iepal, {[2i)is}ien. fi(@, 9. 2))
to obtain the simulated outputs.
5. Output the following;:
(a) Public components of the encodings, {[x;]:1-pub, [yi]i2-pub, [zi]i 3.pub}ic(,)-
(b) Decoding parameters g; for j € [n]
(c) Output of decodings, {E’?j}je[n}'

Definition 7 (Tempered Security). A tempered cubic encoding scheme TCE = (Setup, SetupEnc,
SetupDec, Encode, Decode) associated with plaintext space Z = [—0, 0] is said to satisfy Tempered
security for polynomials (with coefficients over [—0,0]) if there exists an algorithm Sim so that
following happens:

e > 0, such that for all large enough security parameter X € N, and polynomial n = n(X\) and
any x,y,z € Z", (f1,.., [n) € Sy and adversary A of size A

|PrIA(EXpt (1%, 17,0) = 1] — PrlA(Expt,,, (11,17, 1)) = 1]] < 1 —2/A + negl(})
where aux = (12, 1™, ,y, 2, f1, ..., f) and negl(\) is some negligible function.

Few remarks are in order:
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Remark 2. For the rest of the paper, we abbreviate tempered security as Sy—tempered security to
explicitly mention the function class S,. One can imagine S, to be an arbitrary subset of F x---xF.
However, to pursue our approach, we will set S, as the n—sized product of cubic polynomials in
n(\) variables with the sum of absolute value of coefficients being bounded by some polynomial (in
A) independent of n. As described later, it turns out that this set contains the set of randomizing
polynomials constructed by [LT17], and suffices to get iO.

Remark 3. (On distinguishing gap being 1 — 2/X\) In the definition above and other definitions
described in the paper, we require distinguishing gap of any adversary of some bounded size to be
bounded by 1 — 2/ + negl(\), however it actually suffices if it is bounded by 1 —1/poly(\) + negl(\)
for any fized polynomial poly. We do this for simplicity of description.

Remark 4. (On number of query polynomials) In the definition above, an implicit restriction on
the number of polynomials (i.e., n polynomials). Indeed, in the instantiation, we only support
n = n'* for some 0 < € < 0.5. This choice of parameters will suffice for our construction of iO.
This € will be set later.

5 Three-restricted FE

In this section we describe the notion of a three-restricted functional encryption scheme (denoted
by 3FE).

Function class of interest: Consider a set of functions F3rg = F3rgrpn = {f : {Fg}?’ — Fp}
where [y, is a finite field of order p(\). Here n is seen as a function of A. Each f € F) p, takes as
input three vectors (x,y, z) over F, and computes a polynomial of the form c¢; ;. - x;y; 2, where
¢ jk are coefficients from Fp,.

Syntax. Consider the set of functions F3rg x pn as described above. A three-restricted functional
encryption scheme 3FE for the class of functions F3pg (described above) consists of the following
PPT algorithms:

e Setup, Setup(1*,1™): On input security parameter A (and the number of inputs n = poly(\)),
it outputs the master secret key MSK.

e Encryption, Enc(MSK, xz,y, z): On input the encryption key MSK and input vectors & =
(1, %),y = (Y1, -, yn) and z = (21,.., 2n) (all in F}) it outputs ciphertext CT. Here z is
seen as a public attribute and y and z are thought of as private messages.

e Key Generation, KeyGen(MSK, f): On input the master secret key MSK and a function
f € F3eg, it outputs a functional key sk[f].

e Decryption, Dec(sk[f], 1%, CT): On input functional key sk[f], a bound B = poly(\) and a
ciphertext CT, it outputs the result out.

We define correctness property below.
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B-Correctness. Consider any function f € F3rg and any plaintext x,y,z € Fp. Consider the
following process:

o sk[f] < KeyGen(MSK, f).
o CT «+ Enc(MSK, z,y, z)
o If f(x,y,2) € [-B, B], set 0 = f(x,y, z), otherwise set § = L.
The following should hold:
Pr [Dec(sk[f],17,CT) = 6] > 1 — negl()),

for some negligible function negl.
Linear Efficiency: We require that for any message (x,y, 2) € F[, the following happens:

e Let MSK <« Setup(1*,17).
e Compute CT « Enc(MSK, z, vy, z).

The size |CT| < nlogy p - poly(\). Here poly is some polynomial independent of n.

5.1 Semi-functional Security
We define the following auxiliary algorithms.

Semi-functional Key Generation, sftKG(MSK, f,0): On input the master secret key MSK, func-
tion f and a value 6, it computes the semi-functional key sk[f, 6].

Semi-functional Encryption, sfEnc(MSK, x, 1lvl, 1|z‘): On input the master encryption key MSK,
a public attribute & and length of messages y, z, it computes a semi-functional ciphertext ctgs.

We define two security properties associated with the above two auxiliary algorithms. We will
model the security definitions along the same lines as semi-functional FE.

Definition 8 (Indistinguishability of Semi-functional Ciphertexts). A three-restricted functional
encryption scheme 3FE for a class of functions F3re = {F3rE A pntren 18 said to satisfy indistin-
guishability of semi-functional ciphertexts property if there exists a constant ¢ > 0 such
that for sufficiently large A € N and any adversary A of size 2*°, the probability that A succeeds in
the following experiment is 272"

Expt(1*,b):
1. A specifies the following:

e Challenge message M* = (z,y, z). Here each vector is in FJ.

e It can also specify additional messages { My, = (T, Yk, 2k) fre|q Here each vector is in
F7.
P

e It also specifies functions fi,..., f, and hardwired values 01, ... ,0,.
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2. The challenger checks if O, = fr(x,y, z) for every k € [n]. If this check fails, the challenger
aborts the experiment.

3. The challenger computes the following

o Compute sk[fi, 0] < stKG(MSK, fi, 0k), for every k € [n].
e Ifb =0, compute CT* < sfEnc(MSK, x, 1yl 1‘z|). Else, compute CT* <— Enc(MSK, z,y, z).
o CT; < Enc(MSK, M;), for every i € [q].

4. The challenger sends ({CTi}ieq, CT*, {sk[fx, Ok] b repy) to A.
5. The adversary outputs a bit b'.

We say that the adversary A succeeds in Expt(1*,b) with probability € if it outputs b = b with
probability % +e.

We now define indistinguishability of semi-functional keys property.

Definition 9 (Indistinguishability of Semi-functional Keys). A three-restricted FE 3FE for a class
of functions Fare = {F3FEpntren 5 said to satisfy indistinguishability of semi-functional
keys property if there exists a constant ¢ > 0 such that for all sufficiently large X, any PPT
adversary A of size 2°°, the probability that A succeeds in the following experiment is 27",

Expt(1},b):
1. A specifies the following:

e It can specify messages M; = {(xi, i, 2i) } je|q- Here each vector is in Fy

o [t specifies functions f1,..., f, € F3re and hardwired values 01, . ..,0,.
2. Challenger computes the following :

e If b = 0, compute sk[f;]* + KeyGen(MSK, f;) for all i € [n]. Otherwise, compute
sk[fi]* <= sfKG(MSK, f;, 6;) for alli € [n].

e CT; + Enc(MSK, M;), for every j € [q].
3. Challenger then sends ({CTi}iciq, {sk[fil* }icpy) to A.
4. A outputs V.
The success probability of A is defined to be € if A outputs b/ = b with probability % + €.

If a three-restricted FE scheme satisfies both the above definitions, then it is said to satisfy semi-
functional security.

Definition 10 (Semi-functional Security). Consider a three-restricted FE scheme 3FE for a class of
functions F. We say that 3FE satisfies semi-functional security if it satisfies indistinguishability
of semi-functional ciphertexts property (Definition 8) and indistinguishability of semi-functional
keys property (Definition 9).

20



6 (Stateful) Semi-Functional Functional Encryption for Cubic Poly-
nomials

In this section, we define the notion of Semi-Functional Functional Encryption (referred to as FE3)
for cubic polynomials. This is defined along the same lines as the definition of projective arithmetic
functional encryption (PAFE), introduced by [AS17]. The main difference between our notion and
PAFE is that, we allow for evaluation of arithmetic circuits over values from a bounded domain
whereas PAFE allowed for evaluation of arithmetic circuits over large fields. Because of this, the
decryption in [AS17] was expressed in two steps (Projective Decrypt and Recover), whereas the
syntax of our decryption algorithm is the same as in a standard functional encryption scheme.

Function class of interest for FE;: We consider functional encryption scheme for cubic homoge-
nous polynomials over variables over integers Z. Formally, consider a set of functions Frg, zn =
{f : [-p,p|" — Z} where p is some constant. Here n is interpreted as a function of . Each
[ € Fresan takes as input @ = (z1,..,2,) € [—p,p]" and computes a polynomial of the form
Yci jkwixjry over Z (where some variables can repeat) and each coefficient ¢; ;1 € [p, p] and sum
of absolute values of the coefficients X; r|c; j x| < w(A). Constructing functional encryption for
homogenous polynomials suffice to construct functional encryption for all cubic polynomials. This
is because we can always write any polynomial as a homogeneous polynomial in the same variables
and an artificially introduced variable set to 1.

Syntax. Consider the set of functions Frg, = Frg; \n as described above. A semi-functional
functional encryption scheme FEj3 for the class of functions Frg, (described above) consists of the
following PPT algorithms:

e Setup, Setup(1*,1"): On input security parameter A and the length of the message 17, it
outputs the master secret key MSK.

e Encryption, Enc(MSK, x): On input the encryption key MSK and a vector of integers & =
(1, .., 2n) € [—p, p]", it outputs ciphertext CT.

e Key Generation, KeyGen(MSK, i, f): On input the master secret key MSK and an index
i € [n] denoting the index of the function in [n], function f € Frg,, it outputs a functional key
sky. Here, n denotes the number of key queries possible. Note that this algorithm is allowed
to be stateful.

e Decryption, Dec(sks, CT): On input functional key sk and a ciphertext CT, it outputs the
result out.

We define correctness property below.

Correctness. Consider any function f € Fgg,, any index ¢ € [n] and any plaintext integer vector
x € [—p, p|]". Consider the following process:

e MSK < Setup(1*,1")

o sky < KeyGen(MSK, i, f).
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e CT + Enc(MSK, x)
Let § = 1if f(x) # 0, 8 = 0 otherwise. The following should hold:

Pr[Dec(sks,CT) = 0] > 1 — negl()),
for some negligible function negl.

Remark 5. We consider a form of semi-functional functional encryption where the decryption
algorithm only allows the decryptor to learn if the functional value f(x) is 0 or not.

Linear Efficiency: We require that for any message & € [—p, p|" the following holds:
e Let MSK < Setup(1*,1™).

e Compute CT <— Enc(MSK, x).

The size |CT| < n - poly(A,logn). Here poly is some fixed polynomial independent of n.

6.1 Semi-functional Security

We define the following auxiliary algorithms.

Semi-functional Key Generation, sfKG(MSK,i, f,0): On input the master secret key MSK,
function f, an index ¢ and a value 6, it computes the semi-functional key sk g.

Semi-functional Encryption, sfEnc(MSK;,1™): On input the master encryption key MSK, and
the length 1™, it computes a semi-functional ciphertext ctgs.

We define two security properties associated with the above auxiliary algorithms.
We now define indistinguishability of semi-functional keys property.

Throughout the definition we denote by S, a set of tuples of dimension 7 over Frg,. Thus
S, C ngs'

Definition 11 (S,-Bounded Indistinguishability of Semi-functional Keys). A Semi-Functional FE
scheme for cubic polynomials FE3 for a class of functions Frg, = {Fres anfren 15 said to satisfy
S,—bounded indistinguishability of semi-functional keys property if there exists a constant
¢ > 0 such that for any sufficiently large X € N and any adversary A of size 2)\°, the probability
that A succeeds in the following experiment is 2=°.

Expt(1*,17,b):

1. A specifies the following:

e It can specify messages Mj = {x;}jc|q- Here each vector is in [—p, p|"
o [t specifies function queries as follows:

— It specifies (f1,...,fy) €Sy C ngg'
— 1t specifies values 01, . ..,0,.

2. The challenger computes the following:
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e MSK < Setup(1*,1")
e CT; + Enc(MSK, M;), for every j € [q].
e Ifb =0, compute sk} < KeyGen(MSK, i, f;). Otherwise, compute sk}, < sfKG(MSK, i, f;, 0;)
for all i € [n].
3. Challenger sends {CT;}ieq and {sk} }icpy to A:
4. A outputs V.
The success probability of A is defined to be € if A outputs b/ = b with probability % +e.

Definition 12 (S,-Bounded Indistinguishability of Semi-functional Ciphertexts). For a semi-
functional FE scheme FE3 for a class of functions Frg, = {Fresantren ; the Sy—bounded indis-
tinguishability of semi-functional ciphertexts property is associated with two exrperiments.
The experiments are parameterised with aux = (1%, 1™, T, M; = {(x;) }ier, M* = (), f1, .., fn)-
Expt,,, (1},17,b):

1. The challenger sets 0; = fi(x) fori € [n]. The challenger computes the following:
Compute MSK < Setup(1*,17).

Compute sky, g, < sSTKG(MSK, k, f,0), for every k € [n].

CT; < Enc(MSK, M;), for everyi €T

If b =0, compute CT* < Enc(MSK, M*).

If b =1 compute CT* < sfEnc(MSK, 1™).

NS A o e

Output the following:

(a) CT; fori el and CT".
(b) sky, g, fork € [n]

(¢) M* and {M;}ier

(d) fly--~7f7]

A semi-functional FE scheme FEg associated with plaintext space 7 = [—6, 4] is said to satisfy
n—indistinguishability of semi—functional ciphertexts property if the following happens:
de > 0 such that, Y\ > X\g, polynomial n = n(\), polynomial T, for any messages {M;}icr € Z7,
M* ez, (fi,...fn) €Sy and any adversary A of size 27

|PrA(Expt,y (11, 17,0) = 1] — PrlA(Expty, (11,17, 1)) = 1]| < 1 — 2/ + negl())
where aux = (1)\7 1n’ Fa Ml = {(wi)}i€F7 M* = (33)7 f17 a3 fTI)
If a FE3 scheme satisfies both the above definitions, then it is said to satisfy semi-functional security.

Definition 13 (S,—Bounded Semi-functional Security). Consider a semi-functional FE scheme
for cubic polynomials FE3 for a class of functions Fre,. We say that FE3 satisfies S;,—bounded
semi-functional security if it satisfies S, —bounded indistinguishability of semi-functional cipher-
teats property (Definition 12) and S,—bounded indistinguishability of semi-functional keys property
(Definition 11).
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7 Semi-Functional Functional Encryption for Circuits

In this section, we define the notion of Semi-Functional Functional Encryption (referred to as sFE)
for circuits.

Syntax. A Semi-Functional secret-key functional encryption scheme for a message space xy =
{xr}ren and a function space C = {Cy}, is a tuple of PPT algorithms with the following properties:

e Setup, Setup(1*): On input security parameter )\, it outputs the master secret key MSK.

e Encryption, Enc(MSK,z): On input the encryption key MSK and a message = € x), it
outputs ciphertext CT.

e Key Generation, KeyGen(MSK, C): On input the master secret key MSK and a function
C € C,, it outputs a functional key skc.

e Decryption, Dec(skc,CT): On input functional key skc and a ciphertext CT, it outputs
the result out.

We define correctness property below.

Correctness. Consider any function C' € Cy and any plaintext & € x. Consider the following
process:

e MSK < Setup(1?)
o skc < KeyGen(MSK, C).
e CT < Enc(MSK, z)
The following should hold:
Pr [Dec(skc,CT) = C(x)] > 1 — negl(\),

for some negligible function negl.

Sub-Linear Efficiency: We require that for any message x € [—p, p]" the following holds:
e Let MSK « Setup(1%).
e Compute CT < Enc(MSK;, ).

The size |CT| < E};ec - poly(A, |x|). Here poly is some fixed polynomial, o > 0 is some constant,
|| is the length of the message x and {c = max{size(C)}cec, -

24



7.1 Semi-functional Security
We define the following auxiliary algorithms.

Semi-functional Key Generation, sftKG(MSK, C,#): On input the master secret key MSK, func-
tion C' € Cy and a value 6, it computes the semi-functional key skc g.

Semi-functional Encryption, sfEnc(MSK, 1%): On input the master encryption key MSK, and
the length 1*, it computes a semi-functional ciphertext cts.

We define two security properties associated with the above auxiliary algorithms.
We now define indistinguishability of semi-functional key property.

Definition 14 ( Indistinguishability of Semi-functional Key). A Semi-Functional FE scheme for
circuits sFE for a class of functions C = {Cy}aen is said to satisfy indistinguishability of semi-
functional key property if for sufficiently large A € N, there exists a constant ¢ > 0 such that
for any adversary A of size 2°°, the probability that A succeeds in the following experiment bounded
by 27,

Expt(1*,b):
1. A specifies the following:

e It can specify messages M; = {xj}je[q} for any polynomial q. Here each M; € x\.
e [t specifies function queries as follows:

— It specifies C € Cy,.

— It specifies values 0 in output space of C'.

2. The challenger computes the following:

e MSK < Setup(1*)
e CT; < Enc(MSK, Mj), for every j € [q].
e Ifb =0, compute sk, < KeyGen(MSK, C'). Otherwise, compute sk, < sfKG(MSK, C, 6;).
3. Challenger sends {CT;}icq and {skf} to A:
4. A outputs V.
The success probability of A is defined to be € if A outputs b/ = b with probability % + €.

Definition 15 (Indistinguishability of Semi-functional Ciphertexts). For a semi-functional FE
scheme sFE for a class of functions C = {Cx} en , the indistinguishability of semi-functional
ciphertexts property is associated with two experiments. The experiments are parameterised
with aux = (1M T, M; = {;}ier, M* = z,C)
Exptaus (1%, b):

1. The challenger sets § = C(x). The challenger computes the following:

2. Compute MSK < Setup(1*).
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3. Compute skc g < sfKG(MSK, C, 6).
4. CT; < Enc(MSK, M;), for every i € [I].

©

If b =0, compute CT* < Enc(MSK, M*).

Ifb =1 compute CT* < sfEnc(MSK, 1*).

SIS

Output the following:

(a) CT; fori €T and CT*.
(b) skcyg.

(¢) M* and {M;};cr

(d) C

A semi-functional FE scheme sFE associated with plaintext space x is said to satisfy indistin-
guishability of semi—functional ciphertexts property if the following happens: 3¢ > 0 such
that VA > Ao, any polynomial T, messages {M;}icr € xx, M* € xa , C € Cx and any adversary A
of size 2\°:

|PrIA(Exptaug(1%,0) = 1] = PrlA(Expt,(11,1)) = 1]] <1 —2/A + negl(})
where aux = (17 T', M; = {x; }ier, M* = 2,C)

Definition 16 ( Semi-functional Security). Consider a semi-functional FE scheme sFE for a class
of circuits C, s. We say that sFE satisfies semi-functional security if it satisfies indistinguishabil-
ity of semi-functional ciphertexts property (Definition 15) and indistinguishability of semi-functional
key property (Definition 1/).

Remark 6. Note that if in the indistinguishability of semi-functional ciphertexts property if instead
of requiring the advantage of adversary to be bounded by 1 —1/2X+negl()\), we require it to be 2~
for some constant ¢ > 0, then this notion implies (sublinear) secret-key FE in traditional sense and
is already enough to imply 0.

Now, we rephrase the above definition of indistinguishability of semi-functional ciphertext se-
curity by using theorem 7.

Theorem 6. Fiz 1), 1", T {M;}, M*,C as above. Define two functions Ey for b € {0,1}, that
takes as input {0, l}éb. Here 0y, is the length of randommness required to compute the following. The
functions do the following.

Consider the following process:

1. Compute MSK < sFE.Setup(1*).
2. Compute CT; < sFE.Enc(MSK, M;) for i € [I].
3. Set 0 = C(M*). Compute skc < sFE.sfKG(MSK, C, 6).

4. Ifb =0, compute CT* = sFE.Enc(MSK, M*) and if b = 1, compute CT* = sFE.sfEnc(MSK, 1*).
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5. For b€ {0,1}, E, on input r € {0,1}% outputs {CT;}ier, skc, CT*.

If sFE satisfies indistinguishability of semi-functional ciphertexts property, then, there exists a con-
stant ¢ > 0 such that there exists two computable (not necessarily efficient) measures Mgy and M,
(M, defined over {0,1}% for b € {0,1}) of density exactly 1/ such that, for all circuits A of size
2%,
Pr [A(Ey(u) =1]— Pr [A(E(v))=1]] <27
uD g, veDpmy

Here both measures may depend on ({M;}ier, C, M™)

Proof. We invoke theorem 7 to prove this. We recall the theorem below:

Theorem 7 (Imported Theorem [MT10]). Let E : {0,1}" — X and F : {0,1}'"" — X be two
functions, and let e,y € (0,1) and s > 0 be given. If for all distinguishers A with size s we have

P E =1- P F =1]| <
LPr AE@) =1 - P AFG) =1 <
Then there exist two measures Mg (on {0,1}") and My (on {0,1}") that depend on vy, s such
that:

o u(Myp)>1—c¢€ forbe {0,1}

872

e For all distinguishers A" of size s' = 135702

| Pr JA(E(x) =1 - Pr [A(F(y) =1][ <~

Dy, y<Drmy n
Due to security of sFE, we know that for any adversary A of size s = 22,

| Pr [A(Ep(u))=1—- Pr [AEWw)=1]|<1-2/XA+negl<1-3/2\

u+{0,1}% v+{0,1}41
Thus, there exists two measures M} (on {0,1}*) and M} (on {0,1}*) with density at least 3/2)
such that for all adversaries A’ of size s’ = sv2/128(fy + 1 + 1),

| Pro[A(Eo(w) =1 - Pr [A(E(v)) =1]| <y

u<—DM6 v(—DM/l
Since s = 2" we can set ¢ such that s’ > 2*° and v = 27" for some constant ¢ > 0.
_ 1 / 1 .
Now define My = (W)Mb for b € {0,1}. Note that the constants M) < 1 as the density
p(Myp) > 3/2X. Thus, these measures can be scaled so that their density is exactly 1/\. Since, M,
induce the same distribution as Mj for b € {0,1}, the claim holds.

O

8 Step 1: Instantiating TCE

We start by describing the key ingredients and assumptions used to build our candidate. Then, we
present our candidate.
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8.1 Perturbation-Resilient Generator (ARG)

First we define the notion of a e—polynomial sampler.

Definition 17. (e-polynomial sampler) A randomized polynomial time algorithm Q is an e— poly-
nomial sampler if it takes as input a security parameter 1*, 1", and B, and outputs (qy, ..., gi+e).

e Here each ¢; is a homogeneous multilinear quadratic polynomial in Z[x1, ..., xy].

e The coefficients of each polynomial are bounded by some polynomial By (A, n, B)

ARG Assumption: There exists a constant € > 0 such that there exists an e— polynomial
sampler @) (with coefficient bound Bj), such that for every polynomial B()), and for every large
enough polynomial n = n(\), there exists a polynomial Ba(n, A) such that for all large enough A,
the following is true: for every ay, ..., a,, where n = n'*¢ with |a;] < B()\), we have that for any
distinguisher D of size 2*:

|Pr[D(z & Dy) = 1] — Pr[D(z <& Dy) = 1] < 1 — 2/
Here D; and D9 are defined below:

e Distribution D;: Sample e¢; & [-Ba, By for i € [n]. For j € [n], sample polynomials
Q(1>‘, ™) = (q1, - qn). Output {qj, a; + qj(el, . Bn)}je[nlJre}

e Distribution Dy: Sample e; & [-Ba, Bs] for ¢ € [n]. For j € [n], sample polynomials
Q(1>\7 1") = (q1, -, @y). Output {qj,qj(el,..,en)}je[nus}

Candidate Sampler Q: We now describe our candidate € sampler () for which ARG assumption
holds. @ takes as input 17, 1%, B and does the following:

1. Set By =1 and By = B2)\2.

2. Sample polynomials g;(e1, ..., €n) = 5 yefn]j>kVjk€j€k for i € [n'1€]. Here ~; + [-By, Bi]

8.2 LWE Preliminaries

A full-rank m-dimensional integer lattice A C Z™ is a discrete additive subgroup whose linear span
is R™. The basis of A is a linearly independent set of vectors whose linear combinations are exactly
A. Every integer lattice is generated as the Z-linear combination of linearly independent vectors
B = {by,....,b,,} CZ™. For a matrix A € dexm, we define the “p-ary” integer lattices:

€L m u m
A; = {e € Z™|Ae = 0 mod p}, A, ={e € Z™|Ae = umod ¢}

It is obvious that Ap is a coset of AIL,.

Let A be a discrete subset of Z™. For any vector ¢ € R™, and any positive parameter ¢ € R,
let poc(x) = exp(—||z — c||?/o?) be the Gaussian function on R™ with center ¢ and parameter
o. Next, we let psc(A) = > cp Po.c(T) be the discrete integral of p, o over A, and let Dy gc(y) :=

z UZEX% We abbreviate this as Dy , when ¢ = 0. We note that Dzm , is /mo-bounded.
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Let S™ denote the set of vectors in R™ whose length is 1. The norm of a matrix R € R™*™
is defined to be sup,cgm||/Rx||. The LWE problem was introduced by Regev [Reg05], who showed
that solving it on average is as hard as (quantumly) solving several standard lattice problems in
the worst case.

Definition 18 (LWE). For an integer p = p(d) > 2, and an error distribution x = x(d) over
Zyp, the Learning With Errors problem LWEg; ,, .\ s to distinguish between the following pairs of
distributions (e.g. as given by a sampling oracle O € {Og,O0g}):

{A,sTA + 2T} and {A,u)}

where A<—ngm, s(—Zg, usZy', and x < X"

Gadget matrix. The gadget matrix described below is proposed in [MP12, AP14].

Definition 19. Let m =d - [logp]|, and define the gadget matriz G = go ® 14 € ngm, where the

vector go = (1,2,4, ..., 9 llog pJ) € Zgog Pl We will also refer to this gadget matriz as “powers-of-two”
matriz. We define the inverse function G™1 : Zf,xm — {0, 1}™*™ which expands each entry a € Zy
of the input matriz into a column of size [logp]| consisting of the bits of binary representations.
We have the property that for any matriz A € ngm, it holds that G - G™1(A) = A.

8.3 Owur TCE construction:

Below we present our TCE construction. This construction is inspired from the homomorphic
encryption construction of [GSW13].
Setting the parameters: Set the following parameters:

e d = \°! for some constant ¢y > 0

o Let p = O(2*7) be a prime and m = d[logp] for some constant ¢ > 0 such that LWE 4 . py
holds for a distribution y bounded by a polynomial Bs(\).

e Set Bj and Bs such that the ARG assumption holds for some constant € > 0, length parameter
n, security parameter A and the polynomial B(A) (described below).

o S;: Weset S, to be (F,,,B,)". Here, F, p, is the set of homoegenous cubic polynomials with
sum of absolute value of coefficients in [—By, By] for some polynomial By(A). This choice
turns out to be sufficient to construct iO. Looking ahead, these polynomials will come from
the set of degree three randomizing polynomials [LT17], which satisfy this property.

e B: The bound B is set to be m3B3B,. This is computed as the maximum norm on the
encodings for any function f € F, p, before smudging with ¢(-) values.

e TCEbound : TCEbound is the maximum norm of the decoded value for any function f € F, B,
which evaluates to 0. It can be upper bounded by B + nQBlB%.

We describe a non-commutative product lemma that will be useful to describe our construction. In
particular, the function F,, described in the below lemma will be used in the decode algorithm.
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Lemma 1 (Non-commutative Product Lemma). Suppose we have a vector a € ZéXd, matrices
U e ZSXW,V € Zy™™. There is a function Fpep : Z’;m2><1 X ngm — Zéxm that given a ® V
and U, computes aUV. That is, Fpep(a ® V,U) outputs aUV. Moreover, Fpep(a ® V,U) =
(qi(e ® V,U),...,qm(a ® V,U)), where q; is a quadratic polynomial with every term being a
product of an element in a ® V and an element in U.

Proof. Let a = [a; ---aq]. The (i,§)"" element in U is denoted by u;;, for every i € [d],j € [m].
The (i, j)* element in V is denoted by v; ;.

Observe that the i element, for every i € [m], in aU is denoted by Y7 | a;u;. The i*" element
in aUV, for i € [m], is denoted by 2?11(2?:1 ajug;) - vik. The expression > 7", (377 ajug;) - vi
can be rewritten as, Y Z?Zl(ajvik) -ugj. Recall that @ ® V is a vector consisting of ajvjy, for
every i € [d],j € [m],k € [m]. Thus, >3, >7%_, (a;jvik) - ug; is a quadratic polynomial, denoted by
qi, with every term being a product of an element in ¢V and an element in U. Thus, ¢;(aV, U)
computes the i*" element in aUV, for i € [m]. This completes the proof. O

Construction. We describe the scheme TCE below.

e Setup, Setup(1*,1"): On input security parameter A, 17, it sets params = (1,17, By, By, p).
Function class S,, and parameters B, By, By are instantiated later.

e SetupEncode, SetupEnc(params): On input params = (1*, 17, adv, By, Bo, p), run the fol-
lowing steps:

Sample ¢ & F&*! and C & F*m,

Set b = CTt + eT, where e < x™ with ||e||o < Bs.

Set A = [CT||p]T in FETI*m.

Also set s = (tT,—1) in IFIIDX(dH)

Sample e; « [—Ba, Bs] for i € [n].

AN B

Output sp = (s, A, e1,...,€5)

e Encode, Encode(sp, z,ind, ¢): On input sp = (s, A, e, ..., €,,), plaintext « € [—p, p|, index ind
and level ¢ € [3], proceed according to the three cases:
Sample uniformly Ring ¢ il {0,1}™*™ Let G € Fg,dﬂ)xm denote the gadget matrix and let
its inverse function be G71(-), as given in Definition 19. Set ¢ € Zp such that ¢sGe,, =
LWJ, where e,, is an indicator vector of dimension m with the m! position containing
1 and the rest of the elements are zero. Compute ([X]ind ¢-pub, [X]ind,¢-Priv(1), [Xind,¢.priv(2))
according to Figure 1.

We also assume that all these public and private parts of the encodings are padded appropri-
ately with string consisting of zeroes such that their lengths are same. This length is equal
t0 lene = (d + 1) x m x mlogp, which is computed from the length of [X]ing ¢.priv(2).

Output ([X]ind,¢.pub, [X]ind.¢-priv(1), [Xind,¢-priv(2)).
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[X]ind,¢-pub [X]ind,¢-priv(1) [X]ind,¢-priv(2)
(=1 (ARjna¢ + 206G, 1) (20, €ind) (1, €ind)
{=2 ARind’g + :c¢_1G G_l(—ARind’Z) 1’(;5_18
¢ =3 | ARing¢ + 290G 1 s® G_I(ARind,é)
Figure 1:

e Setup-Decode, SetupDec(params): On input params = (1*,1%, adv, By, By, p), generate
QUIM1™,) = (qi, .., qn), where @ is as defined in the ARG assumption.

e Decode, Decode(q, f,{Ui}icn), {Vi}iem)s {Wktrem): Let f € Sy = Zijrvijrvivize. Sup-
pose U;.priv(1) = (Q; priv(1), €i) and Us.priv(2) = (Q; priv(2), €i)- Consider the following opera-
tion:

— Computing a monomial: for every monomial of the form z;y;2;, compute the follow-
ing polynomial,

Ziji = Qiypriv(l)><Vj.priv(2)><Wk.pub—|—Fncp (I/Vk.priv(2)7 Us.pub x Vj.priv(1) — Vj.pub x Qi7priv(1)) ,

where F, is the function guaranteed by Lemma 1.

Output ‘ (Zi,j,k ’y@j’kZijk) en +q(ei,... en)l
We now prove the following properties.

Correctness: First, we prove correctness of homomorphic evaluation with respect to a monomial.
Then, we show how to extend this to homomorphic evaluation of arbitrary polynomials.

Consider plaintexts z;, z;,z, € [—p,p], indices i,j,k € [n]. Generate Setup(1*,1™) to obtain
params = (1*,17, By, By, p). Generate SetupEnc(params) to obtain sp = (s, A, e, ..., ;). Compute
the following three encodings:

e U; «+ Encode(sp, z;,1i,1)
e V,; «+ Encode(sp, zj, j, 2)
e W < Encode(sp, zy, k, 3)

Let U;.Priv(1) = (Qj priv(1), €i) and U;.Priv(2) = (Q; priv(2), €i)- Perform the following operations.
e Computing Int; = Q; yriv(1) X Vj.priv(2) x Wj.pub:
Int; = z;0- fz:jdfls (AR + z10G)
= z;2;8ARy + z;2;2,08G
e Computing Inty = (U;.pub x Vj.priv(1) — Vj.pub X Q; niv(1)):

Ints = ((AR;+7;6G) x G 1(AR;) — (AR, + ;¢ 'G) x ;¢
= ARiG_l(A . Rj) + xi(ﬁARj — me_l(ARj) — xiij
ARZ'G_1<AR]') — $i$jG
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e Computing Int3 = Fpep(Wg.priv(2), Intz): Recall that W, = s ® G !(ARy). From
Lemma 1, we have

Ints = Fpep(Wh.priv(2), Ints)
= sx (AR;G '(AR;) — 2;2,G) x G '(ARy)
= sAR;G '(AR;)G '(ARy) — z;7,;5AR;,
e Computing Int = Int; + Ints:

Intijr = sSAR;G"H(AR;)G 1 (ARy) + z;2,7,68G

We calculate |Int;;, x e,| below.

[Intijr X €n| = | (sARiG_l(ARj)G_l(ARk) + 22 TpSOG) €|
| (sAR;G"'(AR;)G 1 (ARy)) en| + |zi2j2£05Gen|

IN

—1 -1 P
| (sAR:G ™ (AR;)G ™ (ARy)) en| + zizj74 {WJ

IN

- - P
m?[[sAlloo - [Rilloo - [|GT (ARy)|[oc - [|GT (AR)|[oo + wi iz {2n334p3J

< m?Bs;+ TiTj Tk { P J

2n3 Byp3
We now prove the correctness of evaluation of a polynomial f(x1,...,2,) = Zi,j,ke[n] Vi j kLT T,
We hayve,
Decode(q, f, {Us}icin> {Vj tiemp {Wrtwem) = D Vigwlntie X em +aler,. .. en)
i,J,k€[n]

There are two cases:

e Case f(x1,...,2,) =0:

|Decode(q, f, {Ui}iepnps {Vitjerp {Witeer)| < | D igsIntije X em| + la(er,. .. en)]
i,5,k€[n]
3 P
< Z Ving e’ By + Z Ving kT TR {WJ
i,J,k€[n] i,5,k€[n]
+Q(617 ey en)
= Z Yijkm®Bs + qlet, ... en)
i,5,k€[n]

< n3m333 +n’B;

e Case f(x1,...,2,) = 1:
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Decode(q, f, {Usbici)s {Vitieml (Withem) < D vagwem®Bs+ | D vigrwijay | - {
i,j,k€[n] i,J,k€[n]
+q(er, ... en)
< 533 p 2
< nt3+L2J+n By
Also,
P
Decode(q, f, {Us}iei)s {Vitjer (Wiknem) = | Do vigwizion | - | 5555
 heln] 2n B4p
1,7, n
I
2n3B4p3

Cubic Evaluation Property. The cubic evaluation property can be observed from the descrip-
tion of Decode.

Security. We prove security below.

Theorem 8. The above scheme satisfies tempered security assuming the ARG assumption and
learning with errors.

Proof. We first describe the simulator associated with the above scheme.

Slm(q]7 fja {[Xi]i,l}ie[n]a {[yi]i,2}i€[n]a {[Zi]i,3}ie[n]7 f] (X7 Yy, Z)): On input polynomial dj, function fj
associated with index j € [], encodings {[ili,1 }ic[n), {[Vili2}iem)> {[2i]i3}iepm) and output f;(x,y, z),

e Sample e; + [~ By, Bo] for i € [n].

e Compute (e7,...,e) < (qi(e1, s en), s qple1, -, en))-

e (Smudge), Set E\E — e+ fi(x,y,2) Lﬁj.
e Output (Iga\lq,...,@(n).
We describe the hybrids below. Let aux = (1}, 1", z, ¥y, z, f1, ..., fn). Each vector x,y, z is in Z".
Hybrid,: This corresponds to the real experiment. In particular, the output of this hybrid is:
1. Challenger performs Setup(1*,1™) — params
2. The challenger samples (qi, ..., ;) < SetupDec(params).

3. Challenger performs SetupEnc(params) — sp.

4. Now compute encodings as follows.
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e Compute the encodings, [x;];1 < Encode(sp, x;,1,1) for every i € [n].
e Compute the encodings, [y;]i2 < Encode(sp, y;,1,2) for every i € [n].

e Compute the encodings, [z;]; 3 <— Encode(sp, z;, i, 3) for every i € [n].
5. Compute leak; < Decode(q;, fj, {[Xili1 Yien]s 1[Yili2 i) {[Zili3 }iepm)) for j € [n].
6. Output the following:
(a) Public components of the encodings, {[x;l; 1.pub, [yil:2-pub, [zi]; 3.pub}ic(y-

(b) Decoding parameters {g;} for j € [n].
(c) Output of decodings, {leak;} c(y-

Hybrid,: In this hybrid, the leakage output by decode is instead generated by the simulator.

1. Challenger performs Setup(1*,1") — params
2. The challenger samples (qi, ..., g,) < SetupDec(params).
3. Challenger performs SetupEnc(params) — sp.

4. Now compute encodings as follows.
e Compute the encodings, [xi];1 <— Encode(sp, z;,1,1) for every i € [n].
e Compute the encodings, [y;]i2 < Encode(sp, y;, 1, 2) for every i € [n].

e Compute the encodings, [z;]; 3 < Encode(sp, z;, 1, 3) for every i € [n].

5. Compute {leak;} ;e < Sim (g5, f5, {[Xili1 Ve {[yili2 biem, {[2ili3}iep) fi(®, 4, 2)).

6. Output the following:

(a) Public components of the encodings, {[xpi]i,1-pub, [yb.ili2-Pub, [Zb i]i,3-Pub}icin)-
(b) Decoding parameters g; for j € [n].
(¢) Output of decodings, {@}jem.

Claim 1. Suppose that the ARG assumption is true then for any adversary A of size at most 27,
| Pr[A(Hybrid,) = 1] — Pr[A(Hybrid,)]| <1 — 2/X + negl(\)

Proof. The only difference between Hybrid; and Hybrid, is in how the n number of leakages are
generated. In Hybrid,, the j leakage is of the form ¢;(-) +a;. Note that a; = e; tne + fj(X,¥,2) -

Lﬁj, where e; e is some value in the range [—B, B]. In Hybrid,, the jt leakage is of the

form leak; = q;(-) + fj(x,y,2) - LWJ.

Suppose the output distributions of Hybrid, and Hybrid, are computationally distinguishable
with probability greater than 1 — 2/ + negl(\), we can design an attacker that breaks the ARG
assumption as follows. This attacker first generates (€1 fhe, ..., €n fhe): this is performed by first
generating the TCE encodings and then computing (eq,fhe,- -, €n, fhe) as a function of these en-
codings. The attacker submits this tuple to the challenger of the ARG assumption. The challenger
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returns the polynomials (¢1,...,q,) and (leaky,...,leak,). The attacker then submits the TCE en-

codings along with (q1, ..., g,) and (leaki + fi(x,y, z) - Lﬁj v leaky + fi(x,y,2)- LWJ)
to the distinguisher (who distinguishes Hybrid; and Hybrid,). The output of the attacker is the
same as the output of the distinguisher. Thus, if the distinguisher distinguishes with probability
then the attacker breaks the ARG assumption with probability e. O

Hybrid;: In this hybrid, generate the encodings as encodings of zeroes. In particular, execute the
following operations.

1. Challenger performs Setup(1*,1™) — params
2. The challenger samples (qi, ..., g,) < SetupDec(params).

3. Challenger performs SetupEnc(params) — sp.

e Compute the encodings, [xi];1 <= Encode(sp, 0,1, 1) for every i € [n].
e Compute the encodings, [y;]i2 < Encode(sp, 0,1, 2) for every i € [n].

e Compute the encodings, [z;]; 3 < Encode(sp, 0,1, 3) for every i € [n].

4. Compute {leak;} e,  Sim (Qj,fj,{[Xi]i,l}ie[n]a{[Yi]’i,Q}ie[n]a{[Zi]i,3}i€[n]af]'(m?y7z)) to ob-
tain the simulated outputs.

5. Output the following:

(a) Public components of the encodings, {[xpi]i,1-pub, [yb.ili2-Pub, [zb ii,3-Pub}icin)-
(b) Decoding parameters g; for j € [n].
(c) Output of decodings, {E’E}jE[n}'

Claim 2. Suppose the learning with errors assumption is true, then for any adversary A of size
22, it holds that | Pr[A(Hybrid,) = 1] — Pr[A(Hybrid;) = 1]| < 27,

Proof. We show the indistinguishability of Hybrid, and Hybrid; by considering the following
sub-hybrids.

Hybrid, ;: The only change between hybrids Hybrid, and Hybrid, ; are in the generation of b.

In this hybrid, generate b & Fo.
The indistinguishability of hybrids Hybrid, and Hybrid, ; follow from the learning with errors
assumption.

Hybrid, 5: The only change between Hybrid, ; and Hybrid, , is in the generation of the public
parts of the encodings. Specifically, for every i € [n], ¢ € {1,2,3}, generate the public part of the
encoding of x; ¢ as [xj¢]; ¢.pub = U; s+ z; ¢G. The statistical indistinguishability of Hybrid, ; and
Hybrid, 5 follows from the extended leftover hash lemma.

Hybrid, 3: The only change between Hybrid, , and Hybrid, ;5 is in the generation of the public
parts of the encodings. Specifically, for every i € [n], ¢ € {1,2,3}, generate the public part of the
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encoding of z; ¢ as [X; |; ¢.pub = U; y+0-G. The output distributions of Hybrid, , and Hybrid, 3
are identical.

Hybrid, 4,: The only change between Hybrid, , and Hybrid, 5 is in the generation of the public
parts of the encodings. Specifically, for every i € [n], ¢ € {1,2,3}, generate the public part of the
encoding of x;, as [x;j]i¢.pub= AR+ 0- G, with A = [CT|bT], where (i) C bl ]ngm and, (ii)
b « Fdx1
5
The statistical indistinguishability of the output distributions of Hybrid, 3 and Hybrid, , fol-
lows from the extended leftover hash lemma.

Finally, learning with errors assumption implies that the output distributions of Hybrid, , and
Hybrid; are computationally indistinguishable. This concludes the proof.

9 Step 2: Construction of Three-Restricted FE from Bilinear
Maps

We construct a three-restricted FE scheme 3FE for the class of functions F3pg = {.7-“3|:E,,\7p’n}>\€[N]
(recalled below). We later show that 3FE satisfies semi-functional security property. The tool to
construct this primitive is a 4-slotted encodings scheme, introduced by [AS17], of degree 2. We use
additive notation to indicate the group operation. Each slot will correspond to a group of order p.
We recall this definition in Section 3.2. The abstraction of this scheme is similar to bilinear maps
of composite order.

e Recall function class of interest. F3re consists of all functions F3re\pn = {f : {Fg}3 — Fp}
where Fp, is a finite field of order p(A). Here n is seen as a function of \. Each f €
F3FE N pn takes as input three vectors (x,y, z) over Fp and computes a polynomial of the
form Xc¢; j pxiy; 2z over Fp, where the coefficients are specified by the function f.

We describe the construction below. We assume that n is known to the algorithms implicitly.

Setup(1*,1™): On input security parameter A,

e Sample o, f;,7; < Fp for all i € [n]. Denote o = (a1,...,a), B = (B1,..., 0n) and v =
(717"'7’771)‘

e Sample S uniformly at random from IFp,.
e Sample R uniformly at random from [Fp,.

e This algorithm also does setup for a slotted encoding scheme. For simplicity of notation, we
assume that the encoding key and public parameters of this scheme are implicitly known to
the encoding algorithm and public parameters are known to the evaluation algorithms. We
also assume that the slotted encoding encodes elements in Fp,.
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Set the master secret key to be MSK = (a, 3,7, 5, R).

KeyGen(MSK, f): On input the master secret key MSK and function f,

e Compute k; j =[0]S;-v;-5|0] 0], for every ¢,j € [n].

e Sample r uniformly at random from Zy. Compute Opey, = [0 |V -R | 0 | 7 ]o. We compute
V as follows: let f be represented as a degree three polynomial g such that g is multilinear
over the variables «, y and z. Let g(x, y,2) = Zi,j,ke[n] CijkTiYj2, With ¢, € Zp. We set
the value V as V = Zi’j’ke[n] Cijk Qi B Vk-

Output the resulting functional key sk[f] = ({ki; }icfn) jefn]> Okey)-

Enc(MSK, x,y, z): The input message M = (x,y, z) consists of a public attribute & and private

vectors y, z. Denote by x; to be the i"® component in the vector of x (and likewise for y and z).
Perform the following operations:

e Sample A € Zp uniformly at random.
e Compute CTy; =[y; | B;i-A |00 ], for every i € [n].
e Compute CT3; =2 |7 -A]0]0 ], for every i € [n].
e Compute CT? =[0 | (a; +2;) - A2571 | 0] 0 ]1, for every i € [n].
e Compute O, =[0]|A%2-R71]0]0];.
Output the ciphertext CT = (2, {CT2,i }icny {CT3,i biepn» {CTF Yiepn)s Oct)-
Dec(sk[f],12,CT): On input the functional key sk[f] and a ciphertext CT, perform the following:

Parse the ciphertext as CT = (2, {CT2;}igjn]s {CT3,i biein)s {CT7 Yien), Oct) and the functional key
as Sk[f] = ({ki,j}ie[n},je[n]; @key)-

e For all 4, j, k € [n], first compute e(CTy;,CT3 ;) to obtain (ﬁ'z\] and then compute m =
Tl - CTi,j'

e For all ¢, 7,k € [n], compute e(CTE, k; ;) to obtain @

e For all 4,7,k € [n], compute ans; j; = C/T;C = CT7 k-

e Let f be represented as a polynomial g = ¥ ; x¢; j x7iy;zx Where each ¢; ;i € Fp. Compute
Y jkCij kANS; j | = ans”.

o Compute e(Oey, Oct) to get OF.

e Compute out = ans* + ©*. Check if out = [j]7 for some j € [-B, B]. If so, output the value
J, otherwise output L.
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Correctness of Decryption: Note that given a key for any function f € F3rg and a ciphertext
encrypting (x,y, z) the following happens: (please refer to the decryption algorithm)

1. First step ensures that C/T\” = [yiz; + 5NJ'A2]T and C/T,7€ = [zryiz; + xkﬁﬂjAQ]T for all
i,j,k € [n].

2. Second step ensures that C/Téif = [(a; + 23) Bj e A% for 4,4,k € [n].
3. Third step ensures that ans; j, = [z;y;21, — i B A%r for i, j, k € [n].
4. Fourth step ensures that ans* = [f(z,y, z) — ©*A?]

5. Final step ensures that out = [f(x,y, 2)]r.

Efficiency: We now bound the size of the cipher-text. Each cipher-text consists of 3n + 1 slotted
encodings and a vector x. Each encoding is of size log, ppoly(\). This proves the result.
9.1 Security

Theorem 9. Assuming the existence of a degree two slotted encoding scheme with four slots in
the bilinear generic group model, the construction 3FE is a semi-functionally secure three-restricted
functional encryption scheme in the generic bilinear map model.

We first describe the semi-functional algorithms.

sfKG(MSK, f,6): On input master secret key MSK, function f and a value 6 ,

e Compute k;; =[0|B;-v;-5|0]0 ], for every i,j € [n]
e Sample r uniformly at random from Zp,.

e Compute Opey = [0 | V-R |6 | r ]o. We compute V as follows: let f be represented as a
degree three polynomial g such that g is multilinear over the variables @, y and z. Let g(,
Y,z) = Zi,j,ke[n} Cijk®iYj 2, With cijp, € Zp. We set the value V as V = Zi,j,k:e[n] Cijk 0 Bk

Output the resulting semi-functional key sk[f, 0] = ({ki ; }icn],je[n]> Okey)-
sfEnc(MSK, «, 1yl 1|z|): On input € F and length 1yl 1l=l (which are equal to n), where x is

the public attribute and y, z is the private message. Denote by z; to be the i** component in the
vector of x.

e Sample A uniformly at random.

Compute CTo; =[0 ] 5;-A| 0|0 ]y, for every i € [n].

Compute CTz; =[0]v-A]0]0 ], for every i € [n].

Compute CTZ = [0 | (o + ;) - A28~ | 0] 0]y, for every i € [n].

Compute O = [0 A2-R71[1]0];.
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Output the semi-functional ciphertext ctsr = (@, {CTa,i }icin], {CT3,i}iem), {CTT e Oct)-

First, we recall the generic (slotted) bilinear group model below. We use this model to argue
security.

Generic Bilinear Group Model We describe the generic bilinear group model [BBGO05] tailored
to the slotted asymmetric setting. This model is parameterized by slotted encodings SE, which
encodes four dimensional vectors over a prime field I, at level 1 and 2, and it encodes element
from Fp at the target level 7. The encodings are done over level 1, 2 and the target T. The
multiplication operation computes encoding at level 7. The adversary in this model has access to
an oracle O. Initially, the adversary is handed out handles (sampled uniformly at random) instead
of being handed out actual encodings. A handle is an element in a ring Z of order p. The oracle O
maintains a list L consisting of tuples (e, Y[e], u), where e is the handle issued, Ye] is the formal
expression associated with e and e is associated with encoding at level u € {1,2,T}.
The adversary is allowed to submit the following types of queries to the oracle:

e Addition/ Subtraction: The adversary submits (e1,u1) and (eg, uz) along with the operation
‘+’(or ‘-’) to the oracle where uy,us € {1,2,T}. If u; # ug or If there is no tuple associated
with either e; or es, the oracle sends L back to the adversary. Otherwise, it replies according
to the following cases:

— up € {17 2}: In this case it locates (elapl,el7p2,617p3,e1>p4,617ul) and (62>p1,627p2,62ap3,627
Pdes, U2). It creates a new handle e’ (sampled uniformly at random from R) and appends
(€', 1,6, FDl,ess D261 T P20 D31 + D360, Py +Daey> u1) to the list (in case of subtractions
the polynomials are subtracted ). It outputs €’ to the adversary.

— u; = ug = T": In this case the adversary locates the tuples (e1, pe,,u1) and (e2, pey, u2).
It creates a new handle €’ (sampled uniformly at random from R) and appends (€’, pe, +
Peys 1) (or (€/,pe; — Pey,u1)) to the list. The oracle sends €’ to the adversary.

e Multiplication: The adversary submits (e1,u;) and (e2,u2) to the oracle. If there is no tuple
associated with either e or eo, the oracle sends | back to the adversary. If u1 = ug, u1 =T
or ug = T, the oracle outputs L. Otherwise, it locates the tuples (€1, p1.e,,P2,e1> P3,e15 Pd,ers Y1)
and (€2,P1,e5, 2,60, P30, Pdess U2). It creates a new handle ¢’ (sampled uniformly at random
from R) and appends (€, X;c(4pje, * Pjeq, T) to the list.

e Zero Test: The adversary submits element (ej, u1) to the oracle. If there is no tuple associated
to ey it outputs L. Otherwise, if u1 = 1 or u; = 2, it locates the tuples (e1,p1,e;,P2,e15
D3.e1sPaeru1). It outputs 1 if pj., = 0 for all j € [4] otherwise it outputs 0. If u; =T, it
locates the tuples (e, p1e,,u1). It outputs 1 if p; ., = 0, otherwise it outputs 0.

Now we describe a lemma that will be crucial for the rest of the proof.

Lemma 2 (Schwartz-Zippel-DeMillo-Lipton). Consider a polynomial h € Fpy1, ..., yn] for a prime
p- Suppose the degree of h is at most deg then,

de
Pro [h(ye. o yn) = 0] < S0
y17-~~7yn<_]Fp p
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We also give a generalisation of the lemma for rational polynomials which has also been re-proven
in [AS17].

Lemma 3 (Schwartz-Zippel-DeMillo-Lipton for Rational Polynomials). Consider two rational poly-

nomials hy = Zq% and hy = 2—;, where p1,q1,p2,92 € Fply1,...,yn]. Suppose the mazimum degree of

P1,q1, P2, q2 is at most deg. If p = 2* and deg = poly(\) then,

Pr (hi(yi, -y yn) = h2(y1, .- yn) © h1 # ha] < negl(A)

yl,.,.,ynﬁFp
Now we consider three scenarios.
e Case 1: The adversary is given normal function keys and normal ciphertexts.
e Case 2: The adversary is given semi functional keys and normal ciphertexts.

e Case 3: The adversary is given semi-functional keys and one semi-functional ciphertext along
with remaining normal ciphertexts.

To argue indistinguishability of semi-functional keys property we need to argue that Case 1 is
indistinguishable to Case 2. To argue indistinguishability of semi-functional ciphertext property,
we need to argue Case 2 is indistinguishable to Case 3. We will argue this in the following manner:

e We assume that the adversary is given some set of encodings (depending on which case he is
in). Then the adversary submits a polynomial P for zero-test. The argument is similar for
multiple queries.

e Adversary wins if P evaluates to 0 in one case and non-zero in another.

e By a case analysis on P, we will show the if the adversary wins with non-negligible probability,
then P must contradict the shwartz zippel lemma.

In another words, we will show that if P evaluates to 0 with non-negligible probability in one case,
then it should also evaluate to 0 with almost the same probability in other cases. Let us analyse
these cases separately.

Case 1: In this case the adversary is given ciphertexts and keys which contain encodings at level
1 and 2. The adversary can query for any function key for functions f; for [ € [n]. He also gets
challenge ciphertext CT; along with other ciphertexts for CT,, for m € [2,¢]. Each key for f;
consists of the following encodings (variables denoted by «, 3,7, R, S, A,r are chosen at random
from Zy ):

o kjp=[0|Bj-v -S|0]0]s, for every j, k € [n]

® Opey =[0[Vi-R[0|r ]z forleln.

Each ciphertext consists of the following encodings:

o CT55 = [Umy | Bi-Am [ 0] 0]y, for every j € [n],m € [q].

o CT5% = [ 2muk | 7% Am | 00 ]o, for every k € [n],m € [q].
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o CT" =101 (0 + ;) A2,S71| 0] 0], for every i € [n],m € [g].
e O =[0| A% -R7'|1]|0] for every m € [q].

Adversary can make a zero-test query to the oracle O of some polynomial P # 0 of degree 1.

Note that such a polynomial will output 0 with probability at most 2/p. This follows from lemma
3 and the structure of the encodings. This is seen analysis of the polynomials that will be formed
after addition of encodings at level 1 or 2. Analysis of this case is straightforward and hence we
omit the details.
The adversary can construct encodings over the target group. Each encoding formed, is a linear
combination of monomials/terms that are formed by evaluating multiplication of encodings of level
1 and level 2. We now list these monomials (note that an encoding of the form [a | b | ¢ | d |r
gives rise to a monomial of the form a + b+ ¢+ d):

1. VIRB;A,, for L € [n],j € [n],m € [q].
2. le/szﬁ)/kSAm for jl,jZ,k S [n] and m € [q]

Ymi.jZmak + BiVeDmi Amy. for i,j, k € [n] and mi, ms € [q]

> W

(@i + i) AF, By for 4,5,k € [n] and m € [q]

o

(i + Tm ) A2 STIVR for m € [q], | € [n] and i € [n].
(v + xml,i)AgnﬂkS_lAmQ for my,ma € [¢] and i € [n].
ViA2, for | € [n] and m € [q]

BivkSR™IAZ for m € [g] and j, k € [n]

© »®» N>

YeAm, RTIAZ, for k € [n] and mq, ms € [g].
10. 1. This is generated from the encoding of 1 at the level T

Consider a zero test polynomial query P of this kind to the oracle O.

Structure of P: Let us now consider a polynomial P which is a linear combination of monomials
with coefficients in Zp. Any monomial of type i € [10] can have a coefficient of the form ¢; . where
the ... is replaced with quantifiers of the variables in the monomials. For example, the coefficient
of first monomial is represented as ci;;m, for [ € [],j € [n] and m € [g]. This polynomial P
can be represented as: ko + Smk1,mAm + Zmy mak2,myme Dy Ay + Emy maksmy ma A2, A, where
each term k; is a function of variables independent of A. Now by using lemma 2, the probability
that P vanishes at (Aq,..,4,) is bounded by 3/p. So it must be the case with probability at least
1 — negl(X) that ko = k1m = k2.m1,ms = k3.m,,me = 0 for all m,m;, ms € [q]. Now we analyse these
cases separately.

CASE k3.m;m, = 0:
e This coefficient is formed due to linear combination of monomial of kind 6 and 9.
e The degree three term k3, m, is a linear combination of (a; + @, ;)79 ! for 4,7 € [n] and

vR 7! for i € [n].
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Viewing them first as polynomial over S~! and R~! and then over a; + z; and ~; for i € [n],
we can argue by lemma 3 that with probability at least 1 — negl(\) that each coefficient in
this coefficient should be 0.

CASE ky,, = 0:

The degree one term ki, is a linear combination of ;5,5 for 4,5,k € [n] and V;Rp;
for I € [n],j,k,j1,j2 € [n]. This is formed due to the monomials 1 and 2. Here each

Vi= fl(a”@77)-

Viewing them first as polynomial over S and R and then over f3; and ~; for ¢ € [n], we can
argue by shwartz-zippel lemma that with probability at least 1 — negl(\) that each coefficient
in this combination should satisfy some linear equation dependent on the coefficients of the
polynomial f; for [ € [n].

CASE k2.my m, = 0:

First we look at the case when my # meo. Such combinations are formed by combinations of
monomials 3. Due to lemma 3, it can be said that with probability 1—negl()), each coefficient
in the combination must be 0.

Now we look at the case when mq = mo = m. Such combinations are formed due to monomials
of type 3,4, 5, 7 and 8.

The degree two term ko, m is a linear combination of (a; + ;)3 for 4, 4,k € [n], Biv; RS
for i,j € [n], ViR(ayj +2;)S™! for i € [n],7 € [n], V; for i € [n], Biry; for i,j € [9] generated
from monomials 3, 4, 5, 7 and 8.

Here monomials 3, 4 and 7 gives us one condition while 5 and 8 give another.

Now viewing theses combination as polynomial over S and R and then using shwartz-zippel
lemma it turns out that the coefficients corresponding to ﬁjykR_ls is identically 0.

The coefficients ViR(c; + 21,.4)S ~1 are a function of the coefficients f; for [ € [n] with proba-
bility at least 1 — negl(A).

The coefficients of monomials 3, 4 and 7, lead to an interesting condition. ¥; j k. 1¢4m. i j k(v +
Tmi) Bk + ctmiVi + C3mm, kB = 0, implying with probability at least 1 — negl()),
Camyi k217 m Sk = 0 and Xicq m i j kTi = —C3.m,m,j k- Lhis is the condition that ensures
that the decryptor can only compute linear combinations of f; for [ € [n] for the messages
which are encrypted. Here f; ;. is the i, j, k coefficient of f;.

CASE ky = Zm17m2k07m17m2 +k=0:

The degree zero term kg, m, is computed by taking linear combinations of the monomial
3. Which has been considered in the previous case. When my # meo, the corresponding
coefficents ¢3n, m,. jx are 0 with as discussed in the previous case. So kom;m, = 0 for
mi 75 ma.
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e Whenmy = mg = m, komm = X5 kC3,m,m,jkYm.jZmk- But from previous case, ¥;c4 m i j kTm,i =
—C3m,jk- Thus, kO,m,m = Ei,j,k:_047i,j,kxm,iym,jzm7k- Hence, ko = kao,m,m = Z:l,mc7,m,lfl(mm,a Ym, Zm)+
k = 0 only if the corresponding linear combination of function values on input fi(€m, Ym, 2Zm)
for | € [n] and m € [q] add up to —k.

Hence, by a union bound with probability at least 1 —negl(\), all these conditions must be satisfied.

Case 2: The analysis of case 2 is the same as the previous one as the monomials generated are
the same. This ensures indistinguishability of case 1 and case 2.

Case 3: This case has monomials similar to case 1 except when the monomials are formed by
the semi-functional cipher-text CT; and semi-functional keys with hardwired values 61, ...,6,. We
describe all monomials explicitly.

L Vifi;Am for 1 € [1], € [n],m € [q].

2. B, Bja VS Ay, for ji,j2, k € [n] and m € [q].

3. Ymi,j%mak + BjVelDmi Am,. for i, j, k € [n] and mq € [2,¢q] and ma € [q].
4. BiveA1Ay,. for i,j, k € [n] and m € [q].

5. (a; + Ty i) AZ, By for i, j, k € [n] and m € [q]

(i + Tm ) A2 STIVR for m € [q], | € [n] and i € [n].

(0 + Ty i) A2, YAy for my, mg € [q] and i € [n].

VIA2 for 1 € [n] and m € [2,q]

© % N =

VA2 + 6, for [ € [n].

10. BjSRIAZ for m € [q] and j,k € [n]

11. A, R7IAZ for k € [n] and mq1,ms € [q].

12. 1. This is generated from the encoding of 1 at the level T'.

Let us now consider a polynomial P which is a linear combination of monomials with coeflicients
in Zp. Any monomial of type i € [9] can have a coefficient of the form ¢;  where the ... is replaced
with quantifiers of the variables in the monomials. For example, the coefficient of first monomial
is represented as ¢y j.m for [ € [n],j € [n] and m € [g]. This polynomial P can be represented
as: ko + XmkimAm + Xy mok2,ma me Dmy Ay + Eml,m2k37ml,m2A%1 A, where each term k; is a
function of variables independent of A. Now by using lemma 3, the probability that P vanishes
at (A1,..,A,) is bounded by 3/p. So it must be the case with probability at least 1 — 3/p that
ko = k1m = k2.mymae = k3,m1.ms = 0 for all m,mi, ma € [q].Most of the cases are same as before
but for completeness we argue them here.

CASE k3., .my, =0

e The analysis of this case is exactly the same in the case of functional keys and ciphertexts as
the corresponding monomials for this case are same.
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CASE k1,;m =0

e The analysis of this case is also exactly the same in the case of functional keys and ciphertexts
as the corresponding monomials for this case are same.

CASE k2,my,m, = 0
e The analysis of k2, m, for the following cases remains the same.

1. m1 # ms. In that case the coefficients corresponding to monomials are identically 0.

2. m1 = mo # 1. In this case the monomials generated are the same, hence the analysis is
the same.

CASE k27171 =0

e This term is generated by using linear combination of monomials of type 4, 5, 6, 9 and 10.
Monomials 6 and 10 are functions of R and S. They give some condition on the combination
with respect to the functions f; for [ € [n].

e The combination of monomials 4,5 and 9 gives us the following condition. ¥; j 5 1¢5.1.i k(i +
21,i) Bk + €91, Vi + Cam, ik Bive = 0, implying with probability at least 1 —negl(\), ¢5m.ijx +
X191 f14,5k = 0 and Xics 14 kT = —Ca1 k-

CASE kZU = Emthk‘O,mth + k=0

e This case is different. The only thing that changes is ko 1,1 as ko, ; = 0 for ¢ # j and ko ;; for
i € [2,q] is the same as in the case of functional ciphertexts and keys. This is because they
are generated from same monomials.

° k07171 = 2169’1,191. Note that 6, = fl(wl,yl,zl) . Hence, kg = Em22k07m7m + ]{707171 +k=0
only if it is the corresponding linear combination of function values fj(€,, Ym, zm) for I € [n]
and m € [¢] add up to —k. Here k is the contribution of the last monomial.

Thus if on input P, O outputs 0 in case 1 and case 2, then with probability at least 1— /negl(\),
it outputs 0 in case 3, for some negligible negl. Likewise, on input P, if O outputs 0 in case 3, then
with probability at least 1 — negl()), it outputs 0 in case 1 and case 2, for some negligible negl(\)
due to the structure of P. This completes the proof.

10 Step 3: Construction of Semi-Functional FE for Cubic Poly-
nomials

In this section we construct and then prove correctness, efficiency and security for semi-functional
functional encryption for cubic functions (referred as FE3). For this construction we assume the
existence of a three-restricted 3FE for a specific function class (defined below) and a tempered cubic
encoding scheme, TCE.
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Function class of interest for FE3;: We construct a semi-functional functional encryption
scheme for cubic homogenous polynomials over variables over integers Z. Formally, consider a
set of functions Fres xn = {f : [—p, p]" — Z}. Here n is seen as a function of A and p is a constant.
Each f € Frgya, takes as input @ = (z1,..,2,) € [—p,p|" and computes a polynomial of the
form Xc¢; jpwixjr), over Z (where some variables can repeat) and each coefficient ¢; ;5 € [—p, Pl
and 3 k|c; ;x| < w(A) for some fixed polynomial w(A) independent of n. In order to implement
semi-functional functional encryption for this class of functions we use a 3FE scheme over some
large prime p and a TCE scheme with a plain-text space is Z N [-A, A] for some large enough A.
Note that if p is large the result of computation is the same as the computation done over Z.

Setting parameters of TCE: We require the following notational properties of TCE which can
be instanitated as in Section 8.3.

1. We require the plain-text space Z to be Z N [—A, A] for some polynomial A. A should be
larger than w(\)p®. This is so as to allow the computations of Fgg, to be done over Z (instead
of Z) as Frg, contain polynomials that act on inputs in [—p, p]. This idea will be more clear
when we describe the construction.

2. (Representation) The encoding of any element a € R at any level I € {1,2,3} should consist
of three parts as described now: [a]; = ([a];.pub, [a];.priv(1), [a];.priv(2)). Each part is thought
of as a vector of dimension d = d(X) over Fp, for some prime p = p(}A).

3. Security: We require that TCE scheme satisfy (S,))—Tempered Security. We will prove that
if TCE satisfies S, —tempered security, the semi-functional FE scheme for cubic polynomials
will satisfy §;,—Bounded semi-functional security. Thus, to construct a semi-functional FE
scheme for cubic polynomials for class of functions S, we need TCE to satisfy S,—tempered
security. Denote by S, = (Frgyan)". Here, n is the maximum number of key queries handled
by the scheme.

4. Cubic Evaluation: We require that TCE.Decode(q, g, ) for any cubic homogeneous polyno-
mial amounts to evaluating another cubic homogeneous polynomial ¢, , on Fy, over encodings
(with partial degree 1 in public as well as private components). This follows from the cubic
evaluation property of Tempered Cubic Encoding.

Function class for 3FE: To allow compatability with TCE we will use 3FE for the following class
of functions. Fargrgndp = {f : {Fo'9}® — Fp} where Fy, is a finite field of order p(\) takes as
input (x,y, z) where each vector over F, is of length 3nd and computes a polynomial of the form
2.¢i j kTiYjz over Fp.

10.1 Construction

Now we formally present our construction.

FEg.Setup(l)‘, 1™) : On input the security parameter 1" the setup algorithm does the following:

1. Compute TCE.Setup(1*,1") — params.

2. Sample (qi, ..., gy) < TCE.SetupDec(params).
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3. Let Fp, denote the prime field associated with TCE encodings. Let [—p, p]™ for some n = n(\)
denote the plaintext space of which the scheme needs to be constructed. Let d = d(\) be the
dimension of each part of encoding of TCE.

4. Now let 3FE denote the scheme for the function class F3rg = F3Fg ) 3nd,p- Run 3FE.Setu p(l)‘) —
sk.

5. Then sample sp < TCE.SetupEnc(params). Encode vector z with z; = 0 for ¢ € [n] at all the
three levels. That is, compute [z;]; j < Encode(sp, z;, 1, j) for every i € [n] and j € [3]. Denote
(zi]i; = ([2i]ij.pub, [2i]; j.priv(1), [zi]; ;.priv(2)). Here, both public and private components
belong to Fg. These encodings are used only in the semi-functional algorithms.

6. Output MSK = (params, sk, sp, {[Zi]ivj}ie[n],je[fi] ,{‘Ij}je[n])~

FE3.Enc(MSK,x = (21, ..,2,) € [—p,p|") : On input the encryption key and the plaintext message
in [—p, p|" the encryption algorithm does the following;:

1. Run TCE.SetupEnc(params) — sp;.

2. Encode each z; for i € [n] at all the three levels. That is compute [x;]; ; <— Encode(spy, z;,1, j)
for every i € [n] and j € [3]. Denote [xil;; = ([Xilij.pub, [Xii j.priv(1), [x;]; j.priv(2)). Here
[%i]i,5.pub, [xi]; ;.priv(1) and [x;]; j.priv(2) belong to Fg

3. Construct three vectors A, B and C in ]F%"d as follows.
e Set A as the vector of level pub parts of encodings. That is, A = ({[xi],j-Pub};epn) jer3))-

e Set B as the vector of level priv(1) part of encodings. That is, B = ({[xi]i;-priv(1), }icfn]je3))-
e Set C as the vector of level priv(3) part of encodings. That is, C = ({[xi]i,;-priv(2), }icfn],jef3)-

4. Encrypt these encodings using 3FE scheme and output the resulting ciphertext. Formally,
output CT <« 3FE.Enc(sk, A, B, C)

FE3.KeyGen(MSK, i, f € Frg, 1) : The key generation on input the master secret key MSK, an
index ¢ and a cubic integer polynomial f with coefficients over n variables from [—p, p| does the
following;:

1. Parse MSK = (params, sk, sp, {[Zi]ivj}ie[n],jE[S] A iem)-

2. See f as a polynomial with short coefficients over Z. Let ¢, s denote the resulting polynomial
in F3re that computes TCE.Decode(g;, f,-) € Fp,

3. Compute a key for the function sk <— 3FE.KeyGen(sk, ¢g, r). Output (g;, sky).

FE3.Dec ((¢, sk¢),CT) : The decryption algorithm on input a 3FE functional key sk; and TCE
decoding parameter g and a ciphertext CT does the following.
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1. Compute temp < 3FE.Dec(sk;, 1575 CT) for some large enough polynomial Bfg, to ensure
correctness (described shortly).

2. temp is either a value in [—Brg,, Brg,] or L. If it is L, output 1 otherwise output 0.

Now we argue the properties associated with the scheme.

Correctness: We argue correctness now. Consider the following:

e Ciphertext, CT «+ 3FE.Enc(sk, {[Xi]i,j'pUb}ie[n},je[?,]7 {[xi]m.priv(l)}ie[n],je[g], {[xi]i,j-priV(Q)}ie[n],je[?;])‘
e Function key for f, sky <— 3FE.KeyGen(sk, ¢, ). Here ¢ is the decoding parameter.

Due to the correctness of the scheme 3FE and cubic evaluation property of TCE, the decryption
function , 3FE.Dec(sky, 177, CT) does the following:
It checks |Decode(q, f, {[Xili,j }ie[n],je3))| < Bres- If this is the case it outputs Decode(q, f, {[Xili,j }icn),je3])s
otherwise it outputs L. Now there are two cases:

o If f(z1,..,2n) = 0 then |Decode(q, f, {[xili,j }icpn] jejs))| < Bre, due to correctness of TCE. In
this case we always output 0. Thus Brg, = TCEbound(\,n)

o If f(x1,..,z,) # 0 then |Decode(q, f, {[Xi]ij }icn),jei3))| > TCEbound(A, n) with overwhelming
probability due to correctness of TCE. In this case, we output 1 with overwhelming probability
as 3FE decryption outputs a L with overwhelming probability.

Efficiency: We now bound the size of the ciphertext encrypting x = (x1,..,2,) € [—p,p]".
Encryption of x consists of 3FE encryption of three encoding parts of x; for i € [n]. The size of
each encoding |[x;i]; j| = 3logy p - d < poly(A,logn) for some polynomial poly, due to the efficiency
of the TCE scheme. Due to the linear efficiency of 3FE the size of |CT| < n-poly’ (), logn) for some
polynomial poly’. Note that n < 2*, hence, the claim follows.

10.2  Security Proof

Now we argue security.

Theorem 10. If 3FE is a secure three-restricted functional encryption scheme and TCE satisfies
Sy—tempered security, then the scheme described in Section 10.1 is a Sy—bounded semi-functionally
secure semi-functional functional encryption scheme for homogenous degree three polynomials ac-
cording to definition 16.

Proof. First we present the semi-functional algorithms and then prove S, —bounded indistinguisha-
bility of semi-functional ciphertexts and S, —bounded indistinguishability of semi-functional keys
separately.

FE3.sfKG(MSK, k, f € Frg,an,0) : The key generation on input the master secret key MSK =
(params, sk, sp, {[Zi]i’j}ie[n] i) {4j}jefm))> a cubic integer polynomial f over n variables from [—p, p],

an index k € [n] along with a value § € F, does the following:

1. Compute leakim, <= TCE.Sim (qx, f, {[2i]i1 Yiepn)> {[2ili2}icm)» {[2ii3}icm)» 0)-
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2. Compute a 3FE semi-functional key for the function ¢, ¢, skfg < 3FE.SfKG(sk, ¢, f, leakgim ).
Output skyg.

We now describe the semi-functional encryption algorithm:

FEs.sfEnc(MSK, 1") : On input the encryption key MSK = (params, sk, sp, {[Zi]{j}}ie[n] icl3l Aditiem)

and the length of the plaintext message n, the encryption algorithm does the following:

1. Parse A = ({[Zi]z’,j'pUb}ie[n},je[S]) in Fpr.

2. Encrypt A using the semi-functional encryption algorithm of 3FE scheme and output the
resulting ciphertext. Formally, output cte <— 3FE.sfEnc(sk, A, 1379, 137d),

We now prove the indistinguishability of semi-functional key property.
S,—bounded Indistinguishability of semi-functional key property: We do this by pre-
senting two hybrids, where the first hybrid correspond to the security where when the function

keys are honestly generated whereas the last hybrid corresponds to the security game when the
functional keys are semi-functional.

Hybrid, : This corresponds to the security game with challenge bit b = 0:
1. Adversary outputs message queries X* = (ac’f S x,’ﬁ) for k € [q].

2. Challenger runs Setup to get 3FE encryption key sk, the encodings {[Zi]i’j}ie[n] el and the
TCE public parameters params and encoding parameter sp.It also samples decoding parame-

ters {qi}icp)-
3. The challenger computes CTy < Enc(MSK, X¥) for k € [q].

4. Now the adversary requests functions (fi, .., fy) € S,. It specifies values 6; for i € [n].
The polynomials (g;, f;) uniquely defines a cubic polynomial ¢, s for each i € [n].

5. The challenger computes leak; < TCE.Sim(g;, f;, {[Zi]i,j}ie[n} i) , fi0:)
6. Challenger outputs (g;, sky, < 3FE.KeyGen(sk, ¢, 1,)) as the function key for i € [n].

7. Adversary outputs b'.

Hybrid, : This corresponds to the real security game with challenge bit b = 1. The change is
marked with the boldfaced word [Change]:

1. Adversary outputs message queries X* = (x’f, . zk) for k € [q].

2. Challenger runs Setup to get 3FE encryption key sk, the encodings {[Zi]ivj}ie[n} i3] and
the TCE public parameters params and encoding parameter sp. It also samples decoding

parameters {q; }i[y)-
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3. The challenger computes CT}, + Enc(MSK, X*) for k € [q].

4. Now the adversary requests functions (fi, .., fy) € S,. It specifies values 6; for i € [n].
The polynomials (g;, f;) uniquely defines a cubic polynomial ¢, s for each i € [n].

5. The challenger computes leak; < TCE.Sim(g;, fi, {[Zi]i»j}ie[n} e oo 0;)

6. [Change] Challenger outputs (g;, sky, g, < 3FE.sfKG(sk, ¢y,,leak;)) as the function key for
i€ nl.

7. Adversary outputs b'.

Lemma 4. If 3FE scheme satisfies indistinguishability of semi-functional key property then there
exists some constant ¢ > 0 such that for any adversary of size 2*°, |Pr[A(Hybrid,) = 1] —
Pr[A(Hybrid,) = 1]| < 27".

Proof. (Sketch) The only way in which the above two hybrids differ is the way the keys for functions
fi for each ¢ € [n] are generated. In Hybrid, they are generated using 3FE.KeyGen, while in
Hybrid, they are generated using 3FE.sfKG algorithm. Note that in both the hybrids 3FE.sfEnc is
not used. The reduction can be sketched as follows. The reduction generates the TCE parameters
and encodings itself. Then, it gets from the adversary the messages X*, functions (fi, .., fn) and
values (61, ..,0,). It generates values leak; (using TCE parameters) and passes it along with messages
and functions to the challenger of 3FE scheme. Challenger can then encrypt the cipher-text honestly.
It flips a coin and either sends functional keys or the semi-functional keys. These are then used to
simulate rest of the game. In the end the adversary outputs bit & which the reduction outputs as
it is. The indistinguishability now follows from the indistinguishability of semi-functional keys. [

S,—bounded Indistinguishability of semi-functional ciphertext property Fix messages
M; = {(z;)}icr for some polynomial I' and a challenge M* = (x,y,z). Also fix fi,...,f;, € S,.
This defines aux = (1), 1", T, M; = {(;) }ier, M* = (x*), f1, .., f). Set 0; = f;(M*) for all i € [n].

We now prove security by describing hybrids and arguing indistinguishability between them.
Hybrid, : This corresponds to the security game with challenge bit b = 0:

1. Challenger runs Setup to get 3FE encryption key sk, the encodings {[Zi]iﬁj}ie[n} el and the

TCE public parameters params and encoding parameter sp and decoding parameters {Qi}ie[n}-
2. The challenger computes CTy < Enc(MSK, M;) for i € [I].

3. The challenger also encrypts M*.

(a) Run TCE.SetupEnc(params) — sp;.

(b) Encode each z} for i € [n] at all the three levels. That is compute [x{]; j <= Encode(spy, z}, 1, j)

for every i € [n] and j € [3]. Denote [x{];; = ([x{]:;.pub, [x{];.priv(1), [x]];;.priv(2)).
Here [x]];,j.pub, [x{]; ;.priv(1) and [x{]; ;.priv(2) belong to F

(c) Construct three vectors A, B and C in IE“;’)”d as follows.

e Set A as the vector of level pub parts of encodings. That is, A = ({[x}]s,j-pub};cn jer3))-
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(d)

e Set B as the vector of level priv(1) part of encodings. That is, B = ({[x}];;-priv(1), }icin] jef3))-
e Set C as the vector of level priv(3) part of encodings. That is, C = ({[x}1i,;-priv(2), }ie[n),jef3]) -

Encrypt these encodings using 3FE scheme and output the resulting ciphertext. Formally,
output CT <« 3FE.Enc(sk, A,B,C)

4. The polynomials (g;, f;) uniquely defines a cubic polynomial ¢, r, for each i € [n].

5. The challenger computes leak; <~ TCE.Sim(q;, fi, {[Zi]ivj}ie[n} el , fir 0i)

6. Challenger outputs (g;, sky, < 3FE.sfKG(sk, ¢, 1,,leak;)) as the function key for i € [n].

7. Adversary outputs b'.

Hybrid, : This corresponds is the same as the previous hybrid, except that function keys are
generated using a semi-functional key with different hardwired values. The change is marked with
boldfaced word [Change].

1.

6.

7.

Challenger runs Setup to get 3FE encryption key sk, the encodings {[Zi]@j}z’e[n]

€] and the

TCE public parameters params and encoding parameter sp and decoding parameters {Qi}ie[n}-

(a)
(b)

()

(d)

. The challenger computes CTj, <— Enc(MSK, M;) for i € [T'].

. The challenger also encrypts M*.

Run TCE.SetupEnc(params) — sp;.

Encode each z} for i € [n] at all the three levels. That is compute [x{]; ; - Encode(spy, x}, 1, j)
for every i € [n] and j € [3]. Denote [x{];; = ([x{]:;.pub, [x{];;.priv(1), [x]]; .priv(2)).
Here [x]];,j.pub, [x{]; ;.priv(1) and [x{]; ;.priv(2) belong to F
Construct three vectors A, B and C in ]F‘;’,”d as follows.

e Set A as the vector of level pub parts of encodings. That is, A = ({[x}]; j.pub};cn jer3)-
ﬂz’,j-P"iV(l)a }ie[n},je[s])-
$1ig-Priv(2), Yicil jers))-

Encrypt these encodings using 3FE scheme and output the resulting ciphertext. Formally,
output CT < 3FE.Enc(sk, A, B, C)

e Set B as the vector of level priv(1) part of encodings. That is, B = ({]
[

X
e Set C as the vector of level priv(3) part of encodings. That is, C = ({[x

The polynomials (g;, f;) uniquely defines a cubic polynomial ¢, ¢, for each i € [n].

[Change] The challenger computes leak; «+— TCE.Dec(g;, fi, {[Xﬂivj}ie[n] j€[3])

Challenger outputs (g;, sky, <= 3FE.sfKG(sk, ¢q, f,, leak;)) as the function key for i € [n].

Adversary outputs b'.

Lemma 5. If 3FE satisfies semi-functional security, then there exists a constant ¢ > 0 such that
for any adversary A of size 2*°, | Pr[A(Hybrid,) = 1] — Pr[A(Hybrid,) = 1| < 27",
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Proof. (Sketch) The only difference between the two hybrids is the hardwirings while comput-
ing semi-functional functional keys. In both hybrids, ciphertexts are generated by using 3FE.Enc
algorithm. The indistinguishability follows from the indistinguishability of semi-functional keys
property of the 3FE scheme. O

Hybrid, : This corresponds is the same as the previous hybrid, except that challenge ciphertext
is generated using semi-functional encryption algorithm of 3FE scheme.

1. Challenger runs Setup to get 3FE encryption key sk, the encodings {[Zi]i’j}ie[n] i) and the

TCE public parameters params and encoding parameter sp and decoding parameters {Qi}ie[n}-
2. The challenger computes CTy < Enc(MSK, M;) for i € [T].

3. The challenger also encrypts M*.

(a) Run TCE.SetupEnc(params) — sp;.

(b) Encode each z} for i € [n] at all the three levels. That is compute [x{]; j < Encode(spy, 7,1, j)
for every i € [n] and j € [3]. Denote [x{];; = ([x{];;.pub, [x{]; ;. prlv(l) [x}1i,5-priv(2)).
Here [x{]; j.pub, [x{]; ;.priv(1) and [x]]; j.priv(2) belong to Ff,

(c) Construct three vectors A, B and C in ]F%"d as follows.

e Set A asthe vector of level pub parts of encodings. That is, A = ({[Xﬂ i pub}ze[n] Je[g])
e Set B as the vector of level priv(1) part of encodings. That is, B = ({[x}];;-priv(1), }icin] jef3))-
{(x{1i.5-Priv(2), Yien.jel3))-

(d) [Change] Encrypt these encodings using 3FE scheme and output the resulting cipher-
text. Formally, output CT < 3FE.sfEnc(sk, A, 1374, 13nd),

e Set C as the vector of level priv(3) part of encodings. That is, C = (

4. The polynomials (g;, f;) uniquely defines a cubic polynomial ¢, r, for each i € [n].

5. The challenger computes leak; <— ¢, 7,(A, B, C) = TCE.Dec(q;, fi, {[Xﬂiyj}z‘e[n],je[?)])‘

6. Challenger outputs (g;, sky, < 3FE.sfKG(sk, ¢, 1,,leak;)) as the function key for i € [n].
7. Adversary outputs b'.

Lemma 6. If 3FE is semi-functionally secure, then there exists a constant ¢ > 0 such that for any
adversary A of size 2*°, | Pr[A(Hybrid,) = 1] — Pr[A(Hybrid,) = 1] < 27"

Proof. (Sketch.) The only difference between the two hybrids is the way CT* is generated. In
Hybrid, it is generated using 3FE.Enc algorithm, encrypting (A, B, C). In Hybrid,, it is generated
as 3FE.sfEnc(sk, A, 13", 137d), Note that function keys are generated according to the requirement
of the indistinguishability of semi-functional ciphertexts security game. The indistinguishability
follows from the indistinguishability of semi-functional ciphertext property of the 3FE scheme. [J

Hybrid; : This corresponds to challenge bit b = 1. Namely, this hybrid is the same as the
previous one except that both A and leak; are generated as in TCE security game with challenge
bit 1.
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1. Challenger runs Setup to get 3FE encryption key sk, the encodings {[Zi]id}z’e[n] el and the
TCE public parameters params and encoding parameter sp and decoding parameters {%‘}ie[n}-

2. The challenger computes CTy < Enc(MSK, M;) for i € [I].

3. The challenger also encrypts M*.

(a) Run TCE.SetupEnc(params) — sp;.

(b) Encode each z} for i € [n] at all the three levels. That is compute [x{]; j < Encode(spy, z},1, j)
for every i € [n] and j € [3]. Denote [x{];; = ([x{]:;.pub, [x{];;.priv(1), [x]]; .priv(2)).
Here [x]];,j.pub, [x{]; ;.priv(1) and [x{]; ;.priv(2) belong to FY

(c) Construct three vectors A, B and C in F?f,”d as follows.

e [Change| Set A as the vector of level pub parts of encodings. That is, A =
({[2i]:,5-Pub}icin jer3)) -
(d) Encrypt these encodings using 3FE scheme and output the resulting ciphertext. Formally,
output CT ¢ 3FE.sfEnc(sk, A, 137, 13nd),

4. The polynomials (g;, f;) uniquely defines a cubic polynomial ¢, r, for each i € [n].
5. [Change] The challenger computes leak; «<— TCE.Sim(q;, fi, {[Zi]ivj}ie[n] jer) fir i)
6. Challenger outputs (g;, sky, < 3FE.sfKG(sk, ¢, 1,,leak;)) as the function key for i € [n].

7. Adversary outputs b'.

Lemma 7. If TCE satisfies S;—tempered security, then there exists a constant ¢ > 0 such that for
any adversary A, | Pr[A(Hybrid,) = 1] — Pr[A(Hybrid;) = 1| < 1 —2/X + negl(}).

Proof. (Sketch.) Note that both the hybrids depend only on public part of encoding A and leakages
0;. In Hybrid,, they correspond to actual encoding of M*, in Hybrid;, they are simulated. The
indistinguishability follows from S, tempered security of TCE scheme. O

Thus we get the result from the above three lemmas.
O

11 Step 4: (Sublinear) Semi-Functional Secret Key FE from Semi-
Functional FE for Cubic Polynomials

11.1 Randomizing Polynomials

A randomizing polynomials scheme defined over a field Z, consists of probabilistic polynomial time
algorithms (CktEncd, InpEncd, Decd) and is associated with a class of circuits,

Fns ={C :{0,1}" — {0,1}" : C'is of size s}

e CktEncd(1*,C): On input security parameter \, a circuit C, it outputs polynomials (py, ..., py)
over Zyp. This is a deterministic algorithm.
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e InpEncd(z; R): On input x, randomness R, it outputs the input encoding x.
e Decd(p1(x),...,pn(x)): On input p;(x),...,pn(x), it outputs the decoded value y.

Definition 20. A tuple of algorithms RP = (CktEncd, InpEncd, Decd) is a randomizing polynomials
scheme with e-sublinear randomness complexity for a class of circuits Fy, s over Zy if the following
properties are satisfied:

e Correctness: For every C € F, s, input x € {0,1}", for sufficiently large A € N, we have
Pr[Decd(p1(x),...,pn(x)) = C(x)] > 1 — negl()), for some negligible function negl, where:

- (pl, R ;pN) — thEncd(l)‘, C)
- x < InpEncd(z; R), where R is sampled from uniform distribution.

e adv-Security: There ezists a simulator Sim such that the following holds: for every C €
Fns,v € {0,137, sufficiently large X € N, consider CktEncd(1*,C) — (p1,...,pn) and
InpEncd(z) — x. Then, for all adversaries A of size at least M,

Pr[A(p1(x), ...,pn(x)) = 1] = Pr[A(Sim(1*,C, C(z))) = 1] < adv(\) + negl())

e c-Sublinear Input Encoding: We require that the size of the circuit computing InpEncd(z; R)
1
is (n+ s™=) - poly(\).

Moreover, we say that RP is a degree-d randomizing polynomials scheme if every polynomial p; is
homogenous and has degree exactly d.

Definition 21. Let \ be the security parameter. By Cy, s we denote the set of circuits C' : {0,1}" —
{0,1}* with size bounded by some polynomial s(n, ) and depth A. In particular, this class contains
NC? circuits of size s(n, \).

We construct a sublinear semi-functional secret key FE for C, , for s = ntte for some € > 0
starting from semi-functional FE for F) 3, where F) consists of all polynomial-sized (in \) cir-
cuits and F) 3 consists of all cubic polynomials over Z. As an intermediate tool, we consider
the notion degree three randomizing polynomials with e-sublinear randomness complexity RP =
(CktEncd, InpEncd, Decd) for some ¢ > 0. Let Simgp be the simulator associated with the random-
izing polynomials scheme. Such RP was constructed in [LT17]:

Theorem 11 (Imported Theorem [LT17]). Assuming there exists pseudorandom generators with
e block locality three and stretch nite for some € > 0.

o distinguishing gap bounded by adv for adversaries of size 2*

1
1+¢€

there exist a adv-secure degree three randomizing polynomials scheme with —sublinear efficiency.

We now describe the ingredients of the construction:
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Ingredients.

e A degree 3 randomizing polynomials scheme RP for C, ; with € = ﬁ sublinear complexity.
Here € > 0 is some constant. For any circuit C' € C,, 5, let N denote the number such that
CktEncd(1*,C) = (p1,...,pn). N is upper bounded by spoly(\) for some polynomial poly.
Also, each polynomial p; is such that the sum of the absolute values of the coefficients are
bounded by a fixed polynomial w(\). Let RP satisfy advgp—security.

e A Semi-functional FE scheme for cubic polynomials to be sFE3 = (Setup, KeyGen, Enc, Dec)
associated with semi-functional algorithms (sFEj3.sfEnc, sFE3.sfKG). We require sFE3 to satisfy
S,—Bounded semi-functional security. &), is the set F/ N where the set F denotes the set of all
homogeneous cubic polynomials with sum of absolute values of coefficients weight bounded by
w(A). Note that the polynomials generated by RP are in class F. In Section 10, we construct
such a notion with distinguishing gap bounded by 1 — 2/, but for a general exposition we
assume that it is bounded by some advantage adverg,.

We denote the scheme we construct to be sFE.

Setup(lA7 1™): On input security parameter A, input length n, it executes the setup of the under-

lying semi-functional FE scheme to obtain sFE3.MSK < sFE.Setup(1*,1"). It outputs secret key
MSK = sFE3.MSK. Here n' is the output length of |InpEncd(-, -)|. Note that n’ = npoly(X) for some
fixed polynomial poly.

KeyGen(MSK, C): It takes as input master secret key MSK and circuit C.

e Compute the polynomials associated with the randomizing polynomials scheme; (p1,...,pN) <
CktEncd (1%, O).

e Compute the sFE; keys associated with the polynomials (p1,...,pn); for every i € [N],
compute sFE3.KeyGen(sFE3.MSK; p;) to obtain sFE3.sk, .

Output the functional key skc = (sFEs.skp,,...,sFEs.skp,). Note that N = |C|poly()) for some
polynomial poly.

Enc(MSK, z): It takes as input the master secret key MSK and input x, of length n. It sam-
ples a binary string R uniformly at random of length ¢r. Here, g is the length of randomness
used in algorithm InpEncd to encode a circuit of size |C| and input length n. It then computes
x < RP.InpEncd(z, R). It then computes CT < sFE3.Enc(MSK,x). It outputs the ciphertext
sFE.CT = sFE;3.CT.

Dec(skc,CT): It takes as input functional key skc and ciphertext CT. It executes the following
steps:

e Parse skc as (skp,,...,skp,). Compute sFE3.Dec(sky,,CT) to obtain y;, for ever i € [N].
e Compute RP.Decode(y1,...,yn) to obtain the output z.

Output z.
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Correctness. Consider a circuit C' € F) and input . Let the functional key, skc = (skp,, ..., skpy)
and ciphertext, CT = sFE3.Enc(MSK, x), where x +— RP.InpEncd(x, R), be as generated in the above
scheme. From the correctness of sFE3, we have that sFEz.Dec(sky,, CT) yields p;(x) for every i € [N].
Moreover, from the correctness of randomizing polynomials, we have that the output of RP.Decode

on input (p1(x),...,pn(x)) is C(z).

Encryption Complexity. From the multiplicative overhead property in encryption complexity
of sFE3, we have:

|[Enc(MSK, z)| = [x|-polyi(N)
= ' polyn(N)

= npolya () - poly(N)
|C|° - poly(|z|, \) (. e-sublinear randomness complexity of RP)

N

Thus, the encryption complexity is e-sublinear in |C/|, as intended.

11.2 Security

We show that sFE satisfies semi-functional security. Before we show that, we need to demonstrate
the semi-functional algorithms.

sFE.sfEnc(MSK, 1|x|): On input master secret key MSK, length of input 1%/, we compute sFE3.FKCT <
sFE3.sfEnc(MSK, 1|x|). Output the semi-functional ciphertext, FkCT = sFE3.FkCT.

sFE.sfKG(MSK, C,©): On input master secret key MSK, circuit C, value 6, compute Sim(1*,C, ©)
to obtain (f1,...,0n). It then computes sFEs.fk.sk; < sFE3.sfKG(MSK, p;, 6;) for every i € [N],
where (p1,...,py) + CktEncd(1*,C). Output skc = (sFEs.sk1,...,sFEs.sky).

Theorem 12. Assuming the S,bounded indistinguishability of semi-functional keys property of
sFE3, the scheme sFE satisfies indistinguishability of semi-functional keys property.

Proof. (Sketch.) There are just two hybrids in the proof. First hybrid corresponds to the case
when key and the ciphertexts are functionally generated. Second hybrid corresponds to the case
when ciphertexts are functionally encrypted while the key is semi-functionally generated. Since
sFE;3 scheme satisfies indistinguishability of semi-functional keys property, the claim follows. O

Theorem 13. Assuming advgp + advsre, < 1 — 2/, the S,bounded semi-functional security of
sFE3 and advgp—security of RP, the scheme sFE satisfies indistinguishability of semi-functional
ciphertext property.

Proof. (Sketch.) We now list hybrids. First hybrid corresponds to the case when the ciphertext is
functionally encrypted and the keys are semi-functional, whereas, in the last hybrid the ciphertext
is semi-functionally encrypted and the keys are semi-functionally encrypted.

Hybrid,, :

1. Adversary A on input 1%, outputs challenge message =*, message queries {l’i}z‘e[l"] and circuit

C.
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2. The challenger samples MSK < sFE.Setup(1*).
3. Encrypt message queries honestly CT «— sFE.Enc(MSK; ;) for i € [T'].
4. To encrypt the challenge message do the following;:

e Sample a binary string R uniformly at random of length ¢r. Here, /g is the length of
randomness used in algorithm InpEncd to encode a circuit of size |C| and input length
n.

e Compute x < RP.InpEncd(z*, R).
e Compute CT* < sFE3.Enc(MSK, x)
e Set 6 = C(z*)

5. To generate the function key, do the following.

e On input master secret key MSK, circuit C, value 6, compute Sim(1*, C, ©) to obtain
(01,...,0n). It then computes sFEs.fk.sk; < sFE3.sfKG(MSK, p;,0;) for every i € [N],
where (p1,...,pn) + CktEncd(1*,C). Output skc = (sFEs.fk.sky, ..., sFE3.fk.sky).

6. . Give the following to the adversary:

e Challenge ciphertext CT™.
e Ciphertext queries {CT,;};er

e Function key sk¢.
7. A guesses bit V.

Hybrid,; : This hybrid is the same as the previous one except that hardwirings in the semi-
functional keys are done differently. We describe the hybrid now. The change is described with
boldfaced word [Change].

1. Adversary A on input 1%, outputs challenge message =*, message queries {J)i}ie[l“] and circuit

C.
2. The challenger samples MSK < sFE.Setup(1%).
3. Encrypt message queries honestly CT «— sFE.Enc(MSK; ;) for i € [T'].
4. To encrypt the challenge message do the following;:

e Sample a binary string R uniformly at random of length ¢r. Here, £ is the length of
randomness used in algorithm InpEncd to encode a circuit of size |C| and input length
n.

e Compute x < RP.InpEncd(z*, R).
e Compute CT* < sFE3.Enc(MSK, x)
e Set 6 = C(z*)

5. [Change] To generate the function key, do the following.
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On input master secret key MSK; circuit C, do the following.
Let (p1,...,pn) + CktEncd(1*,C).

Set (01,...,0n) = (p1(x),...,pN (X))
e compute sFEs.fk.sk; « sFE3.sfKG(MSK, p;, 6;) for every i € [N]. Set sk¢ = (sFEs.fk.skq, ..

6. . Give the following to the adversary:

e Challenge ciphertext CT™.
e Ciphertext queries {CT;}ier
e Function key sk¢.

7. A guesses bit b'.

Lemma 8. IfsFEj3 satisfies S, indistinguishability of semi-functional key property then there exits a
constant co for any adversary D of size 22, | Pr[D(Hybrid,) = 1]—Pr[D(Hybrid,) = 1]| < 27*7.

Proof. (Sketch). The only difference between the two hybrids is the way hardwirings 6; for the keys
fk.sk; for i € [N] are generated. In Hybrid,, they are generated using RP.Sim, while in Hybrid,,
they are generated as p;(x) Note that in both hybrids CT* is functionally generated. The claim
then follows from the security of sFE3 scheme.

O]

Hybrid, : This hybrid is the same as the previous one except that ciphertext is generated using
sFEs.sfEnc algorithm. We describe the hybrid now.

1. Adversary A on input 1%, outputs challenge message =*, message queries {xi}ie[p] and circuit

C.
2. The challenger samples MSK < sFE.Setup(1*).
3. Encrypt message queries honestly CT « sFE.Enc(MSK, z;) for i € [I'].
4. To encrypt the challenge message do the following;:

e Sample a binary string R uniformly at random of length ¢r. Here, ¢g is the length of
randomness used in algorithm InpEncd to encode a circuit of size |C| and input length
n.

e Compute x <— RP.InpEncd(z*, R).
e [Change] Compute CT* + sFE3.Enc(MSK, 1*)
e Set 0 = C(z*)

5. To generate the function key, do the following.

e On input master secret key MSK; circuit C', do the following.
e Let (p1,...,pn) < CktEncd(1*, O).
e Set (01,...,0n) = (p1(X),...,pN (X))

e compute sFEs.fk.sk; < sFE3.sfKG(MSK, p;, 6;) for every i € [N]. Set sk = (sFEs.fk.sky, ..
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6. . Give the following to the adversary:

e Challenge ciphertext CT™.
e Ciphertext queries {CT;};er

e Function key sk¢.

7. A guesses bit V.

Lemma 9. If sFE3 satisfies S;)—bounded indistinguishability of semi-functional ciphertexts then
there exists a constant c1 for any adversary D of size 22", | Pr[D(Hybrid,) = 1]—Pr[D(Hybrid,) =
1]] < advsrg, + negl(A).

Proof. (Sketch). The only difference between the two hybrids is the way CT* is generated. In
Hybrid,, they are generated using sFEs.Enc algorithm, while in Hybrid,, they are generated
using sFE3.sfEnc algorithm. Note that the keys are semi-functionally generated with 6; = p;(x), as
required by indistinguishability of semi-functional ciphertexts property game of sFEz. The claim

then follows from the security of sFE3 scheme.
O

Hybrid; : This hybrid is the same as the previous one except that the function key is generated
using sFE3.sfKG algorithm. We describe the hybrid now.

1. Adversary A on input 1, outputs challenge message =*, message queries {.ZU@'}Z‘E[F] and circuit

C.
2. The challenger samples MSK < sFE.Setup(1%).
3. Encrypt message queries honestly CT «— sFE.Enc(MSK;, ;) for i € [T'].
4. To encrypt the challenge message do the following;:

e Sample a binary string R uniformly at random of length ¢r. Here, /g is the length of
randomness used in algorithm InpEncd to encode a circuit of size |C| and input length
n.

e Compute x < RP.InpEncd(z*, R).
e Compute CT* < sFE3.Enc(MSK, 1%)
e Set 6 = C(z*)

5. [Change] To generate the function key, do the following.

e On input master secret key MSK, circuit C, value 6, compute Sim(1*, C, ©) to obtain
(01,...,0n). It then computes sFEs.fk.sk; <— sFE3.sfKG(MSK, p;,0;) for every i € [N],
where (p1,...,pn) < CktEncd(1*,C). Output skc = (sFEs.fk.sky, ... ,sFE3.fk.sky).

6. . Give the following to the adversary:

e Challenge ciphertext CT*.
e Ciphertext queries {CT;};er
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e Function key sk¢.

7. A guesses bit V.

Lemma 10. If RP is advgp—secure then for any adversary D of size 2*, |Pr[D(Hybridy) =
1] — Pr[D(Hybrids) = 1]| < advgp.

Proof. (Sketch). The only difference between the two hybrids is the way hardwirings 6; are gener-
ated. In Hybrid,, they are generated as p;(x) where x <— RP.InpEncd(z*, R). In Hybrid; they are
simulated using simulator of the RP scheme. Note that in both the hybrids CT* is semi-functionally
encrypted and z* is absent. The claim then follows from the security of RP scheme. O

From the lemmas above, as long as the sum of advantages advgp + adverg, + negl < 1 —2/\ +
negl(A), the claim goes through.
O

Remark 7. From the above proof, we observe that as long as advgp + adverg, < 1 — 2/, the proof
goes through. Thus we can allow a trade off in the required level of security between a three block
local PRGs and ARG assumption. This is because advgp = advpra and advgp = advagrg upto
negligible factors. Here advprg and advarg s the allowed distinguishing gap for a three block local
PRG and ARG respectively.

12 Step 5: Amplification

In this section, we construct sub-exponentially secure sublinear secret key FE (denoted by FE) for
circuits from three ingredients described below. More formally, let C, s be the class of circuits for
which FE has to be constructed. Now we write the ingredients and describe the properties needed.

e Sub-exponentially secure pseudorandom function PRF in NC!

e A compact sub-exponentially secure threshold fully homomorphic encryption scheme TFHE
for Cy, s. The definition can be found in Section 3.3. We note that for any circuit C' € C,, 4, the
circuit PartDec(-, Eval(C,-); PRF(-,-)) is in Cp ¢ for n' = n-pi(\) and s = s - pa(A). Here,
p1 and po are some fixed polynomials and A is the security parameter.

e Sub-exponentially hard one-way functions. In particular, a sub-exponentially secure statisti-
cally binding commitment scheme.

e Semi-functionally secure sublinear Semi-Functional FE scheme sFE for circuit class C,/ o .
This is defined in Section 7

We describe the the construction below.

e Setup(1}): Set t = A2, On input the security parameter, it computes sFE.Setup(1*) — sk;
for ¢ € [t]. Output MSK = (sky, ..., skt)

e Enc(MSK,m) :
1. Parse MSK = (sky, ..., Sky).
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Run TFHE.Setup(1*,1%) — (fpk, fski, ..., fsky).
Compute fct < TFHE.Enc(fpk, m).

Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
Compute CT; < sFE.Enc(sk;, fct, fsk;, K;).
Compute Z = Com(K7,...., Ky, fsky, ..., fsky).
Output {CT;}icpy-

N e W

o KeyGen(MSK,C) :

1. Parse MSK = (sky, ..., Sky).

2. Let F' be the following circuit described in Figure 2. Compute sk¢; < sFE.KeyGen(sk;, F')
for i € [t].

3. Output skc = (skc1, ..., skct).
e Dec(skc,CT) :
1. Parse skc = (skc, ..., skcy) and CT = (CTy, ..., CTy).
2. Parse CT = Z,CTq,...,CT,.
3. Compute p; < sFE.Dec(skc ;, CT;) for i € [t].
4. Output TFHE.FinDec(p1, ..., pt)

F

Input: TFHE ciphertext fct, Partial Decryption Key fsk; and a PRF key K;
e Compute fcte < TFHE.Eval(C, fct).
e Compute r + PRF(K, fctc).
e Output PartDec(fsk;, fcto; )

Figure 2: Description of the Circuit F'.

Thus, we have the following :
Theorem 14. Assuming
o Subexponentially secure LWE,

e Semi-functionally sublinear secure semi-functional FE for C, s (security definition described
in Section 7)

there exists subexponentially secure sublinear secret key FE for Cp s for any polynomial n(\), s(\)
for A e N.

Now we argue some properties about the scheme:
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Correctness: Correctness of this scheme follows from the correctness of underlying sFE scheme
and TFHE scheme.

Sublinearity We now bound the size the size of ciphertext. Let C, s be the class of the circuits
for which the scheme is constructed. For any message {0, 1}", observe that:

|ICT| = |Z| + Z[CT; where Z is the commitment and {CT;};c[y are ciphertext components
generating using sFE.Enc algorithm.

Thus, |CT| < |Z]| + t|CT4|. Now observe the following;:

e |Z]| = poly()\) as it is a commitment of PRF keys (K7i,..., K;) and partial decryption keys
fskq, ..., fsky all of polynomial size in A.

e Each CT; is an encryption of (fct, fsk;, K;) where fct is a TFHE encryption of m. It is expected
to be decrypted for a circuit F' (Figure 2), which is in class C,/ ¢ where n' = np;(\) and
s’ = spa(A) for some polynomials p; and py. Thus, by sublinearity of sFE, we have |ct;| <
(s")poly(\,n’) for some polynomial poly and constant € < 1. Thus, |ct;| < (s)“poly’ (\,n) for
some fixed polynomial poly’.

Hence, |ct| < (s)poly” (X, n) from the above two claims.

12.1 Security Proof

Theorem 15. Assuming
o Subexponentially secure LWE,

e Semi-functionally sublinear secure semi-functional FE for C, s (security definition described
in Section 7)

there exists subexponentially secure sublinear secret key FE for Cp s for any polynomial n(\), s(\)
for A e N.

Proof. We now present hybrids and argue indistinguishability between them. First hybrid encrypts
my where as the last one is independent of b.
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Hybrid, : In this hybrid, we have the following:

1.

10.

11.

Adversary gets as input the security parameter 1* and outputs a circuit C' € Cpn,s. He also
gives out some messages my, ..., mr, m§, m; € {0,1}" such that C(mg) = C(m7).

. Sample a bit b € {0,1}.

. To encrypt challenge ciphertext, compute z* = (27, ..., z}) as follows.

e Run TFHE.Setup(1*, 1*) — (fpk, fsky, ..., fsky).

e Compute fct <— TFHE.Enc(fpk, m;).

e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

. To compute encryption of m; for ¢ € I'; also construct m; for j € [t] as above.

. Compute Z* = Com(K1, ..., Ky, fsky, ..., fsk;). For other ciphertext queries j € [I'], compute

77 similarly (using respective PRF and partial decryption keys).

. Then run the setup of the FE as follows: it computes sFE.Setup(1*) — sk; for i € [t] and sets

MSK = (ski, ..., skt).

Generate skc = (skc1, .., skc) where skc; < sFE.KeyGen(sk;, F') for the circuit F' described
in the key generation algorithm.

. For j € [T'], compute CT? = (Z7, CT{, ..,CTY). Here, CT{ — sFE.Enc(skzi,xg) for i € [t].

. Compute CT* = (Z*,CT7,..,CTy). Here, CT; < sFE.Enc(sk;,z}) for i € [t].

Give the following to adversary (skc, {CTg}je[pme[t], CT")

Adversary guesses b € {0,1}
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Hybrid, : This hybrid is the same as the previous one except that the function key are gener-
ated using semi-functional key generation algorithm. More precisely, In this hybrid, we have the
following. We describe the change from the previous hybrid using bold faced word change.

1.

10.

11.

12.

Adversary gets as input the security parameter 1* and outputs a circuit C' € Cpn,s. He also
gives out some messages my, ..., mp, mi, m; € {0,1}" such that C(mg) = C(m7).

. Sample a bit b € {0,1}.

. To encrypt challenge ciphertext, compute z* = (27, ..., z}) as follows.

e Run TFHE.Setup(1?*, 1*) — (fpk, fsky, ..., fsky).

e Compute fct <— TFHE.Enc(fpk, m;).

e Sample ¢t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set xf = (fct, fsk;, K;).

[Change| Let F' be the circuit described in the key generation algorithm. Set 6; = F(x}) =
PartDec(fsk;, Eval(C, fct); PRF (K, Eval(C, fct))) for i € [t].

. To compute encryption of m; for i € I', also construct a:; for j € [t] as above.

. Compute Z* = Com(K1, ..., Ky, fsky, ..., fsk;). For other ciphertext queries j € [I'], compute

77 similarly (using respective PRF and partial decryption keys).

. Then run the setup of the FE as follows: it computes sFE.Setup(1}) — sk; for i € [t] and sets

MSK = (ski, ..., skt).

[Change| Generate skc = (skc1, .., skct) where skc; <— sFE.sfKG(sk;, F, 6;) for the circuit
F' described in the key generation algorithm.

. For j € [I'], compute CT? = (Z4,CTJ,..,CT!). Here, CT{ — sFE.Enc(sk:i,xg) for i € [t].

Compute CT* = (Z*,CT7, .., CT}). Here, CT; < sFE.Enc(sk;, z}) for i € [t].
Give the following to adversary (skc, {CT'Z}]'E[F]J'E[LL], CT")

Adversary guesses b € {0,1}

Lemma 11. If sFE scheme satisfies indistinguishability of semi-functional key property then for
any adversary A of size 2\, | Pr[A(Hybrid,) = 1] — Pr[A(Hybrid,) = 1]| < 27 for some
constant cg > 0.

Proof. (Sketch) In both the above hybrids, the ciphertexts are generated using honest encryption
algorithm. The only way the hybrids differ is the way functional keys are generated. In Hybrid,
they are functional while in Hybrid; they are semi-functional We can invoke a series of ¢ hybrids,
where one by one in each system the key is generated semi-functionally instead of functionally. The
claim thus follows from indistinguishability of the semi-functional keys property of sFE scheme. [
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Before, we describe the hybrid, we recall the following theorem about the scheme sFE proved
in Section 7:

Theorem 16. Fiz 1*, 1", T, {M;}, M*,C as above. Define two functions Ey for b € {0,1}, that
takes as input {0,1}%. Here £y is the length of randomness required to compute the following. The
functions do the following.

Consider the following process:

1. Compute MSK < sFE.Setup(1?).
Compute CT; < sFE.Enc(MSK, M;) for i € [I].
Set § = C(M*). Compute skc < sFE.sfKG(MSK, C, 0).

e e

Ifb =0, compute CT* = sFE.Enc(MSK, M*) and if b = 1, compute CT* = sFE.sfEnc(MSK, 1*).
5. For b€ {0,1}, Ey on input r € {0,1}% outputs {CT;}ier, sk, CT*.

If sFE satisfies indistinguishability of semi-functional ciphertexts property, then, there exists a con-
stant ¢ > 0 such that there exists two computable (not necessarily efficient) measures Mo and M
(M, defined over {0,1} for b € {0,1}) of density exactly 1/ such that, for all circuits A of size
2X°,
Pr [A(Eo(u) =1]— Pr [A(E(v)=1]] <27
u%DMO U%DMl

Here both measures may depend on ({M;}ier, C, M*)

Hybrid, : This hybrid is inefficient. Let My ; denote the (scaled) measure of density 1/A
corresponding to encryption algorithm as described by the theorem above and let M;; denote
corresponding measure for semi-functional encryption algorithm. For any measure M, let M
denote the measure 1 — M. Now we describe the hybrid in more detail.

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cn,s. He also
gives out some messages my, ..., mp, mi, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. [Change] Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability
1/X and y; = 0 with probability (1 — 1/)). Here, each bit y; is chosen independently.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.

e Run TFHE.Setup(1*,1%) — (fpk, fsky, ..., fsk;).

e Compute fct «— TFHE.Enc(fpk, m;).

e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

5. Let F be the circuit described in the key generation algorithm. Set §; = F(x}) =
PartDec(fsk;, Eval(C, fct); PRF (K, Eval(C, fct))) for i € [t].

6. To compute encryption of m; for ¢ € I', also construct :17; for j € [t] as above.
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10.

11.

12.

13.

14.

. Compute Z* = Com(K1, ..., Ky, fsky, ..., fsk;). For other ciphertext queries j € [I'], compute

77 similarly (using respective PRF and partial decryption keys).

[Change] For every i € [t], to compute the following steps, we generate randomness R; =
(71,0572, {731} jer)» Ta,i) as follows. If y; = 1 sample R; < Dy, ,;, otherwise, sample R; <
Dﬂo,i' We note here Mg ; and Mj; may depend on (C, z}, {z] }iem)

. [Change] Then run the setup of the FE as follows: it computes sFE.Setup(1*;7; ;) — sk; for

i € [t] and sets MSK = (sky, ..., sky).

[Change| Generate skc = (skc1,..,skct) where skc; < sFE.sfKG(sk;, F,0;;r2;) for the
circuit F' described in the key generation algorithm.

[Change] For j € [I'], compute CT/ = (Zj,CT{, ..,CT{). Here, CT{ +— sFE.Enc(sk;i,xg;rg,j,i)
for i € [t].

[Change] Compute CT* = (Z*,CT7,..,CTy). Here, CT; « sFE.Enc(sk;, z};ra;) for i € [t].
Give the following to adversary (skc, {CT'Z}]'E[F]J'E[LL], CT")

Adversary guesses b' € {0,1}

Lemma 12. For any adversary A, | Pr[A(Hybrid,) = 1] — Pr[A(Hybrid,) = 1]| = 0. zw

Proof. (Sketch) These hybrids are identical. Note that measure generated by My ; for every i € [t],
have density exactly 1/\. With probability 1/A, uniform randomness to generate encryption can
be thought of as if it was sampled from My, and with 1 — 1/\ from its complement. O
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Hybrid; : This hybrid is the same as the previous the hybrid except that challenger aborts if
y = 0.

1. Adversary gets as input the security parameter 1* and outputs a circuit C € Cp,s. He also
gives out some messages my, ..., mp, mi, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.
3. [Change] Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability

1/X and y; = 0 with probability (1 — 1/)). Here, each bit y; is chosen independently. Abort
if y = 0%
4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.
e Run TFHE.Setup(1?*, 1*) — (fpk, fsky, ..., fsky).
e Compute fct «— TFHE.Enc(fpk, m;).
e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
e Set z} = (fet, fsk;, K;).

*

5. Let F be the circuit described in the key generation algorithm. Set §; = F(x}) =
PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € [t].

6. To compute encryption of m; for i € I'; also construct ac; for j € [t] as above.

7. Compute Z* = Com(Ky, ..., K, fsky, ..., fsky). For other ciphertext queries j € [I'], compute
ZJ similarly (using respective PRF and partial decryption keys).

8. For every i € [t], to compute the following steps, we generate randomness R; = (71,i,72,i, {73, } je[r]> T4,i)
as follows. If y; = 1 sample R; <— Dy, ,, otherwise, sample R; < Dyy, .- We note here Mo ;

and M ; may depend on (C, z7, {xg}je[r])

9. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71;) — sk; for i € [t] and
sets MSK = (sky, ..., sky).

10. Generate skc = (skcp,..,skct) where sko; < sFE.SfKG(sk;, F,60;;12;) for the circuit F
described in the key generation algorithm.

11. For j € [, compute CT? = (Z7,CT/,..,CT?). Here, CT? + sFE.Enc(sk;, x);73 ;) for i € [t].
12. Compute CT* = (Z*,CTj7,..,CT{). Here, CT; < sFE.Enc(sk;, z};r4;) for i € [t].

13. Give the following to adversary (skc, {CT{}je[p},ie[t], cT")

14. Adversary guesses b’ € {0,1}

Lemma 13. For any adversary A, | Pr[A(Hybrid,) = 1]—Pr[A(Hybrid;) = 1]| < 27 for some
constant cy.

Proof. (Sketch) The probability that the string y = 0° is exactly (1 — 1/)A)!. Substituting ¢ = \2,
the claim follows. O
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Hybrid, : In this hybrid we use the security of sFE and switch to encrypting challenge cipher-
texts semi-functionally whenever y; = 1. This hybrid is now described as follows:

1.

10.

11.

12.

13.

14.

Adversary gets as input the security parameter 1* and outputs a circuit C' € Cpn,s. He also
gives out some messages my, ..., mp, m§, m; € {0,1}" such that C(mg) = C(m7).

. Sample a bit b € {0, 1}.

. Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability 1/\ and

y; = 0 with probability (1 — 1/)). Here, each bit y; is chosen independently. Abort if y = 0.

. To encrypt challenge ciphertext, compute z* = (27, ..., z}) as follows.

e Run TFHE.Setup(1?*, 1*) — (fpk, fsky, ..., fsky).

e Compute fct «— TFHE.Enc(fpk, m}).

e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

. Let F be the circuit described in the key generation algorithm. Set 6; = F(z}) =

7

PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € [t].

. To compute encryption of m; for ¢ € I, also construct :cé for j € [t] as above.

. Compute Z* = Com(K(, ..., Ky, fsky, ..., fsk;). For other ciphertext queries j € [I'], compute

77 similarly (using respective PRF and partial decryption keys).

[Change] For every i € [t], to compute the following steps, we generate randomness R; =
(71,0572, {7341} jer)» Ta,i) as follows. If y; = 1 sample R; < Dy, ,;, otherwise, sample R; <
me . We note here Mg, and M;; may depend on (C,z}, {z] }iem)

. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71;) — sk; for i € [t] and

sets MSK = (sk, ..., sky).

Generate skc = (skc1,..,skct) where skc; < sFE.sfKG(sk;, F,0;;r2;) for the circuit F
described in the key generation algorithm.

For j € [I'], compute CT’ = (Z7, CT{, ..,CT{). Here, CT{ +— sFE.Enc(ski,xg;r?,,j,i) for i € [t].

[Change] Compute CT* = (Z*,CT7,..,CT;). Here, for every ¢ € [t], if y; = 0, CT; «+
sFE.Enc(sk;, z};74,) otherwise CT; < sFE.sfEnc(sk;, 17, 1)‘;7“471-).

Give the following to adversary (skc, {CTg}je[pwe[t], CT")

Adversary guesses b’ € {0,1}

Lemma 14. If sFE satisfies indistinguishability of semi-functional ciphertexts property, then for
any adversary A of size 2)°, | Pr[A(Hybrid;) = 1] — Pr[A(Hybrid,) = 1]| < 27 for some
constant cg > 0.
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Proof. (Sketch) This proof goes by fixing the “best possible” string y € {0,1}* which is sam-
pled according to the distribution specified in the hybrids. The claim is that if | Pr[A(Hybrid;) =
1] - Pr[A(Hybrid,) = 1]| > ¢, then there must exists (a non zero) y such that | Pr[A(Hybrid; ,) =
1] — Pr[A(Hybrid, ,) = 1]| > . Where Hybrid; , or Hybrid, , represents the corresponding hy-
brid where string y is fixed.

This is because (o1} Pry]| Pr[A(Hybrid; ) = 1]-Pr[A(Hybrid, ,) = 1]| > | Pr[A(Hybrid;) =
1] — Pr[A(Hybrid,) = 1]| > e. Since for every string y, 0 < Pr[y] < 1 (refer previous hybrid for
the calculation), ¥, Prly] = 1, and | Pr[A(Hybrid; () = 1] — Pr[A(Hybrid, o) = 1]| = 0 (as the
experiment is aborted) the claim follows by pigeon hole principle.

Fix any such y. We can construct w indistinguishable hybrids, where w is the weight of the string
y. For each such index 4, with y; = 1, we define an intermediate Hybrid; , ;, where the encryptions
for index j # ¢ are generated as in the previous hybrid but encryption of j = 4 is generated
differently as follows. Instead of being computed using sFE.Enc algorithm using randomness from
My, it is encrypted using sFE.sfEnc algorithm using the randomness generated from M; ;. Note
that for last such index i, such that y; = 1, Hybrids , ; is the same as Hybrid, ,.

Once this fixing is done, each intermediate hybrid is indistinguishable due to the security of
sFE. Note that to reduce to the security of sFE, reduction has to non-uniformly fix the randomness
generated for other indices j # i. Informally, we use this to advice to generate encryptions for
indices j # ¢ in [t]. For index i, we get ciphertexts and the keys from the challenger. They are
either functionally encrypted using the randomness sampled from My ; or they are semi-functionally
encrypted using the randomness sampled from M, ;. Since the encryptions for indices j # ¢
are generated using non-uniformly fixed randomness and encryption for index ¢ comes from the
challenger, the rest of the hybrid can be generated in polynomial time. Now the reduction can use
the adversary’s response to break the security of sFE.

O
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We now restate theorem 4. We will use this theorem in this hybrid.

Theorem 17 (Imported Theorem [Hol06]. ). Let M be any measure on {0,1}" of density (M) >
1 —p(n) Let y(n) € (0,1/2) be any function. Then, for a random set Set chosen according to the
measure M the following two holds with probability at least 1 — 2(2_2"72(1_”)4/64):

o (1- 21— p)2r < JSet] < (1+ 202 (1 - p)2

e For such a random set Set, for any distinguisher A with size |A| < 2"(%) satisfying

Pr [A(x) =1~ Pr [A@x) =1]| <+

x<Set <Dz

Hybrid; : This hybrid is the same as the previous hybrid except that for every i € [t], instead
of sampling from a measure M; (either My ; or MO,@'), we sample a set Set; from the corresponding
measure, and then sample uniformly from Set;. These sets are constructed according to theorem
4. Lets analyse it case by case. For the analysis, set the bound on distinguishing advantage v to
be 272,

e If y; = 0, measure M; = My, has density exactly 1 —1/\. From Theorem 4 with probability

at least 1 — 2(2_221’7”/ 64’\4), density of Set; is atleast 1/2\ and the distinguishing advantage
is bounded by 27 for adversaries of size 272}/ (£ypoly(N)).

e If y; = 1, measure M; = M ; has density exactly 1/X. From Theorem 4 we observe following.
With probability at least, 1 — 2(2_2%7”(1_1/’\)4/64), density of Set; is atleast 1/2\ and the
distinguishing advantage is bounded by 27 for adversaries of size 2072} /(¢ypoly(N)).

Now we describe the hybrid in detail.

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cn,s. He also
gives out some messages my, ..., mr, mg, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability 1/\ and
y; = 0 with probability (1 — 1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.

e Run TFHE.Setup(1*,1%) — (fpk, fsky, ..., fsk;).

e Compute fct - TFHE.Enc(fpk, mj).

e Sample ¢t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

5. Let F be the circuit described in the key generation algorithm. Set §; = F(z}) =
PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € [t].

6. To compute encryption of m; for i € I', also construct w; for j € [t] as above.
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7. Compute Z* = Com(Ky, ..., K, fsky, ..., fsky). For other ciphertext queries j € [I'], compute
77 similarly (using respective PRF and partial decryption keys).

8. [Change] For every i € [t], to compute the following steps, we generate randomness R; =
(71,0572, {7341} jer)» Ta,i) + Set; as follows. If y; = 1 set Set; is constructed using theorem 4
from measure M ;. Otherwise, set Set; is constructed using theorem 4 from measure ﬂo,i.
We note here Set; may depend on (C, z},{x] }jeqr))-

9. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71 ;) — sk; for i € [t] and
sets MSK = (ski, ..., skt).

10. Generate skc = (skcp,..,skct) where sko; < sFE.SfKG(sk;, F,0;;72;) for the circuit F
described in the key generation algorithm.

11. For j € [I], compute CT? = (Z7, CT{, ..,CT{). Here, CT{ — sFE.Enc(ski,xz;r&j’i) for i € [t].

12. Compute CT* = (Z*,CT7,..,CT}). Here, for every i € [t], ify; = 0, CT; < sFE.Enc(sk;,z};74,)
otherwise CT} < sFE.sfEnc(sk;, 1, 1%;74,).

13. Give the following to adversary (skc, {CTg}je[[‘]yie[t], CT™)

14. Adversary guesses b’ € {0,1}

Lemma 15. Due to theorem 4, there exists a constant c4 > 0 such that with probability at least
(over construction of Set;) 1 — 272 for any adversary A of size 2\, | Pr[A(Hybrid,) = 1] —
Pr[A(Hybrid;) = 1]| < 27" for some constant c4 > 0.

Proof. (Sketch) This proof goes by fixing the “best possible” string y € {0,1}" which is sampled
according to the distribution specified in the hybrids. This can be proven by a series of ¢ inter-
mediate hybrids. We can define ¢ intermediate hybrids, Hybrid,; for i € [t]. Here Hybrid,; is
similar to its previous hybrid except that for system ¢, randomness is sampled from Set; instead
of M;. Note that Hybrid,, is the same as Hybrid;. Note that if there exists an adversary A
(of size loosely bounded by 21, refer description of the hybrid above for details) that distinguish
Hybrid, ; from Hybrid, ., with advantage 2=* | we can build a reduction that refutes theorem
4. In doing so, reduction fixes non-uniformly the randomness for other systems j € [t] with j # i.
In particular, reduction generates keys and ciphertext for all indices j # 4, as in the previous hybrid
using the non-uniformly fixed randomness. For index i, the keys and ciphertext are generated using
the randomness given by the challenger. It is either generated using measure M; or from the set

Set;. Due to theorem 4, the security holds.
O
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Hybridg : This hybrid is the same as the previous hybrid except that for every i € [¢], the
following happens. For every i € [t], construct a new set SetR; as a set of A2 random samples from
{0,1}% (here, let {0,1}¢ denote the domain of measure M;). For every i € [t], instead of computing
the challenge encryption using randomness sampled from Set;, compute it from randomness sampled
uniformly from Set; N SetR;. Abort if the intersection is empty. In this hybrid, let Mach; denote
the (unbounded probabilistic) machine that takes as input SetR; along with (C,z,{]};cr)) to
compute an index j; € [A\?] of the randomness sampled from SetR;.

We describe now the randomized algorithm Mach;.

1.

2.

10.

e A

On input (SetR;, C, z7, {:Uf }jer)), sample the set Set; as in the previous hybrid.

If y; = 0, it is sampled from M; = Mo,i, otherwise from M; = My ;.

. Randomly sample from Set; N SetR; and output the index of the element in j;. Output L if

the intersection is empty.

. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cn,s. He also

gives out some messages my, ..., mr, mg, m; € {0,1}" such that C(mg) = C(m7).

. Sample a bit b € {0, 1}.

. Sample a string y € {0,1} such that for every i € [t], set y; = 1 with probability 1/\ and

y; = 0 with probability (1 —1/)). Here, each bit y; is chosen independently. Abort if y = 0.

. To encrypt challenge ciphertext, compute z* = (z7, ..., ;) as follows.

e Run TFHE.Setup(1*, 1*) — (fpk, fsky, ..., fsky).

e Compute fct «— TFHE.Enc(fpk, m;).

e Sample ¢t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

. Let F be the circuit described in the key generation algorithm. Set §; = F(z}) =

)

PartDec(fsk;, Eval(C, fct); PRF (K, Eval(C, fct))) for i € [t].

. To compute encryption of m; for ¢ € I'; also construct wé for j € [t] as above.

Compute Z* = Com(K7y, ..., K, fsky, ..., fsk;). For other ciphertext queries j € [I'], compute
77 similarly (using respective PRF and partial decryption keys).

. For i € [t], sample SetR; as a set of A2 uniformly chosen inputs from support of M; (which is

equal to My ; if y; = 1 and My, otherwise).

[Change] For every i € [t], to compute the following steps, we generate randomness R; =
(7"171‘,7“2’2‘,{Tg,j,i}je[r],’lqﬂ') as follows. Run Mach;(SetR;, C, z}, {.ﬁU’,Z}jE[F]) — j;. Set R; as the
randomness with index j; in the set SetR;.

Then run the setup of the FE as follows: it computes sFE.Setup(1*;71;) — sk; for i € [t] and
sets MSK = (ski, ..., skt).
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11. Generate skc = (ski1C,1,..,skc;) where skc; < sFE.sfKG(sk;, F,0;;r2;) for the circuit F'
described in the key generation algorithm.

12. For j € [I], compute CT? = (Z7, CT{, ..,CT{). Here, CT{ — sFE.Enc(sk‘i@z;rg,j’i) for i € [t].

13. Compute CT* = (Z*,CT7,..,CT}). Here, for every i € [t],if y; = 0, CT; < sFE.Enc(sk;,z};74,)
otherwise CT} < sFE.sfEnc(sk;, 1, 1%;74,).

14. Give the following to adversary (skc, {CTg}je[pMe[t], cT™)

15. Adversary guesses b’ € {0,1}

Lemma 16. For any adversary A, | Pr|A(Hybrid;) = 1] - Pr[A(Hybridg) = 1]| < 27 for some
constant c5 > 0. This indistinguishability is statistical.

Proof. (Sketch) These two hybrids are statistically close via construction of Mach;. This can be
proven by a series of ¢ intermediate statistically close hybrids. Define Hybrid; ; for i € [t], where
randomness to encrypt challenge ciphertext is sampled as in previous hybrid for all indices j # i.
For index i, it is generated using intersection of Set; N SetR;. Note that Hybrid;, is the same
as Hybridg. Let us calculate the statistical distance between the two hybrids. The statistical
distance is bounded by the sum of probability that Set; has a density less than 1/\ and the sum of
the probability that intersection of SetR; and Set; is empty. This is because once SetR; is chosen
and has a large enough size, sampling SetR; randomly and sampling from the intersection ensures
that the probability of choosing any element from Set; is identical by symmetry.

The probability that Set; has a density smaller than 1/ is bounded by 27*° for some constant ¢
(due to theorem 4). Let us bound the probability that intersection of Set; and SetR; is empty. This
probability is bounded by (1 — [Set;|27%)**. This is less than, (1 —2/\)* < e=*2 with probability
at least 1 — 272 over the construction of Set; (described by Hybrid; according to theorem 4). O
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Hybrid; : Let Y3 denote the set of indices ¢ where y; = § for 8 € {0,1}. This hybrid is the
same as the previous hybrid except that the representation changes. Let Mach’ be an (unbounded)
machine that computes the result of Machy, ..., Mach;. Precisely, Mach’ takes as input 3, SetR; for
i € [t], circuit O, {z]}jeiryic, Z%, {7} }iey, and hardwired partial decryption values {6;}icy;. Note
that Mach” does not take as input x7 for i € Y1 and in order to compute the result, it may have to
break commitment Z* to construct z; for 7 € Y7.

Denote by X the distribution (y? {SetRi}iE[t}’ Ca {l‘z }jE[F],iE[t]v {l‘:( }iGYm Z*v {gi}ie}ﬁ ) fCta {Z] }jGF)‘
Thus, Mach’(X) — (j1, ..., jt) where j; is an index in [A\?]. Here is the pseudocode of Mach’.

1. On input X = (y, {SetRi}icy, C{a}jeryict {7 Yieve, 2%, {Bitiens, fet, {27} jer ) take fol-
lowing steps.

2. Break Z* to compute (K1, ..., Ky, fskq, ..., fsky).

3. For i € Y1, compute z} = (fct, fsk;, K;).

4. Output (MaChi(Cw*:{xg}jeF)). )
PEA

We describe the hybrid in detail now:

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cn,s. He also
gives out some messages my, ..., mr, mg, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. Sample a string y € {0,1}' such that for every i € [t], set y; = 1 with probability 1/ and
y; = 0 with probability (1 —1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.
e Run TFHE.Setup(1*, 1*) — (fpk, fsky, ..., fsky).
e Compute fct <— TFHE.Enc(fpk, m;).

e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

5. Let F be the circuit described in the key generation algorithm. Set §; = F(x}) =
PartDec(fsk;, Eval(C, fct); PRF (K, Eval(C, fct))) for i € [t].

6. To compute encryption of m; for ¢ € I'; also construct w; for j € [t] as above.

7. Compute Z* = Com(Ky, ..., K, fsky, ..., fsky). For other ciphertext queries j € [I'], compute
ZJ similarly (using respective PRF and partial decryption keys).

8. For i € [t], sample SetR; as a set of A2 uniformly chosen inputs from support of M; (which is
equal to My ; if y; = 1 and My, otherwise).

9. [Change| Define X = (y, {SetR;};cpy, C, {xg}je[F],ie[t]v {2} Yievys 2%, {0 }ievy , fet, {27} jer)

10. [Change| For every i € [t], to compute the following steps, we generate randomness R; =
(71,0572, {731} je[r)» Ta,i) as follows. Run Mach’(X) — (j1,...,7¢). Set R; as the randomness
with index j; in the set SetR;.
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11.

12.

13.

14.

15.

16.

Then run the setup of the FE as follows: it computes sFE.Setup(1};7; ;) — sk; for i € [t] and
sets MSK = (skq, ..., sky).

Generate skc = (skc1,..,skct) where skc; < sFE.sfKG(sk;, F,0;;r2;) for the circuit F
described in the key generation algorithm.

For j € [I'], compute CT’ = (Z7, CT{, ..,CT{). Here, CT{ — sFE.Enc(ski,xg;rgyj,i) for i € [t].

Compute CT* = (Z*,CT7,..,CT;). Here, for every i € [t], ify; = 0, CT; < sFE.Enc(sk;, x};74,)
otherwise CT} < sFE.sfEnc(sk;, 1, 1%;74,).

Give the following to adversary (skc, {CT'Z}]'E[FLZ'E[LL], CT")

Adversary guesses b € {0,1}

Lemma 17. Hybrid; is identical to Hybridg.

Proof. The only change in the two hybrids is the representation if Com satisfies perfect binding. [
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We first restate theorem 5. We will use the following theorem in this hybrid.

Theorem 18. Let n, ¢ € N, € > 0 and Cjeqr, be a family of distinguisher circuits from {0,1}™ x
{0,1}¢ — {0,1} of size s(n). Then, for every distribution (X, Z) over {0,1}" x {0,1}*, there exists
a simulator h : {0,1}"* — {0,1}* such that:

e h has size bounded by s' = O(s2%e2).
o (X,Z) and (X,h(X)) are indistinguishable by Cieqr.. That is for every C € Cieak,

p— p— _ <
Loy €@ 2) =1 = Pr [C(@ hix)) =1][ < e

Hybridg : This hybrid is the same as the previous one except that we now simulate Mach’ using
theorem 5. Note that output length of Mach’ is 2¢tlog A. Set the size of distinguisher to be 2**! and
advantage bound to be 27*. Thus, by the theorem there exits a simulator h of size 0(2)‘3“ log A,
This size is bounded by 2X' . In this hybrid use h to generate randomness for encryption. Observe
that the hybrid can be implemented by circuits of size 2\,

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cp,s. He also
gives out some messages my, ..., mp, m§, m; € {0,1}" such that C(mg) = C(m7).
2. Sample a bit b € {0,1}.

3. Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability 1/\ and
y; = 0 with probability (1 — 1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.

e Run TFHE.Setup(1*,1%) — (fpk, fsky, ..., fsk;).

e Compute fct «— TFHE.Enc(fpk, m;).

e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

*

5. Let F be the circuit described in the key generation algorithm. Set §; = F(z}) =
PartDec(fsk;, Eval(C, fct); PRF(K, Eval(C, fct))) for i € [t].

6. To compute encryption of m; for ¢ € I', also construct mé for j € [t] as above.

7. Compute Z* = Com(Ky, ..., K, fsky, ..., fsky). For other ciphertext queries j € [I'], compute
77 similarly (using respective PRF and partial decryption keys).

8. For i € [t], sample SetR; as a set of A2 uniformly chosen inputs from support of M; (which is
equal to My ; if y; = 1 and My ; otherwise).

9. Define X = (yv {SetRi}ie[t]a C, {xg}je[l“},ie[t]a {x:}ier zZ*, {Hz‘}ierfCK {Zj}jer)

10. [Change| For every i € [t], to compute the following steps, we generate randomness R; =
(71,0572, {73,j,i} jer)» Ta,i) as follows. Run h(X) — (j1, ..., ji). Let R; be the randomness with
index j; in the set SetR;.

75



11. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71 ;) — sk; for i € [t] and
sets MSK = (skq, ..., sky).

12. Generate skc = (skc,,..,skc) where sko; < SFE.sSfKG(sk;, F,0;;72;) for the circuit F
described in the key generation algorithm.

13. For j € [T, compute CT? = (77, CT{, ..,CT{). Here, CT{ +— sFE.Enc(ski,xg;rgyj,i) for i € [t].

14. Compute CT* = (Z*,CT7,..,CT;). Here, for every i € [t],ify; = 0, CT; <= sFE.Enc(sk;, x};r4)
otherwise CT} <« sFE.sfEnc(sk;, 1%, 1% 7r4,).

15. Give the following to adversary (skc, {CTg}je[pwe[t], CT")

16. Adversary guesses b’ € {0,1}

Lemma 18. Due to theorem 5 the following holds, for any adversary A of size 2*, | Pr[A(Hybrid,) =

1] — Pr[A(Hybridg) = 1]| < 27

Proof. Here, we give our reduction. We are given (X, aux) where X = (y, {SetR;};c[, C, {xf }ielr,ic) 125 Yieve, £7,
as defined in stage 1 — 8 of Hybrid; and Hybridg. aux is either equal to h(X) or Mach’(X). As-

sume that we have an adversary A (of size 2) that distinguishes the hybrids with probability
greater than 27 *. Then the reduction proceeds as follows:

1. Parse X = (y, {SetR;}icpy, C, {wg}je[l“],z‘e[t]a {7 }ievy, 2%, {0i Yievi, {27} jer)

2. For i € Yy, set 0; = F(x).

3. Parse aux = (ji,...,j¢). Set R; as the randomness with index j; in the set SetR;. Parse
Ry = (r14, 2, {r3ji}jer) ra4)-

4. Then run the setup of the FE as follows: compute sFE.Setup(1*;71;) — sk; for i € [t] and
sets MSK = (sky, ..., skt).

5. Generate skc = (skc,..,Skct) where skc; < sFE.SfKG(sk;, F,0;;72,;) for the circuit F
described in the key generation algorithm.

6. For j € [I], compute CT/ = (Z9,CT?,..,CT!). Here, CT{ — sFE.Enc(ski,xg;rgyjyi) for i € [t].

7. Compute CT* = (Z*,CT7,..,CT}). Here, forevery i € [t],ify; = 0, CT; < sFE.Enc(sk;, z};74,)
otherwise CT} < sFE.sfEnc(sk;, 1, 1%;74,).

8. Give the following to adversary (skc, {CTg}je[F],ie[t]» CT™)

9. Adversary guesses V' € {0,1}

10. Output adversary’s guess as its own output.

Note that the reduction emulates the either Hybrid, (if aux is generated using Mach’) or
Hybridg (if aux is generated as h(X)). Hence, the advantage of A is exactly the same as the
advantage of reduction to win in the game of theorem 5. Note that if A has size 2, the size of
reduction is 2* + poly(\) for some fixed polynomial poly. Claim now follows from the way the
parameters are set in theorem 5.

O
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Hybrid, : This hybrid is the same as the previous one except that Z* is now a commitment of 0.

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cpn,s. He also
gives out some messages my, ..., mp, mi, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability 1/\ and
y; = 0 with probability (1 —1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., ) as follows.
e Run TFHE.Setup(1?*, 1*) — (fpk, fsky, ..., fsky).
e Compute fct «— TFHE.Enc(fpk, m}).
e Sample t PRF keys K; < PRF.Setup(1*) for i € [t].
o Set z} = (fct, fsk;, K;).

5. Let F be the circuit described in the key generation algorithm. Set §; = F(z}) =
PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € [t].

6. To compute encryption of m; for ¢ € I, also construct :cé for j € [t] as above.

7. [Change] Compute Z* = Com(0%) where £ is set as the length of (K7, ..., Ky, fsky, ..., fsky).
For other ciphertext queries j € [I'], compute Z7 as in the previous hybrid (using respective
PRF and partial decryption keys).

8. For i € [t], sample SetR; as a set of A2 uniformly chosen inputs from support of M; (which is
equal to My ; if y; = 1 and My ; otherwise).

9. Define X = (y, {SetR;}icpy, C, {xg}je[l“},ie[t]a {z}Yievy, 2%, {0i Yievi, {27} jer)

10. For every i € [t], to compute the following steps, we generate randomness R; = (71,4, 72,i, {73,5.i } je[r], T4,i)
as follows. Run h(X) — (j1,...,j¢). Set R; as the randomness with index j; in the set SetR,;.

11. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71 ;) — sk; for i € [t] and
sets MSK = (sky, ..., skt).

12. Generate skc = (skc,,..,skc) where sko; < SFE.SfKG(sk;, F,0;;72;) for the circuit F
described in the key generation algorithm.

13. For j € [, compute CT? = (Z7,CT/, ..,CTJ). Here, CT? « sFE.Enc(ski, x);73 ;) for i € [t].

1)

14. Compute CT* = (Z*,CT7,..,CT;). Here, for every i € [t],ify; = 0, CT; <= sFE.Enc(sk;, x};r4,)
otherwise CT} < sFE.sfEnc(sk;, 1%, 1% 74).

15.

16.

Give the following to adversary (skc, {CTg}je[p}ﬂ-e[t], CT™)

Adversary guesses b € {0,1}
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Lemma 19. If Com is secure against adversaries of size 2)‘4, then there exists constant cg > 0 such
that for any adversary A of size 22, | Pr|A(Hybridg) = 1] — Pr[A(Hybridy) = 1]| < 27,

Proof. Note that both hybrids Hybridg and Hybrid, can be computed in time roughly the size
of h, and can be bounded by 22" The reduction to the commitment scheme works by using the
challenge commitment Z* (either a commitment of 0 or respective PRF keys and TFHE partial
decryption keys) to generate a hybrid. In Hybridg, Z* is a commitment of PRF keys and partial
decryption keys. In Hybridy, it is a commitment of 0. If there is an adversary A, that distinguishes
the hybrids with probability greater than 27, the reduction uses the challenge commitment to
generate either Hybridg or Hybridg (depending on Z*) and runs A on it. Then it just outputs
response of A as its guess. The advantage of A then becomes the advantage of the reduction. Note
that reduction runs in time bounded by PL (bound on running time of generating the hybrid and
running time of A). Since, Com is secure against circuits of this size, the claim follows. O

78



Hybrid,, : This hybrid is the same as the previous one except that for i € Y7, 6; is computed
honestly using the PartDec algorithm using true randomness, instead of using PRF key K;.

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cn,s. He also
gives out some messages my, ..., mr, mg, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. Sample a string y € {0,1}' such that for every i € [t], set y; = 1 with probability 1/ and
y; = 0 with probability (1 —1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.
e Run TFHE.Setup(1*, 1*) — (fpk, fsky, ..., fsky).
e Compute fct < TFHE.Enc(fpk, m}).
¢ [Change] Sample PRF keys K; + PRF.Setup(1?) for i € Yj.
e [Change] Set z] = (fct, fsk;, K;) for i € ;.

5. [Change] Let F' be the circuit described in the key generation algorithm. Set 6; = F(x}) =

)

PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € Yp, otherwise set 6; = PartDec(fsk;, Eval(C, fct))

using fresh and independent randomness.

6. To compute encryption of m; for ¢ € I, also construct xé for j € [t] as in previous hybrids.

7. Compute Z* = Com(0%) where £ is the length in the previous hybrid. For other ciphertext
queries j € [['], compute Z7 as in the previous hybrid (using respective independently sampled
PRF and partial decryption keys).

8. For i € [t], sample SetR; as a set of A? uniformly chosen inputs from support of M; (which is
equal to My ; if y; = 1 and My, otherwise).

9. Define X = (y, {SetR;}iciy. O, {x]}jerricts {11 Hieves 2%, {0 ievi, {27} jer)

10. For every i € [t], to compute the following steps, we generate randomness R; = (71,i,72,i, {73, } je[r]> T4,i)
as follows. Run h(X) — (j1,...,j¢). Set R; as the randomness with index j; in the set SetR,;.

11. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71 ;) — sk; for i € [t] and
sets MSK = (ski, ..., skt).

12. Generate skc = (skc,..,skcyt) where skc; < sFE.sfKG(sk;, F,0;;72;) for the circuit F
described in the key generation algorithm.
13. For j € [, compute CT? = (Z7,CT/, .., CT?). Here, CT? « sFE.Enc(sk;, x);73 ;) for i € [t].

1)

14. Compute CT* = (Z*,CT7,..,CTy). Here, for every i € [t],ify; = 0, CT; < sFE.Enc(sk;, z};74,)
otherwise CT} « sFE.sfEnc(sk;, 1%, 1% 74 ,).

15. Give the following to adversary (skc, {CT?} ey, CT*)
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16. Adversary guesses b’ € {0,1}

Lemma 20. If PRF is secure against adversaries of size 2)‘4, then there exists constant cg > 0 such
that for any adversary A of size 22, | Pr|A(Hybridy) = 1] — Pr[A(Hybrid,,) = 1]| < 27.

Proof. Note that both hybrids Hybridg and Hybrid;, can be computed in time roughly the size
of h, and can be bounded by 2X" The only difference between the hybrids is the way commitment
0; is generated for ¢ € Y;. This is proven by fixing a best possible y. In Hybrid, it is generated
using randomness derived from PRF keys. In Hybrid,,, they are generated using true randomness.
Note that for ¢ € Y7, the PRF keys are absent. The security then holds due to the security of PRF
against adversaries of size 2N, O
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Hybrid,; : This hybrid is the same as the previous one except that for first index ig € Y7 ,
0, is simulated using the simulator of the TFHE partial decryption keys {fsk;};-;,. That is, set
0i, = TFHE.Sim({fsk; }i-s,, fct, C, C(my)).

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cn,s. He also
gives out some messages my, ..., mp, m§, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability 1/\ and
y; = 0 with probability (1 —1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., ) as follows.

e Run TFHE.Setup(1?*, 1*) — (fpk, fsky, ..., fsky).

e Compute fct < TFHE.Enc(fpk, mj).

e Sample PRF keys K; < PRF.Setup(1*) for i € Yj.
o Set z} = (fct, fsk;, K;) for i € Yj.

5. [Change] Let F' be the circuit described in the key generation algorithm. Let iy be the first
index in Yj. Set 6; = F(x}) =

)

PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € Yp, otherwise set 6; = PartDec(fsk;, Eval(C, fct))
fori ey \io. Set 91'0 = TFHE.Sim({fSki}@éio,fCt, C, C(mo))

6. To compute encryption of m; for i € I', also construct a:é for j € [t] as in previous hybrids.

7. Compute Z* = Com(0%) where £ is the length in the previous hybrid. For other ciphertext
queries j € [[], compute Z7 as in the previous hybrid (using respective PRF and partial
decryption keys).

8. For i € [t], sample SetR; as a set of A2 uniformly chosen inputs from support of M; (which is
equal to My ; if y; = 1 and M, otherwise).

9. Define X = (y, {SetR;}iery, C, {27} jerryicl {25 bieves 2%, {0 }ievi {27} jer)

10. For every i € [t], to compute the following steps, we generate randomness R; = (71,4, 72,i, {73, } je[r]> T4,i)
as follows. Run h(X) — (j1,...,Jt). Set R; as the randomness with index j; in the set SetR;.

11. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71;) — sk; for i € [t] and
sets MSK = (sky, ..., sky).

12. Generate skc = (skc,..,skct) where skc; < sFE.sfKG(sk;, F,0;;72;) for the circuit F
described in the key generation algorithm.

13. For j € [T, compute CT? = (Z7, CT{7 ..,CT{). Here, CTg — sFE.Enc(ski,xj‘rg,j,i) for i € [t].

1)

14. Compute CT* = (Z*,CT7,..,CTy). Here, for every i € [t],ify; = 0, CT < sFE.Enc(sk;, z};74,)
otherwise CT} < sFE.sfEnc(sk;, 1%, 14714 ).
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15. Give the following to adversary (skc, {CT?} ey, CT*)
16. Adversary guesses b’ € {0,1}

Lemma 21. If TFHE is statistically simulation secure, then there exists constant cig > 0 such that
for any adversary A, | Pr|A(Hybrid,,) = 1] — Pr[A(Hybrid,;) = 1]| < 272",

Proof. The only difference between the hybrids is the way commitment 6;, is generated for first
1o € Y7. This is proven by fixing a best possible y. In Hybrid, it is generated using TFHE.PartDec.
In Hybrid,, it is generated using TFHE.Sim. Note that these two distributions are statistically
close. The security then holds due to the security of TFHE. O
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Hybrid,, : This hybrid is the same as the previous one except that now we generate fct as an
encryption of 0

1. Adversary gets as input the security parameter 1* and outputs a circuit C' € Cp,s. He also
gives out some messages my, ..., mr, mi, m; € {0,1}" such that C(mg) = C(m7).

2. Sample a bit b € {0, 1}.

3. Sample a string y € {0, 1} such that for every i € [t], set y; = 1 with probability 1/\ and
y; = 0 with probability (1 — 1/)). Here, each bit y; is chosen independently. Abort if y = 0.

4. To encrypt challenge ciphertext, compute z* = (z7, ..., z}) as follows.
Run TFHE.Setup(1*, 1) — (fpk, fski, ..., fsky).
[Change] Compute fct < TFHE.Enc(fpk, 0I).

Sample PRF keys K; < PRF.Setup(1*) for i € Yj.
Set z7 = (fct, fsk;, K;) for i € Yj.

5. Let F' be the circuit described in the key generation algorithm. Let ig be the first index in
Yi. Set 6; = F(zF) =

7

PartDec(fsk;, Eval(C, fct); PRF(K;, Eval(C, fct))) for i € Yp, otherwise set 6; = PartDec(fsk;, Eval(C, fct))
forie Y \io. Set 91'0 = TFHE.Sim({fSki}i;ﬁio,fCt, C, C(mo))

6. To compute encryption of m; for ¢ € I', also construct a:z for j € [t] as in previous hybrids.

7. Compute Z* = Com(0%) where / is the length in the previous hybrid. For other ciphertext
queries j € [['], compute Z7 as in the previous hybrid (using respective PRF and partial
decryption keys).

8. For i € [t], sample SetR; as a set of A? uniformly chosen inputs from support of M; (which is
equal to My ; if y; = 1 and My, otherwise).

9. Define X = (yv {SetR’i}iE[t]7 Ca {xg}jG[F},iG[t]a {x:}iEY()v Z*a {ei}iGYNfCt? {Z]}]EF)

10. For every i € [t], to compute the following steps, we generate randomness R; = (71,i,72,i, {73, } je[r]> T4,i)
as follows. Run h(X) — (j1,...,j¢). Set R; as the randomness with index j; in the set SetR,;.

11. Then run the setup of the FE as follows: it computes sFE.Setup(1*;71 ;) — sk; for i € [t] and
sets MSK = (skq, ..., sky).

12. Generate skc = (skc,,..,skc) where sko; < SFE.sSfKG(sk;, F,0;;72;) for the circuit F
described in the key generation algorithm.

13. For j € [I], compute CT? = (77, CT{, ..,CT{). Here, CT{ +— sFE.Enc(ski,xg;rgyjﬁi) for i € [t].

14. Compute CT* = (Z*,CT7,..,CT;). Here, for every i € [t],ify; = 0, CT; <= sFE.Enc(sk;, x};7r4,)
otherwise CT} < sFE.sfEnc(sk;, 1}, 17; T4,i)-

15. Give the following to adversary (skc, {CT{}je[p},ie[t], cT")
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16. Adversary guesses b’ € {0,1}

Lemma 22. If TFHE is semantic secure against adversaries size 2’\4, then there exists constant
c11 > 0 such that for any adversary A of size 2°"", | Pr|A(Hybrid;) = 1] — Pr[A(Hybrid,,) =
1)) <2727

Proof. To prove this, we non-uniformly fix y. Note that both hybrids Hybrid,; , and Hybrid,,,

can be computed in time roughly the size of h, and can be bounded by 2X' . The only difference
between the hybrids is the way encryption fct is generated. In Hybrid,; it is generated as an
encryption of mj, while in Hybrid,, it is generated as an encryption of 0. In both hybrids, for first
io € Y1, partial decryption key fsk;, is missing. The security then holds due to semantic security of
TFHE. O

Lemma 23. Hybrid,, is information theoretically independent of b.
Proof. This claim follows by construction. O

From these lemmas we prove the theorem.

13 Construction of iO

From Section 12, we have the following result:
Theorem 19. Assuming

e Subexponentially secure LWE.

o Subexponentially secure three restricted FE scheme 2.

o PRGs with

— Stretch of k'T¢ (length of input being k bits) for some constant € > 0.

— Block locality three.
— Security with negl distinguishing gap against adversaries of subexponential size>.
o ARG assumption (refer Section 8.1).

there exists subexponentially secure sublinear secret key FE for Cp s for any polynomial n(\), s(\)
for X e N.

Once, we have subexponentially secure secret key FE for C,, 5, then we invoke the following
theorem from [AS17, LT17]. This theorem is based on the work of [BNPW16], which showed
that sublinear secret key FE implies sublinear public key FE (assuming LWE), and the work of
[AJ15, BV15] which showed that any subexponentially secure sublinear public key FE implies iO.

2See Section 9 for a construction of a three-restricted FE scheme from bilinear maps. The security of this con-
struction is justified in the generic group model.

3 As pointed before in Section 11, we allow a trade-off between the required level of security of ARG and a three-
block local PRG.
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Theorem 20 ([LT17, AS17]). Assuming
o Subexponentially secure LWE.
o Subexponentially secure sublinear secret key F'E for Cp .
there an indistinguishability obfuscation scheme for P/poly.
Thus, we have the following result.
Theorem 21. Assuming
e Subexponentially secure LWE.
o Subexponentially secure three restricted FE scheme *.

o PRGs with

— Stretch of k'T¢ (length of input being k bits) for some constant € > 0.

— Block locality three.

— Security with negl distinguishing gap against adversaries of sub-exponential size®.

e ARG assumption (refer Section 8.1).
there exists a secure iO scheme for P/poly.

Now we provide a more general theorem that allows a trade-off between the required level of
security of ARG and a three-block local PRG. This follows from the results in Section 11.

Theorem 22. For two distinguishing gaps advy, advs, if advy + adve < 1 — 2/ then assuming,
e Subexponentially secure LWE.
o Subexponentially secure three restricted FE scheme ©.

e PRGs with

— Stretch of k'T¢ (length of input being k bits) for some constant € > 0.
— Block locality three.

— Security with distinguishing gap bounded by advy against adversaries of sub-exponential
size.

o ARG assumption with distinguishing gap bounded by adva against adversaries of size 2> (refer
Section 8.1).

there exists a secure 1O scheme for P/poly.

As a corollary, we get:

4This can be implemented in the generic bilinear group model as described in Section 9

5 As pointed before in Section 11, we allow a trade-off between the required level of security of ARG and a three-
block local PRG.

5This can be implemented in the generic bilinear group model as described in Section 9
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Corollary 1. Assuming,

o Subexponentially secure LWE.

o Subexponentially secure three restricted FE scheme .

7

PRGs with

— Stretch of k¢ (length of input being k bits) for some constant € > 0.
— Block locality three.

— Security with distinguishing gap bounded by 1/X\ against adversaries of subexponential

size.

e ARG assumption with distinguishing gap bounded by 1 — 3/\ against adversaries of size
2X (refer Section 8.1).

there exists a secure iO scheme for P/poly.
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