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Abstract—The cloud changed the way we manage and store
data. Today, cloud storage services offer clients an infrastruc-
ture that allows them a convenient source to store, replicate,
and secure data online. However, with these new capabilities
also come limitations, such as lack of transparency, limited
decentralization, and challenges with privacy and security.
And, as the need for more agile, private and secure data
solutions continues to grow exponentially, rethinking the
current structure of cloud storage is mission-critical for
enterprises.

By leveraging and building upon blockchain’s unique
attributes, including immutability, security to the data ele-
ment level, distributed (no single point of failure), we have
developed a solution prototype that allows data to be reliably
stored while simultaneously being secured, with tamper-
evident auditability, via blockchain.

The result, Audita, is a flexible solution that assures data
protection and solves for challenges such as scalability and
privacy. Audita works via an augmented blockchain net-
work of participants that include storage-nodes and block-
creators. In addition, it provides an automatic and fair
challenge system to assure that data is distributed and
reliably and provably stored.

While the prototype is built on Quorum, the solution
framework can be used with any blockchain platform. The
benefit is a system that is built to grow along with the
data needs of enterprises, while continuing to build the
network via incentives and solving for issues such as auditing,
outsourcing and malicious users.

Index Terms—Blockchain; Distributed systems; Proof of stor-
age

1. Introduction

A cloud storage service provides a decentralized in-
frastructure that allows users to store their data on-
line. Users pay cloud providers (such as Amazon [2]
or Google [15]) to access the service and receive ben-
efits such as data replication, reliability, and security.
Users’ data is entirely administered by the cloud provider,
which is entrusted with selecting reliable storage servers,
maintaining data intact, and delivering it promptly when
requested. Also, decentralization in cloud storage is often
limited, which affects data replication and results in data
loss in case of natural disasters or denial of service

attacks. For example, WikiLeaks has published a highly
confidential internal document [29], showing that Amazon
cloud storage (S3) has a limited number of data centers
across the world.

On the other hand, the blockchain is a technology that
is fully transparent and distributed across the world. The
blockchain is a sequence of public and immutable struc-
tured data (called blocks) administrated by a peer-to-peer
network. It resembles the digital time-stamping system
introduced by S. Haber and W. S. Stornetta [16], which
was improved one year later by Bayer et al. in [8]. Today,
blockchain is a building block for many technologies such
as Bitcoin [22] and Ethereum [10].

Thanks to its properties, the blockchain is arguably an
ideal infrastructure for the next generation of decentralized
storage services. However, users’ data cannot be stored
into blocks because the blockchain is public and im-
mutable, and it does not scale. Encrypting or hashing rele-
vant information and storing the results on the blockchain
is also nugatory. Encryption (even if information-theoretic
secure) tends to ‘“deteriorate” over time because keys
get routinely exposed or misused. Hashing data does not
guarantee actual data storage. Moreover, the resultant hash
provides proof of existence, which may violate privacy
policies.

In this paper, we provide: 1) A detailed overview of the
state-of-the-art blockchain-based storage systems. 2) We
identify the fundamental properties that such systems must
satisfy, and we compare them based on these properties. 3)
We propose Audita, the first blockchain-based decentral-
ized storage system that satisfies all properties. It provides
most of the benefits of storing data on the blockchain
without actually doing it. The functionality we achieve is
that as long as the blockchain is growing and transactions
are generated, users can be reasonably confident their
data is intact even if stored off-chain. Adding a block to
the blockchain triggers an audit mechanism that implicitly
verifies that a random portion of all files stored off-chain
is intact. The audit is automatic and does not require file
owners to be online or participate.

1.1. Our technique

We introduce a general technique to implement Audita
on top of any blockchain framework. In our system, the
blockchain is used for accountability, and data is stored



off-chain in a new category of peers, called storage-
nodes, next to the standard blockchain’s peers, referred
to as block-creators. Storage-nodes provide the storage
capability to save and maintain users’ data, while block-
creators run the protocol of the underlying blockchain.

In Audita, a user with a file F, sends a request to
a server D, called dealer. The file distribution phase
is performed by D that gives, to each storage-node, a
random subset of file chunks. To ensure a storage-node
maintains the file subset intact (and locally stored), we
leverage the blockchain and a publicly verifiable provable
data possession (PDP) scheme to implement a global
interactive proof system (i.e., prover-verifier paradigm). A
block B, created by a block-creator, will be permanently
added into the chain if and only if it is accompanied by
a set of £ proofs of possession {7;};c[q (generated by ¢
distinct storage-nodes over a portion of stored data). We
refer the reader to Figure 1 for a view of the protocol
workflow. In more detail, the block-creator, behaving as
the verifier, challenges the storage-nodes (the provers): It
contacts a random subset of storage-nodes and asks for
a proof of possession 7; (step (1)). The first ¢ received
proofs {m; };c[¢ Will be used as a “ticket”, that will give to
the block-creator, the possibility to propose the candidate
block B to the network (step (2)). If both block B and
proofs {m;},c|¢ are valid, then the blockchain is extended
(step (3)).

Thanks to its modularity, our technique allows us to
implement Audita on any reward-based blockchain sys-
tem. Rewards are widely used in Bitcoin and Ethereum to
incentivize peers to act honestly. Audita follows the same
approach. Storage-nodes and block-creators that cooperate
to extend the blockchain will receive a reward in exchange
for their work. The type of reward in our system can be
quite arbitrary and can range from cryptocurrency-based
rewards in a public blockchain to contractual agreements
in a permissioned blockchain.

1.2. Organization

The paper is organized as follows. Section 2 discusses
the main blockchain-based decentralized storage systems
present in the literature. In Section 3, we give a detailed
overview of the main properties that blockchain-based
decentralized storage systems must satisfy. Section 4 in-
troduces the notation and the required building blocks that
we use throughout this paper, and section 5 defines the
security assumptions we make. In Section 6 we introduce
Audita with a detailed discussion about its properties and
requirements. Section 7 presents our implementation and
the experimental results. Finally, Section 8 concludes the

paper.
2. Related work

Some recent works have focused on how to store,
in a decentralized way, a publicly known file (e.g., the
digital content of a library) using the blockchain. Miller
et al. [20] propose Permacoin that repurposes the com-
putational power spent in computing the Proof of Work
(PoW), currently in use by many blockchain systems such
as Bitcoin. In Permacoin, the PoW involves two distinct
elements to incentivize miners to store a file locally.

First, the PoW is computed over the chunks of the file.
This makes the computation an implicit form of proof
of possession. However, this does not give any guarantee
about the decentralization of the data: Miners could out-
source both the file chunks and the PoW computation to
a third party and jeopardize data decentralization. For this
reason, Permacoin proposes an efficient multi-use hash-
based signature scheme called floating preimage signature
scheme and forces miners to use their secret key during
the PoW. At a high level, miners are required to sign and
hash the intermediate states of the PoW recursively. In
this way, storage outsourcing results in either exposing
the secret key or decreasing the probability of generating
a new valid block. Since chunks are hashed during the
computation of the PoW, Permacoin suffers from high
bandwidth consumption. Indeed, the chunks must be sent
together with the PoW solution for verification.

Motivated by the need to decrease the bandwidth
overhead of Permacoin, Sengupta et al. [25] propose
Retricoin. At a high level, Retricoin modifies the mining
protocol of Permacoin not to involve file chunks during
the computation of the PoW. This permits to verify a
candidate PoW solution without any file chunk, decreasing
the network bandwidth. Retricoin uses the PoW as a form
of commitment, i.e., it selects the file chunk indexes that
must be proven. Then, it leverages the proof of retriev-
ability (PoR) scheme of Shacham and Waters [26] to
prove the possession of that chunks. Retricoin maintains
Permacoin’s objective of hindering peers from outsourcing
files to third parties. While the authors state that Retricoin
is secure against outsourcing, we observe that the modi-
fication made to the mining protocol makes it susceptible
to an attack. We refer the reader to Section 3 for more
details.

Armknecht et al. [3] propose a new PoW called EWoK
(Entangled proofs of WOrk and Knowledge) that aims
at increasing the decentralization and replication of the
blockchain data by including the blockchain itself into
the PoW. When EWoK is in place, the blockchain is
divided into shards and the probability to compute a valid
PoW solution is proportional to the number of independent
shards the pool miner stores. The mining protocol is com-
posed of two distinct PoW phases: The first is a standard
PoW whose objective is to reach consensus among the
pool miners on the set of transactions to include into the
block. The second one is a special PoW that is computed
over the shards so that a single solution can be expected
on average. In this way, pool miners are incentivized to
store different shards of the blockchain to maximize the
probability of solving the second PoW.

Kopp et al. design KopperCoin [18], a new storage-
based mining process that replaces the computationally
expensive PoW. In KopperCoin, a user can submit a
special store transaction that notifies miners of the in-
tent to store a file in the system. Among other things,
the store transaction contains the file chunks and the
public information needed to verify the proofs of re-
trievability computed by the miners. Miners are free
to choose which chunks to store. The storage based
mining of KopperCoin is implemented by combining a
PoR scheme and a bitwise XOR-based metric f(z,y) =
x @ y. During the mining, the current block is hashed
and the nearest chunk c; (measured using the bitwise
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Figure 1: High level protocol workflow.

XOR-based metric) is selected, i.e., j = argming{H &
k|cy set of chunks locally stored}. Then, a miner gener-
ates a new block B (and collects the reward) if it out-
puts a valid proof of retrievability for the chunk c; and
H(B) - 2V®" < threshold where h is the hash of the
previous block and threshold is the mining difficulty
factor. The bitwise XOR-based measure allows miners to
mine proportionally to the storage offered. Indeed, the
more chunks a miner stores, the higher the probability
is of finding a chunk index j close to . We note that
KopperCoin suffers from two significant drawbacks. First,
it does not guarantee that a file is entirely stored. This is
because miners can select which chunks to store. Hence,
malicious miners could collude and choose not to store a
certain portion of the file. Second, the store transaction
contains the file chunks. This implies that a copy of
the file is stored on the blockchain. As discussed in the
introduction (Section 1), this creates several stumbling
blocks (e.g., in relation to scalability and file deletion),
and makes KopperCoin unusable in our context.

The systems proposed in [19], [24], [28] adopt a differ-
ent approach. They leverage the blockchain as a broadcast
channel that allows users to publish orders (or contracts),
rent storage and, distribute their files across the network.
Sia [28] leverages a smart contract enabled blockchain to
post arrangements between users and storage-nodes. When
a new arrangement is posted, the file is sent off-chain to
the corresponding storage-node. The arrangement contains
several pieces of information such as: The Merkle root of
the file, the expiration date, the challenge rate, and the
reward for each challenge. At specific times (determined
by the challenge rate), the storage-node samples a ran-
dom chunk by hashing the current blockchain block and
generates a proof of possession. The proof consists of the
chunks and the list of hashes of the file’s Merkle tree.
Proofs are submitted to the blockchain network and, if
valid, an automatic payment is triggered that compensate
the storage-node as specified in the arrangement. A major
drawback of Sia is the usage of Merkle trees. Although
they allow verification of large data, they are not meant
to be used as a form of proof of possession since a ver-
ification proof must contain the challenged chunk (along
with a logarithmic number of hashes). This significantly
increases the network bandwidth since chunks must be

sent to other peers during the verification phase.

Protocol Labs proposes Filecoin [19] that leverages the
blockchain to implement two decentralized markets: The
storage market, where users submit orders to pay storage-
nodes and rent their storage, and the retrieval market,
where users submit requests to retrieve a file previously
stored. Storing and retrieving files involve matching orders
between users and storage-nodes. Files are sent off-chain
to storage-nodes that later generate a sequence of proofs of
spacetime to prove files were stored during the stipulated
period. Storage-nodes are paid using off-chain payment
channels when they provide valid proofs. File retrieval
works similarly: Users submit retrieval requests to nodes
by including payments that are exercised off-chain only
when proofs of spacetime are valid or when files have
been successfully retrieved.

Blockstore [24] also employs the blockchain as a
decentralized storage market, in which users can rent
space from storage-nodes. It differs from [19], [28] on
how the auditing tasks are handled. Indeed, in [24], users
are responsible for their data and have to audit it by
themselves or collaborate with a third party. Namely, users
repeatedly challenge storage-nodes and ask for proofs of
possession.

Storj [30] is an open-source project that aims to build
a decentralized cloud storage service. The core of the
system is composed of a class of peers, called satellites.
They are responsible for implementing a distributed hash
table (DHT) that stores all the information needed by
users to upload and download files to/from the network
(e.g., storage-nodes location, storage-nodes reputation,
file metadata, etc.). Additionally, they issue payments to
storage-nodes, which receive an ERC20 Ethereum-based
token, according to the service provided, and they are
responsible for data maintenance and data replication. As
in [24], auditing tasks are performed either by the user or
a third party (in this case the satellites). As in Sia, Storj
suffers from high network bandwidth overhead since it
uses Merkle trees as proofs of possession.

3. Properties

In Section 3.1, we give an overview of the funda-
mental properties that a blockchain-based decentralized



PoW-free Decentralized Fair Resilient to

auditing auditing outsourcing
Permacoin [']] O [ O [
Retricoin [25] O (] O O
EWoK [3] O (] O [ ]
KopperCoin [ ] ° () (@) (@)
Sia [77] ([ ] [} © (@)
Filecoin [19] [ ] [ ) © ?
BlockStore [24] [ O © O
Storj [0] [ ] O © O
Audita (Sec. 7) [ ] [ ) ) [

Table 1: Comparison between Audita and the existing
state-of-the-art systems. @ Property is satisfied. O Prop-
erty is not satisfied. © Property is partially satisfied. Ques-
tion mark ? indicates insufficient implementation details.
The highlighted systems present the drawback of either
store file chunks on the blockchain or send them across
the network for verification purposes.

storage system must satisfy. We make a comparison be-
tween Audita and the existing systems (described in Sec-
tion 2) based on such properties. For completeness, in
Section 3.2, we report some additional factors that must
be considered before deploying such systems.

3.1. Fundamental properties

We refer the reader to Table 1 for the comparison sum-
mary between Audita and current state-of-the-art systems.
PoW-free. The current decentralized storage systems can
be divided into two distinct categories according to how
they prove the integrity of the files: PoW-based and PoW-
free. Systems such as [3], [20], [25] are PoW-based:
Nodes are required to spend a significant amount of their
computational power to compute the PoW.! On the other
hand, [18], [19], [24], [28], [30] do not rely on PoW at all:
Nodes are only required to generate proofs of possession.
A decentralized storage system should not make use of
PoW for two main reasons: It results in a significant waste
of electricity, and it excludes from the network nodes with
limited computational power but available storage space.
Audita belongs to the PoW-free category: A storage-node
must only provide its storage and have access to modest
network connectivity to interact with other peers. Note,
however, that block-creators could still deploy PoW as
their consensus mechanism if deemed suitable.
Decentralized auditing and fairness. Data auditing is
the core of a decentralized storage system. Once users
upload their files, they expect to receive assurance that
files are stored correctly, and their integrity is preserved.
The auditing process is composed of two distinct aspects
that we call decentralization and fairness.

Decentralization refers to how the system audits the
data. Resorting to the file owners for auditing activities
(via PDP or PoR) is not acceptable in a decentralized
scenario. Users can be offline or fail to trigger audit
events. Auditing must be decentralized and automatically
performed by the system. Blockstore [24] and Storj [30]
are centralized: The user authorizes a third party to audit
its data by continually challenging storage-nodes. On the

1. Retricoin [25] leverages PoW to select the chunks indexes to
challenge.

other hand, [3], [18]-[20], [25], [28] are decentralized.
In particular, [3], [20], [25] are PoW-based, and nodes
challenge themself by computing the PoW. A similar
consideration holds for KopperCoin [1&] where, instead of
the PoW, nodes execute a storage-based mining algorithm.
Lastly, in [19], [28], storage-nodes regularly generate
proofs of possession to fulfill the agreement established
with the user.

Fairness refers to the ability to uniformly audit every
part of the file uploaded. In other words, the auditing is
fair when each file chunk has the same probability of being
checked. Systems such as [3], [18], [20], [25] are not fair
under this definition. In KopperCoin [18], storage-nodes
are free to select which chunks to store and could merely
choose not to preserve some of them. While, in [3], [20],
[25], the probability of challenging a node is proportional
to its hash power since PoW is used to prove storage
integrity.

Instead, systems [19], [24], [28], [30] partially satisfy
fairness because file owners are in charge of selecting
storage nodes and challenge rates in advance.

Audita provides decentralized auditing that is decen-

tralized and fair. Storage-nodes and their respective in-
tegrity challenges are uniformly sampled by hashing the
output of the election phase that determines the block-
creator.
Resilience to outsourcing. Outsourcing refers to the
possibility for a node to store data within a cloud storage
service (e.g., Amazon, Google, Microsoft, etc.) to release
its memory. If several nodes outsource their data, decen-
tralization will not be guaranteed. A reliable decentralized
storage service should tackle this issue by hindering peers
that outsource their data. As an example, systems such
as [3], [20] force peers to use their local storage by
including both the data and the peer’s secret key in the
PoW process. On the other hand, [18], [24], [28], [30]
do not propose any defense against outsourcing. Filecoin
[19] will block outsourcing by leveraging a proof of
spacetime and a time-bounded proof of replication, but
details about these primitives are still work in progress.
Lastly, Sengupta et al. [25] state that Retricoin is secure
against outsourcing. However, we note that file chunks are
not directly hashed during the computation of the PoW (as
it is done in Permacoin). Instead, the PoW involves only
the indexes of the chunks that are challenged. Thus, a
malicious miner could simply compute the PoW indepen-
dently, and have the proof of retrievability generated by
an external server.

Audita proposes a new solution for the storage out-
sourcing problem by making it financially inconvenient.
A block-creator will eventually ask and wait from storage-
nodes ¢ proofs of possession {m;};c¢. A reward is only
assigned to the first ¢ storage-nodes that provide such
proofs. This consistently puts storage-nodes in a highly
competitive state. The reason is that block-creators have
the incentive to include in the winning ticket the first
¢ proofs m; received to avoid any delay in getting the
reward. If a storage-node decides to outsource its data,
it will need to contact an external server to retrieve ;.
The assumption we make here is that this will cause
network delays which decrease the probability of getting
the reward. The advantage of our technique is that it
does not involve any intensive computational task from



the storage-nodes’ side. Note that a similar approach is
used by Bowers et al. [9]. They show that the response
time permits to verify that a server is storing a file in a
fault-tolerant manner.

3.2. Additional considerations

In this Section, we discuss about problems that must
be tackled before deploying a blockchain-based decentral-
ized storage system.

Incentivization. In a decentralized storage service, peers
offer their local storage space to build the network stor-
age infrastructure. Hence, one critical aspect is how to
incentivize peers to join the network. Peers must be
persuaded to provide their storage and keep data intact.
Every existing system [3], [I8]-[20], [24], [25], [2€],
[30] uses rewards to encourage peers to participate in the
storage process honestly. In more detail, in [3], [18], [20],
[25], the system automatically generates rewards to peers
that correctly store the file. As an example, [3], [20], [25]
are conceived to work with Bitcoin, and peers receive a
bitcoin coinbase transaction as their reward. A different
approach is adopted by [19], [24], [28], [30]: Users pay
nodes in exchange for their storage space. In Audita, at
each timestamp, a block-creator asks storage-nodes for
proofs of possession on their respective file chunks. A
reward is assigned only to the first ¢ storage-nodes that
answer correctly. The goal of Audita is to incentivize
storage-nodes (1) to store file chunks faithfully and (2)
to actively provide valid proofs of possession. Indeed,
unlike other systems, Audita creates a strong incentive
for storage-nodes to compete with each other and provide
valid cryptographic proofs promptly.
Malicious users. The incentive that a blockchain-based
storage system provides to invite nodes to participate can
become a double-edged sword. Clients and nodes can
collude to take advantage of the network. As mentioned
in [19], a malicious user can generate a large file through a
program. By sharing this program with a node, the latter
can free its storage space but still claim to be storing
the file. Specifically, let us assume that a malicious user
requests to store a file F' generated in the following way:

o Choose a PRF G with key s <s {0, 1}*.

« Create an arbitrary long file F' = {f1,...

fi = Gs(i).
e Make a request to store the file F' in the network.
« Collude by sharing the G, with the nodes that are
storing the file.

, fn} where

If the data owner spends less money to store his file than
the rewards the storage-node gets, then their collusion will
generate significant earnings. A system that could suffer
from this problem is KopperCoin [18]. In KopperCoin a
user, that wants to store a file for a fixed period must
destroy a fixed amount of coins. The longer the period,
the higher the number of coins to destroy. On the other
side, storage-nodes will earn some new coins that are
included in a coinbase transaction. The authors do not
mention any relationship between the number of coins
to destroy and the amount contained into the coinbase
transaction. Hence, KopperCoin could be susceptible to
the above attack if the amount paid by the user is lower
than the expected rewards that a storage-node can earn.

On the other hand, [3], [20], [24], [25], [28], [30] are not
susceptible to this attack. Miller et al. [20], and Sengupta
et al. [25] assumes that a trusted dealer owns the file F'.
Hence, the attack is out of scope since F' comes from
a trusted party. A similar argument holds for [3]: F is
the Bitcoin blockchain which is publicly verifiable, and
thus implicitly trusted. Filecoin [19] mentions that their
time-bounded proof of replication and proof of spacetime
prevent the attack, but their solution is still being worked
out. Lastly, in [24], [28], [30], the amount paid by the user
is precisely the amount that the storage-nodes will earn
during the storage process. We stress that this approach
applies to most of the systems, including Audita.
Recovery. A decentralized storage system must allow
users to retrieve the file from the network. Unfortu-
nately, merely deploying PDP and PoR is not sufficient.
These primitives were designed to challenge cloud storage
servers, but cannot help if providers misbehave or simply
disappear [0]. Works such as [3], [24], [25], [28] do not
provide any insight on how the file can be retrieved.
Permacoin [20] assumes that a portion of altruistic peers
may return the file to the user. However, without any
incentives, the number of altruistic peers could slowly
decrease over time, making the file unretrievable. On
the other hand, [19], [30] propose two similar solutions
that rely on the same idea: Clients pay storage-nodes
to retrieve their files as an incentive. However, they do
not describe how to fairly exchange the payment with
the content of the file. Thus, in principle, the storage-
node could receive the payment and disappear from the
network. The solution of KopperCoin [18] involves a 2-
out-of-2 multisignature. The user and the storage-node
generates a transaction which includes a payment for
the storage-node and two collaterals, one for each of
the parties. Honest parties get their collateral back; in
particular, when the user receives the file requested, then
the multisignature is used to pay the storage-node and
return the two collaterals to the respective parties.
Audita relies on similar techniques and leverages
smart contract enabled fair exchange protocols [13] to
implement a reliable file recovery mechanism.

4. Preliminaries

4.1. Notation

We use the notation [n] = {1,...,n}. Capital boldface
letters (such as X) are used to denote random variables,
small letters (such as ) to denote concrete values, calli-
graphic letters (such as X') to denote sets and serif letters
(such as A) to denote algorithms. For a string « € {0,1}*,
we use |z| to denote its length; if X is a set, |X| is the
number of elements in X'. If A is an algorithm, we use
y = A(z) to denote the run of A on input z and output
y; If A is a randomized algorithm we write A(z;7) to
denote the run of A on input z and uniform randomness
r). We sometimes write y <—s A(z) to denote the output
y of the randomized algorithm A over the input = and
uniformly randomness. The min-entropy of a random
variable X is Ho.(X) = —log max,cx Pr[X = z], and
intuitively it measures the best chance to predict X (by a
computationally unbounded algorithm).



Negligible functions. We denote by A € N the se-
curity parameter and we implicitly assume that every
algorithm takes as input the security parameter. A function
v : N — [0, 1] is called negligible in the security parameter
A if it vanishes faster than the inverse of any polynomial
in A\, i.e. v(A) € O(1/p(N)) for all positive polynomials
p(A). We sometimes write negl () (resp., poly (\)) to de-
note an unspecified negligible function (resp., polynomial
function) in the security parameter.

4.2. Blockchain

A blockchain C is a sequence of public and immutable
blocks administrated by the network. Each block B is
composed of two parts: The state s and the data x. The
state links B to its predecessor, while the data contains
some arbitrary information (e.g., transactions). At each
timestamp ¢, the peers (called block-creators) collaborate
(executing a series of algorithms and exchanging a se-
quence of messages) in order to agree on the next block
B to append on the blockchain C. A new block B is valid
if it passes the following verification steps: 1) B is well-
formed (e.g., valid block structure, block size, etc.); 2) B
is properly linked to the head of the blockchain Head(C)
by means of a linking function link. If the block B is
valid, then the network extends the chain C by appending
B.

More formally, we define a blockchain C in the fol-
lowing way:

Definition 1 (Block). A block B is a tuple (s,z) such
that s € {0,1}* and = € {0,1}*. s and x are called the
block’s state and the block’s data, respectively.

Definition 2 (Blockchain). A blockchain C is a sequence
of blocks By, ..., B,. The rightmost block is called the
head of the chain, denoted with Head(C). The length
of a blockchain len(C) = n is its number of blocks. A
blockchain C can also be empty, i.e., C = €. Let link be a
function. Any blockchain C with head Head(C) = (s,x)
can be extended to a new longer chain C' = C||B’
by appending a new block B’ = (s',z’) such that
s' = link(Head(C)).

A blockchain protocol II over a chain C is a tuple of
four algorithms (KGen, Elect, CreateBlock, Ver), executed
by block-creators in order to create new blocks. The key
generation algorithm KGen allows block-creators to join
the network and generate their public and secret keys.
We denote with BC = {bcy,bcy, ...} and (pky,, Sk, ).
the block-creators present in the system and their public
and secret keys, respectively. At each timestamp ¢, block-
creators work to extend the blockchain by appending a
new block B. The protocol is composed of two distinct
phases: Election phase and creation phase. The election
phase starts at the beginning of each timestamp ¢. Each
block-creator executes Elect to reach consensus on a
leader that will be in charge of creating and appending a
new block. Once the consensus is reached, Elect outputs
an identification string idstr that publicly identifies the
leader bc* (e.g., idstr includes the leader’s public key
pkpc-)- Then, the creation phase starts: bc* broadcasts a
new block B (generated by executing CreateBlock) and
the identification string idstr over the network in order to

be verified. The blockchain is extended by appending B
if and only if both B and idstr are valid, and B has been
created by the leader bc* identified by the identification
string idstr.

More formally, a blockchain protocol consists of the
following four algorithms:

KGen(1*): The randomized key generation algorithm
takes as input the security parameter and outputs a
public and secret key (pkpc, Skic)-

Elect(pky,, skpc): The randomized consensus algorithm
takes as input a public and secret key pair (pky,., Skbc)
and outputs an identification string idstr.

CreateBlock(pk,., skpc, idstr): The randomized creation
algorithm takes as input the public and secret key
pair (pkpc,Skpe), and an identification string idstr,
and outputs a block B.

Ver(B,idstr): The deterministic verification algorithm
takes as input a block B and an identification string
idstr, and outputs a decision bit.

We assume that leaders act in a rational manner, broad-
casting new blocks as soon as are ready. This is a common
behavior presents in most of the existing blockchains.
Timestamps have a predefined time length that is the
expected average time needed to run the protocol and pro-
duce new valid blocks. To make the system live, any delay
is automatically handled by the network (e.g., electing
another leader). Furthermore, in blockchain systems such
as Bitcoin and Ethereum, block-creators compete to mine
new blocks and earn the corresponding coinbase transac-
tion. Any voluntary delay would result in an economic
loss.

We now define the correctness. Intuitively, a
blockchain protocol II is correct if an honest execution
produces a valid block B.

Definition 3 (Correctness of blockchain protocol). We say
that a blockchain protocol II is correct if, for every A\ €
N, set of block-creators BC = {bcy,bcs,...} with keys

{(pkbci ) Skbci)}ieHBC\] we have:

idstr <—s Elect(pk,.,, Sk, ),
Pr| B s CreateBlock(pkycr, Skbe* ),
Ver(B,idstr) =1

2 1_neg|()‘)a

where (pky,, skbc,) s KGen(1%), for ¢ € [|BC|] and
(pkyc-, Skne+ ) are the public and secret keys of the elected
block-creator bc* identified by idstr.

Remark 1. Network partitioning and asynchronous com-
munication may interfere during the election and bring
block-creators to have different consensus views, i.e.,
Elect algorithm may return inconsistent identification
strings idstr. This ends in having multiple leaders that
create new blocks, generating blockchain forks. We im-
plicitly assume that the system has a mechanism to handle
and solve forks automatically.

Remark 2. Our definition focuses on blockchain proto-
cols that are composed of two distinct phases: Election
phase (Elect algorithm) and creation phase (CreateBlock
algorithm). An example of systems that lie in this category
are permissioned blockchains. In a permissioned setting,
block-creators could jointly elect a leader (e.g., by running
a cooperative consensus algorithm) that will be in charge



of generating a new block B. Even the well-know per-
missionless blockchains Bitcoin and Ethereum fall in this
category. In these systems, the block creation works as a
form of self-election. Indeed, block-creators are required
to locally solve the PoW in order to produce a valid block.
The coinbase transaction of a newly mined block uniquely
identifies the creator. Hence, according to our definition,
the election and creation phases collapse into a single one,
i.e., the mined block can be seen as an identification string
(e.g., idstr = B), and the creation algorithm CreateBlock
is just the identity function.

We are interested in blockchain protocols that are
unpredictable. Unpredictability refers to the inability to
predict the output of the election phase, i.e., the identifi-
cation string idstr.

Definition 4 (Unpredictability). A Blockchain Protocol II
is unpredictable if:

Hoo (X) > w(log(A)),

where X is a random variable that describes the distribu-
tion of the identification strings idstr (output by Elect).

Remark 3. Several blockchain systems are considered
unpredictable. For example, as described in Remark 2,
Bitcoin’s identification string idstr corresponds to the next
candidate block B. Each block contains several elements
such as: 32 bit nonce used to randomize the output of
the PoW, ECDSA signatures, Merkle root, extra-nonce,
etc. These elements have a non-trivial amount of entropy
and make hard the prediction of the next block. We also
emphasize that, in some cases, it is straightforward to
make a blockchain system unpredictable. For example,
in a blockchain that deploys a cooperative consensus
algorithm (e.g., Ripple [!1]), block-creators can jointly
agree on randomness 7 (e.g., by using coin tossing [!]
or other multi party computation techniques) with at least
w(log(A)) bits of min-entropy during the consensus phase.

4.3. Provable Data Possession

A Provable Data Possession scheme (PDP) II =
(KGen, Tag, GenChal, GenProof, CheckProof) allows a
user to check the integrity of a file F = {fi,..., fn}
stored in a remote untrusted server. The user computes
the file fingerprint (by using its public and secret key
(pk, sk) generated by KGen) that consists in tagging each
file chunk f; using the tagging algorithm Tag. Then,
both the file F' and the tags {7;};c[, are outsourced
to the untrusted server. At any moment, the user can
issue a challenge chal (generated through the challenge
generation algorithm GenChal) to the server in order to
audit its data. We assume that the challenge generation
algorithm takes in input an integer d and an index space
Z C [n] such that d < |Z|, and returns chal that, among
other things, includes a set of d distinct indexes Zcpa
sampled at random from Z. The server uses both the file
and the related tags to run GenProof and generate a proof
of possession 7. The latter is sent to the user that verifies
it by running the verification algorithm CheckProof. In
this work, we are interested in publicly verifiable PDP,
i.e., the verification process does not involve the user’s

secret key sk. This permits to delegate a third party for
verification.

Formally, a publicly verifiable PDP scheme for a file
F = {f1,..., fn} is composed by the following algo-
rithms:

KeyGen(1*): The randomized key generation algorithm
takes as input the security parameter and outputs the
public key pk and the secret key sk.

Tag(pk, sk, f;): The randomized tagging algorith takes as
input a public key pk, a secret key sk, and a file chunk
fi € F, and outputs a tag ;.

GenChal(d,Z): The randomized challenge algorithm
takes as an integer d € N and an index space Z C [n],
and outputs a challenge chal defined over d distinct
chunk indexes Z.p, sampled at random from 7

GenProof (pk, chal, { f; }iez..» {7i }icz,, )t The determin-
istic prove algorithm takes as input a public key pk, a
challenge chal defined over a set of d chunk indexes
Tchal» a set of file chunks {f;}iez,.,, and a set of tags
{7i}iez.,,» and outputs a proof .

CheckProof(pk, chal, w): The deterministic verification
algorithm takes as input a public key pk, a challenge
chal, and a proof 7, and outputs a decision bit.

A PDP scheme is correct if honestly generated proofs
verify correctly.

Definition 5 (Correcteness of PDP). A PDP scheme II =
(KGen, Tag, GenChal, GenProof, CheckProof) is correct
if VI C [n], VF = {f1,...,fn}, Vd € N such that
fie{0,1}* , we have:

(pk, sk) <—s KGen(1*),
chal <—s GenChal(d,Z)

Pr| 7 s Tag(pk,sk, f;), for i € Zepa, | =1,
7 = GenProof (pk, chal, 7, T),
CheckProof(pk, chal, 7) =1

where Z,, are the d chunk indexes determined by chal,
F = {fi}iEIchal’ and T = {Ti}iGIchal'

As for security, it must be infeasible to generate a valid
proof of possession 7 without knowing the file chunks
specified into the challenge.

Definition 6 (Security of PDP). A PDP scheme II =
(KGen, Tag, GenChal, GenProof, CheckProof) is secure
if, for every file F = {fi,..., fn}, every index space
Z C [n], every d < n, and every PPT adversary A,
the probability that A wins the game G% AN d, ) is
negligibly close to the probability that the challenger can
extract the chunks {f;};cz.,, by means of a knowledge
extractor E. The game G{'% o(\, d,Z) is defined in the
following way:
1) The challenger runs (pk, sk) <—s KGen(1*) and sends
pk to the adversary A.
2) A issues oracle queries to the oracle Tag. On
input f; € F the oracle returns the tag
Ty <8 Tag(pk7 Ska ft)
3) The challenger sample a randomness r <—s {0, 1}*
and send it to A. The adversary is required to provide
a valid proof of possession 7 with respect to the
challenge chal = GenChal(d,Z;r) defined over the
d indexes Zcpna C 7.
4) The adversary outputs a proof 7.



5) If CheckProof(pk,chal,m) = 1 where chal =
GenChal(d,Z; ), output 1; otherwise output 0.

Remark 4. The PDP definitions used in this work differs
from the ones proposed by Ateniese et al. [5] in how the
challenges are generated. We assume the existence of a
randomized algorithm GenChal that produces challenges
on a portion of the file. This main difference affects our
security definition. Indeed, similarly to [7, Section 4], the
challenger does not directly choose chal, but it outputs the
randomness r for the challenge algorithm GenChal that
will randomly sample d chunks from the index space Z.
Note that every secure PDP scheme under the definition
of [5], is also secure under our Definition 6. This because
in [5], the challenge distribution is arbitrary.

Remark 5. PDP and PoR [26] are related primitives.
The former guarantees that the challenged chunks are
correctly stored (or known) by the server, while the latter
additionally guarantees that the entire file can be retrieved
from a set of proofs.

It’s possible to show that retrievability can be added
to PDP by applying an erasure code to the file F' before
uploading it [4]. Thus, we implemented Audita with PDP
and left the use of erasure codes optional.

4.4. Signature Schemes

A signature scheme is made of the following efficient
algorithms.

KGen(1*): The randomized key generation algorithm
takes the security parameter and outputs a public and
a secret key (pk, sk).

Sign(sk,m): The randomized signing algorithm takes as
input the secret key sk and a message m € M, and
produces a signature o.

Ver(pk, m,o): The deterministic verification algorithm
takes as input the public key pk, a message m, and
a signature o, and it returns a decision bit.

A signature scheme should satisfy two properties: 1)
honestly generated signatures verify correctly and, 2) it
is infeasible to compute valid signatures for new fresh
messages without knowing the respective secret key sk.

Definition 7 (Correctness of signatures). A signature
scheme IT = (KGen, Sign, Ver) with message space M is
correct if Ym € M, V(pk, sk) <—s KGen(1*), the following
holds:

Pr[Ver(pk, m, Sign(sk,m)) = 1] = 1.

Definition 8 (Unforgeability of signatures). A signature
scheme IT = (KGen, Sign, Ver) is existentially unforge-
able under chosen-message attacks (EUF-CMA) if for all
PPT adversaries A:

Pr[GHA(\) = 1] < negl()),

where G%‘fA(A) is the following experiment:
1) (pk,sk) <—s KGen(1%).
2) (m, o) <—s ASENGR) (12 pk)
3) If m has not been queried to oracle Sign(sk, -), and
Ver(pk, m, o) = 1, output 1; otherwise output 0.

5. Security Assumptions

Audita allows users to store their files in a decentral-
ized way. For the sake of clarity, we introduce the system
assuming the presence of a single user with a single
file. Erasure code may be pre-applied in order to add
redundancy and guarantees a user to retrieve the file even
if a part of the chunks are lost or corrupted. We assume
the file size is too large (e.g., Petabytes) to be stored by
an individual node. For this reason, the file is divided into
smaller portions that are distributed to each node. The
distribution is performed by a third party D, called the
dealer. In Section 6.1 we discuss how to handle multiple
files and decentralize the distribution. Additionally, we
make the following assumptions:

Rational nodes. We assume that the majority of nodes
(block-creators and storage-nodes) are rational and act
in an economically rational manner. Rewards are widely
used in several blockchain systems to incentivize honest
behavior. In both Bitcoin and Ethereum, peers earn coins
for the service provided to the network. Incentivization
can also be obtained in other ways. As an example, in
a permissioned scenario, the network is composed of
authorized nodes. It is reasonable to assume that, in this
case, nodes have a contractual agreement with an authority
that must be fulfilled.

Secrecy of private keys. Each node possesses a public
and secret key (pk, sk). We assume sk is kept secret, and
thus not outsourced to an external party. In permissionless
systems such as Bitcoin or Ethereum, the node’s secret
key is used to sign transactions and spend their rewards.
Hence, a node that reveals its secret key sk would end in
exposing its wallet. On the other hand, in a permissioned
setting, nodes must be authorized and sk allows them to
authenticate in the system. Revealing sk would allow an
attacker to maliciously act in its name and breaks any
existing contractual agreement.

Network latency. We assume that communicating
through the network requires a significant amount of time.
If a node desires to execute a computational task as fast
as it can, it will be most likely faster if it minimizes the
network communication by computing the task locally.
Outsourcing the computation to an external party will
add a significant delay due to the multiple network hops
necessary to exchange inputs and outputs for the task.

6. Audita

Audita defines a new technique to add storage capabil-
ities to every blockchain system (Definition 4.2). The net-
work is composed of two types of nodes: Block-creators
and storage-nodes. Block-creators execute the standard
protocol of the underlying blockchain while storage-nodes
are entitled to store a portion of the file. Audita requires
cooperation between these two categories in order to
create a new block. A block-creator that wants to extends
the blockchain with a new block B must challenge a
subset of k storage-nodes and retrieve at least ¢ proofs
of possession {7;};cg.

Formally, Audita is composed of eight algorithms
(BCKGen, SNKGen, Setup, GetChunks, Elect, Prove,
CreateBlock, Ver) and consists of four distint phases:
Join, distribution, election, and block creation.



Join. As in every blockchain system, nodes are free to
join the network. They only need to generate a valid
key pair. Since there are two categories of nodes, Audita
have two distinct key generation algorithms: BCKGen
generates the block-creators’ keys while SNKGen gen-
erates the storage-nodes’ ones. We denote with SN =
{sn1,sng,...} and {(pkgy,,,Sken,)}ic[isar), the storage-
nodes present in the system and their public and secret
keys, respectively.

Distribution. The distribution phase starts with a user
that wants to store a file F' = {fi,...,f,}. It exe-
cutes Setup that outputs an encoding £ = { fi,..., fn}
of I’ and the file public key pk; (i.e., file identifier).
Among other things, the encoding F contains a set of
tags {Ti}icin), computed by a publicly verifiable PDP
scheme. The tags will allow storage-nodes to prove the file
is correctly stored. The user publishes pk to announce
its intention to store the file (see Section 6.1 for more
details). Then, it sends F' to the dealer D whosp job i§
to distribute to each storage-node sn a subset Fy, C F
(computed by GetChunks) of m chunks. An example of
distribution is depicted in Figure 2.
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Figure 2: An example of file distribution with four storage-
nodes SN = {sny,sna,sn3,sny}. (1) The user, holding
a file F, executes Setup and computes the file public
key pk; and the encoding F'. (2) The user sends the
encoded file £ to the dealer D. (3) D computes the file
subsets {Fin,, Fin,, Finy, Fan, } by rtunning GetChunks.
(4) D sends to each storage-node sn; the respective file
subset Fy,, to store.

Election. Once the distribution phase is completed, the
election phase starts. At each timestamp, block-creators
try to reach consensus on a leader bc*. This is achieved
by executing the election algorithm Elect that outputs an
identification string idstr that identifies bc*. Furthermore,
k distinct storage-nodes SA* are elected. Each elected
storage-node is invited to prove the possession of its file
portion by using the PDP scheme.

Creation. The leader bc* sends to each elected storage-
node sn} € SN the identification string idstr to prove
that it is the leader for the current timestamp. Then,
each storage-node snf € SAN™ sends back a proof of
possession 7; (computed by executing Prove) with respect
to a challenge chal} defined over d chunk indexes Zehal: -

The challenge chal is randomly generated by hashing the
identification string idstr and the storage-node’s public key
pksn;.K .

The leader bc* broadcasts the identification string
idstr, a new block B (generated by CreateBlock), and the
first received £ proofs {m;},c[¢. Each node in the network
executes the verification algorithm Ver that checks the
following: ¢) idstr is a valid identification string that
identifies bc*, i) B is valid block created by bc*, 4i7)
{mi}ic are valid proofs of possession generated by ¢
distinct elected storage-nodes. If the verification succeeds,
then the network extends the blockchain C by appending
the block B. Figure 3 shows a creation phase execution.
We stress that the ¢ valid proofs of possession are not
included into the new block B. If the majority of block-
creators is honest, then the creation of a new block implies
that ¢ - d chunks have been proven correctly.

be idstr SE; )
(1) @ ;
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Figure 3: Creation phase execution with four storage-
nodes SN = {sny,snq,sn3,sny}, k =2, and £ = 1. (1)
The network elects a leader bc™ and a set of k storage-
nodes SN = {sny, sn3} by running Elect. (2) The leader
bc* sends the identification string idstr to each storage-
node snf € SN™. (3) Each snj € SN executes Prove
and computes the proof 7. (4) snj (the fastest storage-
node) sends 7 to the leader bc*. (5) bc™ broadcasts idstr,
a new block B, and 7 for verification.

Below, we provide the formal instantiation of Audita.

Construction 1. Let BC, PDP, SS be a blockchain pro-
tocol, a public verifiable PDP scheme, and a signature
scheme, respectively. Let Hy, Ho, H3 : {0,1}* — {0,1}*
be three distinct hash functions.

We build Audita with parameters (n,m,k,d, ) such
that d <m < n and ¢ < k < |SN/| in the following way:

BCKGen(1*): The block-creator key generation algo-
rithm, on input the security parameter, returns
(pkpc, Skbe) <—s KGengc (171).

SNKGen(1*): The storage-node key generation algo-
rithm, on input the security parameter, returns
(pksn, Sksn) s KGenss(l)‘).

Setup(1*, F): The setup algorithm, on input the se-
curity parameter and a file F = {fi,...,fn},
computes (pk, sk) <—s KeyGenppp(1*) and 7; =
Tagppp (Pk, sk, fi), for i € [n]. Finally, it returns
pkp = pk and F' = {f; = (fi,7i)}ie[n)-

GetChunks(pk s, F', pke,): The chunk distribution algo-
rithm takes as input the file public key pkg, the
encoded file F' = {f; = (f;, 7i) Yie[n)» and a storage-
node public key pk,,. Then, it randomly samples
without replacement m file chunk indexes in the



following way:”
1) Set Xy, = {0}, V={1,...,n}, and j = 0.
2) Until |Xs,| < m then:
a) j=7+1
b) vj = Hl(pkan])
c) If v; € Xy, then add v; to As,
Finally, it returns Fyy = {fi = (fo, 7o.) }o.cn,, -

Elect(pk,., sknc): The election algorithm, on input a
block-creator public key and private key pair
(pKpc, Skbe), computes idstr <—s Electgc(pkpc, Skibe)-
Then, it randomly samples without replacement &
storage-nodes SN in the following way:>

(I) Set SN* = {0}, V = SN, and j = 0.
(I) Until |[SN™*| < k then:
a) j=j+1
b) v; = HQ(IdStI’HJ)
¢) If sn,, ¢ SN, then add sn,, to SN
Finally, it returns (idstr, SN'™).

Prove(pk s, pkey, Sksn, idstr, Fy,): The prove algorithm
takes as input the file public key pky, a storage-node
public and secret key (pkg,,Sksn), the identification
strAing idstr, and a subset of file chunks an =
{fi (fis7i)}iepm)- It generates a challenge by
executing chal® = GenChalppp (d, Xsn; Hs(pk 2 || Pk,
|lidstr)) where X, is the set of chunk indexes stored
by sn (as described in GetChunks). Let Zcha+ C
Xsn be the set of d chunk indexes determined by
chal®. The algorithm computes o = Signgg(sksn, ')

where 7' = GenProofppp(pkz,chal™, {f;}jez,.-»
{7j}jez,,~)- It returns a proof of possession m =
(n',0).

CreateBlock(pkp,, Skpc, idstr): The creation algorithm, on
input a block-creator public and secret key pair
(pkpc, Skpe) and an identification string idstr, runs
B «s CreateBlockgc (pk., Skpc, idstr) and returns
the new block B.

Ver(pk g, {Pken, Fiele, 1 tielg, idstr, B): The algorithm
takes as input the file public key pkz, a set of
storage-node public key {pkg,. }icfs. a set of proof
of possession {m; = (7}, ;) }ic[y, an identification
string idstr, and a block B. The algorithm proceeds
in the following way:

o Compute SN as described in Elect (Item (I) and
Item (ID)).

o If there exists a pkg,, that belongs to a storage-
node sn; such that sn; € SN, then return 0.

o Otherwise, for every i € [¢] proceed in the follow-
ing way:

- Compute  the challenge chal
GenChalppp (d, Xen, ; Ha(pk ||k, ||idstr))
where Xy, is the set of chunk indexes stored
by sn; (as described in GetChunks, Item 1
and Item 2).

— Compute b; = CheckProofppp (pk, chaly, /)
and b? = Verss(pkg, , 7}, 0;)

Finally, if 1 = Vergc(idstr, B) and b} = b? = 1 for
every i € [{], the algorithm returns 1; otherwise, it
returns 0.

2. Other randomized algorithms can be used to sample without re-
placement, e.g., reservoir sampling [27].

10

Audita inherits from the PDP scheme the same se-
curity guarantee, i.e., every time the chain is extended
then a set of ¢ storage-nodes have provided ¢ valid proofs
of possession. At high level, Theorem | means that the
{ storage-nodes, that have produced the valid proof of
possessions, know the corresponding challenged chunks
(either because they store the chunks or they know how
to recompute them). Below we establish the result, and
the proof appears in appendix A.

Theorem 1. Let t a timestamp in which the blockchain
has been extended. Let F' = {f1,..., fn} and SN™ an
arbitrary file and the elected storage-nodes at timestamp
t, respectively. If PDP is secure (Def. 6), then Audita
guarantees (in the random oracle model) that there exists
a set of { storage-nodes {sn;};cy € SN such that
each sn; has generated a proof of possession m; with
probability negligibly close to the probability that the user
can extract the challenged d file chunks {f;}jez, . by
means of a knowledge extractor E, where Icha|; are the
indexes contained in the challenge chal? of storage-nodes
*

sn;.

6.1. Discussion

Publishing the parameters. Audita relies on two public
parameters that the entire network must know: 1) An
ordered list SA/ that contains the storage-nodes present
in the system and, 2) the public key pky of the file. The
ordered list SN is essential in order to check that the
proofs of possession {7;};c[,) come only from elected
storage-nodes sn; € SN*. On the other hand, pkz is
needed to validate the proofs {7; };c[,. Audita introduces
two types of transactions and leverages the blockchain
to publish SA/ and pk 5 The first, called join transaction
Tioin, allows storage-nodes to join the network and publish
their public keys. All the transactions recorded on the
blockchain compose the ordered list SA. The second
is called store transaction T and allows the user to
publish the file public key pk.

Financial model. In order to block denial of service
attacks, Audita charges the user to pay storage fees pro-
portional to the time the file is stored. Suppose the user
intends to store the file for ¢ consecutive timestamps, then
it must include ta coins in the store transaction Tgiore.
These coins will be gradually delivered to the fastest
storage-nodes of the next ¢ timestamps, i.e., for each
timestamp, the leader includes into its proposed block ¢
transactions {Tsp: }ic[¢, each of which transfers ¢ coins
from Tgore to one of the fastest ¢ storage-nodes. We stress
that the payment can also be delivered in other ways.
For example, in a permissioned setting, storage-nodes can
have some kind of off-chain contracts.

This financial model makes Audita resilient against
outsourcing. To extended the blockchain, leaders are re-
quired to broadcast ¢ proofs of possession along with
the new block B. For this reason, a rational leader, that
intends to broadcast a new block as fast it can (see
Section 4.2), will wait only for the first £ incoming proofs.
This incentivizes storage-nodes to keep their data locally
stored. Indeed, outsourcing a significant portion of data to
a third party will end in an economic loss. This because
the proof generation will require communication through



the network making the storage-node significantly slower
than the others (see the security assumptions in Section 5).
Moreover, note that storage-nodes can not predict in ad-
vance which will be the challenged chunk indexes since
they are computed by hashing the identification string idstr
that has a non-trivial amount of entropy (Def. 4). We stress
that Audita is outsourcing free only if % is small enough.
The higher the value (e.g., % ~ 1), the lower the storage-
node competition: A large portion of storage-nodes may
decide to outsource the data since a high number of
proofs are required during the creation phase. On the other
hand, the lower the value (e.g., % ~ 0), the higher the
competition: The leader will collect only a limited number
of proofs. Any delay significantly decreases the probabil-
ity of getting the reward. Lastly, by requiring users to
pay storage-nodes, Audita makes worthless any collusion
strategy. Indeed, even if the user and a set of storage-
nodes collude, their expected reward will be negative. This
discourages any collusion and mitigates attacks such that
the one described in Section 3.2.

To deploy this financial model, the block must be
created after receiving the proofs of possession, i.e.,
CreateBlock is executed after the election algorithm Elect.
Unfortunately, this is not the case of the existing systems
Bitcoin and Ethereum. As described in Remark 2, in
these systems, the creation of the block is a form of self-
selection (i.e., Elect and CreateBlock collapse into a single
algorithm). This does not permit the leaders to include the
transaction {Tsn: }ic[g into the new block since it would
require to recompute the PoW. To overcome this problem,
in this kind of systems, storage-nodes are paid in the next
timestamp. Before proposing the block to the network,
the leader must add into the transaction pool {Tsn+ }iciy
that pay the fastest ¢ storage-nodes {sn}}. After that, it
broadcasts the block B along with the proofs {7;}c(y,
generated by {snj};c(q. The network will accept the
block B by additionally checking that the transaction pool
contains {Tsnx }ic[q-

Recovering the file. As discussed in 3.2, a malicious
storage-node sn can choose to do not return the stored
file portion Fg,. This problem can be solved by adopting
the solution proposed by KopperCoin [!8]. The user and
the storage-node sn create a 2-out-of-2 multisignature
transaction T that includes three amounts: a payment «,
a two collaterals /3 (the client one) and ~ (the storage-
node one). The collaterals 5 and ~ are a form of warranty
to encourage the parties to act honestly. Once the user
receives Fy, from the storage-node sn, they unlock T by
signing a new transaction T’ that returns the collaterals
to the respective parties and « is payed to sn. We stress
that in smart contract enabled blockchains, other solutions
such as fair exchange protocols [13] can be used.

Multiple files. Audita can be easily extended in order
to store c files {F;};c[q (With public keys {pkﬁ‘i}ie[c]) of
c different users. For each file Fi, the dealer distributes
to each storage-node sn a portion FsinAof F; composed
of m chunks. As before, the portion F! for a storage-
node sn is computed by running GetChunks with input
(pk 70 b, pke,). During the creation phase, each elected
storage-node snf¥ € SN is now required to provide to the
leader c different proofs of possession {7; ;}je[¢, one for

each of the stored file portion stn Lastly, a new block
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is accepted by the network only if it is accompanied by
- ¢ PDP proofs {m; j}iciq,je[q computed by £ elected
storage-nodes.

Note that when multiple files are stored, the memory
and computational power required to join the network
increase proportional to the number of files stored. In-
deed, each storage-node needs to store ¢ - m chunks and
must compute ¢ independent proofs. To decrease these
requirements, the parameters m,d, ¢ can be tuned in the
following way:

o m (the number of chunks to store for each file) can
be reduced (e.g., m’ %) in order to decrease the
amount of free space required to join the network.

o d (the number challenged chunks determined by chal)
can be reduced to speed up the proof generation.

o When d decreases, the system checks the integrity of
a smaller portion of the files. This can be counter-
balanced by using the parallelism that Audita pro-
vides: By increasing ¢ (the number of proofs of
possession required to propose a new block) is it
possible to check the integrity of bigger portions
of the files leveraging the proofs of possession of
different storage-nodes. In Section 7.1 we will show
the performance of Audita with different values /.

Decentralized dealer. The dealer is just responsible for
distributing the files across the network, allowing the user
to go offline. Hence, it can be easily decentralized by
replicating the dealer on multiple servers. Alternatively, it
is possible to leverage a smart contract based blockchain
to implement the dealer with a smart contract.

New storage-nodes. A storage-node could join the sys-
tem after the file distribution has been completed. The
(decentralized) dealer will serve these new storage-nodes
by sending them the chunks to store. We stress that the
dealer does not need to keep the file locally stored, indeed,
it can simply retrieve the chunks from the storage-nodes
already in the system. Lastly, we emphasize that a storage-
node could refuse to send the requested chunks back since
a new node in the system decreases its chance to be
elected. To punish and disincentivize this behavior, the
dealer marks the malicious node as faulty and excludes it
from the system.

7. Implementation and Evaluation

We implemented a prototype to validate and demon-
strate the technical feasibility of Audita. We implemented
the system as a decentralized application via smart con-
tract logic [10]. Smart contracts allow us to build a func-
tioning system without modifying the consensus mecha-
nism and the block structure of a forked blockchain. The
choice to implement a decentralized application is justified
by two main reasons: a pragmatic and a technical one.
The pragmatic one is related to the opportunity to reduce
the complexity of the implementation while proving the
functioning of the protocol. The technical one is to be able
to demonstrate that Audita can be built on a smart contract
Enabled blockchain without touching the core protocol of
the platform. Naturally, as already described, Audita can
be implemented by modifying the protocol of an existing
blockchain.

The client architecture (Figure 4) is structured with
two main building blocks: a smart contract enabled



blockchain and a server component. The blockchain plat-

HTTP client
Node.js
RESTFull API
MSG System || PDP Wrapper Logic
Web3.js
Quorum ‘ Smart ContractsH Ledger ‘

Figure 4: High level architecture.

form selected for our implementation is the Ethereum-
based distributed ledger protocol Quorum [21]. The ver-
sion of Quorum used in our implementation is the 2.1.1,
the geth version used is 1.73, the consensus mechanism
configured in our system is RAFT [23] and the smart con-
tracts are written in Solidity 0.4.19. The server component
is implemented in Node.Js 8.12.0 and has 5 main building
blocks:
o« A RESTFull API Layer for HTTPS client interac-
tions;
o A PDP Wrapper connected to the PDP subroutine;
o A messaging system for off-chain communication;
e Web3.js (1.0.0-beta.36 with a custom patch to over-
come some limitation on WebSocket Handling);
« Participants logic libraries to implement specific
logic for each of the different roles, i.e., dealer, block-
creator, and storage-node.

The PDP subroutine implements the publicly verifiable
PDP scheme of Ateniese et al. [5], and it is based on an
existing implementation called libpdp [[4]. We modified
the libpdp library to implement the variant of the primitive
that offers public verifiability. The server component is
the core logic of the different roles, and it is responsible
for computing/generate proofs of possession using the
library. Additionally, it allows off-chain communication to
send/receive proofs as well as the chunks to store. In our
implementation, the dealer (resp. the leader bc™ of a fixed
timestamp) executes a dedicated smart contract to compute
the chunk indexes a storage-node must store (resp. to
compute the storage-nodes SN elected in a particular
timestamp).® This makes the blockchain a public record
enabling public auditing and transparency about the file
distribution and the storage-node elections.

For the sake of efficiency, in our implementation, the
election phase is simulated by an external party called
oracle. The oracle beats the time for the network by
communicating the start of new timestamps. A new times-
tamp starts when the oracle executes the election phase,
implemented by a smart contract, that on input a random
seed s, selects the leader bc*. The leader will then use
the same seed s to compute the elected storage-nodes
SN™ and the challenge chal.* We stress that the oracle
has been introduced only to reduce the complexity of the
implementation.

3. The smart contract only computes the chunk indexes. The real
chunks are sent off-chain.

4. According to our Definition 2, the identification string idstr of our
implementation is the tuple (pkyx, s).
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The hash function used in our implementation is SHA-
3.

7.1. Evaluation

Experimental setup. We deployed 7 Quorum nodes as
docker containers using Quorum Maker [!7]. The host
machine is an Amazon t3.2xlarge EC2 machine (8 vCPUs
and 32GB of RAM), running Ubuntu Xenial 16.04 amd64.
Therefore, the ledger is only replicated 7 times. The partic-
ipants of the Audita network do not have their own copy of
the ledger. The Audita network has been deployed with a
set of 10 Amazon m5.12xlarge EC2 machines (48 cCPUs
and 192 GB of RAM), running Ubuntu Xenial 16.04
amd64. Each virtual machine runs 100 storage-nodes, 2
block-creators and 2 dealers as dockers containers. One
of the 10 virtual machines runs the oracle, as a docker
container, that elects the leader at each timestamp. Overall,
the Audita network is composed of: 1000 storage-nodes,
20 block-creators, 10 dealers, 1 oracle.

To optimize the duration of the file-sharing process
on our experiments, we used the docker bind mount
process [12] instead of the originally implemented HTTP
protocol. Each storage-node container is bound to a folder
on the host machine where the dealer copies the right
chunks. This allows a dealer to successfully sends the ap-
propriate chunks to the right storage-nodes (hosted on the
same machine) without going through the HTTP protocol.
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Figure 5: Percentage of the file proven over time.

Experimental results. We performed an experimental
test and a simulation to evaluate the storage guarantees
that Audita provides with respect to a single file. The
results are identical even when the system stores mul-
tiple files. The execution time of the protocol heavily
depends on the PDP scheme used and the underlying
blockchain (block creation time, number of storage-nodes,
etc.). We started with a performance test with a minimal
instantiation of the system (small file and limited number
of storage-nodes). We measured the relation between the
number of timestamps and the percentage of the file that
is being processed.
In more detail, we executed our test by considering
the following parameters:
« 1GB file composed by n = 65536 chunks (chunk
size 16KB).
e Number of chunks to store by storage-node m
12500 (= 19% of the entire file).
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The Y-axis (timestamps number) follows a logarithmic scale.

o Number of proofs per timestamp ¢ = 1.
o Number of elected storage-nodes per timestamp k =
10.

Based on these parameters, we ran three experiments with
different values of d (number of chunks proven by each
proof of possession): 100, 500, and 1000 (approximately
0.15%, 0.8%, and 1.6% of the file).

Figure 5 shows the results. As we can see, the param-
eter d has a significant impact on the percentage of the
file chunks proven to be stored. For high d, the percentage
of distinct file chunks proven grows logarithmically. For
d = 1000 (i.e., each proof of possession is computed on
1.6% of the total number of chunks), approximately 150
timestamps are sufficient to guarantee that 90% of the file
is stored correctly. If the timestamps are 10 minutes long
(e.g., Bitcoin), d = 1000 guarantees that the 90% of the
file is correctly stored only in 1 day of protocol execution.
Additionally, our results allow us to determine the type of
erasure code to use according to the user’s preferences.
For example, a (0.9 - n)-out-of-n erasure code guarantees
the retrievability of the file in 1 day while a (n/2)-out-
of-n erasure code reduces the wait time to only 8 hours.’

Based on the results above, we ran a simulation to
evaluate the performance of a large instantiation of Audita
(large file and several storage-nodes). The simulation aims
to show the impact of the parameter ¢ (number of proofs
accepted at each timestamp).

In more detail, we deployed 1 Petabyte file composed
of approximately 68 billion chunks (parameter n) dis-
tributed among 1 million storage-nodes, each of which
entitled to store m = 655360 (10GB) chunks. This
time, at each timestamp, k 400 000 storage-nodes
are challenged on 1024 (16MB), 8000 (125MB), 16 000
(250MB), 32000 (500MB), 48 000 (750MB), and 65 536
(1GB) chunks (parameter d). We ran the simulation with
different values of ¢ (i.e., 1000, 10000, 50 000, 100 000,

5. For d 1000, n/2 chunks are proven in approximately 50
timestamps (e.g., 8 hours if each timestamp is 10 minutes long).
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200000) and we report the number of timestamps needed
to prove 90% of the file.

Figure 6 shows the results. By increasing ¢, we can
reduce the number of timestamps needed to prove a fixed
percentage of the file (in this case, 90%). For example,
for d = 8000 (125MB) and ¢ = 1000, 90% is reached
after 19 314 timestamps. Instead, for higher values such
as ¢ = 10000 and ¢ = 50000, the number of timestamps
drops to 2208 and 442, respectively. Moreover, note that
the timestamps and the parameter ¢ are linearly correlated.
As an example, between ¢ = 1000 and the next order of
magnitude ¢ = 10 000, the numbers of timestamps (19 314
and 2208, respectively) differ approximately by the same
order.

As already discussed in Sec. 6.1, this shows that d

and ¢ can be tuned to distribute the proof generation
overhead among multiple storage-nodes while maintaining
(or increasing) the system performance. Furthermore, the
tuning can be adaptively performed by the Audita network
(using a similar approach used by Bitcoin to change the
PoW difficulty adaptively) according to the network status,
e.g., the number of storage-nodes, block creation, and
proofs generation time, etc.).
Success probability of a malicious storage-node. A
malicious storage-node may erase ¢ chunks and still being
able to compute a valid proof with a certain probabil-
ity. Naturally, this probability depends on the number of
stored chunks m, the number of deleted chunks ¢, and
the number of chunks challenged d. Ateniese et al. [5]
shows that a malicious storage-node fails to compute a
valid proof with a probability p that is:

d d
m—t m—d+1—t
1—-(— ) <p<1—-|—mF——] .
( m ) =P= ( m—d+1 )
If we set ¢ to be a percentage of m, a malicious storage-
node fails (with high probability) if it is challenged on a

constant number of chunks d. In particular, if ¢ = 1% of
m, then challenging d = 460 and d = 300 chunks permits



to achieve p of at least 99% and 95%. We refer the reader
to [5] for more details.

Communication complexity. The communication com-
plexity that Audita adds to the underlying blockchain
protocol depends on the PDP scheme used (the output
of the Prove algorithm consists in a signature o of size A,
and a PDP proof 7). The publicly verifiable scheme in [5]
produces proofs of size O(log(d)+|f|+v+|N|) where |f]
is the chunk bit length, | N| is the size of the RSA modulo,
and v is the output length of a PRF. It is reasonable to
assume | f| > log(d), |f| > |N|, | f| > v, hence the proof
size (and thus the additional communication complexity)
is mainly determined by |f|. However, the results shown
in Figure 5 and Figure 6 depend on the chunk size
(If] = 16KB in our experiments). Therefore, a small |f|
would make the communication efficient but decrease the
storage guarantees of Audita. We observe that it is possible
to keep the same guarantees by tuning the parameters d
and | f|. To be concrete, if we reduce the chunk size from
16KB to 1KB (16 times smaller), it is enough to set d to
16 - d to achieve the same performance while lowering the
communication complexity of the protocol by a factor of
16.°

8. Conclusions

In this work, we presented Audita, a blockchain-based
decentralized storage system that redefines the current
structure of the widely used cloud storage services. Audita
can be built on top of several blockchain systems and uses
an augmented network of participants that include storage-
nodes and block-creators.

We identified the properties that a decentralized stor-
age system must satisfy, and we provided a detailed
comparison between the current state-of-the-art systems
and Audita. We formally defined Audita and we evaluated
its security guarantees. In addition, we demonstrated the
technical feasibility of Audita by implementing a pro-
totype based on the distributed ledger Quorum, and we
evaluated its performance.
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Appendix A.
Proof of theorem 1

Let t, SN*, F = {f1,...,fn} be a timestamp in
which the blockchain is extended, the set of k elected
storage-nodes for that timestamp, and an arbitrary file,
respectively. By contradiction, assume that for every set
of ¢ storage-nodes {sn}}icry C SN there exists at
least one storage-node sn; € {sn;};c(q that generates
a valid proof of possession 7w with a probability non-
negligibly close § to the probability that the user can
extract {f;}; S A by means of a knowledge extractor E.

Then, we build an attacker A for GPDP ra- A has three
random oracles Hy, Ho, Hs : {0,1}* — {0,1}* under its
control, and it acts as both the user and dealer for Audita.
We additionally assume that A can see the messages
exchanged between the block-creators and storage-nodes.’
Through its entire execution, A answers to the queries for
the oracles Hj, Hs in the following way:

Hi: Upon input x = (BR ), if (BESH, y) € Ly then return
y. Otherwise, select a random y’ < {0, 1}, add the
tuple (pksn, y') to L4, and return y'".

Ho: Upon input = (|dstr) if (|dstr y) € Ly then return
y. Otherwise, select a random y’ < {0, 1}, add the
tuple (|dstr y') to Lo, and return 3/’

We build A in the following way:

1) Sample a random storage-node sn; € SN and com-
pute the set of chunks indexes &5,; that sn; is entitled
to store (as descrlbed in GetChunks, Construction 1).

2) Start the game GPDP FA(I)‘,d, Xen, )

3) Receive pk* from the challenger.

4) For each f; € F, send f; to the oracle Tag, and
receive the tag 7;. X

5) Set pk* = pky and F' = {f; = (fi, 7i) }ie[n]

6) Eventually, receive the randomness r* from the chal-
lenger. At this point, A programs the random oracle
Hs in the following way:

Hs: Without loss of generality, assume that there
are g — poly(\) queries z; — (pkp|pken,|L)
(i.e., queries with prefix pkp|[pks,). We denote
with @ = {z1,...,24} such queries. A flips a
bit b<—s {0,1}: If b = 0, it selects a random index
I € [g], sets Hs(z;) = r*, and answers randomly
to all other queries.® Otherwise (i.e, b = 1), it
answers with Hs(x;) = y; where y; <—s {0,1}* to
each query z;.

7. For example, it can join the network without interfering the proto-
col.
8. A builds a list £3 to answer consistently to the H3 queries.
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7) The adversary starts the Audita protocol by pub-
lishing pk; and sending to each storage-node sn €
SN, with public key pk,, the file portion F,, =
GetChunks(pk ., F', pkg, ).

Wait until round ¢. Eventually, a leader bc* and a
set of k storage-nodes SAN* will be elected. The
leader sends its identification string idstr to each
snf € SN™. A finishes to program the random
oracle Hs in the following way: Ifb 1, it
sets Hs(pk|[pksy, |[idstr) = r*; Otherwise, it sets
Hs (pk [Pk, Hldstr) =y Where y+s9{0,1}*.
Eventually, each storage-node snf € SN will output
a proof of possession m; = (7r 0;). A checks the
following: if [(b = 0 A x; # (kaHpksn [lidstr)) V
(b= 1A (pkp|lpksp, |lidstr) € Q)]; If yes, A aborts.
Otherwise, it samples a random proof of possession
(7',5) = 7 generated by a storage-node sn € SN
and sends 7’ to the challenger.

sn?

8)

9)

We start by analyzing the probability of abortion. Let
Eaport, E1, E> be the event that A aborts, (b= 0A xz; #
(Pk | IPksn, [lidstr)), and (b = 1 A (pkp||pkg,, [[idstr) €
Q), respectively. We can write Pr[—Faport] 1 —
Pr[Eaport] and Pr[E.poi] = Pr[E; V Es] < Pr[Ey] +
Pr[Es]. Assuming that Pr[(pk|[pksy, |[idstr) € Q] = p1
we have:

Pr{ER] = Prfb = 0] Prlor # (pkg [Pk [idstr)] =
1 . .
= 5 (a2 (ko st (o, i) € )

- Pr{(pk | [phyn [idstr) € Q)
+ Prfay # (pkglIpky, [idstr)fidstr & Q)

Pifistr ¢ 0]

(A= 1/g)-pu+ (1= p)] = 501~ 1 /a)

w\r—*

and Pr[Es] = Pr[b = 1] - Pr[(pky||pksy, [lidstr) € Q] =
£L This allows to conclude that the probablhty of abortion
1s

1
Pr{Eaen] < Pr[Br] + Pr(Bs] = (1 - pr/g) + 22

%(1 — % +p1) = %(1 +p1(1—1/9))

IN

1 1
5(1+1'(1*1/Q)):1*2*q

Thus, the probability of that A does not abort is
Pr[=Ejport) > 5. Moreover, by contradiction we know
that for every set of of ¢ storage-nodes {sn*}7 clg € SN*
there exists at least one storage-node sn; € {sn?} }1€ that
generates a valid proof of possession 7 with a probablhty
non-negligibly close § to the probability that the user can
extract the challenged chunks by means of a knowledge
extractor E. Hence, A wins the PDP game if and only
if sn; = sn; = sn and Verppp(pk®, chal,7’) = 1 where
chal = GenChalppp(d, Xs;;7*). We calculate Prisn; =
sn; = $n] = Pr[sn = sn;] - Pr[sn = sn;] in the following


https://sia.tech/sia.pdf
https://wikileaks.org/amazon-atlas/
https://wikileaks.org/amazon-atlas/

way:

S)

~ o~ ~ 1
Pr[sn = sn,] - Pr[sn = sn;] > Z Pr[sn = sn}]

(Pr[sAn =snjlsn; € SN] - Prlsn; € SN]

+ Pr[sn =snj|sn; ¢ SN*] - Pr[sn; ¢ SN*])

= ;(Pr[sﬁ =snj|sn; € SN*|- (1 — Prfsn; ¢ SN*]>
1
Tk

( 1 .<1_|SN|—1. SN~k ))
SN ISNT SN =k +1

1(1|Sj\[|_k>1. ko _ 1
k2 |SN| k2 SN k- |SN)

where we used the fact that the set of %k elected storage-
nodes SN is randomly computed by hashing the unpre-
dictable identification string idstr.

Conditioned on —E.pot A (snj = sn; = sn) and
since at timestamp ¢ the blockchain is extended, we have
Verppp (pk™, chal}, 77) = 1 where the challenge chal is
computed in the following way:

chal} = GenChalppp(d, ; H3(pk | [Pksy, [[idstr))
= GenChalppp(d, ; H3(pk™||pks,. ||idstr))
= GenChaIpr (d, Xsnj N ’I’*).

sn; | |

Hence, 773 = 7/ is a valid proof of possession for the
game GE%pPA ra(1?,d, Xs ) with probability greater than
5 - .2—1q : m where |SA/| and k are positive constants.’
This concludes the proof.

9. The total number of storage-nodes |SA/| and k are independent
from the security parameter .
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