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Abstract. For 1 < m < n, we consider a natural m-out-of-n multi-instance scenario for a public-key
encryption (PKE) scheme. An adversary, given n independent instances of PKE, wins if he breaks
at least m out of the n instances. In this work, we are interested in the scaling factor of PKE
schemes, SF, which measures how well the difficulty of breaking m out of the n instances scales in
m. That is, a scaling factor SF = ¢ indicates that breaking m out of n instances is at least ¢ times
more difficult than breaking one single instance. A PKE scheme with small scaling factor hence
provides an ideal target for mass surveillance. In fact, the Logjam attack (CCS 2015) implicitly
exploited, among other things, an almost constant scaling factor of ElGamal over finite fields (with
shared group parameters).

For Hashed ElGamal over elliptic curves, we use the generic group model to argue that the scaling
factor depends on the scheme’s granularity. In low granularity, meaning each public key contains
its independent group parameter, the scheme has optimal scaling factor SF = m; In medium and
high granularity, meaning all public keys share the same group parameter, the scheme still has a
reasonable scaling factor SF = \/m. Our findings underline that instantiating ElGamal over elliptic
curves should be preferred to finite fields in a multi-instance scenario.

As our main technical contribution, we derive new generic-group lower bounds of £2(,/mp) on
the difficulty of solving both the m-out-of-n Gap Discrete Logarithm and the m-out-of-n Gap
Computational Diffie-Hellman problem over groups of prime order p, extending a recent result by
Yun (EUROCRYPT 2015). We establish the lower bound by studying the hardness of a related
computational problem which we call the search-by-hypersurface problem.
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1 Introduction

For integers 1 < m < n, consider the following natural m-out-of-n multi-instance attack scenario for a
public-key encryption scheme PKE!. An attacker is given n independent instances (public keys) of PKE
and would like to simultaneously break semantic security at least m out of n instances. Note that this
is a different setting from the standard, well studied, multi-user attack scenario by Bellare et al. [5]. In
the (security-wise) best possible scenario, compared to a (standard) single-instance attack, running an
m-out-of-n multi-instance attack is m times as difficult. However, there is no guarantee that breaking
m-out-of-n instances is more difficult than breaking a single instance.
This motivates the following question:

How well does the difficulty of breaking m out of n instances of PKE scale with m?
In order to quantify scalability, we define the scaling factor (relative to a fixed security notion) of PKE as
resources necessary to break m out of n instances

SFpen — : ; (1)
resources necessary to break 1 instance

where “resources” refers to the running time to break PKE in the fixed security notion. Clearly, the larger
SFpke, the better are the security guarantees in the multi-instance setting. The best we can hope for is
SFpKe = m, meaning that breaking m out of n instances amounts to breaking m times a single instance
of PKE.

SCALING FACTOR AND MASS SURVEILLANCE. In 2012, James Bamford wrote in Wired:

According to another top official also involved with the program, the NSA made an enormous
breakthrough several years ago in its ability to cryptanalyze, or break, unfathomably complex
encryption systems employed by not only governments around the world but also many average
computer users in the US. The upshot, according to this official: “Everybody’s a target;
everybody with communication is a target.”

This statement should appear as a surprise to the cryptographic community: Parameters for crypto-
graphic schemes are usually chosen to make even compromising a single user a daunting challenge, meaning
multi-instance attacks seem out of scope even for adversaries with nation-state capabilities. Unfortunately,
the use of outdated parameters is a widespread occurrence in practice [2,16], either as a consequence of
legacy infrastructure or hardware restrictions. In this case, a bad scaling factor would tip the scale from
single compromised users to full-scale mass surveillance. Even more so, the hardness of several common
number-theoretic problems is known to scale sub-optimally in the number of instances. Examples are
factoring [9] and computing discrete logarithms in the finite-field [3,4] and elliptic-curve [14,17,18] setting.
This sub-optimal scaling is typically inherited by the corresponding cryptographic schemes. It has been
exploited in practice by the famous Logjam attack [2], where the authors break many Diffie-Hellman
instances in TLS with nearly the same resources as to break a single Diffie-Hellman instance. Concretely,
the Logjam attack could successfully break multiple 512-bit finite-field instances, and the authors also
speculate about the feasibility of breaking 1024-bit instances. With our work we aim to deliver positive
results by computing (non-trivial lower bounds on) the scaling factors of concrete encryption schemes
that are currently employed in practice, thereby providing bounds on the hardness of performing mass
surveillance.

CONSIDERED ENCRYPTION SCHEMES. We are able to provide non-trivial bounds on the scaling factor
for Hashed ElGamal (HEG), aka. DHIES [1], in the elliptic curve (HEG[GGeng,)]) and the finite field
(HEG[GGeng+]) setting, the arguably most widely used discrete-logarithm type encryption schemes. Here
GGeng(r,) and GGeng; are group-generating algorithms that generate prime-order subgroups of elliptic
curves and finite fields respectively. In both cases, £ denotes randomly chosen primes of appropriate
size. We consider both schemes instantiated in low, medium, and high granularity, leading to 6 schemes
HEG[GGengr,), low], HEG[GGengx,), med], HEG[GGengf,), high], HEG[GGean,low], HEG[GGen]FZ,med}7
and HEG[GGenFZ ,high] offering different trade-offs between public key sizes and scalability. The term
granularity specifies which parts of the scheme’s parameters belong to the global system parameters
(shared among all n users), and which parts belong to the individual, user-specific public keys. Table 1
depicts the shared public system parameters and individual keys in a multi-instance setting with n parties
for HEG at different granularities.

! Formally, in this work we consider key-encapsulation mechanisms.



PKE Setting Shared params  Public key pk;,
HEG[GGeng,),high]  Elliptic curve  E(F,),p,g g©i
HEG[GGeng,), med] Elliptic curve  E(F¢),p 9i, g ¢
HEG[GGeng,), low] Elliptic curve  — E;(Fe,), pis 9i, 9
HEG([GGeny: , high] Finite field F;,p, g goi
HEG[GGen]F* med] g“gf7

[

Finite field F7,p

HEG GGen]F* low] Finite field

ngvpﬁg’hgizi

Table 1. Shared public system parameters and individual public keys for schemes HEG[GGengy,), gran] and
HEG[GGean ,gran| at different granularities. Here g generates a subgroup of prime order p of either an elliptic
curve E(F,) or a finite field F; and ¢ is a prime.

1.1 Our Results

FORMAL DEFINITIONS: MULTI-INSTANCE SECURITY. The notion of n-out-of-n multi-instance security
for any n > 1 was first considered and formally defined by Bellare et al. [6] in the setting of secret-
key encryption. As our first contribution, we extend their notion to m-out-of-n multi-instance security
for public-key encryption, for arbitrary 1 < m < n. In fact, we give two different notions, modeling
(m,n)-CPA (passive) and (m,n)-CCA (active) security.

Our (m, n)-CPA experiment provides the adversary with n independent public keys pk[1], ..., pk[n].
Next, it picks n independent challenge bits b[1], ..., b[n] and grants the adversary access to oracle Enc(-, -, -)
which, given i, My, My, returns an encryption of message Mp[;) under pkl[i]. The adversary outputs a single
bit b’ together with a list L C {1,...,n} of cardinality at least m. The advantage function is defined as

Adviieg e = pr [ = @ olil] - % .
i€L

That is, the adversary wins if it guesses correctly the XOR of at least m (out of n) challenge bits. (Note
that the standard multi-user security notion [5] is different: Most importantly, in [5] there exists only
a single challenge bit, in particular limiting this notion to the case of m = 1.) Why using XOR for
defining the winning condition? Bellare et al. [6] argue that this is a natural metric because its well-known
“sensitivity” means that even if the adversary figures out m — 1 of the challenge bits, it will have low
advantage unless it also figures out the last. They further argue that other possible winning conditions
such as using AND? are less natural and lead to inconsistencies. We refer to [6] for an extensive discussion.
In (m,n)-CCA security, the adversary is furthermore provided with a decryption oracle Dec(-, -) which
given i, c returns a decryption of ¢ under sk[i]. To expand on the characteristics of the multi-instance
setting, we determine the relations between the security notions (m,n)-CPA and (m,n)-CCA for different
values of n, m.

SCALING FACTOR OF HEG[GGengr,), ] AND HEG[GGeng:,-]. In order to give a lower bound on SFpy¢
as defined in Eq. (1), we need to lower bound the numerator (i.e., resources required to break m out of n
instances) for all possible adversaries and upper bound the denomlnator (i.e., resources needed to break one
instance) by specifying a concrete adversary. Unfortunately, unless the famous P vs. NP problem is settled,
all meaningful lower bounds on the resources will require either an unproven complexity assumption or a
restricted model of computation. We rely on the generic group model [20] for HEG[GGengg,), -] (which is
considered to be meaningful for elliptic-curve groups) and on a hypothesis on the best running time of
variants of the number field sieve for HEG[GGeng:, -] based on the fastest known attacks on finite fields.

Our main results regarding the scaling factor SF|jz¢ in different granularities relative to (m,n)-CCA
security are summarized in Table 2. In both considered group instantiations, HEG shows the same
asymptotic scaling behavior for high and medium granularity. Thus, discrepancies in the scaling of
high-granularity HEG can not be solved by switching to the less efficient medium-granularity version. In
both cases however, HEG scales better in the low-granularity case. Concretely, Hashed ElGamal over

2 Le., by letting the adversary output a vector b'[1],...,[n] and a set I and defining the advantage function as

dvigee™ P = Pr[ A, ¢, bli] = V(3] — 1/2™



PKE Setting Scaling factor
HEG[GGeng,), {high,med}]  Elliptic curve  O(y/m)

HEG[GGeng,), 1ow] Elliptic curve  ©(m)
HEG|GGeng-, {high, med}] Finite field {1 05067
‘ Li(1/3,6 —0.67) &> 0.67
Le(1/3,6) 0<6<0.105
HEG[GGeng: , Low] Finite field Le(1/3,0.105) 0.105 < § < 0.368
Le(1/3,—-0.263 +45) 0.368 < §

m,n

Table 2. Lower bounds on the scaling factor SF|jz¢ relative to (m,n)-CCA security. L¢(1/3,c) is defined as
exp((c + o(1))(log £)'/3(log log £)*/3). In the finite field case m = L¢(1/3,) for some § > 0.

elliptic curves (modeled as generic groups) scales optimally for low-granularity parameters. For medium
and high granularity, on the other hand, the scaling factor is of order ©(y/m), where the constants hidden
by the ©-notation are small.

Let Ly(1/3,¢) = exp((c + o(1))(log £)'/?(log log £)?/3). For HEG in the finite field setting with respect
to high and medium granularity, we see that the scaling factor is roughly 1 for up to m = Ly(1/3,0.67)
instances. Beyond, the KEM scales linearly with slope Ly(1/3,—0.67). Note that Ly(1/3,0.67) is large
for typical values of £. Concretely, for 512 bit primes we get that Ly(1/3,0.67) ~ 222 meaning that
the effort of breaking 222 instances roughly equals the effort to break a single instance. While the
concrete number is obtained ignoring the o(1) terms in Ly, it still matches the empirical results of [2,
Table 2]. For low granularity and for up to L,(1/3,0.108) instances, HEG[GGeng+, 1ow| scales optimally.
For L,(1/3,0.108) < m < L,(1/3,0.368), the scaling factor is roughly constant, and for larger numbers of
instances, it scales linearly with slope Ly(1/3, —0.263).

DERIVATION OF THE SCALING FACTORS. As we will explain below in more detail, the bounds from
Table 2 are obtained in two steps. In a first step, we consider an m-out-of-n multi-instance version of
the the Gap Computational Diffie-Hellman problem, (m,n)-GapCDH[GGen, gran], where the term “gap”
refers to the presence of a Decisional Diffie-Hellman (DDH) oracle. The following theorem holds for all
GGen € {GGeng,), GGenp; } and gran € {high, med, low}.

Theorem If (m,n)-GapCDH[GGen, gran] is hard, then HEG[GGen, gran| is (m,n)-CCA secure, tightly.

The theorem (described formally in Section 4) is a somewhat straightforward generalization of [1]. We
stress that tightness in our previous theorem is an essential ingredient to obtain overall tight bounds on
the scaling factor.

In a second step, we provide bounds on the (m,n)-GapCDH[GGen, gran| problem. In the finite field
case, we rely on the following hypothesis:

Hypothesis 1 The fastest algorithms to break (m, n)—GapCDH[GGean,gran] are variants of the number
field sieve [3,4] which require running time

T Ly(1/3,1.902) +m - L,(1/3,1.232) gran € {high med}
~ | min{m - Ly(1/3,1.902), Ly(1/3,2.007) + m - Ly(1/3,1.639)} gran = low

The lower bounds on SF"™" for HEG[GGeng:, gran| are obtained by combining the previous theorem
and Hypothesis 1. The running times specified in the hypothesis stem from the multi-field NFS [4]
(high/medium granularity) and the DLOG factory [3] (low granularity). Both variants first require an
instance-independent precomputation. Then instances can be solved with a constant computational effort.
The values § = 0.67 and § = 0.368 of Table 2 correspond to the number of instances starting from which
the cumulative cost of breaking the instances outweighs the cost of the precomputation.

In the elliptic-curve case, we make the hypothesis that the fastest adversary attacking the system
is a generic-group adversary. Concretely, we provide lower bounds on (m,n)-GapCDH[GGeng,, gran]|
in different granularities, where GGeng, generates a generic group [20] of prime-order p. We do so
by first relating it to a m-out-of-n multi-instance version of the Gap Discrete Logarithm problem,



m~out-of-n problem Given Break m out of Gap? Complexity Ref.

DL[GGen, high] G,p,g,9"%, ..., 9" T1,...,Tn - O(ymp)  [23,22,18]
DL[GGen, med] G,p, 91,97 -, Gn, g T1,...,%n - e(/mp) §5.3
DL|[GGen, Llow] G1,p1,91,97 -, Gny Dy Gny g Tiy...,Tn - O(my/p) §5.4
GapDL[GGen,high] G,p,g,9""...,9"" T1,...,Tn v o(ymp) §5.2
GapDL[GGen,med] G, p, 91,97 -, 9n, 90" 1y .-y Tn v e(/mp) §5.3
GapDL[GGen, low] G1,p1,91,97% - - s GnyDny gy G Tiy...,Tn v O(m\/p) §54
GapCDH[GGen, high] G, p, g, g%, g%, ..., ¢"" g*" grtvt L gt o(,/mp) §6.1
GapCDH[GGen,med] G, p,g1,97" 97" -, 9n, gn" gu" gt gnmtm v O(ymp)  §6.2
GapCDH[GGen, low] G1,p1,91,97", 97"+, Gn,Pn, g, g 98" 91" gnm?™ v O(my/p)  §6.3

Table 3. Definition and generic-group complexity of problems (m, n)-DL[GGen, gran], (m, n)-GapDL[GGen, gran)],
and (m,n)-GapCDH[GGen, gran], where gran belongs to {low,med, high}. G and G, are generic groups of prime
order p and p;, with generators g and g;, respectively. The third column defines the problem’s winning condition.
The Gap column indicates the presence of a DDH oracle.

(m, n)-GapDL[GGengg, gran|. We furthermore extend Yun’s known lower bounds in the generic group
model for (m,n)-DL[GGengg, high] [23,22,18] to the gap setting and to (m, n)-GapDL[GGengg, gran] for
different granularities gran € {high,med, low}. Concretely, we will prove the following main theorem.

Theorem The best generic algorithm to break (m,n)-GapCDH[GGengg, gran| requires running time

T— O(/mp) gran € {high,med}
B ©(m,/p) gran = low ’

and the constant hidden by the © notation are small (between 0.1 and 6.6).

The lower bounds on SF™" for HEG[GGengy,), gran] are obtained by combining our previous theorems
and assuming that elliptic curve groups behave like generic groups.

1.2 Generic Bounds on Multi-Instance GapCDH: Technical Details

As a technical tool to prove the security of Hashed ElGamal, we consider the multi-instance vari-
ants of three different problems: discrete logarithm ((m,n)-DL[GGengg, gran|), gap discrete logarithm
((m,n)-GapDL[GGengg, gran]), and gap computational Diffie-Hellman ((m,n)-GapCDH|[GGenyg, gran])
in different granularities, see Table 3.

We now discuss the complexity column of Table 3. It is well known that the running time of solving
(m,n)-DL[GGengg, high] is ©(,/mp), the lower bound being in the generic group model [23,22], the
matching upper bound stemming from a concrete generic algorithm [18]. It is not hard to see that the
bounds on (m,n)-DL[GGengg, med] are basically the same because the generators g; can be viewed as
“high-granularity instances” g%/. As for (m,n)-DL[GGengg, 1ow], the adversary essentially has to solve
m discrete logarithms in n independent generic groups Gu,...,G,, which results in a lower bound of
2(m./p).

Our first main technical result (Corollary 1) is a non-trivial extension of Yun’s generic lower bound
[23,22] to the gap setting, i.e., a new lower bound of £2(,/mp) on solving the (m, m)-GapDL[GGengg, high].

Our second main technical result (Theorem 5) states that, in high granularity, the (m, m)-GapDL
and the (m,n)-GapCDH problems are essentially equally hard in the algebraic group model [12], hence
implying the required bounds in the generic group model. The results in medium and low granularity
follow as in the discrete logarithm setting.

MAIN TECHNICAL RESULT 1: LOWER BOUND ON (m,m)-GapDL[GGeng,, high|. We define a new “hard”
problem called the polycheck discrete logarithm problem: The security game is the same as that of standard
multi-instance DL, but the adversary has additional access to an oracle Eval that behaves as follows.
Given as input to Eval a polynomial f € Z,[X1,...,X;] and group elements ¢*, ..., ¢g"*, it returns 1
if and only if ¢g/(®1~#k) = 1. This problem is easier than GapDL: In fact, we can simulate the gap



oracle DDH(g%, g¥, g*) by querying Eval(f = X; X5 — X3,¢%, 9", g%). In the generic group model, we can
bound the advantage of an adversary against the m-out-of-m polycheck discrete logarithm problem that
queries polynomial of degree at most d ((m, m)-d-PolyDL[GGeng,g, high]) as

Adv(m,m)—d—polydl < dq2 + dQEval "
~Y mp )

where ¢ bounds the queries to the group-operation oracle, ggya) to Eval, and p is the order of the generic
group. The bound for high-granularity GapDL follows by setting d = 2.

The result is proven by extending the arguments by Yun [23] for the standard multi-instance DL
problem. In line with Yun’s approach, we define the search-by-hypersurface problem in dimension m
(m-SHS[p]), which requires to find a uniformly sampled point a € Z;* while being able to check whether
a is a zero of adaptively chosen polynomials in Z,[X;,...,X,,] for polynomials of degree at most d.
Notably, Yun’s search-by-hyperplane-queries problem in dimension m is equivalent to m-SHS;.

We show that any generic adversary against (m,m)-d-PolyDL[GGengg, high] can be transformed into
an adversary against m-SHS,, and then proceed to bound the advantage of an adversary against m-SHS,.
The key step is observing that an adversary can make at most m useful hypersurface queries, that is,
queries that return 1 (hence, identify a hypersurface on which the point a lies) and whose output is not
easy to determine based on previous queries. The key difference between our result and Yun’s lies in how
useful queries are processed and counted. Since Yun considers only polynomials of degree 1, a hypersurface
defined by a polynomial of degree 1 is a hyperplane of the affine space Z;'. Each useful query identifies
another hyperplane on which the sought point lies. When intersecting another hyperplane with the
intersection of the hyperplanes previously found, the dimension of the intersection as an affine subspace
is brought down by one. The dimension of the full affine space being m, at most m such queries can be
made before identifying a single point (dimension 0). However, generalizing to hypersurfaces generated by
polynomials of degree > 2 requires to carry over more sophisticated arguments from algebraic geometry.
Firstly, intersecting m hypersurfaces does not, in general, identify a single point. Secondly, intersection
of two hypersurfaces might give rise to the union of two or more irreducible components. Intersecting
further with a hypersurface containing just one of those irreducible components would qualify as a useful
query, however would not bring down the dimension of the intersection by one. This impasse is overcome
by guessing the correct component at each step. Fortunately, Bézout’s theorem and a discerning choice of
the guessing probabilities at each useful query makes the argument go through with just an additional
loss of d™, which is absorbed by the exponential bound in the dimension.

MAIN TECHNICAL RESULT 2: (m,m)-GapDL[GGen, high| IMPLIES (m,n)-GapCDH|[GGen,high|. The
algebraic group model, introduced by Fuchsbauer et al. [12], essentially treats all algorithms as algebraic, in
the sense that for every group element X they output they also have to provide a representation X = [[Y;*
in terms of all previously observed group elements Y7, ..., Y. Importantly, a bound in the generic group
model can be extended through an algebraic reduction to a different problem.

Our second technical result (Theorem 5) presents an algebraic reduction between the problems
(m, n)-GapCDH|[GGen, high| and (m,m)-GapDL[GGen, high| with a tightness loss of 2™ in the algebraic
group model. Combining this with the generic-group lower bound we prove as our first main technical
result, we obtain, in the generic group model:

Th. 5 Cor. 1 2 m 202\ ™
Ad\]}(g;,}:z)—gcdh < om. Advl(lgr;,hm)-gdl S gm (q + qDDH) ~ (Q> 7
mp mp

where ¢ bounds the queries to the group-operation oracle, gppy to the gap oracle, and p is the or-
der of the generic group. Note that the reduction’s exponential loss of 2™ gets swallowed by the
(m, m)-GapDL[GGengg, high] bound. More importantly, by the above bound one requires ¢ > §2(,/mp)
generic-group operations to break (m,n)-GapCDH[GGeng,, high| with overwhelming advantage.

A natural approach to tackle the proof of Theorem 5 would be to adapt the single-instance proof
presented in [12] to the multi-instance setting. By following this strategy, however, the reduction would
need to solve multivariate systems of quadratic equations, which is in general believed to be a hard
problem. The proof techniques we employ are in fact significantly different.

The path we pursue maintains, instead, the linear character of the system. The reduction distributes
the i-th DL challenges in either the X or Y components of the i-th challenges to the CDH adversary. The



intuition at the core of the proof is that an adversary finding the CDH solution for any one instance must
provide the DL of at least one of the two corresponding challenge components (even if possibly depending
on the remaining, unrecovered DLs). If the reduction manages to embed the m DL challenges at the
right spot, then it is able to recover all logarithms. The reduction loss of 2™ is consequence of this guess.
Moreover, expanding the m DL challenges into n CDH challenges adds a further layer of complexity. Any
wrong choice at this step would undermine either the reduction’s ability to extract the discrete logarithms
or give to the adversary information on where the DL challenges are embedded.

1.3 Future Directions

Corrigan-Gibbs and Kogan [11] consider the multi-instance discrete logarithm problem in a setting where
the adversary is allowed to first perform unbounded preprocessing over the group to produce an advice
string of bounded size, which in a second stage is used to solve multiple discrete logarithm instances.
The resulting lower bounds in the generic group model were also derived by Coretti et al. [10] using a
different technique. It would be interesting to compute scaling factors of the considered schemes taking
preprocessing into account. Another possible direction is to derive lower bounds on the scaling factor for
practical encryption schemes in the RSA setting (e.g., RSA-OAEP [7]) and in the post-quantum setting
(e.g., based on lattices and codes).

2 Preliminaries

2.1 Notation

VECTOR NOTATION. We denote vectors with boldface fonts, for example v. The number of elements of
a vector is represented by |v|. Element indexing starts from 1, and the entry at position ¢ is accessed
through square brackets: v[i]. To initialize all entries of a vector to some element a we write v[-] < a.
We may initialize multiple vectors simultaneously, and moreover initialize them through running some
(possibly randomized) routine. As an example, we could initialize a vector of public and of secret keys as
(pk, sk)[-] +5 Gen to indicate that for every index ¢ we run Gen with fresh randomness and, denoting
the output with (pk, sk), set pk[i] + pk and sk[i] < sk. Given any set of indices I, we denote with
v[I] the vector that contains only the entries indexed with elements in I. For example, if v = (a,b,c)
then v[{1,3}] = (a,c). We slightly abuse this notation, writing v[I] < w when replacing each entry
of v whose indices belong to I by the elements of w in their order. For example, if v = (a,b,c) and we
execute v[{1,3}] « (d,e) then v = (d, b, e).

GROUP NOTATION. In this paper we consider groups G of prime order p, generated by g. We call G =
(G,p, g) a group representation. A group-generating algorithm GGen is a randomized algorithm that
outputs a group representation G. We assume that all groups output by GGen are of the same bit length.

In this work we consider two instantiations GGengr,) and GGeng; of group-generating algorithms.
In both cases ¢ denotes a randomly sampled prime of appropriate size. Group descriptions G output by
GGeng(r,) are prime-order p subgroups of elliptic curves defined over the field F,. Group descriptions
output by the second considered group-generating algorithm GGen]FZ are subgroups of the multiplicative
group F} of sufficiently large prime order.

Except for the group generators, all group elements will be denoted with uppercase letters, e.g., X.
We use vectors and matrices of elements in Z, to compute with group elements: If Y is a group element
and x is a vector of elements in Z,, we write Y* to denote the group element vector (Yw[l], y=2l DR
Similarly, given some matrix M = (m;); je[1..n]x[1..%] @and a vector of group elements Y of size k, we
define Y™ to be the n-size vector (Y [1]™11 ... Y [k]™k ... Y [1]™= ... Y [k]™"*). Note that if Y = ¢¥
then YM = gMy,

SECURITY GAMES. We define security notions via code-based games [8]. A game G consists of a main
procedure and zero or more oracles that can be accessed from within the game. The game is defined with
respect to an adversary A, which is invoked within the main procedure. The adversary may have access
to some of the oracles of the game: The ability to access oracle O is represented by invoking the adversary
as A°. When the game stops, it outputs either a success (1) or a failure (0) symbol. With Pr[G(A)] we
denote the probability that adversary A4 wins, i.e., that game G, executed with respect to A, stops with
output 1.



2.2 Generic/Algebraic Group Model

GENERIC GROUP MODEL. Intuitively, the Generic Group Model (GGM) is an abstraction to study the
behavior of adversaries that do not exploit any specific structure of the group at play, but rather treat
the group in a black-box fashion. This is usually modeled by representing group elements exclusively
through “opaque” handles, which hide the structure of the group. These handles are used as input to
a model-bound oracle, the group-operation oracle, which is the only interface to the group available to
the adversary. An algorithm with such restrictions is referred to as a generic algorithm. The running
time of generic adversaries is normally measured in number of calls to the group-operation oracle. For
further details on the GGM we refer to [20,19]. To derive bounds on the hardness of solving certain
computational problems with respect to GGengr,) we model the output elliptic curves as generic groups.
For clarity, in this case we denote the group-generating algorithm by GGengg.

ALGEBRAIC GROUP MODEL. For every group element Z it returns, an algebraic algorithm A must present
a description of this element in terms of the elements it has previously seen. That is, if n is the order of
the group and X, ..., X are the elements that A received so far from the game, then A must return
some elements a,...,a, € Z, such that Z = X7* ... X;’*. We use the algebraic group model to analyze
generic reductions:

Note that a generic reduction executed with respect to a generic adversary is itself a generic algorithm.
Without loss of generality we may assume that generic adversaries are algebraic, which allows the reduction
to exploit the useful algebraic representation of the input group elements. As demonstrated by Fuchsbauer
et al. [12], this idea gives a handy technique for carrying over generic lower bounds through generic
reductions, as seen in the following lemma.

Lemma 1 ([12, Lemma 2.2]). Let a, A be constants and let R be a generic reduction R from game Gg
to Gy. Assume that for every generic adversary A that succeeds with probability € and makes at most q
group-operation queries, reduction R executed with respect to A makes at most ¢ + A group-operation
queries and succeeds with probability of at least ae. If there exists a function f such that Pr[G1(B)] < f(q)
for every generic adversary B making at most q group-operation queries, then for every generic adversary A
making at most q group-operation queries we obtain Pr(Go(A)] < a~lf(q+ A).

2.3 Key-Encapsulation Mechanisms

A key-encapsulation mechanism (KEM) KEM specifies the following. Parameter generation algorithm Par
generates public parameters par to be utilized by all users. Key-generation algorithm Gen gets the
parameters as input and outputs a pair (pk, sk) consisting of a public and a secret key. Encapsulation
algorithm Enc on input of the parameters and a public key outputs a pair (K,c¢) consisting of an
encapsulated key K belonging to the encapsulated key space KS(par) and a ciphertext ¢ belonging to the
ciphertext space CS(par). Deterministic decapsulation algorithm Dec receives the parameters, a secret
key sk and a ciphertext ¢ as input and returns either the symbol L indicating failure or an encapsulated
key K. For correctness we require that for all par output of Par and for every (pk, sk) output of Gen(par)
we obtain K < Dec(par, sk, c) for (K, c) <4 Enc(par, pk).

3 Multi-Instance Security

In this section we investigate the m-out-of-n multi-instance security of key-encapsulation mechanisms.
After giving security definitions in Section 3.1, in Section 3.2 we consider the relation between security
notions for varying m and n. In Section 3.3 we define the scaling factor, which measures how well the
security of KEMs scales with the number of users. Finally, in Section 3.4 we give security definitions for
Diffie-Hellman type problems in the multi-instance setting, which will be used in the security analysis of
the Hashed-ElGamal KEM in the next section.

3.1 Key Encapsulation in the Multi-Instance Setting

Below we give security definitions for key-encapsulation mechanisms in the multi-instance setting. Our
definitions are in the xor metric introduced by Bellare et al. [6] for symmetric encryption schemes.



Games Gl((?,\’,,m{pa (A), Gl((rgMn) “H(A) Oracle Enc(7)

00 C*[[]«+ 0 10 (K7%,c*) < Enc(par, pkli])
01 b+ {0,1}" 11 K§ <5 KS(par)

02 par s Par 12 C*[i] + C*[i]U{c"}

03 for i € [1..n]: 13 return (Kpp;,c”)

04 (pkl[i], sk[i]) <5 Gen(par) Oracle Dec(i, ¢)

05 (L, bl) g AFne (par, pk) \\ (m, n)-CPA
06 (L, b/) s AFne,Dec (par, pk) \ (m,n)-CCA
07 if |L| < m: return 0

14 if ¢ € C*[i]: return L
15 K < Dec(par, sk[t], c)

. . , 16 return K
08 if ®;erbli] = b': return 1
09 else: return 0
Fig. 1. Games G&?Mn) % and G,&’EM") ““® modeling m-out-of-n multi-instance indistinguishability of encapsulated

keys from random. We assume that L C [1..n].

We target m-out-of-n multi-instance indistinguishability of encapsulated keys from random against
chosen-plaintext attacks ((m,n)-CPA) or chosen-ciphertext attacks ((m,n)-CCA).

In its most general form, the xor metric models the inability of an adversary to break m out of n
instances of a decisional problem. The adversary receives as input n challenges, generated independently
of each other with respect to n independent challenge bits b. The adversary’s task is to output a
subset L C [1..n] of size at least m (representing the “broken instances”) together with a guess for
;<. bli]; the intuition being that as long as at least one of the challenge bits contained in L is hidden
to the adversary, so is @, bli], reducing the adversary to guessing the final output.

Formally, let KEM be a KEM and let m,n € N such that 1 < m < n. Consider games G(m’”)_cpa(A)

KEM
and G%,’\;L)_CC&(A) of Fig. 1 associated to KEM, m,n, and an adversary A. In both games, b is a vector of

n challenge bits, which corresponds to vectors pk, sk of public and secret keys, which are set up using a
single set of global parameters par. The adversary has access to a challenge oracle Enc, which on input
of index i € [1..n] returns a pair consisting of an encapsulated key and a ciphertext generated with
Enc(par, pk[i]) if the challenge bit b[i] equals 1, or, if b[i] equals 0, a ciphertext and a randomly sampled
element of KS(par). At the end of the game, adversary A outputs a list of indices L C [1..n] and a bit ¥'.
A wins if L contains at least m elements and if ' = @, b[i]. In game GE?EI,\;L )_Cca(.A) the adversary
additionally has access to a decapsulation oracle Dec, which on input of index i € [1..7n| and ciphertext ¢
returns the decapsulation of ¢ under parameters par and secret key sk[i] (unless ¢ was output as response
to a challenge query Enc(i) for index ).

We define A’s advantage in game G(K"EL,J: “P% and G&El\;ﬁ )-cca respectively as

Advimn" P (A) = 2 Pr[GUmi P (A)] - 1,
Adv e (A) = 2 Pr[GUmi e (A)] — 1 .

The definition we have just presented lends itself naturally to a comparison with the standard multi-
user security notion of Bellare et al. [5]. We describe the relationship between multi-user security and
(1,n)-CCA in detail in Appendix A.

3.2 Advantage Relations for Different m and n

The relations between (m/,n’)-CPA and (m,n)-CPA security are summarized in Fig. 2. They are stated
more formally in the followmg theorem, whose proof is in Appendix B.

Theorem 1. Let m, n, m/, n’ be positive integers such that m < n, m’ < n/, and let KEM be any

KEM scheme. Then for every adversary A against game G(m PR thore exists an adversary B against

game G&EM” P such that:

1. If m’ <m and m'n < mn’ then B has roughly the same running time of A and

AV TP B) > SAdE A

10



Fig. 2. Relations between (m/,n’)-CPA and (m,n)-CPA security. Given A against (m,n)-CPA with advantage e,
one can build B against (m/,n')-CPA with advantage as shown in figure, depending on its position on the plane.
The constants in the figure are k = [m’/m] and £ = %(::,) (an:r;{mT) ~1. The same result holds for CCA.

Additionally, if n’— m/ > n —m then the reduction does not lose the factor 1/2.
2. If m' <m and m'n > mn’ then B has roughly the same running time of A and

(m/;n")-cpa 1/ [nm//m] - (m,n)-cpa
Advygy "(B) = ( >( ) Advye (A)

—2\m m/

3. If m' > m and m'n < mn’ then B has roughly k = [m//m] times the running time of A and
m’,n’)-cpa 1 m,n)-cpa k
AdV(KEM Fep (B) > 3 (Advl((EM) v (A))

Additionally, if m divides m’ then the reduction does not lose the factor 1/2.
4. If m" > m and m’n > mn’ then B has roughly k = [m//m] times the running time of A and

(m'n) 1/n (nm’/m} -1 (m,n) k
aas )= 5 (1) (M) ()

—2\m m

An analogous statement holds between (m,n)-CCA and (m/,n’)-CCA. If A queries its decryption
oracle q times, then adversary B queries its decryption oracle at most q, q, kq, and kq times respectively.

3.3 Scaling Factor

We now formally define the scaling factor of key-encapsulation mechanisms. We fix a computational
model that associates to each adversary A its running time. Let MinTime&?,’Jﬁ )eP2 b the minimal time T
for which there exists an adversary A that runs in at most time 7" and achieves overwhelming advantage
Adv(m,n)—cpa(A)

KEM :

We define the scaling factor of KEM relative to (m,n)-CPA security as

. . (m,n)-cpa

— MinTimeygpy

SF(m,n)—cpa _
MinTime(KléM'Cp &

KEM

The scaling factor of KEM relative to (m, n)-CCA security, SF(K?,’\;L)'Cca, is defined in the same way relative

to advantage Adv(K”é,’\zl)'CC&(A). By the results of Section 3.2 we can give concrete bounds on the scaling

factor (which also hold in the CCA setting).
SFigm " < SFig ™ <m .

The lower bound follows since any adversary against (m, m)-CPA is also an adversary against (m,n)-CPA
with the same advantage (Theorem 1, item 1). The upper bound follows from Theorem 1, item 3.

11



Surprisingly, the scaling factor can be smaller than 1: Being able to chose which users to attack can
make the task of breaking multiple instances easier than breaking a single one. An artificial example of a
KEM with scaling factor of m/n is sketched in Appendix C. This is, however, a phenomenon limited
to the case m # n: For n = m, we know that SF&E,\’X)'CW > 1 by Theorem 1, item 1. Importantly,
specific KEMs such as HEG or Cramer-Shoup are known to be “random self-reducible”, which implies

-cpa

MinTime(KléT,\LA) MmTlmel((lEi,l) “P* and hence by Theorem 1, item 1:

(m,n)-cpa
1< SFg P <m .

Remark 1. Our definition of scaling factor exclusively considers adversaries achieving overwhelming
advantages. This definition is generalized naturally to encompass adversaries with arbitrary advan-
tage as follows. Let MinTimel((né,’\;L)'Cpa(s), associated with 0 < ¢ < 1, denote the running time of
the fastest adversary achieving advantage at least ¢ in game (m,n)-CPA. Intuitively, an optimally
scaling scheme requires m independent execution of a (1,1)-CPA adversary in order to break m in-
stances of the scheme. Hence, an advantage-dependent scaling factor for advantage ¢ is defined as
SF (K",;NT J-epa ) = MinTime&El’\Z S-epagm)y s MlnTlmeE(Elv)I Pa(). Our definition of scaling factor is a special
case of this generalized definition for overwhelming success probability. Again, we can use Theorem 1 to
show that, for every 0 < e < 1, SEYEM P () < SFUmM P (o) < m,

3.4 Multi-Instance Diffie-Hellman-Type Problems

GAP DISCRETE LOGARITHM PROBLEM. The m-out-of-n multi-instance gap discrete logarithm problem
((m,n)-GapDL) requires to find the discrete logarithms of at least m out of n input group elements given
access to a decisional Diffie-Hellman oracle. We consider three variants of the problem, which differ in
their granularity. For high granularity all discrete logarithm challenges are sampled with respect to a
fixed group and group generator, while for medium granularity the challenges are elements of a fixed
group but defined with respect to different group generators. Finally, in the case of low granularity a
fresh group and generator is used for each challenge.

Formally, let m,n € N such that 1 < m < n and consider game G(Grge: gfill(A) of Fig. 3 associated
to adversary A, group-generating algorithm GGen, and granularity gran € {high,med,low}. In the
game, a vector G of n group descriptions is set up according to the desired level of granularity using
parameter generation algorithm PGen[gran]. Each entry of G is of the form (G,p,g) with G being a
group of prime order p generated by g. After the setup of G the three variants of the game proceed
in the same way. A vector @ of length n is sampled, where z[i] is uniformly distributed in Zg;. The
corresponding challenge vector contains the group elements X[i] = g[i]®*l). At the end of the game,
adversary A outputs a list of indices L C [1..n] and a vector @’ of length n, where the i-th entry is
in Zp[;). The adversary wins if L contains at least m elements and if the vector &’ coincides with x for all
indices in L. Additionally, the adversary has access to an oracle DDH, which, on input of index i € [1..7]
and three group elements X,Y,Z, behaves as follows. The game computes the discrete logarithms 2, ) of
input X,Y with respect to generator g[i], and then returns 1 if and only if g[i]*¥ = Z.

We define A’s advantage in game GU" gfill(A) as

e dl m dl
AdvEe e (A) = PG ZE(A)]

The m-out-of-n multi-instance discrete logarithm ((m,n)-DL) problem is defined as (m,n)-GapDL
with the restriction that A cannot query DDH.

GAP COMPUTATIONAL DIFFIE-HELLMAN PROBLEM. The m-out-of-n multi-instance gap computational
Diffie-Hellman problem ((m,n)-GapCDH) requires, on input of vectors ¢® and g¥, to compute at least
m elements of the form ¢®l1¥!d for distinct i € [1..n]. As in the corresponding DL game, the adversary
has access to an oracle DDH which computes whether three given group elements are a Diffie-Hellman
triple. As in the definition of (m, n)-GapDL, we consider three variants of the problem, which differ in
their granularity.

12



Games GGTSE:)grgail(A) Oracle DDH(q, Xy, Z)
00 G <+ PGen|gran] 06 parse X,Y as g”” gY
01 @[] s Zpi; X[] = gl 07 if g[i]*? = Z:

02 (L,z') +s APPH(G, X) 08  return 1

03 if |L| < m: return 0 09 else: return 0

04 if ’[L] = x[L]: return 1
05 else: return 0

Procedure PGen[high] Procedure PGen[med] Procedure PGen[low]
10 G = (G,p,g) <s GGen 13 (G,p,g) s GGen 17 G[-] s GGen
11 G[]«+ g 14 g +s (G\ {1})" 18 return G
12 return G 15 G[] « (G,p,g[])
16 return G
(m,n)-gdl

Fig. 3. Security game GGGemgran (A) for gran € {high, med, low} modeling the m-out-of-n multi-instance discrete
logarithm problem and the gap version.

Game Ge ot (A) Oracle DDH(i, X,V Z)
00 G +5 PGenl[gran] 08 parse X,Y as g%, g"

01 @[] s Zppy; X[ ¢ g[1° 09 if g[i]*" = Z:
02 y[] 4= Zpp); Y] < g[]¥!) 10 return 1
03 Z[] + g[]*1vl] 11 else: return 0
04 (L, 2Z') +s APPH(G, X,Y)

05 if |[L| < m: return 0

06 if Z[L] = Z'[L]: return 1

07 else: return 0

Fig. 4. Security game G(G’gé,:i ;‘riidh(A) for gran € {high, med, low} modeling the m-out-of-n multi-instance gap

computational Diffie-Hellman problem. PGen is defined in Fig. 3.

Formally, for m,n € N s.t. 1 < m < n and consider game Gggé:);:sh(A) of Fig. 4 associated to

adversary A, group-generating algorithm GGen, and granularity gran € {high,med, low}. In the game,
a vector G of n group descriptions is set up according to parameter generation algorithm PGen[gran].
After the setup of G the three variants of the game proceed in the same way. Two vectors x, y of length
n are sampled, where x[i], y[i] are uniformly distributed in Zg[;;. The corresponding challenge vectors
contain the group elements X [i] = g[i]*l" and Y[i] = g[i]¥[). Additionally, the adversary has access to an

oracle DDH, which behaves as described for Gggeﬁ)gfii(A) At the end of the game, adversary A outputs
a list of indices L C [1..n] and a vector Z’ of length n, where the i-th entry is an element of the group
represented by G[i]. The adversary wins if L contains at least m elements and if the vector Z’ coincides
with Z for all indices in L.

We define A’s advantage in game Ggge: gf:jh(.A) as

m,n dh m,n dh
Adv GGen)gEZn (A) [GéGen gfsn ("4)] .
Further, the m-out-of-n multi-instance computational Diffie-Hellman ((m, n)-CDH) problem is defined
as (m,n)-GapCDH with the restriction that A cannot query oracle DDH.

4 Hashed ElGamal in the Multi-Instance Setting

We investigate the multi-instance security of the well-known Hashed-ElGamal key-encapsulation mecha-
nism [1]. We consider three variants, HEG[GGen, high], HEG[GGen, med], and HEG[GGen, low], correspond-
ing to high, medium, and low granularity respectively. After giving formal definitions of these variants in Sec-
tion 4.1, in Section 4.2 we prove the main result of this section: The multi-instance security of each variant
of the KEM in the random oracle model is tightly implied by the hardness of (m, n)-GapCDH[GGen, gran]
for the corresponding granularity. Finally, in Section 4.3 we compute lower bounds on the scaling factor
of HEG[GGen, gran]| for GGen € {GGen]Fz7 GGeng(r,) } and gran € {high,med, low}.
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gran — high gran — med gran = low

Algorithm Par[high] Algorithm Par[med] Algorithm Par[low]
00 G =(G,p,g) <5 GGen 06 G = (G,p,g) +s GGen 13 par + L
01 par < G 07 par < (G,p) 14 return par
02 return par 08 return par
Algorithm Gen[high|(par) Algorithm Gen[med](par) Algorithm Gen[low](par)
03 45 Zp; X < ¢ 09 g+s G\ {1} 15 G = (G,p, g) <5 GGen
04 pk+ X; sk« x 10 ¢ 45 Zp; X <+ g° 16 ¢ 45 Zp; X <+ g°
05 return (pk, sk) 11 pk «+ (g9, X); sk < (g,z) 17 pk <+ (G,X); sk < (G, x)
12 return (pk, sk) 18 return (pk, sk)
Algorithm Enc(par, pk) Algorithm Dec(par, sk, c)
19 y < Zp 23 K + H(pk,c,c")
20 ¢+ g¥ 24 return K

21 K « H(pk,c, X")
22 return (K, c)

Fig. 5. Variants of Hashed-ElGamal KEM HEG[GGen, high|, HEG[GGen, med], and HEG[GGen, lou] relative to hash
function H and group-generating algorithm GGen. The KEMs share the same encapsulation and decapsulation
algorithms. Note that both (par, pk) or (par, sk) determine group description (G, p, g) and key pk.

4.1 Hashed-ElGamal Key Encapsulation

We consider three variants of the Hashed-ElGamal KEM, defined relative to a hash function H and
differing in the way parameters and key-pairs are generated. For high granularity the parameters specify
a group description G = (G, p, g) with a fixed generator g. Key-pairs (pk, sk) are of the form pk = X = ¢g*
and sk = x, where z is randomly sampled in Z,. For medium granularity the parameters consist of a
group G of order p, but no fixed generator. In this case pk = (g, g*) and sk = (g, x), where g is a randomly
chosen generator of the group G. Finally, for low granularity empty parameters are used. Correspondingly,
in this case public keys are of the form pk = (G, g*) and secret keys of the form sk = (G, z), where
G = (G,p,g) is a freshly sampled group description.

Note that in all three cases the parameters par and a key-pair (pk, sk) generated with respect to par
determine a group description (G, p, g) as well as  and X. In all three variants encapsulated keys are of
the form H(pk, g¥, XV) with corresponding ciphertext g¥, where the y is sampled at random in Z,. The
decapsulation of a ciphertext c is given by H(pk, ¢, c®). A formal description of the algorithms describing
the Hashed-ElGamal key-encapsulation mechanism for each of the three considered variants can be found
in Fig. 5.

4.2 Multi-Instance Security of Hashed ElGamal

The following theorem shows that the security against chosen-ciphertext attacks of each variant of HEG
in the multi-instance setting tightly reduces to the corresponding (m,n)-GapCDH problem?®. Its proof is
a generalization of the single-instance version [1] and can be found in Appendix D.

Theorem 2. Let m,n € N with 1 < m <mn, let gran € {high,med, low}, let GGen be a group-generating
algorithm, and let HEG[GGen, gran] be the Hashed-ElGamal KEM of Fig. 5 relative to hash function
H. If H is modeled as a random oracle and if the (m,n)-GapCDH|[GGen, gran| problem is hard, then

HEG|GGen, gran| is (m,n)-CCA secure. Formally, for every adversary A against game Ggg(ﬁé%: gran]
(m,n)= 1’

making at most q queries to random oracle RO there exists an adversary B against game GG"gen gf:m that

makes at most q queries to DDH and runs in essentially the same time as A and satisfies

Advipmreeth gy > Advirares (4)

3 The same result holds under the multi-instance version of the strong Diffie-Hellman assumption [1], a falsifiable
assumption that is implied by (m,n)-GapCDH.
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4.3 Scaling Factor of Hashed ElGamal for Different Parameters

Below we compute the scaling factor of Hashed-ElGamal key encapsulation for different parameter choices.
Recall that the scaling factor is given by
SF(m,n)—cca — MinTi (m,n)-cca MinTi (1,1)-cca
HEG[GGen,gran] ~— m lrneHEG[GGen,gran]/ mn lrneHEG[GGen,gran] '
Note, that the multi-instance security of HEG can be broken by computing m public keys, which

corresponds to computing m DL instances. On the other hand, from Theorem 2 we know that the
(m, n)-CCA-security of HEG is tightly implied by (m,n)-GapCDH. Thus,

. . (m,n)-gedh . . (m,n)-cca . . (m,n)-dl
MlnTlmeGGen,gran = MlnTlmeHEG[GGen,gran] < MlnTlmeGGen,gran .

Hence, we can bound the scaling factor of Hashed ElGamal as

(m,n)-cca . . (m,n)-gedh . . (1,1)-d1
SFHEG[GGen,gran] 2 MlnTlmeGGen,gran /MlnTlmeGGen,gran :

Below we consider two instantiations of group-generating algorithms: GGeng: and GGeng,). Due
to either Hypothesis 1 from the introduction or the results of Sections 5 and 6 respectively, for both
instantiations solving (m,n)-GapCDH is as hard as (m, n)-GapDL. Thus, the lower bounds on the scaling
factor derived below are sharp.

HASHED ELGAMAL IN THE FINITE-FIELD SETTING. Assuming the correctness of Hypothesis 1, we
conclude that MinTime%’tgi)adeh = MinTimeI(;;’gz)a;;i !is given by

Le(1/3,1.902) + m - Ly(1/3,1.232) for gran € {high,med} , and

min{m - Ly(1/3,1.902), L;(1/3,2.007) + m - Ly(1/3,1.639)} for gran = low .
We obtain the scaling factor by dividing by MinTimel(Flz’;)rﬂ = L,(1/3,1.902). Defining 6 via m = L;(1/3,9)
we can rewrite m - Ly(1/3,1.232) as Ly(1/3,0 + 1.232). For § < 0.67 we get Ly(1/3,1.902) > Ly(1/3,9 +
1.232). Hence for these values of § the scaling factor for medium and high granularity is roughly 1. For
larger m, on the other hand, it is of order L;(1/3,6 — 0.67).

Summing up for gran € {med,high} we obtain

SF(m,n)-cca {1 0 < 0.67

HEG(GGens: .gran] — | [,(1/3 § — 0.67) 4 > 0.67

Further, we get L¢(1/3,d + 1.902) < L,(1/3,2.007) for § < 0.105. Hence in this case for low granularity
the scaling factor is given by m = L(1/3, ). Moreover, we obtain L,(1/3,d + 1.639) = L(1/3,2.007) for
0 = 0.368 implying that for 0.108 < ¢ < 0.368 the scaling factor is of order L,(1/3,2.007 — 1.902) and of
order Ly(1/3,0 + 1.639 — 1.902) for larger values of 4. Summing up:

Le(1/3,6) 0 <6 <0.105
SFSEE:%Z:FZ 2w = § Le(1/3,0.105) 0.105 < § < 0.368
Le(1/3,-0.263+ ) 0.368 <4

Formally, the asymptotic behavior of the scaling factor computed above is linear* in m and hence, at
first glance, seems optimal. However, as discussed in the introduction, the numbers of Ly(1/3,0.67) or
Ly(1/3,0.368) instances starting from which the cumulative cost of breaking the instances outweighs the
cost of the precomputation are typically large.

HAsHED ELGAMAL IN THE ELLIPTIC-CURVE SETTING. Recall that GGengr,) generates elliptic curves
of size p ~ ¢ defined over the field F; for randomly chosen £. If we model elliptic curves as generic groups
we can derive the scaling factor as follows. Ignoring constants, a single DL instance can be solved in

4 For fixed ¢ and very large values of m and n generic attacks start to outperform the NFS and the scaling factor
actually becomes O(y/m).
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time O(,/p). The lower bounds derived in Section 6 (Corollaries 3 and 4 and Theorem 6) imply the
following: A generic algorithm solving (m, n)-GapCDH for high and medium granularity performs at least
£2(,/mp) group operations; the low-granularity case requires at least {2(m,/p) group operations. (In the
low-granularity case we formally consider n groups of differing group orders py, ..., p,. Here p denotes a
lower bound on all p;.) Summing up, we obtain

g(m.n)-cea _ O(,/mp/\/p) = O(y/m) gran € {high,med}
HEG[GGengx, ) ,gran] Q(m\/ﬁ/\/ﬁ) _ @(m) gran = low .

(The constants hidden within the @ notation can be made explicit from our results, and are between 0.1
and 6.6.) In Appendix E we illustrate how the scaling factors computed above could be taken into account
when choosing parameters for HEG.

5 Generic Hardness of the Multi-Instance Gap Discrete Logarithm Problem

In this section we define a new hard problem, namely the polycheck discrete logarithm problem (PolyDL),
in the multi-instance setting. Then, we proceed to show a concrete bound on its security in the generic
group model (Theorem 3). Most notably, from this bound we present a concrete bound on the security
of GapDL. To prove the bound we define an additional problem, the search-by-hypersurface problem (SHS).

In Section 5.1 we define the PolyDL and SHS problems. Next, we show our bounds on the security
of GapDL, and further argue that all derived bounds are optimal. Section 5.2 covers high, Section 5.3
medium, and Section 5.4 low granularity.

5.1 Polycheck Discrete Logarithm and Search-by-Hypersurface Problem

PoLyCHECK DISCRETE LOGARITHM PROBLEM. The m-out-of-n multi-instance polycheck discrete
logarithm problem ((m,n)-d-PolyDL) for polynomials of degree at most d requires to find the discrete
logarithms of at least m out of n input group elements given access to a decisional oracle Eval with
behaves as follows. Eval takes as input a polynomial f € Z,[X7, ..., Xj] of degree at most d and a list of
group elements (g®1, ..., g%), where k is an arbitrary integer, and returns 1 if and only if g/(#1:%x) =1,
As usual, we consider three variants of the problem, which differ in their granularity.

Formally, let m,n,d € N such that 1 < m < n, d > 1, and consider game Gggé:?;;Olydl(A) of
Fig. 6 associated to adversary A and granularity gran € {high,med, low}. In the game, a vector G of
n group descriptions is set up according to the desired level of granularity using PGen[gran|. After the
setup of G the three variants of the game proceed in the same way. A vector « of length n is sampled,
where z[i] is uniformly distributed in Zg[;;. The corresponding challenge vector contains the group
elements X [i] = g[i]*l. At the end of the game, adversary A outputs a list of indices L C [1..n] and
a vector ’ of length n, where the i-th entry is in Zyp[;y- The adversary wins if L contains at least m
elements and if the vector &’ coincides with x for all indices in L. Additionally, the adversary has access
to an evaluation oracle Eval, which on input of an index ¢ € [1..n], a polynomial f € Z,[X1,..., X,
and a list of group elements (X, ... X k), where k is an arbitrary integer which might be different on
different calls, behaves as follows. If deg f > d, then Eval returns 0. Otherwise, the game computes the
discrete logarithms x; of the challenges X with respect to generator g[i], and then returns 1 if and only
if g[i]/(®) = 1.

We define the advantage of A in game G {m.m)-d-poly dl(A) as

GGen,gran

Adv(m,n)—d—polydl(A) _ Pr[G(m,n)—d—polydl(.A)] .

GGen,gran GGen,gran

The next definition extends the search-by-hyperplane-query problem (SHQ) by Yun [23].

SEARCH-BY-HYPERSURFACE PROBLEM. The search-by-hypersurface problem in dimension n for polyno-
mials of degree at most d (n-SHS,) requires to find a randomly sampled point a of the space by adaptively
checking whether point a is contained in the queried hypersurface (i.e., the set of zeroes of a polynomial).

Formally, let n,d,p € N such that p is prime and d,n > 1, and consider game GZ'ShSd (A) of Fig. 7
associated to adversary A. In the game, a vector a of length n is sampled, where a[i] is uniformly
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Game Ggge’,ﬁ)g'r‘;pdydl(A) Oracle Eval(i, f, X)

00 G < PGen[gran] 06 if deg f > d: return 0
01 @[] 45 Zpy; X[+ g[]*l] 07 parse X as g[i]®

02 (L,x') +s A®?(G, X) 08 if g[i)f® =1:

03 if |L| < m: return 0 09  return 1

04 if &’[L] = x[L]: return 1 10 else: return 0

05 else: return 0

Fig. 6. Security game Gggé:)g'ri;pdydl(/l) relative to GGen, gran, modeling the m-out-of-n multi-instance polycheck

discrete logarithm problem for polynomials of degree at most d. We assume that polynomial f input to Eval
has | X| indeterminates. PGen is defined in Fig. 3.

Game G (A) Oracle Eval(f)

00 a s Zy 04 if deg(f) > d: return 0
01 a’ +s A" (p) 05 if f(a) = 0: return 1
02 if @’ =a:return 1 06 else: return 0

03 else: return 0

n-shsgy

Fig. 7. Security game G, (A) with respect to integer d and prime p modeling the search-by-hypersurface
problem on dimension n for polynomials of degree at most d. All inputs f to oracle Eval are elements of the
polynomial ring Z,[ X1, ..., Xx].

distributed in Z,. At the end of the game, adversary A outputs a vector a’ € Z, . The adversary wins
if @’ = a. Additionally, the adversary has access to an evaluation oracle Eval, which on input of a
polynomial f € Z,[X3,...,X,] behaves as follows. If deg f > d, then Eval returns 0. Otherwise, the
oracle returns 1 if and only if f(a) = 0.

We define the advantage of A in game GI*'¢(A) as

Advy =t (A) = PrlGpe(A)] .

5.2 Generic Hardness of High-Granularity (m,n)-d-PolyDL

Below, we state the main result of this section, an explicit upper bound on the security of high-
granularity (n,n)-d-PolyDL in the generic group model.

Note that this bound is of particular interest in the context of generic bilinear (or even multilinear)
maps. In fact, a d-linear map yields a natural way to compute any answer of oracle Eval for polynomials
of degree at most d in the base group.

Theorem 3. Let n,d be positive integers and p a prime number. Let GGeng, be a group-generating
algorithm that generates generic groups of exactly size p. Then for every generic adversary A against
(n,n)-d-PolyDL[GGengg, high| that makes at most q queries to the group-operation oracle and qrval queries

to oracle Eval: N ( )2 N
(n,n)-d-polydl d 1 (ed q+n+ 1)°+ 2€quval l
AdVGen nign  (A) < (p) t3 ( np

This extends [23, Corollary 2] from standard DL to the polycheck case. Most importantly, it allows us
to prove the following theorem.

Corollary 1. Let n be any positive integer and GGengg be a group-generating algorithm that generates
generic groups of at least size p. Then for every generic adversary A against (n,n)-GapDL[GGengg, high]
that makes at most q queries to the group-operation oracle and qppu queries to the DDH oracle:

n.n)-gdl 2\" 1 [e(g+n+1)?+2eqppn \" \"
AdVESGen)gjhigh(A) < () + 5 ( ~

p np np

Proof (Corollary 1). Note that oracle DDH of game (n,n)-GapDL can be simulated using oracle Eval from
game (n,n)-2-PolyDL. In fact, ¢*¥ = g7 if and only if ¢/®¥2) =1, with f(X1, Xo, X3) == X1 X5 — X3.
Then apply Theorem 3 with d = 2. a
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The latter result gives a lower bound on the amount of queries required to solve (n,n)-GapDL with
overwhelming success probability. In fact, in this case we get e(q+n+1)2+2eqppn > np. Assuming p large
compared to n and ¢gppu (which allows us to ignore the additive terms n + 1 and gppn), we obtain that
the fastest adversary with overwhelming success probability in game (n,n)-GapDL requires ¢ > y/np/e
group operations. Moreover, there exists a generic algorithm which solves (n,n)-GapDL[GGeng,, high]|
with probability 1 in ¢ < 2,/np steps (see Appendix F for details). This shows that our result is optimal
in terms of number of group operations up to a factor of 2+/e.

The proof of Theorem 3 follows a structure similar to Yun [23]. First we prove the equivalence
of n-SHS4[p] and (n, n)-d-PolyDL[GGengg, high], and then we bound the success probability of an adversary
against n-SHS4[p]. The equivalence of the two problems corresponds to the lemma below.

Statement and proof closely follow [23, Theorem 1] while additionally handling Eval queries.

Lemma 2. Let n,d be positive integers and p a prime number. Let GGeng, be a group-generating al-
gorithm that generates generic groups of exactly size p. Then for every adversary A against game
(n,n)-d-PolyDL[GGengg, high] there exists an adversary B against n-SHSq[p| such that

Adv = (B) > Advie b (4) |
Moreover, if A makes q group-operation queries and qgva) queries to Eval, then B makes at most qgyal +
(n+q)(n+q+1)/2 queries to Eval.

Proof. Let A be an adversary against (n,n)-d-PolyDL[GGengg, high]. We build adversary B as follows.
Recall that B can query an oracle Eval on input of polynomials f € Z,[X1,...,X,] that returns 1 if
f(a) = 0 and 0 otherwise, where a is uniformly sampled in Z; at the start of the game. The prime p,
that B receives as input, serves as the order the generic group. Note that it is correctly distributed.

We introduce the two lists S = {s;} and L = {l;}, held by B. The first stores the representation
strings of each generic group elements returned to A; the second stores polynomials of degree at most 1
inZ,[X1,...,X,]. Bsamples a uniform representation so that serves as the group generator and sets [y = 1.
Then B defines the i-th DLOG challenge iteratively: First B sets [; = X, then for every j < i, B calls Eval
on input I; — I;. If any query returns 1, B sets s; = s;, otherwise B sets s; to be a uniform representation
among those not already present in S. The group generator is defined as g = sg and the challenge vector
as X = (s1,...,5n). Adversary A is run on input p, g, and X.

In the following description, let ¢ be a counter variable updated by B representing the number of
elements of S and L.

Assume that A queries the group-operation oracle on input s, s’ € S. B retrieves the polynomials [,1’ €
L corresponding to s, s’ and adds to L the element I.y; = [4+1’. Then, for every j < c adversary B calls Eval
on input l.4q1 — ;. If for any j the oracle returns 1 then the adversary adds to S the element s.1 = s;.
Otherwise B sets s.y1 to be a uniform representation among those not already present in S. Finally s.11
is returned to A.

Assume that A queries the oracle Eval on input f € Z,[Xi,..., Xx],s € S* for some integer k.
If deg f > d, then B returns 0. Otherwise, B retrieves the list of polynomials I € L*, corresponding to
each entry of s. Then adversary B calls Eval on input f(l) and forwards the output to A.

Finally, when A terminates B forwards its output.

We show that B offers a perfect simulation of the oracle DLOG security game to A. First we observe
that the DLOG challenges have been implicitly set to X = ¢® and each s; to ¢'(). The initialization
of X guarantees that two entries of X coincide if and only if the corresponding entries of a coincide.
Similarly, each time a new group element is returned to A, it is checked for equality against all previous
elements. Note that all elements known to the adversary are associated to polynomials of degree at
most 1 by construction. The oracle Eval is simulated correctly since g/(®) = 1 if and only if f(I(a)) = 0.
Moreover, f(l) is a polynomial of degree at most deg f < d when expanded, since all polynomials in L
have degree at most 1.

To conclude, we count the amount of queries to Eval. For every element added to S we need to
query Eval as many times as there are elements of S, while each DDH query requires a single query
to Eval. The total amount of queries of B to Eval is then:

n-+q
: (n+qn+q+1)
Z U+ gBval = B

+ @Eval - a
i=0
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We start working on n-SHSy[p] with the next lemma. Here we express that, up to a loss of d", an
adversary against n-SHSy[p] does not need more than n hypersurface queries which return 1 to identify a
solution.

Importantly, observe how we limit the resources of an adversary against n-SHS4[p] exclusively in terms
of its queries to Eval. Our adversaries are otherwise unbounded. For this reason, the following reduction
does not consider the computational resources needed by the adversary to perform its operations.

Lemma 3. Let n,d be positive integers and p a prime number. For every adversary A against n-SHSy[p]
that makes at most q queries to Eval there exists an adversary B against n-SHSq[p] that makes at most q
queries to Eval such that at most n of them return 1 and

AdvIP4(B) > d AV (A)

PROOF IDEA. Intuition for the proof is simple for the case n = 1: All queries of A to SimEval are
forwarded to Eval. The first time Eval(g) returns 1, we know that the secret a must be a zero of g.
Since g has degree at most d, there can be at most d distinct zeroes. The reduction guesses which zero is
the correct one (this is the reduction loss) and then simulates the remaining queries of A to SimEval
accordingly. The proof is similar for n > 1. We know that, in general, n polynomials in Z,[X1,. .., X,] of
degree d have at most d" zeroes in common, one of which the reduction can use to simulate remaining
queries to SimEval. However, the n queried polynomials must be in general position: For example, the
zeroes of x1 + x5 are the same as those of 2z1 + 2x5, and querying both polynomials would not help the
reduction. To resolve this issue, the reduction keeps a set Z of common zeroes to all polynomials seen so
far which, when forwarded to Eval, make the oracle return 1 (i.e., polynomials which vanish on a). This
set has a rich structure: In fact, the study of zero sets of polynomial is the raison d’étre of the field of
algebraic geometry. If the polynomial g queried by A carries no new information (i.e., g(Z) = {0}) then
the simulated oracle returns 1 without forwarding. Otherwise, the polynomial is forwarded. If the answer
is 1, then the reduction updates the set Z and then guesses which one of its irreducible components
contains a, which becomes the updated Z. The identification of irreducible components is made possible
by the underlying structure of the set Z. Selecting an irreducible component guarantees that, on a
following evaluation query, intersecting the now irreducible Z with another hypersurface not containing Z
brings down the dimension of Z by 1. Since the dimension of Zj; is n, we can have at most n such queries.
With a careful choice of the guessing probability of each irreducible component, Bézout’s theorem ensures
that the probability of always making the right guess is again d=".
In the following paragraph we introduce the notation needed to prove Lemma 3.

ALGEBRAIC GEOMETRY. Let K be a field. We denote with K the algebraic closure of the field K. The
projective space of dimension n over K is represented with P"(K). Let T C K[Xy,..., X,] a subset of
homogeneous polynomials. We define Z(T) = {a € K" : f(a) = 0Vf € T}. A (projective) algebraic
set A of P"(K) is any set that can be described as Z(T') for some T. We work with the Zariski topology
over P*(K): Closed sets are the algebraic sets on P*(K). A (projective) hypersurface S of P*(K) is an
algebraic set generated by a single homogeneous polynomial f.> An irreducible set X of the topological
space P*(K) is a set which cannot be expressed as the union of two distinct closed subsets. A (projective
algebraic) variety V' is an irreducible algebraic set. Given an algebraic set A, we say that A = V3 U... UV}
is an irreducible decomposition (and V; an irreducible component) if all sets V; are varieties and V; SZ V;
for ¢ # j. The dimension of a set X C P"(K) (dim X) is the supremum of all integers m such that there
exists a chain V) € ... C V,, of distinct irreducible closed subsets of X. For a definition of the degree of
an algebraic set A (deg A) we refer to [15, page 52].

Proof (Lemma 3). Let A be an adversary against n-SHS,[p] that makes at most ¢ queries to SimEval.
Without loss of generality, we assume A only queries polynomials of degree between 1 and d.

We build adversary B as follows. B sets two internal variables: Z < P"(Z,) (the n-dimensional
projective space over the algebraic closure of Zy,), and t <— 1. Subsequently, 5 runs A, proceeds to simulate
each query of A to SimEval as described below, and eventually forwards its output.

Suppose that A queries SimEval on input of a polynomial ¢’ € Z,[X7,...,X,]. Then B computes the
homogenization of ¢’ and stores it as a variable g € Z,[Xy, ..., X, ]. If g(Z) = {0} (all points in Z vanish

5 This is the only definition that differs from Hartshorne [15], who also requires f be irreducible.
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Adversary B2 QOracle SimEval(g') \g¢' € Z,[X1,..., X,],1<degg <d
00 Z + P"(Zp) 04 g <+ homogenize(g’)
01 t+1 05 if g(Z) = {0}: return 1
02 a5 AS™E 05 7/« {2 € Z:g(z) =0}
03 return a 07 if Z' = @: return 0
08 b <+ Eval(g')
09 if b=1:

10 ViU...UVi« Z
11 forie[l..1-1]:
12 pi < deg Vi/(tdegg)

13 pr—1—p1—...—pi—1
14 pick j among [1..1] with distribution {p;}
15 Z+V;

16 t<degVj
17 return b

Fig. 8. Adversary B for the proof of Lemma 3 with respect to adversary A.

on g), then B returns 1. B then computes the zeroes of g in Z (equivalently: the intersection of Z with the
algebraic set of zeroes of g) and stores the result in a variable Z’. If Z’/ = (), then B returns 0. Afterwards,
B forwards the response of its own oracle and updates its internal variables as follows. If the output of
the forwarded query is 0, then everything remains unchanged. Otherwise, the adversary decomposes Z’
as a union of irreducible varieties of the form Z/ = Vi3 U...UV]. B computes then the degree of each
component, degV; for ¢ € [1..1]. This is used to define a probability distribution over the set [1..[] as
p; =degV;/(t-degg) forie[l..l—1]and p =1—p; —...—p;—1. An index j is then picked from [1..[]
according to the distribution defined by the p;’s. Then B redefines Z < V; and ¢ <— deg V.

Adversary B is also described in Fig. 8, which is used as reference for conciseness.

First, we show that B terminates without errors. To this end, we show that (a) there exists a finite
decomposition as in line 10, (b) such a decomposition is nonempty, (c) there is no division by zero in
line 12, and (d) the reals p; defined in lines 12 and 13 describe a probability distribution. For (a), the
irreducible decomposition exists by [15, Exercise 2.5(b)]%. For (b), observe that the decomposition of Z’
is empty if and only if Z’ = (). This does not happen by the check in line 07. For (c), we observe that, by
construction, deg g = deg g’ > 1. At the start of the proof ¢ = 1 and by [15, Proposition 7.6(a)] the degree
of a proper variety is always a positive integer. For (d), assume the condition in line 09 is triggered. Since
multiplicities are positive integers, Bézout’s theorem [15, Theorem 7.7] implies” that

l

ZdegVZ— < degZ -degg .
i=1

By their definitions, deg Z =t and p; = degV;/(tdegg) for i € [1..l — 1] after running line 12. (Note
that at the start we set t = degP"(Z,) = 1 [15, Proposition 7.6(c)].) We can thus rewrite the previous
expression as:

-1 l

deg V] deg V;
Y pit LN TR o
~ tdegg pt tdegg

Since by definition deg V;/(tdegg) > 0 for i € [1..1], we also get p; <1 for i € [1..] — 1] and

-1 -1
degV; _ degV
1o2p=1-Y p=1-Y =528 (2)
=1 =1

tdegg — tdegg

6 All citations to Hartshorne [15] refer to Chapter I.

7 Technically, [15, Theorem 7.7] requires intersecting hypersurface H be irreducible, while in our case g might be
reducible. This condition is not necessary: If H = | J H; (irreducible decomposition) then by [15, Theorem 7.2]
dim H; N H; = n — 2, by [15, Proposition 7.6(b)] deg H = ) _ deg H;, and we can apply [15, Theorem 7.7] on
each H; and sum up the result.
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As a next step, we show that at most n queries of adversary B to Eval are answered with 1. Let m
be the number of times the check in line 09 is triggered. We want to prove that m < n. Let Z;, Z!
and g; be the values assigned to varieties Z, Z’ and polynomial g after a full execution of SimEval
the i-th time the query to Eval is answered with 1, and set Zy = P" (Tp) We want to prove by induction
that dim Z; = n—i. Then, since by definition the dimension is a nonnegative integer, n > m = max{i}. By
definition dim Zy = dim ]P’"(TP) = n [15, Exercise 2.7(a)]. Assume dim Z;,_; = n — i + 1. By construction,
for i € [0..m] every Z; is a variety. By the check in line 05, we know that Z! # Z;_,. We assume that g;
is irreducible; otherwise, the following argument applies to each of its irreducible component. Calling V'
the variety defined by the zeroes of the polynomial g;, we know that dimV = n — 1 [15, Exercise 2.8].
Observe that Z! = Z;,_; N V. If we decompose Z! = V3 U... UV, we can apply [15, Theorem 7.2] to
argue that dimVy > (n —i+ 1)+ (n — 1) —n = n — i for every k. If by contradiction dim V}, > n — 1,
then Vi, C Z! C Z;_; contradicts the irreducibility of Z;_;.

Finally, we show that, with probability at least d~™, B perfectly simulates the n-SHS,[p] problem
to A under the same secret a of the problem B is run against.

We argue that while (1,a) € Z the simulation is correct. Line 05 returns 1 if g(Z) = {0}, which in
particular means ¢’(a) = g(1,a) = 0. Line 07 returns 0 if Z’ = (): In fact, if by contradiction ¢(1,a) = 0,
then (1,a) € Z' = 0. The last return statement, in line 17, is just the bit returned by the real oracle Eval
and then forwarded.

Consider the simulated oracle SimEval, and assume the condition in line 09 is triggered. Observe
that if (1,a) € Z at start, then there exists an index h € [1..1] such that (1,a) € V},. By induction, this
shows that there exists a sequence of indices h, ..., h,, which, if picked in this order in line 14, make the
simulation correct.

To conclude, we show that the probability the indices hq, ..., h, are picked by the simulation is at
least d~". Note that it is sufficient to prove this when conditioning the probability on the randomness of
the adversary and of game n-SHS,[p]. The only randomized procedure remaining is the choice of index j
in line 14, whose randomness is freshly picked on each execution. The result then follows from the law of
total probability.

We define the quantities used in the rest of the proof. Let j; be the value assigned to variable j after a
full execution of SimEval the i-th time the query to Eval is answered with 1, and tq = 1. For ¢ € [0..m],
we define events C; = {ji = hy for all 1 < k < i}. Since n > m, the proof is concluded if we show

Pr[Cp] >d ™™ >d ™" .

Assume now that event C;_; occurs, which implies the actions of B are deterministic until the i-th
time the query to Eval is answered with 1. We define ¢; to be the (deterministic) degree of variety Vj,
and f; to be the homogenization of the (deterministically chosen) polynomial queried by A, that is, g.
Then, by definition and by Eq. (2):

t;

. . >
Pr[C; | Ci—1] > I dee T, (3)

This allows us to lower bound the winning probability by:

m t; tm —
_ ' _ > > >d "
Pr(Cp) = [T PriCe | Con) 2 T i—or > i 2

i=1 =1

To prove this inequality we used, in order: C; C C;41 and Pr[Cy] = 1, Eq. (3), simplification of telescopic
product (no term is zero) and deg f; < d, and t,,, > 1 as any degree and to = 1. O

Finally, we use Lemma 3 to bound the advantage of any adversary against n-SHSy[p]. Intuitively, this
lemma observes that the output of the adversary is, barring randomness, a function of the answers to the
oracle queries. The bound follows from counting all possible distinct input values to an adversary as a
function of the oracle answers and the total possible values for the secret a € Zj. Lemma 3 is used to
limit the number of possible input values to the adversary.

Statement and proof closely follow [23, Theorem 6].
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Lemma 4. Let n,d be any positive integers and p a prime number. Then for every adversary A against
n-SHS4[p] that makes at most q queries to the group-operation oracle:

s (5 $()

Proof. We apply Lemma 3 to build an adversary B from A. B makes exactly ¢ queries to Eval (if less, we
can modify the adversary to make additional queries to the polynomial 1), of which at most n return 1.
Moreover

Advy i (A) < d"Advy " (B) .

In the rest of the proof we work exclusively with adversary B to show that

Advihs1(B) inzn: (‘j) : (4)

p =0

IN

which proves the original statement.

Note that it is sufficient to prove (4) for any deterministic adversary B. The result for probabilistic
adversaries follows from the law of total probability.

Since B is deterministic with fixed initial input, its output only depends on the answers to its
hypersurface queries. Let b € {0,1}9 be any bit vector. For convenience we define the function out(b)
to return the output of (deterministic, fixed-input) adversary B when its i-th query to Eval is answered
with b[i].

Assume next to run game Gg‘ShSd (B) under a fixed point a € Zj. The queries of B to Eval, as well as
their responses b, are fixed. Thus, we define the function B(a) to be the function returning the vector b
as described.

Let a’ be the random variable representing the sampling of the vector a € Zj in GZ‘ShSd (B). Then,
the distribution of a’ is uniform over a set of size p™. We proceed to compute a bound on the winning
probability of B:

Pr[G"4(B)] = Prlout(B(a’)) = @]
= Z Prla’ = a] Prout(B(a’)) = a' | a’ = a]

ac’ly

_ % S Prlout(B(a)) = al .

a€Zy
Observe that for any a there exists a b such that B(a) = b. We can split the latter sum as follows:
hs 1
PriGp¢(B)] < — >~ )" Prlout(b) =a] . (5)
p b a:B(a)=b

Note that

> Prlout(b)=a] <1 . (6)

a:B(a)=b

Indeed, Prlout(b) = a] can be either 1 or 0, since function out is deterministic, and there exists at most
one value of a which satisfies the expression out(b) = a, namely out(b).
Combining (5) with (6) we obtain:

1
PrlGy T (B) < 371
b

To expand the previous expression we need to count all possible values for b. Recall that at most n
queries of B to Eval return 1. Counting all possible vectors of ¢ bits of which at most n are 1 yields:

i@ < > (1) :

p i=0
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We conclude by proving Theorem 3. The proof simply combines the bound in the previous lemma
with a combinatorial result by Yun.

Proof (Theorem 3). [23, Theorem 7] states that
n /
>(1)=3
‘ 1 2
i=1

for all positive integers ¢’,n with 1 <n < ¢’. Hence, by Lemma 4, every adversary B against n-SHS;[p]
that makes at most ¢’ hypersurface queries has advantage bounded by

_shs d\" 1 (edq\"
n-shsy <2 -
Advy () < (p> "3 ( np >

We apply Lemma 2 to obtain our result, noting that the reduction makes less than ¢’ = qgyal +
(n + g+ 1)%/2 queries to the hypersurface oracle. O

Remark 2. The bound on the advantage against (n,n)-d-PolyDL[GGengg, high| of Theorem 3 extends
to (m,n)-d-PolyDL[GGengg, high|, where m < n. This is done by a simple tight reduction between
problems (m, n)-d-PolyDL[GGengg, high] and (m, m)-d-PolyDL[GGengg, high]. The reduction for standard
multi-instance discrete logarithm is in [22, Section 3]. To simulate oracle Eval, the reduction simply
forwards the queries to its own oracle.

5.3 Generic Hardness of Medium-Granularity (m,n)-GapDL

We present an explicit bound on the concrete security of n-out-of-n gap discrete logarithm in the generic
group model in the medium-granularity setting.

The bound is constructed by observing that we can simulate the medium-granularity game starting
from the high-granularity one. Then, we apply the “high-granularity” Corollary 1 after counting the
additional group queries by the simulation.

The following lemma states the existence of a reduction from (m,n)-GapDL in the medium-granularity
setting to (m,n)-GapDL in the high-granularity setting.

Lemma 5. Let GGen be a group-generating algorithm that generates groups of at least size p, and let m, n
be two positive integers such that m < n. Then for every adversary A against (m,n)-GapDL[GGen, med]
there exists an adversary B against (m,n)-GapDL[GGen, high| such that

Adv (m,n)- gdl(B) > Adv (m,n)- gdl(A) .

VGGen ,high GGen med

Moreover, calling qppu the number of queries of A to DDH, adversary B makes at most 2(2n+qppn ) (log p+
1) group operations in addition to those made by A, and the same amount of queries to DDH.

Proof. Adversary B works as follows. B receives a group description G = (G, p, g) and a n-size vectors X =
g®. It generates a uniform vector, r < (Z,\ {0})", and computes g’ < g"; Z[-] < X []"l). The computed
elements correspond to the new group generators and the new challenges for A. Queries to DDH on input of
index ¢ and group elements X,Y, Z are answered as follows. B queries its own oracle on input X, Y/7lil Z
and forwards the output to .A.
We prove that the oracle simulation is correct. Let &, ¢, 2 be such that X = g%, Y = ¢?, and 7= g*
respectively. Since g’[i] = ¢"1¥), A needs to receive output 1 if and only if

r[i ﬁryﬂ r[i ﬁ
(o) GO

or, equivalently, ¢%9/7lll = ¢*_ This corresponds to a DDH query with respect to group generator g and
input X, Yl/rm, Z.

Next, we show that if A is successful then B is. If A is successful, then its output is a vector &’ and a
set L={l1,...,lm,...} such that Z[l;] = (g'[l;])®'[l] for every i. If A is successful, & is also the discrete
logarithm vector of X. In fact, for every i:

g1 = g/ [1,)= W] — ) — X[y
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(L, ') is the final output of B, which wins the high-granularity game.

To conclude the proof, we count the additional group queries made by B. The group-operation oracle
is used when creating the new generators (n), challenges (n), and answering DDH queries (¢ppn). By
using square-and-multiply we can upper bound the amount of queries by 2(2n + ¢gppu)(logp + 1). O

We use the previous reduction to compute the following bound.

Corollary 2. Let GGeng, be a group-generating algorithm that generates generic groups of at least size p,
and let n be a positive integer. Then for every generic adversary A against (n,n)-GapDL[GGeng,, med]
that makes at most q queries to the group-operation oracle and qppu queries to oracle DDH:

(n,n)-gdl e(q + 4(gppu + 2n)log p)? nN \"
AdVGleny, mea(A) < < p ~p

Proof. Combining Lemma 5, Corollary 1, and observing that, for m = n, the reduction makes addi-
tional 2(2n + gppu)(logp + 1) group operations:
Advier el (A) < Advgelr el (B)

gg-med GGengg,high

(1>”+ 1 (e(q + 2(gppu + 2n)(logp 4 1) +n +1)* 4 2eqppu )”

g; 2 2np

<

The previous expression can be simplified by noticing that, for the parameters we consider, 4n(logp+ 1) +
n+1 < 8nlogp, e(2¢gppr)? > 2eqppH, 2¢ppu(logp + 1) < 4¢ppy logp, and /2 <2 < (8nlogp)?/n. O

Similarly to the previous concrete bounds, this result is optimal, namely there exists a generic adversary
against (n,n)-GapDL[GGengg, med| needing ©(,/np) group operations to achieve success probability 1.
In fact, we can build an adversary against (n,n)-DL[GGeng,, med] starting from an adversary against
(2n,2n)-DL[GGengg, high| by using it to retrieve (high-granularity) discrete logarithms of both challenges
and generators in medium granularity, which can be used to retrieve the medium-granularity discrete
logarithms.

The adversary works as follows: It receives the m group generators g and the n DL challenges X[-] =
g[-]*l]. Then it runs the (2n, 2n)-DL[GGeng,, high| adversary using as parameter the generator g = g[1]
and, as DL challenges, the 2n group elements g, X . All queries to the gap oracle are forwarded prepending
index 1. Assume the adversary correct, hence returning r, x such that g = ¢" and X = g“’l. In particular
r[]e[] = «’[], since

gl = gl=ll = x ] = g='1 .
Retrieving « from the known z’ and r concludes the reduction.

Corollary 4 is optimal: Using the adversary against (2n,2n)-DL[GGengg, high] of Appendix F we see
that for large p the best adversary against (n, n)—DL[GGengg,med] makes g queries, where 2,/2np < g <
V/np/e.

As in the high-granularity case, the technique of Ying and Kunihiro [22] can be used to extend the
result to the case m # n.

5.4 Generic Hardness of Low-Granularity (m,n)-GapDL

In this section we present an explicit bound on the concrete security of m-out-of-n gap discrete logarithm
in the generic group model in the low-granularity setting. Unlike for high and medium granularity, the
CDH challenges belong to different groups: Since the n generic groups involved do not interact with each
other, the bound can be derived by applying the single-instance bound n times. The bound is stated in
the following theorem.

Theorem 4. Let GGeng, be a group-generating algorithm that generates generic groups of at least size p,
and let m, n, q, gppu and q;, i € [1..n], be integers such that 1 <m < n, g=q1 + ...+ qn, and ¢;
is large (g; > 2 and 2¢? > qppu + 1). Then for every generic adversary A against the low-granularity

m-out-of-n multi-instance computational Diffie-Hellman problem that makes at most q; queries to the i-th
group-operation oracle and qppu queries to the gap oracle:

Adv(m,n)-gdl (A) < <4€q2)m

GGengg,low m2p
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Proof. Let A be a generic adversary against (m,n)-GapDL|[GGengg, Low], and let & be the random variable
representing the (unique) solution vector with the discrete logarithms of the challenges. We model the n
groups generated by PGen[low] as independent generic groups of size p, where p[i] > p for every i € [1..n].
We can see the adversary as an adversary against the single-instance version in each of the n generic
group. By Corollary 1, for m = n = 1 we know that:

2 le(g; +2)%+2 2
Pr [A computes z[i]] < = + ie(q +2)" + 2eqn < 1edt ) (7)
p p b

where the last inequality follows since ¢; is large: ¢; > 2 and 2¢2 > gppn + 1. Adversary A wins
exclusively if it can identify at least m discrete logarithms. Let L = {ly,...,l,...} be the solution
indices returned by A. For the purpose of the proof, we define the set of indices S = {i1,...,%m,} such
that ¢;, > ...>¢q;,, > q; for every i € [1..n]\ S. We can bound the winning probability as:
(mon)-gedhy gy < py [A computes [{l1,...,ln}]]

GGengg,low

Pr[G

< H Pr [A computes z[l;]]
i=1
2 2\ m 2\ M
()= GGEEe)) = ()
ies N P P AT iEs mep
(m,n)-gdl

GGengg,low’

Eq. (7) and the fact that, after reordering, ¢;; < q;, for every possible L and j € [1..m], and the inequality
of arithmetic and geometric means, that is, for every nonnegative x; such that xy + ... + x,, = x:

m T m

Hl'i < (—) . g
. m

i=1

Since the number of group operations performed by a (m, n)-GapDL adversary is typically large, we
reckon the requirements ¢; > 2 and 2¢? > qppu + 1 are rather mild.

We argue that this result is optimal. In fact, the well-known baby-step giant-step algorithm solves
(1,1)-DL with success probability 1 in 2,/p group operations. We can build a generic adversary against
game (m,n)-DL[GGengg, low] by independently running the single-instance adversary on the first m
instances. This adversary needs a total of 2m,/p group operations to achieve success probability 1.
Summing up, for large p the fastest generic adversary achieving overwhelming success probability in
game (m,n)-GapDL[GGengg, Low| requires m+/p/(8¢) < ¢ < 2m,/p group operations.

To prove this bound we used, in order, the definition of G the independence of each generic group,

6 Generic Hardness of the Multi-Instance Gap Computational
Diffie-Hellman Problem

In this section we derive lower bounds on the hardness of the m-out-of-n gap computational Diffie-Hellman
problem in the generic group model for different granularities. We further argue that all derived bounds
are optimal. Section 6.1 covers high, Section 6.2 medium, and Section 6.3 low granularity.

6.1 Generic Hardness of High-Granularity (m,n)-GapCDH

We work in the algebraic group model to show that the generic lower bound on the hardness of high-
granularity (m,m)-GapDL carries over to high-granularity (m,n)-GapCDH. Concretely, Theorem 5
provides an algebraic reduction from (m,n)-GapCDH|[GGen, high| to (m,m)-GapDL[GGen, high]. Then,
an application of Corollary 1 establishes the desired bound on (m,n)-GapCDH.

In this section we work with high-granularity problems, in which the group description G = (G, p, g)
is shared by all instances. For ease of notation, we treat G as an implicit parameter of the system until
the end of this section.

The algebraic reduction from (m,n)-GapCDH to (m,m)-GapDL in the high-granularity setting is
sketched below.
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Theorem 5. Let GGen be a group-generating algorithm that generates groups of at least size p, and
let m, n be two positive integers such that m < n < p. Then for every algebraic adversary A against
(m, n)-GapCDH|[GGen, high| there exists an algebraic adversary B against (m,m)-GapDL[GGen, high]
such that
,m)-gdl _ ,n)-gedh
Advgge’:?})liggh (B) > 2 mAdVEféeZ?hih (A) .

Moreover, B makes at most 2n(m + 2)(logp + 1) group operations in addition to those made by A, and
the same amount of queries to DDH.

Despite the seemingly sizeable reduction loss of 2™, we argue that the factor is small in the context
of the final security bounds. In fact, as seen in Section 5, the advantage in breaking (m,m)-GapDL
decreases exponentially with m. This renders the exponential contribution of the factor 2 irrelevant, as
the following concrete bound on the hardness of (m,n)-GapCDH[GGeng,, high| shows.

Corollary 3. Let GGengg be a group-generating algorithm that generates groups of at least size p,
and let m, n be two positive integers such that m < n < p. Then for every generic adversary A
against (m,n)-GapCDH|[GGengg, high] that makes at most q queries to the group-operation oracle and
qppH queries to the gap oracle:

Adv(m,n)-ngh (A) < (26(‘] + 12mn 1ng)2 + 4eqppnu ) m% ( ¢ )m

GGengg,high mp mp

Proof. Combining Theorem 5 with Corollary 1 via Lemma 1 and observing that the reduction in Theorem 5
makes additional 2n(m + 2)(logp + 1) group operations and the same amount of DDH queries we get:

p

m,m)-gedh 4\ 1 (2e(q+2n(m +2)(logp + 1) +m + 1)? + degppn \
AdVéGen )fggh ("4) < ( ) + 5 <

gg mp

The previous expression can be simplified by noticing that, for the parameters we consider, 2n(m +

2)(logp + 1) +m +1 < 12mnlogp and 4 /2 < 8 < (12mnlogp)?/m. O

Similarly to the bound for computing discrete logarithms, this result is optimal. Namely, problem
(m, n)-GapCDH[GGengg, high] can be solved computing 2,/mp group operations with success probability 1
by extending the generic adversary against high-granularity DL in Appendix F. Summing up, for large p
the fastest generic adversary solving (m,n)-GapCDH[GGengg, high] with overwhelming success probability

requires y/mp/(2e) < g < 2,/mp group operations.

In the following paragraph we introduce some notation needed to prove Theorem 5.

ALGEBRAIC-GROUP NOTATION. Let Z be any group element returned by an algebraic adversary. We
write [Z],, ... a, to represent its algebraic representation in terms of the input group elements X, ..., X,
that is, Z = X{" ... X*. Similarly, when we consider n-size output vectors of group elements Z we
write [Z]A,... Ay by.. b, to indicate that Z = Y; YA X0 X b where Y are s;-size input
group-element vectors, X; are input group element, A; is a s; X n matrix, and b; are n-size vectors. For
clarity, if z (resp. y;) is the n-size (resp. s;-size) vector of discrete logarithms of Z (resp. Y;) and z; is
the discrete logarithm of X, then z = Ajy; + ...+ Apyn +21by + ... + 21bg.

ProOOF IDEA OF THEOREM 5. This proof extends the following simple single-instance reduction B, in
turn built from two reductions By and Byyy. The reductions build upon a CDH adversary A. Adversary A
receives X = ¢g* and Y = ¢¥, and is tasked with computing W = ¢*¥. In the algebraic group model,
A must return a representation of the output as a combination of its input, i.e., some elements a, b, c € Zy,
such that W = X%Y?¢¢. Rewriting this expression in the exponents, we obtain that, if A wins,

rzy=ar+by+c .

Given a DL challenge Z = g*, reduction By embeds the challenge as X = Z and generates Y = g¥ by
picking a random y. Then, By can compute the DL as z = x = (y — a)~!(by + ¢). However, y — a might
not be invertible. In this case, adversary By, would be successful: It embeds the challenge as Y = Z
and returns a, which is a correct solution if ¥y — a is not invertible. Reduction B picks one of the
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two subsets I C {1} at random and runs B;. If the CDH adversary is successful, then B has at least
probability 1/2 of succeeding.

Case n = m > 1 is approached as follows. Again the reduction B is composed of components By,
where I C [1..n]. The DL challenge Z[i] is distributed as either X[i] or Y[i] according to whether i € I,
and all remaining values are picked by the reduction. The CDH adversary—if successful—returns square
matrices A, B and vector ¢ such that diag(y)x = Ax + By + ¢, where diag(y) is the diagonal matrix
with the elements of y on the diagonal. Rearranging, we obtain

(diag(y) — A)x =By +c .

Our goal is to iteratively decrease the dimension of this matrix equation. If n ¢ I adversary By
expresses x[n] in terms of x[1..n — 1]. On the other hand, if n € I then it computes y[n]. Whether this
computation is correct depends on whether I is the right choice for A, B, and ¢. More explicitly, from
the last row of the previous matrix equation we get the expression

w[n](y[n] *Ann) = (Anl,-u,An(n_l))w[]...’fL* ]_] —+
+ (B, Ba—1)y[l..n — 1] + Bppy[n] + c[n] .

If the number y[n] — A, is not invertible (case n € I), then adversary By can set y[n] = A,,,,. In the
other case (case n ¢ I) the adversary can replace the expression for &[n] into the remaining n — 1 rows of
the matrix. In this case, y[n] is known, and calling &’ = (z[1],...,z[n —1]), ¥’ = (y[1],...,y[n —1]), we
have recovered again a matrix equation of the form

diag(y')x’ = A'’ + B'y’ + ¢’

of decreased dimension n — 1. Repeating this argument, we arrive at an equation of dimension 1. At this
point all elements of y are known to By, which is then able to recover the elements of x.

Note that there always exists, for every possible A, B, and ¢, a set I for which the above procedure
is successful, i.e., a set I such that, for every ¢ € [1..n], the expression ¢ € I is satisfied exactly if
yli] = (A@))is, where A,y is the i-th update of matrix A. Since adversary B picks I C [1..n| at random
and runs By, the reduction loses a factor of 2™.

The case n # m adds more complexity to the proof. The reduction first expands the m DL challenges Z
to a vector Z = ZV (plus some rerandomization) of length n. Here V' is a n X m matrix for which each
m X m submatrix is invertible.® This has two important consequences: Firstly, we can express any element
of Z as a combination of any other fixed m elements of Z. Secondly, retrieving any m DLs of Z allows
the reduction to compute the DLs of the original Z. This has, however, an unintended side effect: We can
still obtain an equation of the form diag(y)x = Ax + By + ¢, where all terms are of size m (this is the
role, in the reduction code, of the function reduceMatrices), but now A, B, ¢ depend on the distribution
of the challenges to X and Y, that is, on the set I. This means that the reduction cannot simply compute
the element y[i] as A;; at each step. It has to answer the question: “Assuming the reduction was not
trying to compute y[m], what would be the value for y[m] which would make it unable to compute x[m|?”
(In the reduction code, the answer is yielded by the function computeDlog.)

In the proof, the gap oracle of A is simply simulated by forwarding all queries to DDH.

Proof (Theorem 5). Let A be an adversary against (m,n)-GapCDH[GGen, high].

We proceed as follows: We build adversaries B; depending on some set I C [1..n]. The formal code
is in Fig. 10. The m discrete logarithm challenges Z are expanded to n challenges Z as Z = ZVg’"
for a n x m Vandermonde matrix? V and a uniform vector r € Z, . The adversary produces the CDH
challenges X and Y for A by distributing the expanded DL challenges Z either in X (for indices in I)
or in Y (otherwise), and generating the remaining components uniformly. A returns a solution for m
of those challenges, specified with the set L, along with their linear representation in term of the CDH
challenges (algebraic adversary). Next it rewrites the linear representation to only depend on x[L], y[L]
instead of the full x,y This is achieved by function reduceMatrices. Adversary B; then computes the

8 This expansion technique is originally from the work of Ying and Kunihiro [22].

9 An n x m Vandermonde matrix is defined starting from a vector (ai,...,an) € Z;’ as the matrix V =
{affl}i,je[l ..n]x[1..m]- If the a; are pairwise distinct, then every m x m submatrix of V' is invertible. Note that
there are enough distinct elements to create V, since p > n.
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discrete logarithms of each expanded DL challenges embedded in Y (function computeDlog), which are
in turn used to recover the DLs of the entries of X indexed by elements of L. From this it extracts the
solution to the original DL challenge Z. Any DDH query of A is simply forwarded to B;’s own oracle.
Adversary B is defined by picking a random I and running Bj.

Further, we define events E; for Ic [1..m] through the membership test in Fig. 9 (which, we remark,

is not part of the reduction). Event E; occurs if and only if the test returns 1. (The role of set I can
be thought as picking which subset of the elements y[L] are computed, where L is the list of CDH
indices returned by A.) Later we show that, given I C [1..n], if E,ery occurs and A wins, then

~

adversary By is successful in the multi-instance DL game. Since, as we will show, for all possible indices I
the events F; cover the whole probability space, we show that if A succeeds then adversary B succeeds
with probability 27.

Test membership of E;(Y,L, K, A", B') \ Y €G";LC[1.n};K C[1..n—m];ALB’ ez
00 parse Y as gy \\ membership test need not be efficient
01 parse L as {117 ey lm} \\drop elements if |L| > m, return 0 if |[L| < m
02 T [1..n]\ L

03 parse T as {t1,...,tn—m}

04 I« {tp:ke Kyu{li:iel)}

05 (A, B) + reduceMatrices([) \\define m x m matrices A, B from A’ and B’
06 for d from m down to 1:
Ad—1 Ag . , . o
07 parse A as 1 \\single out index d. A4_; is a square matrix of size d — 1
Ay aq
08 iflg e I:
09 if y[la] = aq: return 0
10 A+ Ag_ 1+ (y[ld] — ad)_lAflAb \\ update matrix A. Dimension decreases by 1
11 else:
12 aq + computeDlog(I U {lq},d)
13 if y[l4] # aq: return 0
14 A+ Agq \\update matrix A. Dimension decreases by 1

15 return 1

Function reduceMatrices(I') \ 7’ C [1..n], outputs two square matrices of dimension m
16 J 1o\ I’

17 V 4= n x m Vandermonde matrix

Vi
18 parse V as VT[‘]I/ \\ group together rows with indices in L, TNI’, and TN J’
Vrag

19 parse A’ as (AIL A{Tﬂl’ ArleJ/ ) \\ group together columns with. ..
20 parse B’ as (B/L B&"m]’ B’fl"ﬁJ’ ) \\...indices in L, TNI',and TN J’
21 parse AITr‘nI’ VTﬂI’VLil as (MI/ MJ/ ) \ Vi is always invertible if m < p
22 parse B, Vens Vi b as (Np Ny )

23 A« AIL + (MI/ 0y ) + (NI/ 0y ) \make M;, and N;, into square. ..
24 B+ Bi + (01/ My ) + (01/ Ny ) \\...matrices adding zero columns
25 return (A, B)

Function computeDlog(I', k) \I" C [1..n], k € [1..m], outputs element of Z,
26 (A, B) «— reduceMatrices(I/) \\as in line 05
27 for d from m down to k: \\ similar to line 06, stops at k

_ < Agr Ag) .
28 parse A as 1 = \\as in line 07
Ad aq

29 iflge I’ \\as in line 08
30 A« Ad—l + (y[ld] — dd)ilgggb \\as in line 10
31 else: \\as in line 11
32 A« Ad71 \\as in line 14

33 return ag

Fig. 9. Events E; for the proof of Theorem 5 with respect to index set I C [1..m].
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Adversary BPPH

00 7 <5 Z;L

01 V < n x m Vandermonde matrix
02 Z+ 2ZVg"

03 J+[l.n]\I

04 z[I] + L; X[I] + Z[I]

05 y[J] + L; X[J] + Z[J]

06 x[J] s ZV'1; X[J] + g*7)

07 y[I] s ZY; Y1) + g1

08 (L7 [W}A/,B/,c’) s ADDH(gva Y)
09 parse L as {l1,...,lm}

10 T+ [1..n]\ L

11 (A, B) + reduceMatrices(])

12 e+ ¢ + Apryz[T N J| + Brary[T NI

G, 2)

13 for d from m down to 1:

- Bé‘nJVTﬁJVLilr[L] + Bragr[T N J]

Ag—1 Ay
14 parse A as < AL ay
15  parse B as (ngl l:;)
16  parse c as (c‘kl)
cld]

17 iflg e I:
18 A Agq + (y[la] — aq) "FALAL
19 B« By_1 + (y[la] — aq) " ALB},
20 ¢ + ca—1 + Byy[la] + (y[la] — aa)”
21 else:
22 aq < computeDlog(I U {laq},d)
23 ylla] = aaq
24 A<+ Ag_q
25 B <+ Bg_1
26 ¢ < cq_1 + Ayx[la) + Bhy(la]
27 for d from 1 up to m: \all
28 iflg € I: \\inductively:
29 ilt[ld} — (y[ld] — ad)fl(A}ia:[{ll g
30 z[I] + z[I]; z[J] < y[J]

%3
31 parse V as (VT)
32 2« VN (2[L] — r[L)])
33 return £

\ G group representation; Zegm

\ from m to n challenges: z = V£ +r
\\ allocate challenges to either X or Y’
\\ uniformly pick remaining entries

\\algebraic adversary: w = Alx + B’y + ¢
\drop elements if |L| > m, abort if |[L| < m

\\define m x m matrices A, B from A’ and B’
+ A Vear Vi e[L] + Apepr[T 0] +

\\ ¢ has size m. x[J] and y[I] are known

\ 4, B square matrices, ¢ vector: all of dimension d

> \\ single out index d. A4_1 is a square matrix of size d — 1

\«[lq] unknown, y[l4] known

\ update A, B, ¢. Dimension decreases by 1

" A (eld] + bay[la])
\x[l4] known, y[ls] unknown

\\ compute the value of y[l4]

\ update A, B, ¢. Dimension decreases by 1

m components of y[L] are known or computed

x[{l1..lg—1}] is known, use it to recover x[l4]

1+ Bayl[{li .- la—1}] + baylla] + c[d])

\\ group together rows with indices in L and T

Fig.10. Adversary B for the proof of Theorem 5 with respect to adversary A and index set I C [1..n].
Functions reduceMatrices and computeDlog are defined in Fig. 9. Implicitly, if By fails to invert an element at
any point of the execution then it returns L. Empty matrices are ignored in sums and yield empty matrices in
products. Queries to DDH by A are forwarded directly.
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We use Proposition 1 and Proposition 2 to compute the winning probability of B. The proof of both
statements is postponed until the end of this proof.

Proposition 1. Let I C [1..n]. Consider one execution of By, and let L = {l1,...,l;,} be the set defined

by the output of the adversary A in such execution. Let I = {i:1; € I}. If both A wins game GGTge:)h‘f;Sh

m,m)-gdl

and E; occurs then Br wins game GGGen high -

Proposition 2. Let Y € G", L C [1..n], K C [l..n—m] and A", B" € Z;"*". Then there erists an
I C[1..m] such that E;(Y,L,K, A", B ’) =1.

Let I be the random variable representing the choice of the index set in [1..7n] by B. Since all input
to A is independent of I (lines 04 to 07), the same holds for the internal variables Y, L = {ly, ...,z },

T=[1.n\L={t,...,tn—m}, A, and B’ defined in the execution of adversary 5. Hence we can write:
m,m)-gdl m,m)-gdl
Adviginnig (B) = D0 Prll = J A Geeriily) (By))
JC[L..n]
n (m,m)-gdl

> 30 2 PG (B)

JC[1..n]

—n . m,n)-gcdh
>27" N PrlBugen (Y, L {it; € J}, A" B') A Gleah 8 (A)]
JC[L ..

>27" Z PrE;(Y, L, K, A, B') A GELEa (A))

—n m,n)-gcdh —m th
> 2 Z Pr{Gegmmia (A)] = 27 Advicm i 5 (A)
KC[1..n—m]

In computing the previous inequality we employed, in order: the definition of B, the independence of

Gze:l})uggil(B 7), Proposition 1, a change of variables from J

o (J, K), Proposition 2, and the fact that the set [1..n — m] has 2"~ subsets.

To conclude the proof we count the number of operations carried out by adversary B. The operation
count, of B coincides with that of B; for the chosen I. Clearly, all operations of A are executed by Bj.
Moreover, the reduction generates n new group elements by uniformly selecting exponents in Z,, (lines 06
and 07). Using the square-and-multiply algorithm, this correspond to an upper bound of 2n(10g p+ 1)
group operations. Similarly, to expand the DL challenges in line 02 B computes Z ". Computing Z
requires 2mn(log p+ 1) group operations and computing 7 requires 2n(log p+1) group operations. Overall,
B needs at most 2n(m + 2)(logp + 1) group operations. O

the uniform random variable I from event G

Proof (Proposition 1). If adversary A wins, then
diag(x[L))y[L] = Az + B'y + c’ | (8)

where diag(x[L]) denotes the diagonal matrix with the elements of x[L] in the diagonal. Lines 11 and 12
of Fig. 10 define the triple (4, B, ¢). We show that

diag(z[L])y[L] = Az[L] + By[L] +c . (9)

Let z (resp. 2) be such that Z = g (resp. Z = g%), where Z is defined in line 02 of B;. By definition
z =V 2+ r. We split this equation componentwise, depending if the component index belongs to any of
the (disjoint) sets L, T NI, or T'N.J, as in done in line 18 of Fig. 9. Here J = [1..n] \ I.

z[L) =Vi 2+ r[L] (10)
z[TNI|=Vrar2+r[T NI
Z[TﬂJ]ZVTQJf—f—T‘[TﬂJ] .

V is a Vandermonde matrix, hence any m x m submatrix is invertible. In particular, the submatrix Vz,
containing the m rows indexed by L is invertible. Let @,y be such that X = ¢® and Y = ¢g¥. Recovering 2
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from Eq. (10) and recalling how z is distributed between x and y (lines 04 and 05) we can rewrite the
last two equations as

z(T NI = Vrn Vi '2[L) = Vien Vi e [L] + 7T N ) (11)
y[TNJ) = Vrag Vi 2[L) = Ve Vi e[L] + [T N ]
Next, we parse A’ and B’ as in lines 19 and 20 of Fig. 9 and we rewrite Eq. (8):
diag(z[L))y[L] = ALa[L] + A @[T NI+ AT N J] + (12)
+ Brx[L] + Bray[T NI+ BrayylTNJ)+ .
We expand the term A/~;2[T N I] using first Eq. (11), and then the parsing in line 21 of Fig. 9 and the
repartition of z[L] among x[L N I] and y[L N J]:
AT N 1) = A Ve Vi 2[L) = A Ve Vi e[+ AT 011
= (M; 0;)x[L]+ (07 My)y[L] — Apn Vs Vi b [L] + Al e [T N ] (13)
Following a similar procedure we also obtain:
BrasylT N J] = (N 0g)2[L]+ (07 Ny )y[L] = Bre Vras Vi 'r[L] + Breyr[T0J] . (14)
Finally, we merge Eq. (13) and Eq. (14) into Eq. (12) and rearrange the terms:

diag(@[L)y[L] = (A + (M; 05) + (N7 0,))lL] +
+ (B + (07 M)+ (07 Ny))y[L] +
+ (AT N J] + Broy[T N I] - A&“nIVTﬂIVl,_lr[L] +
+ Al e [T N I) — By Veng Vi e [L) + Byoyr[T N J) + )
The bracketed expressions are exactly how A, B, and ¢ are defined, see lines 23 and 24 of Fig. 9 and
line 12 of Fig. 10. This proves Eq. (9).

Next, we prove that all the y[l4] computed in line 23 of Fig. 10 are correct. This basically follows
from how we defined Ey;;,cry in the first place. We consider the loop in lines 13 to 26: Observe that the
adversary never tries to invert a zero element. In fact, by definition of Ey;.;, ey we obtain that y[d] —ag is
nonzero for [y € I. (Similarly, the adversary does not abort when inverting y[lg] — aq in line 29.) On the
other hand, by definition of Ey;.,cy we get y[d] = aq for d ¢ I, which is consistent with all computed
DLsof Y.

We show next that the computation of & in the loop of lines 27 to 29 of B; remains consistent
with X = ¢*. Let g = ®[{l1,...,la}] and yq = y[{l1,...,lq}] for any d € [1..m]. We show by induction
that at the start of the d-indexed iteration of the loop in lines 13 to 26 the following holds:

diag(ya)xq = Axq + Bya + ¢ . (15)

The case d = m is Eq. (9). Suppose that our statement holds for some d € [2..m]. We rewrite Eq. (15):
First by isolating the first d — 1 equations from the last one; Then by parsing A, B, and c as in lines 14
to 16 of Bj.

diag(yag—1)Ta—1 = Ad—1Ta—1 + Ayx[la) + Ba—1ya—1 + Byy[la] + ca—1 (16)
yllalz(la) = Ayma_1 + aqz(la] + Byya—1 + baylld] + c[d] . (17)
We consider now two cases, depending on whether [; belongs to I. If so, we can rewrite Eq. (17) as
(la) = (ylla] — aa) " (Ayma—1 + Byya—1 + baylla] + c[d)) - (18)
By replacing x[l4] in Eq. (16) as per Eq. (18) we get:
diag(ya—1)Ta—1 = (Aa—1 + (ylla] — ag) " AGAY)@a—1 +
+ (Ba-1 + (ylla] — aq) " A3BY)ya—1 +
+ (ca—1 + Byylla) + (ylla] — aa) ™ Ag(cld] + baylla])) -
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The terms in brackets are exactly how A, B, and c¢ are defined for the next iteration of the loop, indexed
by d — 1 (see lines 18 to 20 of By). This proves Eq. (15) for d — 1 in the case d € I.
On the other hand, for the case d ¢ I we can simply rewrite Eq. (16) as:

diag(yqg—1)ra—1 = (Ag—1)Ta—1 +
+ (Ba-1)Yd—1 +
+ (ca—1 + Agzlla] + Byylla]) -

Again, the terms in brackets are exactly how A, B, and ¢ are defined for the next iteration of the loop,
which is indexed by d — 1 (see lines 24 to 26 of By). This proves Eq. (15) for d — 1 in the case d ¢ I, and
consequently our inductive step.

Note that the extraction of the values x[l4] for d € I in line 29 of By is correct. This is in fact Eq. (18).
Lastly, we observe that the computed £ in line 32 of B; corresponds to the discrete logarithms of Z. This
is Eq. (10). O

Proof (Proposition 2). We prove the proposition by constructively showing the existence of I.To find I
we proceed as follows.

1. Set I + [1..m)].

2. Run the membership test of Fig. 9 with respect to I on (Y, L, K, A, B).

3. If the test returns 1, then I is the sought set.

4. Else, let d be the loop index (line 06) at which “return 0” is triggered: Set I « I\ {d}.

5. Repeat steps 2 to 5.
We claim that this algorithm terminates. To this end, it is sufficient to prove that every time steps 2 to 5
repeat the index d appearing in step 4 strictly decreases. Since d > 1, this proves our claim.

Let d be any index triggering “return 0” as per step 4, and assume that, after repeating steps 2 to 5, d*
is any index again triggering “return 0”. (If the membership test returns 1 there is nothing to prove.) We
want to prove that d* < d. Similarly, let I,1*C [1..m] be the sets with respect to which the membership
test in step 2 is run, I and I* the corresponding set as defined in line 04, J = [1..n]\ I, J* =[1..n] \ I*,
A and A* the corresponding matrices as the A defined in line 05, and for every i € [1..m] let a; (resp. a})
and a; (resp. af) be the elements defined in lines 07 and 12 by running the membership test with respect
to I (vesp. I*).

First we show that d* < d. For this it is sufficient to show that a; = a] and a; = a] for all ¢ > d:
In this case, the conditions triggering a “return 0” for indices ¢ < d remain unchanged when using I
instead of I. Combined with the fact that since I = I* U {l4} it follows that the conditions in line 08 do
not change for all ¢ > d, we obtain that d* < d.

To show that a; = a] we consider how A is updated by the loops of the membership test. This is
shown by induction on @ € [d..m] by proving that, at the i-th iteration of the loop, matrices A and
A* only differ in the d-th column. We start with the base case i = m. In this case, the matrices are
defined by running reduceMatrices, specifically in line 23 of Fig. 10. Since the input K only defines
elements not in L, we know that TNI =TNI*and TNJ =T NJ* and hence all matrix multiplications
in reduceMatrices are the same. The only difference between case I and I* is the column grouping done
in lines 21 and 22 of Fig. 9.

A— A" = (Miay O\ fay) + (Nyay Op (a3 ) -

This establishes the claim for ¢ = m.

Next we prove the inductive step, assuming the case i > d verified. We need to consider two cases: If
l; ¢ I (equivalent to I; ¢ I* for i # d) then the matrix is updated in line 10 by simply dropping the i-th
row and column, which means that the updated A and A* still differ only in the d-th column. If [; €
(equivalent to I; € I'* for ¢ # d) then the matrix is updated in line 10. Since a; = a}, by the induction
hypothesis, we see that y[l;] — a; = y[l;] — a}. Next, consider the terms A'A! and A}* A}l Since i # d,
by the induction hypothesis AY = A:*. Similarly, the row vector A} differs from A;! only at the d-th
entry. It follows that Al Al differs from A" A*! only in the d-th column. Consequently, the updated A
and A* differs only in the d-th column. Repeating the same argument replacing I and I* with T U {l;}
and I U {l;} shows that a; = a’.

Finally, we prove that d # d*. We reach our goal by showing that aq = aj: Since I € I and, by
definition of d, in the case I the membership test returns 0 at the d-th iteration of the loop, we know
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that y[lq] = aq. If ag = @}, since lq ¢ I* then the loop does not stop at the d-th iteration of the loop:
In fact the condition y[l4] # a} in line 13 is not triggered since y[lg] = aq = a@j. It remains to prove
that aq = a)j. Consider the definition of computeDlog in Fig. 9. As the code comments highlight, the
function traces the behavior of the membership test main loop. The function is run under input 7 U {l4}.
Since its input coincides with I* and the loop is the same, the elements a4 and @); must coincide. a

Remark 3. Note that using Corollary 3 with gppy = 0 yields a generic lower bound on the hardness of
the “standard” multi-instance CDH problem.

Further, oracle DDH plays a modest role in the proof of Theorem 5. One could define a “polycheck CDH”
problem in the same fashion as it is done for discrete logarithm in Section 5 (in short, (m, n)-d-PolyCDH).
It is then immediate to extend Theorem 5 to show the equivalence of games (m, n)-d-PolyCDH[GGen, high]
and (m,n)-d-PolyDL[GGen, high] in the algebraic group model with the same loss of 2™. Hence, the ad-
vantage of any adversary against game (m, n)-d-PolyCDH[GGengg, high] can be bounded as in Corollary 3
with an additional multiplicative factor of (d/2)™.

6.2 Generic Hardness of Medium-Granularity (m,n)-GapCDH

We present an explicit bound on the concrete security of m-out-of-n gap computational Diffie-Hellman in
the generic group model in the medium-granularity setting. The main result of this section is similar to
that in Section 6.1. Analogously to Section 5.3, the bound follows from observing that we can simulate the
medium-granularity game starting from the high-granularity one. Then, we can apply Corollary 3 after
counting the additional group queries by the simulation. For more details, we refer to Appendix G.1.

Corollary 4. Let GGeng, be a group-generating algorithm that generates generic groups of at least size p,
and let m, n be two positive integers such that m < n < p. Then for every generic adversary A against
(m,n)-GapCDH[GGengg, med] that makes at most q queries to the group-operation oracle and qppu queries
to oracle DDH:

m.n)-gdl 2e(q + 6(gppn + 5mn)logp)?\" 7 \"
Adv{gm sl (A) < ( ~ (2
mp mp

Similarly to the previous concrete bounds, this result is optimal, namely there exists a generic
adversary against (m,n)-GapCDH|[GGeng,,med] which needs 2v/2mp group operations and achieves
success probability 1. In fact, we can build an adversary against (m,n)-GapCDH[GGengg, med] starting
from an adversary against (2m,2m)-DL[GGengg, high| that requires about the same amount of oracle
queries, analogous to the approach of Section 5.3. Summing up, we obtain that for large p the fastest
generic adversary achieving overwhelming success probability in game (m,n)-GapCDH[GGeng,, med]

requires y/mp/(2e) < g < 24/2mp group operations.

6.3 Generic Hardness of Low-Granularity (m,n)-GapCDH

In this section we present an explicit bound on the concrete security of m-out-of-n gap computational
Diffie-Hellman in the generic group model in the low-granularity setting. The bound is stated in the
following theorem and is computed directly. The proof follows that of Theorem 4 and can be found in
Appendix G.2.

Theorem 6. Let GGeng, be a group-generating algorithm that generates generic groups of at least size p,
and let m, n, q, qppu and q;, i € [1..n], be integers such that 1 < m <mn, ¢q=q + ...+ qn, and ¢; is
large (q; > 60logp and 47 > qppu). Then for every generic adversary A against the low-granularity
m-out-of-n multi-instance computational Diffie-Hellman problem that makes at most q; queries to the i-th
group-operation oracle and qppu queries to the gap oracle:

2\ M
(m,n)-gcdh deq
AdvGGengg,low (‘A) S <m2p>

Since the number of group operations performed by a (m,n)-GapCDH adversary is typically large, we
reckon the requirements ¢; > 60log p and 4¢? > gppn are rather mild.
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We argue that this result is optimal. In fact, the well-known baby-step giant-step algorithm solves
(1,1)-DL with success probability 1 in 2,/p group operations. We can build a generic adversary against
(m,n)-GapCDH[GGengg, low| by independently running the single-instance adversary on the first m
instances. This adversary needs a total of 2m,/p group operations to achieve success probability 1.
Summing up, for large p the fastest generic adversary achieving overwhelming success probability in
game (m,n)-GapCDH[GGengg, Low| requires m+/p/(8¢) < ¢ < 2m,/p group operations.
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Games Gggy °*(A), Giem °°*(A) Oracle Enc(7)

00 C*[[]«+ 0 08 (K7, c") <5 Enc(par, pkli])
01 b+ {0,1} 09 K§ +s KS(par)
02 par <s Par 10 C*[i] + C*[i]u{c"}
03 fori € [1..n): 11 return (K3, c*) \n-MU-CCA
04 (pkli], sk[i]) <5 Gen(par) 12 return (Kj, K{_,,c") \n-MU-ECCA
05 b <=5 APP (par, pk) Oracle Dec(, c)
06 if b= b": return 1 13 if ¢ € C*[i]: return L
07 else: return 0 14 K « Dec(par, skli], c)
15 return K

Fig. 11. Games Gggy “® and Gggm' °°“® modeling indistinguishability of encapsulated keys from random in the
multi-user setting.

A Comparison Between Multi-User and Multi-Instance Security

In this section we compare the multi-user security notion introduced by Bellare et al. [5] to our 1-out-of-n
multi-instance security, as defined in Section 3.1. Namely, we show that:

1. multi-user security tightly implies 1-out-of-n multi-instance security, and

2. l-out-of-n multi-instance security implies multi-user security with a tightness loss of n.
The discussion that follows relates to CCA, however the same conclusions hold for CPA.

Both security notions aim to capture the hardness of breaking a cryptographic scheme in the presence
of multiple users. The main difference between the two notions are the challenge bits: While 1-out-of-n
security assigns to each public key its own challenge bit b;, in the multi-user setting there exists a singe
challenge bit b shared among all users. Another less determining difference is the output of the adversary:
In the multi-user setting the adversary must simply output its guess of the shared bit b, while in our
1-out-of-n multi-instance setting the adversary outputs a set L containing the indices of the compromised
users and the xor of their bits. If L = {i}, it means that the adversary returns the challenge bit for the
i-th user. However, a successful adversary could return a set of size |L| > 1.

More formally, we present as game GRgm “°*(A) in Fig. 11 the CCA security definition for a key-
encapsulation scheme KEM in the multi-user settin%; [13, Section 3.1]. We briefly describe the main
differences between this security game and game G,&E’&)_CC& from Fig. 1. Firstly, the game generates a
single challenge bit in line 01 (cf. line 01, Fig. 1). Secondly, the output of the game, specified in lines 06
and 07, is 1 if and only if the adversary guesses the challenge bit correctly (cf. lines 07 to 09, Fig. 1). The
advantage function is computed as in the multi-instance case with respect to game Gggy =

It is immediate to conclude that our KEM (1,7n)-CCA implies multi-user security with a tightness
loss of at most n. In fact, single-user security implies multi-user security with a tightness loss of n [13,
Lemma 2] and (1,n)-CCA tightly implies single-user security, i.e., (1,1)-CCA (Theorem 1, item 1).

To prove the other direction, we introduce a security notion, which we call “extended” multi-user CCA
(n-MU-ECCA), that is equivalent to multi-user security. This notion is defined in Fig. 11 as GRgy°°°?,
and the advantage is computed as for standard multi-user security with respect to game Gggy'°““*. The
only difference between n-MU-CCA and n-MU-ECCA is that while in game Gggy““* an adversary gets
only a single key, either real or random, in game Gggy'°°“® the adversary gets always both real and
random keys, however the order of the two depends on the challenge bit.

The two notions are equivalent for every n. Clearly, n-MU-ECCA implies n-MU-CCA with no loss.
We prove the other direction next.

Lemma 6. Let n be a positive integer. Then for every adversary A against game GRgy °°* there exists
an adversary B against game Gggm ™ “® such that:

n-mu-cca 1 n-mu-ecca
Advien “(B) > iAdVKEM (A) .

Moreover, B makes the same number of calls to its decryption oracle as A to its own.

Proof. The reduction works as follows. Adversary B forwards the received public keys and parameters
to A. Then, it generates a bit d. For any call to the encapsulation oracle of A on input ¢, adversary B
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calls Enc(i), obtaining (K7, c). Then, it generates Ky s KS(par) and returns (K4, K1_4, ¢) to A. Queries
to the decapsulation oracle are simply forwarded. Finally, let d’ be the output of A. Adversary B outputs 1
if and only if d = d'.

We compute the success probability of A. Let b be the challenge bit implicitly used by game Gggp' .
Then:

Adviigii " (B) = 2 Pr{Gigiy=*(B)] — 1
=2Pr[{b=0nd#d}Uu{b=1Ad=d}] -
= 2(Pr[d # d'|d = 0] Pr[d = 0] + Pr[d = d'|d = 1] Pr[d = 1]) — 1
=Pr[d#d|d=0]+Prld=d|d=1] -1 .

We compute the two probabilities above. Firstly, Pr[d # d’'|d = 0] = 1/2. In fact, if d = 0 then
adversary A receives two random keys, which means that bit d is statistically hidden from A. Secondly,
Pr[d = d'|d = 1] = 1/2Advggm *°*(A)+1/2. In fact, if d = 1 then B always receives the real encapsulation
key. Then, B correctly simulates game Advggy < to A under challenge bit d. The probability that d’ = d,
that is, the probability that A wins game Advigy' ““, is PriGRem ] = 1/2Advgey “““(A) + 1/2.

Comblnlng the previous observations we get:

Adviggm ™ (B) =Pr[d # d'|d=0]+Pr[d=d'|d=1] — 1
1 1 n-mu-ecca 1 1 n-mu-ecca
- 5 + <2AdVKEM (A) + 2) — 1 = §AdVKEM . O
Finally, we show that extended multi-user security tightly implies 1-out-of-n multi-instance. This
shows, in particular, that multi-user security tightly implies 1-out-of-n multi-instance.

Lemma 7. Let n be a positive integer. Then for every adversary A against game GSE?A % there exists

an adver sary B agamst game Q Mu—ecca such that:
1 _ces
Advn—Emu—ecca(B) > Ad (lE,n) cca( 1) )

Moreover, B makes the same number of calls to its decryption oracle as A to its own.

Proof. The case n = 1 is immediate, since the two definitions are syntactically the same. Call s the

random variable corresponding to the size of the set L output of A while running game Glgn

We partition the probability space (randomness of Gigry“®) in the two events By = {s = n} and
E; = {s # n}. We call p; = Pr[E;] for ¢ € {1,2}. Then, we use these events to define the conditional

advantage a; = 2Pr[G£<1ET,\LA) ““(A)|E;] — 1 depending on the given adversary A.

We can rewrite the advantage of A against game GKlEf/,) cea

2
Adv KlETI\L/I) “A) =2 Z PY[GSE’&)_C%(ANEJ Pr[E;] =1 =aip1 + azps .
c=1
We can conclude that there exists an index ¢ such that a.p. > 1/2Adv &IE&) ““(A). We present a different
reduction for each possible value of c.

CASE ¢ = 1. We study the adversary A’ that runs 4 and change its output as follows: If the (detectable)
event F occurs, then A’ forwards the output of A; otherwise, A returns L = [1..n] and a random bit .
Therefore, if event E; does not occur, then adversary A’ breaks (1,n)-CCA (and also (n,n)-CCA) with
probability 1/2. Computing the advantage as an adversary against (n,n)-CCA we obtain:
Ay (A) = 2 Pr[Glp) e (A)] — 1
= 2(Pr{Gi ™ (A') As = n] + Pr{GE ™ (A) A's # n]) —
= 2(Pr(Gygn " (A) [ Ea] PrE] +1/2(1 — PrlEA])) -
= (2Pr{Gygn) “(A)|Ea] = 1) PrlEy] = aipr = 1/2Ade1E;? (A
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Then we can use Theorem 1 to build from A" an adversary against (1,1)-CCA with the same advantage.
The proof of case ¢ = 1 follows, since any single-instance adversary can be trivially used as a multi-user
adversary with the same advantage.

CASE ¢ = 2. Similar to the previous case, we build an adversary A’ that outputs L = {1},b" +4 {0,1}
when Fy does not occur. With the same argument as before, we know that A’ only outputs sets L such
that |L| # n > 1, and A’ has advantage:

Adv £<1E'T\L/|) cca(A/) > %Ad f(lE'r'\L/l) CCd(A) )

We present our reduction next. Adversary B receives parameters par and public keys pk from
game GREy°°*. A uniformly picks a set S C [1..n] of size [n/2]. Then, for every i € S, B generates a key
pair (pkli], sk[i]), overwriting the challenge public key pk[i] previously received. Public keys pk are sent
to A’ along with the parameters par. Then, it generates bits d <5 {0,1}™ to simulate Enc queries to A’,
used as follows depending on input index ¢ € [1..n]: If i € S, then B computes (K1,c) <5 Enc(pkl[i]),
Ko <5 KS(par) and returns (Kgp, ¢). Else, B calls its own oracle as Enc(i), obtaining keys Ko, K and
ciphertext c. The output of the simulated encapsulation oracle is then (Kgf;, ¢). Decapsulation queries are
handled with sk[i] when 7 € S or forwarded otherwise. Finally, given the output (L,?’) of A’, B returns
the bit b’ @ @, dli].

G(l n)-cca

First, note that A’ sees a correct simulation of game Gyg,, . In fact, calling b the challenge bit
implicitly used in game G, the reduction simulates user ¢ under challenge bit b; = d[i] if i € S
orb; =bdd[i]if i ¢ S, both of which are uniformly chosen.

Finally, if adversary A’ wins against game GKE:\L,I " then adversary B wins against game Glign-ecc?

with probability at least 1/4. In fact, the victory condltlon for A’ is:

=Pbi= P diile P vadi = vePdll

icL i€eLNS i€L\S i€L\S i€l

Note that if the event E = {|L\ S| is odd} occurs, then adversary B outputs the bit b, and otherwise
the output bit is 0, independent of b. Event E is, moreover, hidden to A’, since S is hidden to A’. If we
prove that Pr[E] > 1/4, we conclude that, as in the theorem statement:

Advn mu- cca( ) Z 1/4Ad E(lEr'\;l) cca(A/) > 1/8Ad E<1E7’\L/I) cca(A) .

To conclude, we show that Pr[E] > 1/4. We rephrase the problem as follows: We start with [n/2]
red balls (simulated keys) and n — [n/2] black balls (real keys), and we uniformly distribute them into
a sequence of n balls. What is the probability that there are an odd number of black balls among the
first 0 < k < n (k= |L|) balls of the sequence (event E)?

We split the probability space depending on the color of the first (f) and last (1) balls in the sequence.
Assume both f = black and [ = red, event which occurs with probability M/ 2. n= M/ 2l Then there
are n — 2 balls left to distribute, [n/ 2] — 1 red and n — [n/2] — 1 black. Event E OCCU.I‘b if and only if
there are an even number of black balls among the first 0 < £ — 1 < n — 2 redistributed balls: We call
this probability p. Similarly, if f = red and [ = black (occurring with probability % [n/ 2]) then
E occurs if and only if there are an odd number of black balls among the first £ — 1 redistrlbuted balls,
that is, with probability 1 — p. Ignoring the remaining two cases for f and [ we conclude:

prg) > 202, 0o 2R ) 2l T2

n n—1 n n—1 n n—1 4

)

W

where the last inequality follows from the fact that [n/2]/n > 1/2 and (n — [n/2])/(n —1) > 1/2 for

B Omitted Proof of Section 3.2

In this section we describe the steps needed to prove Theorem 1.
We give an overview of the proof referencing to Fig. 2. We show in Lemma 8 how to build an adversary
against (m,n’) starting from an adversary against (m,n) with n’ < n. In the diagram, this is needed to
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move leftwards with respect to the dot representing the adversary against (m,n)-CPA, and is the source
of the multiplicative loss ¢. Lemma 9 shows how to move up slantwise along the diagonal of slope m/n.
This is the source of the exponential loss k. We show the only tight security relations in the graph in
Lemma 10. This is needed move to any point of the green section (advantage €/2 and €). Finally, we
prove Theorem 1 by combining the previous three lemmas to reach every point of Fig. 2.

The next lemma describes how to move leftwards from (m,n) in Fig. 2

Lemma 8. Let m, n, n' be positive integers such that m <n' <mn, and let KEM be any KEM scheme.

Then for every adversary A against game GKrg,\;L) P there exists an adversary B against game GKnE,\;L )-cpa

with roughly the same running time as A such that

!/
Ad (m,n’)-cpa B) > n n Ad (m,n)-cpa .
VKEM (B) = m ) \m VKEM (A)
An analogous statement holds between (m,n)-CCA and (m,n — 1)-CCA, where adversary B queries the
decryption oracle at most as often as A.

m,n) cpa

Proof. Let A be an adversary against Gy . To prove the statement it suffices to show that if n > m

there exists an adversary B’ against game G(m n=1-cP with roughly the same running time as A such

that
n—

Advigg V) 2 I Adgg )

n

In fact, by applying this result n — n’ times we obtain:
n—m n—(n-n"—-1)-m (n-—m)!a't [/ n -t
n 7 on—-m-n-1  (n-m)al  \m/)\m '

In the rest of the proof we show the existence of B’. Define ¢ = Pr[G(K"EL,’\,T,L)'Cpa(A)], €1 = Pr[Gl((%’\;L)'Cpa \

|L'| = m], and €3 = Pr[Gl((ng,’Jf)_Cpa | |[L'| = m + 1]. Moreover, call p be the probability that, while running
game G(K"ELJ “P2adversary A outputs a set L' of size m Without loss of generality, we assume both

that adversary A always outputs a set L’ of size at least m and that ex > 1/2. In fact, any adversary
against game G&E,\;’ “P% can be modified to satisfy both conditions without decreasing its advantage:
If (L', V') is the output of A, the two assumptions are achieved by outputting ([1..m],0) every time that

respectively |L'| < m or |L'| > m. Under these restrictions, by the law of total probability we get:
e=per+ (1 —pes . (19)

Adversary B’ works as follows. It receives the keys pk}, ..., pkl,_; and parameters par as input and
generates a key pair (pk/,, sk},) and a uniform bit B. Then the order of the keys is rerandomized, obtaining
keys pkq, ..., pk,. Adversary A is run on input pky, ..., pk, and par. If A calls the oracle Enc under the
index corresponding to pk/,, then B’ computes ¢ running Enc(pk],,mp). Otherwise B’ forwards the query
to its oracle Enc for the corresponding index. Similarly, in the CCA case any decryption query for the
simulated index is performed using sk/, and for all other indices the query is forwarded to the oracle Dec.
Eventually A outputs a set L’ and a bit b’. Let L’ be the set L’ after reverting key index rerandomization.
We define L = L' \ {n}. Moreover, depending if n € L', we define either b = b & B or b = b'. The output
of B is (L,b).

First, observe that A sees a correct simulation of the game Gfgg,\;,l )P We try to compute the success
probability of B’ by considering two distinct cases. Suppose that, while running B, we get |L'| > m + 1.
Then, by definition, |L| > m. It follows that:

Pr[GLEr =P (B') | || = m + 1] = Pr[GUEm P (A) | L > m+1] =€, . (20)

Suppose now that |L’| = m. Note that, since the key indices are rerandomized, the condition n ¢ L' is
hidden from the adversary. Moreover, if m € L’ then the bit output of B’ is independent of the rest of the
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game. We make use of this fact as follows:

m,n—1)-cpa m,n)-cpa 1
PrGieis P (B)) | |L'| = m] = Pr{Ges " (A) An ¢ L' | || =m] + 5 Prln € L' [ |L'| = m]

m,n)-cpa 1m
= Pr(Cigis ™ (A) [ || =m] - Prln ¢ L' | |L'| = m] + 5
n—m m
= — . 21
61+2n (21)

Combining, in order, the law of total probability, Eq. (21), Eq. (20), Eq. (19), and that e; > 1/2, we
can write:

Advicgiy ™ (B') = 2 Pr{Gig B 1

22(p<n;m61+;2>+(1—p)62> ~1

n—m m n—m m n—m m
=2p 61+pn+2(1—p)(n+>62—< +)

To conclude we study the CCA case. The same argument from CPA can be extended to CCA by
simply either forwarding each encryption queries to the corresponding index or simulating the decryption
oracle with the known secret keys. The final decryption query count for adversary B’ is then at most the
query count of each of the two executions of A. The same holds for B a

The next lemma describes how to move up slantwise along the diagonal with slope m/n from (m,n)
in Fig. 2.

Lemma 9. Let m, n, k be positive integers such that m < n, and let KEM be any KEM scheme. Then
for every adversary A against game G&E,’\;)_Cpa there exists an adversary B against game G&kET,,’kn)_Cpa

with roughly k times the running time of A such that
k
Advighi ™7 (B) = (Advigs P (A))

An analogous statement holds between (km, kn)-CCA and (m,n)-CCA, where additionally adversary B
queries the decryption oracle at most k times more than A.

Proof. Let A be an adversary against G,&"EL,\;L P2 Without loss of generality we assume that A always

outputs a set L of size at least m. Moreover, we assume that Pr[GEZE,’\;l )_Cpa(A) | par] > 1/2 for every
possible parameter par. Otherwise, we can flip the output bit of the adversary for parameter par.
Adversary B works as follows: On input of a (km, kn)-CPA challenge (par, pk) for i € [1..n], B sets
pk;[i] < pk[i+(j—1)n] for j € [1..k]. (In this way, no vector pk, shares an index with another vector pk;,
for j # j'.) Then it runs k independent copies A; of adversary A on input (par, pk;), answering queries

to Enc by using its own challenge oracle. Denote the output of A; by (L;, b;) Adversary B sets

k k

V@b, and L [J(L;+in)
j=1 j=1

where L; 4+ jn is the set containing all elements of L shifted by the addend jn, and returns (L, ).

We now analyze B’s advantage in winning game G,&kEn,?A’kn)_Cpa. Let b = @, bli], where b is the vector
of challenge bits sampled in the game. B provides each A; with a perfect simulation of the (m,n)-CPA
game with respect to challenge bits b;[i] = b[i + jn]. Since the indices used by each A; are not shares by

other copies, we know that
k

L] =3 |Ly| > k.

Jj=1
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We argue next that, for the fixed parameters par:
2Pr[b="¥"| par] — 1 = (2 Pr[GE{E,’\;,l)_CPa(A) | par] — 1)*

The proof follows by induction on k. In the case k = 1 the reduction simply forwards everything, and
in particular Pr[b = V' | par] = Pr[G(K?,’\;L)'Cpa(A) | par]. As inductive step, we prove the case k + 1. We
implicitly split our reduction in two parts: The first computes the xor of the first £ bits, and the second
computes the k + 1-th bit. Then b is the xor of the output of the two parts. We introduce three new

symbols: by = B, b3 b k) = Dicrapnta . (kr1yn) i and ben = @icrapn i1 (ky1yn Bli]- The
probabilities that the bits computed by the two parts of the reduction are correct are then respectively

Pk = Pr[byy 0 =bp . x) and pry1 = Pr(by = bpya] = Pr[G&E,’\;L)_Cpa(A) | par]. In particular, since
by definition &) %} & D brt1:

Prlb=1b"| par] = Pr[b[y.k] = b[l..k]7b;c+1 = by+1 | par] + Pr[bl[l..k] # b[l..k]7b§c+1 # by | par]
=pp . kPer1 + (1 =pp )1 = pry1)
=2pn  kPk+1 — Pl k] — Pet1 + 1.

By our induction hypothesis we know that 2pp; 4 —1 = (2 Pr[G&E,\;L) PE(A) | par] — 1)F. Replacing
values for p; k) and pg41 in the following expression we get:

2Pr[b=10"| par] = 1 =4pp . gpr1 — 2P k) — 2Pk1 + 1
= (2pp ..k — 1) (2prs1 — 1)
= (2Pr[GRE P (A) | par] — 1)
where we used the independence of the k instances A; of A, and the fact that AdeTg,\;L ) PHA)) =

Adv Kngl\:,l )- P2(A). By using the previous formula and the law of total probability, we can write:

Advigg ™ P (B = 2Prlb =] —1=2 Y Prlb=1"| par] Prlpar] 1

par€[Par]
- Z (2 Pr[GLE P (A) | par] — 1)kPr[par]
par€E[Par]

k

> ( Z (2 Pr[Gl((ng,’\;L)'Cpa(A) | par] — 1) Pr[par])

par€&[Par]

k k

= ( ( Z Pr Gfgg,\;) PLA) | par] Pr[par]) - 1) (Ad K"El,\;f) Cpa(.A)) ,

par€[Par]

where the inequality step is consequence of the convexity of the map x — 2* for  in the positive real
numbers (recall we assume Pr[G(KTE,\;L) PEA) | par] > 1/2). To conclude, we study the CCA case. The
same argument from CPA can be extended to CCA by simply forwarding each encryption queries to the
corresponding index. The number of decryption queries by adversary B’ is the total amount of queries by
each of the two executions of A. The bound on decryption queries of 1 is then k times that of A. O

The next lemma describes how to move to any point in the green section (advantage ¢/2 and ¢)
from (m,n) in Fig. 2

Lemma 10. Let m, n, m/, n' be positive integers such that m’ < m < n, m' < n’ and m'n < mn/,
(m,n)-cpa

and let KEM be any KEM scheme. Then for every adversary A against game Gy there exists an

adversary B against game G(K"EL;\’,,n/)_Cpa with roughly the same running time as A such that

AV (B) 2 SAdVG A
Additionally, if we also know that n' — m’ > n — m then the reduction does not lose the factor 1/2.

An analogous statement holds between (m/,n’)-CCA and (m,n)-CCA, where adversary B queries the
decryption oracle at most as often as A.
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Proof. Let A be an adversary against Gl((ng,\;ll )-epa I > n the result is trivial: Adversary B ignores the

additional n’ — n user and uses A to break m instances of the first n users. Since m’ < m, it follows
that Adv&?,/\hn/)_Cpa(B) = Advfgg,’\;l )'Cpa(A). If n’ —m' > n — m then the result is again trivial: adversary B
simulates n’ — n users to A. Then, if successful, A returns a list L such that |L| > m. L contains at
least m’ indices that were not simulated. In fact, there are at most n’ — n simulated users, and in the
worst case there are m — n’ +n > m’ non-simulated users remaining in L.

We prove the remaining case. Let n’ < n. B works as follows. B receives keys pk},...,pkl, and
parameters par as input, then generates key pairs (pk;, ., sk;, 1) to (pk,,sk;) and corresponding
uniform bits Bp/y1,...,By. The order of the keys is rerandomized, which yields keys pkq, ..., pk,.
Adversary A is run on input pkq, ..., pk, and par. If A calls the oracle Enc under the index corresponding
to a key with known key pair (pk, sk), then B computes ¢ running Enc(pk,mp), where B is the bit
corresponding to the key. Otherwise B forwards the query to its oracle Enc for the corresponding index.
Similarly, any decryption query for the simulated index is performed using sk and for all other indices the
query is forwarded to the oracle Dec. Eventually A outputs a set L’ and a bit ¥'. Let L’ be the set L/
after reverting key index rerandomization. We define L = L'\ [0/ + 1..n]. Moreover, we define

b=te P B
i€L'Nn/+1..n]

The output of B is (L,b).

Observe that if A wins then B wins if and only if |L| > m. In the rest of the proof we leverage the
fact that the rerandomization hides the position of forwarded indices and simulated ones.

To compute Pr[|L| > m/] we consider the following equivalent problem: From a set containing n’
red balls (forwarded users) and n — n’ black balls (simulated users) we sample m elements without
replacement. We want to prove that, calling X the number of red balls among the sampled elements,

1
Pr[X >m'] > 3

Since by construction Pr[|L| > m’] = Pr[X > m/], proving the previous statement concludes the proof.
The random variable X follows a hypergeometric distribution of parameters (n, m,n’). To show that
Pr[X > m/| > % it is sufficient to show that m’ is smaller than the median of this distribution. The latter
follows from [21, Corollary 2.3], where R = n/, B = n/ — n, the two weights are the same, r + b = m (and
therefore r =n' - m/n > m’). O

Finally, we combine the previous results to prove Theorem 1.

Proof (Theorem 1). Part 1 is Lemma 10.
To prove part 2, first we apply part 1 to prove that there exists B’ such that:

m/ nm'm—ca 1 m,n)-cpa
Adviggyd ™™ (B > S Advin P (A)

Then, since [nm//m] > n', we can apply Lemma 8. We obtain an adversary B from B’ such that:

m'n’)-cpa n' nm//m]\ " m’, [nm!/m])-cpa
Advity' P (B) = (m,)([ " 1) Adviigy ")
1/ (Tam!/m]\ ™", | onn)-cpa
22(m')< m Advigia™ " (A) -

Part 3 is proven by applying first Lemma 9 with & = [m//m]. If m divides m/, the result follows
directly. Otherwise, there exists B’ such that

. , k
Advigh ™ P (B) 2 (Advigy ™ (A))
Then, since km > m’ and m/(kn) > (km)n' we use part 1 to build B such that:

. 1 . ) 1 —cpa k
AdviE T (B) > GAQET T (B) > 5 (Advig T (4)
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Finally, part 4 is obtained by again applying first Lemma 9 with k = [m’//m]. Namely, there exists B’
such that

k
Adviy " (B) = (Advidgi” ()

Then, since km > m’ and m/(kn) < (km)n’ we use part 2 to build B such that:

m/;n’)-cpa L(n kn)m!/ (km)T\ ~* mkn)-cpa. a1
Advl((EM )-cp. (B) > 2(ml> (’—( ) m//( )]) Advl((kEM’k )-cp. (B)
1/n [nm//m] -1 m,n)-cpa k
2(m/> ( m! ) (AdVE(EM) P (A))

The same proof applies to the CCA case and yields the number of calls to the decryption oracle
indicated in the statement. ad

C A Scheme with Scaling Factor Below One

In this section we build a (toy) public-key encryption scheme PKE and we argue that its CPA scaling
factor is upper bounded by m/n. The same construction can be applied for key-encapsulation mechanisms,
but we use PKE for clarity.

We start from a perfectly secure scheme PKE” = (Enc”, Dec”). (We leave parameter generation and
key generation implicit, since they are not going to change in the following constructions.) We fix a
probability p € [0,1] and we build a scheme PKE’ by defining:

Enc’(pk, m) = {(O, Enc”(pk,m)) w%th probab?l?ty P

(1,m) with probability 1 — p
The corresponding decryption procedure is immediate. Then we introduce two hash functions, namely H
and F, and a large integer k, which are used in the next step. Importantly, F' is a hard-to-compute
function, which means that the running time of any adversary is dominated by the number of times F' is
computed. k is large in the sense that the adversaries we consider are not able to compute function F
more than k times.'® Scheme PKE is defined by:

Enc(pk, m) = (Enc'(pk,m) & H(pk, F(1)),
Enc’(pk, m) ® H(pk, F(2)),

Enc'(pk,m) ® H(pk, F(k))) .

Decryption corresponds to running Dec’ of the first component after xoring out H (pk, F(1)).
We want to prove that, for m # n:

SF(m’n)'Cpa B 1\/IinTime|(:,T|2’E")'CpEL

PKE - 1)-cpa

<
(L, =
MinTimepyg

m
& (22)

To this end, we upper bound first the advantage of a single-instance adversary that makes a single
encryption query. We model H and F' as a random oracles. This is used to recover a lower bound on
the time ¢ (i.e., number of queries to F') needed to win with at least probability 1 — «. Then we give
an explicit adversary against m-out-of-n multi-instance which runs in time ¢’ = mg/n and has success
probability at least 1 — . If both facts hold for overwhelming probability 1 — «, then Eq. (22) is verified.

Let A be an adversary against single-instance CPA that makes at most ¢ queries to F. Let ¢ =
(ch @ hi,...,c, @ hy) be the ciphertext obtained by running A on the CPA game, where ¢} is a ciphertext
of PKE’ and h; is in the range of H. Each entry ¢, is statistically hidden unless H has been queried
on input (pk, F(i)). Ignoring the probability of guessing F(i), this means that .4 knows at most ¢

10 This would make encryption unfeasible, since it calls F exactly k times. We can assume each user knows a
trapdoor to compute H (pk, F(-)).
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ciphertexts ¢}, and the rest is hidden. Since PKE” is assumed to be a perfect encryption scheme, an
adversary can recover the original message from ¢} only with probability 1 — p. The probability that A
wins is then at most
1,1)-
PrGpygg (A <1 (1= (1-p)?=1-p* .

In particular, if an adversary has advantage 1 — «, then it makes at most ¢ = log a/ log p queries.

Next, we construct an adversary A against (m,n)-CPA that makes ¢’ = Zq = ’;’Z’llggg queries such

that Pr[G,()ﬁ’En)_Cpa(A)] > 1 — «a for 1 — a overwhelming, that is, a close to 0. Adversary A simply
computes F(1),...,F(q") and uses them to check whether encrypting with Enc’ returned the message in
all first ¢’ components of the ciphertexts it receives.

Adversary A wins if, for at least m users, at least one of the first ¢’ components were not encrypted
with Enc. Explicitly:

prlci ™= Y (1) =) - - )
m—1

— n INT .

-1 — a0 pd (n=9)

> (1)a-sy

=0

m—1 n ) )
-1— ( > (1 . am/n) a(nfz)m/n

1
i=0

We use the previous inequality to show that Pr[G,(,nlz’En)_Cpa(A)] >1—a:

m—1

l1—-a<1- Z (n) (1-— am/n)ia(n—i)m/n
1

=0

m—1
a> Z <7Z’> (1 _ am/n)ia(nfi)m/n (23)

1=

m—1
1> f(Oé) — (7;) (1 _ am/n)ia(n—i)m/n—l

We argue that f(0) = 0. In this case, since the function f is, by construction, continuous, Eq. (23) is
true for « close to 0. To prove f(0) = 0, we argue that (n —i)m/n — 1 > 0. The rest follows by directly
replacing values in the definition of f. Note that, since i < m — 1:

(n—iym/n—1>mn—-—m+1)m/n—-1
Moreover, since n # m, if m # 1:

(m—1)(n—m)

(nfm+1)%71: >0 .

If m = 1, then Eq. (23) becomes a > .

D Omitted Proof of Section 4

Proof (Theorem 2). Since the proofs for the three granularity variants differ only in the way adversary B
sets up the parameters and public keys to be used by A, we only give the full proof for the KEM
variant HEG[GGen, high]. At the end of the proof we sketch how B has to be modified for the cases of
medium and low granularity.

For simplicity, in this proof we assume that adversary A for every ¢ € [1..n] poses at most one query
to oracle Enc(i). However, using the random self-reducibility of the computational Diffie-Hellman problem
the proof can be easily adapted to adversaries posing several queries of the form Enc(7).
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(m,n)-cca

Consider adversary A playing game GHEG[GGen,high] of Fig. 1. For i € [1..n] we denote by ¢*[i] the
ciphertext generated in line 10 as part of the challenge, which the adversary receives as response to its
query Enc(¢). By definition of HEG[GGen, high], the ciphertext ¢*[i] is an element of the group specified
by the parameters, and its decapsulation with respect to secret key sk[i] = x[i] is Dec(par, skli], c*[i]) =
RO(pk[i], c*[i], ¢*[i]*[!l), where RO denotes the random oracle modeling the hash function H. Let Q
denote the event

Q= {A queries for RO(pkl[i], c*[i], ¢*[i]®1")) for all i € L} ,

where L is the list of indices output by the adversary at the end of the game. Note that, since hash
function H is modeled as a random oracle, Dec(par, sk[i], c*[i]) is distributed uniformly on KS(par).
Hence oracle Enc on input ¢ returns a pair (K*,¢*) consisting of the ciphertext ¢* and an element K*
of KS(par), which is uniformly distributed both in the case that the corresponding challenge bit bli]
equals 0 or that it equals 1. So A only receives input which depends on b[é] if it queries both Enc(i) and
RO(pkli], c*[i], c* [,L]a:[z])

Assume that event @ does not occur. In this case there exists an index j € L such that A does not
query for RO(pk[j], ¢*[4], ¢*[j]*V]). This implies that all inputs to .A—and hence also .A’s output b'—are
independent of challenge bit b[j]. Thus, when conditioning on =@, the bit b is independent of €, b[i],

which implies Pr[G,(_rEL(’;T)_Cca }(A) | -Q] = 1/2. We obtain

GGen,high

i€L

Advigabecn (A = 2Pr[Graree (A)] -1

= 2Pr[Gpaes o (A) | QIPHQ] + 2Pr[GEarees (A) | Q) Pr[-Q) - 1
< 2Pr[Q] + (1 — Pr[Q)) — 1 = Pr[Q) . (24)

We conclude the proof by constructing an adversary B against the m-out-of-n multi-instance gap
(m,n)-gedh
GGen,high

perfect simulation of game fog&ég: high] and successfully computes a solution to its (m,n)-GapCDH

computational Diffie-Hellman game G of Fig. 4 in high granularity that provides A with a

challenge if event ) occurs. The description of B is in Fig. 12. Adversary B on input of a (m, n)-GapCDH
challenge (G, X,Y) sets par < G[1] and uses pk[i] = X[i] as the i-th public key. Then it runs A on
input (par, pk). Note that since we consider (m,n)-GapCDH in high granularity all group elements X [i]
belong to the same group G[1] = G[i]. Hence pk has the correct distribution.

Adversary B provides A with a perfect simulation of the oracles Enc, Dec, RO by keeping track of
three tables: Tpec stores decapsulations corresponding to ciphertexts, Tro stores hash values, and Tppy
stores Diffie-Hellman tuples, which it is able to identify using oracle DDH. The challenge ciphertext with
respect to index i is set to ¢*[i] = Y[i]. Hence if A queries for RO(pk[i], c*[i], ¢*[i]®[")), then the last two
elements of the input to RO are the i-th partial solution g[i]*[1¥l to its (m,n)-GapCDH challenge. B
identifies these tuples and stores them in a vector Z’. When A at the end of game Gﬁ&é’gg:’higm outputs
a list L and a bit ¥, adversary B’ returns L and Z’. If ) occurs then Z’ contains all partial solutions to

its (m,n)-GapCDH challenge corresponding to the indices in L. By Eq. (24) we obtain

m,n)-cca m,n)-gcdh
Advl(-lEG[éGen,high] (A) < AdVéGen,)h;ggh (B) .

B runs adversary A once, uses its oracle DDH at most once per call to oracle RO, and performs some
minor bookkeeping.

We conclude by sketching how B has to be modified for the cases of medium and low granularity.
In the case of medium granularity B’s challenge is of the form (G, X,Y"), where all G[i] describe the
same group G of order p but with respect to different generators g[i]. In this case B sets par + (G,p)
and pk[i] < (g[i], X[i]). In the case of low granularity G consists of n independently sampled group
descriptions. In this case B sets par < L and pkl[i] < (G[i], X[7]). It is easy to verify that in both
cases the parameters and public keys are of the correct form. The rest of the proofs is analogous to the
high-granularity case. O

E Efficiency of Hashed ElGamal in Different Parameter Settings

Below we illustrate how the scaling factors computed in Section 4.3 could be taken into account when
choosing parameters for the Hashed-ElGamal KEM in the elliptic-curve setting dependent on m. In
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Adversary BPPH(G, X|Y) Oracle SimDec(%, ¢)
00 initialize empty tables Tpec, Tro, Topr 13 if ¢ = ¢*[i]:
01 K*[]+ L;e*[]+ L 14 return L
02 Z'[]+ L 15 if Tpec[t, €] = L:
03 b+ {0,1}" 16 Z « Tppuli, X[i], ]
04 par + G[1] 17 i Z# L
05 pk + X 18 Toecli, ] + Tro[pEkli], ¢, Z]
06 (L,b') g AStmEne,SimDec.RO(hqn kY 19 else: Thecli, ¢] s KS(par)
07 return (L, Z’) 20 return Tpec(i, ]
Oracle SimEnc(z) Oracle RO(pk[i],Y, Z
08 if b[i] = 1: 21 if Tro|[pkli],Y, Z] # L:
09  K*[i] + SimDec(i, Y[i]) 22 return Tro|pk[i],Y, Z]
10 else: K*[i] <—s KS(par) 23 Tro|pkli],Y, Z] +s KS(par)
11 ¢*[i] + Y[i] 24 if DDH(i, X[i],Y, Z) = 1
12 return (K*[i], c*[i]) 25 Topuli, X[i],Y] « Z
26 if Y =Y[i:
27 Z'i| « Z
28 if Tpecli, Y] # L:
29 Tro[pk[i], Y, Z] < Toec[i, Y]
30 return Tro|pk[i],Y, Z]

Fig. 12. Adversary B against game Ggge’:i :iggidh. For simplicity we assume that all RO queries are of the form

(pk[i],Y, Z), where Y, Z are elements of par = G[1].

practice HEG is typically instantiated with one out of a few standardized elliptic curves, which corresponds
to the high granularity case. As seen in Section 4.3, this leads to a non-optimal scaling factor of \/m.
This motivates the question of whether it would be more efficient to compensate for this shortcoming by
increasing the security parameter (i.e., the size of the used curve) or by switching to the low granularity
variant with scaling factor m.

For concreteness, assume that 128 is the targeted single-instance security level of the KEM, i.e.,
breaking the (1,1)-CCA security of HEG takes time 22, For an optimally scaling KEM and a maximal
number of m users this implies that the best attack against (m, m)-CCA should take at least time 22 . m.
Starting from this targeted multi-instance security level, we can compute the required group size p and
corresponding key sizes of Hashed ElGamal for high and low granularity as follows: For high granularity

we obtain
2128 m ~ \pm .

Solving for p yields p = 22°6 . m leading to ciphertext and public-key sizes of 256 + logm bits. On the
other hand, for low granularity we get

2128y~ pem

which leads to group sizes of 256 bits. However, in the low-granularity variant public keys not only consist
of a single group element but also of the full group description, which for elliptic curves consists of 4
additional integers of bit length 256. Summing up, in order achieve full m-out-of-m multi-instance security
starting from a single-instance security level of 128 bits we arrive at ciphertext and public-key sizes of

| = {256 +logm gran =high and Ipk| = {256 +logm gran=high

256 gran = low 1280 gran = low

respectively. This shows that compensating for the non-optimal scaling of the high granularity variant
of HEG leads to larger ciphertext sizes but substantially smaller keys compared to HEG[GGengg,), 1ow].
(For comparison, if we assign 220 keys to each inhabitant of Earth we get logm a 53.) Additionally, this
variant profits from faster key-generation since no elliptic curves have to be generated as part of the
public key. The situation for efficiency of encapsulation and decapsulation is less clear: Formally, the
larger group size in the high-granularity setting leads to slower group operations. On the other hand, the
use of a fixed group allows for optimized implementations.
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Adversary A((G,p,g),X)

00 z[]+ L \\list containing computed DLs
01 TH < 1 \list containing elements with known DL
02 H<+g

03 T[H] + 1

04 for i € [2../mp]:

05 H+—H-g \\ baby step
06 T[H] <«

07 step < H \ H is gvV™P
08 for j € [1..m]: \\ break the first m challenges
09 H+ X[j]

10 i+0

11 while T[H] = L:

12 H « H - step \\ giant step
13 t+—i+1

14 alj]  TIH] - iy/mp

15 return @

Fig. 13. Baby-step giant-step algorithm for m DL instances. We redefine square root and division to round up to
the next integer.

F Adversary Against (m, m)-DL in High Granularity

In this section we recall the baby-step giant-step algorithm for multiple instances and explicitly upper
bound the number of group operations it needs to succeed by 2./mp.

The algorithm (and its extension in the multi-instance setting) is well known in the literature. See for
example [14, Section 9.2.4]. Here we give a concrete bound and a proof for completeness.

Theorem 7 formally states our result, where for concreteness the group is modeled as a generic
group. The idea is as follows: In the baby-step phase, the adversary precomputes and stores the \/mp ele-
ments g*, g2, g%, ..., gV"™P. In the giant-step phase, for each of the m DL challenges X it computes X gvV™P,
Xg?>v™P X g3VmP . until it obtains one of the precomputed element. This latter phase stops be-
fore y/p/m computations, since after \/p/m steps of size ,/mp the adversary loops through the whole

group. The total number of operations is then /mp + m+/p/m = 2,/mp.

Theorem 7. Let GGengg be a group-generating algorithm that generates generic groups of prime size p,
and let m be a positive integer. Then the baby-step giant-step algorithm, described as generic adversary A
in Fig. 13, breaks (m,m)-DL[GGengg, high] with probability 1 and makes q < 2./mp queries to the
group-operation oracle.

Proof. Consider adversary A described in Fig. 13.

Adversary A can be divided in two main phases. In the fist phase (lines 04 to 06), also called
precomputation phase, it computes a list T' containing the group elements g', g%, ..., gv™? by multiplying
each successive element by g, starting with g. (For the duration of the proof, we assume the square root
function to round up its output to the nearest integer.) Next, A sets the variable step to the last computed
element of T, that is, gv™P. In the second phase (lines 08 to 14), also called search phase, A recovers
each single DL from the challenges using the previous list. For each challenge entry X, A multiplies X by
step until it obtains an element in 7. Then it compute the DL as in line 14.

First we prove that adversary Fig. 13 succeeds with probability 1. Calling X = ¢g* a challenge entry,
A computes, in the second step, values of the form X’ = g*+V™P where i is the loop index. If X’ belongs
to list 7', then we know that X’ = ¢g7X'] by definition of 7. This means that z + iy/mp = T[X'], which
corresponds to the expression used to extract the DL in line 14.

Finally, we show that the algorithm makes ¢ < 2,/mp queries. (And, in particular, that it terminates).
The precomputation phase needs exactly /mp — 1 calls to the group-operation oracle (line 05). To count
the number of group operations needed in the search phase, we give an upper bound on the number
of iterations of the loop in lines 11 and 12. Let X = ¢g%, x € [1..p], be the challenge used in the loop.
Applying integer division between p — x and /mp, there exist two integer d,r such that 0 <r < ,/mp
and p — 2 = d\/mp + r. Then, by 0 < r < ,/mp we can deduce that p < z + (d + 1)/mp < p + \/mp,
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which implies that X ¢@+Dv™P belongs to T. Next, we assume z > v/mp: Otherwise, the loop runs
zero steps. Moreover, assuming r > /mp (otherwise the loop runs either zero or, for = 0, one
steps) we get d = (p —x —r)/\/mp < p/\/mp — 1. (Note that we can assume p/,/mp > 1: Otherwise the
precomputation phase contains all group elements, and the number of queries of A is exactly p—1 < /mp.)
Since A needs d + 1 iterations of the while loop to compute X ¢g(*tV™?  we conclude that each while
loop runs less than p/,/mp > 0 times. Summing up the queries including precomputation and all m

challenges we get:
q < (v/mp—1) +m(p//mp) = /mp+mp//mp—1 .

The bound in the statement follows since [2] + 22/ [2] — 1 < [z] + 2 — 1 < 2z for 2 > 0. O

G Omitted Proofs of Section 6

G.1 Medium-Granularity (m,n)-GapCDH

In order to prove Corollary 4 we first present a simple reduction that describes how any adversary
against (m, n)-GapCDH|[GGen,med] can be used to break (m,n)-GapCDH|[GGen, high]. Then we apply
Corollary 3 to derive the concrete bound. We state the existence of a reduction from (m,n)-GapCDH in
the medium-granularity setting to (m,n)-GapCDH in the high-granularity setting.

Lemma 11. Let GGen be a group-generating algorithm that generates groups of at least size p, and
let m, n be positive integers with m < n. Then for every adversary A against (m,n)-GapCDH|[GGen, med]
there exists an adversary B against (m,n)-GapCDH[GGen, high]| such that

Adv(m,n)-gcdh(B) > Adv(m,n)-gcdh(A) -

GGen,high GGen,med

Moreover, calling qppu the number of queries of A to DDH, adversary B makes at most 2(4n+qppn ) (log p+
1) group operations in addition to those made by A, and the same amount of queries to DDH.

Proof. Adversary B works as follows. B receives a group description G = (G, p,g) and some n-size
vectors X = ¢®, Y = g¥. It generates a uniform vector, r < (Z, \ 0)", and computes g’ <+ ¢";
X'[] + X[]"; Y’[] « Y[]"l]. The computed elements correspond to the new group generators and
the new challenges for A. Queries to DDH on input of index i and group elements X , f/, Z are answered
as follows. B queries its own oracle on input X , vt/ il Z and forwards the output to A.

We prove that the oracle simulation is correct. Let &, g, Z be such that X = g%, Yy = ¢¥, and Z= '
respectively. Since g’[i] = ¢"l"!, A needs to receive output 1 if and only if

(g"m) P (gr[z]) 2o ’
or, equivalently, ¢®%/7l] = g% This corresponds to a DDH query with respect to group generator g and
input X,?l/r[i], Z.

Next, we show that if A is successful then B is. If A is successful, then its output is a vector W’
and aset L = {l1,...,Ly,...} such that W’[l;] = (g’[1;])*11¥1] for every i. If B sets W] « W'[-]}/"[1
then W(l;] = g®=[lilvlll for every i. (L, W) is the final output of B, which wins the high granularity game.

To conclude the proof, we count the additional group queries made by B. The group-operation oracle
is used when creating the new generators (n), challenges (2n), answering DDH queries (¢ppn), and
computing the output entries (at most n). By using square-and-multiply we can upper bound the amount
of queries by 2(4n + gppn)(logp + 1). O

Proof (Corollary 4). Combining Lemma 11, and Corollary 3, and observing that the reduction makes
additional 2(4n + gppu)(logp + 1) + 2n(m + 2)(logp + 1) group operations:
AdvlEm el (4) < Advier et By < om Ay BN ()

GGengg,med GGengg,high GGengg,high

- <2)m+ 1 (E(Q + 2(gopu + n(m +6))(logp + 1) +m 4 1)* 4 2egppn )m

p mp

2

The previous expression can be simplified by noticing that, for the parameters we consider, 2n(m +
6)(logp 4+ 1) + m + 1 < 30mnlogp, e(2gppu)* > 2eqppu, 2qppu(logp + 1) < 6¢ppr logp, and 2 /2 <
4 < (30mnlogp)?/m. -
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G.2 Low-Granularity (m,n)-GapCDH

Proof (Theorem 6). Let A be a generic adversary against (m,n)-GapCDH[GGengg, 1ow], and let W be
the random variable representing the (unique) solution vector to all challenges. We model the n groups
generated by PGen[low] as independent generic groups of size p, where p[i] > p for every i € [1..n].
Adversary A does not know the solution Wi] of the i-th challenge unless it is returned by the i-th
group-operation oracle. By Corollary 3, for m = n = 1 we know that:

2¢(g; + 121 244 2
clgi +12logp)” + deqoon _ 4 47
p P

Pr [A computes Wi]] < , (25)

where the last inequality follows since ¢; is large: ¢; > 60logp, which implies (¢; + 12logp) < 3/2¢7,
and 4¢? > gppu. Adversary A wins exclusively if it can identify at least m CDH solutions. Let L =
{l1,...,l;m, ...} be the solution indices returned by .A. For the purpose of the proof, we define the set
of indices S = {i1,...,4m} such that ¢;; > ... > ¢;,, > g; for every i € [1..n]\ S. We can bound the
winning probability as:

Pr[G(m’n)_ngh(.A)] < Pr [A computes W [{ly,...,1}]]

GGengg,low
m

< HPr [A computes W [l;]]
i=1

2 1 2\ m 2\ M
<I(5) = (GGXe) ) =()
ies N P P\ iES mep
To prove this bound we used, in order, the definition of G(Gnééﬁiicodwh, the independence of each generic

group, Eq. (25) and the fact that, after reordering, ¢;; < q;, for every possible L and j € [1..m], and the
inequality of arithmetic and geometric means, that is, for every nonnegative x; such that =1 +...4+z,, = x:

m ™M
: m
1=1
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