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Abstract. KNOT is a Round 1 submission of the ongoing NIST lightweight cryptography
project [NIS19]. In this short note, we show that the preimage security of KNOT-Hash
instances with squeezing rate half the state size is lower than the claimed security. Our at-
tack exploits the non-randomness properties of the KNOT Sbox which reduce the preimage
complexities.

In particular, if 2n is the squeezing rate then the preimage security is approximately
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2 . For n = 64, 96 and 128, the former bound translates to

2125.28, 2187.92 and 2250.57, respectively.
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1 The KNOT Permutation

KNOT is an SPN based iterative permutation [ZDY+]. The b-bit state can be viewed as
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A round consists of the following transformations:

1. Addition of round constant to row 0.
2. Application of 4 bit Sbox column wise.
3. Left cyclic shift row 1, row 2 and row 3 by some constants.

The round constants, rotation constants and number of rounds of KNOT permutation does
not affect our analysis. We refer the reader to [ZDY+] for their respective details.

2 Observations on the KNOT Sbox

The 4-bit KNOT Sbox and the corresponding truth table values are given in Table 1 and 2.

Table 1: KNOT Sbox
x 0 1 2 3 4 5 6 7 8 9 A B C D E F

S(x) 4 0 A 7 B E 1 D 9 F 6 8 5 2 C 3

Note the following observations from Table 2.

Observation 1. Pr(x0 = y2 + y3 + 1) = 3
4 (gray rows in Table 2).

Observation 2. For rows satisfying observation 1, the number of sbox input/output corre-
sponding to (y1, y0) = (0, 0), (1, 0), (0, 1) and (1, 1) are 2, 4, 3 and 3, respectively.



Table 2: KNOT Sbox truth table
x3 x2 x1 x0 y3 y2 y1 y0
0 0 0 0 0 1 0 0

0 0 0 1 0 0 0 0

0 0 1 0 1 0 1 0

0 0 1 1 0 1 1 1

0 1 0 0 1 0 1 1

0 1 0 1 1 1 1 0

0 1 1 0 0 0 0 1

0 1 1 1 1 1 0 1

1 0 0 0 1 0 0 1

1 0 0 1 1 1 1 1

1 0 1 0 0 1 1 0

1 0 1 1 1 0 0 0

1 1 0 0 0 1 0 1

1 1 0 1 0 0 1 0

1 1 1 0 1 1 0 0

1 1 1 1 0 0 1 1

3 Preimage attack on KNOT-Hash

The KNOT permutation adopts the sponge mode to provide hashing functionality. We denote
an instance of hash by KNOT-Hash(b, 4n, r, 2n) where b, 4n, r and 2n denote the size of state,
message digest, input rate and squeezing rate in bits, respectively. Our attack works on the
following instances: KNOT-Hash(256, 256, 32, 128), KNOT-Hash(384, 384, 48, 192) and KNOT-
Hash(512, 512, 64, 256), the first one being the primary recommendation by designers. The de-
signers claim preimage security level equals the squeezing rate in all three instances.

We now show the attack procedure for KNOT-Hash(256, 256, 32, 128). The details for the
other instances are similar and hence omitted.

Attack procedure for KNOT-Hash(256, 256, 32, 128). Our attack is independent of the number
of rounds of KNOT permutation as we exploit the following properties.

1. Sbox observations as given in Section 2.

2. No linear layer after the Sbox layer.

Note that message digest bits are squeezed from the first two rows. Thus, we can do the
inverse shift operation and obtain the state (only 128 bts are known) before Shiftrows operation
(this is actually the output of last round Sbox layer). The attack then work as follows:

1. Collect q = (log2( 3
4 ))−64 ≈ 226.56 random message digests (apply observation 1 on 64

sboxes). Since, 226.56 < 232, the preimage consists of only 1 message block.

2. For each message digest, the expected number of states is 216×416×(log2(3))16×(log2(3))16 ≈
298.72. This is because we have 64 sboxes and each known (y1, y0) tuple occurs on average
1
4 times. Now apply inverse of KNOT permutation and denote the output state by S′r‖S′c.
Also, let Sr||Sc be the state after the initialization. If Sc = S′c, the preimage is then Sr⊕S′r.

3. Repeat step 2 for q message digests.

The overall time complexity is q × 298.72 ≈ 2125.28. Note that by Step 1, on average we will
get the preimage of one message digest.

2



4 Concluding Remarks

In this note, we have shown that the preimage security of KNOT-Hash(256, 256, 32, 128), KNOT-
Hash(384, 384, 48, 192) and KNOT-Hash(512, 512, 64, 256) are 2125.28, 2187.92 and 2250.57, com-
pared to 2128, 2192 and 2256, respectively.

Note that similar attack is applicable to KNOT-AEAD instances where tag size is half the
state size. However, the time complexities are greater than the claimed security but requires low
data and are better than the average exhaustive key search.
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