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1

Nonlinearity is a primary requirement for Boolean functions used in cryptosystems (see e.g. [1,6]). The
nonlinearity of a Boolean function f is the minimum Hamming distance between f and affine functions. A
bent function is a Boolean function with an even number of variables which achieves the maximum possible

nonlinearity. Such functions have been extensively studied for their wide applications in cryptography,

Composition of Boolean Functions: An Application to the
Secondary Constructions of Bent Functions*

b

Guangpu Gao »P, Dongdai Lin, Wenfen Liu®, and Yongjuan Wang?®

Box 1001-741, Zhengzhou 450002, Henan Province of P.R. China.

guangpu.gao@gmail.com

Chinese Academy of Sciences, Beijing 100093, China.
ddlin@iie.ac.cn

of Electronic Technology, Guilin, Guangxi 541004, China.

Abstract
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Since the complete classification of bent functions seems elusive, many researchers turn to design
constructions of bent functions and numerous bent functions have been obtained. Constructions of bent
functions from scratch are called primary constructions [7,16], and constructions of bent functions from
known ones are called secondary constructions [6]. The two well known primary constructions are the
Maiorana-McFarland class M of bent functions [16] and the PS class of bent functions [7]. The class M
consists in concatenating affine functions while the PS class consists of functions whose support is the

2F=1 or 28=1 41 summing (modulo 2)the indicators of pairwise disjoint k-dimensional subspaces

union of
of GF(2)%. However, there are only a few primary constructions in literature, and thus secondary
constructions are necessary to obtain new bent functions. The two interesting secondary constructions of
bent functions among others are from Rothaus [18] with extension of the number of variables and from
Carlet [1-3] without extension of the number of variables. A series of constructions have been obtained
by revisiting or generalizing these results [5,11-13,15,19,20]. But it seems hard to determine that if these
constructed bent functions belong to the completed versions of primary classes up to affine equivalence.

For more details, the readers can refer to the survey on four-decade research on bent functions [5] and
the recent book [12].

This paper is devoted to design new secondary constructions of bent functions under the framework
of “composition of Boolean functions”. The paper is organized as follows. After introducing some formal
definitions and necessary preliminaries in Section 2, we give the framework of composition of Boolean
functions in Section 3. It shows that some well-known secondary constructions of bent functions can be
described from the view point of the composition of bent functions. Consequently, their duals can be
obtained by the famous Lagrange interpolation formula. By this observation, we present two secondary
constructions of bent functions in Section 4. We show that these two constructions are inequivalent to
the known ones, and may generate bent functions outside the primary classes M and PS. We conclude

this paper in Section 5.

2 Preliminaries

Let GF(2)™ be the n-dimensional vector space over the finite field GF(2) = {0,1}. We shall distinguish
in the paper between the additions of integers in Z, denoted by + and the additions in GF(2), denoted
by @. An n-variable Boolean function f(z), where x = (z1,...,2,) € GF(2)", is a mapping from GF(2)"
to GF(2), which can be represented in a unique way as an n-variable polynomial whose degree relative
to each variable is at most 1, called its algebraic normal form (ANF):

flze, ... xn) = @ Ay T, a, € GF(2),

uEGF(2)"

where % = x7*---z¥". The binary sequence defined by (f(vo), f(v1),..., f(van_1)) is called the truth
table of an n-variable Boolean function f, where vy = (0,...,0,0),v1 = (0,...,0,1),...,v9n 1 = (1,...,1,1)
are ordered by lexicographical order. The Lagrange interpolation formula in terms of Boolean function
is defined as:

2" —1
flar,..zn) = @ foi) (@1 @iy @ 1)(@2 Bvi2 1) (20 O vip B 1), (1)

i=0
By applying the Lagrange interpolation method, it is a simple matter to obtain the ANF of every Boolean
function from its truth table. The Hamming weight wy (x) of a binary vector « € GF (2)™ is the number

of its nonzero coordinates, and the Hamming weight wg(f) of a Boolean function f is the size of its
support {z € GF(2)" : f(x) = 1}. If wy(f) =21, we call f(z) balanced.



We say that two n-variable Boolean functions f(z) and g(z) are affinely equivalent if g(z) = f(zA®b)
where b € GF(2)", A is an n X n nonsingular binary matrix and zA is the product of the row-vector x
and A. An important tool for studying Boolean functions is the Walsh transform. Given x = (x1,...,2,)
and w = (wy, wa, ..., wy,) € GF(2)", let w-x be an inner product on GF(2)", for instance the usual inner
product wiz; B - -  wyx,. The “sign” function of f is the integer-valued function, usually denoted by
xf(x) = (=1)/@). The Walsh transform of f is the discrete Fourier transform of x ; associated with this
inner product, which is the following real-valued function over GF(2)™:

Wiw) = Y (-pfwe,

zeGF(2)"

The inverse Walsh transform is given by

) = S W) (-1
weGF(2)"
The Walsh spectrum of f is the multiset of values Wy(w) where w ranges over GF(2)". Throughout
this paper, we denote by Sy = {w € GF(2)" : Wy(w) # 0} the Walsh support of f. We say two
Walsh supports Sy and S, are complementary if they have the same cardinality and S¢S, = 0,
SylUS, = GF(2)™. The nonlinearity of an n-variable Boolean function is given by

1
Np=2""1__ W .
f 2 wErCI}lgz(Q)" | f(w)|

From the Poisson summation formula, we can derive the Parseval’s relation:

> Wit (w) =2
weGF(2)™
By this relation, we have the upper bound of the nonlinearity of a Boolean function Ny < on—1 _on/2,

Bent functions are those Boolean functions with maximal nonlinearity, in even numbers of variables.
Definition 1 Let n = 2m be even. A Boolean function f is bent if its Walsh coefficients satisfy:
Wi(w) =£2™, for all w € GF(2)".

If f is bent, then the dual function f of f, defined on GF(2)™ by: Wy (w) = 2”/2(—1)f is also bent
and its own dual is f itself.

An n-variable Boolean function is said to be plateaued if its Walsh transform takes at most the three
values 0 and +2% where k is a positive integer with n/2 < k < n [21]. We call 2% the amplitude
of the function. Thanks to the Parseval’s relation, the cardinality of Walsh support S; is 22(n—k),

Let n,m be two positive integers. Given any (n,m)-function F(z), there exist Boolean functions
fi(x), fa(x),. .., fm(x) such that F(z) = (fi(x), fa(x),..., fm(x)). When the numbers m,n are not
specified, (n, m)-functions are also called multi-output Boolean functions, vectorial Boolean functions or
S-boxes [1]. When m = 1, we call the (n, 1)-functions Boolean functions for simplicity. For any positive
integer n,m, let F(z) be any (n,m)-function with m coordinate functions fi(z), fo(x),..., fm(x) of n
variables. Let G(z1,29,...,2,) be any Boolean function of m variables. The composition of F' and G,
denoted by G o F' is an n-variable Boolean function, defined by G(F(x)) = G(fi(x), f2(x), ..., fm(x)).



3 Composition of Boolean Functions

Composition of Boolean functions was firstly studied in [10] to construct resilient Boolean functions and
bent functions in the form of f(z) ® g(y) @ ¢(h1(z), ha(y)), where ¢ is a 2-variable Boolean function.
Nyberg in [17] considered the cases of its applications to cryptanalysis of block ciphers and stream ciphers.
Gupta and Sarkar [9] continued to generalize Nyberg’s work and obtained the Walsh spectrum of the

composition of Boolean functions by computing the corresponding inverse Walsh transform as:

Theorem 1 Let G(z),z = (21,22, ..., 2) be any k-variable Boolean function, and fi(x), f2(x), ..., fr(z)
be Boolean functions of n variables. Denote by F = (f1(x), fo(x), ..., fr(x)), which is an (n, k)—function.
Then the Walsh coefficient of the composition function G(f1(x), fa(z), ..., fx(x)) is

1 n
WGt forfi) (W) = oF Z We(z)(v) - We.r(w), w e GF(2)". (2)
vEGF(2)k

It is interesting to note that secondary construction builds new Boolean functions from known ones,
this can be viewed as a composition of Boolean functions. Therefore, we may derive new secondary
constructions of bent functions by researching the well-known methods in terms of compositions of bent

functions.

3.1 Secondary Constructions of Bent Functions

1. The first secondary construction is given by J. Dillon [7] and O. Rothaus [18] as: let f be a bent
function on GF(2)™ (m even) and g be a bent function on GF(2)" (n even), then the function h
defined on GF(2)"™*" by h(x,y) = f(x)®g(y) is bent. It is obvious that if we let G (21, 22) = 21 ® 22,
then h(z,y) = G(f(x), 9(y))-

2. Rothaus’s construction A more interesting result from Rothaus is the following theorem, and we

reprove it from the view point of the composition of Boolean functions.

Theorem 2 If g,h,k and g ® h @ k are bent functions on GF(2)™ (m even), then the function,
defined on any element (Tpi1, Tpi2,2) of GF(2)" ™2 ((zhi1, Tnio, x) € GF(2)"12) by:

(@t 2nsa, ) = g@)h(2)Bg(@) k(@) @h(2)k(@)S(g(@) Bh(2))e 1 (9(@) Bh(@)) s BTni12sa

is bent.

Proof Now we take G(z1, 22, 23, 24, 25) = 2122 D 2123 D 2223 D 24(21 D 22) D 25(21 D 23) B 2425.
With a computation, the nonzero Walsh coefficients of G(z) are

WG(Z)(ana ]-v 170) = 167 WG(Z)(()? 170707 1) = 16)
Wg(z)(l,0,0,0,0) =16, Wg(z)(l, 1,1,1,1) = —16.

with its support supp(We(.y) = {(0,0,1,1,0),(0,1,0,0,1),(1,0,0,0,0),(1,1,1,1,1)}. Let z; =
g(x), 20 = h(x),23 = k(x), 24 = Tny1,25 = Tpia, then for any w € GF(2)" and (wp41, Wnt2) €



GF(2)?, we obtain the following relations from Relation (2)

1
Wa(g,hkenis,ange) (W Wni1, Wnta) = 5(‘®}(“hivn+1’ﬂhv+2)4*Vvk@zn+1(uh7ﬂn+4wlvn+2)

+ Whaszn o (W, Wni1, Wni2) = Wogharow, s @zne (W, Wnit, U/n+2))
2Wy(w), Wnt1,= 0, wWp42 =0
_ 2Wi(w), Wpt1,= 1, Wpi2 =0
2Wh, (U/), W41, = 07 Wn42 = 1
_2Wg®h®k¢(w)7wn+l7 =lLwyp2 =1

(3)
It is clearly an (n + 2)-variable bent function if h, g,k and h @ g @ k are bent functions O

. Carlet’s construction Rothaus’ construction depends on the bentness of g ® h @ k, it was shown by
Carlet in [3]:

Let f1,f2 and f3 be three Boolean functions on GF(2)™. Denote by o7 the Boolean function
equal to f1 ® fo @ f3 and by o2 the Boolean function equal to fifo @ f1f3 & fafs. It holds that
f1 + f2 + f3 =01 + 20’2. This 1mphes

Wfl + Wf2 + Wf3 =Ws, +2Ws,.

From this formula, it derives that:

Theorem 3 [3] Let n be any positive even integer. Let f1, fa and f5 be three bent functions on
GF(2)™. Denote by o1 the Boolean function fi ® fo @ f3 and by oo the function f1fo® f1f3® fafs.
Then:

if o1 is bent and if 01 = ]71 EBE 69]?;3, then oo 1s bent and oy = ﬁf; 69]?1]% @ﬁfg

Proof Let G(z1,22,23) = 2122 ® 2123 ® 2223 be a 3-variable Boolean function. By a direc-
t computation, the Walsh spectrum of G(z) is Wg = {0,4,4,0,4,0,0,—4} and its support is
supp(Weg) = {(001), (010), (100), (111)}. Since o9 = G(f1, f2, f3), then from Relation (2), we have

1
WG(f17f21f3)(w) = g Z WG(Z)(U)Wvlf1®v2fz@v3f3(w)
vEGF(2)3
L (4)
= 5 (Wi (w) + W, () + Wi (w) = Whiopep (w)

= 257 (\(Fi (@) + x(Fa(w)) + x(F(w)) = x(@1(w)) ).

If o1 = ]71 &) fg &) f},, we have the following table:

Table 1: truth table of Boolean function o



fw) | pw) | f(w) | We,(w) | 2(w)
0 0 0 2% 0
0 0 1 27 0
0 1 0 2% 0
0 1 1 23 1
1 0 0 z 0
1 0 1 —2% 1
1 1 0 —23 1
1 1 1 —23 1

Note that Table 1 only describes a symbolical correspondence from (fy(w), f2(w), f3(w)) to 3(w).
Then by applying Lagrange interpolation formula to Table 1, the function o3 can be represented

by f:vﬁafi% as:

=(eNfho (e if2(fs®1) fifofs

e e e~ (5)
= fifa® f1f3® fafs.
This completes the proof. O
4. Mesnager and Zhang [13, Th.4] proposed a generalization of Rothaus’ construction of bent functions

in 2017 as follows:

Theorem 4 [19, Th.}] Let n and m be two even positive integers. Let fi, fa and f5 be n-variable
bent functions. Let g1, g2 and g3 be m-variable bent functions. Denote by vy the function f1® fo® f3
and by vy the function g1 P ga®gs. If both vy and vy are bent functions and if v; = f1®]?2@f3@1, then

flzy) = (1@ f2)(@)(91 D g2)(y) © (f2© f3)(2)(92 D 93)(y) © f1(x)
©g1(y)g2(y) © g1(y)93(y) © 92(v)g3(v)

is an (n 4 m)-variable bent function. Further, if 75 = g1 ® g2 ® g3 ® 7, where 7 is an m-variable Boolean
function, then

fa = (hol)@@enw e ko k)@Gem)y) e i)
o) @ 7(y) (7 © B2 0 B)@)). (6)

Relation (6) holds under the hypothesis 7, = §; @ o ® g3 ® . We shall show that the hypothesis is
not necessary when one compute the dual of the bent function f(x,y). We have

Theorem 5 Let n and m be two even positive integers. Let f1, fo, f3 be n-variable bent functions, and
g1, 92, g3 be m-variable bent functions. Denote by vy the function f1 & fo & f3 and by vs the function
g1 D g2 ® gs. If both v1 and vy are bent functions and if v1 = f1 © ]?2 @ fg @1, then

flzy) = (1D f)@)(91©92)(y) D (f2D f3)(x)(92 D g3)(y)  fi(x)
©91(y)92(y) © 91(v)93(y) S 92(v)g3(y)



is an (n + m)-variable bent function, and its dual is

Fa,y) =(h @ f)(Fo f5)(@) 6 © 500 oh) () ® (H & f)(@) G ©5)(y)
& (f2@ f3)(2)(G2 ® G3)(y) © f1(x) ® Ga(y).

(7)

Proof Taking G(z) = (21 @ 22)(24 © 25) ® (22 ® 23)(25 B 26) B 21 © 2425 B 2426 D 2526, then we have
flx,y) = G(g1, 92, 93, f1, [, f3). By a straight computation, the nonzero Walsh coeflicients of G(z) are

as follows:

WG(Oa Oa 17 07 07 1) = 163
We(0,1,0,0,0,1) = 16,
We(1,0,0,0,0,1) = 16,
We(1,1,1,0,0,1) = 16,

We(0,0,1,0,1,0) = —16,W¢(0,0,1,1,0,0) = 16,  W(0,0,1,1,1,1
We(0,1,0,0,1,0) = 16,W¢(0,1,0,1,0,0) = We(0,1,0,1,1,1
We(1,0,0,0,1,0) = 16,W¢(1,0,0,1,0,0) = 16,  Wg(1,0,0,1,1,1

( ) = We(1,1,1,1,1,1

)=
)_16
) =
)=

We(1,1,1,0,1,0) = —16,Wg(1,1,1,1,0,0

According to Relation (2) and together with the bentness of f1, fo, f3, 91, 92, 93, and v, Vo, we have

Wi(w,u)

Wi ) (W, () — W, () + W, () + W, g, ()

Wi () (W, () + W, () — W, () £ W7, (1)
Wi () (W, () + W, ) + W, () = W7, (1)
Wi srgs () (<, ) + W, () + Wi, () + W5, ()
2 ) (0 () = X () + X, () + s (u)
275 g (w) (X (1) + X, (1) = X7, (1) + X (4))
+275 2 () (x5 () 4 7, (1) + X, (0) = X ()
v

~2 25w (g () + X7 () + 3 (1) = i, ()

1
n+m

We will show that Wy(w,u) = +2"%" for any (f1(u), fa(u), f3(u)) € GF(2)® with the condition
f 1@ fz @ f3 @ 1. In fact, we have the following table:

Table 2: truth table of Boolean function f(x, Y)

A [ @) [ fw) | Wiw,u) f(w, u)
0 0 0 T xaw) | g(w)
0o [ o L[ 2% w) | Ga(w)
0 1 0 xaw) | Giw)
0 1 1| 2% w) [ G(w)
1 0 0 | 2" ym(w) | Ga(w) @1
1 0 1 | 2%y (w) | aw) a1
1 1 0 | 2" ys(w) | p(w)@l
1 1 1| 2" x5 (w) | G(w)e1

From Table 2, we conclude that the Boolean function f(z,y) is bent.



We now compute the dual of f(z,y) by using Lagrange interpolation formula. Assuming that z; =
f1,220 = fo,23 = fz and y1 = g1, Y2 = §2,Y3 = g3,Ys = V2. Applying the Lagrange interpolation formula
to Table 2, we have

H (21,22, 23,91, Y2, Y3, Ys) =y3(z1 ©1)(22 @ 1)(23 ® 1) © (y3 ® 1)212223
Dy2(z1 B1)(22B 1)z3 D (y2 D 1)z122(23 B 1)
Sy1(21 ®D2a(z3 8 1) & (Y1 © 12122 B 1)23
D ya(z1 ®1)22023 D (ya D 1)21(22 ® 1) (23 D 1)
=3 ®Ya) 21 @ (Y1 Py2 DYs Dya) 21 Y1 D Y3) 22
S(NOYROYyOY) 21 @Y DY By DYs) 22 By Bys) 23S 21 DYs
=(21 @ 22)(21 D 23) (Y1 D Y2 DYz D ya) © (21 D 22) (Y1 © Y2)
D (22@ 23) (Y2 D y3) © 21 © y3.

Hence
f(l',y) :H(ﬁaﬁ7.f§7§17§27§37;2)
=(hef)heh)Genesen) e (ieh)(mmed) (9)
& (f2® f3)(G2 ® G3) ® fL @ Gs.
This completes the proof. g

Remark 1 The proof of Theorem 5 shows that one can obtain an explicit form of the dual of f(x,y). In
particular, when the dual of v is Uy = G1 ® Ga ® G3, then f(z,y) = (1D ) (1 ®G52) ® (2 f3) (G2 D G3) D
]?1 @ g3. This implies that the composition of Boolean functions has advantage in analyzing secondary
constructions of Boolean functions as a cryptographical tool. Note that the above Boolean functions used
to be composed are plateaued functions. This will simplify the design process of building bent functions
in terms of the initial functions. Therefore, we should investigate the plateaued Boolean functions which

could be used in the secondary constructions of bent functions.

4 New Secondary Constructions of Bent functions

Throughout this paper, we denote by D the subset of GF(2)" satisfying that w - 2 is either balanced
or constant on D, for all w € GF(2)". We define the partial Walsh transform of an n-variable Boolean

function f on D(denoted by Wy, ) as follows:

Wi, (w) =Y (=1)/ @& for w € GF(2)" (10)
z€D
When the cardinality of D is equal to 2" with even r, we call f locally bent restricted to D if and only
if [Wy,(w)| = 27/2 for all w € GF(2)". If there is no ambiguity, we say f locally bent function for
simplicity. The following observation on plateaued Boolean functions is intrinsic, but we do not find it
appear in the literature.

Proposition 1 Let S = {W,(w) : w € GF(2)"} be the Walsh spectrum of a Boolean function g. Then g
is plateaued, if and only if there exists an n-variable Boolean function such that it is locally bent restricted
to the support of S.



Proof Let D = supp(S) the support of S. Assume that g is an n-variable plateaued Boolean function
with amplitude 2¢. Then the Parseval’s relation implies that |D|22F = 22", We have |D| = 22("~%)_ By
the inverse Walsh transform we have

(—1)“’:2% S Wyw)(-1)P

weGF(2)"
1 w-xr
= 50 2 Wylw)(=1) )
weD
1
= ok Z(fl)f(w)@w.z7 for any a € GF(Q)n’
weD
where
0, W (w) = 2%
flw) =141, W, (w) = —2;

0 or 1, others.

From Relation (11), we deduce that the function g(x) is Boolean if and only if the summation ZweD(fl)f(w)eaw"”

is constant and equal to £2"~%. Note that function g(z) is plateaued, and the cardinality of D is 22(n—k),

This implies that f(z) is a locally bent function restricted to D. The sufficiency of Proposition 1 clearly
holds from the above discussion. |

Remark 2 If the subset D of GF(2)" is a flat, then each w - x is obviously either balanced or constant
on D. But the converse is not true. For instance, let a, 8 € GF(2)",n >4 and D = {a, B,a® 1,801, },
where 1,, is the all-one vector in GF(2)™. Then each w - x is either balanced or constant on D. But the
set D is not a flat for a # 5,5 ® 1,,.

The proof of Proposition 1 implies that the corresponding locally bent function with n variables can not
be uniquely determined when a plateaued Boolean function is given, since its true values at the points
in GF(2)™\D is uncertain. To simplify the design process, we hereafter assume that the subset D of
GF(2)" is a flat and the locally bent function f(a) =0 for any a € GF(2)™\D. We illustrate the method
of constructing plateaued functions from locally bent functions in the following example.

Example 1 We shall construct a 3-variable plateaued Boolean function with Walsh support
D = {(0,0,1),(0,1,0),(1,0,0),(1,1,1)}.

Denote by a = (0,0,1) and E = {(0,0,0),(0,1,1),(1,0,1),(1,1,0)}. Then E is a linear subspace of
GF(2)3, and thus D = a ® E is a flat of GF(2)3. We choose a basis of E, such as {(0,1,1),(1,0,1)}, and

construct a matrix as:
0 1 1
H = ,
1 0 1

where the row vectors of H is the basis of E. Then we obtain a one-to-one mapping from the vector space
GF(2)? to the flat D defined by

GF(2? — D

v — advH.
Given any bent function h(z) = x122 on GF(2)2, let

h(v), v € GF(2)%

fla®vH) =
0, others.



Then f(0,0,1) = 0, f£(0,1,0) = 0, f(1,0,0) = 0, f(1,1,1) = 1. It shows that the Walsh coefficients of g
is Wy(w) = 4(=1)7) if w € D, that is W,(0,0,1) = 4, W,(0,1,0) = 4, W,(1,0,0) = 4, f(1,1,1) = —4,
and Wy(w) = 0 if w € GF(2)"\D. By the inverse Walsh transform, we have that the truth table of g
is (0,0,0,1,0,1,1,1). Thus the ANF of g is 2120 ® 2123 ® 2223 which is the function being composed in

Theorem 3.

By refining previous constructions, we can develop two general secondary constructions of bent func-
tions according to Proposition 1. Since the proof of following Theorem 6 and Theorem 7 is the same as

previous, we omit them.

Theorem 6 Let D = {(0,0,1),(0,1,0),(1,0,0),(1,1,1)} and D*> = D x D be the Cartesian product.
Denote by Q the concatenation of GF(2)* and D?, i.e. Q@ = GF(2)* || D? = {z||(a, B),2 € GF(2)*,a, 8 €
D} = {9,74,140,207,273,338,404,471, 545,610, 676, 743, 825, 890, 956, 1023} where the positive integer

9 .
i € Q is denoted by the binary expansion of the vector (ig,is,...,i0) GF(2)!® with i = Y i;27 for
§=0

simplicity. It is easy to check that w - x is either balanced or constant on § for all w € GF(2)'°
Let G be a 10-variable plateaued Boolean function with amplitude 28 and Walsh support set Q. Let f1, fo
and f3 be n-variable bent functions, g1, g2 and g3 be m-variable bent functions. Denote by vy the function

f1® f2® f3 and by vo the function g1 D go B g3. If both v1 and ve are bent functions then the composition
of Boolean functions G(z1, 22, 23, 24, f1(x), f2(x), f3(x), 91(y), 92(v), 93(vy)) is bent.

Proof With the notations in Theorem 6, we assume that fi(z), fa(z), f3(x), and ¢1(y), g2(v), g3(y) are
all bent functions with n and m variables, respectively. By Proposition 1, we can construct a 10-variable
plateaued Boolean function with amplitude 28 and denote it by G. We construct the composition of

Boolean functions

f(z1, 22, 23, 20, 2,y) = G (21, 22, 23, 24, f1(7), f2(2), f3(), 91(¥), 92(¥), 93(y))-

Let F' = (21722,23724,f1($),f2( ) fd( ) ( ) 92(y)a93(y))72* = (21722,23,2:4),¢: (fl(x)7f2(:c),f3(x)),
¥ = (91(y), 92(y), g3(y)). For any w € GF(2)*,u € GF(2)",v € GF(2)™

We(w,u,v) 210 Z We) (V)W p(w, u,v)
yEN

50 O Wae (Ao, B) Wz (0)Wa.g(u) Wy (v),
AIIaHBeQ

(12)

where v = A||a||8. Because of the equation W)« (w) = 2 if A = w, and 0 others, we have W (w, u,v) =
+2(+m+4)/2 Tt shows that f is bent. O

Construction 1 According to Proposition 1 and Example 1, we obtain a 10-variable plateaued Boolean
function with amplitude 28 whose ANF is as follows:

G(2) =(20 B 24)21 B (21 D 22)23 D (22 D 23 B 24)25 D (2123 D 25)26
D (21D 22D 24 D25 D26)2r D (21 D 2o D25 D2g)zs ® (21 D 25 D 27)29 (13)
& (20D 26 P 27D 1)210
By a direct confirmation, we obtain its Walsh support
supp(Wea) = {9, 74, 140,207, 273, 338,404, 471, 545, 610, 676, 743, 825, 890, 956, 1023},

which is equal to Q. Then the composition of Boolean functions

f(z1, 20, 23, 24, w0, y) = G(21, 22, 23, 21, [1(), f2(2), f3(2), 91(y), 92(y), 93(v)) (14)

is a bent function.
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Because of the extensiveness of the bent functions in the class M, we need to show that the above
construction may generate bent functions outside the class M. Recall that the first derivative of an n-
variable Boolean function f in the direction of a € GF(2)" is defined as D, f(z) = f(z) ® f(z @ a). As
stated in [7], a bent function f is in the class M if and only if, f(z,y) : GF(2)"™ x GF(2)™ — GF(2),

the second order derivative of f(x,y) defined as:

Dia,0,) Do) f(xy) =fx@a®by) ® f(xDa,y)® fz®by) ® f(x,y) =0,
for all a,b € GF(2)"™\{0,,}. We consider the special case of m = 8 in the following example.

Example 2 Let f(z) = z129w3 @ w124 D x225 ® 326 be a bent function in M with 6 variables. Assume

that fi(x) = f(z) ® a1, fa(z) = f(2) B2, f3(2) = f(2) D23, 01(y) = [(y) @Y1, 92(y) = F(y) Dy2,93(y) =
f(y) @ ys. By Construction 1, we have

G (21,22, 23, 24, f1(), fa (%), f3(2), 91(¥), 92(y), 93(y))
=2122 D 2123 D 2124 D 2172 D 2173

D z1y1 O 21Y2 © 2223 O 22071 D 22073 D 22Y1 D 22y3

P 2321 P 23T D 2421 P 2403 P T122T3 D x1T9 B 123 (19)
D 2124 D 21Y1 D 21Y2 © 223 D Tows D T2y1 D 22ys3
D 2376 D T3Y2 D T3Y3 D Y1Y2y3 D Y1Ys D Y2us O Y3Ys D Y3
It can be written as
h:GF(2)® x GF(2)® — GF(2) 16)

(Z]_,ZQ,x, Z3,Z4,y) = GF(Q)

Using the programming SageMath, we confirm that the second order derivatives D, 0,) D 5,05)0(21, 22, T, 23, 24, Y)
do not vanish for many a,b € GF(2)%\{0g}. This implies that this function is outside the class M. Fur-
thermore, the function is of degree 3, and therefore it does not belong to the class PS. The source codes

of SageMath involved in these results are presented in the Section Appendix.

Remark 3 The Construction 1 is clearly inequivalent to the constructions in Theorem 2,3,/, because it
does not depend on the products of input bent functions. But it is uncertain what kind of input functions
might be used to possibly generate bent functions outside the known primary classes. We leave it as an

open question.

We can also obtain another generalization of Rothaus’ construction when we choose a new set D.

Theorem 7 Let D = {(1,0,0),(1,0,1),(1,1,0),(1,1,1)}, then Q = D || GF(2)2. Choose a plateaued
Boolean function G of 5 variables with amplitude 2%, whose Walsh support is Q. Let fi, fo and fs be
n-variable Boolean functions. If the functions f1, f1 ® fo, f1 @ f3, and f1 © fo ® f3 are all bent, then the
composition function G(f1, fa, f3, 23, 24) is bent.

Construction 2 Let G(z1, 22, 23, 24, 25) =(21 ® 24) (22 D 25) B 23 be a plateaued function with amplitude
24 then the Walsh support of G is Q = {4,13,22,31}. Choose any n-variable bent function f(x) and two

affine Boolean functions la(x),l5(x), let fi = f, fa =la(x), f3 =l3(x), then 1D f2, 1D f3, and [L® f2© f3
are all bent. We construct the composition of G(z) and f1, fa, f3, as

G(f1, f2, 3,20, 25) = (24 D la(2)) (25 © 3(2)) © f(2).

Then G(f1, fa, f3, 24, 25) is bent by Theorem 7.
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Remark 4 We note that G(f1, fa, f3,24,25) can be viewed as a concatenation of functions f(x) @
()l (@), F(2) la(2)ls(2) Dla(x), f(2)® (@)l (@) Bla(x), and f(2) la(2)ls (@) ©la(z) Bls(x) by fizing
(24,25) € GF(2)2. These four Boolean functions are not necessarily bent functions when f is bent. From
this observation, we deduce that Construction 2 is not equivalent to the previous ones. However, the func-
tion G(f1, f2, f3, 24, 25) is of class M only if f(x) is a bent function in M, since (z4 ® l2(x))(25 ® I3(x))
is quadratic.

5 Conclusion

In this paper, we have shown that some well-known secondary constructions of bent functions can be
described by the composition of a plateaued Boolean function and the bent functions. Their duals can
be calculated by Lagrange interpolation formula. By following this observation, we proposed two new
secondary constructions of bent functions. Since the theory of the constructions we present in this paper
is genetic and unified, it is interesting to apply our method to construct Boolean functions with other
cryptographical properties. That the problem of choosing the initial functions to produce bent functions

outside the known primary classes remains open.
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7 Appendix

#Source Codes of SageMath about Example 2

#We first validate the bentness of the composition function in Example 2.
sage: B.<z0,z1,z2,23,2z4,25,26,27,28,29,x0,x1,x2,x3,x4,x5,
yO,y1l,y2,y3,y4,y5> = BooleanPolynomialRing (22)

#pla_subs is the plateaued Boolean function in Example 2

sage: pla_subs = zO0xzl + z0*z2 + z0*xz3 + z0*zb + z0xz6 + z0*z7 + z0%*z8
sage:+ zl*z2 + zlxz4 + zl1%*z6 + zl*xz7 + zl1*z9 + z2*xz4 + z2%*z5

sage:+ z3*z4 + z3*z6 + z4xzb + z4dxz6 + z4d*xz7 + z4%z8 + z5*z6 +

sage: z5%xz7 + z5%z9 + z6*z8 + z6%z9 + z9
sage:show(plateau_subs.expand_trig().trig_simplify())
(x1+x3)x0+(x0+x1)x2+(x1+x2+x3) x4+ (x0+x2+x4) x5+ (x0+x1+x3+x4+x5) x6
+(x0+x1+x4+x5)x7+(x0+x4+x6)x8+(x1+x5+x6+1) x9

sage: pla_bent_composition = pla_subs.substitute ({z4:x0*x1*x2+x0*x3+x1*x4+x2*x5+x0,
sage:zb5:x0*x1*x2+x0*x3+x1*x4 +x2*x5+x1,

sage:z6:x0*x1*x2+x0*x3+x1*x4 +x2*x5+x2,

sage:z7:y0*yl*xy2+yO*xy3+yl*y4 +y2*xyb+y0,

sage:z8:y0*yl*xy2+yO*xy3+yl*y4 +y2*xyb+yl,

sage:z9:y0xylxy2+y0*y3+yl*xyd +y2xyb+y21});

sage: pla_bent_composition

sage : PTrAImt (" skkskkokkskokskokokokokokokok ok ok ok ok ok Kok Kok ok ko ok ok kR Kok Kok Rk Rk ok 1)

sage: print("The composition of bent functions with plateaued function pla_subs")

sage: print pla_bent_composition;
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sage: print("*****************************************")

sk ok sk sk sk sk ok sk ok ok sk sk sk sk ok ok ok ok sk sk sk sk sk ok ok sk sk ok sk ok ok ok ok ok sk ok ok ok ok K K

The composition of bent functions with plateaued function pla_subs
z0*xz1l + z0*xz2 + z0*z3 + zO*xx1l + z0*x2 + zO*xy0 + zO*yl

+ z1%xz2 z1*x0 + z1xx2 + zlxy0 + zlxy2 + z2*xx0 + z2x*xxl

+ z3%*x0 z3*x2 + x0*x1xx2 + xO0xx1 + x0%x2 + x0%x3

+ x0xy0 x0*xyl + x1%x2 + x1*x4 + x1*xy0 + xlx*y2
+ x2%x5 x2*yl + x2*y2 + yO*ylxy2 + yO*xy3 + ylxy4d
+
* %

+ 4+ o+ o+

y2*ys + y2

ok ok ok ok ok ok ok ok ok ok ok sk ok sk ok ok ok ok sk ok sk ok ok ok ok ok ok ok ok ok ok ok sk ok k ok ok ok
sage: from sage.crypto.boolean_function import BooleanFunction
sage: P.<z0,21,22,23,x0,x1,x2,x3,x4,x5,y0,y1,y2,y3,y4,y5> = BooleanPolynomialRing (16)
sage: pla_bent_composition =z0*zl + z0*z2 + z0*z3 + zO*x1 + zO0*x2 + zOxy0 + zOxyl
sage: + zl*z2 + zl1*xx0 + zl1*x2 + zlxy0 + zlxy2 + z2*xx0 + z2*xl1 + z3*x0 + z3*x2
sage: + x0*x1*x2 + xOxx1 + xO0*x2 + x0*x3 + xO0*xy0 + xO0x*xyl
sage: + x1*x2 + x1*x4 + x1*y0 + x1*xy2 + x2%x5 + x2*yl + x2%y2
sage: + yO*yl*xy2 + yOxy3 + yl*xy4d + y2xyb5 + y2
sage: pla_bent_composition=BooleanFunction(pla_bent_composition)
sage: pla_bent_composition.is_bent( )

True

#Validate the function constructed in Theorem 6 is not in the class M
#D_\alpha D_\beta : \alpha=(e0,el,al,al,a2,al3,a4,a5,0_9)\belta=(f0,f1,c0,cl,c2,c3,c4,c5,0_9)

sage: B.<z0,z1,z2,23,x0,x1,x2,x3,x4,x5,y0,y1,y2,y3,y4,y5,e0,e1,£0,f1,
a0,al,a2,a3,a4,ab,c0,cl1,c2,c3,c4,c5,d0,d1,d2,d3,d4,d5> = BooleanPolynomialRing (44)
sage: B.<z0,z1,z2,2z3,x0,x1,x2,x3,x4,x5,y0,y1,y2,y3,y4,y5,

sage: e0,el,f0,f1,a0,al,a2,a3,a4,ab,c0,cl1,c2,c3,c4d,c5> = BooleanPolynomialRing (32)
sage: pla_bent_composition =z0*zl1l + z0*z2 + z0*z3 + zO*xl + z0*x2 + zO*xy0 + zOx*xyl
+ z1xz2 + z1*xx0 + zl*xx2 + zl*xy0 + zl*xy2 + z2%x0 + z2*x1 + z3*x0 + z3*x2

+ xO*xx1%x2 + x0*x1 + x0%x2 + x0*x3 + x0*xy0 + xO0*yl + x1*x2 + x1*x4 + x1xy0 + x1x*y2

+ x2*xx5 + x2*yl + x2*xy2 + yO*xyl*xy2 + yO*xy3 + yl*xyd + y2*xyb5 + y2

sage: print("The 2-derivation of composition of bent functions")

sage: gl = pla_bent_composition.substitute({z0:20+e0+£f0,z1:z1+el+fl,
x0:x0+a0+cO,

sage: xl:xl+al+cl,x2:x2+a2+c2, x3:x3+a3+c3, x4:x4+ad+cd, xb5:xb5+ab+cb5})
sage: g2 = pla_bent_composition.substitute({z0:20+e0,z1:z1+el,x0:x0+a0,
x1l:x1+al1,x2:x2+a2,x3:x3+a3, x4:x4+a4,x5:x5+ab})

sage: g3 = pla_bent_composition.substitute ({z0:2z0+£f0,z1:21+f1,x0:x0+cO,
x1l:x1+cl,x2:x2+c2,x3:x3+c3, x4:x4+c4,x5:x5+c5})

sage: D_aD_bg = gl+g2+g3 +pla_bent_composition

sage: print D_\alpha D_{\betalg

sage: show(gl+g2+g3 +pla_bent_composition)

sage: The 2-derivative of composition of bent functions

sage: xO*al*c2 + xOxa2*cl + xl1*aO*xc2 + xl*a2*cO + x2*xalO*cl + x2*alx*xcO

+ e0Oxfl + eO*xcl + eO*xc2 + el*xf0 + el*xcO + elx*xc2

+ fO*xal + fO*xa2 + f1*xa0 + fl1*xa2 + alOxal*xc2 + alO*xa2%xcl + aO*xcl*c2 + aOxcl + aO*xc2 + aOx*c3
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+ al*a2*%cO0 + al*cO*c2 + al*cO + al*c2 + al*cd + a2*%xcO*xcl + a2*%xcO0 + a2*xcl + a2*xcb + a3*cO
+ ad*xcl + abxc2

#This shows that the function we constructed is bent function outside the class M.
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