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Abstract. This paper proposes pairing-based simulation-extractable zero-
knowledge succinct non-interactive arguments of knowledge (SE-SNARK)
schemes for QAP (Quadratic Arithmetic Program). In the proposed
schemes, the proof size is & group elements for a QAP (Quadratic Arith-
metic Program) circuit in asymmetric groups (Type III pairing), and
2 group elements for an SAP (Square Arithmetic Program) circuit in
symmetric groups (Type I pairing), respectively. Moreover, the proposed
schemes have only a single verification equation, while all existing SE-
SNARK schemes have two verification equations. Compared with the
existing state-of-the-art SE-SNARK schemes, the proof size and the
number of verification equations are minimal in the proposed scheme.
The soundness of the proposed scheme is proven under subversion al-
gebraic knowledge assumptions. Furthermore, we extend the proposed
SE-SNARK to support a two-round updatable CRS in which the CRS

size remains linear to the circuit size.
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1 Introduction

As digital privacy becomes more sensitive, the conflict between privacy and legit-
imacy often sets a barrier for recent real-life applications. One notable example
is privacy-preserving blockchain systems. Since the blockchain is well-known to
provide robust integrity due to consensus and distribution, it is often considered
as an ideal platform for various attestation-required applications such as digital
currencies, smart contract, healthcare, supply chains, voting systems, etc. The
blockchain integrity provided by finalizing contents and distributing them to all
participants, however, raises a privacy issue for the plain data. Alternatively,
if the data is encrypted in a block, then it is hard to know whether the data
provider is an authorized candidate or whether the data itself was created in
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a legitimate way. The contradiction between privacy vs. legitimacy leads the
privacy-aware blockchain applications to a dead-end?3.

A zero-knowledge proof system acts as a problem-solver to resolve the legit-
imacy problem of the private data. If the data provider includes a proof related
to the legitimacy of the data, the public can verify it without knowing the data.
In practice, anonymous blockchain cryptocurrencies such as Zcash [BCG™14],
already deploy the zero-knowledge proof system in their applications. The main
concern is practicality: the proof generation needs to be non-interactive when
the applications target the unlimited, non-specific, public verification and the
proof size/verification time is desired to be scalable regardless of the complexity
of the legitimacy.

In the recent history of zero-knowledge proofs, zk-SNARK (zero-knowledge
succinct non-interactive arguments of knowledge) have drawn significant atten-
tion for its efficiency and theoretical advances. They enable a prover to generate
a proof for any NP statements in a manner where the proof is zero-knowledge
about its witness and the proof size and the verification cost are succinct.
For succinctness, it is often accepted if the size and the verifying computation
are logarithmic to the circuit size. Thus the zk-SNARK terminology embraces
various types of zero-knowledge proof systems, such as ZKBoo [GMO16] and
vRAM [ZGK™18] which are an advanced from of traditional interaction-based
proof systems with Fiat-Shamir transformation [FS86].

However, when applied to a massive public infrastructure such as blockchain,
a logarithmic (sublinear) size might not be enough for succinctness. For exam-
ple in zerocash [BCGT14], the membership test circuit has 64 hash functions
(approximately 29,000 lines for each hash) which leads to a single proof size of
5MB by rough estimation in ZKBoo [GMO16]*. Considering that innumerable
transactions, each including a proof are distributed to the participants, a proof
size of 5MB seems inadmissible as practical.

Therefore, for scalability, it is desirable to adopt zk-SNARK with a constant
size proof and verification, which is constructed in the paring-based elliptic curve
group and Quadratic Arithmetic Program (QAP) [GGPR13]. In the QAP-based
SNARKSs such as [Grol6], by utilizing polynomial relations, a proof contains
3 group elements and the verification requires 3 pairings regardless of the cir-
cuit size. When this scheme is applied to the Zcash, the proof size becomes
60 bytes and verification takes 100ms. Consequently, we focus on the literature
of QAP-based (and pairing-based) zk-SNARKSs with a constant-sized proof and
verification for the rest of the paper. Hereafter, we often use the term zk-SNARK
or SNARK mixed with the ”QAP-based (and pairing-based) zk-SNARK”.

3 There still are alternative solutions, such as setting a trusted manager or delicately
narrowing down the blockchain data contents. However it is often complicated and
does not solve the fundamental controversy.

4 In ZKBoo, the experiment results show that the proof size is 835.91KB for a SHA-
256 hash function. We multiply it by 6 (=log(64)) to estimate the 64 sequential
executions of hash functions.
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Despite the practical functionality, a weakness of zk-SNARK is that they
are susceptible to man-in-the-middle attacks. Namely, an adversary who obtains
valid proofs could forge a new valid proof without knowing the witness. In conse-
quence, the zk-SNARK’s implementation often requires an additional protection
method against its malleability. The zerocash [BCG*14], for example, combines
one-time signatures within the zk-SNARK circuit.

Groth and Maller [GM17] tackle the malleability problem of existing SNARKSs,
define the notion of simulation-extractable-SNARK (SE-SNARK) which indi-
cates non-malleable zk-SNARK, and propose the corresponding scheme called
SE-SNARK. SE-SNARK [GM17] resolves the malleability issue by adopting
SAP (Square Arithmetic Program) instead of more general QAP and applying
an additional verification equation to existing the state-of-art SNARK [Gro16].
[GM17] also proves that any SE-SNARK scheme in the NILP frame [BCIT13]
necessarily requires at least 3 elements in a proof and 2 equations in the verifi-
cation [GM17]. In this sense, the pairing-based SE-SNARK scheme in [GM17]
is optimal in the proof size and the number of verification equations: 3 elements
for a proof and 2 equations for verification, however, by sacrificing the circuit
representation from the QAP to the SAP.

In this paper, we take the approach to employ the hash function and achieve
better results of 3 proof elements and a single verification equation. While 3
elements in a proof and 2 verification equations are optimally required at least
in a pairing-based SE-SNARK in the NILP frame, it is not known whether
further optimization is possible in the non-NILP frame. In fact, the use of a
hash function that deviates from the NILP frame to bind elements offers new
possibilities to break the existing boundaries. Moreover, the resulting scheme
works on the efficient QAP circuit.

Another crucial property for the SNARK is trustable CRS construction. In
the SNARK, unless CRS is generated in a trusted way, the trapdoor using in
CRS can generate fake proofs for false instances. To solve the trusted setup
problem, Zcash [BGG18] builds CRS using secure multi-party computation to
distribute the trapdoor information. [GKM™ 18] introduces the updatable CRS
model, in which any user can update CRS at any point. However the CRS size
is quadratic to the relation size. To make the size of updatable CRS to linear to
the relation size, [MBKM19] proposes a linear size universal and updatable CRS
SNARK scheme with sacrificing the proof size and the performance. To support
updatable CRS in SNARK, this paper adopts a two round update framework in
which universal CRS is updated at the first round and circuit dependent CRS
is updated at the second round after building the circuit dependent CRS from
a given relation using the universal CRS. The proposed framework is applicable
to many existing SNARK schemes. Especially, this paper extends the proposed
SE-SNARK to support the two round CRS update approach. In the proposed
updatable CRS SE-SNARK, the CRS size is still linear to the relation size with-
out increasing the proof size and the proof time.
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Our contributions. In this paper, we first construct a QAP-based SE-SNARK
scheme with a single verifying equation in an asymmetric group (Type III pair-
ing). Given three groups with a bilinear map e : Gy x Go — Gy, our proofs
consists of only 3 group elements from the source groups: two from G; and one
from Go. Additionally, we also propose a SAP-based SE-SNARK with 2 ele-
ments for a proof and a single verifying equation, in a symmetric group (Type
I pairing). Finally we extend the proposed QAP-based SE-SNARK to support
updatable CRS. We summarize our contributions as follows:

— QAP-based SE-SNARK with 3 elements (Type III)
We propose a first pairing-based SE-SNARK that utilizes QAP circuits, in-
stead of SAP, while maintaining 3 elements for a proof. Note that the SAP
circuit size is theoretically double of the QAP circuit size.

— SAP-based SE-SNARK with 2 elements (Type I)
We show that our construction can reduce the number of proof elements to
2 (with utilizing SAP) in symmetric pairing (Type I). Note that this result
surpasses the theoretical boundary for SE-SNARKSs proven in [GM17].

— Single verifying equation
Our SE-SNARK construction verifies the proof with a single verifying equa-
tion. By utilizing the hash function to bind the unique proof tuple (A, B, C),
we eliminate the additional equation for the malleability check.

— Updatable CRS

Our SE-SNARK schemes are extended to support updatable CRS. The CRS
updation is performed in two rounds. At the first round, circuit independent
CRS is updated. A circuit dependent CRS for a given relation is constructed
from the circuit independent CRS updated. At the second round, the circuit
dependent CRS is updated. In the two-round update framework, the CRS
size still remains linearly to the circuit size, and the proof size and the
performance do not increase.

Related work. In the history of proof systems and verifiable computations,

there are various NIZK arguments with different types which do not leverage

QSP (Quadratic Span Program) or QAP (Quadratic Arithmetic Program) cir-

cuits [GKRO8,CMT12,WJB*17,WTTW18,BBBT18,ZGK ™18, BSCTV14]. A well-
known branch comes from the sum-check protocol [GKRO08], which gains a sub-

linear proof from the fiat-shamir transform [FS86]. Nonetheless, they do not

support the constant time verification; the verification time is sublinear to the

size of the circuits.

Since Gennaro et al. [GGPR13] introduced the Quadratic Span Program(QSP)
and Quadratic Arithmetic Program(QAP), zk-SNARK gained a constant proof
size and verification. In 2013, Parno et al. [PHGR13] proposed a zk-SNARK
scheme called Pinocchio and provided a first practical implementation of zk-
SNARK. After Pinocchio, many works added and enhanced some functional-
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ities, such as multiple-function control, additional anonymity for the I/O, or
proof scalability [CFHT15,DLFKP16,KPP*14 FFGT16,BBFR15,BSCTV17].

Later, Groth [Gro16] proposed a more efficient zk-SNARK scheme. Compared
with Pinocchio [PHGR13], the proof size was reduced from 8 group elements to
3 group elements. Also the number of pairing operations required to verify the
proof was reduced from 11 to 3. Recently these SNARK protocols are imple-
mented as an open source [KPS18,BSCGT13] to be used in real applications.
By exploiting the short proof sizes and the short verification times, zk-SNARK
can be used as a key component in various cryptographic applications such as
anonymous cryptocurrencies [BCG114,KMS*16,GGM16].

Zerocash [BCG™14], one of the anonymous cryptocurrencies based on blockchain
technology, utilized a zk-SNARK to hide transaction information and to provide
an efficient verification process. However, since zk-SNARKs [Grol6,PHGR13] do
not provide simulation-extractability, zerocash has to add extra cryptographic
primitives such as one-time signatures to avoid malleability attacks.

The SE-SNARK scheme [GM17] defines and provides the simulation-extractable
SNARK (SE-SNARK), with a similar notion to the Signatures of knowledge [CLO06].
While maintaining an efficient proof size of [Grol6], it can prevent the malleabil-
ity attacks due to the simulation-extractability.

Recently, Bowe and Gabizon [BG18] put an effort to make Groth’s scheme [Grol6]
simulation-extractable by utilizing random oracle model, with additional hash
in proofs and verification. However, the proof size and verification equations
in their scheme is 5 group elements and 2 equations which is inefficient com-
pared to [GM17]. And the security is proven in random oracle model. Lipmaa
proposes a simulation-extractable SNARK scheme without using random oracle
model [Lip19]. The security of the proposed scheme is proven under a new se-
curity assumption called subversion algebraic knowledge (SAK) assumption in
which if an adversary A outputs a group element then 4 should know each ex-
ponent of known group elements or randomly generated group elements to build
the group element. In the proposed scheme, the proof size is reduced to 4 group
elements and 2 verification equations are required while QAP is supported.

Table 1 summarizes and compares the overall size and performance of our
QAP-based SE-SNARK with the state-of-the-art zk-SNARK [Grol6] and SE-
SNARK schemes [GM17,BG18,Lip19].

Orthogonal to the simulation-extractability, a zk-SNARK with updatable
CRS solves the trust issue of CRS by letting the users independently update
the CRS [GKM ™18 MBKM19]. The traditional limitation of SNARKs is that
they all require trusted CRS generation. Through the updating approach, users
who distrust a current CRS can rely on self-updating. Although two approaches
proposed in [GKM*18 MBKM19] allow a single round update, the CRS size is
quadratic to the circuit size [GKM™ 18] or the proof size increases to 5G + TF
or 20G + 16F where G and F denote the group elements and the field elements,
respectively.

In this paper, we focus on the simulation-extractable SNARKS, specifically
pairing-based SE-SNARKSs. Similarly to [Lip19], our scheme is secure under SAK
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Table 1: Comparison for arithmetic circuit satisfiability with [ element instance, m
wires, n multiplication gates. Since SAP uses squaring gates, 2n squaring gates and
2m wires are considered instead of n multiplication gates and m wires; Units: G stands
for group elements, E stands for exponentiations and P stands for pairings.

l ‘Circuit‘ |CRS]| ‘ 7] ‘ P time ‘ V time ‘Eqs.‘Security‘
(Grol6]| Qap | (™ +5&G1 t 126Gy + o [(m+3n) By +nBs|IE + 3P| 1 | GGM
eM7]| sap | BmHAnGit fog (g, | BB p L spl o | xPKE
2nGo 2nFEs
[Liplg] QAP (m+3n)@1 +nGs| 3G + G2 (m—|—4n)E1 +nkEs|lEy + 5P| 2 SAK
Ours | QAP |(m+3n)G14+nG2| 2G1 + G2 |(m+4n)E1+nFEs|lFy + 3P| 1 SAK
Ours | SAP (2m 4+ 6n)G 2G (2m+6n)E |lE, +3P| 1 SAK

assumption and collision resistant hash, and the proof size is further reduced to
3 group elements and a single verification is required which are equal to [Grol16].
Moreover, we extend the proposed schemes to support updatable CRS.

The rest of the paper proceeds as follows: Section 2 provides some necessary
notions and backgrounds; Section 3 defines a bilinear group and assumptions; in
Section 4, we present our QAP-based SE-SNARK with a single verification; in
Section 5, we propose a symmetric SAP-based SE-SNARK with 2 proof elements;
Section 6 extends the schemes to support updatable CRS. Section 7 draws a
conclusion.

2 Preliminaries

2.1 Notation

We denote the security parameter with A € N. For functions f,g : N — [0;1]
we write f(A) = g(A) if |[f(\) — g(\)| = A= A function f is negligible if
f(A) = 0. We implicitly assume that the security parameter is available to all
participants and the adversary. If S is a set, x &S denotes the process of
selecting x uniformly at random in S. If A is a probabilistic algorithm, z «+ A(+)
denotes the process of running A on some proper input and returning output x.

We define that trans 4 includes all of A’s inputs and outputs, including ran-
dom coins for an algorithm A. We use games in security definitions and proofs.
A game G has a main procedure whose output is the output of the game. The
notation Pr[G] denotes the probability that the output is 1.

2.2 Relations

Given a security parameter 1*, a relation generator R returns a polynomial time
decidable relation R <+ R(1%). For (¢, w) € R we say that w is a witness to the
instance ¢ being in the relation. We denote with R the set of possible relations
that R(1*) might output.
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2.3 Zero-Knowledge Succinct Non-interactive Arguments of
Knowledge

Definition 1. A zero-knowledge succinct non-interactive arquments of knowl-

edge (zk-SNARK) for R is a set of four algorithms Arg = (Setup, Prove, Vfy, SimProve)

working as follows:

— (crs, T) < Setup(R): the setup algorithm is a PPT algorithm which receives
a relation R € Ry as input and outputs a common reference string crs and
a stmulation trapdoor T.

— m + Prove(crs, ¢, w): the prover algorithm is a PPT algorithm which re-
cetves a common reference string crs as input for a relation R and (¢, w) €
R and outputs a proof .

— 0/1 < Vfy(crs, ¢, m): the verifier algorithm is a deterministic polynomial
time algorithm which receives a common reference string crs, an instance ¢
and a proof ™ as input and outputs 0 (reject) or 1 (accept).

— m < SimProve(crs, 7, @): the simulator is a PPT algorithm which receives
a common reference string crs, a simulation trapdoor T and an instance ¢
as input and outputs a proof .

It satisfies completeness, knowledge soundness, zero-knowledge, and succinctness
as following:

Perfect Completeness: Perfect completeness states that a prover with a wit-
ness can convince the verifier for a given true instance. For all A € N, for all
R € Ry and for all (¢, w) € R : Pr[(crs,T) < Setup(R); 7 < Prove(crs, ¢, w) :
Viy(crs, ¢, ) = 1] = 1.

Computational Knowledge Soundness: Computational knowledge sound-
ness says that the prover must know a witness and the witness can be efficiently
extracted from the prover by a knowledge extractor. Proof of knowledge requires
that there must exist an extract x4 given the same input of A outputs a valid
witness for every adversarial prover A generating an accepting proof. Formally,

we define Adviﬁ%?j,XA(/\) = Pr(gid (V)] where the game G5urg s

defined as follows.

MAIN gsound (/\)

Arg,Axa
R« R(1%)
(crs, ) < Setup(R)
(¢, ) < Alers)
w < xa(transy)
assert (p,w) ¢ R
return Vy(crs, ¢, )

An argument system Arg is computationally considered as knowledge sound if

‘Bhere exists a PPT extractor x 4 for any PPT adversary A, such that Advfﬁgfix A

()

~
~
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Perfect Zero-Knowledge: Perfect zero-knowledge states that the system does
not reveal any information except the truth of the instance. This is modelled
by a simulator which can generate simulated proofs using some trapdoor in-
formation without knowing the witness. Formally, we define Advjkrg’ A =
2Pr[gj‘]fagw4()\)] — 1 where the game gjﬁg,A is defined as follows:

MAIN G, 4()

R+ R(1") Py o (i, wi)

(crs, T) < Setup(R) assert(¢;,w;) € R

b+ {0,1} m; < Prove(crs, ¢, w) if b=0

b APersr (crs) m; < SimProve(crs, 7,¢) if b=1
return 1 if b=1" and return m;

return 0 otherwise

The argument system is perfectly zero knowledge if for all PPT adversaries A,
Advil, 4(N) =0.

Succinctness: Succinctness states that the argument generates the proof of
which size is polynomial in the security parameter, and of which the verifier’s
computation time is polynomial in the security parameter and in the instance
size.

Definition 2. A simulation-extractable SNARK system (SE-SNARK) for R is
a zk-SNARK system (Setup, Prove, Vfy, SimProve) with simulation-extractability
as following:

Simulation-Extractability [GM17]: Simulation-extractability states that for
any adversary A that sees a simulated proof for a false instance cannot modify the
proof into another proof for a false instance. Non-malleability of proofs prevents
cheating in the presence of simulated proofs. Formally, we define Adv? %/ ¢t (\) =

Arg,A,

Pr[g%f‘;‘ﬂj;jt()\)] where the game Q%Zfij;jt is defined as follows: e

MAIN G520 ~c2t())

R+ R(1"):Q=10

(crs, ) < Setup(R) SimProvecrs,r(¢i)

(¢, ) « ASmProvees.r (cpg) m; < SimProve(crs, T, ¢;)

w <+ xa(trans4) Q=QU{(¢:im)}

assert (¢, m) & Q return m;

assert (p,w) ¢ R
return Vfy(crs, ¢, )

An argument is simulation-extractable if for any PPT adversary A, there exists

a PPT extractor x4 such that Adv%i;’;;ﬁt()\) ~ 0.
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We note that simulation-extractability implies knowledge soundness, since
simulation-extractability corresponds to knowledge soundness where the adver-
sary is allowed to use the simulation oracle SimProve.

When knowledge soundness and simulation-extractability are applied for a
succinct argument, extractors are inherently non-black-box. As in [GM17] we
assume the relationship generator is benign®, such that the relation (including
the potential auxiliary inputs) is distributed in such a way that the SNARK can
be simulation-extractable.

2.4 Updating common reference strings

We define a two-round updatable CRS scheme consisting of nine PPT algorithms
Setup, Update,, VerifyCRS,, Derive, Updatep, VerifyCRSy, Prove, Vfy, SimProve.
Three algorithms of Prove, Vfy, SimProve are equivalent to the components in
zk-SNARK Arg.

— (Ta,crsyg, p1) + Setup(1*) receives the security parameter as input and re-
turns a simulation trapdoor, a relation independent CRS and a proof of
correctness.

— (1! cers’, pry1) < Update, (17, crs,, {pj};?:l) receives relation independent
CRS and a list of update proofs as input and returns an updated simulation
trapdoor, an updated CRS and a proof of the correctness of the update.

— VerifyCRS, (1, ers., {p; ;?;1) receives the security parameter, relation inde-
pendent CRS and a list of update proofs and returns whether it accepts or

not.

— (R, crsg, 1) <+ Derive(1*, crs,, R) receives the security parameter, relation
independent CRS and relation as input and returns a simulation trapdoor,
a relation dependent CRS and a proof of correctness.

— (7h, crs’, drr1) < Updateg (12, crsg, {¢}%_,) receives the security parame-
ter, relation dependent CRS and a list of update proofs as input and returns
an updated simulation trapdoor, an updated CRS and a proof of the cor-
rectness of the update.

— VerifyCRS (1%, ersg, {¢;}}2,) receives the security parameter, relation de-
pendent CRS and a list of update proofs and returns whether it accepts or
not.

5 The non-falsifiable knowledge of exponent assumption is a necessary ingre-
dient in building a SNARK with witness extraction. In Bitansky’s analy-
sis [BCI*13,BCPR16], there are some counter examples and observations; auxiliary
inputs may affect the extraction of the witness in extractable one-way functions.
However they also observe that the extractability still holds with respect to common
auxiliary input that is taken from specific distributions that may be conjectured to
be “benign”, e.g. the uniform distribution.
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Definition 3. An updatable CRS scheme is perfectly correct if

Pr((crsg, p) < Setup(1*) : VerifyCRS (1, ¢rsy, p) = 1] = 1;

[(crshy, pren) + Update, (17, ers,, {pi}y) - ] L
| VerifyCRS, (1%, crsq, {pi}_1) = 1 A VerifyCRS, (1%, ersl, {pi 1)) = ’
Pr((crsp, ¢) < Derive(1*, crs,, R) VerifyCRSR(l/\,crsR7¢) =1]=1

[(crs'y, dry1) < Updatep (17, ersp, {é: o)) : ] .
| VerifyCRS (1%, crsp, {#:}1—1) = L A VerifyCRS g (1%, crshy, {¢: }i1]) =

Pr

Pr

3 Bilinear Groups and Assumptions

A bilinear group generator BG receives a security parameter as input and outputs
a bilinear group (p, G1, G2, Gr,e,G, H). G1, G2, Gt are groups of prime order p
with generator G € G1, H € Go, and a bilinear map e : G; x Gy — G is a non-
degenerative bilinear map (i.e. e(G* H®) = e(G, H)® and e(G, H) generates
Gr).

3.1 Power Knowledge of Exponent Assumption

We define g-power knowledge of exponent assumption for updatable CRS SE-
SNARK schemes. Using this assumption, we will show that trapdoors are ex-
tractable in the proposed scheme.

Definition 4 (q-PKE assumption). [Gro10] The g-power knowledge of ex-
ponent assumption holds for Gy, Go if for all A there exists a non-uniform PPT
extractor x4 such that

(b, 61,62, Cr €, G, H)  BG(1Y)ia &z,
Pr 0’%(}7,@17(@2,@7“,6 G {G“L i= 1,H {Hxl}q ) ~ 0.
(G, H®) + A(0); (ag, . . - aq)<—XA(transA)
a=bAb#Y ] ax

3.2 Subversion Algebraic Knowledge Assumption

Lipmaa proposes a new knowledge assumption called subversion algebraic knowl-
edge (SAK) assumption [Lipl19]. In algebraic knowledge assumption, one as-
sumes that each PPT algorithm is algebraic in the following sense. Assume that
there are unknown exponents. Let x; be a polynomial using the unknown ex-
ponents. Let G* be a vector of G*. Similarly, let G¥ be a vector of GY* where
y; is a polynomial using the unknown exponents. If the adversary A’s input
includes G* and no other elements from the group G; and A outputs group
elements GY, then A knows matrices N |, such that G¥ = GN*. Formally, a
PPT algorithm A is algebraic (in Gy) if there exists an efficient extractor x 4,
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such that for any PPT sampleable distribution D, Adv&}ipy 4(A) = 0, where

Advé’ij’A()\) = Pr|G* & D;GY + A(G*);N < xa(transa) 1y # Nx|. A
group Gy is algebraic if every PPT algorithm A that obtains inputs from G,
and outputs elements in G, is algebraic.

Furthermore, Lipmaa pointed out that the restriction that adversaries are
algebraic is not valid in situations where the adversary can create new random
group elements by say using elliptic curve hashing [Ica09]. So he models this
capability by allowing the adversary to create additional group elements G9 for
which she does not know discrete logarithms of exponent ¢; or vector q. It is re-
quired that G (but not necessarily q) can be extracted from the adversary, such

that y = N - (2) In addition, G must be sampled from a public distribution

D'

A PPT algorithm A is called as subversion-algebraic (in Gi) if there ex-
ists a PPT extractor x4, s.t. for any PPT sampleable distribution D and any
distribution D’ with min-entropy w(log \), Advéﬁ’fDD,,A(/\) =

o & DY — AGX);

br (N,GY) < xa(transa) :y #N <z> A (G~ D)

=~ 0.

Finally, we define the following D — SAK assumption in G:

Definition 5 (D — SAK assumption in G; [Lip19]). For each PPT A that

obtains inputs, distributed according to the distribution D, there exists an extrac-

tor that outputs G and N such that G ~ D’ for some distribution D' of high
sak

min-entropy. More precisely, Advg. ' pr 4(A) = 0 for each PPT adversary A
and each distribution D' of min-entropy w(log\).

3.3 Linear Collision Resistant Hash Function

The second intractable assumption is the extended collision resistant hash func-
tion. The conventional collision resistant hash function is defined as following:

Definition 6 (Collision resistance). H : X — Y is a collision resistant hash
function if for all PPT adversary A, Adv%R(A) =

Pri(z,z') + A(X,H): (z # 2') A (H(z) = H(z"))] = 0

Furthermore, it is difficult to find any collision for various equations in many
collision resistant hash functions like SHA. Hence, specifically for our purpose,
we define an extended collision resistant hash function called linear collision
resistant (linear CR) hash function. It is assumed that the proposed hash receives
a group element as input. In the proposed hash function, it is hard to find non-
trivial a,a’ € Z, and z,2’ € G where G is a cyclic group of prime order p such
that H(z2'®") = a + a’H(a'). Formally, it is defined as follows:
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Definition 7 (Linear collision resistance). H : G — Z, is a linear collision
resistant hash function if for all PPT adversary A, Adqu_[CR(A) =

(z,2,a,a") + A(G,H) :

Prla#0)n (@ #1) A @ #16) A (H(a92™) = a + ("))

~0

Note that 1g denotes the identity in G. Although H receives a group element
as input and outputs an element in Zj,, H can receive input and output elements
as strings if the output string is remapped in Z,. Hence, many cryptographical
hash functions such as SHA, and Ajtai hash [Ajt96] which are used as collision
resistant hash can be also adopted as a linear collision resistant hash.

4 QAP-based SE-SNARK Scheme

4.1 Main Idea

As an example of how standard zk-SNARK can be modified, suppose for an
instance ¢ that (A4, B,C) (= (G*, H® G°)) are three group elements in a proof
that satisfies the verification equations of Groth’s zk-SNARK in [Grol6]. Then
e(4, B) = e(G*, H)e(G™5 | HY)e(C, HY) (1)
for a known polynomial f in ¢ and some secret «, 3,7, 0.
There are two methods to generically randomize a proof A, B, C that satisfies
(1). An adversary can set either

A'=A"B =B*;C'=C (2)

or
A’ = A;B' = BH™;C' = A"C. (3)

In the proposed approach, we devise a new way to neutralize the two attacks
using the hash of A and B in C. The verification equation is required to detect
the changes of A and B. We insert multiplications of @ and hash of A, and b and
hash of B in c. Hence, an adversary should know a and b to change A and B in
the revised proof.

The left pairing function in (1) changes to e(AG™A) BHM(B)) and C is
revised to satisfy (1) as following:

o —C. G%@%H(A)JrH(A)H(B)

where A = G*, B = H®, and H is a linear collision resistant hash function like
SHA.

According to the revised C’, the verification is revised by adding proper
additional terms to A and B as follows:

e(A- GO B HHE)) = o(Go, HP)e(G™, H)e(C", HY)
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If A, B change to A’, B’ then C’ should be revised to

cr. Gw+b(7—L(A’)f’H(A))+7-L(A’)H(B’)7H(A)H(B). However, since only G

and H? are available in the original proof, and G% and G? are only computable
if a witness is known, an adversary cannot forge the proof.

4.2 Quadratic Arithmetic Programs
In our SE-SNARK, we will formally adopt the quadratic arithmetic programs
(QAP) [GGPR13,Grol6] in a relation R, which is as follows:

R = (p7 Gl7 GQa GTa €, l? {Ui(X), Ui(X)? wZ(X) 720’ t(X))

The bilinear group (p, G1,G2,Gr,e) defines the finite field Z,,, 1 <1 < m,
and the polynomials u;(X),v;(X),w;(X) represent each linearly independent
polynomial set in the QAP with the definition below:

D siui(X) - sivi(X) =) siwi(X) + h(X)H(X)
i=0 =0 i=0
where u;(X),v;(X),w;(X) have a strictly lower degree than n, which is the

degree of t(X). By defining sq as 1, the following definition describes the relation
R.

¢:(817"'781)€Z§)

w=(Si41, " ,5m) € Zgl_l

Jh(X) € Z,[X],deg(h) <n —2:

Zsiui(X) : Z sivi(X) = Zsiwi(X) + h(X)H(X)

We say R is a relation generator for the QAP, given the relation R with field
size larger than 22~ 1.

4.3 Construction

— (ers,7) < Setup(R): Select generators G & G, H & Go, hash function

H:{0,1}* — Z, and parameters «, 3,7, 9, x & Z,, such that t(x) # 0, and
set

T = (G7H7a757776am)
R7 Hla H27 G7 Ga? Gﬁa G(Sa Ga67 H7 Hﬂa H6
ors = {G'yxi,H»Yxi’G.YZt(x)xi7G76xi}?;Ol7 {G'yw,;(gc)+[3ui($)+atz,y(x)}2207

2w (z u; (z)+ayvi(x)\m
(@@ By @) e @ym
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— 7w < Prove(crs, ¢, w) : Set sp = 1 and parse ¢ as (s1,...,8) € Zé and w
as (Si415-- -, Sm) € Z"~'. Use the witness to compute h(X) from the QAP,

choose 1, s & Z, and compute 7 = (A4, B,C) = (G, H®, G°) such that
a=a+ vzsiui(aj) +r
i=0

b=+ ’YZSiUi(JU) +s
i=0
c= Z si (V2w () + Byui(x) + ayvi () + v2t(x)h(z) + sa +rb—rs
i=1+1

1 0aH(B) + bH(A) + SH(A)H(B)

— 0/1 « Vfy(crs,¢,m) : Parse ¢ as (s1,...,s) € Z, and 7 as (A,B,C) €
G1 X Gg x Gy. Set sp = 1 and accept the proof if and only if the following
equation is satisfied:

e(AGH(A), BH‘;H(B)) = e(G, HB)Q(GZLO Si(vwi(w)Jrﬂw(w)Jravi(i)),Hv)e(c’ H)

— 7 < SimProve(crs, T,¢) : Choose pu,v < Z, and compute 7 = (A4, B,C)
such that

A=G" B=H",
C = Guu—aﬂ+h25u+h1u+h1h25—’y Soh_ g si(ywi(z)+Bu; () +av; (z)) (4)

where h; = H(A) and he = H(B).

4.4 Security Proof

Theorem 1. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It
is simulation-extractable (implying it also has knowledge soundness) provided
that the SAK (subversion algebraic knowledge) assumption holds, and a linear
collision resistant hash exists.

Proof. PERFECT COMPLETENESS:

We demonstrate that the prover can compute the proof (A, B, C) as described
from the common reference string. Let hy = H(A) and hy = H(B). The prover
can compute the coefficients of

) = Eio st CONSLy50iX) = (EgssusX) _§ s
=0

{(X)
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Now, the proof elements can be computed as follows:

n—1
A= [ -G
=0
n—1 ]
B=HT[#E™)- H*
=0
m n—1 )
C = H Gsi('yzwi(a;)+6'yui(w)+a'yvi(w)) . AsA/hZB/(rJrhl) LGS . G5h1h2 . H(G'yQt(z)wj)hj
i=l+1 j=0

where A’ = A% = G [[1Z0(G*" )% - GO and B’ = GO T[]} (G7*')" - G=.
This computation provides us the proof elements specified in the construction

A= G(X+’Y o siui(x)+r

B = P Ziosivi(@)+s

C = Gxizin Si(72“”(3)“"5%“(m)-i-a’vvi(a:))-‘rvzt(m)h(w)+sa+rb—rs+5ah2+bh1+5h1h2.
Here we show that the verification equation holds.

e<AGh17BH5h2) = e(GavHﬁ) (Gzz o si (ywi(2)+Bui(z)+awv;(z)) H™)e(C, H)

Taking discrete logarithms, checking the verification equation is equivalent to
showing that

(a+hq) - (b+ She)

:(oz—l—’stiui( B—I—’}/ZS vi(x) + 8) + dahg + bhy + dhyhe

0B 12> s> s (@) + 3 su(Br(a) + ayn(a)
i=0 i=0 i=0
+rb+ sa — rs + dahs + bhy + dhihs
=af + Z (Vwi(z) + Byui(z) + ayvi(z)) + y*t(x)h(z)

+rb+ sa —1rs+ dahy + bhi + Shiho

=af + 7 Z si(ywi(@) + fui(x) + avi(@)) + Y si(yPwi(x) + frui(e) + i)
=0 i=l+1

+ 72t (x )h( )+ rb+ sa —rs+ dahs + bhy + 0hihsy
—aﬁﬂz (ywi(x) + Bui() + avi(z)) + ¢

where A = G%, B = H® and C = G°.
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Note that since the vector (s;41,-..,Sm) is a valid witness for the instance
(51,2 51), (g 5116 (X)) (g 5101(X)) = S siwi(X) + h(X)t(X) for all
X € Zy.

ZERO KNOWLEDGE:

For the zero knowledge, notice that the construction already provides the
simulation SimProve which always produces verifying proofs. It can be observed
that we obtain the same distribution over the real proof and the simulated proof,
with the choice of random r, s in real proofs and the choice of random p,v in
simulated proofs.

SIMULATION-EXTRACTABILITY: Assume that adversary A succeeds to forge a
proof (4, B,C).

Our common reference string consists of group generators G, H raised to
exponents that are polynomials in X, Xg, X, X5, X, evaluated on secret
values «, 3,7, 0, . Moreover, whenever A queries the simulation oracle, it gets
back a simulated proof of (4;, B;, C;)%_,, which is a set of three group elements
that can be computed by raising G,H to polynomials in indeterminates X,
Xg, Xy, X5y Xo, Xy s Xoyy oo, Xy, Xy, where we plug in randomly generated
M1, V1, ..., [bq, Vg fOr the latter ones.

By D — SAK, given a proof m = (G*, H® H¢), we can extract a(X), b(X),
and ¢(X) where X is an indeterminates vector. Note that Xy, (X,;) denotes an
indeterminate to obtain G*i (H?7) which is a randomly created group element by
an adversary in G, (G2) where A; (p;) is unknown. Then the possible a(X), b(X),
and ¢(X) are as follows:

n—1 .
a(X) =ag+ ag Xy + aBXg + a5 X5+ aqs XaXs + Z‘—O a,mf,XyX;,
n—1

n—1 . .
Y e X)X+ @50 Xy X5 X
1=0

l
+ ) ag, (Xywi(Xa) + Xpui(Xa) + Xavi(Xs))
1=0

m qQ1 q
+ > a4, (X2wi(Xa) + XpXoui(Xe) + XaXovi(Xe)) + Y an, Xa, + > aa, Xy,
i=l+1 j=1 J=1
q l
) ac, (X, Xy, — XaXs — Xy Y s5.0(Xqwi(Xa) + Xpui (Xa) + Xavi(Xa))
j=1 i=0
+ hoX5X,,, + 1 Xy, + hihaX;5)
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4Qo

n—1
b(X) = bo+bs X5 + 05 X5+ Y byei Xy Xp + Zb X, + ZbB X,

C(X) =cg+ caXa + CﬂXﬁ 4+ c5 X5+ cas XaXs + Zi:o C’YIiX’YX;
n—1

+ Z cﬂyX HXD) XL+ ) ey Xy X X,
=0

+ Z cs, (Xywi(Xo) + Xpui (Xa) + Xavi(Xe))

m 9Qq
+ 3 e (X2wi(Xy) + XpXyui(Xo) + XaXo0i(Xa)) + ZcA Xy, + ZcA X,
=111
!
+ Z co; (X, Xy, — XaXp — X Z 87, (Xywi(Xz) + Xpui(Xz) + Xavi(Xz))
i=0
+ h2X6XM +hi X, + h1ha X5)

a(X), b(X), and ¢(X) should satisty the following verification equation.

(a(X) + h1)(b(X) + ha Xs)
l
= XoXg + Xy as, (Xowi(Xa) + Xpui (Xa) + Xavi(Xa)) + c(X) (5)
1=0

We will now show that in order to satisfy the formal polynomials equations
above, either the adversary must recycle an instance and a proof, or alternatively
X.4 manages to extract a witness.

First, suppose we have some a4, # 0. Since there is no X3X,, in the right
form, bg = 0. Moreover, since there is no X, X,, or X, X,, in the right form,
by,i = 0 and b,, = 0. Consequently, b(X) = by + bs Xs + bp, Xu,- If b, =0 then
cc, = 0 due to no X, X,,, and there is X, Xz in the right form. However since
there is no X, X3 in the left form, bp, # 0.

Since there is no X,X,, in the right form, a, = 0. Since there are only
XoXy,, X, and X, X,, related with X,, in the right form, a(X) = a¢ +
A, X,uk,-

Plugging this into (5) gives us,

(ao + aAkXM + hll)(bo +b5Xs5 +bp, Xo, + hlzX(;)
l
= Xo X5+ X, ) as, (Xqwi(Xa) + Xpui(Xa) + Xavi(Xa)) + c(X)
=0
where h} = H(GUVeavke) = H(GW9AM) and hly = H(HoH0soHbB ) —
H(Hb Hob B,"*).
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The only way this is possible is by setting

oX) =co+ca, Xy, +con (X X, — XaXs + hoXs X, + Xy, +h1hoXs
l

— X ) ska(Xqwi(Xa) + Xpui (Xa) + Xovi(Xs))
=0

Since there is no X, Xg in the left form, c¢, = 1.

Finally, we obtain the following equation.

(ao + ay, X, + 1) (bo + b5 X5 + by, Xu, + h5X5)
=co + CAkXNk: + XMkXVk + h2X5XMk + thyk + h1ho X5
l
- X, Z Sk,i(X—ywi(Xac) + Xﬁuz(Xx) + Xovi(Xz))
1=0

Since ay, by, =1, there is (ag+h )by, X,, in the left form, and there is b1 X,,
in the right form, (ag + h)by, = hi, h} = —ag + a,, by, and H(G—(—20) A7)
= —ap + au, H(Ax). Since H is linear collision resistant, it is hard to find
non trivial —ag and a,,. Hence ap = 0, and a,, = 1. Similarly, Since there
is (bs + h5)au,Xs5X,, in the left form, and there is heXsX,, in the right
form, (bs + h5)a,, = ha, hy = —bs + by, ha, and H(HbUH_(_bé)BZ"’“) = —bs +
by, H(Bg). Since H is collision resistant, it is hard to find non trivial by such
that ’H(Hb"H’“BzV’C) = ’H(H“BZ"’“). Hence by = 0. In addition, since H is
linear collision resistant, it is hard to find non trivial —bs and b,, satisfying
H(H_(_b5)BZ"’°) = —bs + by, H(By). Hence bs =0, and b, = 1.

Consequently, a(X) = X,, and b(X) = X,,. Since ui(Xm)ézl are linearly
independent, we see for i = 1,...,l that s; = s; ;. In other words, the adversary
has recycled the k-th instance m = m; and the proof (A, B,C) = (A, B, Ck).
The same conclusion is obtained if bp, # 0.

Next, suppose for all j = 1,...,q that as, = bp, = 0. Since there is X, Xz
in the right form, anbg = 1.

In the right form of (5), there are only Xg, XgX,, XX, and Xgu;(X,)
related with Xg, a(X) = ag + aaXa + 31y ayai Xy Xi. (X) = by + bs X +
bs X5 + Z?_Olbwi XWX; since there is no X, X, in the right form. We are now

left with
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n—1
c(X) = o+ caXa +csXp + 5 X5 + Cas XaXs + Z Cywi X X
1=0
n—1 n—1
+ ) ot X2 (X)) XE+ Y Oy Xy X5 X
i=0 i=0

l
+ Z Coi (Xywi(Xa) + Xpui(Xs) + Xavi(Xa))
=0

+ Z Cs; (ngZ(Xz) + XpXyui(Xo) + XaXyvi(Xs))

1=l4+1
In (5),
n—1 n—1
(@0Xa + a0+ Yy X2 X5+ h))(bpXp +bo+ D byt Xy X + (bs + 1) Xs)
i=0 =0

l
= XaXp + X’YZ as, (Xywi(Xa) + Xpui(Xa) + Xovi(Xs))
i=0
n—1
+ o+ caXa + cpXp + €5 X5 + Cas XaXs + Y Cyqi Xy XL
1=0
n—1 ) n—1 .
) XU X)X+ D 5 Xy X5 X,
=0 =0

l
+ Z Cs, (Xywi(Xa) + Xpui(Xe) + Xavi(Xe))
=0

+ Z C%(X»%UJZ(XT) + XpXyui(Xo) + Xo Xy0i(Xe))
i=l+1
Define for i =1+ 1,...,m that s; = cs,. The terms involving XX, X’ now
give us by ayai X2 = 31 s;ui(X,) in the left form. In addition, the terms
involving X, X, X" provide aaZ?:_OlbwiX;; = >, 5v;i(X,) in the left form.
The terms involving X,% produce

m m n—1 n—1
Xy Y siui(Xa) - Xy Y 5i0i(Xa) = X2aabs (Y a0 X0)(D | bywi X1)
=0 =0 1=0 1=0

m n—1
= X?/(Z ssz(Xw) =+ t(Xw)Z C'yztxiX;;)
=0 =0

Defining h(X,) = Z?;Ol Cy240i X5 we see that this means (s;41,...,8m,) is a
witness for the instance (s1,...,s;) (the extracted witness may be one of many
possible valid witnesses).



20 Jihye Kim, Jiwon Lee, and Hyunok Oh
5 SAP-based SE-SNARK Scheme

5.1 Two Group Elements SE-SNARK

In the previous section, we propose an efficient SE-SNARK scheme with three
group elements as a proof. Now it is interesting to observe whether it is possible
to build a similar SE-SNARK scheme with two group elements if adopting Type
I pairing instead of Type III pairing. Since each multiplication gate a-b = ¢ can
be transformed to (a+b)? — (a—b)? = 4c as a square arithmetic program (SAP),
it is possible to get a 2-element for boolean circuit satisfiability by changing a
multiplication gate to two squaring gates.

5.2 Square Arithmetic Programs

In the SE-SNARK with two group elements, we will work with square arithmetic
programs (SAP) R, with the definitions adopted from [GM17].

R=(p,G,Gr,e, I, {u;(X),w;(X)}2y, t(X))

The bilinear group (p, G, Gr, e) defines the finite field Z,, 1 <1 < m, and the
polynomials u;(X), w;(X) represent each linearly independent polynomial set in
the SAP with the definition below:

(Z siui(X))? = Zszw,(X) + h(X)t(X)
i=0 i=0

where u;(X),w;(X) have a strictly lower degree than n, which is the degree
of t(X). By defining sg as 1, the following definition describes the relation R.

¢=(s1,,81) € Z,
w=(Si41," " ,Sm) GZ;"_Z

R=4@w)5 vy e 21X, deg(h) <n—2:

(Z siui (X)) = Zszw,(X) + h(X)t(X)

We say R is a relation generator for the SAP, given the relation R with a
field size larger than 2~ 1.
5.3 Construction

In this section, we propose a scheme with two group elements as a proof in a
symmetric group using SAP.
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— (crs, ) « Setup(R): Select a generator G & G, hash functions H : {0,1}* — Z,,
and parameters «, 7, d, x & Zy, such that t(z) # 0, and set

7= (G, a,7,0,x)
R H,G,G* G G™,
crs — {Gw"’7 G @)’ 7 Gvéx"}?:—ol, {Grwilo)+2ou(@l
{G'Y2wi(l')+2a7ui (z) };ZHI
— m < Prove(ers,¢,w) : Set sop = 1 and parse ¢ as (s1,...,8) € Zé and w
as (Si41,---,5m) € sz—l‘ Use the witness to compute h(X) from the SAP,
pick r & Z, and compute m = (A4, C) = (G*, G°) such that

a=a+ 72 siug(x) +r
i=0
c= Z si (V2w (z) + 2ayui(z)) + 2 t(x)h(z) + 2ra — r? + daH(A)

— 0/1 « Vfy(crs, ¢, ) : Parse ¢ as (s1,...,8;) € Zé and 7 as (4,C) € G x G.
Set sg = 1 and check that

e(AGTHA) | 4) = ¢(G*, G¥)e(GTi=0 i (wi(@)+20ui(2) G e(C, G)

Accept the proof if and only if the test passes.
— 7 < SimProve(crs, 7, ¢) : Pick p < Z,, and compute m = (4, C) such that

A=Gr C = GH° =P+ oM (A) —y X si(ywi(z)+20u;(x))

Theorem 2. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It is
simulation-extractable (implying it also has knowledge soundness) provided that
the D — SAK assumption holds and a collision resistant hash function exists.

6 Extension to updatable CRS SE-SNARK

In this section, we extend the proposed SE-SNARK schemes to updatable com-
mon reference string simulation-extractable subversion-resistant SNARK schemes.
In the proposed scheme, the CRS size is linear to the relation size and the proof
size is 3 group elements. The proposed approach devises the two-round CRS up-
date. In the two-round CRS update, universal CRS which consists of monomials
of 2% is updated in the first round. And then relation dependent C RSy for re-
lation R is generated. In the second update round, the other trapdoor variables
except = are updated in C RSg. For every update, a update proof is generated to



22 Jihye Kim, Jiwon Lee, and Hyunok Oh

ensure the CRS update with a new trapdoor. In security analysis, we prove that
our approach can extract all trapdoor contributions from update proofs, even if
CRS size changes after updating, which has not been considered in the existing
updatable CRS scheme [GKM™18]. We describe the updatable CRS scheme by
extending the QAP SE-SNARK scheme in section 4. Note that the proposed
framework can be easily applied to the SAP SE-SNARK in section 5 although
it is omitted.

6.1 Construction

— (Ta,crsg,p1) < Setup(1*): Select generators G,G + G1,H + Go, and
parameter x € Z, and set
7 = (7)
CrSy = (Ga Ha {levHxL ?;01 )
P1 = (GAxa GAwa Hx)
— (7}, crsly, pry1) < Update, (1%, crs,, {p;}5_,): Select 2/ € Z,, randomly and

compute
7! = (z2)

ers, = (G H (@) (H ) i) )
pra1 = (G™,G*' H™)

— VerifyCRS, (1, ers., {p; #11): Parse

ers, = (G H (G Yt (e i) )
and parse {p;}7, = {(G;,G;, H;)}L,.
Assert the proofs are correct for 1 < j < nj:
e(Gj, H) = e(G, H;)

e(Gj, H) = e(Gj—1, H;)
where Gy = G. Assert the proofs are correct:

e(G,H") = e(Gn,, H)

{e(G™ H) = e(G™ " HT)}2,

{e(G H™) = (G H)}]

— (TR, crsg, ¢1) < Derive(1*, crs,, R): Choose randomly parameters o, 3,7, €
Z,, where t(x) # 0, and set
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R = (0, 5,7, 6,2)
R,G,G*,GP,G* H,H H°

{Gmi7G’yzi’G'yQt(z)zi’G'yéxi,Gémi7Hzi’H'ymi ?:—01,
{G'ywi(w)-i-ﬂui(w)-&-avi(m)}l

1=0»

Ccrsg =

{G’yzwi(r)+ﬂ’yu7¢(f6)+a’yv1:(r), Gﬁuq‘,(m), Gavi(ﬂﬁ)}?;”l
¢1 = (Gaa Gﬁv G,\/a Géa éa’ éﬁa G’Y’ Géa
G*,GP. @, G° HY H” , H", H°)

— (7h, crs’, drr1) < Updater (12, ersg, {¢}5_,): Select o/, B',~', 8" € Z, ran-
domly and compute

Th=(a+a B+ B 7+7,6+0, 1)

R,G,G°GY,GPGP GG G0 g 1, HPHP  HOHY
{Gwi’ G'ya:i Gwi'\/, G’y2t(a:)a:i G'yt(w)ziQ'y'Gt(w)zi 2

G'y&zi Géa:i'y' G"/wi(sl Gwi'y'(i" G&vi’ Gziél’ Ha:l , H'y:cini'y' };Lz—ol’
CTS/R: {G"/wi(ﬂv)-*-ﬁum‘(w)+avi(l)Gwz'($)7/Gui(GJ)BIGU'i(i)O/}2207
{G’Yzwz‘(ff)-‘:-ﬁ’Yui(95)4-04’%7:(@GQwi(96)"/’Y,Gwi(95)7/2

G (x)B’ G,Bu1 (z)y' Gwi (z)B"+' G (z)a’ Govi (z)~' Qi (z)a’~ ,

GPui(@) qui(@)B' Gawi(e) Gui(@)e! Fiti
Prr1 =(GOF GHHP G GOt Geol (PP G GO
G GG G e B HY )

Note that «, 8,7, d are updated as a+ o', 8+ ',v+7',6 + ¢ by the above
update.

— VerifyCRS (1%, crsgr, {¢; 721): Let Y = {a, B,7,6}. Parse crsg and parse
¢5 = ({Gyjtvey {Gyitvey {Gytyey, {Hy i }yey)-

Let C_?yp =1 for y € Y. Assert the proofs are correct for 1 < j <mno, y € Y:

G(CSyyj/Gy,j—lv If) = e(G, Hy ;)
e(GvaH) = e(Gy,j—la Hy,j)
e(G%j? H) = 6(07 H%j)
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Let {GY = Gy n, }yey - Assert the proofs are correct for 1 <i <mn:

(GP,H) = e(G,H?)

(G°, H) = e(G, H?)

(G*° H) = e(G*, H®)

(G H) = e(G,H'™ ) = e(G", H")
(

(

(

e

@

o)

e(GY t($)m H)=e(G",H" (x)z’ )
G H ) = e(G°, H™)

i

e(G*' H) = e(G?, Hx)

e

Assert the proofs are correct for 0 < i <
e(GUui@FBu@tani@) Iy — o(GV, H @) e(GP, HY @), e(G>, HY ™))
Assert the proofs are correct for [ +1<i<m

e(G72wi(m)+ﬁ"/ui(1)4’04'7'01'(1), H) = e(GV,HW’i(“’))e(Gﬁ, HWi(ﬂf/’))e(Ga7 Hwi(m))
e(Gﬁui(w),H) — e(Gﬁ, Hui(x))
e(G W) H) = e(G*, H"(*))

— 7 + Prove(ersg, ¢, w) : Set so = 1 and parse ¢ as (s1,...,5) € le and w
as (Si+1,---,5m) € Z;”_l. Use the witness to compute h(X) from the QAP,

choose , 5 & Z, and compute 7 = (A4, B,C) = (G, H®, G°) such that

m
a=a-+ 'yz squi(x) +r
i=0

b=p+ vzsivi(x) +s
i=0
c= Z si (V2w () + Byui(x) + ayvs () + 2 t(x)h(z) + sa +rb—rs
i=1+1
+ 5ah2 + bhl + (5h1h2

where hy = H(A) and he = H(B).

— 0/1 « Vfy(crsg,¢,m) : Parse ¢ as (s1,...,8) € Zé and 7 as (A,B,C) €
Gy x G2 x Gy. Set sg = 1 and accept the proof if and only if the following
equation is satisfied:

e(AGH(A), BH&H(B)) = e(G°, Hﬁ)e(gzﬁzo Si(vwi(x)+6ui(x)+avi(w)))H’v)e(c’ H)
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— 7 < SimProve(crsg, Tr, ¢) : Choose p,v < Z, and compute m = (A4, B, C)
such that

A= GM, B = HV7 C = Gul/—aﬁ—'y Zi‘:o si(yws (@) +Bus (x)+oav;(x))+dpho+rhi+5hiho
where hy = H(A) and hy = H(B).

Note that Prove, Vfy, SimProve are equivalent to the QAP SE-SNARK scheme
in section 4.

6.2 Security Proof

Lemma 1 (Correctness of the CRS generation). The scheme is perfectly
correct in the sense that

Pr((crs,, p) + Setup(1?) : VerifyCRS, (1%, crs,, p) = 1] = 1;

[(crs, pey1) < Update, (1%, ers,, {pi}r_)) : ] .

| VerifyCRS, (1%, ers,, {pi }_1) = 1 A VerifyCRS, (1%, crs), {p: }i 1) =
Pr((crsg, ¢) < Derive(1*, crs,, R) : VerifyCRSR(l’\,crsR,(b) =1]=1;

[(crsp, dri1)  Updateg (1%, crsr, {:} 1) - ] _
_VerifyCRSR(l)‘,crsR, {d:}_ 1) = 1 A VerifyCRS (1%, crslg, {6 Yot}) =

Pr

Pr

Proof. The correctness is trivial for crs, since G = G® in p where z is the
multiplication of all trapdoors. For crsg, the correctness is also trivial. In ¢y =
(G%,...), a is the sum of all trapdoors related with . Hence e(Go,;/Ga,j—1, H)
= e(GOtj 1G* /Gaj 15 ) = e(Gaij) = S(G, Haj) = S(G, Ha,j)- G(Ga,jaH)
=e(GY. | H) = e(Gq j—1,HY). Similarly, we can check the correctness for

B,7,0.

In the proof p of CRS update, G which is not used in CRS is essential
to extract trapdoor parameters when CRS size changes after updating. For
instance, assuie that proof pi is constructed using G rather than G. Given
crs; = (G’” G** G” JH® H® H“ ...), suppose that a new trapdoor is a2 =
(no +mz?) and updated CRS crsH_l = (Ge(mo+m=®) getotma®) ) iy which
the size of crs;y1 is smaller than that of c¢rs;. For given CRS update proofs

= (G*,G*,H") and p;41 = (G”””/,GC”/,H””/)7 an extractor can extract z’ if
G and H*" are given when 2/ = (no + mx?). However, since G*" and H*" are
not available in CRS;,1 any more, the extractor cannot extract z’. If proof p is
constructed based on G then ' does not include 22. Hence we can prevent the
above case.

a,j—1°

Lemma 2 (Trapdoor extraction of z in crsx) Suppose that there exists a
PPT adversary A such that given {(crszmp])}J 1, A outputs a p; where crsy
is the j—th crsy, and p; = (é’“""‘héxi , H%i). Then by PK E assumption, there
exists a PPT extractor x that, given the random tape of A as input, outputs x;.
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Proof. First, consider ¢ = 1 which is Setup(1*;z1). Since p; = (G*1, G, H*1)
for a common exponent z;. Since only G’, H are given, it is obvious that there
exists a PPT extractor x outputting z; by PKE assumption.

Second, consider a case that ¢ = k£ 4+ 1. Assume that there exists a PPT ex-
tractor X outputting z1, ...,z from a given {p;}*_, where p; = (G}, G;, H;) =
(Gzl'”mi, G%i H%). ppy1 = (Gk—Ha Gk+1, Hk+1) where 6(Gk+1, H) =e(G,Hi41)
and e(Gri1, H) = e(Gg, Hpy1). From e(GkH,H) = e(G Hy1), there exists
a common exponent xx4; such that Gk+1 = G¥r+1 and Hyy1 = H+1, As-
sume that G = GY for unknown g. By PKE assumption, n < x4 such that
Th+1 = 1o + ZhieQu{ngQh} nihi where @ = {H;‘:1 Xj}?:lv Qg = {9 -pi(X)},
and Q = {¢;(X)}. Since {Q, N Qn}t = 0, xpy1 = no + ZhieQ n;h;. Note that
set @ denotes polynomials appearing in proof p’s, and p;(X) and ¢; represent
exponent polynomials for G and H in {crs, ]}J . respectively. If n; # 0 for

h; € Q then Gjyq = Grremer = GrieTkt = GO . However, since xf ¢ Q,
A cannot compute Gjy1. Therefore, zp11 = 19 and Gy = G = G,
(;k+1 = G%r+1 = G and.I{k+¢ = H%+1 = Ho,

Lemma 3 (Trapdoor extraction of o, 3,7,6 in crsg). Let Y; = {a;, 8;,7;,0;}-
Suppose that there exists a PPT adversary A such that given {(crsRJ, bi)}iz LA
outputs a ¢; where crsg j denotes j—th crsg, and ¢ = ({Gy, }y,ev;s 1Gy, by, ev;
{Gyj}yjeyj, {fIyJ }y,ey;). Then by PKE assumption, there exists a PPT extrac-

tor x that, given the random tape of A as input, outputs Y;.

Proof. First, consider that i = 1 which is Derive(1*, crs,, R; a1, 61,71,51) Since
¢1 - ({(;yl}y1€yﬁ7 {(; }yleyﬁv {(; }yleyﬁa {}{ }y1€¥3) Since OIﬂy’(; H are
given, it is obvious that there exists a PPT extractor x outputting {yi}yev by
PKFE assumption.

Second, consider a case that ¢ = k+1. Assume that there exists a PPT extrac-
tor y outputting Z from a given {qu}?:l where Zj = UleYj7 b5 = ({Gy, }y,ev;s
{Gyj }yj €Y;) {éyj }y] €Y {HyJ }y] €Y ) ({ng ! yi}yg €Y {GH? lyi}y €Y {G '}ijYw
{}?yj}yjeif ¢k+l - ({(;yk+1}vk+1ey%+17 {(;yk+1}yk+1ey%+17 {(;Uk+1}yk+1€y%+1’
{Hy, .\ }yrir€viy, ). From e(Gka,H) = e(G H,i11), there exists a common ex-
= @Y+ and H, = H¥+1_ Assume that G = GY

ponent yx41 such that G Yt

for unknown g.

By PKE assumption, 7 < x4 such that yx11 = no + ZhieQu{QgﬂQh} nih;
where Q@ = {[1,,cz, %'}, Qo = {g-Pi(Zr)}, and Qn = {¢i(Z1)}. Note that Zx =
{a1, -+, 0k}, by = {0,1}. Since {QyNQn} =0, Tp1 = N0+, 0 Mili- i # 0
then Gy, ,, = (GUr WUk = GUIT VR = GY5*. Since Yi? € Q, ki1 = Mo
and G =Gt =Gm, G = @Y+ = Gm and H = HYk+1 = Ho,

Yi? Yk+1

Yk+1

Yre+1 Y41

Theorem 3. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It
is simulation-extractable (implying it also has knowledge soundness) provided
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that the SAK (subversion algebraic knowledge) assumption holds, and a linear
collision resistant hash exists.

Proof. Since the updatable CRS scheme does not change Prove, Vfy, SimProve,
the perfect completeness and the zero-knowledge are proven by the proof in the
base scheme. Since more terms are added in CRS, the simulation extractabil-
ity is needed to be proved with more terms. For instance, additional terms of
G, G%" ... are included in CRS for updating. In a similar way as the proof
in section 4, we can prove the simulation extractability which is available in
Appendix B.

7 Conclusion

In this paper, we propose the efficient quadratic arithmetic program based
simulation-extractable succinct non-interactive arguments of knowledge (QAP-
based SE-SNARK) with 3 group elements, which requires a single equation for
verification. The soundness of the proposed scheme is proven under subversion
algebraic knowledge assumption and linear collision resistance, even with lever-
aging QAP. We also propose an SE-SNARK scheme with 2 elements as proof
with the SAP representation in a symmetric group, although it is difficult to
construct a scheme with 2 elements as proof from existing SE-SNARK. Further-
more, we propose an updatable CRS QAP SE-SNARK scheme with two-round
update, which generates the minimal proof size (3 group elements) with a linear
size CRS to the relation size.
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Appendix

A Security Proof for SAP-based SE-SNARK

We show the security proof of our proposed SE-SNARKs with two group ele-
ments in section 5.3.

Theorem 2. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It is
simulation-extractable (implying it also has knowledge soundness) provided that
the D — SAK assumption holds and a collision resistant hash function exists.

Proof. PERFECT COMPLETENESS:

First, we state that the prover can compute the proof (A4,C) as described
from the common reference string. The prover can compute the coefficients of

m 2 m n—2
h(X) = (>izo Siui(X))t(X)(Zi—o siwi (X)) _ Z thj.
§=0

It can now compute the proof elements as

n—1
A=c [ -G
=0
m n—1 ]
C = H Gsi('wai(x)—&-Qoz’yui(x)) . AIH(A) . G—r2 . H (G'y2t(x)x7)hj
i=l+1 =0

where let A’ = G*° A° = G Hﬁfol(GM””j)“j -G

j:
This computation provides us the proof elements specified in the construction

A = oty Xiko siui(@)+r

O = X si(Ywi(@)+20yu; () 2 t(x) () +2ra—r? +oaH (A)

Here we show that the verification equation holds.

e(AG«SH(A)’ A) = e(G*, Ga)e(GELO si(ywi(@)+20u;(2)) G"e(C,G)
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Taking discrete logarithms, this is equivalent to showing that

(a+6H(A)) - a = a® + daH(A)

a+stzuz )? + 6aH(A)

=a? +~? Zslul +20ryzsul +2rafr + 0aH(A)

m

=a? + Z 5i(Y2wi () + 2ayu;(2)) + y*t(x)h(x) + 2ra — 2 + daH(A)

l

=a? 47 Z si(yw; () + 2au,(x))
i=0

+ Z i (V2w () + 2ayui(z)) + 2 t(x)h(z) + 2ra — r? 4+ 6aH(A)
i=l4+1

=« +WZ (yw;i(z) + 20u;(x)) + ¢

where A = G*, and C = G°.

Note that since the vector (sj41,...,Sm) is a valid witness for the instance
(51,....81), (g siui(X))? = Dty siwi(X) + h(X)t(X) for all X € Z,,.

SIMULATION-EXTRACTABILITY:
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By D — SAK assumption, there is an extractor and a(X), and ¢(X) are
extracted as following:

n—1 .
a(X) =ag + aaXo + a5 X5 + aasXaXs + Zi:o Ui Xy X,

n—1
n—1 . .
+ Zi:o 2 X2 XG) XL + Y | G500 X0 X5 X
=0
+Zas (Xywi(Xa) + 2Xoui(Xz)) + Y as, (X2wi(Xa) + 2X0 Xyui(X,))
i=l+1
q9Qq
—|—Za>\ X,\ +ZaA )(HJ
j=1 =
q
+) ac, — X2+ X5 X, H(Aj) — X, Zsﬂ (X wi(Xz) + 2Xoui(X2)))
7=0

e(X) =co + caXa + s Xs + Cas XaXs + Zi:o c'yxiX’yX;i

n—1

+ Z L 20wt Xot(Xa) Xo + ) €y Xy X5 X
=0
+chl (Xywi(Xz) + 2Xoui(Xa)) + Y o, (X2wi(Xz) + 2X o Xyui (X))
i=l+1

aQq

JrZC)\ X)\ +ZCA X#]
7=0
q l

+) o, (X) = X2+ XX, H(A) = X0 D 55 (Xqwi(Xa) + 2Xaui(X,)))

=0 i=0

Then by the verification equation, the following equation should hold.

l
(a(X)+0H(A)) - a(X) = X2 + X, Y si(Xqwi(Xz) + 2X a1 (Xa)) + o(X)
i=0

(6)
We will now show that in order to satisfy the formal polynomials equations
above, either the adversary must recycle an instance and a proof, or alternatively
a witness is extracted. First, suppose we have some a 4, # 0. Since there are only
Xy, X, X5, and X7 related with X, and there is no X3 in the right form,

a(X) = ap + aa, X, . Plugging this into (6) gives us,

(CLO + aAkXHk + X6H(A))(a0 + a’Aquk)

l
= X2+ X, ae, (Xywi(Xa) + 2Xqui(Xz)) + ¢(X)
=0
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The only way this is possible is by setting

C(X) =co+csXs+ CAkXMk + ch(Xﬁk - XC%—I—

l
Xo X H(AR) = X5 Y ski(Xywi(Xa) + 2Xaui(X2)))
=0

Since there is no X, Xg in the left form, cc, = 1. In addition, since there is
a%, X7, intheleft form, o, = cc, = 1. If we consider X;5X,,, then aa, H(A)XsX,,
= H(AR)X5X,,,. Hence aa, H(A) = H(Ar), and as, H(G®A™) = aa, H(Ay).
Since H is collision resistant, it is hard to find G“OAZA’“ and AZA’“ such that
H(G®@ A = H(AL™) and G% # 1. Therefore G* = 1 and ag = 0. Further-
more, since H is linear collision resistant, it is hard to find non trivial a4, such
that 'H(AZA’“) = aa,H(Ag). So aa, = 1. Since ui(Xm)izl are linearly indepen-
dent, we see for ¢ = 1,...,[ that s; = s; ;. In other words, the adversary has
recycled the k-th instance m = 7, and proof (A4, C) = (4, Cy).

Next, suppose for all j =1,...,q that a4, = 0. Since there is X2 in the right
forms, a? = 1. In the right form, there are only X,, X2, X,X,, XoXs, and
Xou;(X,) related with X, and there is no X2, a(X) = ag + Z?;OlawiXﬁ,X;.
We are now left with

C(X) =co+ caXat+ csXs+ cas XaXs
n—1 n—1 n—1
D X XD s XXX+ D 50 Xy X5 X,
=0 =0 =0

l
+ ) e (Xwi(Xe) + 2Xouwi(Xa)) + Y eo, (X2wi(Xa) + 2X0 Xoui(X,))
=0 i=l+1

In (6),
n—1 . n—1 .
(aaXa + ag + Zizo (i Xoy X2+ H(A) X5) (a0 X0 + a0 + ZZ_:O (i X X2)

= X2+ X’yzl: as, (Xywi(Xz) + 2Xaui (X))
=0
+co + CaXa + 66X5 + Ca6XaX§
n—1 n—1 n—1
) X XL+ g XXX+ D 50 Xy X5 X
i;O =0 N =0
) (Xywi(Xy) + 2Xoui(Xa)) + Y ea, (X2wi(Xy) + 2X0 Xui (X))
=0 i=l+1

Define for ¢ = I+ 1,...,m that s; = c¢,,. The terms involving XQXWX;
now give us aaZ:.:OlawiX; = Yity siui(X,). Finally, the terms involving X2
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produce

m n—1 m n—1
(X3 > siui(X2))? = X2 a0 X2)? = X2a2()  siwi(Xz) + H(X2) D 2000 X)
i=0 i=0 i=0 =0

Defining h(X,) = 31", ¢y2101 X2 we see that this means that (si1,. .., 5m)
is a witness for the instance (s1,...,s) (the extracted witness may be one of
many possible valid witnesses).

B Security Proof for CRS updatable QAP-based
SE-SNARK

Theorem 3. The protocol given above is a mon-interactive zero-knowledge ar-
gument of knowledge with perfect completeness and perfect zero-knowledge. It
is simulation-extractable (implying it also has knowledge soundness) provided
that the SAK (subversion algebraic knowledge) assumption holds, and a linear
collision resistant hash exists.

Proof. SIMULATION-EXTRACTABILITY: Assume that adversary A succeeds to
forge a proof (A, B, C).

Our common reference string consists of group generators G, H raised to
exponents that are polynomials in X, Xg, X, Xs, X, evaluated on secret
values «, 3,7, 0, x. Moreover, whenever A queries the simulation oracle, it gets
back a simulated proof of (4;, B;, C;)7_;, which is a set of three group elements
that can be computed by raising G,H to polynomials in indeterminates X,
Xg, Xy, Xsy Xoy Xpys Xoyy oo, Xy, Xy, where we plug in randomly generated
M1, V1, .-, [bq, Vg fOr the latter ones.

By D — SAK, given a proof m = (G*, H®, H®), we can extract a(X), b(X),
and ¢(X) where X is an indeterminates vector. Note that X, (X,,;) denotes an
indeterminate to obtain G (H"7) which is a randomly created group element by
an adversary in G; (G2) where \; (p;) is unknown. Then the possible a(X), b(X),
and ¢(X) are as follows:
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n—1 . n—1 .
a(X) = aaXo +apXg + @05 XoXs + Zi:o i Xy X0+ Zi:o agi X:

n—1 n—1
n—1 . . .
D Wt X)X+ D a5 X Xs X+ ) g Xs X,
i=0 =0

+ Z as; (Xywi(Xz) + Xpui(Xz) + Xavi(Xe))

m 4Qq
+ Z Qs; (X?/wl(Xw) + XpXoui(Xz) + XaXyvi(Xy)) + Z ax; Xx;
i=l4+1 j

m m q
+ Z agy; Xpui(Xy) + Z aau,iXan(Xz)-i-ZaAquj
7=0

i=l+1 i=l+1

q l
+> e, (X, Xy, — XaXp — XY 85.0(Xqwi(Xp) + Xpui(Xa) + Xavi(X,))

=0
+ hQX(SXHj + thl/1 + hlth(;)
n—1 qQ-
b(X) = bsXp + bs X5 + Z‘_ i Xy X0 Z bIZX +) by, X, + ZbB X,
j=1 j=1
n—1 . n—1 .

o(X) = caXa+csXp + asXaXs + )Xo Xp+ ) cuX,

n—1
+ Z ot X X0+ Z Co20at X2H(X0) Xh + Y Crsei Xy X5 X

=0

n—1 l
+ Z Couwi X5 X1 + Z o, (Xowi(Xp) 4+ Xpui(X,) + Xavi(X,))
1=0 1=0
m qQ,
+ )7 e (X2wi(X,) + XpXoui (Xa) + XaXovi(X,)) + D ex, X,
i=l+1 3

q
+ Z C,BulXBul ‘L Z Cav; avz ;L')"'ZCAJ'X;”
j=1

i=l+1 i=l+1

q l
) o, (X, Xy, — XaXp — X0 ) s50(Xwi(Xa) + Xpui(Xy) + Xavi(X,))
j =0

+ h2X5Xltj + thyj + h1ho Xs)
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a(X), b(X), and ¢(X) should satisfy the following verification equation.
(a(X) + h1)(b(X) + ha X5)
(7)

l
= XoXg+ X, ag, (Xowi(Xa) + Xpui (Xa) + Xavi(X,)) + c(X)
=0

We will now show that in order to satisfy the formal polynomials equations
above, either the adversary must recycle an instance and a proof, or alternatively
X.4 manages to extract a witness.

First, suppose we have some a4, # 0. Since there is no X3X,, in the right
form, bg = 0. Moreover, since there is no X, X, , X;X,, or X, X, in the right
form, b.,: = 0 and b,, = 0. Consequently, b(X) = by + bs X5 +bp, X, . If bp, =0
then cc, = 0 due to no X, X, in the left form, and there is X, X3 in the right
form. However since there is no X, Xg in the left form, bg, # 0.

Since there is no X,X,, in the right form, a, = 0. Since there are only
XoXy,, Xu,, and X, X,, related with X,, in the right form, a(X) = a¢ +
aA, Xuk .
Plugging this into (7) gives us,

(ao + aAkXM + hll)(b() + b5 X5 +bp, Xo, + hlzX(;)
1
= XoXp+ X, Y as, (Xqwi(Xa) + Xpui (Xa) + Xavi(Xa)) + o(X)
i=0
where by = H(GoWroarie) = H(GWAM) and hly = H(H+0soFbmme) =
H(Hb Hob B)"*).
The only way this is possible is by setting

oX) =co+ca, Xy, +con (X Xo, — XaXs +hoXs X, + Xy, +h1ho X5
l
— X, ) sk Xqwi (X)) + Xpus (X)) + Xavi( X))
i=0

Since there is no X, Xg in the left form, c¢, = 1.
Finally, we obtain the following equation.

(a0 + @y, Xy, + 1) (bo + b5 X5 + by, X, + 5 Xs)
= Cp -+ CAletk + XHkXVlc =+ hQXgXHk + thVk + hlth(;

l
- Ay Z 8k,i(Xywi (Xa) + Xpui(Xz) + Xavi(Xz))
1=0

Since ay,, by, =1, there is (ag+h/ )by, X,, in the left form, and there is h1 X,
in the right form, (ag + h})b,, = h1, by = —ag + a,, hi, and H(G(—%) A}"*)
= —ag + au, H(Ag). Since H is linear collision resistant, it is hard to find
non trivial —a¢ and a,,. Hence ap = 0, and a,, = 1. Similarly, Since there
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is (bs + hb)a,, XsX,, in the left form, and there is hoXs5X,, in the right
form, (bs + h5)a,, = ha, hy = —bs + by, ha, and H(HbOH_(_b5)BZV") = —bs +
by, H(Bg). Since H is collision resistant, it is hard to find non trivial by such
that ’H(HbOHbéBZ"’“) = H(Hb‘fBz"’“). Hence by = 0. In addition, since H is
linear collision resistant, it is hard to find non trivial —bs and b,, satisfying
H(H~ ") B ) = —bs + b, H(By). Hence by = 0, and b,, = 1.

Consequently, a(X) = X, and b(X) = X,, . Since ui(Xw)ézl are linearly
independent, we see for i = 1,...,[ that s; = s ;. In other words, the adversary
has recycled the k-th instance m = m, and the proof (A, B,C) = (A, Bk, Ck).
The same conclusion is obtained if bp, # 0.

Next, suppose for all j = 1,...,q that a4, = bp, = 0. Since there is X, Xp
in the right form, aq,bg = 1.

In the right form of (7), there are only Xg, XgX,, XgX,, and Xgu;(X;)
related with Xp, a(X) = ag + aaXa + 31y ayai X, X2 0(X) = by + bs X5 +
bs Xs + E;:()lb,ymi XWX; since there is no X, X, in the right form. We are now
left with

n—1
C(X) =co+ coXo+ CﬁXﬁ +cs X5+ cas XaXs + Z C'ymiX'ngic
=0
n—1 n—1
+ ) e XX XL+ ) g Xy X5 XL
=0 1=0

l
+ Z Cs; (X'ywi(Xx) + Xﬁuz(Xl) + XO/Ui(Xx))
1=0

+ Y e (X2wi(Xa) + XpXyui (X)) + XoXy0i(X,))
i=l+1
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In (7),
n—1 ) n—1 .
(@0Xa+ a0+ D 0o Xy X0+ 1) (bp X5 +bo + Y byas Xy X + (bs + hh) Xs)
1=0 =0

l
= XoXpg+ X'vz As; (X’ywi(Xz) + XBuz(XT) + Xavi(X2))
1=0
n—1
+co+ caXa + CﬁX@ 4+ cs Xs + cas XaXs + Z C,mz‘X,yX;
1=0
n—1 n—1
+ ) XX XE 4+ o0 Xy X5 X
1=0 =0

l
+ Z cs, (Xywi(Xa) + Xpui(Xe) + Xavi(Xe))

1=0

m
+ )7 e (X2wi(Xa) + XpXqui (Xy) + XoX,0i(X,))
i=l+1

Define for i =1 +1,...,m that s; = ¢5,. The terms involving Xz X, X’ now
give us by 31 a4y, X2 = 7 siui(X,) in the left form. In addition, the terms
involving X, X, X! provide aq Y1 byai Xi = S0 si05(X,) in the left form.
The terms involving X$ produce

n—1 n—1

X0 ) siui(Xe) - Xy Y sivi(Xa) = X2aabs (D ayp X0)(D  byue X
=0 =0

i=0 i=0
m n—1 )
= Xi(z Sle(XbL) + t(Xl)Z C,-y2tmiX;)
i=0 i=0
Defining h(X,) = Z?;Ol Cy24i X5 we see that this means (s;41,...,8m,) is a

witness for the instance (s1,...,s;) (the extracted witness may be one of many
possible valid witnesses).



