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Abstract

zk-SNARK constructions that utilize an updatable universal structured reference
string remove one of the main obstacles in deploying zk-SNARKs|GKM™|. The
important work of Maller et al. [MBKMI9] presented Sonic - the first potentially
practical zk-SNARK with fully succinct verification for general arithmetic circuits
with such an SRS. However, the version of Sonic enabling fully succinct verification
still requires relatively high proof construction overheads. We present a universal
SNARK construction with fully succinct verification, and significantly lower prover
running time (roughly 7.5-20 less group exponentiations than [MBKM19] in the fully
succinct verifier mode depending on circuit structure).

Similarly to [MBKMI9] we rely on a permutation argument based on Bayer and
Groth [BGI12]. However, we focus on “Evaluations on a subgroup rather than co-
efficients of monomials”; which enables simplifying both the permutation argument
and the arithmetization step.

1 Introduction

Due to real-world deployments of zk-SNARKS, it has become of significant interest to
have the structured reference string (SRS) be constructible in a “universal and updat-
able” fashion. Meaning that the same SRS can be used for statements about all circuits
of a certain bounded size; and that at any point in time the SRS can be updated by a
new party, such that the honesty of only one party from all updaters up to that point is
required for soundness. For brevity, let us call a zk-SNARK with such a setup process
universal.

For the purpose of this introduction, let us say a zk-SNARK for circuit satisfiability
is fully succinct if



1. The preprocessingﬂ phase/SRS generation run time is quasilinear in circuit size.
2. The prover run time is quasilinear in circuit size.
3. The proof length is logarithmi(ﬂ in circuit size.

4. The verifier run time is polylogarithmic in circuit sizeE|

Maller et al. [MBKMI9| constructed for the first time a universal fully succinct zk-
SNARK for circuit satisfiability, called Sonic.

[MBKM19] also give a version of Sonic with dramatically improved prover run time,
at the expense of efficient verification only in a certain amortized sense.

1.1 Our results

In this work we give a universal fully-succinct zk-SNARK with significantly improved
prover run time compared to fully-succinct Sonic.

At a high level our improvements stem from a more direct arithmetization of a circuit
as compared to the [BCCT16|-inspired arithmetization of [MBKMT9]. This is combined
with a permutation argument over univariate evaluations on a multiplicative subgroup
rather than over coefficients of a bivariate polynomial as in [MBKM19].

In a nutshell, one reason multiplicative subgroups are useful is that several proto-
cols, including Sonic, use a permutation argument based on Bayer and Groth [BG12).
Ultimately, in the “grand product argument”, this reduces to checking relations between
coefficients of polynomials at “neighbouring monomials”.

We observe that if we think of the points z, g-x as neighbours, where g is a generator
of a multiplicative subgroup of a field I, it is very convenient to check relations between
different polynomials at such pairs of points.

A related convenience is that multiplicative subgroups interact well with Lagrange
bases. For example, suppose H C F is a multiplicative subgroup of order n + 1, and
x € H. The polynomial L, of degree at most n that vanishes on H \ {z} and has
f(x) =1, has a very sparse representation of the form

Cx n+1l _
Lx<X) = (();_z)l),

for a constant c¢,. This is beneficial when constructing an efficiently verifiable [BG12]-
style permutation argument in terms of polynomial identities.

"'We use the term SNARK in this paper for what is sometimes called a “SNARK with preprocess-
ing” (see e.g. [GGPRI13]) where one allows a one-time verifier computation that is polynomial rather
than polylogarithmic in the circuit size. In return, the SNARK is expected to work for all non-uniform
circuits, rather than only statements about uniform computation.

2From a theoretical point of view, polylogarithmic proof length is more natural; but logarithmic
nicely captures recent constructions with a constant number of group elements, and sometimes is a good
indication of the “practicality barrier”.

3In many definitions, only proof size is required to be polylogarithmic. For example, in the terminology
of [GGPR13], additionally requiring polylogarithmic verifier run time means the SNARK is unsubtle.



1.2 Efficiency Analysis

We compare the performance of this work to the state of the art, both for non-universal
SNARKSs and universal SNARKSs. At the time of publication, the only fully succinct uni-
versal SNARK construction is (the fully-succinct version of) the Sonic protocol [MBKMI19].
This protocol requires the prover compute 273n G group exponentiations, where n is
the number of multiplication gates. In fully-succinct Sonic, every wire can only be used
in three linear relationships, requiring the addition of ‘dummy’ multiplication gates to
accommodate wires used in more than three addition gates. This increase in the mul-
tiplication gate count is factored into the prover computation estimate (see [MBKM19]
for full details).

Our universal SNARK requires the prover to compute 6 polynomial commitments,
combined with two opening proofs to evaluate the polynomial commitments at a random
challenge point. There are two “flavours”of xplonksx* to suit the tastes of the user. By
increasing the proof size by two group elements, the total prover computations can be
reduced by =~ 10%. The combined degree of the polynomials is either 9(n + a) (larger
proofs) or 11(n + a) (smaller proofs, reduced verifier work), where n is the number of
multiplication gates and a is the number of addition gates. Currently, the most effi-
cient fully-succinct SNARK construction available is Groth’s 2016 construction [Grol6],
which requires a unique, non-updateable CRS per circuit. Proof construction times are
dominated by 3n +m G; and n Go group exponentiations. If we assume that one Go
exponentiation is equivalent to three Gy exponentiations, this yields 6n + m equivalent
G group exponentiations.

Performing a direct comparison between these SNARK arithmetisations requires
some admittedly subjective assumptions. When evaluating common circuits, we found
that the number of addition gates is 2x the number of multiplication gates, however
circuits that are optimized under the assumption that addition gates are ‘free’ (as is
common in R1CS based systems like [Grol6]) will give worse estimates.

At one extreme, for a circuit containing no addition gates and only fan-in-2 mul-
tiplication gates, our universal SNARK proofs require = 1.1 times more prover work
than [Grol6], and ~ 30 fewer prover work than Sonic. If a = 2n, the ratios change to
~~ 2.25 times more prover work than [Grol6], and &~ 10 times less work than Sonic. If
a = 5n, this changes to &~ 3 times more work than [Grol6], and = 5 times less work than
Sonic. We should note that these comparisons are only comparing the required number
of group exponentiations.

We also note that the degree of xplonkx*’s structured reference string is equal to
the number of gates in a circuit (if one uses the ”fast” flavour of #plonksx). This is a
significant reduction in the SRS size compared to the state of the art.

When comparing proof construction, we also include the number of field multiplica-
tions for *plonksx, as the number of fast-fourier-transforms required to construct proofs
is non-trivial. All other succinct universal SNARK constructions also have high FFT
transform costs, however given the difficulty of finding hard numbers, we cannot include
them in the above table. Qualitative analysis suggests that the FFTs consume slightly



Table 1: Prover comparison. m = number of wires, n = number of multiplication gates,
a = number of addition gates

size < d size =n prover proof
SRS CRS/SRS work length succinct | universal
Groth’16 - 3n+m Gy 3n +m— LGy exp, 2G1,1Gy |V X
n Go exp

Sonic (helped) 12d Gy, 12d Gy | 12n G, 18n Gy exp 4Gy, 2TF X v
Sonic (succinct) 4d Gy, 4d Go 36m Gy 273n Gy exp 20Gy, 16 F | v/ v
Auroralight 2d Gy, 2d Gy 2n Gy 8n Gy exp 6Gy,4F X v

o ] 11n +11a Gy exp ,
This work (small) 3d Gy, 1 Gy 3n+3a Gy, 1 Go ~ 54(n + a)log(n + a) F mul TGy, 7TF v v

I S 9In+9a Gy exp ,
This work (fast prover) | d Gy, 1 Go n+a Gy, 1 Ge ~ 54(n + a)log(n + a) F mul 9G, 7TF v v

less compute time than the G; group exponentiations. More details on the number of
field multiplications are given in section [1.3]

Verifier computation per proof is shown in table Only two bilinear pairing opera-
tions are required, due to the simple structure of the committed prover polynomials. In
addition, the Gs elements in each pairing are fixed, enabling optimizations that reduce
pairing computation time by ~ 30% [CS10].

Table 2: Verifier comparison per proof, P=pairing, /=num of pub inputs. For non-
succinct protocols, additional helper work is specified

extra verifier
verifier elem. from work in
work helper helper mode
Groth’16 3P, ¢ Gy exp |- -
Sonic (helped) 10P 3Gy, 2F 4P
Sonic (succinct) 13P - -
Auroralight 5P,6 Giexp |8Gy, 1I0F 12P
This work (small) 2P, 16 Gy exp | - -
This work (fast prover) | 2P, 18 Gy exp | - -




1.3 Performance and Benchmarks
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Figure 1: Benchmarks for test xplonk:x circuits using the BN254 curve. Does not include
witness generation. Tests performed on a Surface pro 6 with 16GB RAM and a core
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the Barretenberg ecc library.

Even for circuits with over a million gates, *xplonkx* proofs are capable of being con-
structed on consumer-grade hardware in under 23 seconds. This marks a significant
advancement in the efficiency of universal SNARKS, which are now practical for a wide

range of real-world use-cases.
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Figure [I| provides some estimates for the time required to construct and verify
xplonk* proofs. The benchmarks in question utilize the BN254 elliptic curve, using


https://github.com/AztecProtocol/barretenberg

Circuit preprocessing is a one-off computation, required for each program codified into
a splonkx circuit. This step generates the polynomial commitments to the ‘selector’
polynomials required to verify proofs.

When constructing proofs, the time taken to perform the required fast fourier trans-
forms is comparable to the time taken for elliptic curve scalar multiplications. The
number of field multiplications in table [1] is obtained from 8 FFTs of size 4n, 5 FFTs of
size 2n and 12 FFTs of size n.

The number of FFT transforms can be significantly reduced, if a circuit’s preprocessed
polynomials are provided as evaluations over the 4n’th roots of unity (instead of in
Lagrange-base form). However, given this dramatically increases the amount of infor-
mation required to construct proofs, we omit this optimisation from our benchmarks.

2 Preliminaries

2.1 Terminology and Conventions

We assume our field F is of prime order. We denote by F_4[X] the set of univariate
polynomials over F of degree smaller than d. We assume all algorithms described receive
as an implicit parameter the security parameter .

Whenever we use the term “efficient”, we mean an algorithm running in time poly(\).
Furthermore, we assume an “object generator” O that is run with input A before all
protocols, and returns all fields and groups used. Specifically, in our protocol O(\) =
(F,G1,Go, Gy, e, g1, g2, g1) where

e F is a prime field of super-polynomial size r = A¥() .

o G1,Go, Gy are all groups of size r, and e is an efficiently computable non-degenerate
pairing e : G1 X Go — Gy.

e g1, g2 are uniformly chosen generators such that e(gi1, g2) = g

We usually let the A parameter be implicit, i.e. write F instead of F(X). We write G;
and G additively. We use the notations [z], := x - g1 and [z], := z - ga.

We often denote by [n] the integers {1,...,n}. We use the acronym e.w.p for “except
with probability”; i.e. e.w.p 7 means with probability at least 1 — ~.

universal SRS-based public-coin protocols We describe public-coin (meaning the verifier
messages are uniformly chosen) interactive protocols between a prover and verifier; when
deriving results for non-interactive protocols, we implicitly assume we can get a proof
length equal to the total communication of the prover, using the Fiat-Shamir transform/a
random oracle. Using this reduction between interactive and non-interactive protocols,
we can refer to the “proof length” of an interactive protocol.



We allow our protocols to have access to a structured reference string (SRS) that
can be derived in deterministic poly(\)-time from an “SRS of monomials” of the form
{ [ml] 1}a§z’§b’ { [xi]Z}cgigd’ for uniform = € F, and some integers a, b, ¢, d with absolute
value bounded by poly(\). It then follows from Bowe et al. [BGMIT] that the required
SRS can be derived in a universal and updatable setup requiring only one honest par-
ticipant; in the sense that an adversary controlling all but one of the participants in
the setup does not gain more than a negl(\) advantage in its probability of producing a
proof of any statement.

For notational simplicity, we sometimes use the SRS srs as an implicit parameter in

protocols, and do not explicitly write it.

2.2 Analysis in the AGM model

For security analysis we will use the Algebraic Group Model of Fuchsbauer, Kiltz and
Loss[FKL18]. In our protocols, by an algebraic adversary A in an SRS-based protocol
we mean a poly(\)-time algorithm which satisfies the following.

e For i € {1,2}, whenever A outputs an element A € G;, it also outputs a vector v
over [ such that A =< v, srs; >.

Idealized verifier checks for algebraic adversaries We introduce some terminology to cap-
ture the advantage of analysis in the AGM.

First we say our srs has degree @ if all elements of srs; are of the form [f(z)], for f €
F.g[X] and uniform 2 € F. In the following discussion let us assume we are executing a
protocol with a degree () SRS, and denote by f; ; the corresponding polynomial for the
j’th element of srs;.

Denote by a,b the vectors of F-elements whose encodings in Gi1,Gy an algebraic
adversary A outputs during a protocol execution; e.g., the j'th G; element output by A
is [aj]l.

By a “real pairing check” we mean a check of the form

(@a-T1) (T -b) =0

for some matrices 11,75 over F. Note that such a check can indeed be done efficiently
given the encoded elements and the pairing function e : G; X Gy — Gy.

Given such a “real pairing check”, and the adversary A and protocol execution during
which the elements were output, define the corresponding “ideal check” as follows. Since
A is algebraic when he outputs [a;], he also outputs a vector v such that, from linearity,
aj = > vefie(x) = R; j(z) for R; j(X) := > vifis(X). Denote, for i € {1,2} the vector
of polynomials R; = (R;;);. The corresponding ideal check, checks as a polynomial
identity whether

(Rl . Tl) . (T2 . Rg) =0

The following lemma is inspired by [FKLI18]’s analysis of [Grol6], and tells us that
for soundness analysis against algebraic adversaries it suffices to look at ideal checks.
Before stating the lemma we define the @Q-DLOG assumption similarly to [FKLIS].



Definition 2.1. Fiz integer Q. The Q-DLOG assumption for (G, Gs) states that given

1]y, [zl ,- .., [mQ]l,[l]Q,[x]Q,..., [xQ]Q

for uniformly chosen x € F, the probability of an efficient A outputting x is negl(\).

Lemma 2.2. Assume the Q-DLOG for (G1,Gs). Given an algebraic adversary A partic-
ipating in a protocol with a degree QQ SRS, the probability of any real pairing check passing
is larger by at most an additive negl(X\) factor than the probability the corresponding ideal
check holds.

Proof. Let v be the difference between the satisfiability of the real and ideal check. We
describe an adversary A* for the Q-DLOG problem that succeeds with probability ~;
this implies v = negl(\). A* receives the challenge

1]y, [zl ,- .., [mQ]l,[l]Q,[x]Q,..., [SEQ]Q

and constructs using group operations the correct SRS for the protocol. Now A* runs
the protocol with A, simulating the verifier role. Note that as A* receives from A the
vectors of coefficients v, he can compute the polynomials {R;;} and check if we are in
the case that the real check passed but ideal check failed. In case we are in this event,

A* computes
R = (Rl . Tl)(Tg . Rg)

We have that R € F<9g[X] is a non-zero polynomial for which R(z) = 0. Thus A* can
factor R and find x. O

Knowlege soundness in the Algebraic Group Model We say a protocol & between a
prover P and verifier V for a relation R has Knowledge Soundness in the Algebraic
Group Model if there exists an efficient E such that the probability of any algebraic
adversary A winning the following game is negl()).

1. A chooses input x and plays the role of P in & with input x.

2. E given access to all of A’s messages during the protocol (including the coefficients
of the linear combinations) outputs w.

3. A wins if

(a) V outputs acc at the end of the protocol, and
(b) (x,w) & R.



3 A batched version of the [KZG10] scheme

Crucial to the efficiency of our protocol is a batched version of the [KZG10|] polynomial
commitment scheme similar to Appendix C of [MBKM19], allowing to query multiple
committed polynomials at multiple points. We begin by defining polynomial commit-
ment schemes in a manner conducive to our protocol. Specifically, we define the open
procedure in a batched setting having multiple polynomials and evaluation points.

Definition 3.1. A d-polynomial commitment scheme consists of
e gen(d) - a randomized algorithm that outputs an SRS srs.

e com(f,srs) - that given a polynomial f € F_4[X] returns a commitment cm to f.

o A public coin protocol open between parties Ppc and Vpc. Ppc is given fi,..., ft €
F_4[X]. Ppc and Vpc are both given integer t = poly(X), cmy,...,cm; - the alleged
commitments to fi,...,ft, z1,...,2t € F and s1,...,s; € F - the alleged correct

openings f1(z1),..., fi(zt). At the end of the protocol Vpc outputs acc or rej.
such that

e Completeness: Fix integer t, z1,...,z € F, f1,..., ft € F.q[X]. Suppose that
for each i € [t], cm; = com(fi,srs). Then if open is run correctly with values
t,{cm;, z;, 8; = fi(z)}ie[t], Vpc outputs acc with probability one.

e Knowledge soundness in the algebraic group model: There exists an effi-
cient E such that for any algebraic adversary A the probability of A winning the
following game is negl(\) over the randomness of A and gen.

1. Given srs, A outputs t,cmy,...,cm;.

2. E, given access to the messages of A during the previous step, outputs f1,..., fi €
F4[X].

3. A outputs z1,...,z €F, s1,...,8 € F.

4. A takes the part of Ppc in the protocol open with inputs cmy, ..., CMy, 21, ... 24, 81, - - -

5. A wins if

— Vpc outputs acc at the end of the protocol.
— For some i € [t], s; # fi(zi).

We describe the following scheme based on [KZG10, MBKM19].

1. gen(d) - choose uniform z € F. Output srs = ([1];, [z]; ..., [z971] |, [1],, [2],).
2. com(f,srs) := [f(z)];.
3. We first describe the open protocol in the case z; = ... = z; = 2.

open({cmi}, {zi}, {si}):

, St-



(a) Vpc sends random v € F.
(b) Ppc computes the polynomial

and using srs computes and sends W := [h(x)];.

(¢) Vpc computes the elements

F::Z’yi-cmi,v:: Z’yi‘si

i€t] i€(t] 1
(d) Vpc outputs acc if and only if
e(F —u,[ly) - e(=W, [z - z],) = 1.

We argue knowledge soundness for the above protocol. More precisely, we argue
the existence of an efficient &/ such that an algebraic adversary A can only win the
KS game w.p. negl(\) when restricting itself to choosing z = z1 = ... = z.

Let A be such an algebraic adversary.

A begins by outputting cmy, ..., cm;. Each cm; is a linear combination Z;-l;(l) aj [:L'j ]
E, who is given the coefficients {a; ;}, simply outputs the polynomials

1

d—1
filX) = Zam - X7,
=0

A now outputs z, s1,...,s € F. Assume that for some i € [t], f;i(z) # s;. We show
that for any strategy of A from this point, Vpe, outputs acc w.p negl(\).

In the first step of open, Vo), chooses a random ~ € F. Define

f(X) = nyi-fi(X),s = Z’yi'si.

i€(t] i€t

We have that e.w.p. t/|F|, f(z) # s. Now A outputs W = H(x) for some
H € F_4[X]. According to Lemma it suffices to upper bound the probability
that the ideal check corresponding to the real pairing check in the protocol passes.
It has the form

f(X)—s=H(X)(X —2).

The check passing implies that f(X) — s is divisible by (X — z), which implies
f(2) = s. Thus the ideal check can only pass w.p. negl()\) over the randomness of
Vpoly, which implies the same thing for the real check according to Lemma

10



The open protocol for multiple evaluation points simply consists of running in par-
allel the open protocol for each evaluation point and the polynomials evaluated at
that point. And then applying a generic method for batch randomized evaluation
of pairing equations. For notational simplicity we describe the open protocol ex-
plicitly only in the case of two distinct evaluation points among 21, . . ., z; (this also
happens to be our case in the main protocol). For this, let us denote the distinct
evaluation points by z, 2z’ and by ¢1,t2 the number of polynomials and by f;, f/ the
7’th polynomial to be evaluated at z, 2’ respectively.

open({emi, emi} {2, 2"}, {si, s7}):

(a) Vpc sends random v+', € F.
(b) Ppc computes the polynomials

t1

h(X) — Z,yi—l . fl(X) — fl(z)

, X —z

=1

2 (X)) — fI(2
h/(X) ::Z,ylz—l_fz()g_ﬁj(z)

=1

and using srs computes and sends W := [h(z)], , W' = [V (z)],.
(¢) Vpc chooses random r, 7’ € F.

(d) Vpoly computes the element

Fomr | > 4 eemi— | Y s [ Do emi = | Yy

i€[t1] i€[t1] 1 i€[ta] i€[ta]
Vpc computes outputs acc if and only if
e(F+rz-W+r'2 - W ], e(-=r-W—7r"-W,[z],) =1

We summarize the efficiency properties of this batched version of the [KZG10]
scheme.

Lemma 3.2. Fix positive integer d. There is a d-polynomial commitment scheme

< such that

(a) Forn <d and f € F.,[X], computing com(f) requires n G1-exponentiations.
(b) Given z = (21,...,2;) € F' f1,..., fy € F4[X], denote by t* the number
of distinct values in z; and for i € [t*], d; = max{deg(fi)};cq, where S;
is the set of indices j such that z; equals the i’th distinct point in z. Let
cm; = com(f;). Then open ({cmy, fi, zi, si}) requires
. Zie[t*} d; G1-exponentiations of Ppoly.
ii. t+t* Gy-exponentiations and 2 pairings of Vpoly-

11
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4 ldealised low-degree protocols

We define a limited type of protocol between a prover and a verifier to cleanly capture
and abstract the use of a polynomial commitment scheme such as [KZG10]. In this
protocol, the prover sends low-degree polynomials to a third trusted party Z. The
verifier may then ask Z whether certain identites hold between the prover’s polynomials,
and additional predefined polynomials known to the verifier.

Definition 4.1. Fiz a positive integers d, D,t, . A (d,D,t,{)-polynomial protocol is
a multiround protocol between a prover Ppoy, verifier Voo, and trusted party 1 that
proceeds as follows.

1. The protocol definition includes a set of preprocessed polynomials gi,...,9s €
Fa[X].

2. The messages of Ppoy are sent to I and are of the form f for f € Feq[X]. If Pyoly
sends a message not of this form, the protocol is aborted.

3. The messages of Vpoly to Ppoly are arbitrary (but we will concentrate on public coin
protocols where the messages are simply random coins).

4. At the end of the protocol, suppose fi,...,ft are the polynomials that were sent
Jrom Ppuoyy to L. Voo, may ask I if certain polynomial identities holds between
Toee s ftaG1ye- 0o}, ere each identity is of the form
f f Wh h identity is of the f

F(X):=GX,hi(vi(X)),...,hp(vm(X))) =0,

fOT some h; € {flv"'vftvgla"wgf}} G e ]F[XaXla"'vXM]; V1,..., UM € IE‘<d[‘XV]
such that F' € F.p[X] for every choice of fi,..., fi made by Py, when following
the protocol correctly.

5. After receiving the answers from I regarding the identities, Voo, outputs acc if all
identities hold, and outputs rej otherwise.

Remark 4.2. A more expressive model would be to have Pooy send messages (f,n)
for n < d to T instead of just f; and have I enforce f € F.,[X]. We avoid doing
this as this extra power is not needed for our protocol, and results in reduced efficiency
as it translates to needing to use a polynomial commitment scheme with the ability to
dynamically enforce a smaller than d degree bound (as the [MBKM19]-variant of [KZG10]
is able to do).

We define polynomial protocols for relations in the natural way.

Definition 4.3. Given a relation R, a polynomial protocol for R is a polynomial pro-
tocol with the following additional properties.

1. At the beginning of the protocol, Pyol, and Voo are both additionally given an
input x. The description of Ppoly assumes possession of w such that (x,w) € R.

12



2. Completeness: If Pyoly follows the protocol correctly using a witness w for x,
Vpoly accepts with probability one.

3. Knowledge Soundness: There exists an efficient E, that given access to the
messages of Ppoly to I outputs w such that, for any strategy of Pyoly, the probability
of the following event is negl(\).

(a) Vpoly outputs acc at the end of the protocol, and
(b) (x,w) ¢ R.

Remark 4.4. We intentionally do not define a zero-knowlege property for idealized
protocols, as acheiving ZK will depend on how much information on the polynomials
sent to T is leaked in the final “compiled” protocol. This in turn depends on specific
details of the polynomial commitment scheme used for compilation.

4.1 Polynomial protocols on ranges

In our protocol V), actually needs to check if certain polynomial equations hold on a
certain range of input values, rather than as a polynomial identity. Motivated by this,
for a subset S C IF, we define an S-ranged (d, D,t,{)-polynomial protocol identically to
a (d, D,t,¢)-polynomial protocol, except that the verifier asks if his identities hold on
all points of S, rather than identically. We then define ranged polynomial protocols for
relations in the exact same way as in Definition [£.3]

We show that converting a ranged protocol to a polynomial protocol only incurs one
additional prover polynomial.

Lemma 4.5. Let & be an S-ranged (d, D,t,{)-polynomial protocol for R. Then we can
construct a (max {d,|S|,D —|S|},D,t+ 1,¢+ 1)-polynomial protocol Z* for R.

For the lemma, we use the following simple claim.

Claim 4.6. Fiz Fy,...,F, € Fo,[X]. Fix Z € F.,[X]. Suppose that for some i € [k],
Z 1 F;. Then e.w.p 1/|F| over uniform ay,...,a € F, Z doesn’t divide

k
F:=) a;-Fj.
j=1

Proof. Z|F is equivalent to F' mod Z = 0. Denoting R := F; mod Z, we have that
R # 0; i.e. R isn’t the zero polynomial. And we have

k
F = Z aj-Fj+a;-R (mod 2)
J=1,j#1

Thus, for any fixing of {a; }j ; there is at most one value a; € F such that ' mod Z = 0.
The claim follows. O

13



Proof. (Of Lemma Let & be the S-ranged (d, D,t,¥)-polynomial protocol. We
construct the protocol &2*. The set of preprocessed polynomials in &7* are the same as
in & with the addition of Zg(X) := [[,cq(X —a). &* proceeds exactly as & until the
point where V), asks about identites on S. Suppose that the £ identities the verifier
asks about are Fy(X),..., Fi(X) (where each F; is of total degree at most D and of the
form described in Definition . Z* now proceeds as follows:

Vpoly sends uniform aq,...,a; € F to Ppgyy.

Ppoly computes the polynomial 1" := 2316[57]:

Ppoly sends T' to Z.

Vpoly queries the identity

> a4 F(X)=T-Zg
i€[k]

It follows from Claim m that ew.p. 1/|F| over Vy,qy's choice of ay,...,ay, the
existence of an appropriate T' € F[X] is equivalent to Fi, ..., Fy vanishing on S. This in
turn is equivalent to Vo, outputting acc in the analogous execution of &. 0

4.2 From polynomial protocols to protocols against algebraic adversaries

We wish to use the polynomial commitment scheme of Section [3|to compile a polynomial
protocol into one with knowledge soundness in the algebraic group model (in the sense
defined in Section [2.2)).

For the purpose of capturing the efficiency of the transformation, we first define
somewhat technical measures of the (d, D, t, ¢)-polynomial protocol Z.

For i € [t], let d; be the maximal degree of f; sent by an honest prover in &?. Assume
only one identity G(X, hi(vi(X)),..., har(var(X))) = 0 is checked by Vi, in &.

For i € [M], let d; be the “matching” d;. That is d; = d; if h; = f;, and d; = deg(g;)
if hl =4j-

Let t* = t*(Z) be the number of distinct polynomials amongst wv1,...,va. Let
S1U...USp = [M] be a partition of [M] according to the distinct values. For j € [t¥],
let e; := max {d;}iesj

Finally, define e(2) := > ,cy(di + 1) + 325 €5-

Lemma 4.7. Let & be a public coin (d,D,t,£)-polynomial protocol for a relation R
where only one identity is checked by Vpoy. Then we can construct a protocol * for R
with knowledge soundness in the Algebraic Group Model under 2d-DLOG such that

1. The prover P in P* requires e(Z?) Gi-exponentiations.

2. The total prover communication consists of t + t*(2?) Gi elements and M F-
elements.

14



3. The verifier V requires t + t*(Z?) Gi-exponentiations, two pairings and one eval-
uation of G.

Proof. Let . = (gen,com,open) be the d-polynomial commitment scheme described in

Lemmal[3.2] The SRS of 22* includes srs = gen(d), with the addition of {com(g1), ..., com(gs)}.
Given & we describe &7*. P and V behave identically to Ppoy and Vi, except in

the following two cases.

e Whenever P, sends a polynomial f; € F4[X] toZ in &, P sends cm; = com( f;)
to V.

e Let vf,..., v} be the distinct polynomials amongst v1,...,vy. When Vi, asks
about the identity

F(X):=GX,h(v1(X)),...,hp(vp(X))) =0,

V chooses random z € F, computes vj(z), ..., v/ (z), and sends z to P.
P replies with {s;};c(5/, which are the alleged values hi (v1(x)), ..., har (var ().

V engages in the protocol open with P to verify the correctness of {s;}

-0 N

V outputs acc if and only if
G(z,s1,...,80m) = 0.

The efficiency claims about &?* follow directly from Lemma [3.2

To prove the claim about knowledge soundness in the AGM we must describe the
extractor E for the protocol &2*. For this purpose, let E5 be the extractor of the
protocol &2 as guaranteed to exist from Definition and E & be the extractor for the
Knowledge Soundness game of . as in Definition (3.1

Now assume an algebraic adversary A is taking the role of P in &2*.

1. E sends the commitments cmy,...,cm; to £ and receives in return fi,..., f; €

2. E plays the role of Z in interaction with E 45, sending him the polynomials f1, ..., f:.
3. When E 4 outputs w, E also outputs w.
Now let us define two events (over the randomness of V,. A and gen):

1. We think of an adversary Ag participating in &, and using the polynomials
fi,---, fr as their messages to Z. We define A to be the event that the identity F
held, but (x,w) ¢ R. By the KS of &, Pr(A4) = negl(A).

2. We let B be the event that for some i € [M], h;(vi(x)) # s;, and at the same time
Vpc has output acc when open was run as a subroutine in Step [3] By the KS of
7, Pr(B) = negl()\).

15



Now look at the event C' that V outputs acc, but E failed in the sense that (x,w) ¢ R.
We split C' into two events.

1. A or B also happened - this has negl(\) probability.

2. C happened but not A or B. This means F is not the zero polynomial, but
F(z) = 0; which happens w.p. negl()).

O]

Reducing the number of field elements We describe an optimization by Mary Maller, to
reduce the number of F-elements in the proof from M. To describe the general method,
we must define another technical measure of a polynomial protocol. We assume again
(mainly for simplicity) that Vpe, checks only one identity F. Now define r(Z?) to be
the minimal size of a subset S C [M] such that

e ([M]\ S) C S; for one of the subsets S; of the partition described before Lemma
4.7

e The polynomial G such that
F(X):=GX,h(v1(X)),...,hpr(vp(X)))

has degree zero or one as a polynomial in the variables { X }j €[M)\S whose coeffi-

cients are polynomials in X and {X; }j cs-

Assume & is such that r:=r(Z) < M

We claim that the reduction of Lemma|4.7|can be changed such that only r F-elements
are sent by P.

1. P now sends only {s; = h;(vi(x))};cq-

2. Now let L be the restriction G|x—z.x,=s,ics. V and P use {com(fi}ie[s], and the
linearity of com, to compute the commitment to the corresponding restriction Ff,
of F.

3. V computes the unique value s = F,(v}(x)), that will imply F(z) = 0, assuming
correctness of {s;};cq-

4. Now P and V engage in the protocol open to verify the correctness of {s;},.gU{s}.

5 Polynomial protocols for identifying permutations

At the heart our universal SNARK is a “permutation check” inspired by the permutation
argument originally presented by Bayer and Groth [BG12] and its variants in [BCC™16,
MBEKM19]. Again, our main advantage over [MBKM19] is getting a simpler protocol by
working with univariate polynomials and multiplicative subgroups.
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Degree bounds: We use two integer parameters n < d. Intuitively, n is the degree of the
honest prover’s polynomials, and d is the bound we actually enforce on malicious provers.
Accordingly, we assume degree bound n while analyzing prover efficiency and describing
“official” protocol inputs; but allow degree bound d while analyzing soundness.

We assume the existence of a multiplicative subgroup H C F of order n + 1 with
generator g, and denote by H* the subset of H of the form {g, g2 ... ,g”}.

For i € [n + 1], we denote by L;(X) the element of F_,1[X] with L;(g’) = 1 and
Li(a) = 0 for a € H different from g, i.e. {Li}icpn+1) is a Lagrange basis for H

One thing to note is that the {L;} can “reduce point checks to range checks”. More
precisely, the following claim follows directly from the definition of {L;}.

Claim 5.1. Fiz i € [n], and Z,Z* € F[X]. Then Li(a)(Z(a) — Z*(a)) = O for each
a € H* if and only if Z(g') = Z*(g").

For f,g € F.4q[X]| and a permutation o : [n] — [n], we write g = o(f) if for each

ac H* g(g') = f(g"").
We present a ranged polynomial protocol enabling Pqy to prove that g = o(f).

Preprocessed polynomials: The polynomial Sip € F_,,[X] defined by Sip(g?) = i for each
i € [n] and S, € F_,[X] defined by S,(g’) = o(i) for each i € [n].

Inputs:  f,g € F,,[X]

Protocol:
1. Vpoly chooses random 3, € F and sends them to Pyqyy.
2. Let f':=f+B-Sp+7,9 =9+ 5-Ss+~. That is, for i € [n]
f'(g)=flg)+8-i+74(g)=9g(g)+8 00+~
3. Ppoly computes Z € Fop,11[X], such that Z(g) =1; and for i € {2,...,n+ 1}
2(g) = [ 1&g
1<j<i

(if one of the product elements is undefined, which happens w.p. negl(\) over 7,
we define instead Z(g’) = 0.)

4. Ppoly sends Z to Z.

41t would be more natural to work with a basis for H*, but it is more efficient to work with a basis
for H, and Claim implies this is also fine.

®Note that according to this definition there are multiple g with g = o(f). Intuitively, we think of
o(f) as the unique such g € F.,[X], but do not define this formally to avoid needing to enforce this
degree bound for efficiency reasons.
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5. Vpoly checks if for all a € H*
(a) Li(a)(Z(a) —1)=0.

(b) Z(a)f'(a) = g'(@)Z(a-g).
(¢) Lu(a)(Z(a-g) —1) = 0.

and outputs acc iff all checks hold.

Lemma 5.2. Fiz f,g € F4[X]|. For any strategy of Ppoly, the probability of Vol
outputting acc in the above protocol when g # o(f) is negl(\).

Proof. Suppose that g # o(f). By claim e.w.p negl(\) over the choice of 3,v € F,

a:=[] re)#b:= 1] 4

i€[n] i€[n]

Assume f3, were chosen such that the above holds, and also such that ¢’(g’) # 0 for
i € [n]. We show Vpoly rejects; specifically, that if the first two identites Vo, checks are
satisifed, the third must not hold.

From the first check we know that Z(g) = 1. From the second check we can show,
inductively, that for each i € {2,...,n+ 1}

zg) = [ (f'(&)/d &)

1<j<i
In particular,
a/b=Z(g"t") # 1.
Hence the third check, being equivalent to Z(g"*!) = 1, must fail. O

5.1 Checking “extended” permutations

In our protocol, we in fact need to check a permutation “across” the values of several
polynomials. Let us define this setting formally. Suppose we now have mutliple poly-
nomials fi,..., fr € F.4[X] and a permutation o : [kn] — [kn]. For (g1,...,9x) €
(Fq[X])", we say that (g1,...,g5) = 0(fi,--., fx) if the following holds.

Define the sequences (f(1y, - fin))s (9(1), - -+ 9(en)) € Fkn by

f((j—1)~n+i) = fj(gi)v.g((j—l)-n—&-i) = gj(gi),

for each j € [k],i € [n]. Then we have gy = f(, () for each £ € [kn].

Preprocessed polynomials:  The polynomials Sipy, ..., Sipy € F<,[X] defined by Sip (g') =
(j —1)-n+i for each i € [n].

In fact, only Sip = Sipy is actually included in the set of preprocessed polynomials,
as Sipj(x) can be computed as Sip;(x) = Sip(x) + (j — 1) - n.

For each j € [k], S¢; € Fp[X], defined by S, ;(g") = o((j —1)-n+1) for each i € [n].
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lnPUtS: fl?"‘ 7fk7gla"' y 9k S F<n[X]

Protocol:

[

. Vpoly chooses random 3,y € F and sends to Ppj.

2. Let fi:= f;+ B-Sipj +7, and g} := g; + B - Sy +~. That is, for j € [k],i € [n]
fi(&) = fi(&) +B((G = 1) - n+i) +7,95(8") = g;(&") + B-0((j = 1) - n+14) +~
3. Define f',¢" € Fop,[X] by

F1(x) = T] #X).dx) = ] g5(x).
JE(k]

Sl
4. Ppoly computes Z € Fop,11[X], such that Z(g) =1; and for i € {2,...,n+ 1}
Z(gh) = [[ #(&)/d ).
1<0<i

(if one of the product elements is undefined, which happens w.p. negl(\) over 7,
we define instead Z(g') = 0.)

5. Ppoly sends Z to 7.
6. Vpoly checks if for all a € H*
(a) Li(a)(Z(a) —1)=0.
(b) Z(a)f'(a) =g'(a)Z(a-g).
(c) Ln(a)(Z(a-g)—1)=0.
and outputs acc iff all checks hold.

Lemma 5.3. Fiz any f1,..., fx, 01, .- gk € F<q[X]| and permutation o on [kn] as inputs
to the above protocol Py. Suppose that (g1,...,9x) # o(f1,...,fx). Then, for any
strategy of Ppoly, the probability of Voo, outputting acc is negl(\).

Proof. (g1,...,9x) # o(f1,..., fr) implies that with high probability over 5,7 € F the

product F' of the values { fj’(gl)} is different from the product G of the values
je[k]ign]

! (o
{QA(g )}je[k},ie[n]' Note now that

F=]] fE).c=]]dE)
i€[n] i€[n]
and that the next steps of the protocol are identical to those in the previous protocol,

and as analyzed there - exactly check if these products are equal. O
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5.2 Checking “extended copy constraints” using a permutation

We finally come to the actual primitive that will be used in our main protocol. Let
T = {T\,...,Ts} be a partition of [kn] into disjoint blocks. Fix fi,..., fr € F-,[X].
We say that fi,..., fi copy-satisfy T if, when defining (f(1, ..., fin)) € F*" as above,
we have f(,) = f(r) whenever £, ¢ belong to the same block of 7.

We claim that the above protocol for extended permutations can be directly used for
checking whether fi,..., fi satisfy 7: Define a permutation o(7) on [kn] such that for
each block T; of T, o(T) contains a cycle going over all elements of T;. Then, (f1,..., fx)
copy-satisfy T if and only if (fi,..., fr) = o(f1,.-., fx)-

6 Constraint systems

Fix integers m, n with n < m < 2n We present a type of constraint system that captures
fan-in two arithmetic circuits of unlimited fan-out with n gates and m wires (but is more
general).

The constraint system ¢ = (V, Q) is defined as follows.

e V is of the form V = (a, b, c), where a, b, c € [m|". We think of a, b, ¢ as the left,
right and output sequence of % respectively.

e Q= (qL,qR,90,9M; qc) € (F")° where we think of qr,qr,q0,qm,qc € F" as
“selector vectors”.

We say x € F™ satisfies € if for each i € [n],

(AL)i - Xa; + (AR)i - Xb, + (40)i - X¢; + (AM)i * (Xa,Xb,) + (ac)i = 0.

To define a relation based on €, we extend it to include a positive integer ¢ < m, and
subset Z C [m] of “public inputs”. Assume without loss of generality that Z = {1,...,/¢}.

Now we can define the relation R as the set of pairs (x,w) with x € F¢,w € F~¢
such that x := (x,w) satisfies €.

We proceed to show some useful instantiations of this type of constraints.

Arithmetic circuits: A fan-in 2 circuit of n gates, each being either an addition or mul-
tiplication gate, can be captured in such a constraint system as follows.

1. m is set to be the number of wires, and each wire is associated with an index
i € [m].

For each i € [n],
2. Set a;, b;, ¢c; to be the index of left /right /output wire of the i’th gate respectively.

3. Set (qr.)i = 0,(qr)i = 0, (am)i = 1,(qo); = —1 when the i’th gate is a multipli-
cation gate.
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4. Set (qr)i = 1,(qr); = 1, (am): = 0, (qo)i = —1 when the ’th gate is an addition
gate. (Note that we can get “linear combination gates” by using other non-zero
values for (qr,);, (qr)i-)

5. Always set (qc¢); = 0.

Booleanity constraints: A common occurrence in proof systems is the need to enforce
x; € {0, 1} for some j € [m]. This is equivalent in our system to setting, for some i € [n],

a;=b;=j,(qr)i = —1,(qm): = 1,(ar): = (9o): = (qc): = 0.

Enforcing public inputs: It is quite convenient and direct to enforce values of public
inputs x1,...xg: To enforce the constraint x; = x; we set for some ¢ € [n]

a;, =j,(qL); = 1, (am)i = (qr)i = (9o)i = 0, (ac)i = —x;.

7 Main protocol

Let 4 = (V, Q) be a constraint system of the form described in Section [f] We present
our main protocol for the relation R¢. It will be convenient to first define the following
notion of the partition of €, denoted Ty, as follows.

Suppose V = (a, b, c); think of V as a vector V in [m]". For i € [m], let T; C [3n)]
be the set of indices j € [3n] such that V; = i. Now define

Te = {Ti}icpm)

We make a final definition before presenting the protocol. We say € is prepared for
¢ public inputs if for i € [(]

a;=1,(qr)i = 1, (am)i = (gr)i = (90)i =0, (ac); = 0.

Recall that H* = {g,...,g"}. We present an H*-ranged polynomial protocol for

Preprocessing: Let o = o(Ty).

The polynomials Sip1, Sip2, SiD3, So1; So2; Sz € F<p[X] as defined in the protocol of
subsection [£.1] .

Overloading notation, the polynomials qy,, qr, 90, M, Ac € F<,[X] defined for each
i € [n] by

av(g’) == (aL)i 9r(g’) = (ar)i,a0(g") = (90)i, am(g’) = (am)i ac(g’) = (ac);
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Protocol:

1. Let x € F™ be P,y ’s assignment consistent with the public input x. Ppey computes
the three polynomials fr, fr, fo € F<,[X], where for i € [n]

fL(Z) = Xai’fR(i) = wafo(i) = Xg;-

Ppoly sends fr, fr, fo to Z.

2. Ppoly and Vg run the extended permutation check protocol using the permutation
o between (fr, fr, fo) and itself. As explained in Section this exactly checks
whether (fr, fr, fo) copy-satisfies T¢.

3. Vpoly computes the “Public input polynomial”

PIX) =) —xi - Li(X)

1€[(]
4. Vyoly now checks the identity

qr. - fr +ar - fr+4d9o0- - fo+am- fr- fr+ (ac +Pl) =0,
on H*.

Theorem 7.1. The above protocol is an H*-ranged polynomial protocol for the relation
Re.

Proof. Our main task is to describe and prove correctness of an extractor E. E simply
uses the values of fr, fr, fo to construct an assignment in the natural way - e.g. ifa; = j
for some i € [n], let x; = fL(g'). Finally, E defines and outputs w := (X¢11,-- -, Xm)-
Now, let us look at the event C' where (x,w) ¢ R but Vpe, outputs acc. We split C' into
the two subevents, where (fr, fr, fo) doesn’t copy-satisfy o(%’), and where it does. The
first subevent has probability negl(\) according to the correctness of Lemma and its
use for copy-satisfiability checks as explained in Section [5.2

On the other hand, if (fr, fr, fo) copy-satisfies o(%) and the identity checked by
Vpoly holds, it must be the case that (x,w) € Re. O

Now, using Lemma [£.5] and Lemma [£.7] we get

Corollary 7.2. Let € be a constraint system of the form described in Section [6] with
parameter n. There is a protocol for the relation Ry with Knowledge Soundness in the
Algebraic Group Model such that

1. The prover P requires 11n + 2 G1-exponentiations.

2. The total prover communication consists of 7 Gy-elements and 8 F-elements[l]

5The result stated in introduction with 7 F-clements uses an additional optimization suggested by
Vitalik Buterin explained in Section
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Proof. We bound the quantities e(2),t" (), r() from Section where & is the
polynomial protocol derived from the protocol of Theorem using Lemma The
result then follows from Lemma and the discussion after. (For extra clarity, a full
self-contained description of the final protocol is given in Section )

We commit to polynomials fr, fr, fo € F<n[X],Z € Fepy1[X] and a polynomial
T € F3,[X] resulting from division by Zp+. This requires 7n + 1 Gj-exponentiations.
Then, we need to open at random x € F: fr(z), fr(x), fo(x), T(z),Sip(x),Se1(z), Sea(x)

and at - g: Z(z-g).

Note that fixing these 8 values, our identity becomes a linear polynomial L which is
a linear combination of qr,, qr, 9o, aM, ac, Z, Se3. This implies r(Z?) < 8.

It follows that

e e(#) = 1ln+ 2 - as we add to the 7n + 1 cost of commitments, the maximal
degree among the polynomial evaluated at x which is 3n plus the maximum degree
among polynomials evaluated at x/g which is n + 1.

o t*(#) =2 - as we have two distinct evaluation points.

o () <8.

8 The final protocol, rolled out

For the reader’s convenience we present the full final protocol.

Adding zero-knowledge was not explicitly discussed so far, but is implemented here:
All that is needed is essentially adding random multiples of Zg+ to the witness based-
polynomials. This does not ruin satisfiability, but creates a situation where the values
are either completely uniform or determined by verifier equations.

We explicitly define the multiplicative subgroup H as containing the (n+ 1)’th roots
of unity in F,, where w is a primitive n + 1'th root of unity and a generator of H. i.e:
H={1lw,...,0"}.

We assume that the number of gates in a circuit is no more than n — 1.

We also include an optimisation suggested by Vitalik Buterin, to define the identity per-
mutations through degree-1 polynomials. The identity permutations must map each wire
value to a unique element € F. This can be done by defining Sip;(X) = X,Sipo(X) =
k1X,Sip3(X) = k2 X, where ky, ko are quadratic non-residues € F. This effectively maps
each wire value to a root of unity in H, with right and output wires having an addi-
tional multiplicative factor of ki, ko applied respectively. By representing the identity
permutation via degree-1 polynomials, their evaluations can be directly computed by
the verifier. This reduces the size of the proof by 1 F element, as well as reducing the
number of Fast-Fourier-Transforms required by the prover.
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Finally, in the following protocol we use H to refer to a hash function, where H :
{0,1}* — {0,1}" is an efficiently computable hash function that takes arbitrary length
inputs and returns £-bit outputs

8.1 Polynomials that define a specific circuit
The following polynomials, along with integer n, uniquely define a universal SNARK

circuit:

e qu(X),qL(X),qr(X),q0(X),qc(X), the ‘selector’ polynomials that define the cir-
cuit’s arithmetisation

e Sp1(X) = X,Sipa(X) = k1X,Sip3(X) = ko X: the identity permutation applied
to a, b, c. ki, ko are quadratic non-residues € F

e S;1(X),Ss2(X),Ss3(X): the copy permutation applied to a, b, c

e n, the total number of arithmetic gates for a given circuit. This is used by Vsnark(\)
o X'n+1 -1
T X—w!

to compute the ‘zero’ polynomial Zy(X)

8.2 Commitments to wire values

For the following protocol we describe a proof relation for a universal SNARK circuit
containing n arithmetic gates. The witnesses to the proof are the wire value witnesses
(w;)?",. The commitments [a]1, [b]1, [c]1 are computationally binding Kate polynomial
commitments to the wire value witnesses, utilizing a structured reference string contain-
ing the group elements (x - [1]1,...,2" - [1]1).

8.3 The un-rolled universal SNARK proof relation

(2, w,ers) = ((w3)ieg): () o)
(qnris qrLiy ARis 9015 4Ci) =15 1, 0 ()
Rsnark(\) = Forallie {1,...,3n}:w; €Fy, and for all i € {1,...,n}:
WiWn1iqMi + WigLi + WntiqRi + Wantiqoi +qci = 0
and for all i € {1,...,3n} : w; = wy;
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8.4 The protocol

Common input:

n, (z-[11,..., 2" [1h), (qre, 9L, Gris 9045 Aci) iy, 0(X),
(X):Zz 1QM1 Z(X)7
(X) = Zz 1 9L z( )7
qr(X) = >0 qrili(X),
qo(X) = 2271 qoiLi(X),
qc(X) = >71 1 goili(X),
Sal(X) =iy o(i)Li(X),
Soa(X) =300 o(n +19)Li(X),
So3(X) =321 0(2n +i)Li(X)

Prover input: ((w;);”)

Verifier input:

F]Mh =am(z) - [1]1, [a)1 == au(z) - [1]1, [gr]1 := ar(X) - [1]1, [go]1 := qo(X) - [1]1,

o1]1 7= So1 - [1)1,[802]1 = Soz - [1]1,[803]1 := So3 - [11
- (12
Psnark(\)((w;)3",) :
Generate random blinding scalars (bq,...,by) € F),

Compute wire polynomials a(X),b(X), c(X) :

a(X) = (01X + by)Zu= (X +Zw”

b(X) = (b3X + b4)Zp+( +an+1 i

o(X) = (b5 X + bg)Zn+ (X) + Z WantiLi(
Compute [a]; := a(x) - [1]1, [b]1 := b(x) - [1]1, [c]1 := c(z) - [1]1
First output of Psnark()) is ((ws)ieqq, [al1, [b]1, [c]1)

Compute permutation challenges (8,v) € Fp, :

p= H([a}b [b]la [C]lv (wi>ie[€])>'7 = H([a]b [b]lv [0]1’ (wi)ice, B)

Compute permutation polynomial z(X) :
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Z(X) (b7X2 + bg X + bg)ZH*(X)

n , Wi +Bw " 4) (wny j+Bk1w? ~ +7) (wan j+Bkaw’ ~1+7)
L)+ 0 (L) Ty (Gt a e 7))

Compute [z]; :=z(x) - [1]

Second output of Psnark(\) is ([z]1)

Compute quotient challenge o € T, :

a = H([a]1,[b1,[c]1, [2]1)

Compute quotient polynomial t(X) :

t(X) =
(a(X)b(X)am(X) +a(X)au(X) + b(X)ar(X) + c(X)ao(X) + PIX) + ac(X)) 7%
+((a(X) + BX +7)(b(X) + k1 X +7)(c(X) + BkaX +7)2(X)) 72

= ((3(X) + BS51(X) +7)(b(X) + B555(X) + 1) (c(X) + BS03(X) +2)2(Xw)) 7,255
+(Z(Xw) = 1)Ly, 1<X>ZH?

+(2(X) = ) Li(X) 22

Split ¢(X) into degree-n polynomials t;,(X), t;niq(X), tri(X), where

H(X) = t1o(X) + X tmia(X) + X ti(X)
Compute [tio]1 = tio(®) - [1]1, [tmidl1 := tmid(®) - [11; [thil1 = thi(2) - [
Third output of Psnark()\) is ([tio)1, [Emidl1, [thil1)

Compute evaluation challenge z € IF), :

z = H([a]1, [b]1, 1, [2]1, [tio]1, [Emidl1, [thil1)

Compute opening evaluations:

a=a(z),b=b(z) é = ¢(2),551 = So1(2),552 = Soa(2),

=t(2), % = z(2w)
Compute linearisation polynomial r(X) :
r(X) = )
(ab-q )+ a-qu(X)+b-ar(X)+¢-qo(X) +qc(X))
+((a Bz—i—’y b+ﬂk1z+7)(6+ﬁk2z+fy) 2(X)) o?
—((a /8501 +9)(b + B30z +7)Bz(2w) - S3(X)) o
+(2(X)) Li(2)a
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Compute linearisation evaluation 7 = r(z)
Fourth output of Psnark(]) is (a, b, ¢,5,1, 302, 2, t, T)
Compute opening challenge v € F), :
v = H(la]1,[b]1, [d1, [2]1, [t]1, @, b, €,3051, 502, Z, E, T)
Compute opening polynomial W,(X) :

(t|o(X) + 2™ mid (X) + ZQnthi(X) — E)

+o(r(X) —7)
1 +v?(a(X) — :)
W,(X) = S +v3(b(X) — b)
+vt(c(X) —¢)
+0°(Se1(X) —551)
+05(Sga(X) — 552)
Compute opening polynomial Wy, (X) :
v7(z -z
W (X) = (X()—()zw :

Compute [W, |1 := Wy(x) - [1]1, [Waw]1 := Wa(2) - [1]1
Fifth output of Psnark(A) is ([Wy]1, [Waw]1)
Return

TSNARK =

( la]1, [b]1, [c]1, [2]1, [tio)1s Emadl 1, [Ehil1, W21, (Wi, >

)
a, b,c §015§023’Fa z

Vsnark()\)((wi)ie[g], WSNARK):
Validate ([a]1, [b]1, [c]1, [2]1, [tio]1, [Emial1s [thal1s [We]1, [Wew]1) € Gy
Validate (a, b, ¢,5,1,542,7,2) € F;
Validate (w;);ejq € Ff;
Compute permutation challenges (3,v) € I, :

p= H([a]17 [b]l’ [0]17 (wi)iE[Z])77 = H([a]lv [b]l’ [6]17 (wi)i€[€]7 ﬂ)
Compute quotient challenge o € T, :
a = H([a]1, [b]1, [c]1, [2]1)

Compute evaluation challenge z € IF), :

z = H([al1, [b]1, [c]1, [2]1; [tio] 1, [Emial1s [Eril1)
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Compute zero polynomial evaluation Zy«(z) = (Z;_tifll)

Compute Lagrange polynomial evaluation L;(z) = %

Compute Lagrange polynomial evaluation L, (z) = L;(zw?)
Compute public input polynomial evaluation Pl(z) = ., w;L;(2)
Compute quotient polynomial evaluation

74+ Pl(2)a — ((@+ 551 +7)(b+ B5o2 + 7)€ +7)2)a? + (2 — 1)Ln(2))a® — Li(2)a?
ZH* (Z)

E p—
Compute opening challenge v € F), :

v = H([a]1, [b]1, [, [2]1, [tio]1 [tmidl1, [thil1, @, b, €,501,502, 2, E, T)
Compute multipoint evaluation separation challenge u € IF), :

u = H([a]h [b]la [C]lv [Z]l’ [tlo]lv [tmid]lv [thi]lv [Wz]lv [sz—l]l’&vi)’ ¢,5+1,5 77{7 f)

wnl
u

)
q
N

I

Compute partial opening commitment [D]; := v - [r]; + v u - [21]1

abav - [qm]1 + aaw - [q]1 + baw - [qr]1 + caw - [go]1 + av - [gch

PR= 4 (@ + B2+ 1) B+ BE12 +7) (@ + Bz + 7)o + Li(z)ato +v7u) - [2];

Compute batch opening commitment [F; :

[tiol1 + 2™+ [tmial1 + 22" - [thil1

[Fi == +[D]y +v?% - [a]y +v3 - [b]y +v* - [c]1 +0° - [so1]1 + 00 - [s02]1

Compute batch evaluation commitment [E];:

| o+ 2ia + 22 + 0T + v%a + 030+ vl
[E]l = 5z 62 T s ’ [1]1
+v°S51 + v°Se0 + v Uy

Validate

?

e([Weli +u- Wi,z - [1]2) = e(z - W21 + wew - [Weoi + [Fl — [E]1, [1]2)
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A Claims for permutation argument:
Fix a permutation o of [n], and ay,...,an,b1,...,b, € F.

Claim A.1. If the following holds with non-negligible probability over random B,~v € F

H(ai+5'i+7): H(bz‘+5'0(i)+7)

i€n] icln]
then Vi € [Tl], b; = Qg (5)-

We will prove claim using the following lemmas. For completeness, we include
below a variant of the well-known Schwartz-Zippel lemma that we use in this paper.

Lemma A.2. (Schwartz-Zippel). Let P(X1,...,Xy) be a non-zero multivariate polyno-
mial of degree d over Zj, then the probability of P(ai,...,on) = 0 <= Z, for randomly
chosen aq, ..., ap is at most d/p.

The Schwartz-Zippel lemma is used in polynomial equality testing. Given two multi-
variate polynomials Py (X7, ..., X,) and P»(X7, ..., X,) we can test whether Pj (a1, ..., a,)—
Ps(aq,...,0p) = 0 for random oy, ..., < Zy. If the two polynomials are identical,
this will always be true, whereas if the two polynomials are different then the equality
holds with probability at most maz(dy,ds2)/p, where d; and da are the degrees of the
polynomials P; and Ps.

Lemma A.3. If the following holds with non-negligible probability over random ~ € F,

n n
[+ =]]®:+ (1)
i=1 i=1
then the entries in the tuple (a1, ...,ay) equal the entries in the tuple (by,...,by), but
not necessarily in that order.

Proof. Let Py(X) = [[1(X 4 a;) and Py(X) = [[;-,(X + b;). The roots of P, are
(—ai,...,—ay) and the roots of P, are (—by,...,—by,). By the Schwartz-Zippel lemma,
if polynomials P,(X) and Py(X) are not equal, equality [1| holds with probability ﬁ
which is negligible for any polynomial degree n used in our snark construction. Thus,
equality [1] holds with non-negligible probability only when the two polynomials P,(X)
and P,(X) are equal. This implies all the roots of P,(X) must be roots of P,(X) and
the other way around, which, in turn, implies the conclusion of the lemma. As a note,
the conclusion of the lemma can be written in an equivalent but more formal way: there
exist a permutation o of [n] such that b; = a,;, Vi € [n]. O
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Corollary A.4. Fiz a permutation o of [n], and Ay,...,An,B1,...,B, € F. If the
following holds with non-negligible probability over random 5 € F,

[[i+8-0)=J[Bi+8-0(i)
i€[n] i€[n]
B1 B

then the values in the tuple (W""’W) are the same as the wvalues in the tuple
An

(A1,...,45®), but not necessarily in this order.

Proof. The roots of Po(Y) = [[;cp, (i-Y +4i) are (= Ay, ... ., —%), the roots of Pp(Y) =

[Licpy(o(@) - Y + B;) are (—%, e —%). Together with lemma |A.3] we obtain the

desired conclusion. O

Proof. for Claim
Lets denote by B; = b; +~ and A; = a; + 7, Vi € [n]. Then, according to the
B B Ay

values in the tuple (W’ cey Tz)) are the same as the values in the tuple (Ay,...,<2),

Vi € [n]. Assume there exists i € [n] such that B;, # A,(;,). This implies there exists
j € [n], with j # o(ig) such that U%g) = % Expending, we obtain j - (b, +7) =
o(io) - (aj +y) and this holds with non-negligible probability over the choice of . Using
the Schwartz-Zippel lemma as in we obtain that o(ig) = j which contradicts our
assumption. Hence, we have proven that Vi € [n], B; = A,(;, which, in turn, implies
b; = Qg (4)> Vi € [n] O
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