Indistinguishability Obfuscation from Circular Security

Romain Gay* Rafael Pass!
IBM Zurich Cornell Tech
romain.rgay@gmail.com rafael@cs.cornell.edu

December 8, 2020

Abstract

We show the existence of indistinguishability obfuscators (iQ) for general circuits assuming
subexponential security of:

(a) the Learning with Error (LWE) assumption (with subexponential modulus-to-noise ratio);

(b) a circular security conjecture regarding the Gentry-Sahai-Water’s (GSW) encryption scheme
and a Packed version of Regev’s encryption scheme.

The circular security conjecture states that a notion of leakage-resilient security, that we prove is
satisfied by GSW assuming LWE; is retained in the presence of an encrypted key-cycle involving
GSW and Packed Regev.

Our work thus places :O on qualitatively similar assumptions as unlevelled FHE, for which
known constructions also rely on a circular security conjecture.
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1 Introduction

The goal of program obfuscation is to “scramble” a computer program, hiding its implementation
details (making it hard to “reverse-engineer”), while preserving its functionality (i.e its input/output
behavior). In recent years, the notion of indistinguishability obfuscation (iO) [BGIT01, GGH"13b]
has emerged as the central notion of obfuscation in the cryptographic literature: roughly speaking,
this notion requires that obfuscations iO(II'), iO(Ily) of any two functionally equivalent circuits II'
and Il (i.e. whose outputs agree on all inputs) from some class C (of circuits of some bounded size)
are computationally indistinguishable.

On the one hand, this notion of obfuscation is strong enough for a plethora of amazing applications
(see e.g. [SW14, BCP14, BZ14, GGHR14, KNY14, KMN*14, BGL*15, CHJV14, KLW15, CLP15,
BPR15, BPW16, BP15]). On the other hand, it may also plausibly exist, whereas stronger notion of
obfuscations have run into strong impossibility results, even in idealized models (see e.g. [BGIT01,
GKO05, CKP15, Ps16, MMN15, LPST16]). Since the breakthrough of Garg, Gentry, Halevi, Raykova,
Sahai and Waters [GGH'13b] that presented the first iO candidate, there has been an intensive
effort toward obtaining a construction of ¢{O based on some form of well-studied /nice assumptions.
The original work [GGH'13b] provided a candidate construction based on high-degree multilinear
maps (MLMs) [GGH13a, CLT13, GGH15, CLT15]; there was no proof of security based on an
intractability assumption. [PST14] provided the first construction with a reduction-based proof of
security, based on a strong notion of security for MLMs, similar to a sort of “Uber assumption”.
[GLSW14] provided a construction based on a more concrete assumption relying on composite-order
MLMs. Unfortunately, both assumptions have been broken for specific candidate constructions of
MLMs [CHL*15, MF15].

10 from FE or XiO. Subsequently, several works have been constructing ¢O from seemingly
weaker primitives, such as Functional Encryption (FE) [AJ15, BV15] or X:iO [LPST16], while only
using standard assumptions, such as Learning with Error (LWE)!. For both constructions, we actually
need to rely on subexponentially-secure constructions of either FE or X:0, as well as subexponential
security of LWE. Let us recall the notion of X7Q as it will be useful to us: roughly speaking, an X:iO
is an ¢{O with a very weak “exponential” efficiency requirement: the obfuscator is allowed to run in
polynomial time in the size of the truth table of the function to be obfuscated, and it is only required
that its outputs a program that “slightly” compresses the truth table (technically, it is sublinear in
its size).

A breakthrough result by Lin [Lin16] showed how to obtain O from constant-degree MLMs (plus
standard assumptions), overcoming the black-box barriers in [Ps16, MMN15]. Her construction
relies on the connection between FE and ¢O. Following this result, a sequence of works (see e.g.
[LV16, Lin17, LT17, AJKS18, JS18, JLMS19, AJL*19, GJLS20]) reduced the assumptions and the
degree of the MLM — all the way down to 2-linear maps a.k.a. pairings— relying on certain types of
low-degree pseudorandom generators (PRGs) to build FE. This culminated in the work of [GJLS20],
whose security rely on the LWE assumption with binary errors in the presence of some PRG leakage,
which despite being quite elegant, is new to their work, and as such, has not been significantly
crypt-analyzed. Another line of work [Agr19, AP20] replace the use of 2-linear maps used by the
aforementioned works by a noisy linear FE for inner products. While being plausibly post-quantum,
these constructions are heuristic and do not provide a security reduction to a simple assumption.

A recent work by Brakerski et al [BDGM20a] presents a new type of candidate construction

!Note that we are omitting some works that build i© without going through FE or XiO, such as [GJK18] that
gives a direct heuristic construction of 4O from tensor products, or [BIJ*20] that describes a candidate from Affine
Determinant Programs. None of these provide a security proof.



of XiO by combining a fully-homomorphic encryption (FHE) and a linear-hommorphic encryption
(LHE) with certain nice properties (which can be instantiated by the Damgard-Jurik (DJ) [DJO01] en-
cryption scheme whose security relies on the Decisional Composite Residuosity (DCR) assumption),
and relying on a random oracle. More precisely, they define a new primitive called “split-FHE” and
provide a candidate construction of it based on the above primitives and a random oracle, and next
show how split-FHE implies XiO (which by earlier work implies i@ under standard assumptions).
We highlight that [BDGM20a] does not provide any proof of security of the split-FHE construction
(even in the random oracle model), but rather informally argue some intuitions, which include a)
circular security (more on this below) of the FHE and the LHE, and b) a “correlation conjecture”
that the FHE randomness (after FHE evaluations) does not correlate “too much” with the messages
being encrypted. The correlation conjecture is not formalized, as the FHE randomness in known
construction actually does depend on the message, so the authors simply conjecture that this cor-
relation cannot be exploited by an attacker to break security of the iO (they also provide heuristic
methods to weaken the correlations); as such they only get a heuristic construction.

Summarizing the above, while there have been enormous progress on realizing {0, known con-
structions are either based on assumptions that are not well understood (high-degree MLMs, various
low-degree PRGs assumptions and LWE with leakage type of assumptions), or the construction
candidates simply do not have proofs of security.

1.1 Owur Results

In this work, we provide a new O construction assuming subexponential security of (a) the LWE
assumption (with subexponential modulus-to-noise ratio), and (b) an (in our eyes) natural circu-
lar security assumption w.r.t the Gentry-Sahai-Water’s (GSW) [GSW13] FHE scheme and the DJ
[DJO1] LHE scheme. Alternatively, assumption (b) can be replaced by a circular security conjec-
ture regarding the GSW encryption scheme and a “packed” variant of Regev’s encryption scheme
[Reg05, PVWOS].

On a high-level, our approach follows that in [BDGM20a], but we show how to remove the
heuristic arguments while instead relying on a concrete circular security assumption. We believe this
constitutes strong evidence for the existence of 10, and places 1O on a qualitatively similar footing as
unlevelled FHE (i.e. an FHE that support an a-priori unbounded polynomial number of operations),
for which known constructions also rely on a circular security conjecture [Gen09]. We emphasize
that the type of circular security conjecture that we rely on is stronger and more complex than the
“plain” circular security conjecture used for unlevelled FHE. Yet on a philosophical level, we do not
see any concrete evidence for why the plain circular security is more believable.?

Circular security. Circular security of encryption schemes [CL01, BRS02] considers a scenario
where the attacker gets to see not only encryptions of messages, but also encrypted key cycles. The
simplest form of circular security, referred to as I-circular security, requires that security holds even if
the attacker gets to see not only the public key pk and an encryption Encpk(m) of a message m (to be
secured), but also an encryption Encyi(sk) of the secret key sk. A slightly more complex type of circu-
lar security, referred to as 2-circular security, considers an encrypted key cycle of size 2 where the at-
tacker gets to see public keys pky, pkq, a length 2 encrypted secret key cycle, Enc,ljk1 (ska), Enc,%k2 (sky),

and we require that security of EncFl)k1 still holds (i.e. for any mq, m1, EncFl)k1 (myp) is indistinguishable

from Enc;k1 (mo)). Encrypted key cycles commonly arise in applications of encryption scheme such
as storage systems (e.g. BitLocker disk encryption utility), anonymous credentials [CL0O1] and most
recently to construct (unlevelled) FHE [Gen09].

2See Section 1.4 for an extended comparison.



We refer to the assumption that:
IfEnct and Enc? are semantically secure, then 2-circular security holds w.r.t. Enc', Enc?.

as the 2-circular security conjecture (2CIRC) w.r.t Enc!,Enc?. (We may also consider a subexpo-
nential version of this conjecture which is identically defined except that “security” is replaced by
“subexponential security”.) For our purposes, we will allow the key generation procedure of Enc! to
get the public-key pk, of Enc? as an input—for instance, this will allow Enc! and Enc? to operate
over the same field.

At first sight, one may be tempted to hope that circular security holds w.r.t. all secure encryption
schemes—Enc!, Enc®— after all, the attacker never actually gets to see the secret key, but rather an
encryption of it, which intuitively should hide it by semantic security of the encryption schemes.
Yet, in recent years, counter examples to 2-circular security have been found. While for 1-circular
security of string encryption schemes, it is easy to come up with a counter example—simply take any
encryption scheme and modify it so that an encryption of m outputs m iff m is a valid secret key,
and otherwise proceeds just as before—coming up with counterexamples for 1-circular security of bit
encryption, or 2-circular security for either string or bit encryption, is a lot harder (see e.g. [ABBC10,
GH10, CGH12, Rot13, MO14, KRW15, BHW15, KW16, GKW17, WZ17]). In fact, all known counter
examples are highly artificial, and require carefully embedding some trapdoor mechanism in the
encryption scheme that enables decrypting the cirphertext once you see an encryption of the secret
key. As far as we are aware, no “natural” counterexamples are known. Indeed, a common heuristic
consists of simply assuming that 2-circular security holds for all “natural” encryption schemes that
are secure; that is, 2CIRC holds for all “natural” encryption schemes —we refer to this as the 2CIRC
heuristic. It is similar to the Random Oracle Heuristic [BR93]: while “contrived” counterexamples
are known (see e.g., [CGH98, MRHO04)), it is still commonly used for the design of practical protocols.

Leakage-resilient Circular Security. In this work, we rely on the assumption that stronger
forms of security are preserved in the presence of a key cycle. More precisely, we consider a notion
of O-leakage resilient security where O is some particular randomness leakage oracle; this notion
enhances the standard semantic security notion by providing the attacker with access to an oracle
O(pk,m,r) that is parametrized by the public key pk, the message m being encrypted and the
randomness r under which it is encrypted, while restricting the attacker to making only “valid”
leakage queries (that do not trivially leak information about the message—this is formalized by
letting the oracle output | whenever a query is invalid, and saying that the attacker fails whenever
this happens). We next define the notion of 2-circular O-leakage resilient security analogously to
2-circular security, and also define a 2CIRC® conjecture (resp. a subexponential 2CIRC? conjecture)
in the same way as the 2CIRC conjecture except that “security” is replaced by “O-leakage resilient
security”; that is, we say that the 2CIRC® conjecture holds w.r.t Enc', Enc? if the following holds:

If Enc! is O-leakage resilient secure and Enc? is secure, then O-leakage resilient security
of Enc! is preserved in the presence of a length 2 key-cycle w.r.t. Enc' and Enc®.

Note that we cannot hope that 2CIRC® security holds for all oracles O, even with respect to “natural”
encryption schemes: simply consider an oracle O(pk, m,r) that outputs the message m iff m is a
valid secret key (just as in the counterexample to “plain” 1-circular security for string encryption).
Thus, for 2CIRC® to be meaningful, we need to restrict not only to “natural” encryption schemes,
but also to “natural” oracles O.

Our first theorem shows that for a natural leakage oracle Osg —which will be referred to as the
“shielded randomness leakage (SRL) oracle”—2CIRCYSRt w.r.t. two standard encryption schemes
(GSW and DJ) together with standard assumptions implies the existence of iO.



Theorem 1.1 (Informally stated). Assume the subezponential security of the LWE assumption (with
subexponential modulus-to-noise ratio) and the DCR assumption, and the subexponential 2CIRCYskt
conjecture w.r.t. GSW and and DJ. Then, iQ ezxists for the class of polynomial-size circuits.

Alternatively, we can replace the DJ encryption scheme with a “packed” variant of Regev’s
encryption scheme [Reg05], which we refer to as Packed Regev. (We note that our Packed Regev is
very similar to, but actually different from, the Packed Regev in [PVWO08].) This construction only
relies on LWE and the 2-circular security conjecture.

Theorem 1.2 (Informally stated). Assume the subexponential security of the LWE (with subexpo-
nential modulus-to-noise ratio) assumption, and assume that the subexponential 2CIRCYsr conjecture
holds w.r.t. GSW and Packed Regev. Then, 1O exists for the class of polynomial-size circuits.

In the sequel, we refer to Osgi-leakage resilient security (resp. 2-circular Osgi-leakage resilient
security) as SRL-security (resp 2-circular SRL security). We proceed to explain the notion of SRL
security and how the above theorems are proven.

1.2 Shielded Randomness Leakage (SRL) Security

As mentionned above, we consider a notion of shielded randomness leakage (SRL) security for
FHE. Roughly speaking, given two messages m®, m', the attacker gets to see an FHE encryp-
tion ¢ = FHE(m® r) of m® for a randomly selected b € {0,1}, and next gets access to a “leakage
oracle” Osgy(m®,r) which upon every invocation sends the attacker an “extra noisy” encryption
c¢* = FHE(0;r*) of 0—we will refer to the random string r* as the “shield”. Next, the attacker
can select some functions f and values a such that f(m?) = a—that is, we restrict the attacker to
picking functions for which it knows the output when applying the function to the message m?; if
f(m?) # «, the attacker directly fails in the game. (The reason why we add this restriction on the
attacker will soon become clear). Finally, the oracle homomorphically evaluates f on the ciphertext
c, letting ¢y = FHE(f(m);ry) denote the evaluated ciphertext, and returns r* —ry. That is, the
attacker gets back the randomness r; of the evaluated ciphertext masked by the “shield” r*, and as
usual, the attacker’s goal is to guess the bit b. The reason why the attacker is restricted to picking
functions f for which it knows the output « is that for the FHE we consider, given ¢* and cy, the
attacker can compute ¢* —cy = FHE(0 — f(m®); r* —r;) and thus knowing r* —r reveals f(m®). So,
by restricting to attackers that already know a = f(m®), intuitively, r* —r 7 does not reveal anything
else. Indeed, we formally prove that under the LWE assumption, the GSW encryption scheme is
SRL-secure (i.e. Osri-leakage resilient secure).

Theorem 1.3 (Informally stated). Assume the LWE assumption holds (with subexponential modulus-
to-noise ratio). Then, the GSW scheme is SRL-secure.

On a very high-level, the idea behind the proof is that the encryption c* is a projection, ha (r*) =
Ar* € Zy, where the randomness r* used to produce c* is a vector in va and A is a matrix in Z”NXZ
where ¢ > n, that is, the map ha that describes the encryption is compressing. Therefore, some
“components” of the “shield” r* remain information-theoretically hidden. And this enables hiding
the same components of ry; furthemore, the components that are not hidden by r* are actually
already revealed by f(m®), which the attacker knows (as we require it to output a = f(m®)).
The formal proof of this proceeds by considering a (simplified) variant of the Micciancio-Peikert
lattice trapdoor method [MP12] for generating the matrix A (which is part of the public key for
GSW) together with a trapdoor that enables sampling short preimages of ha (i.e. solving the ISIS
problem). Whereas traditional trapdoor preimage sampling methods require the preimage to be
sampled according to some specific distribution (typically discrete Gaussian) over preimages, we will



consider a somewhat different notion: we require that given a target vector t, the distribution of
randomly sampled preimages of t is statistically close to the distribution obtained by starting with
any “short” preimage w of t and next adding a randomly sampled preimage of 0. Our proof relies
on the fact that randomly sampled preimages can be sufficiently larger than w to ensure that they
“smudge” w—we here rely on the fact that modulus-to-noise ratio is subexponential (which we need
anyway for the security of our construction) to enable the smudging?.

2-Circular SRL Security. As mentioned, we define 2-circular SRL security as 2-circular Ogg-
leakage resilient security; we emphasize that this security game is identically defined to the “plain”
SRL security game (described above), with the only exception being that the challenge message
encrypted (using Enc,ljkl) has the form sky||/m® (as opposed to just being m®), and that the attacker

also gets to see an encryption of skj (using Encgkz).

1.3 Overview of the X:0O Construction

We present a construction that makes a modular use of any LHE satisfying certain properties, and
whose security relies the 2-circular SRL-security w.r.t. GSW and the LHE (i.e., that SRL security of
GSW holds in the presence of a encrypted key cycle of length 2 using GSW and the LHE). To obtain
a subexponentially-secure XiO (which is required to obtain ¢O by [LPST16]), we need to strengthen
the assumptions to also require subexponential security. Next, we note that the DJ LHE satisfies
the desired properties. We prove that a packed version of Regev’s encryption scheme [Reg05] that is
similar to, but actually different from, the packed construction from [PVWO08], does so as well. We
refer to our LHE simply as Packed Regev LHE.

Let us start with the construction assuming 2-circular SRL-security w.r.t. GSW and any LHE
satisfying the desired properties. As mentioned, on a high-level, our construction follows similar
intuitions as the BDGM construction. We combine an FHE (in our case the GSW FHE) with a
(special-purpose) LHE to implement an X:O. In fact, in our approach, we do not directly construct
an X110, but rather construct an X0 with preprocessing—this notion, which relaxes X+QO by allowing
the obfuscator to have access to some long public parameter pp, was actually already considered in
[LPST16] and it was noted there that subexponentially-secure XiQ with preprocessing also suffices
to get 0.

Towards explaining our approach, let us first recall the approach of BDGM—which relies on the
DJ LHE—using a somewhat different language that will be useful for us.

The BDGM construction. The high-level idea is quite simple and very elegant. Recall that an
Xi0O is only required to work for programs I with polynomially many inputs n = poly(A) where \ is
the security parameter, and the obfuscators running time is allowed to be polynomial in n; the only
restriction is that the obfuscated code should be sublinear in n—we require a “slight” compression of
the truth table. More precisely, the obfuscator is allowed to run in time poly(n, A) (i.e. polynomial
time in the size of the truth table), but must output a circuit of size poly(\)n!~¢ where ¢ > 0. Assume
that we have access to a special “batched” FHE which enables encrypting (and computing on) long
messages of length, say m using a short randomness of length poly(\) log(m); and furthermore that 1)
given the secret key and a ciphertext ¢, we can efficiently recover the ciphertext randomness 2) given
a ciphertext ¢ and its randomness—which will also be referred to as a “hint”—one can efficiently
decrypt. Given such a special FHE, it is easy to construct an XiO: simply cut the truth table into
“chunks” of length n®, FHE encrypt the program II, then, homomorphically evalute circuits C; for

3 Another consequence of using smudging is that our lattice trapdoor mechanism and its proof become simpler than
[MP12], which uses a polynomial-size modulus instead, for a better efficiency.



indices i € [n'~¢] such that given the program II as input, C; outputs the i’th “chunk” of the truth

table, which we denote by II;; finally, release the randomness r; (i.e. the “hint”) of the evaluated
ciphertexts. These hints enable compressing n® bits into poly())log(n®) bits and thus the XiO is
compressing.*

Unfortunately, none of the known FHE constructions have short randomness. BDGM, however,
observes that there are linear homomorphic encryptions schemes (LHE), notably the DJ LHE, that
satisfy the above requirements. Moreover, many FHEs are batcheable (with “long” randomness)
and have “essentially” linear decryption: decryption is an inner product of the ciphertext with the
secret key, then rounding. That is, the linear operations yield the plaintext with some additional
small decryption noises, that are removing when rounding. So if we start off with such an FHE
and additionally release an LHE encryption of the FHE secret key, we can get an FHE with the
desired “batcheable with short randomness” requirement: we first homomorphically evaluate the
inner product of the FHE ciphertext with the encrypted FHE secret key, then simply release the
randomness for the evaluated LHE ciphertext (which now is short).

But there are problems with this approach: (1) since FHE decryption requires performing both
a linear operation and rounding, we are leaking not only II; but also the decryption noises, which
is detrimental for the security of the FHE (2) the LHE randomness may actually leak more than
just the decrypted LHE plaintext (i.e. something about how the LHE ciphertext was obtained).
As BDGM shows, both of these problems can be easily overcome if we have access to many fresh
LHE encryptions of some “smudging” noise (which is large enough to smudge the FHE decryption
noises)®. Therefore, the only remaining problem is to generate these LHE encryptions of smudging
noises. This is where the construction in BDGM becomes heuristic: (1) they propose to use a random
oracle to generate a long sequence of randomness (2) this sequence of randomness can be interpreted
as a sequence of LHE encryptions of uniformly random strings w; for i = 1,...,n'~¢, since the DJ
LHE has dense ciphertext (3) they additionally provide an FHE encryption of the LHE secret key
sk (note that there is now a circular security issue), on which they FHE-homomorphically evaluate
a function f; that decrypts the ¢’th LHE ciphertext produced by the random oracle, and computes
MSB(u;), the most significant bits of u; (4) finally they LHE-evaluate the (partial) decryption of
the evaluated FHE ciphertext (which encrypts MSB(u;)); the obtained LHE ciphertext can now be
subtracted from the LHE ciphertexts generated by the random oracle, to get an LHE encryption of
u; — MSB(u;), which is a noise of the appropriate size, i.e. smudging but not uniform.

One problem with this approach, however, is that while we do obtain an LHE encryption of
appropriate smudging noise, it is not actually a fresh ciphertext (with fresh randomness). The issue
is that the randomness ry, of the evaluated FHE ciphertext of MSB(u;) may (and actually will)
depend on the randomness of the original LHE ciphertext obtained by the RO. Another problem
is that LHE can only compute the first step of an FHE decryption (namely, the linear operations),
the LHE encryption obtained actually encrypts a message of the form: u; — MSB(u;) + noise;. As
we know, revealing the extra noise is detrimental for security (this is why we are generating LHE
encryptions of smudging noises in the first place). Unfortunately, the extra noise that results from
partially decrypting the FHE ciphertext depends on u;, so the lower-order bits of the latter cannot
smudge the former. BDGM here simply assumes that the attacker cannot exploit these correlations,
and thus only obtain a heuristic construction.

We shall now see how to obtain the appropriate LHE encryption of smudging noises in a prov-

4The reason we need to cut the truth table into chunks instead of directly computing the whole output is that the
size of the FHE public key and ciphertexts may grow polynomially with the length of the output of the homomorphic
evluation, i.e. the ”batching capacity”. So the obfuscation is only compressing when we have a large number of chunks.

®They formally prove the security of their scheme in an idealized model with access to an oracle that generates fresh
LHE encryptions of smudging noise.



ably secure way, relying on 2-circular SRL-security of GSW and DJ—that is, Osr-leakage resilient
circular security of GSW and DJ.

Removing the RO. Our first task will be to remove the use of the RO. That will actually be
very easy: as we have already observed, it suffices to get an X¢O with preprocessing to obtain O,
so instead of using a random oracle, we will simply use a long random string as a public parameter,
and interpret it as LHE encryptions of random strings.

Re-encrypting the FHE. The trickier problem will be to deal with the issue of correlations. We
will here rely on the fact that we are considering a particular instantiation of the FHE: namely,
using (a batched version of) the GSW encryption scheme. On a high-level, the idea for breaking the
correlation is to "refresh” or re-encrypt the evaluated FHE ciphertext (which encrypts MSB(u;)) to
ensure that the randomness is fresh and independent of the evaluations. This way, the decryption
noise itself is independent of the evaluated circuit. GSW ciphertexts can be re-randomized simply
by adding a fresh extra noisy FHE encryption of 0. How do we get such enecryptions? GSW
ciphertexts are not dense, so we cannot put them in the public parameters, and even if they were, we
still wouldn’t be able to get an encryption of 0 (we would have an encryption of a uniformly random
plaintext). The public key of the GSW encryption scheme actually contains a bunch of encryptions of
0, but fewer than the amount we need (or else we wouldn’t get a compressing XiQ). Instead, we use
the public key of the GSW encryption to generate extra noisy encryptions of 0, and we include the
(many) random coins (rf)ie[nks] used to generate these ciphertexts as part of the public parameters
of the XiO (recall that the public parameters can be as long as we want). This method does indeed
enable us to get a fresh FHE encryption of the most significant bits, and thus the correlation has be
broken and intuitively, we should be able to get a provably secure construction. But two obstacles
remain: (1) we are revealing the randomness used to re-randomize the ciphertexts, and this could
hurt security, or render the re-randomization useless and (2) we still have a circular security issue
(as we FHE-encrypt the LHE secret key, and LHE-encrypt the FHE secret key). Roughly speaking,
the first issue will be solved by relying on SRL-security of GSW, and the second issue will be solved
by our circular security conjecture.

In more detail, we note that the re-randomized evaluated FHE ciphertext of MSB(u;) and the pub-
lic parameters r} are statistically close to freshly generated extra noisy FHE encryption of MSB(u;)
using randomness r}, and setting the public parameter to rj —ry,, where ry, is the randomness of the
evaluated ciphertext, before re-randomization. In other words, the re-randomization achieves a no-
tion which we refer to as “weak circuit privacy”, where the re-randomized ciphertext is independent
of the evaluated function f;. Furthermore, noisy GSW encryptions of MSB(u;) essentially have the
form of a noisy GSW encryption of 0, to which MSB(u;) is added. So, other than MSB(u;), which
is truly random, rj — ry, is simply an SRL leakage on a GSW encryption of the LHE secret key sk!
Thus, intuitively, security should now follow from circular SRL security of GSW and the LHE.

The final construction. We summarize our final X¢O construction with preprocessing. The
public parameter pp is a long random string that consists of two parts:

e The first part FHE.PubCoin will be interpreted as a sequence of rerandomization vectors r*;
e The second part LHE.PubCoin will be interpreted as a sequence of LHE encryptions

The obfuscator, given a security parameter \ and a circuit IT : {0, 1}°6™ — {0, 1}, where n = poly(\)
proceeds as follows:



Output the public keys of the FHE and LHE: The obfuscator generates a fresh key-pair
(pk, sk) for the LHE, and next generate a key-pair (pk, sk) for the GSW FHE. (To make it easier
for the reader to remember which key refers to which encryption scheme, we place a line over
all keys, ciphertexts and algorithms, that correspond to the linear homomorphic encryption.)
The modulus N of the GSW encryption is set to be the same that the modulus that defines
the message space Zy of the LHE scheme. Additionally, it chooses N large enough to enable
encrypting messages of size n°. Finally, it outputs the public keys (pk, pk).

Output an FHE encryption of the circuit: It outputs an FHE encryption (w.r.t. pk) of
the program II, which we denote by ct;.

Output encrypted key cycle: It computes cty, an FHE encryption of sk, and ct, an LHE
encrytion of sk. It outputs the key cycle cto, ct.

Output hints: For every i € [n!~¢], it outputs a short “hint” r; computed as follows:

— Evaluate the circuit: Homomorphically evaluate the circuit C; on ct; and let ct;
denote the resulting evaluated FHE ciphertext — recall that ct; encrypts a program II,
and the circuit C; takes a input a program II and outputs the i’th chunk of its truth table.

Compute an FHE encryption ctysg; of MSB(u;): Consider the function f:(I1, sk)
that ignores the input IT but uses the input sk to decrypt the i’th LHE ciphertext from
LHE.PubCoin into a plaintext u; and outputs MSB(u;). The obfuscator homomorphically
evaluates f; on the ciphertexts cty,cty (where, recall, cty is an encryption of sk). Let
ctmsg,i = FHE(MSB(u;);ry,) denote the resulting evaluated FHE ciphertext.

— Rerandomize ctysp; into ctfws&i: It uses the ¢’th chunk of FHE.PubCoin to get the ran-
domness r}; generates an extra noisy FHE encryption of 0 using r} and homomorphically
adds it to ctmsg;. Let ctyygg; = FHE(MSB(u;); r} + ry;) denote the new (re-randomized)
ciphertext.

Proxy re-encrypt ct; as an LHE ciphertext ct;: It uses ct (which, recall, is an LHE
encryption of sk) to homomorphically compute the linear part of the FHE decryption of
ct;, which yields an LHE encryption of the value 2“ - II; + noise; where noise; is an FHE
decryption noise, and 2% is taken large enough so that the plaintext II; can be recovered
by rounding.

Similarly, it homomorphically computes the partial FHE decryption of ct’MSBW which

yields an LHE encryption of the value 2“'-MSB(ui)+noiseMSB,i, where once again noiseymsg ;
denotes an FHE decryption noise, and 2¢" = 1 for reasons that will become clear later.
We rely on the fact that GSW FHE (and many other FHE schemes) admits a flexible
“scaled” evaluation algorithm, that can choose which integer 2“ to use when performing
the homomorphic evaluation (this was used also in prior works, including [BDGM20a).
The resulting LHE ciphertext is subtracted from LHE(2% -II; + noise; ), and therefore yields
LHE(2% - II; + noise; — MSB(u;) — noisemsg,i)-

Finally, it homomorphically adds the LHE encryption of u; that is part of the LHE public
coins, to obtain ct; = LHE(m;), where m; = 2 - II; 4 noise; — MSB(u;) — noisemsg ; + u; =
2¢ - 1I; + noise; + noisepmsg ; + LSB(u;), where LSB(u;) denotes the least significant bits of
g .

The integer ' is chosen to be equal to 0 so that the smudging noise LSB(w;) is directly
added to the FHE noises noise; — noisemsg ;. As opposed to the value II; that we place in
the higher-order bits of the plaintext, we need the smudging noise to be at the same level
than the FHE noises, so they ”blend” together.



— Release hint r; for LHE ciphertext ct;: It uses sk to recover the randomness r; of ct;
(recall that the LHE we use has a randomness recoverability property), and outputs r;.

To evaluate the obfuscated program on an input x € {0,1}", that pertains to the i’th chunk of the
truth table of II for some i € [n'~¢], we compute ct; just like the obfuscator did (note that this does
not require knowing the secret key, but only information contained in the obfuscated code). Finally,
we decrypt ct; using the hint r; to recover the message m; described above (recall that the LHE
we use has the property that ciphertexts can be decrypted if you know the randomness). Finally,
perform the rounding step of FHE decryption on m; to obtain II;, which contains II(x).

Outline of the security proof. We provide a very brief outline of the security proof. We will
rely on the fact that LHE cirphertexts (of random messages) are dense (in the set of bit strings), and
additionally on the fact that both the LHE and the FHE we rely on (i.e. DJ and GSW) satisfy what
we refer to as a weak circuit privacy notion. This notion, roughly speaking, says that any encryption
of a message x can be rerandomized into fresh (perhaps extra noisy) encryption of x + y, by adding
a fresh (perhaps extra noisy) encryption of y.

As usual, the proof proceeds via a hybrid argument. We start from an XiO obfuscation of
a program II° and transition until we get an Xi© obfuscation of II', where II' and II' are two
functionally equivalent circuits of the same size.

e Hybrid 0: Honest XiO(II°). The first hybrid is just the honest obfuscation of the circuit
I1°.

e Hybrid 1: Switch to freshly encrypted ctvaSBﬂ.. Hybrid 1 proceeds exactly as Hybrid 0
up until the point that the ciphertexts ctmsp,; get re-encrypted into ct’MSB’i, with the exception
that FHE.PubCoin are not sampled yet. Next, instead of performing the re-encryption, we
sample Ct?\/lSB,z‘ as a fresh extra noisy encryption of MSB(u;) using randomness r}, and setting
FHE.PubCoin to be rj —ry, (recall that ry, is the randomness obtained when homomorphically
evaluating f; on the FHE encryption of sk). We finally continue the experiment in exactly the
same way as in Hybrid 0.

It follows from the “weak circuit privacy” property of the FHE that Hybrid 0 and Hybrid 1 are
statistically close. Note that in Hybrid 1, for each i € [n!~¢], the i’th chunk of FHE.PubCoin
can be thought of as SRL leakage on the fresh encryption ctf\ASB,i computed w.r.t. function f;,
which will be useful for us later.

e Hybrid 2: Switch LHE.PubCoin to encryptions of random strings. Hybrid 2 proceeds
exactly as Hybrid 1 except that instead of sampling LHE.PubCoin as a random string, we sample
it as fresh LHE encryptions of random strings u;, for i = 1,...,n'~¢. It follows by the density
property of the LHE that Hybrid 2 is statistically close to Hybrid 1.

e Hybrid 3: Generate ct; as a fresh encryption. Hybrid 3 proceeds exactly as Hybrid
2 except that ct; is generated as a fresh encryption of m; using fresh randomness r;, and
the 7’th chunk of LHE.PubCoin is instead computed homomorphically by subtracting the LHE
encryption of skT(cti — ctmsg,i) (obtained after homomorphically decrypting ct; and ct’MSB7i

using ct) from the LHE ciphertext ct;. Recall that m; = sk (ct; — ctmse,i) + u; so the above
way of computing the ¢’th chunk of LHE.PubCoin ensures that it is valid encryption of u; as in
Hybrid 2, but this time with non-fresh, homomorphically evaluated randomness.

It follows from the weak circuit privacy property of the LHE that Hybrid 3 and 2 are statistically
close.
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Note that it was possible to define this hybrid since ct),qg ; remains exactly the same no matter
what the LHE.PubCoin are. This was not true in Hybrid 0, and we introduced Hybrid 1 to
break this dependency.

Note further that in Hybrid 3, we no longer use sk (i.e. the secret key for LHE); previously it
was used to recover r;.

e Hybrid 4: Generate ct; without FHE noises. Hybrid 4 proceeds exactly as Hybrid 3
except that ct; is generated as a fresh encryption of m; = 2% -T1? + LSB(u;), whereas in Hybrid
3, it was generated as fresh encryption of m; = 2¢ - I1Y + LSB(u;) + noise; — noisepsg,;. That is,
we use LSB(u;) as a smudging noise to hide the extra noise noise; — noisemsg ;. We can do so
since (1) the extra FHE noise is small and independent of LSB(u;) (2) the rest of the obfuscated
code can be generated from the value LSB(u;) + noise; — noisepmsg ; only (in particular it does
not require to know LSB(u;) itself). It follows that Hybrid 4 is statistically close to Hybrid 3.

e Hybrid 5: Switch to encryption of II': Hybrid 5 proceeds exactly as Hybrid 4 except that
ct; is an encryption of IT' (instead of IV in prior hybrids).

Note that other than the encrypted key cycle, we never use the FHE secret key, and due
to Hybrid 3, we no longer use the LHE secret key. So, at first sight, Hybrid 5 ought to be
indistinguishable from Hybrid 4 by circular security of the FHE and the LHE. Recall that
FHE.PubCoin leaks something about the randomness used by the FHE encryption ctygg;,
but the leakage is exactly an SRL leakage (and note that in the experiment we do know the
output «; of the function f; that is applied to the plaintexts encrypted in cty, cto—mnamely,
it is MSB(u;) where u; is a random string selected in the experiment, see Hybrid 2). Thus,
indistinguishability of Hybrid 5 and Hybrid 4 follows from 2-circular SRL-security of the FHE
and the LHE.

e Hybrids 6-10: For i € [5], Hybrid 5 + i is defined exactly as 5 — i, except that ct; be an
encryption of IT'. Statistical closeness of intermediary hybrids follows just as before.

The above sequence of hybrid allows us to conclude the following theorem.

Theorem 1.4 (Informally stated). Assume the 2-circular SRL-security of the GSW and DJ encryp-
tion schemes. Then, there exists an XiQO for polynomial-size circuits taking inputs of length log(\)
where X\ is the security parameter.

An alternative LHE based on Packed Regev. We remark that we can obtain an alternative
construction of an LHE with the desired properties by considering an packed version of the Regev
encryption scheme. Our construction is slightly different, but similar in spirit, to the Packed Regev
from [PVWOS]. Recall that a (plain) Regev public key consist of a pair A,sT A + e, where A <g
ZZ”X" with m > nlog(q), the vector s +—g Zq is the secret key, and e € Z" is some small “noise”
vector. An encryption of a message y has the form Ar, (s" A+e')r+ B-u where r < {0,1}™ is the
encryption randomness and B is an upper bound on the size of noise (so as to enable decryption).
This scheme is linearly homomorphic, but for security, the size of the randomness |r| needs to be
greater than nlog(q), which is more than that size of the message: the randomness is too long for
our purposes.

To get succinct decryption hints, we simply reuse the same randomness r for many encryptions
using different secret keys si,so,...s, and different noises e, es,...,es. The secret key is now a
matrix S € ngn, and the public key becomes (A,SA + E) where E € ngm is a noise matrix.
The encryption of a vector of messages p = (p1,. .., ) is then (Ar, (SA + E)r + Bpu). This is the
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scheme from [PVWO08]. Despite the fact that this encryption is still linearly homomorphic, and has
the advantage of having rate-1 ciphertext size, its randomness is not short: to carry on the proof of
security, we need to rely on the fact that r contains enough bits of entropy even when the information
Ar (which is short) and Er (that is long) is leaked. The can only be true when the dimension of r,
m, grows with the number of bits that are batched, £.

Thus, we depart from the scheme in [PVWO08] by adding a smudging noise® in the ciphertext,
to hide the information Er. The ciphertext is of the form: (Ar,(SA + E)r+¢€' + B - pu), where €
is the extra smudging noise that hides the error term Er, ensuring that we only have the short Ar
leakage and the usual proof can again be applied.

This scheme is still linearly homomorphic, but the encryption randomness is still large, as even
though we reuse r, the added noise terms €' are large. However, we rely on the fact that knowing e’
is not needed for decrypting. Indeed, to decrypt, we just need to know a small vector r € Z;" such
that Ar = Ar. That can be used to remove the term SAr from the ciphertext, and recover B - v
plus some small noise. To sample such vector, we use a standard trapdoor sampling mechanism as
in prior works [Ajt96, GPV08, AP09, MP12]. This makes the scheme hintable with succinct hints.

We still have two (minor) obstacles, though. This scheme (as well as Regev’s original scheme
or the scheme from [PVWO08]) does not satisfy two of the other properties needed for our X:iO
construction: (1) density, and (2) weak circuit privacy. But it almost does. Extra noisy ciphertexts,
where the noise reaches the bound B are actually dense, and for extra noisy ciphertext, weak circuit
privacy also holds (just as it did for GSW). So, we can directly instantiate the LHE in our X:O
construction with this Packed Regev construction, as long as we slightly relax the notion of an LHE
to just require density when considering extra noisy ciphertexts.

Thus we can conclude:

Theorem 1.5 (Informally stated). Assume 2-circular SRL-security of the GSW and the Packed
Regev encryption schemes holds. Then, there exists an XiO for polynomial-size circuits taking
inputs of length log(\) where X is the security parameter.

The proof of Theorems 1.1, 1.2 is finally concluded by upgrading Theorems 1.3, 1.4 and 1.5 to
apply also in the subexponential regime, relying on the subexponential 2CIRCYskt conjecture, and
finally relying on the transformation from subexponentially-secure XiO with pre-processing (and
subexponential LWE) to iO [LPST16].

1.4 Comparing Circular SRL-security to “Plain” Circular Security

Let us make a few remarks on the 2-circular SRL-security assumption w.r.t GSW and some LHE
(e.g. Damgard Jurik or Packed-Regev). Clearly, this assumption is stronger than the 2-circular
assumption w.r.t GSW and the LHE—simply consider an attacker that does not request any leakage.
Additionally, we wish to highlight a few qualitative differences between “plain” circular security and
circular SRL-security:

e “Plain” circular security is a simple non-interactive falsifiable assumption. Circular SRL-
security is also a (relatively simple) falsifiable assumption, but the security game is now inter-
active; for the type of SRL security needed for our application, a single “parallel” SRL query
suffices and such a notion of SRL security can be specified as a 5-round security game.

As we explain in more detail in Section 3.1.3, for our application, one could define a non-
interactive falsifiable variant of SRL security—roughly speaking, where the messages and the

5Note that using a carefully crafted noise that needs not be of smudging size, as done in [MP12], we can ”unskew”
the noise Er and hide the information of r. We favor clarify of the exposition over efficiency and resort to using
smudging noises.
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leakage-selection algorithm are randomly selected—such that the subexponential hardness of
this circular “random-SRL” security notion suffices’, but in our eyes, this non-interactive se-
curity game is less natural than the interactive one (and thus does not add much insight).

e It is also worth noting that for the notion of “plain” circular security, an alternative way of
defining circular security is to require that Enc;kl (ska), Encng(skl) is computationally indistin-

guishable from Encék1 (Olskzly, Encgk2 (sk1) (here Enc! denotes GSW and Enc® denotes LHE); this
notion (together with non-circular security) implies circular security the way we have defined
it (i.e. indistinguishability of encryptions of two messages in the presence of an encrypted
key cycle). However, this implication no longer holds in the context of SRL security (see
Section 2.8 for more details). And this is why we are directly defining circular security as
indistinguishability of encryptions of messages in the presence of an encrypted key cycle.

The above two points indicate that the circular SRL-security w.r.t. GSW and LHE is both (a-priori)
stronger, and also somewhat different from a qualitative point of view than the “plain” circular
security assumption. Yet, in our eyes, the main justifications for believing the latter holds true are
also valid for circular SRL-security:

1. In both cases (plain and SRL), security holds in a non-circular setting, assuming LWE.

2. In both cases (plain and SRL), the security game being considered captures a simple and
natural process (albeit for the case of SRL security, it is more complex).

3. Finally, just as for the notion plain circular security, it does not appear simple to even just
come up with any bit-encryption scheme (such as GSW) that is SRL secure, but not circular
SRL secure.®

1.5 Concurrent and Subsequent Work

A concurrent and independent breakthrough result by Jain, Lin and Sahai [JLS20] presents a con-
struction of iO based on subexponential security of well-founded assumptions: (1) the SXDH assump-
tion on asymmetric bilinear groups, (2) the LWE assumption with subexponential modulus-to-noise
ration, (3) a Boolean PRG in NC?, and (4) an LPN assumption over a large field and with a small
error rate e%; where § > 0 and ¢ is the dimension of the LPN secret. Assumptions (1) and (2) have
widespread use and are considered standard. (3) has also been well-studied in recent years. (4) is a
very natural coding problem, but the range of parameters used in (4) differs from most prior works
in the cryptographic literature, a majority of which focus on a less sparse error rate (typically a
constant) and/or use the field Fo.

A concurrent and independent work by Wee and Wichs [WW20] presents a new elegant heuristic
instantiation of the BDGM paradigm based only on lattice-based primitives. Similarly to us, their
construction proceeds by implementing X¢O with pre-processing. They also state a new security
assumption with a circular security flavor (involving a PRF and LWE samples) under which they can
prove the security of their construction: Roughly speaking, their construction proceed by reducing
X110 with pre-processing to the task of “oblivious LWE sampling”, and next they provide a heuristic
instantiation of a protocol for performing oblivious LWE sampling. Their security assumption is

"This follows from a union bound as the length of both the messages m®, m! and the description of the leakage-
selection algorithm are “short”.

8Wichs and Zirdelis [WZ17] show that any public-key bit encryption scheme can modified in a way that preserves
security yet violates circular security (using a special form of obfuscation that can be satisfied under LWE). The same
method can be used to obtain an SRL-secure encryption scheme (by modifying GSW as in [WZ17]) that is not 1-circular
SRL secure.
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essentially that their protocol is a secure oblivious LWE sampler. It is worth noting that even
though they also rely on the BDGM approach to implement XiQ, they manage to directly construct
an FHE with short randomness, relying on a “dual” variant of the GSW encryption scheme, thereby
completely removing the use of any LHE (whereas we obtain short decryption hints by combining
GSW with our Packed Regev).

The initial version of our paper did not contain the LWE-based instantiation of the LHE using
Packed Regev (we just had the DJ-based instantiation). Following up on the initial posting of
our paper, but concurrently and independently from our LWE-based construction, a preprint by
Brakerski et al [BDGM20b] also provides an LWE-based way to instantiate the LHE within our
framework. Differently from our construction, however, they rely on a variant of the “Dual Regev”
encryption scheme, whereas we rely on regular Regev.

2 Preliminaries and Definitions

In this section, we recall some standard definitions and results. Additionally, we include a formal-
ization of the circular security assumption that we consider.

Attackers, negligible functions and subexponential security. Below, for simplicity of expo-
sition, we provide definitions for polynomial security of all the primitives we consider. As usual, we
model attackers as non-uniform probabilistic polynomial-time algorithms, denoted nuPPT. We say
that a function () is negligible if for every polynomial p(-), there exists some Ao € N such that
u(N) < TIA) for all A > A\g. The security definitions we consider will require that for every nuPPT A,
there exists some negligible function p such that for all A, A succeeds in “breaking security” w.r.t.
the security parameter A with probability at most u(\). All the definitions that we consider can be
extended to consider subexponential security; this is done by requiring the existence of a constant
e > 0, such that for every non-uniform (probabilistic) attacker A with running time poly()) - 2*°,
there exists some negligible function p such that for all A, A succeeds in “breaking security” w.r.t.
the security parameter A with probability at most u(\) - 27" (as opposed to just u(\)).

Notations. For all n,m € N, we write [-n,m] = {—n,—n+1,...,m}, [n] =[1,n]. Foralla, 5 € R
such that 5 > «, we denote by (o, 8) = {z € R, < x < }. For all vy,...,v, € Z, we denote by
v = (v1,...,vy,) the column vector in Z". For all probabilistic polynomial time (PPT) algorithm A,
we denote by y < A(x) the random process of running A on input = and obtaining the output y.
For all sets S, we denote by x <—r S the process of sampling a random element x uniformly over S.
For any sequence & = {z)}ren, we write 2 € 2P°Y(M) if there exists a polynomial p(-) such that for
all A € N, z) € N and the bit size of z is less than p(A). For all functions B(-), we say an ensemble
{D)} e of distributions that output in Z is B-bounded if for all A € N, all z in the support of D), we
have |z| < B(A. We say an ensemble {D) } ren is polynomially-bounded if there exists a polynomials
p(+) such that {Dy} ey is p-bounded. We say two ensembles {D)} ey and {D%\},\GN are statistically
close (without specifying the statistical distance) and we write {D{} en &5 {D}}ren when for all
A € N, the distributions Dg and Di have statistical distance 2720,

2.1 Standard Lemmas

We first recall a special case of the leftover hash lemma from [ILL89].
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Lemma 2.1 (leftover hash lemma). For all \, q,d, m € N such that m > d[log(q)|+2A, the statistical
distance between the following distributions is upper bounded by 27:

{A R ZP T g (<1, 1) (A,Ar)}

{A R ZIM w R T (A, u)} .
We will also make use of the following standard “smudging” lemma (see e.g. [AJLT12] for an explicit
proof of this lemma).

Lemma 2.2 (Smudging). For all B,B’ € N such that B < B’, all x € [-B,B], the statistical
distance between the following distributions is upper bounded by g:

{u R [—B/, B/] : u}

{u+r[-B,Bl:u+z}.

2.2 Indistinguishability
We start by recalling the standard definition of computational indistinguishability [GMS84].

Definition 2.1 (Computational indistinguishability). Two ensembles {DS}ren and {Di}ren are
said to be computationally indistinguishable if for every nuPPT A there exists a negligible function
w such that for every A € N,

PrlA(1*, DY) = 1] - Pr{A(1), D}) = 1]| < u(V)

We write {D$}ren ~c {Di}ren to denote that {DS}ren and {Di}ren are computationally indistin-
guishable.

2.3 Definition of iO

We recall the definition of ¢{O [BGIT01, GGH"13b]. Given polynomials n(-),s(-),d(-), let Cp 4 =
{Cx}ren denote the class of circuits such that for all A € N, C,, is the set of circuits with input size
n(A), size at most s(\) and depth at most d(A\). We say that a sequence of circuits {II)} ey is
contained in {Cy} ey (denoted by {II)}ren € {Ca}ren) if for all A € N, 1T, € C,.

Definition 2.2 (:O for P/poly). We say that iO exists for P/poly if for all polynomials n(-), s(-),d(+),
there exists a tuple of PPT algorithms (Obf, Eval) such that the following holds:

e Correctness: For all {II\}xen € Cp 5.4, there exists a negligible function p such that for all
AeN, all x € {0,1}"W),

Pr[Il < Obf(1*,1I,) : Eval(1*,II,x) = II(x)] > 1 — p(n)

o IND-security: For all sequences {113 }xen, {113 }ren € Cns.a such that for all X € N, 11} and
Hi\ are functionally equivalent circuits, the following ensembles are computationally indistin-
guishable:

{ﬁ « Obf(1*,119) :ﬁ)}AEN
{ﬁ « Obf(1*,11}) ;ﬁ)}AEN
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2.4 Definition of XiO

We recall the definition of XiO with pre-processing [LPST16]. We restrict our attention to circuits
with input length O(log A): Given polynomials n(-),s(-),d(-), let Ciog(n),s,a = {Cr}ren denote the
class of circuits such that for all A\ € N, C, is the set of circuits with input size log(n())), size at
most s(A) and depth at most d()).

Definition 2.3 (XiO for P8 /poly). We say XiO exists for P°8 /poly if there exists a polynomial
p(+) and a constant € € (0, 1), such that for all polynomials n(-), s(-),d(-), there exists a tuple of PPT
algorithms (Genops, Obf, Eval) such that the following holds:

e Correctness: For all {II)} ey € Clog(n),s,d» there exists a negligible function p such that for
all X €N, all x € {0,1}"N);

Pr[pp + Genope(1*), II < Obf(pp, ITy) : Eval(pp, II,x) = TI(x)] > 1 — u(\)

e Succinctness: For all {II)\}en € Ciog(n),s,a, all A € N, all pp in the support of Genops (1), all
II in the support of Obf(pp,IIy), we have that }ﬁ‘ <n(\)Ep(A, s(N),d(N)

e IND-security: For all sequences {II)}ren, {13 }ren € Clog(n),s,d Such that for all A\ € N,
HS‘ and Hf are functionally equivalent circuit, the following ensembles are computationally
indistinguishable:

{pp < Genops(1*), IT + Obf(pp, I13) : (pp, ﬁ)}

{pp « Genops(1*), IT ¢ Obf(pp, T1}) : (pp, ﬁ)}

AeN
AeN

The following theorem from [LPST16] connects X:O (with pre-processing) with ¢{O assuming the
LWE assumption (we formally define the LWE assumption in Definition 3.4).

Theorem 2.4. Assume the existence of a subexponentially-secure XiQ© for P8 /poly, and assume
subexponential security of the LWE assumption. Then there exists an (subexponentially-secure) iO

for P/poly.

2.5 Definition of Public-Key Encryption

We start by recalling the definition of public key encryption (PKE). For our purposes, we will consider
PKE in a Common Reference String (CRS) model, where we first generate a CRS, and next, the
key generation algorithm will take the CRS as input. This added generality will be useful to capture
scenarios where multiple encryption schemes will be operating over the same ring Zy—this ring can
be specified in the CRS.

Definition 2.5 (Public-Key Encryption). A Public-Key Encryption (PKE) scheme is a tuple of
PPT algorithms (CRSgen, Gen, Enc, Dec) where:

° CRSgen(l’\): given as input the security parameter A € N, it outputs a common reference string
crs.

e Gen(crs): given as input crs, it outputs the pair (pk,sk).
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e Encpk(m;r): given as input the public key pk, a message m € {0,1}* and some randomness
r <R {0,1}°°Y, it outputs a ciphertext ct.

e Decg(ct): given as input the secret key sk and a ciphertext ct, it deterministically outputs a
plaintext.

We furthermore require these algorithms to satisfy the following correctness condition: for all A € N,
all crs in the support of CRSgen(1*), all pairs (pk,sk) in the support Gen(crs), all messages m €
{0,1}*, all ciphertexts ct in the support of Encpr(m), we have:

Decgk(ct) = m.

2.6 Definition of Linearly-Homomorphic Encryption

Definition 2.6 (Linearly-Homomorphic Encryption). For any polynomial £(-), a PKE scheme (CRSgen,
Gen, Enc, Dec) is said to be a Linearly-Homomorphic Encryption (LHE) with plaintext size ((-), if
there exists a PPT algorithm Add such that the following holds:

e For all A € N, all crs in the support of CRSgen(1*), all (pk,sk) in the support of Gen(crs), the
public key pk contains a message space (Apk, +), which is an Abelian group of size |A| > 2t

e For all A € N, all crs in the support of CRSgen(1"), all (pk,sk) in the support of Gen(crs),
all messages mi,ma € Ay, all ciphertests cti,cty in the support of Encpk(mi), Encpk(ma)
respectively, the algorithm Add(pk, cty, cte) determinsitically outputs a ciphertext in the support
of Encpk(m1 + ma), where the addition is performed in Agyy.

2.7 Definition of Fully Homomorphic Encryption

Definition 2.7 (Fully-Homomorphic Encryption). A PKE scheme (CRSgen, Gen, Enc, Dec) is said
to be a Fully-Homomorphic Encryption (FHE) scheme for depth §(-) circuits if there exists a PPT
algorithm Eval such that for all X € N, all crs in the support of CRSgen(1%), all pairs (pk,sk) in
the support of Gen, all n € N, all messages my,...,m, € {0,1}, all ciphertexts cty,...,ct, in
the support of Encpx(mi),. .., Encpk(my,) respectively, all circuits f : {0,1}" — {0,1} of depth at
most 6(X\), Eval(pk, f,cti,...,ct,) deterministically outputs an evaluated ciphertext cty such that
Decg(cty) = f(ma,...,my).

Note that the depth of the circuit that are homomorphically evaluated is a priori bounded by
d(A) for a polynomial ¢ (that is, we consider the case of leveled FHE). The arity of the evaluated
circuits (denoted by n above), however, is unbounded. The FHE we will be using — namely, from
[GSW13] — natively supports arithmetic circuits (with addition and multiplication gates), which
capture Boolean circuits.

2.8 Leakage-resilient and Circular Security

We recall the standard definition of CPA-security for encryption schemes; we furthermore generalize
it to a notion of O-leakage resilient security, which extends the standard definition by also providing
the attacker with access to a leakage oracle O receiving the public key pk, the message m* being
encrypted, and the randomness r under which it is encrypted. Our notion of O leakage-resilience
restricts to attackers that only make “valid” leakage queries, where a query is said to be valid if

9As usual, since all algorithms are PPT we really only need to consider a finite prefix of {0,1}*° to define the
uniform distribution.
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the oracle does not return L in response to it. In more detail, to “win” in the security game, the
attacker A must (a) correctly guess which among two message m”, m' is being encrypted, while (b)
not having made any queries to O on which O returns L.

Definition 2.8 (O-leakage resilient security). We say that a public-key encryption scheme PKE =
(CRSgen, Gen, Enc, Dec) is O-leakage resilient secure if for all stateful nuPPT adversaries A, there
exists some negligible function ju(-) such that for all X € N, Pr[Expy 4 = 1] < 1/2+ pu(\), where the
experiment Exp}iﬁg is defined as follows:

crs + CRSgen(1%), (pk, sk) < Gen(crs)
(m® m') < A(pk),b < {0,1}
Expffff ={ m*=m’r g {0,1}*
ct = Encpk(m*;r), b + AOPkm™r) (ct)
Return 1 if |[m®| = |m?|, ¥ = b and O did not return 1; 0 otherwise.

We say that PKE is simply secure if the above holds when we do not give A access to an oracle.

We will also consider a 2-circular secure variant of O-leakage resilient security, which is simi-
larly defined except we require indistinguishability of m° and m'® in the presence not only of some
randomness leakage, but also of an encrypted key cycle w.r.t. two public-key encryption schemes
PKE and PKE. Note that we set the CRS of PKE to be the public key of PKE; this is to ensure
compatibility between the schemes, i.e. for them to operate on the same ring.

Definition 2.9 (O-leakage resilient 2-circular security). We say that public-key encryption schemes
PKE = (CRSgen, Gen, Enc,Dec) and PKE = (CRSgen, Gen, Enc,Dec) are O-leakage resilient 2-
circular secure if for all stateful nuPPT adversaries A, there exists some negligible functiw(-)
such that for all A € N, Pr[Epoﬁg’P’Cg = 1] < 1/2 + p(A), where the experiment Expiﬁg’PK‘g is
defined as follows:

Crs CRSgen(lﬁ, (pk, sk) + Gen(crs), (pk, sk) « Gen(pk)
Expp;cg,m _ (m?, mil) «— A(pk, pk),b + {9, 1}, m* = sk|m®,r g {0,1}°°,ct = Encpk(m*;r)
AA ct < Encgp(sk), b’ « AOPkm™x) (et ct)
Return 1 if |m®| = |m?|, ¥ = b and O did not return L; 0 otherwise.

We finally state the 2CIRC assumption that we will rely in our main theorem.

Definition 2.10 (2CIRC assumption). We say that the (subexponential) 2CIRC® assumption holds
w.r.t PKE and PKE if the following holds: if PKE is (subexponentially) O-leakage resilient secure
and PKE is (subexponentially) secure, then (subexponential) O-leakage resilient 2-circular security

holds w.r.t PKCE and PKE.

A Note of the Definition of Circular Security. Let us remark that while the above definition of
circular security (i.e. indistinguishability of encrypted messages in the presence of an encrypted key-
cycle) is the most direct way of capturing the needs for circular security in applications (think e.g.,
of encrypted disk space), an alternative definition is also commonly used in the literature: it requires
(a) standard security, and (b) indistinguishability of the encrypted key cycle Enc(sk), Enc(sk) from
Enc(0IKl), Enc(sk). We want to emphasize that whereas in the standard setting—without a leakage
oracle—this alternative definition implies the circular security notion we gave, this is no longer true
in the oracle-enhanced setting. To see this, consider an oracle that given pk, m*,r, outputs L to
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any query in case m* = 0lskl. Leakage queries can never be useful to distinguish encryptions of sk
and 0/sK—as the oracle will output L with probability negligibly close to 1 /2 and thus the attacker’s
advantage is negligible—so O-leakage resilient circular security is equivalent to plain (i.e. without an
oracle) circular security. Yet, leakage queries w.r.t. such an oracle may be useful when considering
indistinguishability between sk||mg and sk||m;. In fact, for the particular leakage queries that we
will be relying on, this phenomena does occur: they are valid in case m* is of the form sk||m where sk
is a valid secret key for PKE, but they are invalid if sk = 01K, For this reason, we directly formalize
circular security as indistinguishability of encrypted messages in the presence of an encrypted key
cycle.

3 Shielded Randomness Leakage Security of GSW

In this section, we define our notion of Shielded Randomness Leakage (SRL) security, which corre-
sponds to O-leakage resilience security for a particular leakage oracle O. Then, we prove the GSW
FHE is SRL secure under the LWE assumption.

3.1 Definition of Shielded Randomness Leakage Security

To define our notion of SRL security, we focus on FHE schemes that satisfy the following properties.

3.1.1 Batch correctness

This property states that decryption of evaluated ciphertexts solely consists of computing the inner
product of the evaluated ciphertext with the secret key (both of which are vectors), then rounding.
Also, a single scalar obtained by decryption can encode many output bits of the evaluated function.
That is, we consider FHE scheme where the crs contains a modulus N¢s such that decryption of an
evaluated ciphertext yields a scalar in Zy,,. Our definition of FHE is flexible w.r.t. the choice of
the modulus N, which we can afford since the LWE assumption holds for essentially any (large
enough) modulus. As observed in [Mic19, BDGM19, BDGM20a], most existing FHE schemes can
fit this framework.

Definition 3.1 (Batch correctness). For all poynomials §, an FHE scheme (CRSgen, Gen, Enc, Dec, Eval)
for depth-6 circuits satisfies batch correctness if there exist a PPT Eval' and a polynomial o such that
following holds:

e For all A € N, all crs in the support of CRSgen(1?) contain a modulus Nes € N; for all (pk, sk)
in the support of Gen(crs), we have: pk contains Bpx € N such that Nes > 2)‘Bpk; the secret
key is of the form: sk € Z°™.

e For all X\ € N, all crs in the support of CRSgen(1%), all (pk,sk) in the support of Gen(crs),
all arities v € N, all messages my,...,m, € {0,1}, all depth-0(\) circuits f of arity v, all
ciphertexts ct; in the support of Encpk(m;) for all i € [v], all scaling factors w < log(Ners),
the algorithm Eval’ (pk, f,w,cty,...,ct,) deterministically outputs an evaluated ciphertext cty €

Z?V(js) such that:
sk’ cty = 2¥f(m) + noise; € Zx,..,

with |noises| < Bpy.

Note that one can recover the value f(m) € Zy,,, when using the scaling factor w = [log(Bpk)]+1.
That is, we can define Eval(pk, f,cti,...,ct,) = Eval'(pk, f, [log(Bpk)] + 1, ct1, ..., cty).
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3.1.2 Randomness homomorphism

This property states that it is possible to homomorphically evaluates a circuit f not only on the
ciphertexts, but also the randomness used by the ciphertexts. The resulting evaluated randomness
ry belongs to a noisy randomness space R* — typically the fresh randomness comprises noises, and
the evaluated randomness consists of larger-magnitude noises. The encryption algorithm Enc* is
essentially the same as Enc except it operates on the evaluated (noisier) randomness. The ciphertext
obtained by first evaluating the randomness, then using the noisy encryption algorithm Enc* is the
same as obtained by directly evaluating the original ciphertexts.

Definition 3.2 (Randomness homomorphism). An FHE scheme FHE = (CRSgen, Gen, Enc, Dec, Eval)
for depth-0 circuits that satisfies batch correctness (defined above) also satisfies randomness homo-
morphism if there exists a sequence of noisy randomness spaces {R} } xen, and the following additional
PPT algorithms:

e Evalang(pk, f,r,m): given as input the public key pk, a depth-6(\) circuit f of arity v, random
coins v = (r1,...,r,) where for all i € [v], r; € {0,1}*°, and messages m € {0,1}", it
deterministically outputs an evaluated randomness ry € RY.

. Enc;k(m;r*): given as input the public key pk, a message m € Zn., and the randomness
r* € R*, it outputs a noisy ciphertext ct*.

We furthermore require these algorithms to satisfy the following condition: for every A € N, all crs
in the support of CRSgen(1%), all pairs (pk,sk) in the support of Gen(crs), all v € N, all depth-6(\)
circuits f of arity v, all messages m; € {0,1}, all randomness r; € {0,1}>° for i € [v], denoting
ct; = Encpk(my; 1) and ry = Evaliang(pk, f,r,m), we have ry € R} and:

Eval'(pk, f,0,ct1, ..., ct,) = Ency, (f(m);ry).

3.1.3 Shielded Randomness-Leakage security

We proceed to formally define shielded randomness leakage (SRL) security for randomness homomor-
phic FHEs with batch correctness. SRL security will be defined as O-leakage resilient security for a
particular leakage oracle Osg| that given the public key pk, a message m* and randomness r, allows
the attacker A to ask to see a “shielded” version of the homomorphically evaluated randomness ry
for any function f for which A knows the output f(m*). To make sure the attacker can only query
the oracle with functions on which it knows the output, we require the atacker to also provide the
output «, and the oracle outputs L if f(m*) # a (and thus, by the definition of O-leakage resilient
security, the attacker fails if it ever picks a function for which it does not know the output).

To formalize the SRL oracle, we restrict ourselves to FHE where the noisy randomness consists
of integer vectors. That is, there exists a polynomial ¢(-) such that the sequence {R}}xecn is such
that for all A € N, Ry C 7t Henceforth, we denote by r1 +ry € R} and r; —rz € R} the addition
and subtraction in Z‘. We denote R} by R* for simplicity.

Definition 3.3 (SRL security). An FHE scheme FHE for depth & circuits satisfying randomness

homomorphism is said to be SRL-secure if it is (’)g:g'l‘_g—leakage resilient secure for the following oracle
(’)ngfg , where Evaliang and Enc* are the algorithms guaranteed to exist by the definition of random-

ness homomorphism. Similarly, for any public-key encryption scheme PKE, we say 2-circular SRL
security holds w.r.t. FHE and PKE if OSfR}ﬁg—leakage resilient 2-circular security holds w.r.t. FHE
and PKE.
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O3 (pk, m* 1)

r* <r R*, ct* = Ency, (0;1%)

(f, o) < Alct*)

ry = Evaliang(pk, f,r, m*).

If f(m*) =« and f is of depth at most 0, then leak =r* —r; € R*.
Otherwise, leak = L. Return leak.

Roughly speaking, given a message m* and randomness r, the oracle (’)ng]‘_g samples fresh random

coins r* from which it generates a noisy encryption of zero, that is sent to the adversary. The
adversary next chooses a circuit f and a value a € Z. The oracle then checks that f(m*) = «, upon
which it returns the evaluated randomness “shielded” with the randomness r*; otherwise, it outputs
1 and in this case, the attacker fails.

In the concrete FHE we consider from [GSW13], the randomness leakage corresponds to the
randomness obtained from homomorphically subtracting the evaluated challenge ciphertext from
Ency (0;1%). Revealing such leakage allows the adversary to decrypt and recover the value 0— f(m*).
This is why we only allow the attacker to request leakage functions f for which it knows the output
F(m®).

Whenever the scheme FHE is clear from context, we simply write Osg. to denote Oggﬁg .

A note on the falsifiability and interactivity of (circular) SRL security. We note that
both SRL (and 2-circular) SRL security of an FHE (and a PKE) is a simple and natural interactive
falsifiable assumptions about the FHE (and the PKE): the assumption is defined as an interactive
security game involving a PPT challenger C, with a threshold of 1/2 (i.e. the attacker needs to win
with probability non-negligibly higher than 1/2). Let us make some additional observations about
this assumption:

e Let us first point out that for our actual application, we only need to rely on a relaxed form of
SRL security where A sends all its queries in parallel. Thus, such a “paralle]” SRL assumption
can be captured as a 6-round security game (1) A first gets the public key, (2) A picks the
messages m”, m', (3) A gets the encryptions of m® and the shields, (4) A selects the parallel
leakage queries {f;, a;}, (5) A gets back the (shielded) randomness {rf,} and (6) A finally
makes a guess for b. In fact, we actually do not need CPA security for adaptively chosen
messages so we can compress it to a 5-round assumption. We write down this concrete 5-round
assumption that suffices for us in Appendix B.

e Next, let us note that for our application, we only need SRL security for: (1) short messages
m? m?, of length \°, for some € € (0,1), (2) a query-selecting mechanism that has some fixed
polynomial running time, and whose description size is only A* + O(1). For such applications,
we can stipulate a non-interactive SRL-security game: the challenger picks random messages
m m!, and a random query-selecting machine TM M, both of size O(X¢). Next, it checks
that M generates valid queries (within the a-priori fixed time-bound) w.r.t. to both m", m! (or
in the case of circular security w.r.t. sk||m® and sk||m?). If so, the challenger gives the attacker
the public key, an encryption of m*, the shields and the SRL leakage. The attacker wins if it
correctly guesses b. If not (i.e. some of the SRL queries were invalid), the same information
excluding the SRL leakage is sent to the attacker.

If this non-interactive SRL-assumption is 20(A )—hard, where ¢/ > ¢, it implies that it is still

2O(A€ )—hard for every (short) choices of m® m! and M by a union bound over m®, m!, M,
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and this is exactly what is needed for our X:O proof, as the query-selecting machine selects
leakage queries that are valid w.r.t. sk||m® and sk|m! (with high probability).

While the above discussion shows that we could have presented a relatively simple non-interactive
(and falsifiable) circular SRL-assumption (which we can prove holds w.r.t. GSW based on LWE in
the non-circular setting), in our opinion, doing so does not elucidate the assumption on a qualitative
level. Rather, we have chosen to present the circular SRL-assumption in a more general and stronger
form as we believe this interactive version is: (1) more natural—it captures a very natural (in our
eyes) security game, and (2) it is still secure in the non-circular setting (based on LWE), and (3) due
to the fact that the assumption is stronger and simpler, it becomes easier to attack (and conversely,
the absence of attacks would inspire more confidence).

Let us furthermore note that for our proof, we only need to consider very specific SRL leakage
queries and thus an alternative way of making the assumption “technically weaker” is to restrict to
those types of queries, but we believe that would just make the assumption more ad-hoc, without
adding any real reason for increased confidence in the security.

3.2 SRL Security of the GSW FHE from LWE

We now recall the FHE scheme from [GSW13], whose security relies on the LWE assumption. The
variant we present uses a large modulus to permit batching many output bits in a single scalar. We
prove the GSW scheme is SRL-secure (as per Definition 3.3) under the LWE assumption.

3.2.1 Learning With Error Assumption

We recall the Learning with Error (LWE) assumption with subexponential modulus-to-noise ratio.
In [Reg05], Regev showed that solving the LWE problem with modulus ¢, dimension &, arbitrary
number of samples m, and discrete Gaussian distribution x of standard deviation 0 = aq > 2v/k
(this is the distribution over Z that follows the normal distribution of standard deviation o, and it is
such that Prle < x : |e| > oy/log(r)] € 27%(%)) is at least as hard as quantumly approximating the
shortest independent vector problem (SIVP) to within an approximation factor v = O(k/a) in the
worst case k-dimensional lattices. His result only applied to every modulus ¢ that is a prime power,
or a product of small (poly-size) distinct primes. Later, in [PRS17], the result was generalized to
any modulus q.

As typical, we choose a noise-to-modulus ratio a = 27*° for a constant ¢ € (0,1), which
corresponds to the SIVP problem with an approximation factor v = (5(f£ - 2%%), which is believed to
be intractable for ¢ small enough.

Originally, the LWE assumption was defined for uniformly random secrets; however, several works
[Mic01, ACPS09] showed that LWE is no easier if the secret is drawn from the noise distribution,
which is the variant we will use. Finally, we use an noise distribution that is bounded with probability
1 (as opposed to all but negligible probability, as it is the case for the discrete Gaussian distribution
that is commonly used). This mild strengthening is not fundamental but will make our definitions
easier to work with (e.g. correctness will hold with probability 1). That is, we rely on the following
LWE assumption.

Definition 3.4 (LWE assumption [Reg05, PRS17]). For all sequences q € 2P°Y(®) qall ensembles
X of efficiently sampleable distributions over Z, we say that (subexponential) security of the LWE
assumption holds w.r.t. the sequence q and the ensemble x if for all polynomials m(-), the following

22



ensembles are (subexponentially) computationally indistinguishable:

{A R ZZ;(”)X”,S — X e X" z=Astec an;i(ﬂ) : (A,z)} .
KE

{A <R Zgn(n)xn’ Z <R Z;n("{) : (A,Z)} .
K K KJGN
We say the (subexponential) security of the LWE assumption holds if there exists a constant ¢ € (0,1)

such that for all sequences g € 2°°Y5) and all polynomials B such that for all k € N, the following
holds:

e B(k) > 2\/klog(k)
e B(k) > q.27"

there exists a B-bounded ensemble x of efficiently sampleable distributions over Z, such that (subez-
ponential) security of the LWE assumption holds w.r.t. q,x.

3.2.2 The GSW scheme

We recall the FHE from [GSW13]. We present the leveled variant (without bootstrapping), which is

parameterized by a polynomial § that bounds the depth of the circuits that can be homomorphically

evaluated. Its security relies on the LWE assumption with a subexponential modulus-to-noise ratio.
We denote the scheme by GSWj.

Notations. For all polynomials §, we denote by bs the polynomial such that for all poynomially-
bounded ensemble y, all polynomials x, all A € N, the noise obtained from homomorphically evalu-
ating circuits of depth at most §(\) on GSW ciphertexts generated with LWE noise sampled from
the distribution y, and LWE secret of dimension (), is upper bounded by 205V,

e Gen(crs):
Given as input crs which contains a modulus N > 222N it chooses a sequence {gn}nen, a By-
bounded ensemble {xy }nen for a polynomial B, and a polynomial s such that LWE holds w.r.t. ¢
and x, and g = N (by the LWE assumption, given in Definition 3.4, we know such parameters
exist). We abuse notations and write k = k()), X = Xxx(\) and By = By(x()\)) from here on. The
algorithm sets w = (k + 1)[log(N)], m = 2(k + 1)[log(N)] + 2\, B* = 2*(w + 1)°[log(N)] and
B = B, (w + 1)°[log(N)]m. Note that we have N > 2**B.

It samples A «gr ZY™, s « X", e < x™, g = (1,2,... ,2Mee(N)1-1y ¢ Z][\l,og(Nﬂ, G =

g’ 0

gl ®Id = 0 g' € ZS\?H)XU} where Id € Zg\']ﬁl)x(nﬂ) denotes the identity matrix,

U = < A > c Z%’;”Ll)xm. It sets pk = (B,U,G), and sk = (—s,1) ® g € Zy. The pa-

sTA+el
rameters define the noisy randomness space R* = [—B*, B*]". It outputs (pk, sk).
e Enc(pk,m):
Given the public pk, a message m € {0, 1}, it samples the randomness R <—g [—1, 1]™*" and outputs
the ciphertext ct = UR + mG € ZS{?H)Xw. For any m € {0,1}", we denote by Encyk(m;r) the
concatenation of the encryptions Encpi(mi;R1),. .., Enco(my; Ry,).
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e Eval(pk, f,cty,...,ct,):

Given the public key pk, a depth-d(\) arithmetic f : {0,1}” — {0, 1}, ciphertexts cty,...,ct,, it runs
cty < Eval'(pk, f,w,cty,...,ct,) with scaling factor w = [log(B)| + 1, where the algorithm Eval’ is
described below, for the batch correctness property.

We demonstrate that the GSW FHE satisfies the batch correctness property.

Proposition 1 (Batch correctness). For all polynomials §, the GSW scheme described above satis-
fies batch correctness, as per Definition 3.1.

Proof: We present the following PPT algorithm:
e Eval’(pk, f,w,cty,...,cty):

Given the public pk, a depth-§(\) arithmetic circuit f : {0,1}" — Zx, a scaling factor w < log(NV),
ciphertexts cty, ..., ct,, it evaluates the circuit gate by gate as follows.

e Addition gate between ct; and ct;: return ct; 4 ct; € ZS\';H)Xw.

e Multiplication gate between ct; and ct;: return ct; - BD(ct;) € ZE\TH)X“’, where BD(ct;) €

{0,1}**™ denotes the binary decomposition of ct; € ZS\';Jrl)Xw.

By recursively applying the above operations, one can turn the ciphertexts cty,...,ct, into C% =
UR; + fi(m)G € Zg{;JFl)XM, where f;(m) € {0,1} denotes the i’th bit of the binary decomposition
of f(m) € Zy, that is, f(m) = 31511 9i ¢ (m). For all i € [0, [log(N)] — 1], we have IR oo <
(w+1)%. By definition of the matrix G, choosing the - [log(N)] 44 +w + 1’th column of CY yields:

c? = <Arlj}, (sTA+ eT)r} + 2“’+ifi(m)) € ZH.

Summing up for all i € [0, [log(N)] — 1], we get: ct} = (Ars, (sTA +el)rp +29f(m)) € Z,

where r; = ZZE(%(N)FI rie of norm |rffec < (w + 1)°[log(N)]. It outputs the evaluated ciphertext

cty = BD(ct}) e {0,1}*.
The evaluated ciphertext cty € {0,1}" is such that:

sk'cty = s Ar;+ (s' A +e')ry+2¥f(m) = 2*f(m) + noise; € Zy,

where noise; = e'r;. We have |noise;| < (w + 1)°[log(N)]Bym = B. O
We turn to proving that it also satisfies the randomness homomorphism property.

Proposition 2 (Randomness homomorphism). For all polynomials 6, the GSWs scheme satisfies
the randomness homomorphism property as per Definition 3.2.

Proof: We present the following PPT algorithms:
e Enc*(pk,m;r*):

Given the public pk, a message m € Z, the randomness r* € [—B* B*]™, it computes ct' =
(Ar*, (sTA +e")r* + m) € Zy', and outputs ct = BD(ct') € {0,1}".

° Evalrand(pk7 I (Ri)ie[u]a (mz)ze[u])
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This algorithm is similar to the ciphertext evaluation algorithm. Namely, given the public pk, a
depth-6(\) arithmetic circuit f : {0,1}¥ — Zy, randomness Ry,..., R, € [—1,1]*" it evaluates
the circuit gate by gate as follows.

e Addition gate between R; and R;: return R; + R; € Z}*".

e Multiplication gate between R; and R;: compute ct; = Encpe(m;; Rj), return R;BD(ct;) +
m;R; € 2", where BD(ct;) € {0,1}*** denotes the binary decomposition of ct; € ZS\?H)XM.

By recursively applying the above operations, one can turn the randomness Ry,..., R, into RZ]} €
Z3*" such that: C} = URY+£;(m)G € Z{*" for all i € [0, [log(N)]-1]; and | R0 < (w+1)°.
By definition of the matrix G, choosing the x[log(N)] 4 ¢ + 1’th column of R yields ry € ZT; such

that: cl]} = (Ar”}, (sTA+ eT)r’]} + Qifi(m)) € 7%, and Hrchoo < (w+ 1)?. Summing up for all i €

[0, [log(N)] — 1], we get: ry = Ziﬂzo(%(Nﬂ_l rlj} € R* such that ct; = (Ary,(sTA+e')ry+ f(m)) €
Z’]’“VH. It outputs the evaluated randomness r . ]

3.2.3 SRL Security

Before proving the SRL security of GSW under the LWE assumption, we describe new trapdoor
generation and pre-image sampling algorithms that are inspired by those from [MP12]. As in prior
works, the trapdoor generation algorithm generates a matrix U € vaxm that is statistically close to
uniformly random over Z‘]jvxm, together with an associated trapdoor Ty. The pre-image sampling
algorithm, given a target vector t € Z]dv, produces a short pre-image, that is, a short vector r € Z’%}
such that Ur = t. In these works, the distribution of these short pre-images is independent of the
trapdoor — typically they follow a discrete (spherical) Gaussian distribution. Our requirements are
slightly different: a pre-image produced by our sampling algorithm when given as input a target
vector t € Z‘fv should be statistically close to a pre-image produced by our sampling algorithm when
given as input the vector 0 € Z%,, shifted by a much smaller pre-image of t. That is, if a very short
pre-image is given, adding a somewhat short pre-image of 0 (produced by the sampling algorithm)
to it will produce a pre-image that looks like a fresh output of the sampling algorithm on input t.
This inherently requires smudging size noises, which implies the use of an exponential-size modulus
q. In fact this property is not known to hold for existing trapdoor generation and pre-image sampling
algorithms using polynomial-size modulus.

We prove this property for the concrete algorithms provided in [MP12], which we simplify since
we can afford to use smudging-size noises. We provide a self-contained description of the scheme and
its proofs here.

Lattice trapdoors.

e TrapGen(1*, N, d):

Given as input the security parameter A € N, a modulus N € N, a dimension d € N, it sets
m = d[log(N)] + 2)\, w = d[log(N)], m = m + w, computes the gadget matrix G = g' ® Id =
T
gl 0 -
0 g’ € Z?VX“’ where Id € Z%Xd denotes the identity matrix and g = (1,2, ..., 2/le(M)1-1) ¢

ZWENT T g 29 R 4 [-1,1]"% U = (U|-UR+G) € Z&™, Ty = R. It outputs (U, Ty).
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e PrelmSamp(U, Ty, t, B):

Given as input the matrix U, the trapdoor Ty, a target vector t € leiv and a bound B € N, it
samples v <—r [—B, B]™, sets b = BD (Uv +t) € {0,1}"** which denotes the binary decomposi-

tion of Uv +t € Zf,iv. It outputs (I;b) —-v eZy.

We show the following properties hold.

Proposition 3 (Correctness of TrapGen). For all A\, N, d, writing m = 2d[log(N)]|+2X, the following
distributions have statistical distance at most 2=:

{Ucrzim: U}
{(U,TU) « TrapGen(1*, N, d) : U} :

Proof: The proposition follows readily from Lemma 2.1 (leftover hash lemma). O

Proposition 4 (Correctness of PrelmSamp). For all A\, q,d, B € N, all (U,Ty) in the support of
TrapGen(1*, N, d), all t € Z4,, all v € Z¥ in the support of PrelmSamp(U, Ty, t, B), are such Ur =t
and ||r|lec < B + w.

Proof: Straightforward. O

Proposition 5 (Security). For all \, N,d,B € N, writing m = 2d[log(N)| + 2\, for all w € Z}}
such that |w|leo < B, the statistical distance of the two following distributions is upper-bounded by
B'/B:

{(U, Ty) < TrapGen(1*, N, d), ¥y +g PrelmSamp(U, Ty, 0, B) : ¥y + w € Z}
{(U, Ty) « TrapGen(1*, N, d),T + PrelmSamp(U, Ty, Uw, B) : T}

RbDb
b

BD(Uv) € {0,1}". For all w € Z}} such that ||w|« < B’, by Lemma 2.2 (smudging), the following
distributions have statistical distance B'/B: {v < [-B,B]™ : v} and {v < [-B,B]™ : v + w}.

Proof: By definition of PrelmSamp we have: ry = < ) — v where v < [-B,B]™ and b =

/
This implies that rg + w ~ I:)},D — v, where b’ = BD(Uv + Uw). The latter is identically
distributed to PrelmSamp(U, Ty, Uw, B). O

Theorem 3.5 (SRL security). Assume the (subexponential) security of the LWE assumption holds.
Then, for all polynomials §, GSWy is (subexponentially) SRL secure.

Proof: For all nuPPT adversaries A, all A € N, we use the following hybrid experiments.

. 7—[37 4° is the experiment E><p§\}f4w‘S from Definition 2.8.

° 7-[/1\ 4t s as Hg 4 except the LWE sample s' A + e from the public key is switched to a uni-
formly random vector using the LWE assumption. That is, the public key is computed as fol-

A
lows: A g ZY™, v <R Z}, U = <VT); the gadget matrix G is computed as in H(/)\A, and
pk = (B, U, G). The secret key is also computed as in ’H% 4 (but now it is uncorrelated with pk),

namely: s <—r x", sk = (—s,1)®g € Z}. The challenge ciphertext is computed as ct = Encpi(m*;r)
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and the oracle Osgy (pk, m*,r) behaves as in 7-[0 AA- The LWE assumption implies that for all nuPPT
A, there exists a negligible function u such that for all A € N, | Pr[H{ =1 - Pr[H%\}A =1]| < u(N),
since these experiments can be efficiently simulated from U and the winning condition can be effi-
ciently checked.

o H>3 Hy A is as H 4 except the matrix U from the public key is sampled from (U, Ty) < TrapGen(1*, N, -+

1). By Property 3, this is statistically close (within statistical distance 27*())) to generating a uni-

formly random U <g Z(RH)

for all nuPPT A, we have

as done in ”H}\ 4+ The experiments can be simulated from U, thus,

{H atren ~s {H3 4} ren-

o 13 YA 1S as H? 3.4 €xcept we use the oracle OSRL instead of Oggy:

Osgy (pk, m* ct)'

r* <R R*, ct* = Encg, (0;1)

(f,a) « Alct")

BD(ct}) = Eval'(pk, f,0,ct). Parse ct} (Arf,v ry+ f(m*)) € Zy.
Compute t; = (Ar,v'ry) € Z5, and r; < PrelmSamp(U, Ty, t, B*27V/2).
If f(m*) = «, and f is of depth 5, then leak = r* —r; € R*.

Otherwise, leak = 1. Return leak.

Note that the oracle Osg, only takes as input the public key pk, the message m* € {0,1}* and
the challenge ciphertext ct = Encpi(m*;r), but not the randomness r itself. Instead of computing
the evaluated randomness ry = Evaliang(pk, f, m*,r), it computes a small Ff that is consistent with
the evaluated ciphertext cty = BD(ct}), that is, such that ct} = (AT;,v't; + f(m)). Clearly,
the distributions: (ct,rs), which corresponds to H3 x4 and (ct,ry), which corresponds to 7-[:)3\ 4 are
distinct — for one thing, the first distribution has less entropy than the second distribution where
17 is sampled freshly. However, the value ry is shielded by the noisy randomness r* <—r R*. Because
it is of much larger magnitude than ry and ry, the latter can smudge the difference 67 = ry —ry,
which would successfully transition from 7—[%\ 4 to ’Hi 4+ To effectively hide 0y, we need to make
sure r* € Z™ itself is hidden. Partial information is revealed in ct* = Encp, (0;r*), of the form
Ur* € Z“NH. Intuitively, the component of r* along U is revealed by ct*, but the remaining entropy
of r* is hidden; in particular, its component along U, the orthogonal space of U, is hidden. Because
T is consistent with cty, we have Ud; = 0; that is, ¢ is orthogonal to U. The orthogonal component
of r* can simply smudge ;. This argument is formalized in Lemma 3.1. Overall, for all nuPPT A,
we have:

{H3 abren ~s {H3 A}ren-

To complete the proof of Theorem 3.5, we now show that for all nuPPT A, all A € N, we have:

Pr[H3 3.4 = 1] £1/2. To do so, we consider the event fail (and the complementary event fail), which

0

happens when A chooses a pair of messages (m”, m') and makes a query of the form (f*,a*) to

OsgrL such that f*(m°) # f*(m?).

First, we show that Pr[?-[iy 4 = 1fail] < 1/2. This follows from the fact that conditioning on
fail, the query (f*,a*) makes OSRL output L with probability 1/2 over the choice of b +—g {0,1}, in
which case the experiment 7—[ x4 outputs 0.

Finally, we show that Pr[#3 , = 1[fail] < 1/2. This follows from the fact that in the experiment

b

’Hi 4> the only information revealed about the random bit b is f(m*) where m* = m”. Since we
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condition on fail, we know that f(m?) = f(m?'). Thus, there is no information revealed about b and
Pr[H3 4 = 1[fail] = 1/2. O

Lemma 3.1. For all nuPPT A, we have: {HE,A}AEN R {/H?)LA}AGN-

Proof: = We introduce intermediate hybrids ’H%\’A for © = 1,2 which are defined for all nuPPT
adversaries A and all A € N as follows.
The experiment Hih is as 7—[3 4 except is uses the following oracle O%RL instead of Ogry.

Olgr (pk,m*, r):

r* <Rr R*, 1y + PrelmSamp(U, Ty, 0, B*272/?2), ct* = Enc;k(O;r* — 1)
(f, ) = A(ct¥)

ry = Evalrand(pkv fir, m*)'

If f(m*) =« and f is of depth §, then leak = r* —rg —ry € R*.
Otherwise, leak = L. Return leak.

We first prove that for all nuPPT A, we have:

{H3 abren ~s {HI U ren

The only difference between these experiments is that O%RL subtract a pre-image of 0 € Z%; from
the shield, that is, it uses r* — ry with r* <g R* and £y < PrelmSamp(U, Ty, 0, B*2-*/?) instead
of r*.

By Property 4, ro € Z% is such that ||fo[ec < B*2Y2. Thus, by Lemma 2.2 (smudging), the
following distributions have statistical distance at most 27*/2:

{r* g [-B*,B* " :r*} and {r* +g|[-B*,B*]™:r* —rp}.

The leftmost distribution corresponds to the experiment ’Hi 4 (with post-processing), whereas the
rightmost distribution corresponds to the experiment 7{%\}4 (with the same post-processing). This
completes the proof that {’HiA}AeN SR {Hi;h}AeN-

Now, we introduce another intermediate hybrid, 7—[%\34, which uses the oracle O%RL instead of
O%RL, where O%RL behaves just as OéRL with the only exception that ct* is encrypted using the
randomness r* (as opposed to randomness r* — ry):

O%RL(pk’ m*,r):

r* <—r R*, ct* = Encp, (0;1%)

(f, @) « A(ct?)

ry = Evaliang(pk, f,r,m*), ro < PrelmSamp(U, Ty, 0, B*2=2/2).
If f(m*) =« and f is of depth §, then leak = r* —rg —ry € R*.
Otherwise, leak = L. Return leak.

By Property 4, we have, Urg = 0. This implies Encj, (0;r* — rg) = Encg, (0;1*). Thus, for all
nuPPT A, we have:
{H?\;h}AeN = {Hifcl})\ew

To conclude the proof of this lemma, we now prove that for all nuPPT A, we have:

{H3 2 en ~s {H3 atren.
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To do so, we note that ry € Z% is such that |rf||e < B*27*. Moreover, it is independent of
the vector ry < PrelmSamp(U, Ty, 0, B*2_)‘/2). Therefore, we can use Proposition 5, which states
that for all vectors ry € Z% such that ||rf|jec < B*27*, the following distributions have statistical
distance at most 272

o <R PrelmSamp(U, Ty, 0, B*2~?) : fy+1 € Z7%} and {r; « PrelmSamp(U, Ty, Ur s, B*2~*/?
f N f f

The leftmost distribution corresponds to the experiment ”Hii\ (with pre and post-processing), whereas

the rightmost distribution corresponds to the experiment ’Hi 4 (with the same pre and post-processing).

O]

4 Hintable Linearly Homomorphic Encryption

BDGM [BDGM20a] introduced the notion of “hintable” Linearly Homomorphic Encryption (LHE).
Roughly speaking, an LHE scheme is said to be hintable if there is a secret-key algorithm that given
a ciphertext, produces a “short” decryption hint. The latter can be used to decrypt the ciphertext
is was generated from, without the secret key. It is also possible to generate a hint from a ciphertext
only knowing the random coins used to produce that ciphertext (but without knowledge of the secret
key), and the hints generated in these two ways should be statistically close. For our purposes (and
as explained in the introduction), we will need to consider a notion of a hintable LHE satisfying a
“weak circuit privacy” notion.

Additionally, we here generalize the notion of a hintable LHE to also consider “packed” LHE,
where we can encrypt a vector of messages. Additionally, (just as we did for FHE), we will consider
LHE with two encryption modes: a “normal” and an “extra noisy” mode. Linear functions can be
evaluated on normal encryptions; furthermore one addition with a noisy encryption can be performed.
More additions with noisy encryptions would lead to ill-formed ciphertexts that cannot be decrypted
properly. (We introduce these extra generalizations to be able to obtain an instantiation based on
LWE; these extra generalizations are not needed to capture DJ).

More precisely, we consider the notion of an (¢1,¢2, h, a)-hintable packed LHE which enables
operating over a plaintext space of length f5(\) vectors over Zy for some modulus |[N| > ¢1(\),
and release hints of size h(\). We will be interested in schemes where either ¢; or ¢ can be made
arbitrarily big, while keeping h the same (i.e, the hint will become significantly shorter than a
single group element, or it will be significantly smaller than the packing capacity). We consider LHE
schemes where decryption only recovers the encrypted message approximately, with some extra small
noise. The parameter a quantifies the noise magnitude.

We will present two constructions satifying the notion of a hintable packed LHE. The first one
is the Damgard-Jurik [DJ01] encryption scheme which is proven secure under the DCR assumption:
this construction considers the setting where ¢2(A) = 1 (i.e., there is no packing, and instead the
group elements are directly much larger than the size of the hint), and a(\) = 0, i.e. the decryption
recovers the encrypted message perfectly. The second construction will instead be a tweaked version
of Packed-Regev [Reg05, PVWO08] which is secure under the LWE assumption; in this construction,
¢1(A) is small (comparable to the hint size), but instead f2(\) can be made arbitrarily large (i.e.,
we can pack a large number of elements into a ciphertext and still keep the hint size small). The
approximation parameter a(\) = 2! (note that we will use a modulus N of exponential size in A
for this scheme).

4.1 Definition of Hintable LHE

We proceed to the formal defnition.
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Definition 4.1 (hintable LHE). For any polynomial ¢1,¢3,h,c, an ({1, 02, h,a)-Hintable Packed
LHE comprises the following PPT algorithms:

e CRSgen(1*): given as input the security parameter X € N, it outputs crs.

e Gen(crs): given as input crs, it outputs the tuple (pk,sk,td), where td a trapdoor that will be used
to compute decryption hints. This tuple defines the message space fo,(’\), where N > 261(0)

e Encpk(x): given as input the public key pk and a vector in x € ZY;, it outputs a ciphertext ct.

. Enc;k(m) : given as input the public key pk and a message in m € Z%()‘), it outputs a noisy

ciphertext ct*.

e Eval(pk,ct,ct*,y): given as input the public key pk, ciphertexts ct, a noisy ciphertext ct* and
a function'y € [—1, 1]”52, it outputs an evaluated ciphertext cty.

e Dec(sk,ct*): given as input the secret key and a (noisy or evaluated) ciphertext ct*, it outputs
a plaintext.

e SecHint(td, ct*): given as input the secret trapdoor td and a (noisy or evaluated) ciphertext ct*,
it outputs a decryption hint p.

e PubHint(pk,7): given as input the public key and some random coins r € R*, where R* denotes
the randomness space of Enc*, it outputs a hint p.

e Rec(pk,ct*, p): given as input a (noisy or evaluated) ciphertext and a decryption hint p, it
outputs a plaintext.

These PPT algorithms additionally need to satisfy the properties listed below.

Property 4.1 (a-approximate correctness). For all A\ € N, all crs in the support of CRSgen(1%), all
tuples (pk, sk, td) in the support of Gen(crs) that define the message space Z%(/\) where N > 260
all messages m € Z%()‘), we have: Pr [ct* + Encjy (m), m" = Decg(ct*) : [m' — m|lo < 20N | ¢

1 — 2790,

Property 4.2 (Linear Homomorphism). For all polynomials v(-), all A € N, all crs in the support of
CRSgen (1), all tuples (pk, sk, td) in the support of Gen(crs) that define the message space Zf\?(/\), all
vectors X € Z']/\;)‘), all ciphertexts ct in the support of Encpk(x), all messages m € fo,()‘), all ciphertexts
ct* in the support of Encpy (m), all vectorsy = (y1,...,¥e,) € {0, 1YWNe e have: Eval(pk, ct, ct*, y)

deterministically outputs a ciphertext in the support of Enc,*)k(ml +x'yq,... , My, + xTy@).
Property 4.3 (a-approximate correctness of the secret hints). For all A\ € N, all crs in the support of
CRSgen(1%), all tuples (pk, sk, td) in the support of Gen(crs) that define the message space fo,()‘), for
all messages m € Zf\z,(/\), we have: Pr [ct* < Encpy (m), p < SecHint(sk, ct*), m’ = Rec(pk,ct*, p) :
[m’ — ml[s < 20WV] € 12790,

Property 4.4 (Equivalence between public and secret hints). For all A\ € N, all crs in the support

of CRSgen(1*), all messages m € Z%,(’\), the following distributions have statistical distance at most

2—9()\) .

{(pk, sk, td) « Gen(1*), ct* « Enciy(m), p «— SecHint(sk, ct) : (pk,ct™, p)}
{(pk, sk, td) < Gen(1*),r <—r R*, p < PubHint(pk, ), ct* = Encsy (m;7) : (pk, ct™, p)}
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Property 4.5 (h-succinctness of hints). For all A\ € N, all crs in the support of CRSgen(1%), all tuples
(pk, sk, td) in the support of Gen(crs) that define the message space Z?@(A), all messages x € Z?f,()‘),
all ciphertexts ct* in the support of Encyy (x), all hints p in the support of SecHint(sk, ct*) are of size

at most h(\).

Property 4.6 (Weak circuit privacy). For all polynomials v(-), all A € N, all crs in the support of
CRSgen(1%), all tuples (pk, sk, td) in the support of Gen(crs) that define the message space fo,(/\), all

messages m € Zfe,, all vectors x € Z]V\g)‘) v(A)f(N)
have statistical distance at most 2~V ;

, all vectors'y € [—1,1] , the following distributions

{ct < Encpk(x), ct™ <= Encpy (m), cty = Eval(pk, ct,ct*,y) : (pk,crs, ct, ct™, cty )}
{ct < Encpi(x), cty < Encyy (1), ct* = Eval(pk, ct, cty, —y) : (crs, pk, ct, ct*, cty) },

where = (m1 +x"y1,...,me, +X'yp,) € Z%.

Property 4.7 (Density of the noisy ciphertexts). There exists a polynomial s(-) and a poly-time
determinstic function CTsample such that the following distributions have statistical distance at most
9—(N)

{crs + CRSgen(1), (pk, sk, td) < Gen(crs),r < {0, 1}5()‘) : CTsampIe(r)}.

{crs < CRSgen(1), (pk, sk, td) <— Gen(crs), m g Zf\?(’\),ct* < Encgy(m) : ct*} .

In Appendix A.1, we present the DJ LHE from the DCR assumption, and show that it is a
hintable LHE. Now we present a variant of the packed Regev encryption scheme from the LWE
assumption.

4.2 Packed-Regev, a Hintable LHE from LWE

We present a packed version of Regev encryption scheme [Reg05], and demonstrate that it can be used
to satisfy our notion of a ({1, ¢, h, a)-hintable packed LHE, where ¢; and ¢5 can be any polynomial
and h()\) is a polynomial that that is larger than ¢; but is independent of ¢ That is, the hint is large
in comparison to individual group elements, but we can pack in an arbitrary polynomial number of
elements and still use the same hint size. We have a(\) = A+ 1.

As explained in the introduction, our construction is slightly different, but similar in spirit, to
the Packed-Regev from [PVWO0S8]|. Just as in [PVWO08], the idea is to individually encrypt the fo
different components of the message vector but reusing the same randomness r (but different parts
of the secret key) for the components. In contrast to [PVWO08], as we do not want the length of the
randomness to grow with /5, to prove security of the scheme, we add an extra smudging noise term
€’ to each encrypted component.

The hint for an encrypted message is a short pre-image of the ciphertext hear Ar, where r is the
randomness of the encryption. To enable efficiently recovering this hint, we will generate the lattice
given in the public key together with a standard lattice trapdoor that enables sampling random short
pre-images as in [Ajt96, GPV08, AP09, MP12].

To satisfy the properties of density and weak circuit privacy, we will rely on a extra noisy Packed-
Regev encryption which proceeds just like the normal one but uses a much larger amount of ran-
domness (so that it covers the whole set of strings for density, and so that it smudges the noises of
evaluated ciphertexts for weak circuit privacy).

We will show how the Packed-Regev encryption scheme satisfies our notion of a hintable packed
LHE.
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Theorem 4.2. Assume (subexponential) security of the LWE assumption holds. Then, for all poly-
nomials {1, there exists some polynomial h such that for all polynomials {2, there exists a (subexpo-
nentially) secure (€102, h, a)-hintable packed LHE, with a(X) = A+ 1.

4.2.1 Trapdoor Sampling

The Packed-Regev scheme makes use of the following lattice trapdoor mechanism: prior works
[Ajt96, GPV08, AP09, MP12] show that there exist PPT algorithms TrapGen and PrelmSamp, an
ensemble {D, },en of efficiently sampleable distributions over Z such that the following holds.

e TrapGen(1*, N, d):

Given as input the security parameter A € N, a modulus N € N, a dimension d € N, it outputs
(A,TA), where A € Z]dvxm, m € O(dlog(N)) and Ty is a trapdoor. The matrix A is statistically
close to uniform, that is, for all A\, N,d € N, the following distributions have statistical distance at
most 27N {(A,Ta) + TrapGen(1*, N,d) : A} and {A +g Z%™ : A}.

e PrelmSamp(A, T, t):

Given as input the matrix A, the trapdoor Ta, a target vector t € Z?V, it outputs r € ZY%;. For
all \,d,N € N, all (A,Tx) in the support of TrapGen(1*, N,d), all t € Z?{,, PrelmSamp(A, T, t)
outputs r € ZJ such that Ar =t € Z% and ||r||oo < 2*/2 with probability 1—27%( over its random
coin.

We require the output r to follow some distribution that does not depend on the actual trapdoor
TA, namely, for all A\, d, N € N, the following distributions have statistical distance at most 2-0(N),

{(A,Ta) + TrapGen(1*, N, d),r < D", r' < PrelmSamp(A,Ta, Ar) : (v, Ar)}
{(A,Ta) « TrapGen(1*, N, d),r < D" : (r, Ar)}.

For our purposes, we want the distributions D), to be of smudging size. That is, for all polynomials
p(+), all X, q € N, the following distributions have statistical distance at most 2~%(*);

{T‘(—R'DA:T‘EZN}
{T‘ <R D, : T‘—|—p(>\) S ZN}.

Finally, by the leftover hash lemma, since m is large enough and D) has enough entropy, for all
A, N, q € N, the following distributions have statistical distance at most 2-9(N), {r « DY, (A, TA) <
TrapGen(1*, N, d) : (A, Ar)} and {r + DP*, (A,Ta) + TrapGen(1*, N,d),u g Z% : (A, u)}.
4.2.2 The Construction

We now proceed to describing the Packed-Regev scheme, which is parameterized by polynomials ¢;
and f3. We denote the scheme by P-Regev,, 4,

e CRSgen(1%):
It simply outputs crs = 1%, i.e. there is no proper crs for that scheme.

e Gen(crs):
Given as input crs = 1%, it chooses ¢ = {g, }xen With gx = 2%°, a B,-bounded ensemble x = {x }xen
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of efficiently sampleable distributions over Z with B, (k) = s, and a polynomial x(\) = £1(\)'/¢,
where ¢ € (0,1) is the constant from Definition 3.4, and N = dr(n)- This choice of parameters
ensures that the LWE assumption implies LWE holds for ¢, x (i.e. the sequence ¢ and the poynomial
B, satisfy the requirement from Definition 3.4), and N = 2610 We abuse notations and write
k= K(A), X = Xx(r) and By = By(x())) from here on.

Then, the algorithm samples (A, Ta) < TrapGen(1*, N, k), S < x2*% E < x2X™ and sets
pk = (N,A,SA +E) € N x Z{™ x Z?f,xm, sk =S and td = Ta. It outputs (pk, sk, td).

e Encyi(x € Z%)):

Given the public pk, a vector x € Z%, it samples R « [—1,1]™*¥2 B g [-2V/2 2M/2]f2xvl2 apd

outputs the ciphertext ct = (AR, (SA+ER+E +x'® Idgz) € Zg\'frb)xyez, where Idy, € Z%Xb
x' 0

denotes the identity matrix, and x' ® Id,, = 0 x' € Z%X”b.

e Enciy(m € Zf{‘}):

Given the public pk, a message m € ZEQ, it samples r* <—r DY', where D, is the efficiently sampleable
distribution over Z related to TrapGen and PrelmSamp; e* «g [—2*,2%]%2, and outputs the noisy

ciphertext ct* = <Ar*, (SA + E)r* +e* + m) € Z5 .

e Eval(pk,ct, ct*,y):

Given the public pk, ciphertext ct € Z%’;HQ}XV&, noisy ciphertext ct* € Z']’“VHZ and a vector y €

[—1,1]"%, it outputs the evaluated ciphertext ct -y 4 ct* € Z”N+€2.

e SecHint(td, ct*):
Given as input the secret key sk and a (noisy or evaluated) ciphertext ct* € Z“NMQ of the form (t,z)
where t € Z%, and z € Z%,, it samples p < PrelmSamp(A, T, t) and outputs the hint p € Z.

e PubHint(pk, r):
Given as input the public key pk and the random coins 7 = (r*,e*) where r* € DY, e* € [-2*,2}]%
used to produce a noisy ciphertext, it outputs r* € ZY.

e Rec(pk, ct*, p):
Given as input the public key pk, a (noisy or evaluated) ciphertext ct* € Z”NH2 of the form ct = (t, z)
where t € Z;, z € Z% and a hint p € Z{, it outputs d =z — (SA+ E)p € Z%,.

e Decg(ct*):
Given as input the secret key sk and a (noisy or evaluated) ciphertext ct* = (t,z) with t € Zf,,
Z € Z%, it outputs d =z — St € Zg\%.

The proof of Theorem 4.2 follows from the propositions and theorem below (which demonstrate
that Packed-Regev Scheme satisfies the desired properties of a hintable packed LHE, as well as
security).

Proposition 6 (\+1-approximate correctness). The LHE presented above satisfies \+1-approzimate
correctness, as defined in Property 4.1.
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Proof: A ciphertext ct* in the support of Encp, (m) is of the form ct* = (t,2z) with t = Ar* € Z7
and z = (SA+E)r*+e* +m € Zf\%. The vector d € Zf\% output by the decryption is of the form
m-+noise where noise = Er*+e*. For all E € Z%2*" such that |E||o < B, with probability 1—2-%()
over the choices of €* < [~2*,2}]%2 and r* < DY, we have |[noise||oc < 2* + Bym2/2 <221 O
Proposition 7 (Linear Homomorphism). The LHE presented above satisfies Property 4.2.

Proof: The ciphertext produced by Encyk(x) has the form ct = (AR, (SA+ E)R+E' +x' ®1dy,) €
ZS\';HQ)XMQ, and ct* = (Ar*, (SA + E)r* +e* +x*). For all y € [—1,1]"*2, Eval(pk, ct, ct*,y) out-
puts the evaluated ciphertext cty, = (A(Ry +1*), (SA+E)(Ry+r*)+E'y +e*+ ,u> € Z’]’“VMQ where
p=(mi+x"y1,...,mp +x"yp) € Zf\% which is in the support of Ency, (). O

Proposition 8 (A+1-approximate correctness of the secret hints). The LHE presented above satisfies
A+ l-approzimate correctness of the secret hints, as defined in Property 4.3.

Proof: For all messages m € Z%2, Enc*pk(m) is of the form ct* = (t,z) € Z%M?, where t = Ar*
and z= (SA+E)r +e* + x*). The algorithm SecHint computes p < PrelmSamp(A,Ta,t), which
is such that Ap = t. Next, the algorithm Rec computes d = z — (SA + E) p = m + noise, where
noise = e* + E(r* — p). For all E € Z2*™ such that |[E[. < By, with probability 1 — 279M
over the choices of e* « [—2A7 2>‘}£2, r* < DY and the random coins used to produce p, we have
[noise||o < 2* 4+ 2mB,2V2 < 22+, O
Proposition 9 (Equivalence between public and secret hints). The LHE presented above satisfies
Property 4.4.

Proof: We aim at proving that for all A € N, all messages m € Zﬁ?], the following distributions
have statistical distance at most 2~(V):

D — (pk = (A,SA + E),sk = S,td = Ty ) + Gen(1}),r* + D', e* g [—2*,2}]%2
07 p« PrelmSamp(A,Ta, Ar*) : (Ar*, (SA + E)r* + e* + m, p)
Dy = (pk = (A,SA + E), sk =S,td =Tha) + Gen(1*),r* + DY
e* g [-2%,2Y2 : (Ar*,(SA + E)r* + e* + m,r*)

By Lemma 2.2 (smudging), distribution Dy has statistical distance at most 27920 with D, =
{(pk,sk) < Gen(1*),r* + D¥',e* +g [ — 2’\,2>‘]£2,p < PrelmSamp(A,Ta, Ar*) : (Ar*,SAr* +
er + m,p)}. By the property of PrelmSamp, D) has statistical distance at most 2~ with
D) = {(pk,sk) <+ Gen(1?),r* <« DY',e* <R [— 2)‘,2)‘]Z2 : (Ar*,SAr* +e* + m,r*)}. Finally,
using smudging again, we have D} ~; D;. O
Proposition 10 (Succinctness of hints). The LHE presented above satisfies h(A) = (A/2 + 1)m
succinctness, where m = 2k 1og(q) + 2.

Proof: With probability 1 — 27%® over the random coins of SecHint, the hint output by SecHint
belong to [—2V/2, 272, O
Proposition 11 (Density of the noisy ciphertexts). The LHE presented above satisfies Property 4.7.

Proof: Forallm € Zf@, a noisy ciphertext ct* <—g Ency (m) is of the form ct* = (Ar*, (SA+E)r*+
e +m) € Z“N+€2. When m g Z?ﬁ,, the second part of the ciphertext is uniformly random over Zf\%.
That is, for all A € N, for all pairs (pk, sk) in the support of Gen(1%), the following distributions are
identical: {m «g Z?f,,ct*  Encjy(m) : ct*} and {r* g DY', W R Zf@ : (Ar*,w)}. We conclude
the proof using the properties of PrelmSamp, which imply that the following distributions have
statistical distance at most 27%WN: {A g Z5™ % g DY : (A, Ar*)} and {A g Z5™, u <R
Z% : (A u)}. O
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Proposition 12 (Weak circuit privacy). The LHE presented above satisfies Property 4.0.

Proof: Forallx € ZY,y € [-1,1) %2 we aim at proving the following distributions have statistical
distance at most 27%);

Dy ={ (pk,sk) « Gen(1*), ct < Encp(x), ct* < Encyy, (m), cty = Eval(pk, ct, ct*,y) : (ct,ct*,cty) }

D (pk, sk) < Gen(1%), ct < Encpk(x)
cty < Encpy (1), ct* = Eval(pk, ct, cty, —y) : (ct,ct*,cty) [’

where = (m1 +x"y1,...,mg, +x"yp,) € Z%.
In distribution Dy, we have:

e ct=(AR,(SA+E)R+E +x' ®1dy,),
o ct' = (Ar",(SA + E)r* 4 o" +x),
e cty = (ARy +1*),(SA+E) Ry +r*) + E'ly + e* + ).

We show that it has statistical distance 27%® from D; by a series of claims.

Claim 1. For all y € [-1,1]"*2, the following distributions have statistical distance 2~*):
{r* —r DV R g [-1,1]™2 . (R, 1", r* + Ry)}
{r* —r DR g [-1,1]™72 (R, 1" — Ry,r*)},
by the properties of PrelmSamp.
Claim 2. Forally € [-1, 1]”52, the following distributions have statistical distance tOR
{e* “r [7 2)\’2>\]€27E/ - [72>\/272)\/2]62Xu€2  (E,e*,e* +E’y)}
{e* R [— 2N, QA]ZQ,E’ — [—2/\/2, 2’\/2]62”’(2 : (E',e* — Ey, e*)}.

by Lemma 2.2 (smudging).
Claim 1 and Claim 2 imply the following claim.

Claim 3. Forally € [-1,1]¥ 2 the following distributions have statistical distance 20,

12
D, _ e* R [_ 2)\’2/\] Z,E/ — [_2/\/272/\/2]£2><V£27r* R Df\n
’ R g [-1,1]™ (R, r*,r* + Ry, E' e*, e* + E’y)

iy e* R [_ 2)\’2)\]42’]3/ « [72>‘/2,2/\/2]£2XM2,I‘* R DT
"7\ Réew[-1,1m%: (Ryx* - Ry, i Bl e* ~Ely,e) [

Now we prove the following claim, that will conclude the proof of Proposition 12.
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Claim 4. There exists a (possibly inefficient) simulator S that given as input v € (Z7Nnx(y£2+2) X

Zf\z,x(y£2+2), outputs a tuple (ct,ct*, cty) € Z%MQ)XVZQ X (Z”N+£2)2, such that when S is fed with an

input from distribution D}, it produces an output following the distribution Dy, whereas when fed

with an input coming from distribution D}, it produces an output following the distribution D;.
Given as input (R, ri,ro, E e, 62), S computes:

o ct= (AR, (SA+E)R+E +x' ®1ldy,),
e ct* = (Ar,(SA+E)r; +e; + m),
o cty = (Ary, (SA+E)ry +ex+ p).
U

Theorem 4.3 (Security). Assume (subexponential) security of the LWE assumption holds. Then,
for all polynomials {1 and l2, P-Regevy, ,, is (subexponentially) secure.

Proof: In a nutshell, Regev encryption uses the LWE assumption to switch the LWE samples from
the public key SA + E to uniformly random, then use the leftover hash lemma to extract the entropy
from the randommness used to encrypt the messages. The problem here is that for succinctness, we
use small randomness, and large messages: the randomness does not hold enough entropy to hide the
messages. Instead, we use the randomness and extra smudging noise to generate fresh LWE samples,
and then hide the messages. We now provide the formal proof, which uses the hybrids experiment
listed below.

e 719: as per Definition 2.8. Namely, the experiment generates (pk,sk) < Gen(1*) where pk =
(N,A,SA + E), sends pk to the adversary who chooses a pair (x°,x!) € Z9 x Z%} (wlog. we can
assume vy = 11 = v). The experiment samples b <—g {0,1} and computes the challenge ciphertext
as ct = (AR, (SA + E)R + E/ + x? ® Idy, ), which is sent to the adversary, who wins if it guesses b

successfully.

o ”H}\: this experiment is the same as H?\ except the challenge ciphertext is now of the form

ct = (AR, SAR + E' + x* ® Idy,). Recall that E «—g x*2*™ where x is By-bounded, for a poly-
nomial By, R g [~1,1]"*® for a polynomial m and E <g [—2"/2 2V/2]©2X¢2 Thus, we can use
Lemma 2.2 (smudging) to argue that E/ + ER ~, E’ with statistical distance 2~%®). The first
distribution corresponds to ’Hg (with pre and post-processing), whereas the second distribution cor-
responds to H} (with pre and post-processing).

° 7—[%\: this experiment is the same as ’Hi, except the challenge ciphertext is now of the form

ct = (U,SU + E' 4 x> ® 1dy,), where U g Z5*2. The fact that {H}}ren ~s {H3}ren follows
readily from the leftover hash lemma, which states that the following distributions have statistical
distance 2790;

{A R ZE™ R g [-1,1]™% : (A, AR)}
{A R ZE™ U g 2% : (A, U)}.

The first distribution corresponds to H%\ (with post-processing), whereas the second distribution
corresponds to ’H%\ (with the same post-processing).

° Hi: this experiment is the same as ’Hg\, except the challenge ciphertext is now of the form
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ct = (U, W), where W «+g Z”NXVKQ, and the public key is now of the form pk = (N, A, V) where
V <R Z?f,xm. We show that {H?\}AGN R, {H?j\}AeN. This holds by the properties of TrapGen, which
state that the matrix A is statistically close to uniform over Z3*™. Then, we rely on the LWE
assumption, which implies that (A,SA +E,U,SU+E' +x’®1d,,) ~. (A, V,U,W +x"®1dy,) =
(A, V,U, W), where W g Z} Y2 and V g Zf\ixm. We conclude by noting that in the experiment
Hi, the adversary’s view does not depend on the random bit b. ]

5 Constructing XiO for P& /poly

We present a modular construction of XiO P8 /poly from the GSW FHE scheme for circuits of
depth ¢, denoted by GSWy, for sufficiently sufficiently large 0, and any ({1, f2, h, a)-hintable packed
LHE for sufficiently small h, o and sufficiently large ¢; and ¢» —recall that h measures the LHE
succinctness, o quantifies the approximate correctness, while £1, ¢ measure the plaintext size, or
”batching capacity” of the scheme; ¢; intuitively represents how many bits can be packed in a scalar,
i.e. how large is the modulus in use, whereas /5 measures how many such scalars are recovered when
decrypting one ciphertext. We prove the IND-security of our XiO construction from 2-circular SRL
security of the GSW scheme and the hintable LHE.

Outline. In the rest of this section, we abstract out 2 additional properties of the GSW FHE
that we will rely on to enable a modular proof. This is done in Section 5.1. Then, we present
our XiO construction in Section 5.2. Afterwards, in Section 5.3 we prove the IND-security of our
XiO assuming the 2-circular SRL security of the GSW scheme and the hintable LHE. Finally, in
Section 5.4 we instantiate our modular construction with Packed-Regev LHE, which yields our main
result, namely the existence of XiO (and then iO) from the subexponential LWE assumption and the
subexponential 2CIRC conjecture w.r.t. GSW and Packed-Regev LHE. In Appendix A.2 we provide
an instantiation with Damgard Jurik LHE encryption.

5.1 Additional properties for GSW

Weak Circuit Privacy of GSW4. As mentionned in the introduction, we will rely on the fact
that the GSW encryption scheme also satisfies a notion of “weak circuit privacy” similar to the one
defined for LHE. More precisely, we show that GSW satisfies a property that involves a public-key
algorithm that re-randomizes evaluated ciphertext so that they look like fresh ciphertexts from the
support of the noise encryption algorithm Enc*. Namely, we show that there exists a PPT algorithm
ReRand that takes as input the public key pk, an evaluated ciphertext ct, some random coins r* € R*,
and outputs an evaluated ciphertext ct computed as described below.

e ReRand(pk, ct;r*):

Given pk = (B,U,G), ct € {0,1}* and r* +g [-B*, B*|™, it computes ct’ € Z3'" whose binary
decomposition is ct, computes ct = ct’ + Ur* € Z’]"VH, and outputs the re-randomized ciphertext
BD(ct) € {0, 1}.

Theorem 5.1 (weak circuit privacy). For all polynomials v,£,0, all X € N, all crs containing a
modulus N € N such that N > 22 B, where B is an upper-bound on the noise obtained from
homomorphically evaluating circuits of depth at most 6(X), all pairs (pk,sk) in the support of Gen(crs),
all messages € {0,1}*N | all depth-6(\) circuits Jisooo foony {0,13Y) — Zy, the following
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distributions have statistical distance at most 2~ ;

ct < Encpk(p),Vj € [€(N)], cty, = Eval'(pk, f;,0,ct), rf <R R*
Dy : * * *
ctj = ReRand(pk, cty;r*) : (ct, (rj,ctf]_)je[g()\)o

- r R RYW, ct = Encpw(p;7), Vi € [((N)], 1} +—r R*,ct}, = Enchy (f;(n)ir})
L
ry = Evalaand (pk, fj,7, 1) (Ct» (rj — Ff;-’Ct}j)je[e(,\)})

Proof: By batch correctness of the scheme, for all j € [¢(\)], the evaluated ciphertext is of the
form cty, = (Ary,, (sTA+ eT)rfj + fi(w) € 75+, and the re-randomized ciphertext is of the form
cty = (A(rfj+rj*), (STA+eT)(rfj+r§)+fj(u)) € 75, where [rs,[loo < (w+1)°log(N)] = 27*B*
and rj «g [-B* B*|™. By Lemma 2.2 (smudging), the following distributions have statistical
distance at most 27

(75) jeig s (7 =11) e -

The leftmost distribution corresponds to Dy (with pre and post-processing), whereas the rightmost
distribution corresponds to D; (with pre and post-processing). O

Proposition 13 (B(2*4-1)-approximate correctness of refreshed evaluated ciphertexts). For all poly-
nomials v,0, all A € N, all crs containing a large enough modulus N € N, all messages pu € {0, 1}”(}‘),

all circuits f : {0,1}*N — Zy of depth at most 5()\), we have: Pr [(pk,sk) + Gen(crs),ct «
Encpk(p), cty = Eval(pk, f,0, ct), ct’ < ReRand(pk,cty) : \scht} — f(p)] < B(2* + 1)} e1—2790,

Proof: The ciphertext cty is the binary decomposition of (A(r* +ry), (sTA +e')(xr* +1f) + f(n)) €
Z5, where |er¢| < B by batch correctness and e r*| < B, B*m = 2* B with probability 1—27%
over the choices of e < x™. O

5.2 XiO Construction

We directly dive into the formal description of the construction, see the introduction for a detailed
overview.

We present a modular construction of XiO for the class of circuits Ciog(y,) 5,4 for polynomials n, s, d,
from the following building blocks:

e the GSW FHE scheme for depth § circuits, denoted by GSWs = (CRSgen, Gen, Enc, Enc*, Dec,
Eval, Eval’, Eval,ang, ReRand), presented in Section 3.2.2. The depth ¢ is chosen sufficiently large
to handle the homomorphic evaluations of the circuits described below.

e an ({1, (s, h, o)-Hintable Packed LHE, denoted by LHE}, . - = (Gen, Enc, Enc”, Dec, Eval, SecHint,
PubHint, Rec, VerKey) where h is independent of n to ensure succinctness; ¢1(\) > b(\) + 2,
where 2° is a bound on the noise obtained when FHE evaluating circuits of depth at most
' moreover (€1(X) = b(A) — 2X) - £2(X) = n®(X), where ¢ € (0,1) is defined below (see the
paragraph about succinctness); finally a(A) < A + 1.

10To make sure these parameters are instantiable, we require that LHE decryption is of poly-logarithmic depth,
which ensures that § and therefore B only depend poly-logarithmically on /5.
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Notations. For every program II with log(n) bits inputs, every € € (0, 1), the truth table can be
written as (I;);c[n1-¢], where each chunk II; contains n® bits. The chunks II; themselves can be
subdivided into sub-chunks II; = (Il; ;) je[¢,], Where each sub-chunk II; ; contains n/f3 bits. For all
i € [n'7¢] and j € [f2], we denote by C;; the circuit that takes as input a program II of size s and
outputs 1I; ;.

The construction: We proceed to the construction.
° GenObf(l/\):
Set the parameters:

e Choose a constant 0 < & < 1 that is small enough so as to ensure succinctness of the scheme
(see paragraph succinctness below).

e Let [ct|(-), |[r¥|(-) be polynomials such that for every A € N, every (pk,sk) in the support of
Gen(1*) that defines the message space Zf\? and the noisy randomness space R*, every message

m € fo,, every ciphertext in the support of ﬁp—k(m) has a bit size at most |ct|(\) and every
r* € R* has bit size at most |r*|()).

e FHE.PubCoin «g {0,1}" “%**| | HE.PubCoin «g {0,1}"" “I¢tl.
Return pp = (FHE.PubCoin, LHE.PubCoin).

e Obf(pp, 1", 1I):

Sample the following parameters:
e (pk,sk) < Gen(1*) that defines the message space fo,.

e (pk,sk) < Gen(pk) that defines the noisy randomness space R*, where sk € Z%, and pk contains
the noise bound B; we write b = [log(B)].

Compute the following ciphertexts:
e cty; < Encp (II).
e cty < Encpk(sk).
o Ct  Ency(sk).
For all i € [n'~¢], j € [(2], compute the following:

e ct; ; = Eval' (pk, C; j,b+ 2\, cty) € {0,1}", where the circuit C; ; is defined above. The homo-
morphic evaluation is performed with scaling factor b + 2.

e ctmsg; = Eval'(pk, fi;,0,ctz) € {0,1}*, where the circuit f;; takes as input a bit string
a € {0, 1}@. It checks that a is the secret key associated with pk, that is, it runs VerKey(pk, a).
If the latter outputs 0, f; ; outputs 0. Otherwise, it uses a as an LHE secret key to compute
v; = Deca(LHE.PubCoin;), where LHE.PubCoin; is interpreted as an LHE ciphertext Encpfk(ui),
with u; € Zf\?, by density of the LHE ciphertext space. Then it computes v; ; € Zy, the j'th
coordinate of v; € Zf@ and outputs the most significant bits of v; ;, of the form: MSB(v; ;) =
v;; — LSB(v; ) € Zf\?, where the (shifted) least significant bits are of the form: LSB(v; ;) = v; ;
mod B2 — B2?*/2 € Zy. The homomorphic evaluation is performed with scaling factor 1.
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e Parse FHE.PubCoin; ; = r}; € R* and compute Ct;\/lSB,i,j = ReRand(pk, ctmsg.i,j; rzj) € Z’;{,H.

e Compute ct; = (cti ;) el € {0,114, ctusei = (Ctms.ij)ielt) € 10, 1}wee,

e Compute ct; = Eval(pk, ct, LHE.PubCoin;, ct; — ctMSB7i).

e Compute p; < SecHint(sk, ct;).

Return ﬁ = (pka @7 cty, cto, ct, {Pi}ie[nl—f})‘

° Eval(pp,ﬁ,x):

Let i € [n'~¢] such that II(x) belongs to the i’th chunk of the truth table of II. Compute ct;
as described above.

Recover m; + Rec(pk, ct;, p;).

Compute m/ = [272}/B - m;], which contains TI(x).

We now proceed to prove Theorem 5.2.

Succinctness. By h-succinctness of LHEp ., for all i € [n'7¢], we have |p;| < h()) for a poly-

nomial h that is independent of n. The rest of the obfuscated circuit II is of size p(\,n®,d), for
(

a polynomial p that is independent of n and e. Thus, there exists a constant ¢ €

of €)

1€ independent
and a polynomial ¢ (independent of n) such that [II| € n®(X) - q(A,d) + n*=¢(A) - h(\). For

succinctness, we pick an appropriately small 0 < e < 1/c.

Correctness.

By the batch correctness of the GSW scheme (Proposition 1), for all i € [n'~¢] and j € [f3],
we have:
SkTCtiyj = 22)\3 . Hm’ + noisei,j € Zn,

where |noise; ;| < B.

By the density of the noisy ciphertexts of LHE} ¢, for all i € [n'~¢], we have LHE.PubCoin; =
ﬁpfk(uz) with u; € Z%

By the (2/\+1)B—approximate correctness of refreshed evaluated ciphertexts of the GSW scheme
(Proposition 13), for all i € [n'~¢] and j € [f2], we have:

schtf\ASBﬂ»’j = MSB(u; ;) + noisemss,i j € Zn,
where |noisemsg i j| < (2* +1)B.
By linear homomorphism of LHEp . (Property 4.2), the ciphertext ct; is in the support of
Enca(mi), m; = (mid')je[gz] of the form:

myj = B2*\ . HiJ’ + LSB(’LLZJ) + noisem + nOiSEMSB,Z‘J‘ € Zn.

By a-correctness of the secret hints of LHE} ,, - (Property 4.3), the evaluator of the obfuscated
circuit recovers the message m; € Z?@ such that ||m; — my||~ < 20(N) | That is, for all j € [la],
mi; = mgj; + noisei,j € Zy, where ]noisei,j| < 20(A),
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e With probability 1 — 2% over the choice of u; < Z%2, we have for all j € [¢s], ILSB(u; ) +
noise; j -+ noisemsg,; + noise; j| < B2*/2. Thus, mj ; = |m;;-27**/B| = Il for all j € [£o],
and the evaluator outputs I1(x).

5.3 IND Security from 2CIRC

We now state our theorem.

Theorem 5.2. Assume that for all polynomials d,b, all constants e € (0,1), there exists a polynomial
h s.t. for all polynomials n, there exist polynomials {1, Lo, « and an (L1, l2, h, a)-hintable packed LHE
denoted by LHEy .y, s.t. for all X € N:

e a(A) <A+1
o (1(N\) >b(N)
o (L1(A) = b(N)) - la(X) > n(N)*

o 2-circular SRL security (resp. subexponential 2-circular SRL security) holds w.r.t. LHEy .,
and GSWy.

Then XiO (resp. subexponentially secure XiQ) for P8 /poly ewxists.

Proof: We now prove that the XiO scheme presented in Section 5 is IND-secure, provided 2-circular
SRL security (as per Definition 3.3) holds w.r.t. GSWs and LHEp ¢

We proceed via a hybrid argument using the experiments described below for all b € {0,1} and
all A € N.

° Hf\‘oz this is the experiment from Definition 2.3. For completeness, we describe it here.

e Generation of pp: for alli € [n'~¢], LHE.PubCoin; <—g {0, 1}/l for all j € [¢5], FHE.PubCoin; j <&
R*, where R* denotes the noisy randomness space of FHE. Return pp = ((LH E.PubCoin;)icfpi-<),

(FH E.PubCoinm)ie[nlff},jewz}) :

e Generation of IIy: (pk,sk) < Gen(1%), (pk,sk) < Gen(pk), ct; ¢ Ency (IT), cty < Encpk(sk),
ct « ﬁﬂ(sk). For all i € [n'¢], j € [f2], compute the following:
— ct; j = Eval'(pk, Cj j, b+ 2\, ctq) € {0,1}";
— Ctmse,i,j = Eval’(pk, fij,0,cty) € {0,1}*;
— Parse FHE.PubCoin; ; = rj; € R* and compute th\/lSB,z‘,j = ReRand(pk, ctMSBJ,j;rzj) €
{0,1}>.
— Compute ct; = (ctij) e € {0, 1}z, Ctvsgi = (th\ASB,i,j)je[ﬁz} € {0, 1},
— ct; = Eval(pk, ct, LHE.PubCoin;, ct; — th\/ls&i);
— p; <+ SecHint(sk, ct;).

Return II, = (kaﬁ, cty, cto, ct, (Pz’)z’e[nlfs])-
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° H?\'lz the experiment samples LHE.PubCoin as in ’Hf’\'o, but does not sample FHE.PubCoin just yet; it

then generates ﬁb as in 7—[’;\'0 up until the point that the ctmsp; ; get re-randomized into ctfvls&i’ j via
ReRand. Next, instead of performing the re-randomization, it samples ctf\ASB% jasa fresh extra noisy
encryption of MSB(u; ;) using randomness rzj <R R*, and setting FHE.PubCoin; ; to be rzj =Ty s
where r fij denotes the evaluated randomness computed via Eval,;,g. Afterwards, the experiment
continues exactly the same way as in the experiment Hlj\'o.

We show that for all b € {0,1}, we have:

{HE)\'O}AEN s {Hg\'l})\eNa

using the weak circuit privacy of FHE (Theorem 5.1).

The latter states that for all A € N, all (pk,sk) in the support of Gen(1%), all (pk,sk) in the
support of Gen(pk), for all depth d-circuits and in particular the functions fi,j defined previously,
these two distributions have statistical distance at most 27%(%);

0 [ r g ([=1, 1) et = Encye(skir), Vi € 015, € [£2], cty, ; = Eval'(pk, fi;,0,ct)
D)\ . pk |

N % * o .k . * *
r;; <R R 5thi,j - ReRand(pk,ctfi,].,rm) ’ <pk, pk, ct, (ri’j’thi’j>i€["175]vje[é2]
r R ([717 1]m><w)|5k‘
pt. { <, = Enco(MSB(us,;); x7 )

ry . = Eval;and (pk, fi,j,r, ST() : <pk, pk, ct, <r;,j — rfi,j’Ct}¢7j>

,ct = Encp(sk;7),Vi € [n!17¢],j € (2], r; <R R*

ie[nl‘E]:j€[€2}>

We design an inefficient simulator S that given a tuple (ﬂ, pk, ct, (rm,cti7j)i€[n1_g]7j€[52]), sim-
ulates the adversary view in the XiO security experiment. That is, we show that when fed with
an input distributed according to DY, S simulates the experiment H%°, whereas it simulates the
experiment Hg'l when fed with an input distributed according to D}\.

Given (ﬂ, pk, ct, (r; j, Ct}iyj)ie[nl—s]hje[éﬂ), S (inefficiently) recovers sk from pk, sk from pk, and the
randomness r from ct (more precisely S samples some uniformly random sk, sk, 7 among those that
match pk, pk and ct). It samples LHE.PubCoin g {0,1}" “I€tl and for all i € [n2~¢], j € [fa], sets
FHE.PubCoin; j = r; ;, and pp = (LHE.PubCoin, (FHE.PubCoin; ;); ;). It computes ct; < Encpi (1),

For all i € [n'=¢], j € [f2], S computes the following:

e ct;; = Eval'(pk,Ci;,b+ 2\, ct1) € {0,1}";

Compute ct; = (ct;j)je,) € {0, 1}wez, ctf\,lSBﬂ. = (th\ASB,i,j)je[ﬁz} € {0, 1},

ct; = Eval(pk, ct, LHE.PubCoin;, ct; — ctiysg ;);
e p; + SecHint(sk, ct;).

The simulator sets IT, = (pk,ﬂ7 cty, cto, Ct, (pi)ie[nka]), and returns (pp,lTb). It is clear from the
description of the simulator S that when the latter is fed with an input distributed according to DY,
it simulates the experiment 7—[’/’\'0, whereas it simulates the experiment 7—[’;\'1 when fed with an input
distributed according to D}\.

42



° Hl)’\'Q: this experiment is the same as H%!, except that instead of sampling LHE.PubCoin; as ran-
dom strings, they are sampled as fresh LHE ciphertexts of random plaintexts, that is, of the form
LHE.PubCoin; + Encp—k(ui) for u; <r Z%,. By density of the ciphertexts of LHE Property 4.7, we
have:

{HS Y oen ~s {HS? Faen-

° Hlj\'3: this experiment is the same as %2, except the ciphertexts ct; are generated as fresh noisy LHE
encryptions of the messages m; = sk ' (ct; — Ct;\/ISB,i) +u; € 7%, and the LHE.PubCoin; are instead
computed homomorphically by subtracting the LHE encryption of the message m; = sk ' (ct; +
Ctuse.i) € Z% from the fresh noisy encryption of m;. That is, for all i € [n!7¢], ct; + W@(mi),
LHE PubCoin; = Eval (pk, t, &, ~ct; + ctiysg, ).

Note that it is possible to define this hybrid since Ct;\/ISB,i remains exactly the same no matter

what LHE.PubCoin; is. This was not true in #%°, and we introduced ’Hf’\'l to break this dependency.
We show that for all b € {0,1}, we have:

{HI;\'Q}AEN s {Hg\'?’})\eNa

using the weak circuit privacy property of LHEpn e (Property 4.6). L
The latter states that for all A € N, all (pk, sk) in the support of Gen(1*), all vectors x € Z% and

in particular x = sk € Z%, all u; € Z%, all functions y* = (yi,... ,yéQ) € [~1,1]"*2 and in particular
the vector ct; — ctygg; € [—1, 1]**2 defined previously for all i € [n'~¢], the following distributions
have statistical distance 27%(M);
o) G Eincp—kﬁk)i, Vi € [n'~7], ct; + ETci—k(Ei) o
A ct; = Eval(pk, ct, ct;, ct; — ctiygg ;) : (P, CE, (cti,cti)ie[nka])
— —_ . [P — —_—%
Pl = ct Encp—kﬁk)i,vie [n1=e], ct; « Enc@mi) o
ct; = Eval(pk, ct, ct;, —ct; + ctysp ;) = (P, Ct, (Cti, Cti)iefni—c)) |

where for all i € [n'~¢], m; = sk (ct; — Ctiysp.i) + Wi € fo,.

We design an inefficient simulator S that given a tuple (ﬂ, ct, (&i,ai)ie[nks]), simulates the
adversary view in the XiO security experiment. That is, we show that when fed with an input
distributed according to DY, S simulates the experiment 7—[3’\'2, whereas it simulates the experiment
7—[?\'3 when fed with an input distributed according to D}\.

Given (ﬂ, ct, (cﬁci,ai)ie[nks]), S (inefficiently) recovers sk from pk, sk from ct, pk from sk and u;
from ct; for all i € [n'~¢]. It generates ct; + Encpk(ILy), r <& ([—1, 1]7’””’)|Sk‘7 cto = Encpk(sk; 1),
for all i € [n'7°), j € [f2], ct;; = Eval'(pk,C;j,b + 2X,cty), ry; <R R*, where R* denotes the

noisy randomness space of FHEy, ctf\ASBJ’j = Enc;k(MSB(ui,j);rzj), ry, . = Evalana(pk, fij,m, sk),
FHE.PubCoin; j = r}; —ry, ., pi ¢ SecHint(sk,ct;), LHE.PubCoin; = ct;.

It returns pp = ((LHE.PubCoini)i, (FHE.PubCoinm)i,j) and ﬁ; = (pk,ﬂ, cty, cto, ct, (pi)ie[nlfﬂ)'
It is clear from the description of the simulator S that when the latter is fed with an input distributed
according to D?\, it simulates Hl/’\'z, whereas it simulates 7—[1;\'3 when fed with an input distributed ac-
cording to D/l\.
175}

° 7—[?\'4: it is the same experiment as H%3, except the hints p; for i € [n are computed using
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PubHint(pk, r;), where r; denotes the randomness used to produce the ciphertext ct;; instead of
SecHint(sk, ct;). By Property 4.4 of the LHE, we haV(L{Hg'g})\eN ~s {H54}aen. Note that in the
experiment H%4, we no longer use the LHE secret key sk.

° 7—[{(5: it is the same experiment as H%?, except that the ciphertexts ct; are generated as a fresh

encryption of a message m; € Z%’, of the form (m;1,...,mig¢,) where for all j € [(3], we have
m;j = B2* 112 ; + LSB(u; ;) € Zn. Recall that LSB(u; ;) = ui; mod B2** — B2*}/2 € Zy. This is
instead of having m; ; = sk (cti j+Ctiysp ;) +ui; = B2 112 ;+LSB(u; ;) +noise; j+noisemss,; € Zx,
where noise; ; = eTrCi,]. € Zn and noisepmsp,; = eTrzj € Zn, rc; ; is the randomness obtained when
evaluating the circuit C;; on the FHE ciphertext cty, rz*,j +R R*, and e < x™ is used to generate
pk.

Note that noise; ; and noisepmsg; are deterministic functions of pk, rzj and the randomness r €
([—1,1]™*%)” used to produce ct;. In particular, they are independent of LSB(u; ;).

We show that {H53} ey ~s {H5}aen. To do so, for all A € N, we exhibit two distributions DY
and D}, together with a (possibly inefficient) simulator S, such that (1) DY and D} have statistical
distance 279%™ and (2) for all 5 € {0,1}, when fed with an input from distribution DY , S produces
the adversary view as in the experiment 7—[1/’\'4+”3 .

The distributions are defined as follows (the differences are highlighted in red):
. (pk,sk) <= Gen(crs), 7 < ([=1,1]™*")", Vi € [n' 9], j € [fo], 1] ; <R R*
AT 2) 2) x
er [ = B222/2 41, B22 /2] : ( pk, ( )
g TR [ / * / ] <p AN ie[nl_g],j€[€2]>

(pk, sk) <— Gen(crs),r <r ([—1, 1]’””))8,% €nte,j€ [Eg],l'zj +—R R*

Dy = . .
A Yij <R [_ BQQ)\/Z +1, 322/\/2} : <pk, T, <'7i,j =+ noise; ; + noisemsB,i,j; rzj)

iE[nlsLje[fz]>

where noise; j noisemsg,;,; are functions of pk, r and r}; defined as below, namely, noise; ; = eTrCm

and noisemsg i j = eTr;"j.

We show that these distributions have statistical distance 2~(N). The only difference is that in
D}\, an extra noise noise; j + noiseysg,;,j is added to the random value s; ;. This noise is small, indeed
Inoise; ; + noisemsg,ij| < B(2* + 1) (see the correctness section for more details). Moreover, ; ; is
sampled uniformly at random over [— B2% /241, B22Y/ 2] , independently of the other values output
by the distributions. Thus, we can use the value v; ; to smudge the noise noise; j + noisemsg ; ;. That

is, by Lemma 2.2 (smudging), the statistical distance of the two distributions is 200,
Now, we proceed to describe the simulator S. Given as input the tuple (pk, 7, (Vi g, r;j)ie[nlfq’je[g?]) ,

the simulator (inefficiently) recovers sk from pk, samples (pk, sk) < Gen(1), generates ct Einc@(sk),

cty = Encyk(Ilp; 7). It samples 7' g ([—1, 1}mxw)‘5k|, computes cty = Encpy (sk; 7).

For all i € [n'7¢], j € [¢3], samples w; ; <& Zy (227 By, and sets m; ; = BQ”‘-H?J +v; j+wij € ZN.
Note that (7; ;,w; ;) is identically distributed to (LSB(u; ;), MSB(w; ;)) for u; ; <—r Zn.

It sets m; = (m;1,...,Mip,) € Zf\%, samples 7; <R R, where R denotes the randomness space of
Enc, computes ct; = Encoi (my;7;) and p; < PubHint(pk, ;). It computes ctygg ; - = Enchy (wi,ji 17 ),
cty; = Eval’(pk, Ci’j,b + 2)\,Ct1), ct; = (Cti,j)je[ﬁz] € {0, 1}11)@2’ Ct;\/ISB,i = (Cti\/ISB,i,j)jE[ZQ] S {0, 1}w£27
and LHE.PubCoin; = Eval(pk, ct, ct;, —ct; + ctysg ;). It computes ry, . = Evalana(pk, fi, cta) where
the functions f; ; are defined as before, and sets FHE.PubCoin; ; = rzj —rf ., € VAL
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It returns pp = (LHE.PubCoin;, FHE.PubCoin; ;);c[n1-<}, and I, = (pk,@, cty, cto, ct, (Pi)ie[nl—f})~
When S is fed with an input distributed according to D?\, it simulates the experiment #%4, whereas
it simulates the experiment HS’\'E’ when fed with distribution Dj. Thus, we have:

{H3  en ~s {HS baen-

o {HY%} en ~c {H1 }ren: To complete the proof, we show that {H3°} ey is computationally

indistinguishable from {’H}\5} areN. These two ensembles are the same except the former obfuscates
the program II°, whereas the latter obfuscates II'. Note that other than the encrypted key cycle,
we never use the FHE secret key, and due to hybrid {’Hl)’\"l} AeN, we no longer use the LHE secret
key. The coins FHE.PubCoin exactly correspond to an SRL leakage on the FHE ciphertext cty (and
note that in the experiment we do know the output «;; of the function f;; that is applied to the
plaintexts encrypted in cty, cto—namely, it is MSB(u; ;) where u; ; is a random element of Zy selected
in the experiment, see Hybrid #52). Thus, (subexponential) indistinguishability of {H3%} ey and
{H%\B} aen follows from (subexponential) 2-circular SRL-security of FHEq and LHEp 5, .

Namely, for any nuPPT (resp. subexponential) distinguisher A, we show there exists a nuPPT
(resp. subexponential) reduction B such that for all A € N, we have:

Pr [b —r {0,1}, (pp, II") < H5° : A(pp, I1) = b} <Pr [Expiggd’mgb’”’s = 1| +2790,

FHEGLHEy n, . . ..
Hea,LHE b n.e is described in Definition 2.9.

We now proceed to descrlbe the reduction B. Given the public keys pk, pk, B sends the pair
(MY, TI') to the 2-circular SRL security experiment, upon which it receives the ciphertexts ct =
(cti||cte) and ct, where ct1 encrypts II° or IT', cty encrypts sk, and ct encrypts sk. It samples
u; j <R Zn for all i € [n'=¢], j € [¢2], and generates the following:

where the experiment Exp) z

e Generation of pp:

— To generate LHE.PubCoin;:

+ It samples r; <R R, where R denotes the randomness space of Enc, and computes
ct; = Encﬁ(mi;ri), where for all j € [(3], the j’th coordinate of m; is of the form:
m;j = B22> . Hb + LSB(u; ;) € ZN. Note that this does not require to know the bit
b, since Hg = 1_[1 for all i € [n'=¢], j € [£2], because the programs I1° and II! are
functionally equlvalent.

* It computes p; < PubHint(pk, ;).

* It computes ct; ; = Eval'(pk, C; j, b+ 2), cty).

x Then, it queries its Ogg oracle, to obtain a fresh, extra noisy encryption Enc (0517 ])
It leaves the oracle Osgr pending.

+ It adds the vector (0, MSB(u;;)) € Z5™ to the vector whose binary decomposition
is Encp, (017 ;); which yields a vector ct}; Z“H whose binary decomposition is
Enc;, (MSB(um) Then, it computes ctMSB” BD(ct;,;) € {0, 1}*.

+ It computes ct; = (ctij) e, € {0,112 and Ctise. = (Ctmsp.ij)iclez) € 10; 1}wee,

7).

* Finally, it computes LHE.PubCoin; = Eval(pk, ct, ct;, —ct; — ctwaBﬂ-).

— To generate FHE.PubCoin; ;: it answers the pending oracle Osg with the function f; ;
and the value @ = MSB(u; ;). With probability 1 — 29N over the random coins used
to produce The oracle Osg, returns the leakage r — 1y, € R*. The reduction sets
FHE.PubCoin; ; = r =Ty

45



It sets pp = ((LHE.PubCoini)iG[m_s], (FHE.PubCoini,j)ie[m_sLje[gQ]).

e Generation of II: it sets (pk, pk, ct, ct, (pi)igini-<)) computed as described above.

The reduction B sends (pp,II) to the distinguisher A, which outputs a bit ¥’. Finally, B outputs

the bit 4. When ct; encrypts I1°, the reduction simulates the experiment 7—[9\'5 to A, whereas it

simulates the experiment 7-[}\'5 when ct; encrypts II'. Thus, we have Pr Expfggd’m{gb*”’f =1| >

Pr |b <R {0,1}, (pp,ﬁb) +— Hf’\f’ : A(pp, ﬁb) =b|. Overall, we have shown that:

{HS ren s {HY? Faen =5 {HI3 aen s {HY aen =s {HY  Taen ~e
{3 aen ~s {HA e ~s {HA hen ~s {H 2 haen & {H) ! baen

5.4 Instantiation with Packed-Regev LHE

We now state the results when instantiating our modular XiO construction with the Packed-Regev
LHE, presented in Section 4.2. This construction is parameterized by polynomials ¢; and ¢3, and it
is denoted by P-Regevy, 4, .

By combining Theorem 4.3 (i.e. security of P-Regev,, ,, for all polynomials ¢; and /3 under LWE)
and Theorem 3.5 (i.e. SRL-security of the GSW; for all polynomials 6 under LWE), we get:

Lemma 5.1. Assume the (subexponential) the LWE assumption holds. Assume further that for all
polynomials §, €1 and {5, 2CIRCOsRL holds w.r.t. GSWs and P-Regevy, 4,- Then, for all polynomials
d, £y and by, (suberponential) 2-circular SRL security holds w.r.t. GSWs and P-Regevy, 4, -

By combining Lemma 5.1 above with Theorem 4.2, which states that for all polynomials ¢1, there
exists a polynomial A such that for all polynomials /2, P-Regev,, 4, is an (¢, {2, h, o)-hintable packed
LHE with a()\) = A+ 1, together with Theorem 5.2, we get:

Theorem 5.3. Assume the (subexponential) LWE assumption holds. Assume further that for
all polynomials §, {1 and {3, the (subexponential) 2CIRCOsR conjecture holds w.r.t. GSWjy and
P-Regevy, ,- Then (subexponentially-secure) XiO for Plog /poly ewists.

Finally, combining Theorem 5.3 with Theorem 2.4 (i.e., 1O from XiO and LWE) we get our main
theorem:

Theorem 5.4. Assume the subexponential LWE assumption holds. Assume further that for all poly-
nomials 6, {1 and la, the subexponential 2CIRCOSR conjecture holds w.r.t. GSWy and P-Regevy, 4,
Then subexponentially-secure iO for P/poly exists.
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A XiO from the 2-circular SRL Security of the GSW FHE and the
DJ LHE

A.1 Hintable LHE from DCR

We consider the Damgard Jurik (DJ) Linearly Homomorphic Encryption scheme from [DJO01], which
generalizes Paillier’s encryption scheme [Pai99] to larger message spaces, whose security relies on the
Decisional Composite Residuosity (DCR) assumption. This scheme is not needed for our main result,
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but serves as a good warm-up for understanding the notion of a hintable packed LHE (and leads to
our simplest construction of an Xi(Q). As mentionned in the introduction, BDGM already showed
that the DJ scheme is a hintable LHE; since our notion of a hintable LHE is somewhat different, for
completeness, we here include the standard proof. We start by recalling the DCR assumption under
which the DJ scheme is proven secure.

Definition A.1 (Decisional Composite Residuosity (DCR) assumption [Pai99]). We say that secu-
rity of the DCR assumption holds if there exists a PPT algorithm RSAsample that on input a security
parameter \, outputs a pair (N, $(N)) where N is a 2)-bits integer, ¢ denotes Euler’s totient func-
tion; such that ged(p(N), N) = 1 and such that for all polynomial ((-), the following ensembles are
computationally indistinguishable:

{D}ren = {(N, d(N)) + RSAsample(1*): 7 g Zps : V'V € ZNCWH}AEN
{Dg\}AEN = {(N, (ﬁ(N)) — RSAsampIe(l’\), U <R ZNg(,\)+1 tu € ZNC(/\)_H})\GN

We say the DCR assumption holds if 1-security of the LWE assumption holds, and that the subexpo-
nential DCR assumption holds if there exists € > 0 such that 2* -security of the DCR assumptions
holds.

As explained in [DJO1] in further details, the algorithm RSAsampIe(l)‘) samples two safe primes
p, q of X\ bits each, and compute the RSA modulus N = pq.

We will show how the DJ encryption scheme satisfies our notion of a hintable packed LHE
(actually even without any packing):

Theorem A.2. Assume (subexponential) security of the DCR assumption. Then, for every polyno-
mial {1, there exists a (subexponentially) secure ({1, 02, h, a)-hintable packed LHE, where h(\) = 2,
lH(N) =1, and () = 0.

A.1.1 The DJ scheme

Given a polynomial ¢;(-), we recall the LHE from [DJ01] when operating on plaintext of size ¢;
(recall that ¢35 = 1 so there is no packing). That is, the scheme is parameterized by a polynomial ¢1,
and we call it DJy,. For this scheme, the hint is simply the randomness used to encrypt a message,
and noisy and normal encryptions behave in the same way:

e CRSgen(17):
It simply outputs crs = 1%, i.e. there is no proper crs for that scheme.

e Gen(crs):

Given crs = 1%, it uses the sampling algorithm from Definition A.1, (M, $(M)) + RSAsample(1?),
where M € Nis a 2\-bit modulus, ¢ denotes Euler’s totient function, and we have ged(¢(M), M) = 1.
Then it chooses a polynomial ¢(-) such that 20N +2X > N > 26N wwhere N = MY, For simplicity
of the notations, we write ( = ((A). It sets pk = (N, (), sk = td = ¢(M) and outputs (pk, sk, td).
The plaintext space is Zny = Zj;c. The randomness space for Enc is Z%,, the ciphertext space is
Z ¢, and the function space is Zy, that is ¢ = N.

e Encyi(x):

Given the public pk, a vector x € Z%;, for all ¢ € [v], it samples r; <—r Z}, and compute ct; =
TZMC ~(L+ M)¥ € Z} ¢4 It outputs the ciphertext ct = (cty,...,ct,).
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e Encgy (m):
Given the public pk, a message m € Zy, it samples r <—r Z}; and outputs the noisy ciphertext
ctt =M (1 M) € 2

e Eval(pk,ct, ct*,y):
Given as input the public key pk, ciphertext ct € Z}/,,, noisy ciphertext ct* € Z
y € [-1,1]”, it outputs the evaluated ciphertext ct*- [

multiplication in Z} ;.

i1, and a vector

iel] ct! € Z} ..., where - denotes the integer

e SecHint(td, ct*):
Given the secret key td and a noisy ciphertext ct* € Zj ¢, it computes d = c¢t mod M. Since
ged(MS, ¢(M)) = 1, it can compute M ¢ € Z such that M¢ - M=% =1 mod ¢(M). It outputs the
hint M~ € 7%,

e PubHint(pk, r):
Given the public key pk and some randomness r € Z},, it outputs the hint p = 7.

e Rec(pk, ct*, p):

*

MGS+1o
Then, it applies Paillier’s decryption recursively to ob-

Given the public key pk, a noisy ciphertext ct*, and a hint p € Z3,, it computes d = ctr M ez
where p=M° is the inverse of pM* in Lyyesr-
tain x € Zyc. It outputs z € Zy.

e Decg(ct*):
Given the secret key sk, a noisy ciphertext ct*, it runs Ext(sk, ct*) to recover the randomness r € Z},,
then outputs Rec(pk, ct*,r).

The proof of Theorem A.2 follows from the propositions and theorem below (which demonstrate
that DJ satisfies the desired properties of a hintable packed LHE, as well as security).

Proposition 14 (Linear Homomorphism). The LHE presented above satisfies Property 4.2.

Proof: For all i € [v], let ct; be a ciphertext in the support of Encpy(x;), that is, of the form

ct; = (n)MC (14 M)* € Z},c41, and let ct* be a ciphertext in the support of Ency (*), that is, of

the form ct* = rM*.(1+M)*" € L per- Forally € {0,1}, the evaluated ciphertext cty is of the form:
MC * Lal:
(r [Licp rf’) (1+M)* i) Tivi ¢ Zy¢+1, which is in the support of Encyy (2% +3 ¢y, zivi). O

Proposition 15 (0-approximate correctness of secret hints). The LHE presented above satisfies
0-approximate correctness, as defined in Property 4.3.

Proof: Let ct* = rM°. (14+ M) ¢ L} rev1, Where x* € Zpyc is the message and r € Zj, is the

randomness used to produce the ciphertext. We have ct* mod M = rM ¢ mod $(M) ¢ Zy;. Since
ged(p(M), MC) = 1, there is M~¢ € Z such that M¢- M~¢ =1 mod ¢(M). Thus, the algorithm
SecHint(td, ct) outputs r € Z},. That is, the hint output by SecHint is the randomness used to
produce ct*.

The algorithm Rec(pk, ct*, 7) computes d = ct* - r—M* = (1 4+ M)™" € L je+1 Where r~M* s the
inverse of 7™ in Zyje+1- Then it applies Paillier’s decryption recursively to obtain z* € Zc. It
outputs x*. d
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Proposition 16 (Equivalence between public hints and secret hints). The LHE presented above
satisfies Property 4.4.

Proof:  As seen in the proof of Proposition 15, the hint recovered by SecHint given the trap-
door td and a ciphertext ct* is the randomness r used by Enc* to produce ct*, which is also what
PubHint(pk, r) outputs. O

Proposition 17 (0-approximate correctness). The LHE presented above satisfies 0-approzimate
correctness, as defined in Property /.1.

Proof: This directly follows from the O-approximate correctness of the secret hints (Property 4.3),
since decryption first computes the hint using the secret key, then recovers the message using the
hint. O

Proposition 18 (h-succinctness of hints). The LHE presented above satisfies h(\) = 2\-succinctness.

Proof: For all A € N, for all pairs (pk, sk) in the support of Gen(1*) that define the message space
Zy, for all z* € Zy, all ciphertext ct* in the support of Ency (2*), we have: all hints p in the support
of SecHint(sk, ct*) are in Z},, where M is an RSA modulus of size at most 2\ bits. O

Proposition 19 (Weak circuit privacy). The LHE presented above satisfies Property 4.6 (weak
circuit privacy).

Proof: For any message x = (z1,...,2,) € ZY;, 2* € Zn, y € {0,1}”, we aim at proving that
following distributions are identical:

 Vie W) R ety = rMO (14 M) e g T4y, ctf = MO (14 M)
O ety = (P T )M (14 M)THETY L ((cty)s, ot cty)

D, . ) Vi€ Wi er Lipcti = P M (14 M) g Zhy, et = (/T - (1 + M)
' cty = rMe (1+ M)x*“'xTy : ((cty)s, ct*, cty) '

This relies on the fact that for all i € [v], all r; € Z%,, all y; € Z;¢, the following distributions are
identical: Dj = {r «r Z3; : ((ri)i,r,r - [[; 7))} and D} = {r «r Z%; : ((rs)i,r/ ([[;7"),7)}. The
distribution D}, corresponds to Dy, whereas D} corresponds to D;. ]

Proposition 20 (Density of the noisy ciphertexts). The LHE presented above satisfies Property 4.7 (den-
sity of the noisy ciphertexts).

Proof:  One can sample a uniform random value u <g Zysc+1 from [log(M$t1)] random bits.
The random value u € Zyci1 can be written u = rM* « (1 + M)* where z € Zy,c and r € 73, with

probability 1 — %N) >1-— 2% over the choice of u <R Zp¢c+1. U

Theorem A.3 (Security [DJ01]). Assuming the (subexponential) DCR assumption, the DJ scheme
is (subexponentially) secure.

A.2 Instantiation with DJ LHE

Now we instantiate the modular XiO construction described in Section 5.2 with the DJ LHE presented
in Section A.1 that is parameterized by a polynomial ¢;; we denote it by DJ,,. For all polynomials
6, we denote by GSW4 the GSW FHE scheme for depth § circuits.

By combining Theorem A.3 (i.e. security of DJ,, for all polynomials ¢; under DCR) and Theo-
rem 3.5 (i.e. SRL-security of the GSWy for all polynomials § under LWE), we get:

95



Lemma A.1. Assume the (subezponential) DCR and the (subexponential) LWE assumptions hold.
Assume further that for all polynomials § and ¢1, the 2CIRCOSRt gssumption holds w.r.t. GSWs

and DJy,. Then, for all polynomials 6 and {1, (subexponential) 2-circular SRL security holds w.r.t.
GSW; and DJy, .

By combining Lemma A.1 above with Theorem A.2, which states that for all polynomials ¢1,
DJy, is an (€1, 2, h, «)-hintable packed LHE with ¢2(A) = 1, h(A) = 2\ and «(X) = 0, together with
Theorem 5.2, we get:

Theorem A.4. Assume the (subexponential) DCR and (subexponential) LWE assumptions hold.
Assume further that for all polynomials §, (1, the 2CIRCOSR. gqssumption holds w.r.t. GSWys and
DJy,. Then (subexponentially-secure) XiQO for P /poly exists.

Finally, combining Theorem A.4 with Theorem 2.4 (i.e., 1O from XiO and LWE) yields:

Theorem A.5. Assume the subexponential DCR and subexponential LWE assumptions hold. As-
sume further that that for all polynomials § and ¢; the 2CIRCOSRL holds w.r.t. GSWs and DJy,. Then
subexponentially-secure iO for P/poly exists.

B Concrete Assumption

In Theorem 5.2, we show how to build XiO whose security relies on the 2-circular SRL security
between the GSW FHE and an LHE with special properties. As mentioned in Section 3.1.3, it
actually suffices to assume the following variant of 2-circular SRL security (that is weaker than that
of definition Definition 3.3).

Definition B.1 (One-shot SRL circular security). We say that one-shot SRL 2-circular security
holds w.r.t. an FHE scheme FHE = (CRSgen, Gen, Enc, Enc*, Eval’, Eval,ang, Dec) that satisfies batch
correctness (as per Definition 3.1) and randomness homomorphism (as per Definition 3.2) and a
PKE scheme PKE if for all stateful nuPPT adversaries A, there exists some negligible function p(-)
such that for all A € N, Pr[ExpiZ}g = 1] < 1/2 4 p(A), where the experiment Expiﬁg is defined as
follows:

(m° m!, q) « A(1*),crs + CRSgen(1*)
(pk, sk) < Gen(crs), (pk, sk) < Gen(pk),b + {0,1}
r g RIFIM| et = Encyy (sk|[m?;r), ct + Encp(sk)
Expfﬁg _ ) Vie[g\)] 1} <R R*,ih = Iijc;k(O; ry)
’ (fis @i)iefny < A (pk, Pk, ct, €, (cti)icig(n)))

Vi € [g(\)], rs, = Evalrand(pk, fi, T, sk|/m?), leak; = r} —ry,

b o« A((Ieaki)ie[q@)}) o
| Return 1 if [m®| = |m!|, ¥ = b and for all i € [q(\)], fi(sk|mP) = ai; 0 otherwise.
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