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Abstract

The tight security bound of the Key-Alternating Cipher (KAC) construction whose round per-
mutations are independent from each other has been well studied. Then a natural question is how
the security bound will change when we use fewer permutations in a KAC construction. In CRYPTO
2014, Chen et al. proved that 2-round KAC with a single permutation (2KACSP) has the same se-
curity level as the classic one (i.e., 2-round KAC). But we still know little about the security bound
of incompletely-independent KAC constructions with more than 2 rounds. In this paper,we will
show that a similar result also holds for 3-round case. More concretely, we prove that 3-round KAC
with a single permutation (3KACSP) is secure up to @(2%) queries, which also caps the security
of 3-round KAC. To avoid the cumbersome graphical illustration used in Chen et al.’s work, a new
representation is introduced to characterize the underlying combinatorial problem. Benefited from it,
we can handle the knotty dependence in a modular way, and also show a plausible way to study the
security of rKACSP. Technically, we abstract a type of problems capturing the intrinsic randomness
of rKACSP construction, and then propose a high-level framework to handle such problems. Fur-
thermore, our proof techniques show some evidence that for any r, TKACSP has the same security
level as the classic r-round KAC in random permutation model.
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1 Introduction

For a practical secret key cipher, people definitely want to know the exact security it provides. Cryptanal-
ysis and provable-security analysis try to answer this question from two opposite directions, respectively.
Specifically, cryptanalysis tries to show the practical “upper bound” of security by finding an attack as
efficient as possible. Since there is no prior knowledge showing where the destination is, it is very hard
to judge whether a more efficient attack exists. On the contrary, provable-security analysis can give a
“lower bound” of the security from a theoretical perspective. In other words, provable-security analysis
often aims to interpret the intrinsic security of a cryptographic construction (of a secret key cipher) in
an abstract level. Generally, the construction of a practical cipher will be abstracted into a reasonable
model with certain assumptions (e.g., the underlying primitives are random functions/permutations and
independent from each other). Under those assumptions, we try to prove that the abstract construction
is immune to all (known or unknown) attacks executed by an adversary with specific abilities. Then the
provable-security results provide some heuristic support for the underlying design-criteria of the cipher,
since the practical underlying primitives do not satisfy the assumptions in general.

As aforementioned, the provable-security results are closely related to the abstract assumptions. If
the assumptions are closer to the actual implementations, then the corresponding results will be more
persuasive. For example, most of the existing work reduces the security of SPN block ciphers to the
classic KAC construction (see Eq.(2)), in which the underlying round permutations as well as the round
keys are random and independent from each other. Unfortunately, most KAC-based practical ciphers
use the same round function and generate the round keys from a shorter master-key (i.e., the underlying
round permutations and round keys are not independent from each other at all). Thus, there is still a
big gap between the existing provable-security results and the practical ciphers.

Opposite to the KAC construction with independent round permutations and round keys (i.e., the
classic KAC construction), we refer to the one whose round permutations or round keys are not indepen-
dent from each other as incompletely-independent KAC or KAC with dependence. It is well known that
r-round KAC is @(271")-secure in the random permutation model[CS14, HT16]. To characterize the
actual SPN block ciphers, we should abstract a natural KAC construction (with dependence) satisfying
two requirements: all the round permutations are same and the round keys are generated from a shorter
master-key by a certain deterministic algorithm. Hence, the ultimate question is whether there exists
such a r-round incompletely-independent KAC construction which can still achieve 9(2$")—security. In
other words, we want to know whether the required randomness of KAC construction can be minimized
without a significant loss of security.

Up to now, people know little about the incompletely-independent KAC constructions (even with very
small number of rounds), since it becomes much more complicated when either the underlying round
permutations or round keys are no longer independent. To our knowledge, the best work about the KAC
with dependence was given by Chen et al.[CLLT18]. They proved that several types of 2-round KAC
with dependence have almost the same security level as 2-round KAC construction. However, it is still
open about the security of incompletely-independent KAC with more than 2 rounds in provable-security
setting.

In this paper, we initiate the study on the incompletely-independent KAC with more than 2 rounds.
Here, we mainly focus on a special class of KAC, in which all the round permutations are the same and
the round keys are still independent from each other, and refer to it as KACSP construction. Given a per-
mutation P : {0,1}" — {0,1}", as well as r + 1 round keys ko, ..., k., the r-round KACSP construction
rKACSP[P; ko, ..., k,] maps a message x € {0,1}" to

b @ P(keo1 @ P+ Pz ko)) ). (1)

Before turning into the results, we review the related existing work on classic KAC and KAC with
dependence, respectively.

REsuLTs ON Crassic KAC. KAC construction is the generalization of the Even-Mansour construc-
tion [EM97] over multiple rounds. As one of the most popular ways to construct a practical cipher, the
KAC construction captures the high-level structure of many SPN block ciphers, such as AES [DR02],




PRESENT [BKL*07], LED [GPPR11] and so on. Thus there exist a number of papers aiming to in-
vestigate the security of this construction [EM97, BKL*12, DKS12, LPS12, Stel12, ABD*13, CLL" 14,
CS14, CS15, HT16, DSST17, CLL"18]. Given r permutations P, ..., P.: {0,1}" — {0,1}", as well as
r+1 round keys ko, . .., k., the r-round KAC construction rKAC[P, ..., Py; ko, ..., k,] maps a message
z € {0,1}" to

b ® P (lpy @ Py (- Pu(w @ ko)) ) )

In the random permutation model, it was proved by Even and Mansour [EM97] that an adversary
needs roughly 2% queries to distinguish the 1-round KAC construction from a true random permutation.
Their bound was matched by a distinguishing attack [Dae91] which needs about 2% queries in total.
Many years later, Bogdanov et al. [BKL"12] proved that r-round KAC is secure up to 2% queries and
the result is tight for r = 2 . Besides, they also conjectured that the security for r-round KAC should
be 2777 because of a simple generic attack. After that, Steinberger [Ste12] improved the bound to 2%
queries for r > 3 by modifying the way to upper bound the statistical distance between two product
distributions. In the same year, Lampe et al. [LPS12] used coupling techniques to show that 27 T
queries and 2772 queries are needed for any nonadaptive and any adaptive adversary, respectively. The
first asymptotically tight bound was proved by Chen et al. [CS14] through an elegant path-counting
lemma. Recently, Hoang and Tessaro [HT16] refined the H-coefficient technique (named as the expecta-
tion method) and gave the first exact bound of KAC construction. At this point, the security bound of
the classic KAC construction is solved perfectly.

REesurLTs oN KAC WITH DEPENDENCE. The development in the field of incompletely-independent KAC
is much slower, since it usually becomes very involved when the underlying components are no longer
independent from each other. Dunkelman et al. [DKS12] initiated the study of minimizing 1-round KAC
construction, and showed that several strictly simpler variants provide the same level of security. After
that, the best work was given by Chen et al. [CLL"14, CLL*18] in CRYPTO 2014. They proved that
several types of incompletely-independent 2-round KAC have almost the same security level as the classic
one. The result even holds when only a single permutation and a n-bit master-key are used, where n is
the length of a plaintext/ciphertext. In their work, a generalized sum-capture theorem?® is used to upper
bound the probability of bad transcripts. And the probability calculation related to good transcripts is
reduced to a combinatorial problem. Using the similar techniques, Cogliati and Seurin [CS18] obtained
the security bound of the single-permutation encrypted Davies-Meyer construction. Nevertheless, their
work is still limited in the scope of 2-round constructions.

Recently, Dai et al. [DSST17] proved that the 5-round KAC with a non-idealized key-schedule is
indifferentiable from an ideal cipher. The model employed in their work is however orthogonal to ours
and hence the result is not directly comparable.

DirricULTIES. The security analysis of rTKACSP is far more complicated than the classic KAC construc-
tion, since it intrinsically is an optimization problem. That is, we should fully utilize the randomness
of the single random permutation P as much as possible. Obviously, it requires us to understand the
underlying combinatorial problem very well. And from the formal proof, we will see that it is a very
huge challenge to design the assignments of P which should balance all the related subproblems simul-
taneously.

OUR CONTRIBUTIONS. In this paper, we initiate the study on the incompletely-independent KAC with
more than 2 rounds and give a tight security bound of 3KACSP construction. Our contributions are
conceptually novel and mainly two-fold:

1. We prove the tight security bound @(2%) queries of 3BKACSP, which is an open problem (proposed
in [CLL*18]) for incompletely-independent KAC with more than 2 rounds. That is, we can use

nformally, the type of sum-capture theorems state that when choosing a random subset A of 73 of size g, the value
A) = max a,u, V) EAXUXV:ia=udv
pA) = max (o) }
[UI=|VI=q

is close to the expected value ¢> /N. In the extended version of [CLL™T 18], the set A can be produced by a set of query-answer
pairs, and an automorphism transformation is also allowed.



only one instead of three distinct permutations to construct 3-round KAC without a significant loss
of security. Notably, our proof framework is general and theoretically workable for any rKACSP.
Following the ideas of analyzing 3KACSP, we strongly believe that rKACSP is also ©(27+1")-secure
in random permutation model, provided that the input/output size n is sufficiently large.

2. We develop a lot of general techniques to handle the dependence. Firstly, a new representation (see
Section 3.3) is introduced to circumvent the cumbersome graphical illustration used in [CLL*18].
Benefited from it, we can handle the underlying combinatorial problem in a natural and intuitive
way. Secondly, we abstract a type of combinatorial problems (i.e., Problem 1) capturing the intrinsic
randomness of YKACSP, and also propose a high-level framework (see Section 5.1) to solve such
problems. To instantiate the framework, we introduce some useful notions such as Core, target-path,
shared-edge, and so on (see Section 3.3). Combining with the methods for constructing multiple
shared-edges, we solve successfully the key problem in 3KACSP (see Section 5.3). At last, we also
develop some new tricks (see Section 6) which are crucial in analyzing rKACSP (r > 3). Such
tricks are not needed in 2KACSP, since it is relatively simple and does not have much dependence
to handle.

It is rather surprising that the randomness of a single random permutation can provide such high
level of security. From our proof, we can know an important reason is that, the information obtained
by adversary is actually not so much. For instance, assume that n is big enough and an adversary can
make 9(2%) queries to the random permutation, then the ratio of known points (i.e., roughly 27 %) is
still very small. Furthermore, our work means a lot more than simply from 2 to 3, and we now show
something new compared to Chen et al.’s work.

1. Tt is the first time to convert the analysis of rKACSP into a type of combinatorial problems, thus
we can study the higher-round constructions in a modular way. To solve such problems, we propose
a general counting framework, and also successfully instantiate it for a 3-round case which is much
more involved than the 2-round cases.

2. An important discovery is that we can adapt the tricks used in 2KACSP to solve the corresponding
subproblems in 3KACSP, by designing proper assigning-strategy and RoCs(Range of Candidates,
see Notation 5). We believe that the similar properties also hold in the analysis of general rKACSP.

3. A very big challenge in TKACSP(r > 3) is to combine all the subproblems together into a desired
bound. We do not need to consider that problem in the case of 2KACSP, since there is only
one 2-round case in it. As a result, we develop some useful techniques to handle the dependence
between the subproblems. Particularly, the key-points as shown at the beginning of Section 6 are
also essential in rKACSP(r > 4).

Combining all above findings together, we point out that a plausible way to analyze rKACSP is by
induction, and what’s left is only to solve a single r-round case of Problem 1. That is, we actually reduce
an extremely complex (maybe intractable) problem into a single combinatorial problem, which can be
solved by our framework theoretically. From the view of induction, Chen et al. [CLLT18] proved the
basis step, while we have done largely the non-trivial work of the inductive step. Besides the conceptually
important results, the new notions and ideas used in our proof are rather general and not limited in the
rKACSP setting. We hope that they can be applied to analyze more different cryptographic construc-
tions with dependence.

OTHER RELATED WORK. The security of KAC construction in the random permutation model is very
closely related to the security of XC (Xor Cascades) construction in the ideal cipher model. Gazi [Gaz13]
and Gazi et al. [GLST15] showed a relatively slack relationship through an adversarial reduction and
Markov’s Inequality. Based on the point-wise proximity of the KAC construction, Hoang and Tessaro
[HT16] gave a much tighter transcript-centric reduction. In addition, they also pointed out that if
the point-wise proximity of (incompletely-independent) KAC construction is non-decreasing and super-
additive, then we can also establish the point-wise proximity for its corresponding XC construction in
multi-user setting.

Plain cascades (PC) is another one of the most efficient ways for blockcipher key-length extension.
Both of PC and XC have received a lot of attention till now [KR01, BR06, GM09, GT12, Gaz13, Leel3,




DS14, GLS™15, MS15, HT16, HT17]. Particularly, Minaud and Seurin [MS15] considered the security
of cascading a block cipher with the same key (i.e., the multiple encipher keys are not independent from
each other) in a block-box way. In a sense, it can also be viewed as a cryptographic construction with
dependence.

READING GUIDE. We start in Section 2 by setting the basic notations, giving the necessary background
on the H-coefficient technique, and showing some helpful lemmas. In Section 3, we state the main result
of this paper and introduce the new representation used throughout the paper. After that, the main
result is proved in Section 4 where we also illustrate the underlying combinatorial problem and give two
technical lemmas. The core part is Section 5, where we propose the general framework and also show
the high-level technical routes to handle the key subproblems in 3KACSP. Completing all the technical
specifics, Section 6 and Section 7 prove the aforementioned two technical lemmas, respectively. At last,
we conclude and give some extra discussion in Section 8.

2 Preliminaries

2.1 Basic Notations

In this paper, we use capital letters such as A, B,... to denote sets. If A is a finite set, then |A| denotes
the cardinality of A, and A denotes the complement of A in the universal set (which will be clear from
the context). Specially, we use AU B denote the disjoint union of two disjoint sets A and B. For a finite
set S, we let © <—g S denote the uniform sampling from S and assigning the value to x. Let A and B
be two sets such that |A| = |B|, then we denote Bjt(A — B) as the set of all bijections from A to B. If
g and h are two well-defined bijections, then let g o h(z) = h(g(x)) Fix an integer n > 1, let N = 2™,
I, = {0,1}"™, and P, be the set of all permutations on {0,1}", respectively. If two integers s, ¢ satisfy
1 < s <t, then we will write (t)s =t(t—1)---(t —s+ 1) and (t)o = 1 by convention.

Given Q = {(z1,¥1),.-.,(Tq,Yq)}, where the x;’s (resp. y;’s) are pairwise distinct n-bit strings, as
well as a permutation P € P,,, we say that the permutation P extends the set Q, denoting P - Q, if
Plz;)) =y, fori=1,...,q. Let X ={z €I, : (z,y) € Qtand Y ={y € I, : (x,y) € Q}. We call X
and Y respectively the domain and range of the set Q.

Definition 1 (Q’ is strongly-disjoint with Q). Let Q = {(z1,vy1);-- -, (Tm,Ym)} and Q" = {(2],9]),.-.,
(), yr)}. We denote XY, X'Y' as the domains and ranges of Q and Q', respectively. Then we say
that @' is strongly-disjoint with @ if XNX' =@ and Y NY' = @, and denote it as @' L Q.

We will often use the following simple fact: given Q of size ¢ and Q' of size ¢’ whose respective
domains X and X’ and respective ranges Y and Y'. If @' 1 Q, then it has

Pr[P <+ P,: P+ Q|PF Q] = (3)

(N — Q)q’ '

2.2 Indistinguishability Framework

We will focus on the provable-security analysis of block ciphers in random permutation model, which
allows the adversary to get access to the underlying primitives of the block ciphers. Consider the rKACSP
construction (see Eq.(1)), a distinguisher D can interact with a set of 2 permutation oracles on n bits that
we denote as (Po, Pr). There are two worlds in terms of the instantiations of the 2 permutation oracles.
If P is a random permutation and the round keys K = (ko,...,k;) are randomly chosen from I(; 1y,
we refer to (rKACSP[P; K], P) as the “real” world. If E is a random permutation independent from P,
we refer to (E, P) as the “ideal” world. We usually refer to the first permutation Pp (instantiated by
rKACSP[P; K] or E) as the outer permutation, and to permutation P; (instantiated by P) as the inner
permutation. Given a certain number of the queries to the 2 permutation oracles, the distinguisher D
should distinguish whether the “real” world or the “ideal” world it is interacting with. The distinguisher
D is adaptive such that it can query both sides of each permutation oracle, and also can choose the
next query based on the query results it received. There is no computational limit on the distinguisher,
thus we can assume wlog that the distinguisher is deterministic (with a priori query which maximizes its



advantage) and never makes redundant queries (which means that it never repeats a query, nor makes a
query P;(x) for i € {I, 0}, if it receives = as an answer of a previous query P, *(y), or vice-versa).
The distinguishing advantage of the adversary D is defined as

Adv(D) = |Pr[DrRACSPIZKLE _ q) _ pr[DEF = 1]| (4)

where the first probability is taken over the random choice of P and K, and the second probability is
taken over the random choice of P and E. D) denotes that D can make both forward and backward
queries to each permutation oracle according to the random permutation model described before.

For non-negative integers g. and g,, we define the insecurity of rKACSP against any adaptive dis-
tinguisher (even with unbounded computational source) who can make at most g. queries to the outer
permutation oracle (i.e., Pp) and ¢, queries to the inner permutation oracle (i.e., Pr) as

Adv;acsp (ge, @p) = maxp Adv(D), (5)

where the maximum is taken over all distinguishers D making exactly g. queries to the outer permutation
oracle and g, queries to the inner permutation oracle.

2.3 The H-Coeflicient Method

H-coefficient method [Pat08, CS14] is a powerful framework to upper bound the advantage of D and has
been used to prove a number of results. We record all interactions between the adaptive distinguisher D
and the oracles as an ordered list of queries which is also called a transcript. Each query in a transcript
has the form of (i,b, z, 2’), where i € {I, O} represents which permutation oracle being queried, b is a bit
indicating whether this is a forward or backward query, z is the value queried and 2’ is the corresponding
answer. For a fixed distinguisher D, a transcript is called attainable if exists a tuple of permutations
(Po, Pr) € P2 such that the interactions among D and (Pp, Pr) yield the transcript. Recall that the
distinguisher D is deterministic and makes no redundant queries, thus we can convert a transcript into
2 following lists of directionless queries without loss of information

Qr = {(xlvyl)a LR (‘T%vy%)}a
Qp = {(u1,v1),...,(ug,,vq,)}

We can reconstruct the transcript exactly through the 2 lists, since D is deterministic and each of
its next action is determined by the previous oracle answers (which can be known from those lists) it
has received. A formal characterization of distinguisher can be found in [Mau02]. As a side note, the
2 lists contain implicitly the description of the deterministic distinguisher/algorithm D. Therefore, the
above two representations of an attainable transcript are equivalent with regard to a fixed deterministic
distinguisher D. Based on Eq.(4), our goal is to know the values of the two probabilities. It can be
verified that the first probability (i.e., the one related to the “real” world) is only determined by the
number of coins which can produce the above 2 directionless lists, and the probability is irrelevant to the
order of each query in the original transcript. Thus, it seems that the adaptivity of D is “dropped” (More
details can be found in [CS14]). Through this conceptual transition, upper bounding the advantage of
D is often reduced to certain probability problems. That is why the H-coefficient method works well in
lots of provable-security problems, especially for an information-theoretic and adaptive adversary.

As what [CS14, CLL™ 18] did, we will also be generous with the distinguisher D by giving it the actual
key K = (ko, ..., k;) when it is interacting with the “real” world or a dummy key K <—g I(,1),, When it
is interacting with the “ideal” world at the end of its interaction. This treatment is reasonable since it
will only increase the advantage of D. Hence, a transcript 7 we consider actually is a tuple (Qg, Qp, K).
We refer to 7 = (Qp, Qp) as the permutation transcript of 7 and say that a transcript 7 is attainable if
its corresponding permutation transcript 7 is attainable. Let T denote the set of attainable transcripts.
We denote T, resp. T;4, as the probability distribution of the transcript 7 induced by the “real” world,
resp. the “ideal” world. It should be pointed out that the two probability distributions depend on the
distinguisher D, since its description is embedded in the conversion between the aforementioned two
representations. And we also use the same notation to denote the random variable distributed according
to each distribution.



The H-coefficient method has lots of variants. In this paper, we will employ the standard “good
versus bad” paradigm. More concretely, the set of attainable transcripts T is partitioned into a set of
“good” tramscripts T such that the probability to obtain some 7 € 77 are close in the “real” world and
in the “ideal” world, and a set of “bad” transcripts 75 such that the probability to obtain any 7 € 7T is
small in the “ideal” world. Finally, a well-known H-coefficient-type lemma is given as follows.

Lemma 1 (Lemma 1 of [CLLT18]). Fiz a distinguisher D. Let T = T1 U T3 be a partition of the set of
attainable transcripts. Assume that there exists €1 such that for any T € T1, one has

Pr[T;. = 7]
PI‘[Tid = T]
and that there exists €9 such that Pr[T;q € T3] < ea. Then Adv(D) < &1 + es.

Zl—fla

2.4 An Useful Lemma

Lemma 2 (3KACSP version, Lemma 2 of [CLLT18]). Let T = (QE, Op,K = (ko, k1, ka, kg)) €T bean
attainable transcript. Let p(1) = Pr[P < P, : 3KACSP[P; K]+ Qg | P+ Qp|. Then

Pr[Te =7]
PrlTi =1 (N)q. - p(7).

Following Lemma 2, it is reduced to lower-bounding p(7) if we want to determine the value of £;
in Lemma 1. In brief, p(r) is the probability that 3KACSP[P; K| extends Qg when P is a random
permutation extending Qp.

3 The Main Result and New Representation

3.1 3-Round KAC with A Single Permutation

Let n be a positive integer, and let P : I,, — I, be a permutation on [,,. On input x € I, and round
keys K = (ko, k1, ko, k3) € L4, the block cipher 3KACSP returns y = P(P(P(x D ko) ® kl) ® k‘g) @ k3.
See Fig.1 for an illustration of the construction of 3KACSP.

kO kl k2 k'3

Figure 1: Illustration of 3KACSP

3.2 Statement of the Result and Discussion

Since 3KACSP is a special case of 3-round KAC construction, its security is also capped by a distin-
guishing attack with 0(2%) queries. We will show that the bound is tight by establishing the following
theorem, which gives an asymptotical security bound of 3KACSP. Following the main theorem, we also
give some comments. The proof of Theorem 1 can be found in Section 4, where we also illustrate the
underlying combinatorial problem and give two technical lemmas.

Theorem 1 (Security Bound of 3KACSP). Consider the SKACSP construction, in which the underlying
round permutation P is uniformly random sampled from P, and the round keys K = (ko, k1, k2, k3) are
2
uniformly random sampled from Iy,. A/ssume that n > 32 is sufficiently large, % < g < % and
1/2
2g, + 5¢e < %, then for any 6 <t < NT, the following upper bound holds:

Advsincse (aesap) < 98t (77 ) #1062+ (52 ) +Clqe), where (g.) =

B i< (NI
N3/4 N

O, if ge > ZNV2T

q2’



OBTAINING A CONCRETE UPPER BOUND. Due to the special form of error term ((g.), a single constant
t cannot optimize the bound for all ¢.’s simultaneously. The above result gives an upper bound for a
range of g.’s once t is chosen, thus different constants ¢ will give different upper bounds for a fixed g.
That is, for each g., we can make the error term ((g.) be arbitrarily small by choosing a proper ¢, as
long as the n is big enough. In general, we prefer to choose a small ¢ to obtain the bound, since the first
two terms in it are proportional to . As an explanatory example, we next will show how to choose the
constant ¢, assume that the threshold value of ¢(g.) is set to 0.01.

Firstly, we should determine the range of g.’s which are suitable for the minimum ¢ = 6. It is
easy to verify that, for the range of big g. > 30N'/2, it must has ¢(g.) < 0.01, since ((g.) = % for
ge > TN1/2 (when setting ¢t = 6). But for a small ¢, it needs a larger ¢, since we will use the function
¢(ge) = 22 to obtain a desired ((g.). For simplicity, we can set ¢ = 60 for each ¢, < 10N'/2 because
it has ((¢ge) = 63022 < 0.01. Now what’s left is to choose a proper ¢ for covering the remain range of
10N/2 < q, < 30N1/2 Using again the function ((g.) = t§7 we can crudely set ¢ = 180, which implies
that {(g.) = 1802 < 0.001 for all g < 30N'/2. As a side note, a slightly better choice is to choose t = 6¢
for g = ¢NY/2, where 10 < ¢ < 30.

From the above process, we obtain a concrete upper bound as follows.

588 (Nw) +360 (%) +0.01, for g > 30N1/2 (Set t = 6)

Adv§iyosp (Ge, @p) < 4 17640 (<er) + 324000 (%) +0.001, for 1I0NY/2 < g, < 30N'/2  (Set t = 180)
3 CS P N /

5880 (747) + 36000 (% ) +0.01, for g. < 10N1/2 (Set t = 60)

It is easy to see that t = 6 is available for almost all of the ¢.’s (i.e., except the fraction of -7 /2) That
is, the bound Adv < 588 (7%7) + 360 (%) + % is suitable for almost ¢.’s. We also stress here that
Theorem 1 is an asymptotical result (for sufficiently large n) and we are not focusing on optimizing
parameters. The point is that it actually shows that £2(N 3/ 4) queries are needed to obtain a significant
advantage against 3KACSP. Combining with the well-known matching attack, we conclude that the
3KACSP construction is ©(2%" )-secure.

From now on, we assume wlog that ¢,,q. < N 3/4 gince the bound is trivial otherwise. Thus, we will
always use the fact that (7)™ < (where m is a positive integer) to simplify the results during
our calculation.

9g.
N3/4 N3€/4

DISCUSSION ABOUT THE RESULT. It should be pointed out that the deviation term ((g.) and the as-
sumption on g, in Theorem 1 are artifacts of our proof, and have no effect on the final result.

1. The ((qge) is simply caused by the inaccuracy of Chebyshev’s Inequality (i.e., Lemma 7), rather
than our proof methods nor the intrinsic flaws of 3KACSP. It is well-known that Chebyshev’s
Inequality is rather coarse and there must exist a more accurate tail-inequality (e.g., Chenoff
Bound). The ((g.) and t will disappear, as long as a bit more accurate tail-inequality is applied
during the computation of Eq.(95). That is, just by replacing with a better tail-inequality, our
proof techniques actually can obtain a concrete bound such like Adv < 98 ( ] /4) + 10 (qﬁe), ie.,
t =1 and ((g.) = 0 in Theorem 1. But to our knowledge, there is no explicit expression of the
moment generating function for a hypergeometric distribution, hence we now have no idea how to
obtain a Chernoff-Type bound.

2. The assumption on g, and ¢, is determined by the assigning-strategy and all the RoC's (there
are dozens in total) designed in the formal proof. It means that a better choice corresponds to a
weaker assumption. Theoretically, there exist choices which can eliminate the assumption without
changing our proof framework. However, optimizing such a choice is rather unrealistic, since it is
extremely hard to find even one feasible solution (as provided in our formal proof).

In a word, our results and proof techniques are strongly enough to show that 3KACSP is ©O(N?3/4)-secure
in random permutation model.
3.3 New Representation

In this subsection, we will propose a new representation which will be used throughout the paper. The
representation improves our understanding of the underlying combinatorial problem, and is very helpful



to handle the dependence caused by the single permutation.

At first, we should give some intuition to prove the main result, and understand better the problem to
be solved. Following Lemma 1, our task is reduced to upper-bound the values of £; and €5, respectively.
In general, upper-bounding the value of €5 will not be too hard, since the probability distribution in
“ideal” world is simple. Determining €; is a tough task, and Lemma 2 shows that it is equivalent to
lower-bounding the value of (N),, - p(7), where the transcript 7 could be any “good” transcript. Thus,
we should make clear what the value of p(7) means.

A GENERAL PROBABILITY MODEL. In fact, p(7) is simply a special case of a general probability model,
whose formal definition is given as follows.

Definition 2 (A General Probability Model). Let ¢[-] : P, = Py, be a block-cipher construction invoking
one permutation P € P,. Fiz an attainable transcript 1 = (Qg, Qp, K), where Qp and Qp are the lists
of directionless queries of the outer and inner permutation oracle, respectively. Then, for the fized
transcript T, what is the value of

B(r) = Pr[P 5 P, : o[P] - Qg | P+ Qp]. (6)

It should be pointed out that the block-cipher construction ¢|-] only depends on the permutation
P, since the distinguisher D will get the key K used in the block-cipher after finishing all queries but
before making a decision. Thus, the calculation of each value of ¢[P](z) is totally determined by the
permutation P. In addition, it should be clear that ¢[P] is also a permutation after P is sampled. From
the above statement, we can know that p(7) is determined by the number of P’s such that P+ Qp and
makes ¢[P](z;) = y; hold for each pair (z;,v;) € OF.

To understand above problem better, we can consider it in a more vivid way. Here we only give a
tiny example, since it can be easily generalized to a complex one. Instantiate the p(7) as follows, let P
denote a permutation on Z5 = {0, 1,2,3,4} and ¢[P] = P(P(z) H 1), where H represents the modulo-5
addition, as well as Qr = {(0,2),(3,0)} and Qp = {(1,1)}. We can view each element in Z5 as a loca-
tion, and the set Qg as |Qg| persons’ source-destination pairs. Thus, we can imagine that one person
named Alice is in location 0 now and she wants to go to the location 2, while the other person Bob in
location 3 wants to go to the location 0. But their moving rules are fixed in advance by the construction
©[-], and what they can do is only to negotiate on the assignments of permutation P (whose one point
has been fixed by Qp, i.e., P(1) = 1). Once all points of the permutation P are determined, then both
of Alice and Bob will move two steps according to P and stop at a certain location. For example, Alice
will reach the location P(0) after the first step. Before the second step, she will be forced to go to the
location P(0)B1, and after that P will again designate the location (i.e., P(P(0)H# 1)) she finally moves
to. Similarly, the movement of Bob follows the same rules except the source (i.e., location 3) is different.
At last, we want to know how many different P’s making both of Alice and Bob stop exactly at their
destinations (i.e., location 2 and location 0), respectively.

NEW REPRESENTATION. Based on the above conceptual conversion, we introduce a new representa-
tion (similar to the terminology in graph theory) to characterize the p(7). From our proof, it can be
found that this new representation is natural to capture the intrinsic combinatorial problem, and the
complicated graphical illustration used in [CLL"18] can also be avoided. Furthermore, it provides a
relatively intuitive perspective to handle the knotty dependence, and also points out a plausible way to
the general rKACSP case. More specifically, the new representation consists of several definitions.

Definition 3 (Directed-Edge). Let A denote a set and a,b € A. If a permutation ¥ on A maps a to
b, then we denote it as a Y b and say that there is a U-directed-edge (or simply directed-edge if U is

clear from the context) from a to b. We also use a Yy b to denote the ordered query-answer pair (a,b)
of the permutation oracle V. That is, if we make queries W(a) (resp. W~1(b)), then b (resp. a) will be
the answer. v

For a directed-edge a — b, we refer to a as the previous-point of b under ¥, and to b as the
next-point of a under ¥, respectively. Naturally, the notation a Yy means that the next-point of a

under ¥ is undefined, and the notation 2y b means that the previous-point of b under ¥ is undefined.



Definition 3 aims to view the binary relation under a permutation as a set of directed-edges. Consider

a permutation P € P, the list of directionless queries Qp = {(u1,v1),..., (uq,v4)} can be written as
the set of P-directed-edges {u; L Viy.., Uy L vg}. From now on, we will not distinguish the two
representations.

Definition 4 (Directed-Path and Core). Define the block-cipher construction @[] : Pp, — Py, the lists
of directionless queries Qg and Qp as in Definition 2.
For a specific P € P,, and a string a € I,,, the steps related to P in the calculation of p[P](a) can be

denoted as a chain of P-directed-edges and has the form of (f(a) Ei at,...,am Ei g 1 (p[P](a))), where
f() and g(-) are invertible operations before the first invocation of P and after the last invocation of P in

the construction @[], respectively.> We refer to such a chain as a ((a,tp[P](a)),cp[P]) -directed-path,

where a and [P](a) are called as the source and destination of the directed-path, respectively. We may
simply say a directed-path for convenience, if all things are clear from the context.

Let Qp = {(z1,y1), .-, (Tq,Yq) }, where x;’s (resp. y;’s) are pairwise distinct n-bit strings. We say a
permutation P € Py, is p[-]-correct with respect to O, if [P+ Qg. That is, the p|[P]-directed-path
starting from x; must end at y; (i.e., yi = o[P)(x;)) for a correct permutation P, where i = 1,--- ,q.

We refer to the set of P-directed-edges used in above q directed-paths as a ¢[P]-Core with respect to Qp,
and denote it as Core(o[P] F QE). In addition, we use the notation Core(¢[-] F Qg) to denote a certain
[ P]-Core in general. And we may simply say a Core for convenience, if p[-| and Qg are clear from the
context.

Definition 4 aims to highlight the steps related to P when calculating the value of ¢[P](a). In fact, the
form of a directed-path is only determined by the construction ¢[-].* That is, each ((x, *), ¢[P])-directed-
path consists of m P-directed-edges, where m is the invoking number of P in the construction ¢[-]. Thus,
we often use the notation ¢|[-]-directed-path to denote a directed-path of the form in general. In addition,
the calculation steps independent of P (e.g., the operations f(-) and g(-) in Def.4) are always omitted,
since we only care about the assignments of P. Of course, those omitted steps can still be inferred from
the directed-path since they are deterministic. For instance, the calculation of P(P(a:) H 1) = y can

be denoted as the directed-path (z R P(z),P(x)HB1 R y), in which the step from P(z) to P(xz)H1
is omitted but can still be known from it. Next, we will give an explanatory example for the above
definitions.

Example 1. Let P denote a permutation on Z5 = {0, 1,2,3,4}, as well as QO = {(0,4), (1,0)}, Qp = O
and ¢[P](z) = P(P(z) B 1), where B represents the modulo-5 addition.

Case 1: If P = {0 £, 1,1 i 2,2 £, 3,3 P, 4,4 £, 0}, then all directed-paths constructed by ¢[P]
are (0 51,253, 15238 4, 2583450, 35405 1),and 450,15 2). That is,
the permutation ¢[P] maps 0 to 3, 1 to 4, 2 to 0, 3 to 1 and 4 to 2, respectively. Obviously, the P is

not [-]-correct with respect to Qp, since the [P]-directed-path (0 5125 3) leads 0 to 3 which is
inconsistent with the source-destination pair (0,4) € Q.

Case 22 TP =1{05 215 1,25 0325 4,45 31, then we have [P] F Qg because the
directed-paths (0 £, 2,3 £, 4) and (1 £, 1,2 £, 0) lead 0 to 4 and 1 to 0, respectively. Also, we can
know that Core(P) = {0 22,1 21,2 20,3 £ 4}, and thus |Core(P)| = 4.

Case 3: If P = {0 Ei 3,1 Ei 0,2 K 1,3 i 2,4 i 4} |, then it is easily to verify that ¢[P] F Qp, as
well as Core(P) = {0 25 3,1 £ 0,4 2 4} and |Core(P)| = 3.

Case 4: Similarly, if P = {0 i 0,1 i 4,2 Ei 1,3 i 2,4 £, 3}, then ¢[P] F Qg. Furthermore, it
has Core(P) = {0 o1 5 4} and |Core(P)| = 2.

Statement. For convenience, we will simply use the terms edge and path instead of directed-edge and
directed-path, respectively. In addition, if 22 denotes the source of a path (where o and 3 are some
symbols), then the notation y? always denotes the corresponding destination of the path and vice-versa,
and the correspondence can be easily inferred from the context.

2In this paper, f(-) and g(-) are often the identity functions.
3Recall that the adversary can obtain the keys after the querying phrase in our proof setting.



We have known that a path can be used to denote a complete calculation given the construction, source
and P. In fact, we often confront an incomplete path whose source and destination are fixed, provided
that the permutation P is partially defined.* Namely, there are some edges missing in such a path.
Particularly, we most interest in a special form of incomplete path which is called target-path.

Definition 5 (Target-Path). Assume that P is partially defined, then a ((a, b),cp[P]) -target-path is a
©[-]-path in which all the inner-nodes are undefined while the source a and the destination b are fized.
Thus, a target-path always has the form of °
@ 5 05 B,
In essence, the proof of main result is reduced to the task of completing a group of target-paths (i.e.,
Problem 1). That is why we refer to such type of paths as target-paths. In general, it is convenient to

consider a group of (target-)paths having the same form. Then, the notion of shared-edge can also be
introduced naturally.

Definition 6 (Group of Paths and Shared-Edge). Fiz a permutation P, which can be partially defined.

We call the paths ((Jcl,yl), @[P])-path, e ((xq,yq), <p[P])-path as a group of ¢[-]-paths, and denote
it as (QE, @[P])-paths, where Qp = {(x1,y1),...,(xq,Yq)} is the set of source-destination pairs. Also,
we may simply use the notation Qg-paths if [P] is clear from the context.

Similarly, we call the target-paths ((al,bl),go[P])—target—path, R ((aq,bq)7<p[P])—target—path as a
group of p[-]-target-paths, and denote it as (Q,p[P])-target-paths, where Q = {(a1,b1),...,(ag, by)} is
the set of source-destination pairs.

If an edge is used in at least 2 different paths, then we refer to it as a shared-edge.

From now on, we can use Definition 6 to denote a group of (target-)paths conveniently. And it should
be pointed out that the shared-edge is a key primitive in our proof, though the concept is rather simple
and natural. Moreover, the notion of partial-P will be useful, since P is often partially defined.

Definition 7 (Partial-P and Partially-Sample). Let P be a permutation on I, and let A be a subset of
I,. Then we refer to the set of edges {x; Ei P(z;) : x; € A} as the partial-P from A to P(A).

Let S and T be two sets of elements whose next-points and previous-points are undefined under P,
respectively. If |S| = |T|, then we can sample randomly a bijection f +g Bjt(S — T) and define

x5 f(x) for each x € S. We refer to the above process as sample partial-P randomly from S to T,
or P 1is partially-sampled randomly from S to T.

It should be pointed out that a partial-P is a subset of P, and also a set of P-edges. Now let’s

reconsider the sampling P <—g P,, conditioned on P+ Qp, where Qp = {u Ei Uiy ..., Ug Ei vg}. If we
denote S = I, \{u1,...,uq} and T = I, \ {v1,...,v4}, then the above sampling is equivalent to sample
partial-P randomly from S to 7. Furthermore, it is natural to view Qp as the priori information of P.
That is, we can fix the ¢ edges of Qp in advance, and then sample partial-P randomly from S to T.

4 Proof of Theorem 1

In this section, we will use the standard H-Coefficient method (i.e., Lemma 1) to prove our main result.
That is, all attainable transcripts 7 should be partitioned into two disjoint parts: a set of “good”
transcripts denoted as 77 and a set of “bad” transcripts denoted as 73. Determining the partition is
often a subtle task, since it is intrinsically a trade-off between ; and €5. If we add more conditions on
good transcripts to make they have better property (i.e., with smaller 1), then the set of bad transcripts
becomes larger accordingly (i.e., 2 becomes larger), or vice-versa.

Intuitively, the chance to obtain any 7 € 77 in “real” world should be very close to the chance in
“ideal” world, and it should be very rare to obtain any 7 € 73 in the “ideal” world. For an attainable

4Informally, we say a permutation P is partially defined, if the correspondence of some points are undefined.
5For simplicity, we assume here that the operations f(-) and g(-) in construction @[] are both identity functions.
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transcript 7 = (QE, Op,K = (ko, k1, k2, kg))7 we know that (from Lemma 2) the quotient of Pr[T,.. = 7]
and Pr[T;y = 7] is determined by the value of

p(r) = P[P <5 P, : SKACSP[P: K] F Qp | P+ Qp]. @

That is, a transcript 7 is whether “good” or not, can be determined by the value of p(7).

Therefore, we firstly illustrate the meaning of p(7) through our new representation, and then give
the definition of “bad”/“good” transcripts. In fact, it is also a good example to show that the knotty
dependence can be sorted out if we use a proper representation. At the end of this section, we will prove
Theorem 1 directly by combining two technical lemmas together.

4.1 Transcripts and p(7)

In this subsection, we firstly expound the meaning of p(7) for a fixed transcript 7. Based on that,
the intuitive criteria for identifying “good” transcripts can be proposed. To reduce the complexity of
notations, we now rewrite the p(7) into another equivalent form.

4.1.1 A Conceptual Transformation

For an attainable transcript 7 = (Qg, Qp, K), we modify the inner permutation P and its permutation
transcript 7 = (Qp, Qp) as follows:

P = P& k‘l,
Q/E = {(.’IJ@ kOuy69 kl ©® k3) : (x,y) S QE}7
Qr ={(v,v& k1) : (u,v) € Qp}.

Let

X={2d€el,: (2,y)eQr}, Y={yel,:(2,y) € O},
U={ue€el,: (W,v)eQp}, V={€l,: W )edp}

denote the domains and the ranges of Q'r and Q'p, respectively. Thus, |Qg| = |Qs| = |X| = |Y]| = ¢,
and |Qp| = |Qp| = [U] = |V] = g,.

Accordingly, we also transform the 3KACSP construction into the 3KACSP’ construction (as shown
in Fig.2), i.e., P'o P’ o(®k; @ ky)o P’. The above modification is reasonable, since we show the actual key
used in 3KACSP after the distinguisher D finishing the query phase (i.e., after obtaining Qr and Qp).
Thus, it is simply a conceptual transformation and only the notations should be changed. That is, we
can consider that the distinguisher D is querying the outer permutation and inner permutation oracles
instantiated by 3KACSP’ and P’, respectively. Then the resulting transcript is 7/ = (Q%, O, K). From
now on, we will not distinguish the transcripts 7 and 7/, since they can transform from each other easily.
Thus, we have

p(1) = p(7') = Pr[P' < P, : 3BKACSP'[P"; K| F Q| P' - Q). (8)

k1 P ko

{L'l P/ P/ ﬁ‘\ P/ y/

U

Figure 2: 3BKACSP’: A Conceptual Transformation of 3KACSP

Notation 1 (Abbreviation). Let A be a set of n-bit strings, and a be an element of A. From now

on, we will abbreviate the expression a @ k; @ k2 as ag for convenience. Similarly, we also denote that
A@:{B@ZBGA}.
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4.1.2 TIlustration of p(7’)

In this subsection, we aim to show the underlying combinatorial problem of p(7’) intuitively. Fix ar-
bitrarily a transcript 7/ = (Q%, O, K), the event 3KACSP'[P’; K] F Q% means that for each pair
(2',y") € Qf, the SKACSP’'-path starting from z’ ends exactly at . A complete 3KACSP’-path con-
sists of 3 P’-edges, and has the form of

’ ’

P’ P P
(2" = x1,%1 —> *2, (x2)e — ¥'), 9)

where *x; and 9 are the 2 inner-nodes should be assigned.

Before turning into the value of p(7'), we consider a simpler case that Q% = @ as first. Since no edge
of the Q’,-paths has been fixed in advance, our task is simply to complete all the (Q%;, 3SKACSP’)-target-
paths, by sampling P’ uniformly random from P,. In fact, we will see that it is exactly the Problem
1 instantiated by ¢[P’] = P’ o P o P', Q1 = Qf, Q2 = @, and can be solved directly by a general
framework®.

Unfortunately, it becomes much more complex when Q' # @, since some 3KACSP’-target-paths
will be “damaged”. More specifically, a path will turn into “some other construction”-target-path, when
some edges in it are fixed by Q. We now give some intuition about those paths. Assume that g, and
gp are O(N 3/4) and K is uniformly random sampled from Iy, then there are at most 4 types of paths.
On average, there are O(1) paths containing 3 fixed edges. Similarly, we know that there exist O(N1/4)
(resp. O(N'/?)) paths whose 2 edges (resp. 1 edge) are fixed in advance. And there are O(N3/) paths
containing no fixed edge (i.e., they are 3KACSP’-target-paths). It can be found that the circumstances
are more involved than before, since the constructions of missing-edges are no longer uniform. In other
words, there may exist several different constructions of target-paths to be completed. Thus, we should
analyze each of the constructions and complete them in turns.

In fact, we judge a transcript 7/ is whether “good” or not, according to the @’g-paths and the edges
fixed by Q. Firstly, a transcript will be classified into the set of “bad” transcripts, if there exists some

'm-path containing 3 fixed edges. Otherwise, we should further study the circumstances of paths and
fixed edges determined by the transcript. More specifically, for such a transcript, we can classify the
ge paths between Qg into three groups (see Fig.3 as an illustration) according to the number of fixed
edges.

Group-2 Yi

A = )
(25, 2 Qp(2s,), ‘ £ ‘ Q7 () =2 Us)
% o P
.| : | —
X,
% I
(@srrar = QLp(@srten)s ‘ — ‘ ‘ — Yot )‘
Group-1
P L
(Toptranst — ‘ ‘ £ Q7w )2y )
27
P P - &,
‘(f,mm — ‘ ‘ - ‘ Q™ (Wsas) = Yiriean)
. I P P
(To,051 — = = Ysptirt1)
Group-0
P P P
. B | B | 9

Figure 3: Ilustration of the Missing-Edges in Q';-Paths

6The framework and the technical route can be found in Section 5.1 and 5.3, respectively.
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» Group-2. The paths containing 2 fixed edges belong to Group-2. More specifically, there are 3
subcases of such paths according to the position of fixed edges. Recall that U and V' denote the domain
and range of Q'p, respectively.

- Group-2.1: The paths whose first two edges are fixed. That is, Group-2.1 consists of the paths
starting from the subset X;; C X, where

XpcU N\ Qe(Xm)cU A (Q/P(Q/P(X,,)))® nNU=0
— Vr e X7, wy,we, st (x,wr), (wy,w2) € Qp A (wa)g € U.

- Group-2.2: The paths whose last two edges are fixed. That is, Group-2.2 consists of the paths
ending at the subset Yp C Y, where

YpCV /\ (QII;I(YB))@ cVv /\ Q/;1<(Q/;,1(YB))@) nNV=0
<~ Vy € Yp,3 wi,ws, s.t. (wy,ws), ((w2)®,y) cQp N w &V.

- Group-2.3: The paths whose first and third edges are fixed. That is, Group-2.3 consists of the paths
starting from the subset Dx C X to the corresponding Dy = Q'r(Dx) C Y, where

DxcU N\ Dy cV N\ (Qp(Dx))NU=0 A ((Qp) '(Dy)), NV =0
<= Vz € Dx, 3wy, wa, s.it. (z,w1), (w2, Qr(z)) € Qp A w1 §U A (w2)g ¢ V.
Notation 2 (Group-2). We denote |X;7| = ag, |Yg| = B2, |Dx| = |Dy| = 72, and d3 = az + B2 + 2.

Thus, Group-2 contains Jo paths in total, where as paths belong to Group-2.1, B2 paths belong to
Group-2.2 and the other v, paths belong to Group-2.3. For convenience, we assume wlog that X5 =

{1’1, ey xaz}a YB - {yoz2+17 ceey ya2+52}3 DX - {xa2+62+1, “e ,$§2} and -DY - {ya2+52+13 cee 7y62}'

» Group-1. The paths containing 1 fixed edge belong to Group-1. More specifically, there are 2 subcases
of such paths according to the position of fixed edge. Recall that U and V denote the domain and range
of Q'p, respectively.
- Group-1.1: The paths whose first edge is fixed. That is, Group-1.1 consists of the paths starting
from the subset X; C X, where
XrcU N\ Qp(X)NU=0
< Vz e X, wy, st. (z,w1) € Qp AN wy €U.

- Group-1.2: The paths whose third edge is fixed. That is, Group-1.2 consists of the paths ending at
the subset Y4 C Y, where

YacV \ (@5 (Ya), NV =0
= Vy €Ya, 3w, st (w,y) € Qp A (wi)g € V.

Notation 3 (Group-1). We denote | X;| = aq, |Ya| = 51 and §; = a3 + 1. Namely, Group-1 contains
01 paths in total, where a; paths belong to Group-1.1 and the other 5; paths belong to Group-1.2. For
convenience, we assume wlog that X; = {&s,41, .+, Tsyta, } a0d Y4 = {Usotar+1s- - Ysstoy }-

» Group-0. Each path belongs to Group-0 contains no fixed edge.

Notation 4 (Group-0). We denote dg = g — 62 — d;. Thus, Group-0 contains dy paths in total. Let Xg
and Yy denote the sets of sources and destinations of Group-0, respectively. For convenience, we assume
wlog that Xg={x; : o+ +1<i<gq.}land Yo ={y;: 02+ 01 +1<i<q.}.
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For a fixed transcript 7/, its circumstances of Q’;-paths and fixed edges can be illustrated as Fig.3, where
the missing-edges are the ones marked with a colored square. At this point, it is clear that p(7’) (see
Eq.(8)) represents the probability that, all missing-edges are filled by sampling P’ uniformly random from
the set of permutations extending Q. Furthermore, the above problem becomes more straightforward
if we use the notion of target-path (see Def.5).

Definition 8 (Structure of Missing-Edges).

Let Ey denote the event that the dy paths of Group-2 are completed (i.e., the 6o missing-edges in
Group-2 are filled).

Let 11 denote the event that the (Q’ ,tpn[ ]) target -paths are completed (i.e., the 2y missing-edges
in Group-1.1 are filled), where Q' = = {(Q’ z;), Qp(x:)) : @ € X1} and <p11[P’] P} o P,

Let E15 denote the event that the (QEH, <p12[ ]) target -paths are completed (i.e., the 281 missing-edges
in Group-1.2 are filled), where Q' = {(Q (yi), QP ( Z)) Dy € YA} and <p12[P’] = P'o P

Let Ey denote the event that the (Q'Eo7npo[-])-target-paths are completed (i.e., the 30y missing-edges
in Group-0 are filled), where Q7 = { (v, i) : z; € Xo} and @o[P'] = P' o P50 P'.

Immediately, we can know that
p(T/) :PI"[P/ —s Pn ZEQ/\EH/\Elg/\E(ﬂP/}— Q;p] (10)

Obviously, lower-bounding the value of p(7’) is reduced to several subproblems which can be applied
directly with the counting framework (proposed in Section 5.1). For a “good” transcript, we can suc-
cessfully obtain an appropriate lower bound for each subproblem.”

4.1.3 Intuition on Good Transcripts

In this subsection, we aim to show intuitively what properties a “good” transcript should satisfy. From
the formal proof, it will be seen that each attainable permutation transcript 7 can be extended to a
“good” transcript by adding a “good” key K. Thus, it is equivalent to study the properties of “good”
keys for a fixed permutation transcript 7.

Definition 9 (Good Transcripts and Good Keys, Informal Version). Fiz arbitrarily a permutation tran-
/

seript T = (Qp, Qp). If the extended transcript T’ = (Q, Qp, K) satisfies all the conditions (C.1)-(C.9),
then we say the 7 = (Qp, Qp, K) is a “good” transcript and the K is a “good” key for 7. Otherwise, we
say the T is a “bad” transcript and the K is a “bad” key for T.

(C.1) There is no Q'y-path containing 3 fived edges.
(C.2) There are not too many Q' -paths belong to Group-2 or Group-1.

(C.3) The missing-edges involved in Eo (i.c., the missing-edges in Group-2) have no conflict from each
other.

(C.4) When handling the target-paths of event E11, there are not too many elements related to the sources
and destinations having previous-points or nexrt-points.

(C.5) When handling the target-paths of event E11, there are not too many sources equal to some value
related to the destinations.

(C.6) When handling the target-paths of event E1a, there are not too many elements related to the sources
and destinations having previous-points or nexrt-points.

(C.7) When handling the target-paths of event E1a, there are not too many sources equal to some value
related to the destinations.

(C.8) When handling the target-paths of event Eqy, there are not too many elements related to the sources
and destinations having previous-points or nexrt-points.

"In fact, as shown in proof sketch of Lemma 3, we will handle each subproblem with an additional restriction.
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(C.9) When handling the target-paths of event Ey, there are not too many sources equal to some value
related to the destinations.

Definition 9 aims to give the intuition about the“good” keys for a permutation transcript. The
rigorous definition needs a lot of new notations, and is deferred to the Definition 13. It should be pointed
out that the conditions for “good” keys are not designed only for the “real” world. In fact, all discussion
in Section 4.1 depends only on the relation between permutation transcript 7 and K (which is dummy
in the “ideal” world), and is irrelevant to which world we consider.

4.2 Two Technical Lemmas

In this subsection, we give two technical lemmas to upper-bound the values of €; and 5 in Lemma 1,
respectively. More specifically, Lemma 3 considers arbitrarily an attainable permutation transcript 7,
and lower-bounds the value of Pr[T,.. = (7,K)])/(Pr[Tiqa = (7,K)] for any “good” key K. This is the
major task in our formal proof. And Lemma 4 upper-bounds the value of Pr[K is bad for 7] in “ideal”
world, where 7 can be any attainable permutation transcript.

Lemma 3. Consider the SKACSP construction, and fix arbitrarily an attainable permutation transcript
2
T = (Qg,Qp), where |Qp| = q. and |Qp| = ¢p. Assume that n > 32, 6 <t < %/2, % <gp < %6

and 2q, + 5q. < % Following the Definition 9 and Definition 13, if K is a good key for T, then we have

the bound
Pr[T,. = (7, K)]

Ge 2 Ge
Prllie = (REO) oy gy () ao (%) (g,
P = K = 0 ) T 100 () o)
OUTLINE OF THE PROOF. From Lemma 2 and the equation (10), we know that

Pr[T,. = (7, K)]
Pr[Tid = (?v K)]

= (N)qe 'PI‘[P/ g Pn : E2 /\E11 /\E12 /\E0|P, - le]

v

(N)g. - Pr[P' <5 Py : B A By A Eya A Eo|P' - Q)

X Pr[P' < Py : B3| P+ Q)] (
X Pr[P’ <5 Py : E11|P' + Qp A B (
x Pr[P' < Py, : E1a|P'+ Qp A Ey A By (13
x Pr[P’ < Py : Eo|P' + Qp A Ey A Ery A Ergl, (

E1y N\ |Core(p1a[P'] F Q)| > (2 — 5i72)B1, and Ey denotes the event Eg A\ |Core(po[P'] - Q)| >
(3 — 3242 )d.

We will see that it is easy to calculate the value of (11) when K is a “good” key for 7. Hence what’s
left is to lower-bound the values of (12)—(14) for any “good” transcript, respectively. Intrinsically, the 3
probabilities belong to the same type of combinatorial problems (i.e., the Problem 1). That means we
can view equations (12)—(14) as a 2-round, 2-round and 3-round instantiation of Problem 1, respectively.
Interestingly, we find that the techniques used in [CLLT18] can be tailored to obtain desired values of
the 2-round cases. Nonetheless, our 2-round cases are more involved and there are some new non-trivial
tasks should be solved. Furthermore, the 3-round case is a whole new challenge, and is much more
difficult than the 2-round ones. To handle it, we introduce a general framework in Section 5, where we
also give the high-level technical route.

However, knowing how to solve (11)—(14) individually is still far from enough. It is a very big challenge
to combine all the lower bounds together to obtain an appropriate result, since those subproblems affect
each other by sharing the same resource of permutation P. There are numerous technical specifics should
be handled, and we defer the formal proof of Lemma 3 to Section 6.

where E;; denotes the event By A\ |Core(pn[P'] F Qp ) > (2 - ﬁ)al, E15 denotes the event

Lemma 4. Consider the “ideal” world, and fix arbitrarily an attainable permutation transcript T =
(Qr,Qp), where |Qp| = q. and |Qp| = qp. Following the Definition 9 and Definition 13, if q, < %,
then it has

Pr[K g I4, : K is bad for 7] <6 - (]\;1;/4).
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The formal proof of Lemma 4 can be found in Section 7.

4.3 Concluding the Proof of Theorem 1

At this point,we are ready to complete the proof of Theorem 1. It can be inferred that e; = 97¢ -

(ﬁ) +10t%- (%) +((ge) and €5 = 6 - (ﬁ) from Lemma 3 and Lemma 4, respectively. Following the

H coefficient method and Lemma 1, we finally obtain

Advsiiacsp (e, @p) < €1+ €2
o () 10 (%) o+ (1)

N3/4 N N3/4
< 98¢ - (]\%/4) 1082 - (qﬁ) +C(ge),

where we use the fact that ¢ > 6 for the last inequality.

5 A Type of Combinatorial Problem

It is known that the proof of Lemma 3 can be reduced to several subproblems having a similar form. In
fact, the analysis of rKACSP can also be reduced to the same type of problems. That is a key perspective
to simplify the task of studying the security of rKACSP.

In this section, we will only study how to solve such type of problems individually, while the tricks of
balancing all the subproblems are deferred to the formal proof. More specifically, a general framework
which can theoretically solve such problems is proposed.

First of all, the general definition of aforementioned problems is given as follows.

Problem 1 (Completing A Group of Target-Paths). Consider a group of (Q1, ¢[-])-target-paths, where
Q; is the set of source-destination pairs. Let Qs denote the set of fixed edges, and it has Q1 L Qs.
Then, how to lower-bound the value of

p=DPr[P g P,:¢[Plt Q1|PF Qs (15)

It should be pointed out that each target-path in the group has the same construction, and hence
the same number of missing-edges. This number of missing-edges is the principal character of Prob-
lem 1. In addition, we do not care about the specific values of the source-destination pairs in Qq,
as long as they satisfy some “good” properties and Q1 L Q5. More importantly, our work shows some
evidence that, the problems with the same number of missing-edges can be solved by similar techniques.

We will propose a general framework to solve Problem 1 at first, and then give the technical routes
to handling the specific problems. As a warm-up, we apply the new framework to analyze the key
subproblem in 2KACSP. Compared to Chen et al’s ad-hoc work, our techniques stand in a higher level
and unearth something more intrinsic. Fortunately, the tricks used in 2KACSP can be adapted to solve
the problems with 2 missing-edges. However, it becomes much more difficult when turning into the
Problem 1 with 3 missing-edges. It turns out that out framework still works and this fact exactly shows
the soundness of our techniques. In a very high level, our method is reduced to constructing a certain
number of shared-edges by assigning inner-nodes.

Statement. For simplicity, we assume that all edges defined in this section are well-defined and com-
patible from each other.

5.1 Counting Framework

In this subsection, we will study how to handle the Problem 1 with at least 2 missing-edges, since the
case of 1 missing-edge is trivial. More specifically, a counting framework will be proposed based on the
notions of Core (see Definition 4) and shared-edge (see Definition 6). Before that, we will give some
intuition about the framework.
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INTUITION. Let U and V' denote the domain and range of Qs, respectively. Then, the sets S = I,, \U and
T = I\ V denote the sets of the strings whose next-points and previous-point are undefined, respectively.
In fact, we will only use the edges from S to T" to complete all the target-paths. Namely, the Cores we
construct must be strongly-disjoint with Q5. The reason why we can still construct enough Cores is that,
the number of known edges (i.e., |Qa|) is relatively rather small. For example, |Qp| = O(N?/*) is far
more smaller than N (i.e., roughly 1 out of N'/4) when n is big enough.

Let Po ={P € P, : ¢[P]F Q1 A P Qs} denote the set of all correct permutations extending Qs,
and C={C:C L Q, \ 3P e Py st C = Core(p[P] + Q1)} denote the set of all possible Cores
strongly-disjoint with Qs. From the definition, we know that each correct permutation P € Pc must
determine a Core(p[P] F Q1). On the other side, for a specific C' € C, there exist exactly (N —|Qa|—|C|)!
different correct permutations P € P¢ such that Core(o[P] F Q;) = C. That is because such P must
contain the |Qy| edges fixed in Q, and the |C| edges fixed in C, while the rest of edges can be defined
freely. We can know that the above (]Qz| + \C~' |) edges are distinct and have no conflict, since it has
C L Q.. Additionally, it is easy to know that the size of the sample space is equal to (N — |Qs])!, thus
we have

-~ _ _ |Pc|

1) =" -1a.N
N S aee [{P € Pc : Core(p[P] - Q1) = C}|
B (N —[Q2|)!
 Yaee(N =1 —|C))!
a (N —[Q2)!
_ Yom eeciEem(N —|Qa| —m)!
a (N —[Qa])!

{eccioi-n)

:2; (N —1Q2[)m e

Intrinsically, we classify the correct permutations according to the cardinality of the corresponding Core.
In fact, we only interest in the Cores strongly-disjoint with Qa, since they are easier to be counted. From
equation (16), it is known that the value of p can be lower-bounded, if we can count the number of Cores
with a specific cardinality and also know how to sum all the related terms up.

THE COUNTING FRAMEWORK. Based on the above intuition, a 4-step counting framework is proposed
in Fig.4. Roughly, the first 3 steps aim to lower-bound the number of Cores with a specific cardinality,
and the last step will handle the calculation of a summation. As shown in Fig.4, our first task is to in-
stantiate the Problem 1 with specific parameters (i.e., Step 1). Then, we should propose an appropriate
assigning strategy for constructing a specific number of shared-edges, and hence obtain the Cores with
the specific cardinality (i.e., Step 2). Also, we should count the number of possible assignments which
can be constructed from the above strategy (i.e., Step 3). Thus, we actually establish a lower bound for
the number of Cores with a specific cardinality. At last, we should calculate a summation to obtain the
final result (i.e., Step 4).

5.2 The Key Subproblem in 2KACSP

In this subsection, we revisit the key subproblem in 2KACSP through the counting framework. For
brevity, we will only give the technical route and show how the counting framework works. At first, we
abstract the key subproblem in 2KACSP as follows.

Problem 2 (A Problem with 2 Missing-Edges). Let Qp = {(x1,y1),-- ., (%4, yq)} be the set of source-
destination pairs of ¢4 [-]-target-paths, and Qp = {(u1,v1), ..., (up, vp)} be the set of known edges, where
p1[P]=Po P and Qp L Q. Then, how to lower-bound the value of
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Determine the group of target-paths
Step 1: Modeling the problem{
Determine the set of fixed edges
Study the method(s) for constructing 1 shared-edge
Step 2: Constructing Cores {
Propose an assigning strategy for multiple shared-edges
Study the underlying samplings
Step 3: Counting Cores {
Determine each range of candidates (RoC')
Use an appropriate tail inequality
Step 4: Calculating

Use an appropriate combinatorial inequality

Figure 4: Illustration of the Counting Framework

MOoDELING THE PROBLEM. Following the counting framework in Fig.4, our first task is to make clear the
group of target-paths (including the construction and source-destination pairs) and the set of fixed edges.
Obviously, Problem 2 is exactly the Problem 1 instantiated by ¢[-] = ¢1[], @1 = Qp and Qs = Qp.
We denote X and Y as the domain and range of Qg, respectively. And let S = I, \ {u1,...,u,} and
T =1I,\ {v1,...,vp} denote the sets of strings whose next-points and previous-points are undefined,
respectively. Then, it has |S| =|T| = N —p.

As shown in (18), there is only 1 inner-node (i.e., *;) to be assigned in each (Qg, p1[-])-target-path.
Since a well-defined assignment of all the inner-nodes (i.e., the tuple of (¥1,...,%,)) is equivalent to a
Core(p1[-] F Qg), we will not distinguish them from now on. Moreover, we will count the number of
assignments of all the inner-nodes, to lower-bound the value of (17).

P P
(Ty — *1, %1 — Y1)

(QE, s01[~])—target—paths (18)

P P
(Tg = *qs *¢ = Yg)

CONSTRUCTING Cores. In essence, constructing Cores with a specific cardinality is equivalent to con-
structing a specific number of shared-edges. Our goal is to construct Cores with 2¢ — k edges, where k
is a variable of positive integers. It means that k shared-edges (each of them is used exactly in 2 paths)
should be constructed. Naturally, we will study the assigning method for constructing 1 such shared-edge
at first, and then generalize it to k shared-edges. In addition, we also need to know how to construct the
edges, which are used exclusively in only 1 target-path (i.e., the ones are not shared-edges).

Definition 10 (Exclusive-Element). We say an inner-node is assigned by an exclusive-element, if it
not creates any new shared-edge at this moment. In this paper, we always use a notation related to w
(e.g., w;) to denote an exclusive-element.

Consider the (Qp, ¢1[-])-target-paths in (18), we will only focus on the shared-edges involved exactly
in 2 paths (i.e., each such shared-edge will save 1 edge). The key property we used is that, a shared-edge
is established once an inner-node is assigned by an element from X or Y. Therefore, for constructing
such a shared-edge, we choose a target-path at first, and then assign a proper value (i.e., from X or Y)
to its inner-node. Then the chosen value from either X or Y determines the other target-path sharing
an edge with the former one. To distinguish them, we refer to the later determined target-path as a
negative-path (denoted as path™), since it is determined passively by the assigning. Accordingly, we call
the former target-path as a positive-path (denoted as path™).
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Next, we will further interpret the above process for 1 shared-edge, and then propose an assigning
strategy for constructing k shared-edges. According to the position of shared-edge in path™, there are 2
cases as follows.

- Case 1: Fix a target-path from z to y as the path™ at first. If we assign & € X as its inner-node
(i.e., the one with box), then the target-path from & to §j becomes the corresponding path~ whose
first edge (i.e., the bold one) is the shared-edge. That is, the inner-node (i.e., the one with underline)
in the path™ must be assigned by y. As a result, we obtain a Type® sharing-gadget (as shown in
(19)) containing 2 paths, 1 shared-edge and 0 exclusive-elements. And we refer to the 2 paths as a
Type®-path™ and a Type®-path™, respectively.

Type® (x L, 7 i 5 Y) (path™)

| (19)
sharing-gadget (& ig’ y L i) (path™)

- Case 2: Fix a target-path from  to y as the path™ at first. If we assign §j € Y as its inner-node (i.e.,
the one with box), then the target-path from % to § becomes the corresponding path™ whose second
edge (i.e., the bold one) is the shared-edge. That is, the inner-node (i.e., the one with underline)
in the path™ must be assigned by x. As a result, we obtain a Type® sharing-gadget (as shown in
(20)) containing 2 paths, 1 shared-edge and 0 exclusive-elements. And we refer to the 2 paths as a
Typel-patht and a Typeb-path~, respectively.

P e . P
Type? [ (@ =[] = 9  (path?)
P

. (20)
sharing-gadget

Sz, 54 (path)

At this point, we have known how to construct a shared-edge by assigning, and it can be naturally
generalized to construct & shared-edges. The assigning strategy for constructing a Core with 2¢ — k edges
is very simple and given in Fig.5. Obviously, the Step 1 establishes k shared-edges, and Step 2 produces
no shared-edge. It should be pointed out that the k paths™ are determined by the inner-nodes of paths™.
That is, the k paths' with their inner-nodes totally determine the 2k paths involved in Step 1. As a
side note, it also works if we choose a Type’-path™ instead of Type®-path~ for each path™.

Assigning Strategy:

—Step 1 Choose k proper target-paths as the paths™, and then choose & proper elements from
X as their inner-nodes, respectively. Namely, we choose a Type®-path~ for each of the
k paths™.

—Step 2 Assign in turn each undefined inner-node with an exclusive-element.

Figure 5: Assigning Strategy for Constructing a Core(p;[-] F Qg) with 2¢g — k Edges

CoUNTING Cores. Intrinsically, the assigning strategy consists of several samplings such as the k paths™,
k paths™, and so on. To lower-bound the number of Cores constructed by Fig.5, we should know how
many elements can be chosen for each sampling. The notations will become rather cumbersome when
we turn into the case of k shared-edges. For convenience, we use RoC' (i.e., Notation 5) to denote the
range of candidates of a sampling, and a compact notation (i.e., Notation 6) to denote a group of edges.

Notation 5 (Range of Candidates). Let A denote a finite set to be sampled, then we write RoC'(A) as
a set of elements which can be chosen into A.

Notation 6 (Group of Edges). The set or bijection to be sampled is marked with a superscript (i),
which represents the sampling order. Let A and B be two sampled sets such that |A| = |B|, and f

()
be a sampled bijection f from A to B. We use colored notation AOL=BO) to denote the |A| edges

19



{a Ly (a) : a € A}, which are determined directly from the above 3 samplings. In addition, the black
notation A=—>B means that the edges from A to B, are determined indirectly by the samplings and the
completeness of target-paths.

Using the above Notation 6, we can illustrate the underlying samplings in Fig.5 as follows.
(3) .. ..

<X£1) A X1<2)a X =" (k Type®-paths™)

<X1 = Y, Y1 = Y1> (k Type“-paths™)

Part 1
Part 24 (v 27 @) % X ¢
ar (X = WY W=Y), where X = X\ (X;UX;) (g — 2k target-paths)

Figure 6: Illustration of Constructing a Core(p1[-] F Qp) with 2¢ — k Edges

As shown in Fig.6, a Core with 2¢ — k edges can be obtained by 5 samplings. The first 3 samplings

(B) e
correspond to the Step 1 in Fig.5. Namely, X {U EAEN e f) actually determines the k pathst and each
of their inner-nodes. From the discussion about Fig.5, we know that the k paths™ with their inner-nodes
totally determine the 2k paths in Part 1. Similarly, the last 2 samplings correspond to the Step 2 in

~
Fig.5. Namely, X === W fixes each inner-node of the target-paths in Part 2. At last, the rest of
edges (i.e., the black ones) are determined uniquely by the above 5 samplings and the completeness of
target-paths. For clarity, we use a simple example of Part 1 to show how Notation 6 works.

Example 2. Assume that & = 3, and we choose that X1 = {1, 22,23}, Xy = {iy, &9, #3}, as well as
f(z;) = Z4_4, where i = 1,2,3. Then, the 3 paths™ and 3 paths™ in Part 1 can be completed as follows.

An assignment

Part 1 { oo 7777777777777777777 ————Part 1

B . ..
That is, we determine directly the edges of X fl) EAEN e 9 once the X7, X; and f are sampled. And
then the edges of X3 = Y7 and Y7 = Y7 can also be determined uniquely by the completeness of the
target-paths. O

Now, we will give more details about the assigning implied in Fig.6, and analyze the restrictions on
each RoC. We here only give the main restriction since it captures the essence, and only more minor
specifics are needed in the formal proof.

(1) » Choose arbitrarily & distinct elements from RoC(X;1) C X as X;. The main restriction on X is
y; € SNT for all z; € X5, since the next-points and previous-points of Y7 should be undefined. For
convenience, we denote wlog that Xy = {z1,...,zr}.

(2) » Choose arbitrarily k distinct elements from RoC (X1) € X\ X as X;. The main restriction on
Xyisz; € SNT for all z; € Xy, since the next-points and previous-points of X should be undefined.
For convenience, we denote wlog that Xy = {&1,..., %}

(3) » Choose arbitrarily a permutation f on {1,...,k}.

.. (3) ..
Based on the chosen X7, X; and f, we define firstly the k edges (i.e., erl) AN X1(2>) as ; £, Zr(),s

where ¢ = 1,... k. To complete the 2k target-paths in Part 1, we define the other 2k edges (i.e.,
X, =Y and V; = Yl) as Zy(; i y; and y; £, Ure), where i =1,...,k.
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(4) » Choose arbitrarily ¢ — 2k distinct elements from RoC(W) as W. The main restriction on W
is W C (SNT)\ X \Y, since the next-points and previous-points of W should be undefined,
as well as all the elements in W are exclusive-elements. For convenience, we denote wlog that
W = {wl, ey ’wq_gk}.

(5) » Choose arbitrarily a permutation g on {1,...,q — 2k}.
Based on the chosen X; and X, it has X = X \ (X; U X;) and we denote wlog that X =

~ )
{Z1,...,%¢g—2k}. Based on the chosen W and g, we define firstly the ¢ — 2k edges (i.e., X Lo WW) as

z; i Wg(j), where j = 1,...,q — 2k. To complete the ¢ — 2k target-paths in Part 2, the other ¢ — 2k

edges (i.e., W = }7) should be defined as wy;) £, Yj, where j =1,...,q — 2k.

It is clear that each assignment obtained from the above procedure determines a Core(p;[| F Q) with
2q — k edges. Thus, the number of assignments we can obtained from Fig.6, depends on each size of the
chosen RoC's. That is, we have

[RoC(X1)[ _ (|RoC(X1)] [RoC (W)
o> . : roo - (g —2k)!
#Coresgq_j, > < f f k ¢ 2% (g —2k)
number of (3) “m—_—— L ber of (5)
number of (1) number of (2) number of (4)
_ (IRoC(X1))r. - (|RoC(X1) ik - (|RoC (W) [)g-2 (21)
k! ’

where #Coresg,_j denotes the number of Core(p1[-] - Q) with 2¢ — k edges.

OBTAINING THE LOWER BOUND. At this point, we are ready to calculate a lower bound of (17). Since
|S| =|T| = N — p, and from the equations (16) and (21), we finally obtain that

=¥ (|RoC(X1))i - (|IRoC (X)) - (IRoC(W)1)g—24
k

kL (N = p)ag—r
> ¥ (|RoC(X1) )i - (|IRoC(X1) )i - (IRoC(W)|)g—24
0<k<M k- (N _P)2q*k
= Z Hypn,ap(k) . (Major Terms) . (Minor Terms) ,
OsksM Use Lem proper ObtaiW lower
lower bound independent of k bound independent of k

Use Lemma 5 to obtain
a proper lower bound

where Hypn 4,5 is a hypergeometric distribution random variable. As shown above, a tail inequality (i.e.,
Lemma 5) and a combinatorial inequality (i.e., Lemma 6) will be used during the calculation.

Lemma 5 (Markov’s Inequality). Let X be a non-negative random variable and A be a non-negative real
number. Then
E(X)

Prl X >\ < ——=
X > A < =5
Lemma 6 (Lemma 3 of [CLLT18]). Let N, a, b, ¢, d be positive integers such that ¢ +d = 2b and
2a+2b < N. Then

N)o(N —2b), 51 4ab?

(N —¢)g(N —d)g — N2z (22)

5.3 The Key Subproblem in 3KACSP

It is known that the proof of 3KACSP needs to handle 4 subproblems according to the 4 events in
Definition 8, respectively. Interestingly, the subproblems related to Fq1 and Ej5 are the instantaitions
of Problem 1 with 2 missing-edges, and can be solved by the techniques used in Section 5.2. Thus, the
new challenge is to handle the subproblem related to event Ey. In this subsection, we aim to show the
high-level technical route to handle the Problem 1 with 3 missing-edges, and the details are deferred to
the formal proof (ref. Section 6.4). At first, we abstract the key subproblem related to Ey as follows.
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Problem 3 (A Problem with 3 Missing-Edges). Let Qp = {(x1,y1),- .., (%4, yq)} be the set of source-

destination pairs of ¢q[-]-target-paths, and Qp = {(u1,v1), ..., (up, vp)} be the set of known edges, where
w2[P] = Po Pgo P and Qp 1 Q. Then, how to lower-bound the value of

MODELING THE PROBLEM. Following the counting framework in Fig.4, our first task is also to make
clear the group of target-paths (including the construction and source-destination pairs) and the set of
fixed edges. Obviously, Problem 3 is exactly the Problem 1 instantiated by ¢[] = p2[-], Q1 = Qg and
Qs = Qp. We denote X and Y as the domain and range of Qp, respectively. Andlet S = I,\{u1,...,up}
and T' = I,,\ {v1,...,vp} denote the sets of strings whose next-points and previous-points are undefined,
respectively. Then, it has |S| =|T| = N — p.

As shown in (24), there are 2 inner-nodes (i.e., *; 1 and #; 2) to be assigned in each (Qg, ¢2[-])-target-
path. We refer to the 2 inner-nodes in such a target-path as 1**-inner-node and 2"¢-inner-node, respec-
tively. Since a well-defined assignment of all the inner-nodes (i.e., the tuple of (¥11,%1,2,...,%q,1,%g,2))
is equivalent to a Core(ps[-] F Qg), we will not distinguish them from now on. Moreover, we will count
the number of assignments of all the inner-nodes, to lower-bound the value of (23).

P P P
(w1 = *11, %11 — *12, (¥12)0 — Y1)
(QF, pa|])-target-paths (24)

P P P
(Tg = *q,1, *q,1 = %¢,2, (%g,2)0 — Yg)

CONSTRUCTING Cores. In essence, constructing Cores with a specific cardinality is equivalent to con-
structing a specific number of shared-edges. Our goal is to construct Cores with 3¢ — k — h edges, where
k and h are variables of positive integers. It means that k + h shared-edges (each of them is used ex-
actly in 2 paths) should be constructed. Naturally, we study 2 assigning methods for constructing such
shared-edges at first, and then use them to save k edges and h edges, respectively. Similar to Section
5.2, we will also use the notion of exclusive-elements defined in Def.10.

Consider the (Qg, ¢2[])-target-paths in (24), we will only focus on the shared-edge involved exactly in
2 paths (i.e., each such shared-edge will save 1 edge). It is easy to verify that a shared-edge is established
once a 1*"-inner-node is assigned by an element from X or Y. Similarly, a shared-edge is also established
once a 2"%-inner-node is assigned by an element from Xg or Y. Therefore, for constructing a shared-edge,
we choose a target-path at first, and then assign a proper value to its 1?"-inner-node or 2"%-inner-node.
In either case, the chosen value determines the other path sharing an edge with the former one. To
distinguish them, we refer to the later determined target-path as a negative-path (denoted as path™),
since it is determined passively by the assigning. Accordingly, we call the former path as a positive-path
(denoted as path™).

Next, we will further interpret the above process. Since both of the 2 inner-nodes can be used to
establish shared-edges, we discuss the 2 cases separately. At first, we will show how to construct shared-
edges by assigning 1"-inner-nodes.

» 1*%.Inner-Node. In fact, we will construct exactly 1 shared-edge for each path*. That is, the
274_inner-node of a patht must be assigned by an exclusive-element. According to the position of the
shared-edge(s) in path™, there are 3 cases as follows.

- Case 1: Fix a target-path from z to y as the path™ at first. If we assign & € X as its 1*"*-inner-node

(i.e., the one with box), then the target-path from & to §j becomes the corresponding path™ whose
first edge (i.e., the bold one) is the shared-edge. That is, the 1**-inner-node (i.e., the underline one) in
path™ must be the same exclusive-element (i.e., w) as the 2"%-inner-node in path™. Additionally, if jj is
not assigned to the 1"~ nor 2"%- inner-node of any target-path, then we can assign an exclusive-element
(i.e., @) to the 2"-inner-node of path~. As a result, we obtain a Type!® sharing-gadget (as shown
in (25)) containing 2 paths, 1 shared-edge and 2 exclusive-elements. And we refer to the 2 paths as a
Type'®patht and a Type'®path~, respectively.

Type'® (x R , i w, We Ei Y) (path™)

. (25)
sharing-gadget

(& £, w, w L, W, Wge — ) (path™)



- Case 2: Fix a target-path from x to y as the path™ at first. If we assign jj € Y as its 1*"-inner-node (i.e.,
the one with box), then the target-path from & to § becomes the corresponding path~ whose third edge
(i.e., the bold one) is the shared-edge. That is, the 2!"-inner-node (i.e., the underline one) in path~
must be assigned by z¢. Additionally, if # is not assigned to the 1'-inner-node of any target-path and
#g is not assigned to the 2"%-inner-node of any target-path, then we can assign an exclusive-element
(i.e., w) to the 1**-inner-node of path™. As a result, we obtain a Type'® sharing-gadget (as shown in
(26)) containing 2 paths, 1 shared-edge and 2 exclusive-elements. And we refer to the 2 paths as a
Type'-path™ and a Type'’-path™, respectively.

y)  (path™)

g)  (path™)

P v . P
Typelb <£L‘ — 7 Yy —w, we (26)
w, W

sharing-gadget (i £,

- Case 3: Interestingly, a path™ can share edges with 2 different pathst simultaneously. Fix the target-
path from z; to y; as path], and fix the target-path from 5 to yo as pathj. If we assign i (resp.
i) as the 1*"-inner-node of path; (resp. pathj) (i.e., the ones with box), then the target-path from
Z to §j becomes the path~ of pathf and pathz+ simultaneously. That is, the 1*"-inner-node in path~
must be the same exclusive-element (i.e., w) as the 2"%-inner-node in path;, and the 2"%-inner-node
in path™ must be assigned by (z2)s. As a result, we obtain a Type'¢ sharing-gadget (as shown in
(27)) containing 3 paths, 2 shared-edge and 2 exclusive-elements. And we refer to the 3 paths as a
Type'®-path}, a Type'®-pathy and a Type'-path~, respectively.

(x4 £, , it w, W £, Y1) (pathi)
Type'* P P P
zz — || —w, wWe — ath 27
sharing-gadget 2 y ® — Y2) (pathy) (27)
@ Dw owd (@)e 2 D) (path)

At this point, we have known how to construct a shared-edge for a path® by assigning its 1*"-inner-node.
Naturally, we can establish k such shared-edges if k paths™ are considered. It is easy to verify that the
following Method 1 actually establishes & shared-edges for the involved paths™ and paths™.

Method 1 for constructing k shared-edges:

—Step 1 Choose k proper target-paths as the paths™, and then choose k proper elements from X U
Y as their 1*"-inner-nodes, respectively. Namely, we choose a Type'®/Type'®/Type'c-
path~ for each of the k paths™.

—Step 2 For the paths™ and paths~ determined in Step 1, we assign in turn each undefined
inner-node with an exclusive-element.

Compared to Fig.5, Method 1 allows the paths™ to be a mixture of Type!®-, Type!'®- and Type'c-
paths™—. This is a key point to obtain an appropriate lower bound in our proof, since it roughly double
the RoC' for paths™ (i.e., roughly from X to X UY). It should be pointed out that the number of
paths™ is determined by the 1!"-inner-nodes of the k pathst, and is not necessarily equal to k. In a
sense, the k pathst with their 1?-inner-nodes determine almost “everything” about the involved paths™
and paths™.

» 2" Inner-Node. It is similar to construct a shared-edge by assigning the 2"%-inner-node of a path*.
We will also construct exactly 1 shared-edge for each path™. That is, the 1*"-inner-node of a path™ must
be assigned by an exclusive-element. According to the position of the shared-edge(s) in path™, there are
3 cases as follows.
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- Case 1: Fix a path from 2 to y as the path® at first. If we assign #g € Xg as its 2"?-inner-node
(i.e., the one with box), then the target-path from & to § becomes the corresponding path™ whose
first edge (i.e., the bold one) is the shared-edge. That is, the 1*"-inner-node (i.e., the underline one) in
path™ must be assigned by y. Additionally, if jj is not assigned to the 1*"- nor 2" inner-node of any
target-path, then we can assign an exclusive-element (i.e., w) to the 2"%-inner-node of path~. As a
result, we obtain a Type?® sharing-gadget (as shown in (28)) containing 2 paths, 1 shared-edge and 2
exclusive-elements. And we refer to the 2 paths as a Type?*-path™ and a Type??-path~, respectively.

Type® (x Ei w, w Ei , it Y) (path™)

. (28)
sharing-gadget

@Dy, y D w, B d)  (path”)

- Case 2: Fix a path from x to y as the path™ at first. If we assign a §j € Y as its 2"%-inner-node (i.e.,
the boxed one), then the target-path from Z to § becomes the corresponding path™ whose third edge
(i.e., the bold one) is the shared-edge. That is, the 2"?-inner-node (i.e., the underline one) in path~
must be assigned by the value (i.e., wg) related to the 1!"-inner-node in path™. Additionally, if & is
not assigned to the 1!"-inner-node of any target-path and &g is not assigned to the 2"“-inner-node of
any target-path, then we can assign an exclusive-element (i.e., @) to the 1**-inner-node of path™. As a
result, we obtain a Type?® sharing-gadget (as shown in (29)) containing 2 paths, 1 shared-edge and 2
exclusive-elements. And we refer to the 2 paths as a Type?’-patht and a Type?-path~, respectively.

P P . . P
Type? (@S w, wS§l e > ) (path®)

sharing-gadget | (; 2, g 5 2wy w B ) (path”)

(29)
Case 3: Similarly, a path™ can share edges with 2 different paths™ simultaneously. Fix the target-path
from 1 to y; as path}, and fix the target-path from xo to yo as pathy. If we assign #g (resp. )
as the 2"-inner-node of path] (resp. pathj) (i.e., the boxed ones), then the target-path from # to §
becomes the path™ of pathf and path2+ simultaneously. That is, the 1*"-inner-node in path~ must be
assigned by y1, and the 2"%-inner-node in path~ must be assigned by the value (i.e., Wg) related to the
1**-inner-node in path] . As a result, we obtain a Type?® sharing-gadget (as shown in (30)) containing
3 paths, 2 shared-edge and 2 exclusive-elements. And we refer to the 3 paths as a Type?“-path], a
Type?“-path] and a Type?*-path~, respectively.

(21 Lw, vt , &S Y1) (pathi)

(22 D @, @[] (e — ) (pathi) (30)

Typ620

sharing-gadget
. P P~ - P . _
(@ = y1, 1 = Wg, w— §)  (path”)
At this point, we have known how to construct a shared-edge for a path™t by assigning its 2"%-inner-node.

Naturally, we can establish h such shared-edges if h paths™ are considered. It is easy to verify that the
following Method 2 actually establishes h shared-edges for the involved paths™ and paths~.

Method 2 for constructing h shared-edges:

—Step 1 Choose h proper target-paths as the paths™, and then choose h proper ele-
ments from Xg U Y as their 2"%inner-nodes, respectively. Namely, we choose a
Type?® /Type?® /Type?*-path~ for each of the h paths™.

—Step 2 For the paths™ and paths™ determined in Step 1, we assign in turn each undefined
inner-node with an exclusive-element.

Similarly, the number of paths™ is determined by the 2"%inner-nodes of the h paths™, and is not
necessarily equal to h. In a sense, the h pathst with their 2"%-inner-nodes determine almost “everything”
about the involved paths®™ and paths™.
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Assigning Strategy:

—Step 1 Choose k proper target-paths as the paths™, and then choose k proper elements from
X UY as their 1"*-inner-nodes, respectively.

—Step 2 Apart from the paths involved in Step 1, we choose h proper target-paths as the paths™,
and then choose h proper elements from Xg UY as their 2"%-inner-nodes, respectively.

—Step 3 Assign in turn each undefined inner-node with an exclusive-element.

Figure 7: Assigning Strategy for Constructing a Core(ps[-] - Q) with 3¢ — k — h Edges

Combing the Method 1 and Method 2, we propose the assigning strategy for constructing a Core with
3¢ — k — h edges. As shown in Fig.7, Step 1 (resp. Step 2) establishes k (resp. h) shared-edges, and
Step 3 produces no shared-edge. In brief, we fix k paths™ and their 1*"-inner-nodes firstly, and then
fix h pathst and their 2"%inner-nodes. At last, we assign all the undefined inner-nodes with proper
exclusive-elements.

COUNTING Cores. Similar to Section 5.2, the assigning strategy consists of several samplings. To lower-
bound the number of Cores constructed by Fig.7, we should determine the size of each RoC. The analysis
techniques we used are similar to the ones used in Section 5.2. The details are deferred to the formal
proof (see Section 6.4.3), since it takes a lot of space, and some extra information related to other sub-
problems should also be considered. Assume that we finally obtain the lower bound of the number of
Cores with 3¢ — k — h edges (see the equation (84)) as follows.

#Coresgy_g_p, > LB(k, h), (31)

where #Coressq_i—p, denotes the number of Cores with 3¢ — k — h edges, and LB(k,h) is a function of
k and h.

CALCULATING THE LOWER BOUND. At this point, we are ready to calculate a lower bound of (23).
Since |S| = |T| = N — p, and from the equations (16) and (31), we finally obtain that

LB(k,h
p2ZZ(N()

kh - p)3q7k:7h
- LB(k, h)
oiza N = Plag—r—n
0<h<M
= E MHypnN,ab,c(k,h) . (Major Terms) . (Minor Terms) ,
| — | —
82’;2% Use Lemma 8 to obtain a proper lower Obtain directly a proper lower

bound independent of k and h bound independent of k and h

Use Lemma 7 to obtain
a proper lower bound

where M HYDN a.b,c is a multivariate hypergeometric distribution random variable. Similar to Section

5.2, a tail inequality (i.e., Lemma 7) and a combinatorial inequality (i.e., Lemma 8) will be used during
the calculation.

Lemma 7 (Chebyshev’s Inequality). Let X ~ Hypn,qp be a hypergeometric distribution random vari-
b\ (N—-b
able, that is, Pr[X = k] = (’“)((A“,)*’“) = (a)’“(b,)c’f((]izv):b)“*’“. Then we have

a

ab(N —a)(N —b)
(AN —ab)? (N —1)°

Pr[X > Al < (32)
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Proof. Firstly, it has

Pr[X >\ = Pr [(X —E[X]) > (A— E[X])}
< Pr||X — E[X]| > [» - E[X]||
= Pr [(X —E[X])?> (A - E[X])ﬂ

E[(X - E[X])?]
<
~ T -EX]?
Var(X)

(A —BX]>

where for the last inequality we used Markov’s Inequality. Substituting E[X] = “Nb and Var(X) =
%f\;(—]\{;m’ then it completes the proof. O

Lemma 8. Let N,a,b,c,d be positive integers such that c +d = 2b and 2a +2b < N. Then

— N-2Y), 3
(N —¢)g (N —d), (N —b), N3
Proof. Assume wlog that ¢ > d, thus ¢ > b also holds. Then:
(N)a (N - Qb)a « (N B %)a
(N —=0¢)g (N —=d), (N =b)a
2
_ (N)a (N - Zb)a (N - g)a % ((N - b)a
((N — b)a)g (N =¢)o (N —d)g
| R ARIGUIEE Y, i
i=N—a—b+1 @ i=N—a—b+1 (Z —(c=b)(i+(c— b))
>1
N—b o
> H (1 — Z3) Since (i + b)(i — b) (i 4 %‘) >3 — p3
i=N—a—b+1
b ¢
>
> (' i)
3
>1- Bab Use the assumption a + b < %
N3 2
O

6 Proof of Lemma 3

This section is devoted to prove the most challenging Lemma 3. Following the outline of proof, the next
4 subsections will solve the 4 probabilities (i.e., equations (11)—(14)), respectively. In Section 5, we have
given the technical route of each subproblem, and what’s left is to complete all the technical specifics.
The knotty dependence caused by single permutation links each part together, and it is a very non-trivial
task to balance all the subproblems simultaneously. Roughly to say, all edges we can used to complete
paths, are taken from the same “pool” (i.e., the randomness of P). That means the assignment of one
edge will affect the assignments of all the other edges. In particular, it is a subtle work to design each
RoC, since even very small deviation may lead to failure.

In a high level, there are several key points to combine all the subproblems together to obtain a
desired result.

26



1. When considering each of the above 4 probabilities, the number of fixed edges is small compared to
either of the number of target-paths to be completed and the number of undefined points of P, provided
that the n is big enough.

2. The lower bound of the subproblem with more missing-edges has more space to adjust. For exam-
ple, the first term in (86) can be m rather than ﬁ, is very important to obtain the appropriate

bound. By comparison, we have not found a way to relax the first term in either (52) or (69).

Statement. The formal proof depends on heavy notations, thus we give a summary in Appendix A
for convenience of the reader.

6.1 Subproblem Related to F,

In this subsection, we aim to calculate the value of equation (11). For convenience, we restate the goal
probability as follows,

P[P’ < Py : Bo|P' F Q). (34)

Clearly, it is equivalent to count the number of assignments of P’ completing the d5 paths of Group-2, in
which each path contains only 1 missing-edge. Thus, we should determine the properties that P’ needs
to satisfy.

As an example, let’s consider the path from x; to y; (in Fig.3) with the form of

’

Q Q) /
(11 =5 Qp(@r), Qplar) = Qp(Qp(ar)), = w).
It is easy to know that P’ should map (Q’P (Q’P(xl))) to y; for completing the path. Namely, the edge
®

(ij(Q}a(ﬂM)))e9 P—/> y1 should be contained in P’. Similarly, each path in Group-2 determines 1 new

edge for P/, and we denote the set of all those edges as

(@r(@p(@)), Douns oo (Q0(Qp(@a))) £ v
E(EQ) = Las+1 P—> Q/P_l ((QIP—I(ya2+1))®)7 ey CCQQ-{-,B? P—) Q/P_l ((Q/P_l(ya2+ﬁ2))®),
Q;?<xaz+ﬂ2+1) i (Q/Pil(ya2+52+1))@’ vy Q;p(.%‘(sQ) i> (Q/Pil(yﬁz))@

From the property (C.8) in Definition 9 or the definition of BadK3 in Definition 13, we know that for
a “good” transcript, all the edges in Z(E») are well-defined and mutually distinct, as well as Z(E,) L Q.
Let

Uy = (Q,P(QIP(XII)))@ U Q5 (Ys) U Qp(Dx),
Vo= Qp(Xi) U @5 ((Q5(B)y) U (Q5 (DY),

denote the domain and range of = (Es), respectively. Then, |Z(Ez)| = |Usz| = |Va| = d2 and we can easily
verify that Fs occurs iff P+ Z(F5). Thus, we finally obtain that
Pr[P' «5 P, : E2|P' - Q]
= Pr[P' <5 P, : P+ E(Ey)|P' + QFp]
1

ROETSS (35)

where we use the simple fact (3) for the last equation.

6.2 Subproblem Related to E;

In this subsection, we aim to lower-bound the value of equation (12). Recall that F1; simply denotes
the event that the 2a; missing-edges in (Q’EH,(pll[-})-target—paths are filled. In fact, we will fill those
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missing-edges using at least 2a; — My, different edges, where M1 = 477 is a constant determined by
the transcript. For convenience, we restate the goal probability as follows,

Pr[P' < P, : Ey1|P' + Qp A By, (36)

where ENH denotes the event that E1; A |Core(p11[P'] F Q’EH)| > 2a — M.

Obviously, lower-bounding the above probability is an instantiation of Problem 1 and the counting
framework can be applied on it. Interestingly, the techniques similar to the ones used in Section 5.2, can
work here to obtain an appropriate bound.

6.2.1 Modeling the Problem

From Definition 8, we know that Q = {(Qp(2:), Qp(x:)) : 2; € X1} and 11[P'] = P, o P Let
C and D denote the domain and range of Q' , respectively. Then, it has |Q} | = |C] = |D| = .
For simplicity, we denote wlog that C' = {c1,--- ,¢ca,} and D = {dy,...,dq, }, where d; = Q7 (c;) for
all ¢; € C. Thus, the (Q’Ew<P11[~])—target-paths can be illustrated as (37), and there is 1 undefined
inner-node (i.e., ;) in each of them.

<C] i*la (*1)@ i) d1>
(Qbu , @11[.])-target—paths . (37)

P P
<ca1 — *ay, (*al)GB — dOé1>

Next, we should determine the set of fixed edges, especially its cardinality. From Section 6.1, it is
known that the event Fy occurs is equivalent to fixing the edges of Z(Es). That is, Q@p = Q'p UZ(E>)
is the set of fixed edges at this moment. We denote U1y = U U Us and Vi1 = V U V5, as the domain and
range of Q' , respectively. It is easy to know that |Qp, | = |Ui1]| = [Vi1] = gp + 02. In addition, we use
S11 = I, \ U1 and T1; = I, \ V11 to denote the sets of strings whose next-points and previous-points are
undefined, respectively. Obviously, |S11| = [T11| = N — g, — 0.

At this point, it is clear that lower-bounding the value of (36) is exactly the Problem 1 instantiated
by ¢[-] = p11[-], Q1 = Qf,, and Q = Qp . Thus, we know that [Q1] = a1 and |Q2] = g, + 2.

6.2.2 Constructing Cores

In this subsection, we aim to design an assigning strategy for constructing the Cores(¢11[-] = Q7 ) with
2a1 — k edges, where 0 < k < Mq;.

Similar to the target-paths discussed in Section 5.2, each 11 [-]-target-path contains 2 missing-edges
and 1 inner-node. Thus, the method of constructing 1 shared-edge by assigning the inner-node is almost
the same and omitted here. Now, we will give directly the assigning strategy as follows.

Assigning Strategy:

—Step 1 Choose k proper target-paths in (37) as the paths™, and then choose k proper elements
from D as their inner-nodes, respectively.

—Step 2 Assign in turn each undefined inner-node in (37) with an exclusive-element.

Figure 8: Assigning Strategy for Constructing a Core(¢11[] - Q) with 2a; — k Edges

6.2.3 Counting Cores

In this subsection, we aim to lower-bound the number of Cores which can be constructed by the assign-
ing strategy as shown in Fig.8. Similar to Section 5.2, we will also use the Notation 6 to illustrate the
underlying samplings.
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(3) ..
(M L= DP ) (D) = Dy (k paths™)
(C1 = (C1)a, C1 = D) (k paths™)

Part 1
~ g ~ ~ .
Part 2 { (CZ= WW, Wy = D), where C =C\ (C;UC;) (a1 — 2k target-paths)
Figure 9: Tllustration of Constructing a Core(p11[] - Qf ) with 2a; — k Edges

Procedure of Assigning. We now expound on the procedure of assigning implied in Fig.9, as well
as our choice for each RoC'.

(1) » Choose arbitrarily & distinct elements from Z;; C C as C7, where

Z11 ={c; € Cle; € (Th1) /\di € (S11)e /\Ci ¢ Dg /\di ¢ Cot

(38)
= C\ (C\(T11)e) \{ci € C:di ¢ (S11)a} \ (CNDg) \{ci € C:d; € Cy}.

That is, we choose Z7; as the RoC(C1). For convenience, we denote wlog that C; = {c1,...,ck}.

2) » Choose arbitrarily & distinct elements from Z1; \ C as (1. That is, we choose Z11 \ C; as the
RoC(Ch). For convenience, we denote wlog that Cy = {é1, ..., ¢}

Actually, the elements of Z1; satisfy all the restrictions on C; and h (the restrictions are implied
in Fig.9), so that both of them can be chosen from Z;;. The main restrictions on C; and C’l are
Cy C (Th1)g and Dy C (S11)@, respectively. Additionally, we do not want to cause any conflict in Part
1, and hence require that (Cy)g N (Dy U D) =@ and (Dy)e N (C1UCY) = Q.

(3) » Choose arbitrarily a permutation f on {1,...,k}.

3) .
Based on the chosen C1, C; and f, we define firstly the k edges (i.e., C(l) / Dgz)) as ¢; i dg(iys
where ¢+ = 1,...,k. To complete the 2k target-paths in Part 1, we deﬁne the other 2k edges (i.e.,

(Dl)@ e D1 and ] = (C1)g) as (Jf(i))@ £, d; and Cy(; L, (¢i)g, where i =1,... k.

(4) » Choose arbitrarily a; — 2k distinct elements from RoC(W) as W, where

RoC(W) = ((S11)e NTi1) \ Ca \ D\ (Q5 " (Ya))a \ (25 '(Ya)e \ (Xo)e NY0).  (39)
For convenience, we denote wlog that W = {w1, ..., wa, -2k}

The main restriction on W is W C ((S11)e NT11) \ Cg \ D, since the next-points of Wg and the
previous-points of W should be undefined, as well as all the elements of W are exclusive-elements. In
addition, we require that W N ((Q5 '(Ya))e U (Qp '(Ya))s) = O, so that every assignment of W will
not change any path in Group-1.2. The reason of the requirement RoC(W) N ((Xo)e NYy) = @ is
deferred to Section 6.2.5.

(5) » Choose arbitrarily a permutation g on {1,...,a; — 2k}.

Based on the chosen C; and €1, it has C' = C\(C1UCY) and we denote wlog that C = {c1,.. ’c\a1 2%k }-

Based on the chosen W and g, we define firstly the a; — 2k edges (i.e., C :> WW)Y as ¢j i W (),
where j = 1,...,a7 — 2k. To complete the oy — 2k target-paths in Part 2 the other a; — 2k edges (i.e.,

We = lA)) should be defined as (wy(;j))e il c?j, where j =1,..., a1 — 2k.

Cardinalities of the RoCs. It is clear that each assignment obtained from the above procedure deter-
mines a Core(yp11[] = QF, ) with 2a; — k edges. Thus, the number of assignments we can obtained from
Fig.9 depends on each size of the RoC's. We now lower-bound each cardinality of the RoC's that are
chosen above.
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Notation 7. Let ¢11 = |Z11| and My; = N

From the definitions of BadK; (i = 4,5,9) in Definition 13, we know that for a “good” transcript,
it has |C'\ (T11)gl, |D\ (S11)al, |CN Dg| < My and [(Xo)g N Yo| < My, where My = 3z and

My = % are constants determined by the transcript. Combining with the definition of Z11, i.e., (38),
then it has
|[RoC(C1)| = quu 2 |C] = [C\ (T1)a| = D\ (S11)e| — 2|C N De|
Z a1 — 4M11, (40)
|ROO(01)‘ = q11 — k. (41)
In addition, it should be ensured that ¢qi1 > 2Mj1, since 2k different elements are chosen from Z;; and
0 < k < My;. From the assumption n > 32, we know that it actually holds.
Also, it is easy to know that

[RoC(W)| = [((S11)e N T11) \ O \ D\ (@ (Ya))e \ (@ (Ya))a \ (Xo)s N Yo)|

> N —|(Si)a| — Tul = [Ca| = D] = [(Q5 ' (Ya))a| — (Qp ' (Ya))a| —(Xo)s N Yo|

Z N — 2(qp + (52) - 20{1 - 251 - M(). (42)

Now, it is clear that the number of Cores(¢11[-] - Q7 ) with 2c; — & edges is at least

RoC(C RoC(C RoC(W
#Coresgq, 1 > [RoC(CVIY | (1RoC(CLI k! (|RoCW)I (o — 2K)!
k k ~~ ay — 2k —_———
number of (3) number of (5)
number of (1) number of (2) number of (4)
. (q11)2k - (N —2(gp + 92) — 2001 — 281 — Mo)ay —2k (43)

- k! b
where #Coresy,, 1 denotes the number of Cores(p11[-] F Q7 ) with 2a; — k edges.

6.2.4 Obtaining the Lower Bound

At this point, we are ready to calculate a lower bound of (36). Since |Q2| = ¢p + 2, and from the
equations (16) and (43), we finally obtain that

Pr[P' < P, : E;1|P' + Qp A By
.y (qu1)2k - (N =20 =201 — 261 — M), _,,

Let 0 = qp + 62

0<k<Mia k! - (N - 0)2al—k
= L X Z (qll)zk . (N —20- 201 — 261 - MO)al—Qk : (A“T)al
(N)(“ 0<k<M, k' . (N _ 9)2(117]6
: Z <qll)2k ) (N —20 - 20‘1 - 2/51 - ]\”'[0)(“—2k' ’ (N)al
= X
(N)al 0<k<Mi kt-
; H (k) Hypy . (k) = (G=2)
" 8 yp B B L "-\VPA JzA)( ) — %
(Uél)k((l/l)k(N—07Q1)a1_k N—-0,a1,a _ 055
=1
1
= (N) X Z HYPN_0.0;.0, (F) "
o 0<k<Mi;
(q11)2k
" Tank{o 45
((Y'l)]g((l])k ( )
X (N 20— 201 — 26, — Mo)m —2k (46)
(N — 260 — 20{1)041721@
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(N)a, (N =20 —2ay)
“IN—0—ay)

12k (47)
ozlfk

Major Term

We now lower-bound respectively the equations (45), (46) and (47) independently of k. From the
assumption 2¢, + 5g. < %, and the properties of a “good” transcript (i.e., Jz < ]3‘11/2 and a; < i), it
is easy to know that N — 29 —3a; = N —2(gp + 62) — 31 > 5. Recalling the equation (40), we have

(2 S

a1 —2k—1 a1 —2k—1 a1 —2k—1
261 + My 261 + My 461 + 2My
- _ > Bl S N I it
=11 (52 I (325 1T (%

: (48)

ke )
— 4Mi1)ok _ 21—[1 oy —4My — i > (1 _ 6]\411)2”c S 12M1,2
P @ a a

i=0 i=0 i=0
461 + 2Mp \ ™! 4o By + 2011 My
>1-— >1-— 4
> (1- ) T Ladh (49)
and
2

- (Vo (N =20 —201),, (N =6-201+),) (@) 0

(N—b-a1), (N=O0-a1), ~ (N—20-3a1+2k), ~ N2 ’

>1
where we applied Lemma 6 with a = a1, b=c=d =0+ a;3.
Consider the equation (44), it has
1 1 0412

(44) = X (1 - HYDN 9.0, .0 (@) > X (1 - ) ; (51)

e R A S S TR
where the second inequality holds by using Lemma 5.
Combining equations (48)—(51), we obtain that

2 2 2

(36) > 1 o 1— 12M14 B 4o 1 + 2a1 My _ 4041(9—20(1) _ o1

(N)Oél ay N N M11 (N — 9)
From the properties of a “good” transcript, it has dg = g — 02 — 61 < @e, 1,81 < ﬁ and 0y =
ag + Bo + 72 < ]\?,’?72. Combining the assumption 2qp + 5¢. < ﬂ and 5¢, < ¢., we can know that

gp+02 < % and g, + 92 + o1 < ge. Substituting My = My = N1/4 and 6 = g, + 62 into the above

N1/4’
equation, we finally obtain that
36) > L (1o 2o dmf 2mby dan(gp+0ptan)’ a N4
(N, N1/2 N N5/4 N? N — (gp + 62)
1 1 120[1 40&151 20&150 40[1qe2 20&1
= (N)a, X N2 N N5/4 N2 N3/4
1 ge de \? ge \? de \? Qe
ST, (1_ 12 (N3/4) -4 (N3/4> - (N3/4> - <N3/4> - (ﬁ)

> o (-2 () -2 (5) g

where the s;acond inequality holds because of N — (g, + d2) > % and g, + 02 + a1 < ¢, and we use the
fact (N3/4) , (1\;%‘3/4)3 < (N3/4) for the last inequality.
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6.2.5 Extra Discussion About RoC (W)

Recalling the definition of RoC(W), i.e., (39), we select the elements of W from the set ((S11)e N7T11) \
Ca\D\(Q5 " (Ya)a \(Q5 ' (Ya))e \ ((Xo)eNYy). It means that there exist assignments of W changing
the paths in Group-0. Recall that Xy and Yy denote the sets of sources and destinations of the paths
in Group-0 (see Notation 4), respectively. Then, an assignment of W changes 1 paths in Group-0, once
there exists 1 element w; € W from either (Xg)g or Yy. The requirement RoC(W) N ((Xo)e NYo) = @
ensures that there is no element in W changing 2 paths of Group-0 simultaneously.

The paths of Group-0 can be viewed as @g[-]-target-paths (see Definition 8). As a result, if the
assignment of W contains s; elements from (Xo)gq and sz elements from Yy, then s; ¢o[-]-target-paths
turn into ¢11[-]-target-paths and ss @g[-]-target-paths turn into @ia[-]-target-paths. That is, the &
©o[]-target-paths of Group-0 (denoted as Gy) become s1 11[-]-target-paths, so ¢12]]-target-paths and
(6o — 81 — s2) @o[-]-target-paths (denoted as G).

Obviously, the probability of completing Gy must be smaller than the probability of completing G,
since it is easier to complete a target-path with 2 missing-edges than the one with 3 missing-edges when
the available sources are the same. Thus, for any assignment of the W, we consider that there are still
do @ol-]-target-paths to be completed, since it will only decrease the final result. Recall that the value
of Problem 1 depends only on the number of target-paths, and is irrelevant to what specific values of
the source-destination pairs are. Therefore, we can consider wlog that the paths in Group-0 remain
unchanged.

6.3 Subproblem Related to F,

Statement. This procedure is very similar to what we did in Section 6.2, thus the reader can skip this
subsection without much loss.

In this subsection, we aim to lower-bound the value of equation (13). Recall that F15 simply denotes
the event that the 23 missing-edges in (Qf,,,¢12[])-target-paths are filled. In fact, we will fill those
missing-edges using at least 237 — Mo different edges, where Mys = % is a constant determined by
the transcript. For convenience, we restate the goal probability as follows,

Pr[P’ g P, : Eya|P' + Qp A Es A Frq], (53)

where EE denotes the event that E15 A |Core(p12[P'] Q’Elz)| > 281 — Mys.
Similarly, lower-bounding the above probability is also an instantiation of Problem 1 and the counting
framework can be applied on it.

6.3.1 Modeling the Problem

From Definition 8, we know that Q7% = = {(le(yi), Q;l(yi)) Dy € YA} and 12[P'] = P' o P},. Let
G and H denote the domain and range of QF, , respectively. Then, it has |Q} | = |G| = [H| = B1.
For simplicity, we denote wlog that G = {g1,--- , g, } and H = {hy,...,hg, }, where h; = Q% (g;) for
all g; € G. Thus, the (Q} _, ¢12[])-target-paths can be illustrated as (54), and there is 1 undefined
inner-node (i.e., *;) in each of them.

<91 i*la *1 i (hl)@>

(Q/Emu 9012[-])—target—paths L (54)
P P
<ga1 — kBys *¥By — (hﬁ1)€9>

Next, we also should determine the set of fixed edges, especially its cardinality. Since it has P’ F
Qp N Eg A Eyy, then Qp = Qp U Core(p11[] = Q) is the set of fixed edges at this moment, where
200 — My < |Core(p11[] F Q’Eu)| < 2a;. We denote Uiz and Vio as the domain and range of Q’Pm,
respectively. And it is easy to know that g, + d2 + 20c; — M1 < |Q’Pn| < ¢p + 92 + 2a. In addition,
we use S12 = I, \ U1z and T2 = I, \ V12 to denote the sets of strings whose next-points and previous-
points are undefined, respectively. Obviously, N —q,—d2 —2a1 < |S12| = |T12] < N —¢qp —02— 201+ Ma1.
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At this point, it is clear that lower-bounding the value of (53) is exactly the Problem 1 instantiated
by ¢[-] = p12[], Q1 = Qf,, and Q2 = Q. Thus, we know that |Q1| = 1 and g, + 02 + 2a; — My <
Q2| < gp + 02 + 201

6.3.2 Constructing Cores

In this subsection, we aim to design an assigning strategy for constructing the Cores(¢p12[-] F Qbm) with
281 — k edges, where 0 < k < M.

Similar to the target-paths discussed in Section 5.2, each ¢12[-]-target-path contains 2 missing-edges
and 1 inner-node. Thus, the method of constructing 1 shared-edge by assigning the inner-node is almost
the same and omitted here. Now, we will give directly the assigning strategy as follows.

Assigning Strategy:

—Step 1 Choose k proper target-paths in (54) as the paths™, and then choose k proper elements
from G as their inner-nodes, respectively.

—Step 2 Assign in turn each undefined inner-node in (54) with an exclusive-element.

Figure 10: Assigning Strategy for Constructing a Core(p12[-] - Q) with 28; — k Edges

6.3.3 Counting Cores

In this subsection, we aim to lower-bound the number of Cores which can be constructed by the assigning
strategy as shown in Fig.10. Similar to Section 5.2, we will also use the Notation 6 to illustrate the
underlying samplings.

@ .
Part 1 <G(11) : GSZ)’ G, = (Hi)g) (k paths™)
(Gi = (H1)g, (Hi)e = (Hi)s) (k paths™)
g™ . . )
Part 2{ (G L= WY, W = Hg), where G = G\ (G1 UG\) (B1 — 2k target-paths)

Figure 11: Illustration of Constructing a Core(p12[-] F Q) with 28, — k Edges

Procedure of Assigning. We now expound on the procedure of assigning implied in Fig.11, as well as
our choice for each RoC.

(1) » Choose arbitrarily k distinct elements from Z;2 C G as Gy, where

Z1o = {9 € Glg; € Tz \ hi € (S12)e \ 0 & Ho \(hi)s ¢ G}

(55)
= G\ (G\Ti2)\{g: € G: hi ¢ (Sw2)e} \ (GNHg) \{gi € G: (hi)o € G}.

That is, we choose Z15 as the RoC(G1). For convenience, we denote wlog that G1 = {g1,...,9x}-

2) » Choose arbitrarily k distinct elements from Z13 \ G; as G,. That is, we choose Z15 \ G as the
RoC(G). For convenience, we denote wlog that G1 = {g1,..., Gk }-

Actually, the elements of Z;5 satisfy all the restrictions on G; and G, (the restrictions are implied
in Fig.11), so that both of them can be chosen from Zi5. The main restrictions on G and él are
(H1)g C Si2 and Gy C Ty, respectively. Additionally, we do not want to cause any conflict in Part 1,
and hence require that (Hi)g N (G1UG1) = @ and G1 N ((Hi)e U (Hi)s) = O.

(3) » Choose arbitrarily a permutation f on {1,...,k}.
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. @ .
Based on the chosen G, G7 and f, we define firstly the k edges (i.e., Ggl) FAEN G<12>) as g; i 96
where ¢ = 1,...,k. To complete the 2k target-paths in Part 1, we define the other 2k edges (i.e.,

G = (H)e and (H))e = (H1)s) as j7) — (hi)e and (hi)e > (hs)e, where i =1,... k.
(4) » Choose arbitrarily 51 — 2k distinct elements from RoC (W) as W, where
ROC(W) = (512 N Tlg) \ G \ H@ \ (X(] n Yo). (56)
For convenience, we denote wlog that W = {w1,...,wg, —2k}-

The main restriction on W is W C (S12NTi2) \ G\ Hg, since the next-points and the previous-points
of W should be undefined, as well as all the elements of W are exclusive-elements. And the analysis of
the requirement RoC'(W) N (Xo NYy) = O is similar to Section 6.2 and omitted here.

(5) » Choose arbitrarily a permutation g on {1,..., 5 — 2k}.

Based on the chosen Gy and Gy, it has G = G\(G1LG1) and we denote wlog that G = {G1,---, 98 -2k }-

o g® R
Based on the chosen W and g, we define firstly the 8, — 2k edges (i.e., G === W®) as g; Ei We(j)s
where j =1,..., 81 — 2k. To complete the 8; — 2k target-paths in Part 2, the other 8; — 2k edges (i.e.,
W= ﬁ@) should be defined as wg ;) Eil (?Lj)@, where j =1,...,08; — 2k.

Cardinalities of the RoCs. It is clear that each assignment obtained from the above procedure deter-
mines a Core(p12[] = QY ,) with 28, — k edges. Thus, the number of assignments we can obtained from
Fig.11 depends on each size of the RoCs. We now lower-bound each cardinality of the RoC's that are
chosen above.

Notation 8. Let qdi12 = |Z12| and M12 = %.

From the definitions of BadK; (i = 6,7,9) in Definition 13, we know that for a “good” transcript, it
has |G\T12‘, |H\ (512)@‘7 |GQH@| S M12 and |X0 ﬂY0| S Mo, where M12 = 7]\7511/2 and MO = 7N610/4 are
constants determined by the transcript. Combining with the definition of Z3, i.e., (55), then it has

|RoC(G1)| = qu2 > |G| — |G\ Ti2| — [H \ (S12)e| — 2|G N Hg|
> B — 4Ma, (57)
|ROC(G1)‘ = q12 — k. (58)

In addition, it should be ensured that ¢i2 > 2Mi5, since 2k different elements are chosen from Z;5 and
0 < k < Mjs. From the assumption n > 32, we know that it actually holds.
Also, it is easy to know that
|[RoC(W)| = [(S12NTh2) \ G\ Hg \ (X0 NYo)]
> N —[Si2] = [Th2| = |G| = |Ha| — | Xo N Yo
> N—2(qp+52+2a1) —2ﬂ1 —Mo. (59)

Now, it is clear that the number of Cores(p12[] - Q) with 28; — k edges is at least

RoC(G RoC(G RoC(W
#CorGSQBlka | 0 ( 1)‘ . ‘ o ( 1>| . A . ‘ o ( )| . (51—2]6)'
k k ~~ B1 — 2k —_———
number of (3) “— ——" Lumber of (5)
number of (1) number of (2) number of (4)
Y ) 200 "

where #Coresyg, 1, denotes the number of Cores(¢12[-] = Q7 ,) with 281 — k edges.
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6.3.4 Obtaining the Lower Bound
At this point, we are ready to calculate a lower bound of (53). Since ¢, + d2 + 21 — M1 < Q2] <
gp + 92 + 2c, and from the equations (16) and (60), we finally obtain that

Pr[P' < Py : Epa|P'+ Qp A Ey A By

> (@12)2e - (N =20 =281 — My) 5 _,,
P> U (N =0+ M)y,

Let 6 = g, + 02 + 203

0<k<Mji, —k
b Z (q12)an - (N =20 -281), - x (V- 9)2/31—1< (N =20 28, - Mo)ﬂl—zk
0<k<Mi2 k! - (N - 9)2/314 (N -0+ Mll)zﬁl—k ’ (\ —20 - 2‘31)(;‘ ok
= ! X Z (q12)2k ] <AY —20 — 251)31—21&: ' (N)ﬁl X (N - 9)2B1—k ) (N —20 - 251 o Mo)ﬁ1—2k
(N)s, 0<k<Mi» ki - (N_9+M11)2/31—k ' (N_20_251)l31—2k
k!
X x H _ k
BOeB (N —8—B1), N 0.61,6, (K)
=1
1
- (N)Bl x O<I;M HypN—eﬁlﬂl (k) (61)
((]12)2k:
T A5 62
x (Jij)l)k(‘dl)]f ( )
« (N - H)Qﬁl—k ) (N —20 261 — Mo)ﬁl—Qk (63)
(N-6+ Mu)%_k (N —-20- 251)51_%
N)g, (N —20 —-2p
y (N)s ( 1)3.—21\, . (64)

(N=0-51),

Major Term

We now lower-bound respectively the equations (62), (63) and (64) independently of k. From the
assumption 2q, + 5ge < %, and the properties of a “good” transcript (i.e., do < % and a1, 81 < ),
it is easy to know that N — 20 — 381 = N — 2(qp + 02 + 2a1) — 351 > % Recalling the equation (57),
we have

k-1 . 2
(81 — 4M12) 2k ? B1 —4Mis —1 6 M2\ 2k 12M
o) > 1= AMiz)oe o Sz AMizme >1- , 65
(62) 2 (B1)%F H) b1 - ( B1 ) - 1 (65)
281 —k—1 Br—2k—1
M My
63) = 1— 1—
(63) 1}) ( N—9+M11—i>x EO ( N—29—2,61—i>
281 —k—1 —2k-1
> 61 (1 B M11 ) y Bl H (1 B MO )
i N —0-2p iy N —20 —3p
> T (1 - QM”) x ﬁl_ﬁH <1 - QMO)
- N . N
=0 7=0
(4 2My 2h1 L 2My A
- N N
4M 2M,
>1- B1(4M1 + 0) (66)

N )
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and

2

(64) = (N)ﬂl(N_29_2ﬂ1)gl y ((N797251+k)k> >174ﬂ1(0+51)2 (67)

(N_e_ﬁl)ﬁl(N_g_ﬁl)ﬁl (N =20 =361 +2k),, — N? 7

>1
where we applied Lemma 6 with a = 81, b=c=d =0+ [1.
Consider the equation (61), it has
(61) > LI > oH (k) | > L N (68)
> - YPN_0.8,.5 > -——,
(N)ﬁl k> Mo N=0.61.0 (N)ﬁl Mo (N - 9)

where the second inequality holds by using Lemma 5

Combining equations (65)—(68), we obtain that

(53) > 1 y <1 _ 12M, 5> Br(4Myy +2My)  4B1(0+ B1)? - 512 9))

(N)g, B N N2 Ms(N —

From the properties of a “good” transcript, it has §g = g — 02 — 61 < @e, 1,81 < ﬁ and 0y =
ag + B2 + 72 < ]\?,’?72 Combining the assumption 2¢, + 5g. < ﬂ and 5¢p < ¢e, we can know that
qp+02+201 <X 5 and g, + 02 + 21 + B1 < ge. Substituting My = N1/4, My = 57, Mz = % and
0=gqp+62+ 2a1 into the above equation, we finally obtain that

(53) > 1— 1281 4aify 2B160  4B1(gp + 62 + 201 + B1)? B BIN/4 )

( N1/2  Nb5/4  No/A N2 N — (gp + 62 + 201)
- 1 (1 1261 4a1fr 2B1qe 4B’ 2B )

X

N1/2 ~ N5/4 = N5/4 N2~ N3/4

112 () - 4'(1\?76/8)2_2'(Nq;/4)2_4'(z\;1;/4)3_2'<zq\?))
2 (Nl)ﬁl x(1-22- (w75m) —2- (%)) (69)

where the second inequality holds because of N — (g, + 62 + 2a1) > ﬁ and ¢, + 02 + 201 + 1 < g, and

we use the fact (N7/8 )2 , (N%E/4)2 , (sz;/4)3 < (N3/4) for the last 1nequahty

Y

X

6.4 Subproblem Related to Ej

In this subsection, we aim to lower-bound the value of equation (14). Recall that Ey simply denotes the

event that 35y missing-edges in (Q’EO, (po[-})—target—paths are filled. In fact, we will fill those missing-edges
using at least 36g — 2M different edges, where M = ]\1;‘1;‘}2 is a constant determined by the transcript and

t is a constant satisfying 6 <t < %/2. For convenience, we restate the goal probability as follows,

P[P’ ¢ P, : Eo|P'F Qp A By A E1y A B, (70)

where E, denotes the event that Ej A |Core(po[P'] = Q)| > 350 — 2M.
As before, lower-bounding the above probability is also an instantiation of Problem 1, and we will
see that the counting framework still works in this new challenge.

6.4.1 Modeling the Problem

From Definition 8, we know that Qbo = {(wz, Qb(xl)) tx; € XO} and ¢o[P'] = P' o P}, o P'. The sets
Xo and Yy denote the domain and range of Q' , respectively. Then, it has |Q% | = [Xo| = [Yo| = do-
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For simplicity, we denote wlog that Xo = {27, , x5 } and Yo = {y3,...,ys,}, where y; = Qf, (z}) for
all «; € Xy. Thus, the (Q'Eo,cpo[~])—target—paths can be illustrated as (71), and there are 2 undefined
inner-nodes (i.e., *; 1, *;2) to be assigned in each of them.

; P P P ’
(7 — %11, #1101 — %12, (12)e — Y1)
(Q’EO7 cpo[-})—target—paths (71)

/ P P P /
<1‘50 7 *80,15 *60,1 7 *§,25 (*50,2)69 — y50>

Next, we should determine the set of fixed edges, especially its cardinality. Since it has P’ = Qb AEa A
l/?; A E;, then Q' = lPu U Core(p11[-] F Q’Eu) L Core(p12[] Q’Em) is the set of fixed edges at this
moment, where 20&1 — M11 S |COI’€(Q011H F Q/E'11)| S 2@1 and Qﬂl — M12 S \Core(cplg[-] H QlElz)‘ S Qﬂl
We denote Uy and Vj as the domain and range of Q’PO, respectively.

Notation 9. Let ¢f = ¢, + 02 + 20;.

It is easy to know that ¢f — My — M2 < |Q’PO| < ¢. In addition, we use So = I, \Up and Ty = I, \ Vo
to denote the sets of strings whose next-points and previous-points are undefined, respectively. Obvi-
ously, N — ¢ < [So| = [To| < N — ¢§ + M1 + Mo.

At this point, it is clear that lower-bounding the value of (70) is exactly the Problem 1 instantiated by
o[l = @ol-], Q1 = Qf, and Qy = Q) . Thus, we know that |Q:] = dp and g5 — M11 — M2 < Q2| < g5

6.4.2 Constructing Cores

In this subsection, we aim to design an assigning strategy for constructing the Cores(po[-] = Q) with
360 — k — h edges, where 0 < k,h < M.

In Section 5.3, we have studied the methods for constructing shared-edges and also proposed an
assigning strategy. For convenience of the reader, we restate the assigning strategy in Fig.12.

Assigning Strategy:

—Step 1 Choose k proper target-paths in (71) as the paths™, and then choose k proper elements
from Xy U Yy as their 1*"-inner-nodes, respectively.

We denote A; as the set of above 1?"-inner-nodes, thus A; C (XoUYp) and |/11| = k. Also, let

X denote the set of sources of the k paths™, and let X; denote the set of sources of the paths™
.. 3 .
determined by A;. Following Notation 6, the process of Step 1 can be denoted as X fl) f:> /1(12).

—Step 2 Apart from the paths involved in Step 1, we choose h proper target-paths in (71) as the
pathsT, and then choose h proper elements from (Xy)g U Yy as their 27%-inner-nodes,
respectively.

We denote Ay as the set of above 2"-inner-nodes, thus A, C ((Xo0)e UYp) and |Ag| = h.
Also, let Y5 denote the set of destinations of the h paths™, and let Y5 denote the set of destinations

of the paths™ determined by As. Following Notation 6, the process of Step 2 can be denoted as
- (6)
(4D)e L= Y;*.

—Step 3 We assign in turn each undefined inner-node in (71) with an exclusive-element.

Figure 12: Assigning Strategy for Constructing a Core(po[-] = QF, ) with 36y — k — h Edges
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6.4.3 Counting Cores

In this subsection, we aim to lower-bound the number of Cores which can be constructed by the assigning
strategy as shown in Fig.12. The analysis is much more complex than before, since the sample strategy
in Step 3 depends on the circumstances of the results of Step 1 and Step 2. More specifically, the
structure of the undefined inner-nodes in Step 3, is determined by the structures of A; and A,. Note
that each path™ in X; must be a Typela/Typelb/Typelc—path+, and each path™ in X, must be a
Type'?®/Typel® /Typel¢-path~. Similarly, each patht in Y, must be a Type??/Type?®/Type?-path™,
and each path™ in Y3 must be a Type?®/Type?® /Type?*-path™.

Obviously, the pathst and paths~ constructed in Step 1 (resp. Step 2) consist of Type'®, Type!? and
Type!¢ sharing-gadgets (resp. Type??, Type?® and Type?¢ sharing-gadgets). To character their struc-
tures more clear, we classify each element of Ay and A, according to the type of sharing-gadget it belongs
to. And it will be seen that the structures of A; (resp. /Ig) determine the structure of the sharing-gadgets
constructed in Step 1 (resp. Step 2), hence the structure of the undefined inner-nodes involved in Step 3.

Definition 11 (Structure of /11) Let’s consider the sets X1, X1 and A1 defined in Fig.12. According
to whether x} and y; are both chosen into Ay at Step 1, the elements of A1 can be classified into 3 types.

o z/ € Ay is called a Type'®-member, if y, ¢ Ay. That is, ' is chosen as the 1""-inner-node of 1
patht in Step 1, but y! is not. Obviously, if the 1*"-inner-node of a path* is a Type'®-member,
then the 2 involved paths form a Type'® sharing-gadget, i.e., (25). Consider the paths involved in
Step 1, we denote (X1)[1q) as the set of the sources of Type'®-pathst, and (Xl)[m] as the set of
the sources of Type'®-paths™, respectively.

e y, € Ay is called a Type'®-member, if o ¢ Ay. That is, y, is chosen as the 1"-inner-node of 1
path™t in Step 1, but ! is not. Obviously, if the 1" -inner-node of a path* is a Type'®-member,
then the 2 involved paths form a Type'® sharing-gadget, i.e., (26). Consider the paths involved in
Step 1, we denote (X1)[1p) as the set of the sources of Type'-paths™, and (Xl)[lb] as the set of
the sources of Type'®-paths™, respectively.

o (},y)) is called a pair of Type'®-members, if '}, y, € Ay. That is, both of ' and y are chosen as
the 1" -inner-nodes of paths™ in Step 1. Obviously, if the 1" -inner-nodes of 2 paths™ form a pair
of Typelc-members, then the 3 involved paths form a Type'® sharing-gadget, i.e., (27). Consider the
paths involved in Step 1, we denote (X1)[1c,1] as the set of the sources of Type'©-pathsy, (X1)1e,2)

as the set of the sources of Typelc—pathsg, and (Xl)[lc] as the set of the sources of Typel®-paths™,
respectively.
Recall that A; C (Xo UYp), then it has X1 = (X1)pa) U (X1)pe) U (X1) (e U (X1) 1oz and X; =
(Xl)[la] U (Xl)[lb] U (Xl)[lc], It is known that |Ay| = k, and we denote k(1a), ks and kpic as the
number of Type'®-members, Type'’-members and pairs of Type'c-members in Ay, respectively. Then we
know that the paths™ and paths™ constructed in Step 1 consist of K1) Type'® sharing-gadgets, K1y
Type'® sharing-gadgets and kpig Typel® sharing-gadgets. Immediately, it has

k = kpa) + kpe + 2kpe),

|(X1)pa)l = (X)) 4| = Fpa)s

(XDl = (X)) g = ks

(XD ey = (XD ezl = 1(X1)pgl = kudg,

| X1| = |Ai| = k and |X1]| =k — k1.
Definition 12 (Structure of /12) Let’s consider the sets Ya, Yy and As defined in Fig.12. According to
whether (x})g and y. are both chosen into As at Step 2, the elements of As can be classified into 3 types.

o (z))g € Ay is called a Type?®-member, if y, ¢ Ay. That is, (x})e is chosen as the 2t -inner-node
of 1 path™ in Step 2, but y! is not. Obviously, if the 2"¢-inner-node of a path™ is a Type**-member,
then the 2 involved paths form a Type*® sharing-gadget, i.e., (28). Consider the paths involved in
Step 2, we denote (Y2)[2q) as the set of the destinations of Type**-paths™, and (Yz)[h] as the set
of destinations of Type**-paths™, respectively.

38



o v, € Ay is called a Type*®-member, if (z})q ¢ Ay. That is, y, is chosen as the 2" -inner-node of 1
path™ in Step 2, but (x)q is not. Obviously, if the 2" -inner-node of a path™ is a Type*®-member,
then the 2 involved paths form a Type?® sharing-gadget, i.e., (29). Consider the paths involved in
Step 2, we denote (Y2)(2p) as the set of destinations of Type*®-paths™t, and (}"’2)[25] as the set of
destinations of Type*®-paths™, respectively.

o ((z))a,y.) is called a pair of Type*¢-members, if (x})q,y. € Ay, That is, both of (x)g and
Yy, are chosen as the 2'"-inner-nodes of paths™ in Step 2. Obviously, if the 2" -inner-nodes of 2
pathst form a pair of Type?c-members, then the 8 involved paths form a Type*® sharing-gadget,

e., (30). Consider the paths involved in Step 2, we denote (Y2)[2c,1] as the set of destinations of
Type**-pathsy, (Y2)[2¢,2] as the set of destinations of Type**-pathsy , and (172)[26] as the set of
destinations of Type*¢-paths™, respectively.

Recall that Ay C ((Xo)g U Yo), then it has Yo = (Ya)p2a) U (Y2)125) U (Y2)[2e,1] U (Y2)[2c,2) and Yo =
(Yg)pa] L (Yg)[zb] U (Yg)[gc]. It is known that |Ay] = h, then we denote h (2a], P2v) and hjzq as the
number of Type**-members, Type?®-members and pairs of Type*c-members, respectwely. Then we know
that the pathst and paths™ constructed in Step 2 consist of hi2q) Type*® sharing-gadgets, h2p) Type?®
sharing-gadgets and hpa) Type®® sharing-gadgets. Immediately, it has

h = higa) + hizs) + 2hjad,
|(Y2)[2q)| = |(Y2)[2a]| = h2q),

[(Y2) 20| = |(Y2) 2] = Dojouy

|(Y2)j2e]] = 1(Y2) j2e,2)] = |(Y2) 2] = B2
Ya| = |As| = h and [Yo| = h — hpaq.

To see it more clear, we next give an explanatory example.

Example 3. This example aims to show that, the structure of the k 4+ h edges constructed by Step
1 and Step 2, determines the assigning strategy in Step 3. For simplicity, we here instantiate that
= {(=}, yl) :1 <4 <7}, k=3, h=0, and the analysis of general case is very similar.

- Case 1: Choose the paths from z/, x’2, x4 as the 3 paths™. Namely, it has Xy = {=f, a:’g, x%}. We then
assign zy, 2%, g as the next-points of z, x5, x%, respectlvely Namely, it has A, = {2/, 5, 26}, kjig) =3
and kjp = k[lc] = 0 It means that the paths from z/, zf, x are chosen as the corresponding paths .
Namely, it has X; = {z},z}, 25} and |X1| = 3. Obviously, the paths involved in Step 1 consist
of 3 Type'® sharing-gadgets. As a result, Step 3 should assign 3 pairs of inner-nodes in Type!®
sharing-gadgets (i.e., w;, w; for ¢ = 1,2,3), and 2 inner-nodes (i.e., w4, ws) in the path containing no
shared-edge.

P P P
() — oy, xy — w1, (w)e — yh)
P P P
(vy —af, xy — wa, (w2)e — Ys)
Paths involved <.L/3 i) :172)-, (Bé i) w3, (U)g)@ i yé) 3 Type'® N (Xl)[la] = {xllaxlm Z‘é}
in Step 1 <:D£1 i) w1, Wi f_> W, (,&71)@ f_> y£1> sharing-gadgets (Xl)[la] = {3321, :L‘é, I%}
(xf Bw L & G)e 2> oL
5 2, wy — W2, (W2)e — ¥s5)
, P P~ ~ P
(Tg — w3, wy — w3, (W3)e — Yg)
P P p
(a7 = wa, wy — ws, (ws)e — y7)

- Case 2: Choose the paths from 2/, 2, 2 as the 3 paths™. Namely, it has X; = {2/, 2%, 24}. We then
assign y4, ©5, g as the next-points of f, x5, %, respectively. Namely, it has A = {vh x5, 26}, kpa = 2,
kpiy) = 1 and ki) = 0. It means that the paths from x), x5, xf are chosen as the corresponding paths™.
Namely, it has X; = {z}, 2%, 24} and |X;| = 3. Obviously, the paths involved in Step 1 consist of 2
Type!® sharing-gadgets and 1 Type!® sharing-gadget. As a result, Step 3 should assign 2 pairs of
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inner-nodes in Type!® sharing-gadgets (i.e., w;,w; for i = 1,2), and 1 pair of inner-nodes in Type
sharing-gadget (i.e., w3, W3), and 2 inner-nodes (i.e., wy, wy) in the path containing no shared-edge.

P P P
<‘L/2 — Il’n w/5 —r Wy, (wl)@ — y/2>
P P P
(v = a5, x5 —> wa, (Wa)g —y3) | 2 Type' N {(Xl)ua] = {3, 23}
Paths involved <ZI),5 E) wiy, Wi i) wy, (’&71)@ E) yé> sharing-gadgets (Xl)[la] = {l’%, zlﬁ}
: P P~ ~ P
n Step 1 (T — wa, wy — Wa, (W2)e — Yp)
P P P
(] —yi, vy —ws, (w3)e — y1) 1 Type'® N (Xl)[lb] = {55/1}
W D @D @)e, @ D [ et (K)o = {24
, P P P,
(xr — wg, wy — ws, (Ws)g — Y7)

From Case 1 and Case 2, it can be known that different Ay can determine the same X.

- Case 3: Choose the paths from x5, 9:3, x4 as the 3 paths™. Namely, it has Xy = {3, :173, xy}. We then
assign x%, y%, g as the next-points of 4, 25, z, respectwely Namely, it has A, = {af, z§, yr }, kg = 2,
kjiy) = 1 and k) = 0. It means that the paths from xk, x5, xf are chosen as the corresponding paths™.
Namely, it has X; = {zf, 2}, 25} and |X;| = 3. Obviously, the paths involved in Step 1 consist of 2
Type!® sharing-gadgets and 1 Type!® sharing-gadget. As a result, Step 3 should assign 2 pairs of
inner-nodes in Type!® sharing-gadgets (i.e., w;,w; for i = 1,2), and 1 pair of inner-nodes in Type'®
sharing-gadget (i.e., w3, Ws3), and 2 inner-nodes (i.e., wy, ws) in the path containing no shared-edge.

(Db, @l D, (wi)e o uh)
(o Drah, @ Sws, (w)e D) |2 meet {(lea]:{mé,xa}
Paths involved | (z§ wy, Wi iwl, (W1)g — ys) | sharing-gadeets (Xl)[la] = {x5, x5}
in Step 1 < (@2) y{;)
(ws)

Ys) 1 Type'® {(Xl)[lb] = {a4}
=
) (X1)pe = {27}

sharing-gadget

From Case 2 and Case 3, it can be known that different X; and A1 can determine the same structure of
the paths involved in Step 1. Actually, the values of k[1,}, k[1p) and kpy determine the structure of the

paths involved in Step 1.

- Case 4: Choose the paths from =}, 2, 2% as the 3 paths™. Namely, it has X7 = {2/, 2}, z5}. We then
assign z/, yj, ¢ as the next-points of xf, x4, ©§, respectively. Namely, it has Ay = {2, y4, 26}, ke =
kjiep = 1 and k) = 0. It means that the paths from z), x5 are chosen as the corresponding paths™.
Namely, it has X; = {z}, x5} and |X;|=2=3— kf1)- Obviously, the paths involved in Step 1 consist
of 1 Type'® sharing-gadget and 1 Type'¢ sharing-gadget. As a result, Step 3 should assign 1 pairs of
inner-node in Type!® sharing-gadget (i.e., wy, 1), and 1 pair of inner-nodes in Type!¢ sharing-gadget
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(i.e., wo,wW3), and 4 inner-nodes (i.e., ws, wy, w5, we) in the paths containing no shared-edge.

P P

(o — 2f, =z — w1, (w1)g — y5) 1 Typel® N (X1)pa = {23}
(Do wn, B, () gl [ s\ = ()

Paths involved </ i,/ , i) i ,
in Step 1 Ty Ty, Ty wa2;, (MZ)EB y1> N (Xl) le,1) = {J}l}

1 Type ¢

(@ Dk vh D@ (B)e Drub) = § ez = {72}
p P P sharing-gadget (X ) _ { /}
(@ > wa, wy > (2h)e, Th > yh) Vi AT

, P P P,

(x5 — w3, ws — wa, (Wa)y — ¥5)

, P P P,

(7 — ws, ws — we, (We)o — Yz)

From Case 4, we can see that \X1| depends on the value of k.

It is easy to verify that in each of the above 4 cases, 3 shared-edges are constructed and there are 8
inner-nodes to be assigned with exclusive-elements. Furthermore, we can know that the structure of the
undefined inner-nodes in Step 3 depends on the values of k{14, k[1p], k[1¢)- Similarly, it is easy to know
that the structure of the undefined inner-nodes in Step 3 also depends on the values of hjaq], hj2s]; B2,
if h£20. 0

Procedure of Assigning. We have known that the sample strategy in Step 3 depends on the values
of kpia), ke, k1 which are determined in Step 1, as well as the values of hjaq), hj2p], hj2e) Which are
determined in Step 2. Thus, we analyze Step 1 and Step 2 in Fig.12 firstly, and then the Step 3.
Consider the Step 1 and Step 2, we will choose all elements of the sets X;, A;, Y5 and A, according to
the same RoC' C Xj. That is, the elements of RoC should satisfy all restrictions implied by the above 4
sets. It is a routine task to determine the restrictions as what we did in previous sections, and therefore
we omit the details here. We can see that the following set Zy C X actually satisfies all the restrictions.

Zo ={w; € Xo:a; € Ty \wi € (To)e \zi ¢ Yo \(@i)e ¢ Yo \wi € So N\vi € (So)a [\ vi & Xo [\ vi ¢ (Xo

= Xo\ (Xo\T0)\ (X0 \ (To)e) \ (Xo N Yp) \ ((Xo)e NYp) (72)
\{zi € Xo:yi & So} \{zi € Xo:yi ¢ (So)e} \{7i € Xo:y:i € Xo} \ {7 € Xo:y: € (Xo)a}

> Procedure of Step 1: Xm /1<2)

(1) » Choose arbitrarily k distinct elements from RoC(X1) as X7, where

RoC(X1) = Zp. (73)

(2) » Choose arbitrarily k distinct elements from RoC(A;) as A1, where
RoC(A1) = (Zo \ X1) U QF, (Zo \ X1). (74)
Let X; denote the set of sources of paths™ determined by A
(3) » Choose arbitrarily a bijection f from Bjt(X; — Ay).
7@ ,

Based on the chosen X1, A; and f, we define the k edges in Step 1 (i.e., Xl(l) = /i(12>) as x; i f(zh)
for all z; € X.

> Procedure of Step 2: (Ag ))tp :> Y<4)

(4) » Choose arbitrarily h distinct elements from RoC(Y3) as Yz, where

RoC(Ys) = Q, (Zo \ X1\ X1). (75)
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(5) » Choose arbitrarily h distinct elements from RoC(Ay) as Ay, where
RoC(A2) = (Zo\ X1\ X1\ Xa)e U Qp, (Zo \ X1\ X1 \ Xa). (76)

Let Y5 denote the set of destinations of paths™ determined by As.
(6) » Choose arbitrarily a bijection g from Bjt((/fg)@ — Yg).

. . ©)
Based on the chosen Ys, Ay and g, we define the h edges in Step 2 (i.e., (Ag"))@ S N Y2<4)) as

g (y) L, y, for all y] € Y.

> Procedure of Step 3: All the undefined inner-nodes in (71) are determined after executing the Step
1 and Step 2, then Step 3 will assign in turn each of them with an exclusive-element.

Cardinalities of the RoCs. Now, we should lower-bound the number of Cores with 36y — k — h edges.
As previous subproblems, the number depends mainly on the sizes of RoC's we chosen, and we will takes
two steps to determine it. At first, we lower-bound the number of possibilities for executing Step 1 and
Step 2. After that, we will give an uniform lower bound of the number of assignments in Step 3 (i.e., the
Lemma 9).

Notation 10. Let qo = |Zo|, My = 2%+ and M = 59

From the definitions of BadK; (i = 8,9) in Definition 13, we know that for a “good” transcript, it
has | Xo \ Tol, |Xo \ (To)al, Yo \ Sol,|Yo \ (So)al, |Xo N Yol. [(Xo)e N Yo| < Mo, where My = 7 is a
constant determined by the transcript. Combining with the definition of Zy, i.e., (72), then it has

|RoC'(X1)| = qo > |Xo| — |Xo \ Tol = [Xo \ (To)a| — 1Yo \ So| = [Yo \ (So)a| — 2|Xo N Yo| — 2|(Xo)a N Yol
> 0o — 8 Mo, (77)
|RoC(A1)] = 2(qo — k), (78)
|RoC(Yz)| > qo — 2k, (79)
|RoC/(Ay)| > 2(qo — 2k — h). (80)

In addition, it should be ensured that gy > 4M, since there are may 4M different elements be chosen
from Zy. From the assumption n > 32 and t < %/2, we know that it actually holds. At this point, it is

(6

TN .
clear that the number of possibilities (i.e., k edges of XP AN A<12> and h edges of (/1{(2”)@ L Y2(4>)
that can be constructed in Step 1 and Step 2 is at least

<|ROC(X1)|>.(|ROC(/.1.1)|)- 1 .(|ROC(Y2)|).<|ROC(/I2)|>. Bl

number of (3) number of (6)
number of (1) number of (2) number of (4) number of (5)
- (290 — 2k)i - —2k)n - (2q0 — 4k — 2h
> (90)x - (2q0 )k (q]c;! = )n - (240 ) (81)

Lemma 9 (A Uniform Lower Bound of Step 3). For any k + h edges constructed by Step 1 and Step 2,
the number of assignments in Step 3 is at least

(N — QQS - 2(50 — 7k — 7h)60—2k—2h . (N — 2(]6k — 450 — 4k — 4h)60—2k—2h . (N — 2(]8 — 550 — 2k — 2h)2k+2h-
(82)

(Proof Sketch). After the k + h edges in Step 1 and Step 2 are fixed, we can assign the undefined inner-
nodes by 3 phrases. More specifically, we firstly complete the paths involved in Step 1, then the paths
involved in Step 2, and lastly the rest of target-paths. To lower-bound the number of assignments, we
need to determine the RoC' for each undefined inner-nodes as usual.

Since we only consider the exclusive-elements, the task is easy though heavy notations are needed. To
choose an exclusive-element for an undefined inner-node, we should firstly ensure that the candidates can
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be assigned to this position and produce no new shared-edge (i.e., which is called the Major Restriction).
In addition, we should also ensure that the new constructed edges have no conflict with the existing ones
at this moment.

Moreover, a very simple fact is frequently used to obtain a lower bound independent of the specific
edges fixed by Step 1 and Step 2. That is,

(@)s, - (b)s, > (minfa, b}), ., (83)

where a, b, s; and sy are positive integers. The details of this proof can be found in Appendix B. O

At this point, it is clear that the number of Cores(pg[-] = Qf; ) with 35y — k — h edges is at least

#Coreszs,—k—n > (81) - (82)
(q0)k - (200 — 2k)k - (N — 2% — 50 — 2k — 2h)ay,

k!
« (qo — 2k)n - (20 — 4k — 2h)p, - (N — 2q5 — 500 — 4k — 2h)2p,
h!
X (N - QQS - 2(50 — 7k — 7h>5072k72h . (N - 2(]8 - 450 — 4k — 4h)50,2]€,2h, (84)

where #Coresss, - denotes the number of Cores(wo[-] = Qf, ) with 30p — k — h edges.

6.4.4 Obtaining the Lower Bound
Notation 11. Let

b\ (c\ (N—b—c
) = S = g s

a

denote the multivariate hypergeometric distribution.

At this point, we are ready to calculate a lower bound of (70). Since ¢ — M1; — M1z < |Q2]| < ¢,
and from the equations (16) and (84), we finally obtain that

Pr[P’ < P, : Eo|P'+ Q) A Ey A E1q A E)
Z (N - 2(]6< — 250 — Tk — 7h)60—2k—2h . (N - 2(]3 - 4(50 — 4k — 4h)60—2k—2h
(N = g5 + My + Miz)

>

0<k<M —k—h
0<h<M
« (q0)k - (290 — 2k)k - (N — 2q5 — 500 — 2k — 2h)2p,
k!
% (qO - Qk)h . (2(]0 — 4k — Qh)h . (N - 2(]8 - 5(50 — 4k — 2h)2h
h!
— # X Z (N — 2(15 — 250 — Tk — 7h’)5(;—2k‘—2h : (N - 2(13 - 460 — 4k — 4h)5()72k72h
(N = 01)s, 0<k<M
0<h<M
y (q0)k - (2g0 — 2E)i - (N — 2¢§ — 560 — 2k — 2h)a
k!
% ((JO B 2k)h ) (2(]0 — 4k — 2]")/1, . (N - 2(]8 - 560 — 4k — 2h)2h

h!
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(V ‘/“,),:,»Hf/,fz,

X X (N — (51)5
(N — g5 + M+ Miz) ’

KR (N = 2g5),,
(B0)k - (B0)n - (200) k4 - (N —2q5 — 2(5('))._,(,1,7,,.,,1

=1

X X MHYD n _2g= 260,50,8, (K )

- (N 51 X O<;M MHypN72q6‘,250,50,50 (k7 h) (85)
0<h<M

o (q0)k - (290 — 2k)k - (qo — 2k)n - (2q0 — 4k — 2h)y,
(60)k - (d0)n - (200)k+h
y (N —2¢4 — 500 — 2k — 2h)ag - (N — ¢ — 300 + K+ h)p - (N —2q5 — 400 + Kk + h)p
(N — 25 — 330 — 5k — 5h)ar, - (N — 25 — 50g — 2k — 2h)ar

Minor Terms (N —2q% — 580 — 4k — 2Rh)ap - (N — q5 — 300 + h)p - (N — 2q5 — 400 + )y,

(N — 25 — 330 — 7k — 5h)ap - (N — 2 — 5o — 4k — 2h)ar,

(V- qs)?,é
(N —g5 Jr]\411+]\/[12) k—h

(N = 245) 55, - (N = 61)s, - (N — 2q5 — 200 — Tk — Th)s, - (N — 2q5 — 460 — 4k — 4h);,

{ . (N —a5) g5 - (N —2g5 — 2(50)20.”

Major Term

From the Appendix C.1-C.3, we can know that

1
85) > —— x (1 =C((qe) ),
() 2 =g % (1= ¢)
2
Minor Terms > 1 — 32MoM +9M= 00(6M71 + 6M72 + 8M)7
do N
8 )’
a450M 8 O(Q6‘+*°)
Major Term > 1 — ]{)7 — e 2 .
Thus, it has
* J
(70) > 1 <1z 32MoM + 9M? B 00(6M71 + 6M1g + 8M) _ 4460M 830 (‘IO + 70) ~ ¢(g)
(N —01)s, 5 N N N3 1
From the properties of a “good” transcript, it has ay, 8, < ﬁ and §o = ag + P2 + 72 < ]\?;?jz.

Combining the assumption 2g, + 5¢. < % and 5g, < ¢, we can know that ¢f + %0 < @e, where

dg = qe — 02 — 01 and ¢§ = qp + 62 + 261. Substituting M;; = ﬁ, My = %, My = % and

M = > into the above equation, we finally obtain that

Nl/
* | 0
(70) . 1 1 32tdg B 9t260 B 6109 _ 63100 _ 875((50)2 _ 44t(60)2 B 8do (qo + ?0) _ C( )
- (N _ 51)60 N3/4 N N5/4 N5/4 N3/2 N3/2 N3 9e
o b (3% 9Pq 6(q)” 6(g)* 52t(¢e)” 8(g)* C(ae)
= (N —61)s, N3/4 N N3/2 N3/2 N3/2 N3 e

1 32tq.  9t%q. 12¢q, 52tq. 8qe .. Ge \2 1 de \4 0
= m - (1  N3/4 N N3/4 N3/4 N34 C(ge) ) Since (“\“l” 7) '(‘\'(‘ ) < \/7
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= m 8 <1 88t (]\g;/4> - 9% (%) N C(qe)) ’ Since t > 6 (86)

6.5 Concluding the Proof of Lemma 3

From the equation (10), we know that

p(T) = p(T’) = PI‘[P, %$ Pn N Eg A Ell A E12 A E0|P/ }_ le]
> Pr[P’ ¢ Py, : By A Eiy A Erz A Eo|P' + Q)]
= (34) - (36) - (53) - (70)
> (35) - (52) - (69) - (86)

Combining with the Lemma 2, we can conclude that for any fixed 7 = (Qg, Qp) with a “good” key
K, it has

]
e 7 AL (N
Pr[ﬂd — (?’ K)] ( )QG p(T)
> (N)q. - (35) - (52) - (69) - (86)
(N)q.
> - — 87
N = a0 - Ve - (N - (N =000, (57
ge ge ge 2 (Qe
(1=t () -4 (F) -5 (qm) 97 () - @) (53)
Recall that 1 = a1 + 1 and g. = J2 + 1 + Jg, then the value of (87) can be lower-bounded as follows.
1 N —a1)s, (N —o)g—a 1
87) = X X = -
== ™ -avs - 8De s
_ 1 x (N_al)ﬁl « (N_(Sl)qeftsl
(N = qp)s, (N)g, (N = 61)g.—82—61
_ (N_q8)52 % (N_al)ﬁl
(N - qp)52 (N)ﬁl
62—1 q _q ﬁ171 o
_ 1_ ep) o (1 oo >
i]-;[) ( N —q,—1 jl:[() N —j
52—1 51—1
2QG 2041
ST (%)< T (0-%)
=0 7=0
> 2802 20uf
- N N
de
218 (557)
Finally, we have the bound
Pr[TTE = (7/:’ K)] de Ge Ge qe 2 Ge
cobtre A S 1 g _44. _4.(2e) _ ) _ (2
PrTa = (RK)| = ° ()~ (5m) 4 () -85 () -9+ () — ¢ta)
Ge 2 Ge . - .
>1-97t- (W) — 1062 (N) — ¢(ge), Since ¢ > 6

which completes the proof of Lemma 3.

7 Proof of Lemma 4

This section aims to give the rigorous definition of “good”/“bad” transcripts, as well as the proof of
Lemma 4. More specifically, we will lower-bound the probability of “bad” transcripts in “ideal” world
(i.e., the value of e3). Corresponding to the intuition of “good” transcripts (see Definition 9), we also
classify the “bad” keys into 9 cases. Here is the formal definition.
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Definition 13 (Bad/Good Keys). Fix arbitrarily a permutation transcript 7 = (Qg, Qp). We say that
K is a “bad” key for T, if for the corresponding transcript v’ = (Q’, Qp, K), it has

K € BadK = U BadK;.
1<i<9

Otherwise, the K is a “good” key for 7. More specifically, the definitions of BadK; (1 <1i < 9) are given
as follows.

K € BadK; <= There exists a Q’z-path containing 3 fixed edges.
K € BadKy <= ay > ]\;]16/2 \/ 62>% \/ 72>%\/a1 > ]\;}16/4 \ B> ]\;116/4
K c BadK; < U, (Q/p(le(XH)))@, Q' 1(Yg) and Qp(Dx) are not pariwise disjoint
\/ V, Qu(X11), Q’Pﬂ((Q’P*l(YB))@) and (Q’Ifl(Dy))69 are not pairwise disjoint
K € BadKy <= [C\ (T1)s| > M1 \/ |D\ (Si1)e| > Mi1 when g, 82,72 < qum and o, f1 < ]\;116/4
K € BadK; <= |C' N Dg| > M, when as, fa, 7 < 1\516/2 and ay, B < qu/4
K € BadKg <= |G\ Ti2| > M2 \/ |H \ (S12)@| > Mi2 when ag, 82,72 < N1/2 and a1, 51 < qu/4
K € BadK; < |GN Hg| > M2 when ao, B2,v2 < qu/2 and aq, 8 < N1/4
K € BadKs < [Xo\To| > My \/ |Xo\ (To)s| > My \/ Yo\ Sol > Mo \/ 1Yo\ (S0)e| > Mo
when ag, 82,72 < que/2 and ai, 51 < N1/4
K €BadKy <= [XoNYy| > My \/ [(Xo)o N Yo| > My when as, f2,7 < Nf/2 and a1, 81 < qu/4

In Definition 9, we have mentioned that the definition of “good”/“bad” keys is according to the
relation between 7 and K, and is irrelevant to which world we consider. The definitions of BadK; (1 <
i < 3) are intuitive, and the other definitions are also easy to understand. For example, |C\(T11)q| > M11
means that at least 1 out of N'/4 of the elements in Cg having previous-points, and |C' N Dg| > My,
means that at least 1 out of N/ of the elements in C are also contained in Dg. Our goal is to calculate
the probability, thus we only interest in the cardinalities of S; nad T}, and do not care what the specific
elements they contain. Actually, it turns out that the probability would be negligible as long as the sizes
of S; and T; are not too small (see the formal proof in Appendix D), where ¢ € {11,12,0} .

For the convenience of the reader, we restate Lemma 4 as follows.

Lemma 10. Consider the “ideal” world, and fix arbitrarily an attainable permutation transcript T =
(Qr,Qp), where |Qp| = ¢ and |Qp| = qp. If K = (ko, k1, ke, ks) is uniformly random sampled from
Iy, then we have the bound

Pr[K € BadK] <6 (N3/4)

(Proof Skectch). Due to the round keys K are random and independent, the proof is not very hard.
From the Appendix D, we can know that

Pr[K € BadK,] < M, Pr[K € BadK,] < 3(4p)" + 2
N3 N3/2 N3/4
Pr[K € BadK3] < 6q3£7q3p) 6(qe?\f§qp)4,
Pr[K € BadK,] < 2((111\,[ :/452)7 Pr[K € BadKs] < N3 /4,
Pr[K € BadKg] < W Pr[K € BadK;] < ]\[@/4,
PrK € BadK] < ]3;1;4, PrK € BadKy] < 23;534
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Summing all of them up, it has

8616((];;)3 + 3((110)2 + 6(‘]6)2(%))4 + 250 + 4(16 + GCIp + 452 + 50[1 + ﬂl )

Pr[K € BadK] < e N3/ N N3/

Based on the definitions of BadK; (4 <i <9), it has a1, 1 < 497 and 0y = az + B2 + 72 < %, then

we have 602 + 701 + 401 < ge. From the assumption g, < %E, and substituting §p = g — 62 — 1, ¢ =

gp + 02 + 261,01 = a1 + B1 into the above equation, we finally obtain that

8(ge)*  3(¢e)®  6(q.)®  2ge + 10g, + 682 + 70; + 4oy

Pr[K € BadK] <
r[ € ba ] = 195N3 + S5 N33 E N3/
e 24e + 24c + Qe ' ge \2 ge \4 e \6 _ /g
= <N3/4) N3/4 oince (\'/‘ *) (%) (%) = (\'/; 4,)
de
—6. <N3/4>'

8 Conclusion and Discussion

The practical block-ciphers often iterate the same round function and use a key-schedule algorithm
to produce round-keys, while there are a few theoretical results supporting such designing philosophy.
Particularly, only a little provable-security work considers the dependence between components, since it
always becomes very complicated.

In this paper, we study a family of KAC construction with dependence, and finally prove that
3KACSP construction has the same security level as the classic 3KAC construction. It means that
the randomness of one random permutation and a random 4n-bit string is enough to make the 3SKAC
construction achieve the ideal security. To our knowledge, it is the first time to obtain a tight bound
about an incompletely-independent KAC construction with more than 2 rounds.

Besides the tight security analysis of 3KACSP, our most valuable contributions are the insights into
the general rKACSP. Before our work, there is no proof method handling the knotty dependence in a
high level. Compared to Chen et al.’s techniques, ours are more general and highly modular so that
they can be easily generalized. More concretely, we abstract a type of combinatorial problems capturing
the intrinsic randomness of TKACSP construction. To solve such problems, we also propose a general
counting framework and successfully apply it to the cases with 2 and 3 missing-edges. Following the
proof ideas in this work, we give some intuition on the analysis of rTKACSP.

INTUITION ON rKACSP. Intuitively, when handling a “good” transcript, the paths between Qg can
be classified into 7 groups according to the number of fixed edges. Similar to 3SKACSP, we denote the
Group-¢ as the group of paths whose ¢ edges are fixed by Qp, where 0 < ¢ < r — 1. The subproblem of
completing the paths in Group-i can be instantiated by Problem 1 with r — ¢ missing-edges. Inspired
by the analysis of 3KACSP, the tricks used in (r — i)KACSP can be tailored to solve the corresponding
subproblems related to Group-i, where 1 < i < r — 2. By induction, what’s left is only to solve a single
r-round instance of Problem 1. Our counting framework, as well as the notions of shared-edges and
assigning strategy can still work, but the circumstances of analysis would be very complicated.

To our conjecture, rTKACSP construction is also Q(Zﬁn)—secure in the random permutation model,
which is a well-known result for classic rKAC construction.

Conjecture 1. Consider the TKACSP construction (see Eq.(1)), if P is a random permutation, as well
as the round keys K = (ko,...,k,) are random and independent from each other, then rKACSP is
© (27F1™)-secure in the random permutation model.

In fact, the bottleneck of pushing our work to higher-round case is simply the computational power.
Following our ideas, the technical roadmap for analyzing rIKKACSP is rather clear, and one can solve it
given sufficient energy. Honestly, we consider that the complexity of proof specifics will increase very fast
(maybe exponentially) so that the proof may not be explicitly written out, but we strongly believe that
Conjecture 1 is intrinsically correct. If the conjecture is true, then it is exactly a powerful support for
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the aforementioned broadly-used designing philosophy. Moreover, the proof complexity may just reveal
the reason why there often exist gaps between the practical and theoretical results.

OPEN PROBLEMS. Currently, our results only apply when the round keys are random and indepen-
dent from each other. Thus, it is unknown that whether we can reduce the randomness of round keys
without a significant loss of security. Another challenging open problem is of course to generalize our
results to larger number of rounds. In addition, the new representation and counting framework are
rather generic, therefore we hope that they can be used in more scenarios.
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A Summary of Notations

Our proof depends on heavy notations, thus we give a summary of the important notations for conve-
nience of the reader.

Notations about the transcripts:

ge = |Qr| = | Q|
ap = |Qp| = Q9P|

ag: the number of paths belonging to Group-2.1 (see Notation 2)
Ba2: the number of paths belonging to Group-2.2 (see Notation 2)
v2: the number of paths belonging to Group-2.3 (see Notation 2)
d2 = ag + P2 + 72: the number of paths belonging to Group-2 (see Notation 2)

aq: the number of paths belonging to Group-1.1 (see Notation 3)
B1: the number of paths belonging to Group-1.2 (see Notation 3)
51 = ay + B1: the number of paths belonging to Group-1 (see Notation 3)

do = ge — 02 — 01: the number of paths belonging to Group-0 (see Notation 4)
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Notations about the subproblem related to Ej;:

@11[P'] = P o P': the construction of the target-paths related to E1; (see Definition 8 and
Section 6.2.1)

'Eu: the source-destination pairs of the target-paths related to Eq1 (see Definition 8 and Section
6.2.1)
C = Qp(X71): the domain of Q' = (see Section 6.2.1)
D = Q;(X7): the range of Q' =~ (see Section 6.2.1)

|Q%,,| = |C| = |D| = a; (see Section 6.2.1)

S11: the set of n-bit strings whose next-points are undefined when considering the sub-
problem related to Ej; (see Section 6.2.1)

T11: the set of n-bit strings whose previous-points are undefined when considering the subproblem
related to F11 (see Section 6.2.1)

|S11] = |Th1| = N — gp — 02 (see Section 6.2.1)

My = 577 a constant determined by the transcript (see Notation 7)

Z11: the range of candidates for C; (see equation (38))
q11 = |Z11| (see Notation 7)

Notations about the subproblem related to Ejs:

@12[P'] = P’ o P}: the construction of the target-paths related to Eip (see Definition 8 and
Section 6.3.1)

Q’Eu: the source-destination pairs of the target-paths related to E1o (see Definition 8 and Section
6.3.1)

G = Q%' (Y4): the domain of Qf,, (see Section 6.3.1)

H = Q'5'(Y4): the range of Q%,, (see Section 6.3.1)

|Q%,,| = |G| = |H| = B1 (see Section 6.3.1)

S12: the set of n-bit strings whose next-points are undefined when considering the sub-
problem related to F12 (see Section 6.3.1)

T15: the set of n-bit strings whose previous-points are undefined when considering the subproblem
related to F12 (see Section 6.3.1)

N — qp — 0o — 201 < |512| = |T12| <N — Qp — 0o — 2011 + My, (see Section 631)

My = Nﬁll/ +: a constant determined by the transcript (see Notation 8)

Z12: the range of candidates for G (see equation (55))
¢12 = |Z12| (see Notation 8)

Notations about the subproblem related to Ej:

@o[P'] = P'o P} o P'": the construction of the target-paths related to Ey (see Definition 8 and
Section 6.4.1)
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Qboz the source-destination pairs of the target-paths related to Ey (see Definition 8 and Section
6.4.1)

Xo: the domain of Q7 (see Section 6.4.1)

Yo: the range of Qf, (see Section 6.4.1)

|Q%,| = |Xo| = [Yo| = do (see Section 6.4.1)

So: the set of n-bit strings whose next-points are undefined when considering the sub-
problem related to Ey (see Section 6.4.1)

Ty: the set of n-bit strings whose previous-points are undefined when considering the subproblem
related to Ey (see Section 6.4.1)

¢4 = gp + 92 + 261 (see Notation 9)

N — ¢ < |So| = |To| £ N — q§ + M1y + My (see Section 6.4.1)

My = %: a constant determined by the transcript (see Notation 10)
M = %: a constant determined by the transcript (see Notation 10)

Zy: the range of candidates for X; (see equation (72))
qo = | Zo| (see Notation 10)

B Proof of Lemma 9

Proof. After the k + h edges in Step 1 and Step 2 are fixed, Step 3 should assign in turn each undefined
inner-node with an exclusive-element. In brief, we will complete firstly the paths involved in Step 1, then
the paths involved in Step 2, and lastly the rest of target-paths.

PHRASE 1. In this phrase, we will complete the paths involved in Step 1 (i.e., determine all the edges ex-
cept the ones fixed by Step 1) by assigning the undefined inner-nodes in them. The underlying samplings
(i.e., the blue ones) are shown in Fig.13, where the red edges are the ones fixed by Step 1.

f . .o ¢(9) 7
(XD == (X)pa (X)pa == W1, (W)e = (V)ja) kiia) Type'®
. (10)  __ — . sharing-gadgets
(X1)[1a) = W7, W == W, (WM)e = (V1)) S

foo e o $5 11
(X)) e == V)psp, Vpy == W', Wa)e = (V1)) kiio) Type'’

Paths involved
(14)

. ¢ — — .o
instep 1| (X1)py == Wi Wy = (XDpp)es (X1)e) = (Y1)[10])

sharing-gadgets

.. . A
((X1)[1e1] :f> (X1)1q> (Xl)[lc] —— W?Ew), (W3)e = (Yl)[lc,1]> .

ke Type'
Fooe . U —~ [
<(X1)[1c,2] = (Yl)[lc]7 (Y1>[lc] = W?,(16)7 (W3)EB = (Yl)[lc,2]> sharing-gadgets

(X)pg = Wi, W= (XD)pea)e (X1)e2 = Y1)uq)

Figure 13: Illustration of the Samplings (i.e., the blue ones) for Completing the Paths Involved in Step 1

(7) » Choose arbitrarily k14 distinct elements from RoC(W7;) as Wy, where

RoC(W1) = (So NTo N (So)e) \ Xo \ (Xo)a \ Yo -

Major Restriction

Then, it has |[RoC(W1)| > N — 3¢5 — 30o.
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8) » Choose arbitrarily ki, distinct elements from RoC Wl as Wh where
[1a]

RoC(W1) = ((So)e NTo) \ (Xo)e \ Yo \Xo \ Wi\ (W1)g.

Major Restriction

Then, it has [RoC(W1)| > N — 2¢5 — 380 — 2kj14]-
(9) » Choose arbitrarily a bijection ¢; from Bjt((Xl)[la] — Wh).
(10) » Choose arbitrarily a bijection ¢o from Bjt (W1 — Wl)

Based on the chosen W7, Wl, ¢1 and ¢y, it is easy to determine all the edges (except the red ones fixed
by Step 1) of k14 Typel® sharing-gadgets as follows. That is, for all z} € (X1)[1a]; We define that

P’ P’ _
z; — ¢1(x7), (01(27))e — Q, (f 1 (27)),
P/ PI
P1(27) — 2(d1(x7)), (2(1(29)))e — ;-
Statement. For simplicity, we will only give the RoC' from now on and no longer write out the defined
edges as above, since the correspondence are rather obvious.

11) » Choose arbitrarily ki distinct elements from RoC(Ws) as Wa, where
(18]

RoC(Ws) = ((So)e NTo) \ (Xo)e \ Yo \W1 \ (W1)a \ Wi.

Major Restriction

Then, it has [RoC(Wy)| > N — 2¢5 — 200 — 3k(14).
(12) » Choose arbitrarily k{15 distinct elements from RoC’(Wg) as Wg, where

RoC(Wa) = (So N'Tp) \ Xo \ Yo \Wi \ (Wi)a \ Wi\ (Wi)e \ Wa \ (Wa)g.

Major Restriction

Then, it has |RoC(Wa)| > N — 2q5 — 26 — 4kpia — 2kps.
(13) » Choose arbitrarily a bijection ¢3 from Bjt((Yl)[lb] — Wg).
(14) » Choose arbitrarily a bijection ¢4 from Bjt (Xl)[lb] — Wg)

15) » Choose arbitrarily k. distinct elements from RoC(W3) as W3, where
[Lc]

RoC(Ws3) = (So N (So)e NT0) \ Xo \ (Xo)s \ Yo \Wi\ (W) \ Wi\ (Wi)g \ Wa \ (Wa)g \ Wa \ (Wa)g.

Major Restriction

Then, it has |ROC(W3)| > N — 3q§ — 350 — 4k[1a] — 4](3[11,].
(16) » Choose arbitrarily kj; distinct elements from RoC(Ws) as Ws, where

RoC(Ws3) = ((So)a NTo) \ (Xo)e \ Yo \W1 \ Wi\ Wa\ Wa \ (Wa)s \ W\ (W3)g.

Major Restriction

Then, it has [RoC(Wa)| > N — 2¢5 — 200 — 2kj1a) — 3kp) — 2k[14)-
(17) » Choose arbitrarily a bijection ¢5 from Bjt((X1), — Wa).

(18) » Choose arbitrarily a bijection ¢¢ from Bjt(()"/l)[lc] — Wg)
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At this point, we can know that the number of assignments of Phrase 1 is at least

(|ROC(W1) )iy - (IROC(Wa) )iy, - (1ROC (W) iy, - (IROC(W) iy - (IROC(Wa) iy, - ([ROC (W) i,

> (|R00(W3)|)2k72k[16]
> (N — 3¢5 — 360 — 4kj1a) — 4k[1b])2k—2k[1c]
> (N = 3qg — 300 — 4k)ap o, » )

where we used the simple fact (83) several times for the first inequality.

Note. In fact, it is not necessary to analyze every RoC as above if only the final result is needed,
since we can directly judge that the value of |RoC(W3)| is minimal.

PHRASE 2. In this phrase, we will complete the paths involved in Step 2 (i.e., determine all the edges ex-
cept the ones fixed by Step 2) by assigning the undefined inner-nodes in them. The underlying samplings
(i.e., the blue ones) are shown in Fig.14, where the red edges are the ones fixed by Step 2.

(21) .
(X2)a) == Wi, Wiy = (X2)pa)es (X2) 2] == (Y2)20]) | kzay Type®
. ¢ 2) —~ . sharing-gadgets
(X2)20) =2 (¥2) 2a), (V2)je) 2 WD (Wi)o = (V) 2a)) s
¢(25> . .
(X2)y === W™ W5 = (Yz)[sz (V2)i)e == (Ya)pon) | kpawy Type®

Paths involved

. —~ q& ; . sharing-gadgets
in Step 2 (X2)py = Ws, W5(24) 1o == (Ws)g, Ws = (Y2)[25)) et

¢(2J) . .
(X2)p2e,1) == W&, We = (X2)pq)es (X2) 2 == (Y2)[2e,1])

ki2c) Type
%
((X2)12¢,2) %W(%) W = (Y2)[2c]7 (V2)pg)e ==  (Y2)pe,2)) sharing-gadgets

<(X2)[2c] == (Y2)[2e,1), (Y2)j20,1) = We)o, We=— (i}2)[2c]>

2c

Figure 14: Tllustration of the Samplings (i.e., the blue ones) for Completing the Paths Involved in Step 2

The analysis is very similar to the Phrase 1, and therefore we omit it here. It is not hard to judge
that the value of |[RoC(Ws)| would be minimal. Thus, the number of assignments of Phrase 2 is at least

([RoC(Wi) )iy - ([ROC(W5) gy, + ([R0C(We)| ), - (|R00(W4)|)h[2a] ' “ROO(WE’)DM%] . (|ROC(W6)D}L[2C]
> (|ROC(W6)|)2h—2h[2c]
(N — 345 — 300 — 2k — dhpza] = 4hi2n) = 2hi2c])gp,_op,
(N — 3¢5 — 300 — 2k — 4h)2h*2h[2c] ’ "

Y

Y

where we used the simple fact (83) several times for the first inequality.

PHRASE 3. In this phrase, we will complete all the paths containing no shared-edge (i.e., the target-paths
not involved in Step 1 and Step 2) by assigning the undefined inner-nodes in them. More specifically,
the underlying samplings (i.e., the blue ones) are shown as follows.

33)

<X() :> W W(Sl) ¢14 W(SQ) (Wg)@ - 5}0>, where XO = X() \ (Xl (] Xl [ X2 L XQ)

It is easy to know that |)?0| = \}A/o| = 0o — 2k — 2h + kp1¢) + h2¢)- Let € denote the set of all the edges
constructed in Step 1, Step 2, Phrase 1 and Phrase 2. And let £p and £g denote the domain and range
of &, respectively. Then, it has |€| = |Ep| = |Er| < Bk + 5h. At this point, we let S§ = Sp \ €p and
T4 = Ty \ Er denote the sets of strings whose next-points and previous-points are undefined, respectively.
Then it is easy to know that |S)| = |T}| > N — ¢ — 5k — 5h.
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(31) » Choose arbitrarily dg — 2k — 2h 4 k[1 + hja distinct elements from RoC(W7) as Wy, where
RoC(Wr) = (Sh 0I5\ Ko \ Bo.
Then, it has

|RoC(W7)| > N —2¢; — 10k — 10h — 2(5p — 2k — 2h + kpg + h[QC])
=N — 2q6< - 250 — 6k — 6h — 2k‘[1c] - 2h[26]
> N —2¢; — 26 — Tk — Th. (91)

(32) » Choose arbitrarily dg — 2k — 2h 4 k[1 + hja distinct elements from RoC(Wg) as Wy, where
RoC(Ws) = ((Sg)e NT5) \ (Xo)a \ Yo \ W7 \ (Wr)e.
Then, it has
|RoC(Wg)| > N —2q5 — 10k — 10h — 4(5p — 2k — 2h + k[lc] + h[gc])
=N — 2(]8 - 450 — 2k — 2h — 4k[1c] - 4h[2c]
> N — 2g% — 46, — 4k — 4h. (92)
(33) » Choose arbitrarily a bijection ¢13 from Bjt()?o — W7).
(34) » Choose arbitrarily a bijection ¢14 from Bjt(Wr — Ws).

From the (91) and (92), we know that the number of assignments of Phrase 3 is at least

(N = 2q¢5 — 200 — Tk — Th)sy—2k—2h+kpy g +hise - (N — 265 — 460 — 4k — 4h)sg—2k—2h+k(y g +hia

= (N —2¢5 — 200 — Tk — Th)sy—2k—2n (N — 2q; — 309 — bk — 5h), (1e]+hi2e)
X (N —2q; — 469 — 4k — 4h)s,—2k—2n(N — 2¢5 — 5oy — 2k — 2}L)k[lc]+h[2r]

> (N —2qy — 200 — Tk — Th)s,—ar—2n - (N — 2q5 — 450 — 4k — 4h)s, 221 (93)
x (N = 2g% — 580 — 2k — 2h)ak, 420 (94)

where the last inequality holds due to the simple fact (83) and §y > 3M = Jf’/tf/"z.

THE FINAL RESULT. Combining the equations (89), (90), (93) and (94), we finally obtain that the
number of assignments of Step 3 is at least

(89) - (90) - (93) - (94)
2 (93) . (N - 2(]8 - 5(50 — 2k — 2h)2k+2h
= (N - 2(]6k - 250 — 7k — 7h)50—2k—2h . (N - 2(]5 - 450 — 4k — 4h)60—2k—2h . (N - 2(]8 - 550 — 2k — 2h)2k+2h7

where the inequality holds due to the simple fact (83) and 2dy > ¢ + 2M. O
C Omitted Calculation in Section 6.4.4.

C.1 The Lower Bound of (85)

At first, it is easy to know that 2¢5 + 1 < % from the assumption 2¢g, + 5g. < %, then we have

1
(85) = N =60 X Z MHYD Ny _ 24z 250,60,50 (K P)
Vbo  o<p<m
0<hM
1
Z W X Z MHypN 2(10,260,60,50 (k h Z MHypN 2q0 250,60760(k h’)
1)80 k>M 0<k<oo
0<h<oo h>M
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1
= m X (1 - Z HypN72q§,260,60 (k) — Z HYPN2q3,260,50(h)>

k> M h>M
200 (N — 245 — 60) (N — 2¢5 — 260)

>1—-2x 5 Use the Lemma 7
(M(N — 245) - 260) (¥ — 25 — 1)
450> N? :
>1— % 5 Since N —2q; — 1> %
(M(N —2g) — 2502) X
880> N
—1- 0 5. (95)
(M(N = 245) - 267)
Substituting M = A’;‘f‘/’z into the above equation, it has
880> N 8N
(95) =1— 0 s =1- - 5. (96)
(740 - (N - 245) — 260?) (N2 = (385 + 200))

Foralln>32and 6 <t < %/2, we know that

" 1 3 4 Qe
qo :qp+(52+2(51 Sqe <7+N1/2 +N1/4> S g,
3 2 19¢.
fo=ge=l2=012¢ (1_ N1/ _N1/4> = 50
2tqq tqe
and Nz S 3N < dy.

According to the value of g., there are 2 cases as follows.

(1) For g < LN'/2_ 1t is easy to see that Ifftfq}z + 200 < 309 < 3¢e < LN1/2. Thus, it has

8N 32
(96) 2 1 - (tN1/2 — LN1/2)2 =1

(2) For g, > %NUQ. It is not hard to verify that dy > lgge > tN'/2 then we have (% + 250) —
tN/2 > §,. Thus, it has

06) > 1 N 5 W
62 2
0 qe

q.2 for n > 32.

©| oo

where the last inequality holds because of 52 >

From the above discussion, we finally obtain that

1 # if g < N2
. _ _
(8‘)) Z (N . 61)60 X (1 C(qe))7 where C(qe) - 27]\2]’ if e Z %Nl/Q :

C.2 The Lower Bound of Minor Terms
THE FIRST TERM. From the equation (77), we know that gy > 09 — 8 My. Then, it has

(qo)k - (20 — 2k)x - (qo — 2k)p - (20 — 4k — 2h)y,
(60)x - (d0)n * (200)k+n
= (50 F 7 - (280)F 7

’ﬁao—SMo—i 280 — 16My — 2M — i x’ﬁ(so—sMO—QM—j 260 — 16My — 6M — j

5o ' 200 5o 200

Y

Jj=0
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8My + M 16My +3M\ "= SMy + 3M 16My + TM
ST ) (1 R ) K T (- ) (-

Y
=7
/N
—

Pl 5o 280 5o 280
. 8M0+M | _ 16M, + 3M M | _ 8Mo +3M M | _ 16My + 7M M
- 2(50 60 260
SMOM + M? ) 16 MoM + 3M? ) 8MyM + 3M? ) 16 Mo M + 7M?
- 260 60 250

32M0M +9M?
do

| \/
—~
Ne}
J
—

THE SECOND TERM. From the assumption 2¢, + 5¢. < %, it is easy to know that

2¢5 + 360 + 12M
= 2(qp + 02 +261) + 3(ge — 02 — 01) + 12M
12tq,

*2qp+3Qe_52+61+N1/2

N
< 2qp +5¢. < 5

Then, we have

(N —2q5 — 509 — 2k —2h)op, - (N —q§ — 300+ k+ h)p - (N —2¢5 — 460+ k+ h)g
(N — 245 — 300 — 5k — 5h)ax - (N — 245 — 50y — 2k — 2h)ay
(N — 2q5 — 400 + k + h)ag
= (N —2q; — 30y — 5k — 5h)ar
2k—1

Use the simple fact (83)

- T1 (1- do—k—h
B bl N —2q} — 389 — bk — 5h — i
2k—1
do
> 1—
= 11( N—2q3—350—12M>
2k—1
20, ) i :
> H) (1 — NO> Since 2qf + 309 + 12M < %
460 M
>1——-. 98
>1- 2 (98)

THe THIRD TERM. From the assumption 2g, + 5¢g. < %, it is easy to know that 2¢j + 3dp + 14M < %
Then, we have

(N — 2(]6 — 500 — 4k — 2h)2/1, : (N — qS — 300 + h)h . (N — 2q8 — 40 + h)h
(N - 2(]3 - 350 — Tk — 5h)2h . (N - 2(]{')< - 55() — 4k — 2}1)2},,
(N — 2(]8< — 45() + h)gh
= (N —2¢; — 360 — 7k — 5h)ap
2h—1

Use the simple fact (83)

ST 5o — Tk — 6h
= L\ N e s ks
2h—1
do
> 1-—
= E)( N—2q3—350—14M)
N 2ﬁ1 17% Since 2q5 + 360 + 14M < l
460 M
>1- .
§ o (99)
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THE FOURTH TERM. From the assumption 2¢, + 5g. < %, it is easy to know that ¢ +3d¢ < % Then,
we have

(V- qs)?,éofkfh o1 6o(M11 + Mi2)
(N = g5 + My + M)y N

(100)

THE FINAL RESULT. Combining the equations (97)—(100), we finally obtain that

Minor Terms > (97) - (98) - (99) - (100)
32MOM + 9M2 450M 450M 650(M11 + Mlg)

>1— - — -

= 5o N N N
. 32MoM +9M?  §(6Myy + 6Mio + 8M)

pr— _— 50 - N .

C.3 The Lower Bound of Major Term

(N —263) 55, - (N = 61)5, (N — 245 — 280 — Th — Th)g, - (N — 2q5 — 46 — 4k — 4h)s,
(N - q§)350 ’ (N —2q5 — 250)26
(N — 25 — 200 — Tk — Th)s, - (N — 2¢%5 — 480 — 4k — 4h)5,

Major Term =

_ 101
(N - 2(1{’; - 250)50 ! (N - 2(]8 - 450)50 ( )
% (N - 2q8)260 ) (N - 51)50 : (N - 2q8< - 250)(5(1 ’ (N - 2q8 - 460)50 (102)
(V- q§)350 (N —2¢5 - 250)25
THE LOWER BOUND OF (101). From the assumption 2g, + 5¢. < 2 , we know that 2¢j + 509 < —.
Then, it has
50—1 60—1
Tk +Th ) ( 4k + 4h )
101) = 1— - | x 1-— -
(101) E}( N —2qf — 250 — i JEIO N —2qg§ — 449 — j
do—1 do—1
14M M
(v ) < (052 50)
Pl N — 2% — 3do i N — 2} — 5do
Z(128M> (116M>
N N
4460 M
>1- . 1
> M (103)
THE LOWER BOUND OF (102).
(102) = (N =015, - (N — 2% —480)5, - (N —2¢3)s, - (N — 2g5 — 80)s,
(N = ag)35, (N — 2g5 — 30)s,
(N)(‘m( - 2q() — 50)50 > (N - 51)50 ) (‘\Y B QQS B 450)50 ) (N B 2(16)511
N qf)k)iso( - QO - 60)50 (N) ( - Qqé - 360)50 : (N - QS - 250)50
(N)so (N = 245 — do)a, (N =% = P)a, (104)
(N = 3)s(N = g5 —00)ay (N — 5 — %),
850 (QS + 70>
(105)

where we applied Lemma 8 with a = dp, b = ¢; +% 5, ¢ = qh, d = q5+00 and the assumption 2¢, +5¢. < 5
to obtain the last inequality.
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THE FINAL RESULT. From the equations (103) and (105), we finally obtain that

445,M 8% (QS + %‘))3

N N3 '
Now what’s left is to verify the inequality (104). Recall that dp = g — d2 — 61 and ¢§ = gp + d2 + 261,
hence we can know that % <g5 < %0 from the assumption % < @ < %. The left part holds
directly from the definition, and the right part can be obtained as follows.

4q5 < do

= 4(qp + 02+ 261) < ge — 62 — 61
= 4q, < ge — 5d2 — 901

Major Term > 1 —

].5 18 . ~ - 3¢ \ - 2¢
= 4‘]p§¢]e <1]\71/2]\f1/4> Since (>2:(\2+ j2+7‘2§\v\7/’3-0l:”l+'ﬁl§ ‘\%I//‘
— 3¢ < ¢ Since n > 32 implies that \,1‘72 + \'[\‘ < i}
Verifying (104). Our goal is to prove that

(N = 61)s, (N = 25 — 400)5 (N = 245)5, (N = % — )
(N)so (N = 2q5 — 300)50 (N — a5 —200)s, — (N — g — 2)s5,
N . . " . " N . 5 3
o [ U2 40)i-2a) ks S s
i=N—do+1 i(i = 245 — 300) (i — g5 — 200) =N 1T T T
For instead, we will prove that for each % <N —-06p+1<i<N,ithas
) . . ) . S g
(7’761)(7’72(10 7450)(7’72(]0) > L= q70 — 510 (106)
i(i = 2q5 — 300) (i — g5 — 200) — i—q5— 3
) ) . ) N S » . . g5 0
< (1 —01)(i — 2¢5 — 400) (7 — 2¢5) (z —qp — 20> > i(i — 2q5 — 300) (1 — q5 — 200) (z — 30 — 40>
— az-i*+ay-i*+ay-i+ag>0, (107)
3 3 ) ) ) .
where az = 150 — iqf; -6 > q;, Since dp > 4qf and §; < %
9, . 21 . 19 , 9 21
as = 5(g9)” — = (80)> + 5¢561 + 5500 + 50001 > —=(80)* > —6(d0)?,
2 4 2 2 4
a1 = —3(g5)° — 6(4§)"0 — 8(4§)* — 14ai 081 — 2(60)01 + a5 (o) + 3(60)
> —3(q5)” — 6(q5)?d0 — 8(g5)?01 — 1450001 — 2(89)?61
> —7(60)3, Since ¢f < (’f
ag > 0.
At last, we should verify that the equation (107) actually holds under the assumption 28(1‘\5,0)2 <g < %0.
a3-i3—|—a2-i2—|—a1 -1+ ag
> qp i3 —6(00)% - i% —7(80) - i+ ag
=i+ (g5 1 = 6(80)? i — 7(60)° ) + g
- * N2 2 3 y. N . T
>1-{qp- v 6(90)° - N —7(60)° ) + ao Since 5 <i < N
- * N2 2 1 N - N
214" - 7(d0)" - N | +ao Since §y < q. < 3
>0 Since ¢ > 28(39)* and ag > 0
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D Proof of Lemma 10

Proof. In this section, we will give the upper bound of each case of BadK;, where 1 <i < 9. At first, we
should restate the fact that Q7 = {(z®ko, y®k1®ks) : (z,y) € Qr} and Qp = {(u, vdk1) : (u,v) € Op}.
» The Upper Bound of Pr[K € BadK;].

It is easy to know that there are 2 subcases and we have Pr[K € BadKi] < >3, .., Pr[K € BadKy ],
where o

K € BadK,; < 3 (2',y) € O, 3 (u},v1), (ub, v5), (uy, v5) € Op
such that =’ = u} /\ vy = uj /\ (vh)e = uf
— 3 (x,y) € Qg,3 (u1,v1), (u2,v2), (u3,v3) € Qp
such that = & kg = uq /\ v D k1 = us /\ vy = uz P ko
K € BadK, » <= 3 (2/,¢') € Qp, 3 (v, v)), (uh, v3), (u3,v3) € Qp
such that y' = v} /\ (u))g = v} /\ uhy = vl
— 3 (2,y) € Qg,3 (u1,v1), (u2,v2), (u3,v3) € Qp
such that y ® ks = vy /\ UL D ko = vy /\ us = vy B kq

Since
Q Q Q Q < Yl 3
Pr[K € BadK, ] < 98] -| PEVJ pl- Q| ](VQ),
Q Q Q Q < Yl 3
Pr[K € BadK ] < 98] -| PEV:,)' pl- Q| ](V§),

then we have Pr[K € BadK;] < 2‘161577'1;’)3.

» The Upper Bound of Pr[K € BadK,].
Following the union bound, we can know that Pr[K € BadK,] < >, ;5 Pr[K € BadKj j|, where

K € BadKy; = ap > ]\[1/2,KeBadK22 = B> Nl/Q,KGBadKQ;g = 7> qu/z’
K € BadKyy <= a1 > op K € BadKos <= f1 > Lo

We will only give the details of lower-bounding Pr[K € BadKs 1], and the other cases are very similar.

KGBangl < Qo > N1/2

= {0, (@, 00), (uh, vh)) € Qp x Qp x Qp i 2l = Avf =up}| >

N1/2
— H((fflwl),(U1,U1),(u2,v2)) EQpXQpXQp:x1Bky=u Avy Dk = u2}|

‘]\/'1/27
Then, it is easy to know that

|QE| |QP| |QP| QE X dp X dp X N1/2 _ (Qp)2
N2 ge X N2 T ON3/2°

PI[K S BadI<27 ]

N1/2

Similarly, we can know that

PrIK ¢ BadKaal < 20 PriK € BadK (9p)*
I‘[ € ba 2’2] < 3/2, [ € ba 23] N3/Qa
[K € BadK, 4] N3/4 R [K € BadK, 5] N3/4

And we finally obtain that Pr[K € BadK,] < 3] 4 25
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» The Upper Bound of Pr[K € BadKj].
Following the union bound, we can know that Pr[K € BadKs] < 7, ;o Pr[K € BadKj ;], where

K € BadKs; <= U is not disjoint from <Q},(Q;D(XH))) :
52
K € BadK3» <= U is not disjoint from Q5 ' (Yp),
K € BadK33 <= U is not disjoint from Qp(Dx),
K € BadK3 4 < (QED(Q}(XH)))EB is not disjoint from Q5 ' (Yp),
K € BadK35; <— (Q’p(Q’P(XH)))69 is not disjoint from Q»(Dx),
K € BadK3s <= Q5 '(Yp) is not disjoint from Q(Dx),
K € BadK3; <= V is not disjoint from Q% (X/y),
K € BadK3s <= V is not disjoint from Q5" ((Q’Pfl(YB))es),
K € BadK39 <= V is not disjoint from (Q’Pfl(Dy))@,
K € BadKs 19 <= Ql(X1;) is not disjoint from Q'5 " ((Q’P_l(YB))®>,
K e BadK3711 < Q/E(X]]) is not diSjOint from (Q/P_l(DY))@’
K € BadK3 12 <= Q5! ((Q'Pfl(YB))GQ is not disjoint from (Q’Pfl(Dy))@.

We will only give the details of lower-bounding Pr[K € BadKj 1], and the other cases are very similar.
K € BadK3; = 3 (2/,y) € Q%, 3 (@, V), (u},v), (uy, vy) € Op
such that =’ = u} /\ V] = uj /\ (vh)e =0
— J(z,y) € Qg,3 (u,v), (u1,v1), (u2,v2) € Op

such that z ® kg = w1 /\ v1 B k1 = us /\ v =UD ko

It is easy to know that

3
Pr[K € BadKs ;] < qej(gg) . where j = 1,2,3,7,8,9.

2 4
Pr[K € BadKs] < (qe)N(qu) . where j = 4,5,6,10,11, 12.

Finally, we obtain that Pr[K € BadKj3] < qus;ép):s + 6(‘163591’)4.

» The Upper Bound of Pr[K € BadK4].
Following the union bound, we can know that Pr[K € BadKa] < 7, ;, Pr[K € BadKyj|, where

K € BadKy; <= [|C\ (Th1)s| > M11 <= |CN (T11)e| > M1,
KEBadK472 == |D\(Sll)@| > My <= |Dﬂ(5711)@| > M.

Recall that |C| = |D| = oy and [S11| = |[T11| = N — gp — 02, then it is easy to know

ICl - [(Ti)e|l 1  a1-(gp+d2) 1  gp+02
Pr[K € BadK < 2P PO
r[K € BadKy ;] < M, X N . X N N
|D| ) |(511)@| 1 Qg (Qp+52) 1 qp + 92
Pr[K € BadK < 2L WP o
K € Badys] < = e X g e N T N

Finally, we obtain that Pr[K € BadKy] < %.
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» The Upper Bound of Pr[K € BadKj].

|O|'\Dea|>< _aen 1 a1

1
PriK € BadKs] < =
i € BadKs| < = X = s

» The Upper Bound of Pr[K € BadKg].

Following the union bound, we can know that Pr[K € BadKe] < >, ;, Pr[K € BadKp j|, where

KGBadKG’l <~ ‘G\T12| > My <— |GQT712‘ >M12,

K € BadKeo <= [H\ (Si2)a| > M1z <= [HN(Si2)a| > Mia.

Recall that |G| = |H| = 1 and N — (g, + d2 + 2a1) < |S12| = [T12] < N — (¢p + 62 + 2011) + Mq1, then

it is easy to know

|G||T712| 1 _51'((];;4—(52-"-20[1) 1 _qp+52+2a1
Pr[K S BadKﬁyl] S TH X N = Nﬁl1/4 X N = W,
H| [(S12)el 1 _Bri(gp+d2+20) 1  gp+0+2m
PrlK € BadKg | < ol \W12)el o 2 1 _@p+ot2m
r[K € BadKg ] < Vi X 5 & X & i
Finally, we obtain that Pr[K € BadKg| < %.
» The Upper Bound of Pr[K € BadKjy].
Gl [Hg| 1 _Bi-B 1 B
PrlK e BadK7;] < —————— X — = ——— X — = .
K € Badke] < = = > 5 BN N

» The Upper Bound of Pr[K € BadKs].

Following the union bound, we can know that Pr[K € BadKs] < >, ;.4 Pr[K € BadKs j|, where

K € BadKg; <= |Xo\To| > My < |XoNTy| > My,

= [Xo\ (To)g| > My < |XoN (To)a| > Mo,
K € BadKs3 <= |Yp\So| > My < |YoN So| > Moy,

= Yo\ (So)e| > My <= [¥oN (So)a| > Mo.

K e BadK&Q

K e BangA

Recall that | Xo| = |Yo| = 0o and N — ¢ < |So| = |To| < N — ¢ + M11 + M2, then it is easy to know

|Xol-[To] = 1 _bo-q5 1 9%

Pr[K € BadKs,] < =0 1200 = < il G
[ 8,1] MO N N510/4 N N3/4
[ Xol - |To)e| 1 _do-g5 1 _ a5
PI'[K c Bang’Q] S TO X N S N‘sl()/4 X N = N3/47

< |Yol - [Sol 1 do - qo % 1 do

Pr[K € BadKg 3| < X — < N J
[ 8.3] A N & N N
Yol -[(S0)ol 1 _do-a5 1 _ 45
PI[K S BangA] < To X N < N510/4 x N N3/4°

Finally, we obtain that Pr[K € BadKg] < %‘54.
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» The Upper Bound of Pr[K € BadKy].
Following the union bound, we can know that Pr[K € BadKo] < >, ., ., Pr[K € BadKy j|, where

K € Bang,l — |X0 N YQ| > My,
K ¢ Bang,g <~ |(X0)@ ﬂi/ol > M.

Since
| Xo| - |Yo 1 do-00 1  do
PI‘[KGBangJ]STOXN—mXN—N3/4,
|(Xo)al-[Yo| = 1 000 1  do
PT[K S Bang)Q] S TO X N = N§10/4 X N = N3/47

then we obtain that Pr[K € BadKy] < %.
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