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Abstract

Routing protocol for Low power and lossy network (RPL) is a standardized optimal protocol
for routing in Internet of Things (IoT). The constrained wireless sensor network in IoT is
characterized by lack of processing speed, low power and low memory. Sometimes various
network attacks enabling the RPL network affect the network performance dismally. This leads
to drastic variation in energy consumption at nodes and disturb the RPL network protocol
structure. This leads to reduced processing speed and memory allocation in the network. We
first illustrate the attacks and their impact in RPL network by simulation. To detect such
attacks, we propose an Intrusion Detection System (IDS) scheme for RPL network based on
trust computation. Trust based Neighbor notification IDS (TN-IDS) is a secure hierarchical
distribution system which monitors the network intrusion and checks the performance of the
network. The new TN-IDS system will track all nodes in the network and identify the malicious
nodes. The activity list prepared by IDS indicates them to a sink node. This is achieved by
introducing a distributed leader election algorithm to collect metrics related to the RPL network.
Hence, the performance metrics of the RPL network together with TN-IDS module can identify
the malicious node and isolate them.

Keywords : IoT; RPL; DoS; blackhole; Topology attacks; sinkhole; IDS; wormhole;

1 Introduction

Routing protocol for low power and lossy network ( RPL) [1] is structured mainly for Internet
Protocol v6 for Low Power Wireless Personal Area Network (6LoWPAN) [2]. IoT network has
many advantages using 6LoWPAN network in terms of energy utilization, routing messages and
load balancing which provides good performance. Most of the smart grid applications will be
benefited through RPL protocol.

RPL protocol enables embedded real time data exchange applications like those used for
smart transportation, smart home and smart healthcare. This will help bring about drastic
changes to human lifestyle itself. With things around us changing to computers, security of
these embedded devices become highly significant. There are several real time data exchange
IoT applications which facilitate smart environments [3]. Hence, their security need urgent
priority. The security of RPL based 6LoWPAN network is a huge challenge due to the insecure
physical protection of the nodes in the network. Lack of centralized network management and
node co operation will affect data security in the entire work [4].
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Figure 1: 6LoWPAN Stack

For instance, a black hole attack manipulates the network performance directly and drops all
the packets. The 6LoWPAN network is an ideal option for node communication in a standard
topology through RPL. There have been various attempts to attack RPL. As a consequence of
attacks like blackhole, sinkhole, wormhole and denial of service (DoS), the power consumption
increases dramatically owing to the loss of routing paths and packet re-transmission.

TN-IDS is introduced for identifying the RPL attacks. In this process, trust based notification
will be passed on to sink process to perform the RPL attack identification. The trust notification
method easily tracks the identification and isolates the node from the network. Another feature
of the notification system based on the TN IDS is that it detects the neighbors’ routing paths
whether the nodes are following the RPL protocol indication. If the nodes are following
independent behavior not instructed by the neighbors, the neighbors will track the details and
inform the sink nodes.

The objectives of TN-IDS include: 1) Identification of multiple RPL attacks using Trust
based notification Intrusion Detection system. 2) Isolation of the attack node to improve the
power consumption of entire network. 3) Improved communication with other networks. 4)
Aggressive security which makes packet transmission smooth.

2 Literature Survey

Intruders attempt to enter closed networks bypassing various restrictions. The general strategy
to trap intruders is by the usage of Intrusion Detection Systems (IDS). The notion of IDS was
proposed initially in [5]. The application of IDS to computer network was first described in [6].

2.1 Existing work

Different types of IDS have been proposed. A relevant study of IDS is presented in [7]. The
two categories of IDS, as described in [8] are based on misuse data and anomaly data. In a
misuse-based IDS, the signatures and patterns of malicious activities is held in a database to
detect intrusions and well-known attacks. The anomaly-based systems create a normal data
pattern using data from normal users which is then compared against available data patterns
to detect anomalies, as and when they occur.

IoT security is reviewed comprehensively in [9]. IDS for IoT environment has been surveyed
in [10].A 6LoWPAN network enables communication on IoT applications over the IEEE 802.15.4
protocol. The Maximum Transfer Unit (MTU) of IEEE 802.15.4 standard follows the restricted
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data range. The data fragmentation during transmission and defragmentation at reception is
achieved at the network adaption layer. [20] The 6LoWPAN network involves wireless sensor
networks with IoT devices. The IoT applications face security issues at data transmission [31].

Several approaches to design IDS for IoT systems have been proposed which are based
on machine learning approaches, pattern detection or deep packet analysis, a specification
based system [11], an automata based intrusion detection method [12] and trust based intrusion
detection system for wireless sensor networks as in [13].

IDS generic to IoT environment has also been proposed. [18] proposes an IDS that can
identify various IoT devices on the network. The network activity is checked to determine if it
is malicious or benign. It can detect the device from which attack was deployed. [19] suggests
IDS to detect attacks under the four categories, namely, exploit, denial of service, probe and
generic. [20] proposes an IDS framework for IoT systems and its placement such that energy
consumption does not increase.

IDS specific to routing protocols has also been mentioned. There are IDS which detect
various attacks on RPL. [16] is a trust based IDS for RPL based IoT system. SVELTE [17],
Ebbits and INTI are IDS that detects several attacks on IoT network using RPL as the routing
protocol.

There are several research papers highlighting different attacks on RPL. A survey of attacks
on RPL is presented in [21, 22]. [23] proposes rank attack that affects the network topology in
RPL. Security threat analysis of all possible attacks on RPL is covered in [24]. This includes
possibilities of insider attacks but no details have been presented.

Elie Kfoury et al [28] proposed an IDS based on neural network, clustered the attacks
and identified the administrator at initial stage. This helped to reduce the risk in identifying
the attack in early stage and the node power consumption is reduced. The purpose of using
the RPL protocol is clearly described and the real time applications exhibit reduced power
consumption and maintain security. The requirements for the security will increase since most
of the applications are online and needs data protection from various threats. The proposed
system was constructed with machine learning and neural network. The trained self organizing
map monitors the network using learning method identifies the abnormal behavior of nodes.
The IDS identifies various network attacks like Hello Flood attack, Sink Hole attack and Version
attack.

Faiza Medjek et al. [16] feature the existing methods with lack of identity and security
mechanism against RPL. The aim of the paper is to identify the particular gaps related to the
node mobility, identity and organizing capacity .The author initiated the impact process with
Sybil Mobile attack with respect to load balancing, packet delivery and energy consumption.
The proposed system introduce the new IDS for RPL called trust based Intrusion Detection
System which is a distributed cooperative system. It is a hierarchical trust-based IDS which
detects the intrusion by malicious nodes and informs router node. The system is classified into
three modules which are identity module, mobility module and intrusion module. The system
introduces the timer and minor extensions to RPL message format to deal with the security,
identity and mobility of the assigned intrusions to the nodes. The IDS system is very expensive
with respect to the allocated resources.

The proposed IDS in R.Darwin et al. [29] identifies 6LoWPAN network security threats, both
within the same network and related network. The 6LoWPAN devices are most susceptible to
intruders due to weak character of devices and cannot sustain in wireless environment challenges.
IDS is required to screen the node movements and take an alert action against inconsistency. The
RPL network configuration values are analysed and changed at real time device integration and
provide the flexibility to update the control messages. Since the proposed method implements
the IDS on 6LoWPAN network, it is capable of monitoring the mote behavior and tracking the
movement through browser.

Anhtuan Le, Jonathan Leo et al. [30] proposed a RPL specification based semi auto profiling
technique that defines the network operations through simulation traces. The simulation traces
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help to track the node behaviors. The proposed identification process will contain the legitimate
protocol states with corresponding analysis. The implementation is based on cluster heads.
While executing the simulation, cluster head will monitor the whole network. To maintain the
resource management the proposed system sets the cluster member activities and sends packets
to neighbors. The transmissions are delayed by manipulating the sequence of sending RPL
control messages. These include DODAG Information Object (DIO) and DODAG Information
Solicitation (DIS). The simulation results reflect the successful accuracy rate in RPL attacks
detection. The overloading is reduced while enabling high scalability in the network.

The major contributions of this work in comparison with existing literature has been described
in Table 1. In this work, we present an IDS with blockchain as reference. A trust based approach
using distributed leader election algorithm has been used. The solution is adaptable to routing
protocols from multiple domains. Routing protocols are analyzed from an insider perspective
and various attack points are identified. The trust score stored in blockchain can further be
used to determine the device trustworthiness.

The proposed IDS is built for destination oriented routing protocols of IoT systems with
blockchain as reference. Our earlier work [36] presents the IDS conceptually. There is no other
work very closely related to this. Here, we simulate the system for RPL and capture results for
the same. Five attacks have been considered for the same.

Table 1: Comparison of our contribution against literature

Contribution Description
IDS with blockchain as reference [10], [12], [13], [14], [15], [17], [26],

[25], [27] are different types of IDS for
IoT systems but none use blockchain as
reference

Trust based approach using distributed
leader election algorithm

[14], [13] : trust based IDS for IoT.
[15] is a distributed trust based IDS but
none of them are based on distributed
leader election algorithm.

Applicability to various environments [18], [19], [20] are generic IDS
architecture for IoT.

Adaptability to routing protocols from
multiple domains

Nil

2.2 Security attacks on RPL

Sinkhole attack [32] threatens the wireless sensor network and causes the security issues. The
malicious node attracts the network traffic and forwards the fake routing path to the destination
node. This affects the computation time of node. The parent node is misguided by the path.
This increases the packet drops and power consumption.

Wormhole Attack [33, 34] is one of the severe security threats for real time applications.
Wormhole attack is a tunneling attack wherein two malicious nodes create an out-of-band tunnel.
The packets are captured from one end of communication, passed through the tunnel and
received at the other end of tunnel. The malicious node utilizes the power of legitimate node
for sending the packets through the tunnel to a long distance. The battery utilization power is
high and takes long time to deliver the packets.

In black hole attack, the attacker node creates a new RPL root and sends notification to
neighbor node to get the shortest path to the destination through itself. The attacker node
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advertises fake route path to the sender node in route finding process. The service of the
legitimate sink node is denied to genuine users. The routing process delays packet transmission.

Version attack misguides the tree topology. The attacker normally enters the network and
rebuilds the structure of the DODAG by advertising a fake version number. The fake routing
path misguides the source and the structure is rebuilt. This causes more power consumption and
computation. The version number and rank authentication integrated with control messages is
passed towards all neighbor nodes.

A Denial-of-service attack [35] is classified into various types. A typical scenario is the one
in which the attacker tries to capture the user authentication process. The attacker captures
authentication details by sending messages frequently. Once the request is validated, the
response will be provided from the source. The request cannot be validated one since it is from
an invalid address. The RPL network is affected severely though the limited set of procedure
to detect the threats. The Dos attack attracts resource position and makes it unavailable over
the network service.

3 Proposed Methodology

We propose the Trust based Neighbor notifications Intrusion Detection System (TN-IDS). It
maintains the list of nodes and its behavior. The trust calculation is taken from the node
behavior detected from the routing request assigned from source. The trust score is loaded to
the blockchain. The startup calculations are taken based on loading and configuration into the
network. The values are assigned into chain network. The specialization of the system is each
node considered as a monitor node. It interacts with neighbor nodes and evaluate the score
based on the node behavior. The characteristics of neighbor node is considered in terms of node
identity, packet transmission and routing details. The neighbor node cooperation details are
followed over the network and wrong route comes handy in detecting the malicious node. The
fake routing path as index can help find blackhole attackers.

The security system provides the neighborhood table which maintains the node power
consumption, node ID and neighbors in the network. The complete network system is interlinked
to other nodes to fulfill the trust based neighbor node notification process.

Considering the misbehavior of the nodes as an index, the attacker node can be identified.
The source to destination packet forwarding and receiving details will detect the blackhole
attack. The deviation of source to destination route path will detect the sinkhole attack. The
wormhole attack is difficult to find out when a neighbor node receives the irrelevant packet which
is not dependent on source and destination nodes as such movement is difficult to track. The
version attack is an integrity attack which damages the DODAG structure and increases the
computation time and power consumption. The neighbor nodes will receive the configuration
of monitoring architecture that will help to detect the version attack.

Each participating node acts as a monitor node and provides the communication reports to
neighbor nodes at specific intervals. The report contain the List of routes, packet drops, packet
sent, packet received, unknown address and neighbor nodes. The leader node is elected from
them based on the trust score. The node with least score in the report is isolated from the
network.

Every new report gives opportunity to elect a new leader based on trust score. The new
leader should inform neighbors about the current highest score in the network. The trust details
are updated in the block chain.

The process will start with leader node function which has got highest score on the report
and is elected as a leader in the system. The new election system will send updated report to all
neighbor nodes so that other nodes receive the neighbor details. The final part of trust details
are saved in the block chain. The block chain can be maintained by a consortium of network
managers. The analytics of blockchain will help provide valuable insight into communication.
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Figure 2: Algorithm for data collection
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4 Simulation and Results

4.1 Experiments

The simulation operation used Ubuntu Linux 14.04 with 6 GB RAM and VM workstation
combinations. The simulation is done using Java based simulator named Cooja in Contiki
operating system. Cooja is the network simulator for 6LoWPAN network IoT applications in
Contiki OS.

Rtmetric value is calculated for all nodes except sink nodes. The increment of Rtmetric
value shows the best neighbor nodes. The ETX value is assigned for best neighbor node. The
mentioned beacon interval will keep the network synchronization at default. The energy usage
and power consumption may be calculated as described below [17].

Energy Usage(mJ) = 0.158mA (Transmit Power) + 0.445mA ( Listen Power ) + 0.365 mA
(CPU Power) + 0.152 mA (LPM Power) * 3v /4096 * 8

Energy Power Consumption (mW) = Energy Usage (mJ)/Time (s)
The network node life time will calculated based on utilization of energy usage.
The attacks are executed through Cooja Contiki simulator and the transmission results are

obtained in Listen Duty Cycle, Transmit Duty Cycle. The transmission packet arrival at a
host is calculated through average inter packet, Minimum inter packet time and Maximum inter
packet time. The result is compared against legitimate users. Every metrics is evaluated to find
the correctness of the proposed IDS.

The system behavior in four cases of true positive (TP), true negative (TN), false positive
(FP) and false negative (FN) is calculated. The true positive rate (TPR) and false positive rate
(FPR) is determined. The malicious behavior is detected when the IDS system determines TP
and TPR. The false positive happens while the IDS miscalculates the legitimate behavior in the
network. False positive rate determines as the number times attack has detected as negative.
False negative determines that the attackers were countered as a trusted one.

Each attack is implemented by assigning a random node which can act as an attacker in the
attacker code. Overall three to four nodes are assigned as a sender node in every network and
one node as a sink node. The attack is initiated after 4 minutes of update to the routing table
in the network. Table 2 describes the simulation parameters.

Table 2: Comparison of our contribution against literature

Parameters Values
Simulation platform Contiki 2.7, Cooja
Number of sender nodes 6,5,8,5,7
Number of sink nodes 1
Traffic model Constant bit rate
Simulation run time 30 minutes

A network with single RPL instance is considered. The sender node send their data ,power
and routing path to the sink node in the execution scenarios with multiple sender nodes and a
sink. The collect view presents the combined data in graphical format within the specified time
interval.

7



Figure 3: Cooja Setup for Wormhole Attack

4.2 Results

The data obtained from execution of each scenario is described in this section.

4.2.1 Wormhole Attack:

The attacker creates tunnel between two malicious nodes. It attracts traffic.
The Instantaneous Power Consumption is calculated through multiple packet transmission

over assigned resource in the network.
The results of wormhole attack considered at two malicious nodes would be the same if

position of attacker nodes in different ends of network is changed.
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Figure 4: Wormhole attack results 1

Figure 5: Wormhole attack results 2

Figure 6: Wormhole attack instantaneous power consumption
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Figure 7: Wormhole attack battery indicator

4.2.2 Blackhole Attack

Blackhole attack denies service of the sink node to legitimate sender nodes. The malicious node
responds with fake route reply to the source node. This affects packet transmission and leads
to packet drop resulting in increase of the response time.

The process of Blackhole attack consumes more power and utilizes power from the legitimate
users on the network.
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Figure 8: Cooja Setup for Blackhole attack

Figure 9: Blackhole attack result 1
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Figure 10: Blackhole attack result 2

Figure 11: Blackhole attack result 2

Figure 12: Blackhole attack result 2

Figure 13: Blackhole attack result 2
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Figure 14: Cooja Setup for DOS attack

4.2.3 DoS Attack

In network computing, denial of service attack is a familiar one. The real time applications are
the usual targets. Through this attack, the attacker disables the network resource established
through the Internet connectivity and being used by nodes in the network.

The DoS attacker sends multiple messages requesting the authentic control on unknown
host. The results of simulation indicates clearly that the power consumption of the network is
increased.
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Figure 15: DoS attack result 1

Figure 16: DoS attack result 2

Figure 17: DoS attack average power consumption
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Figure 18: DoS attack battery indicator

Figure 19: DoS attack battery indicator

4.2.4 Sinkhole Attack

In this attack, the attacker attracts traffic in RPL network with respect to the sender nodes.
The attacker node drops the packet instead of transmitting.

The sinkhole attack sends the fake route request in finding the route process of the network.
Once the fake node request is established, the data packets from the source will be dropped.
The sink hole attack utilizes most of the powers from legitimate users.
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Figure 20: Cooja setup for sinkhole attack

Figure 21: Sinkhole attack result 1
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Figure 22: Sinkhole attack result 2

Figure 23: Sinkhole attack average power consumption

Figure 24: Sinkhole attack battery indicator
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Figure 25: Cooja setup for version attack

4.2.5 Version Attack:

The version number attack is an attack on integrity of RPL based network which misuses
the RPL features. The attacker node increments the version number in DIS messages that
manipulates the order of neighbor nodes. The idea behind the ordering neighbor node is creating
fake routing table and spoiling the network configuration.

The IDS algorithm collects data from the network and the isolation policy arrests the
malicious node from further transmission. The result of version number attack related to CPM
power, LPM power, Listen power, Transmit power and Average Packet transmission time are
shown in figures 28, 29, 30.

The consumption of power increases in version number attack because of the fake routing
table and large number of messages being sent. The packet transmission will consume more
power.
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Figure 26: Version attack result 1

Figure 27: Version attack result 2

Figure 28: Version attack instantaneous power consumption
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Figure 29: Version attack average power

Figure 30: Version attack radio duty cycle

4.3 Analysis

The packets for various attack scenarios were captured and analysed in Wireshark. The average
packet delay was calculated at frame level. It was found that the system does not show any
degradation in performance, as shown in Fig. 31. The proposed work is also compared against
few of the solutions in literature. The comparison is done for each attack.

Figure 31: Number of attackers versus average packet delay
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Table 3: Comparison of our contribution against literature

Approach Existing Approach and
Result

Proposed Approach
and Result

Sink Hole Attack - [37] Memory and Network
Overhead Created ,
MiniRoute Protocol,
Node Impersonation

Implementing RPL
protocol, High
Throughput Level,
Network Overload

Packet Drop Reduced.
Dos Attack [38] Light weight loaded

attack, Dummy Packet
Sent ,High Computation
time , Packet Drop

Network Resource
availability, Traffic free
network with RPL
routing implementation,
Successful packet transfer.

Version Number Attack
[39]

Low Network Control
Overhead ,High Energy
Consumption and channel
availability issues, IETF
based RPL Routing
protocol

RPL based routing
protocol control the
overhead, Distributed
control architecture, Low
power consumption.

Wormhole Attack - [40] Periodic protocol
Implementation
,Centralized Monitoring
,Poor countermeasures

Restricted the illusion
path, clear routing table
mechanism, Improved
data driver rate.

Black Hole Attack – [41] Implementing AODV
routing protocol,
Decreasing packet
delivery ratio, throughput
and Packet dropped

Implementing RPL
routing protocol,
Increasing Packet
delivery ratio with
high throughput and low
packet drop rate.

5 Conclusion

An analysis of proposed trust based IDS in constrained network is done. The TN-IDS system
utilizes blockchain values to generate the trust report. The trust values are loaded into blockchain.
It is maintained by group of network managers. In this paper, five signifaicant RPL attacks
which affect 6LoWPAN network communication is discussed. The proposed work will isolate
the malicious node and restrict it from transmitting packets. The proposed system can identify
unpredicted threats through DoS attack detection system. The success of TN- IDS system is
that it consumes less power and has less computation time. The solution is validated for a system
with single RPL instance. The future IoT systems cannot be brought under single centralized
intruion detection or surveillance system. Hence, IDS proposed here is ideal for scenarios with
multiple cooperating networks.
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