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Abstract. The boomerang and rectangle attacks are adaptions of differential crypt-
analysis in which the attacker divides a block cipher F into two sub-ciphers, i.e.,
E = E; o Ey, to construct a distinguisher for E with probability p?¢® by concatenat-
ing two short differential trails for £y and E; with probability p and g respectively.
According to the previous research the dependency between these two differential
characteristics have a great impact on the probability of boomerang and rectangle
distinguishers. Dunkelman et al. proposed the sandwich attack to formalise such
dependency that regards E as three parts, i.e., £ = F1 o E,, o Ey, where E,, contains
the dependency between two differential trails, satisfying some differential propaga-
tion with probability r. Accordingly, the entire probability is p?¢*r. Recently, Song
et al. have proposed a general framework to identify the actual boundaries of E,,
and systematically evaluate the probability of F,, with any number of rounds, and
applied their method to improve the best boomerang distinguishers of SKINNY. In this
paper, using a more advanced method to search for boomerang distinguishers, we
show that the best previous boomerang distinguishers for SKINNY can be significantly
improved. Given that SKINNY is a very important lightweight tweakable block cipher
which is a basic module of many candidates of the Lightweight Cryptography (LWC)
standardization project by NIST, and rectangle attack is one of the most efficient
attacks on reduced-round of this cipher, using our boomerang distinguishers we
improve the related tweakey rectangle attack on SKINNY to investigate the security
of this cipher more accurately. CRAFT is another light weight tweakable block cipher
for which we provide the security analysis against rectangle attack for the first time.
Following the previous research regarding evaluation of switching in multiple rounds
of boomerang distinguishers, we also introduce new tools called Double Boomerang
Connectivity Table (DBCT), BDT* and DBT* to evaluate the boomerang switch through
the multiple rounds more accurately. Using these new tools we provide theoretical
proofs for our boomerang distinguishers for CRAFT and SKINNY.

Keywords: Lightweight block cipher - boomerang - rectangle - BCT - tweakable cipher
- SKINNY - CRAFT

1 Introduction

The security of the Internet of Things (IoT) and other constrained environment such
as RFID systems is an emerging concern which may not be possible to address using
conventional solutions. To address this concern many solutions and primitives have been
proposed by the designers so far. In this direction, The lightweight cryptography (LWC)
competition of the National Institute of Standards and Technology (NIST) was started
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with the aim of standardization for such constrained environments and the first and the
rounds candidates have been announced on April and September 2019, respectively. While
NIST-LWC aims to standardize lightweight Authenticated Encryption with Associated
Data and Hash functions, during last decade researchers have done an extensive efforts
to provide a strong foundation for lightweight block ciphers and as the results dozen of
elegant lightweight block ciphers has been design, to just name some, CRAFT [BLMR19],
SKINNY [BJK*16a], PRESENT [BKL'07], MIBS [ISSK09], SIMON [BSS*15], SPECK [BSST15],
MIDORI [BBI'15], PRINTcipher [KLPR10], PRINCE [BCG'12] and GIFT [BPPT17].

SKINNY [BJK T 16a] is a family of lightweight tweakable block ciphers using a substitution
permutation network (SPN) structure. It has received a great deal of cryptanalytic
attention following its elegant structure and efficiency. It also uses as the underlying block
cipher of three submissions to the lightweight cryptography competition held by NIST,
including SKINNY-AEAD [BJK™20], ForkAE [ALP'19], and Romulus [IKMP20]. On the
other hands, many advances have been recently proposed for both distinguisher phase
[BC18,CHPT18,SQH19, WP19], and key recovery phase [ZDM™20] of boomerang attack
which is one of the most efficient attacks on reduced SKINNY. Therefore reevaluating the
security of SKINNY against the boomerang attack is necessary. In this paper, using a better
way to search for boomerang distinguishers of SKINNY in which switching, and clustering
effects are considered, we improve the boomerang distinguishers of SKINNY [SQH19] under
the related-tweak setting.

CRAFT is among the recent block ciphers, proposed at FSE 2019 by Beierle et al.. It
is a tweakable lightweight block cipher (A tweakable block cipher maps a n-bit plaintext
to a m-bit ciphertext using a k-bit secret key and a ¢-bit tweak). Besides the designers’
extensive security analysis, independent researchers also analyzed the security of the cipher
against various attacks. More precisely, Hadipour et al. ¢ [HSNT19] extended the designers’
security analysis and provided more efficient distinguishers based on differential, zero
correlation and integral based attacks. Moghaddam and Ahmadian [MA19] evaluated the
security of this cipher against truncated differential cryptanalysis. Although the designers
have not had any security claim against related-key attacks and even presented a full round
deterministic related key distinguisher for the cipher, ElSheikh et al. [EY19] also presented
new distinguishers for CRAFT in this mode and also extended it to full round key recovery
attack. However, to the best of our knowledge, there is no publicly reported security
evaluation of CRAFT against boomerang attacks. Hence, we are motivated to present the
first security analysis of this cipher against the boomerang attack.

Our contribution

Applying a better strategy to search for boomerang distinguishers, we significantly improve
the best published boomerang distinguishers of SKINNY-n-2n and SKINNY-n-3n [LGS17,
SQH19] for n € {64, 128}. For instance, while the best published boomerang distinguisher
for 18 rounds of SKINNY-128-256 [LGS17,SQH19], has probability 2=77-83 we have provided
a new boomerang distinguisher covering the same number of rounds of this variant of
SKINNY with probability 274%-77. Besides, our boomerang distinguishers for SKINNY-128-256
cover up to 21 rounds of this variant of SKINNY, whereas the best previous boomerang
distinguisher for SKINNY-128-256 cover up to 19 rounds of this cipher [LGS17,SQH19]*.
Hence, we improve the boomerang distinguisher of SKINNY-128-256 by two rounds in this
paper. As another example, while the best boomerang distinguisher for SKINNY-128-384 so
far covers up to 24 rounds of this variant with probability 2719786 [LGS17, SQH19]?, we
introduce a new boomerang dsitinguisher for the same number of rounds of SKINNY-128-384

1The best previous boomerang distinguisher for SKINNY-128-256, is an 18-round distinguisher proposed
in [LGS17,SQH19], which can be extended up to 19 rounds with probability 279753,

2The best previous boomerang distinguisher for SKINNY-128-384 is a 22-round distinguisher proposed
in [LGS17,SQH19], which can be extended up to 24 rounds with probability 2~107-86,



with probability 278739, In addition, we introduce a 25-round boomerang distinguisher
for SKINNY-128-384 which improves the best previous boomerang distinguisher of this
variant by one round. We also improved the boomerang distinguishers of SKINNY-64-
128 and SKINNY-64-192 by one round. To the best of our knowledge, our boomerang
distinguishers for SKINNY-n-2n and SKINNY-n-3n when n € {64, 128}, are the best related
tweakey distinguishers so far for these variants of SKINNY in terms of number of rounds.
Table 6 summarizes our results for boomerang distinguishers of SKINNY.

In order to show the usefulness of our strategy to search for boomerang distinguishers,
we applied our search algorithm on CRAFT and provide boomerang distinguishers for CRAFT
for the first time. Interestingly, our finding shows that the boomerang attack is very
promising on reduced CRAFT compared to other statistical attacks such as differential
cryptanalysis, especially if we aim to provide a practical attack. For instance, while the
probability of the best previously known distinguisher for 11 rounds of the cipher is 27479,
we present a boomerang distinguisher for the same number of rounds with the probability
of 272490 which is much higher and can be easily verified by an ordinary personal computer.
for CRAFT It is clear that CRAFT has a strong boomerang effect in smaller number of rounds.
As another example, while the best previous distinguisher for 9 rounds of the cipher in
single tweak mode has the probability of 2740-20 the boomerang distinguisher for the same
number for rounds has the probability of 271476,

In addition, we have introduced some new tools to formulate the dependency between
upper and lower differential trails of boomerang distinguishers, including DBCT, DBT* and
BDT*. Using these new tools we have provided theoretical proofs for the middle part of our
distinguishers as well.

Outline.

The rest of the paper is organized as follows: in Section 2, we present the required
preliminaries for boomerang and rectangle attacks. In Section 3 we discuss about our
strategy to search for boomerang distinguishers. Section 4 is dedicated to a new concept
for boomerang property of an S-box and we also introduce a 7-round distinguisher for
CRAFT which is used in Section 5 to attacks various rounds of CRAFT. Section 5 also
provides valid samples of boomerang distinguishers. In Section 6, after giving a brief
description of SKINNY, we introduce new boomerang distinguisher for SKINNY-n-2n and
SKINNY-n-2n.Finally, we conclude the paper in Section 7.

2 Preliminaries

In this section we briefly review the boomerang attack.

2.1 Boomerang Attack and Sandwich Attack

The boomerang attack, proposed by David Wagner [Wag99], treats a block cipher E as
the composition of two sub-ciphers Ey and F4, for which there exist short differentials
A; — Ay and V4 — V3 of probabilities p and g respectively. The two differentials are
then combined in a chosen plaintext and ciphertext attack setting to construct a long
boomerang distinguisher, as shown in Figure 1.

Let E(P) and E~!(C) denote the encryption of P and the decryption of C, respectively.
Then the boomerang framework works as follows.

e Repeat the following steps many times.

1. P < random() and Py + Py ® A;.
2. Cl — E(Pl) and CQ — E(Pz)
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Figure 1: Basic boomerang attack

3. C3+ C1®dVzand Cy <+ Cy & V3.
4. Pj (—E71(03) and Py (—E71(04).
5. Check if P3 D P4 = Al.

In the last step, if P3 ® Py = A; holds, then a right quartet (Py, Py, P3, Py) is found
such that P, & P, = Ps@ Py = A1 and C1 6 C3 = Cy® Cy = V3. Let’s depict the following
event by eq 5.5/

(r1 @2 =0a) A (21 D3 =B)A(x2 Dy =),
and eq, eg, eg, depict the events x1 @ xo = o, 1 & 23 = 5, and zo & x4 = [, respectively.

The probability of P; & P, = A1, in the above experiment, is obtained as follows:

Pr(Py® Py=A1) = Y Pr(Ps® Py = Aileasp) Prieass).
a,B,B’

Note that, if the event ey g g/, occurs, then o' = z3 P zqs = a® S & f'. If three
conditions e, eg, and egs, are independent, then:
) Byl Eo B! Bt
Pr(Ps®Py=A1) = Y Pr(a/ == Ay).Pr(A; =% @).Pr(Vs —— B).Pr(Vs —— ')
a,B,B’

> 3T Pr(A; 2 a)2 Pr(Vs Zs B)?
B

— (Z Pr(A; 2% a)2> : ZPr(ﬂ B v,)?
o B

Z PI‘(Al i A2)2. PI‘(VQ ﬂ) V3)2 = p2'q2.

Therefore, p?.q2, is a lower bound for the probability of generating a right quartet.

In practical cases, the two differentials or differential trails of a boomerang distinguisher
are not independent and the dependency between them can not be neglected as studied
in [Murll, BK09]. In order to handle the dependency, Dunkelman et al. proposed the
sandwich attack [DKS10,DKS14]. As shown in Figure 2, the sandwich attack regards E as
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Figure 2: Sandwich attack

the composition of three sub-ciphers Ey, E,, and E;, where the middle part E,, specifically
handles the dependency and contains a relatively small number of rounds. Let r be the
probability of generating a right quartet for E,,, when its input and output differences are
fixed differences Ao, and V3, respectively, i.e.:

r=Pr (E;f(Em(:vl) ®V3)® E;zl(Em(l'Q) @& V3)=Aglz; Bay = Ag) ,

and the probability of the differential trail over £y and E; be p and q respectively. For
the probability of the whole boomerang distinguisher we have:

Pr (P3 &P, = Al) = Z PI‘(P3 @ Py = A1|ea,a/’5,3/). Pr(ea’a/’g’gr)
a,a 3,8

3" PPy ® Py = Atlea,w ) Prlealea, es ep). Pr(ea, cp e0),
a,a’ 3,6’

where e, o/ ,5/, occurs, when the following condition is satisfied:

(#1@zo=0)AN (1 ®ys=B)A (Y2 ®ys = B') A (3B x4 =),

and events 1 @z =, y1 Dys = 5, y2a D ys = f', and x5 ® x4 = ¢, are depicted by
€, €8, eg, and ey, respectively. It is supposed that e, eg, and egs, are three independent
events, and Pr(eqy |eq,eg,ep) = r, when oo = o’/ = Ay, and § = 3’ = V3. Therefore, the
following inequalities will be hold:

-1 —1
ST Pr(Ar 2 /). Pr(Ar 2 6). Prlewlea, 5, e4). Pr(Vy = B). Pr(Vy = §')
a,a’ 3,8’
> ZPr(Al Lo, a)?. Pr(eq|ea, ep, e5). Pr(B LN V4)?
o,

> (Pr(A1 Lo, A2)>2 T (Pr(Vg LN V4)>2 =p?r.q?.

Therefore, p?.q°.r, is a lower bound for the probability of the whole boomerang distin-
guisher.



2.2 BCT Framework

The boomerang connectivity table (BCT) was introduced by Cid et al. in [CHP'18] to
evaluate r theoretically when F,, is composed of a single S-box layer. Later, the BCT is
extended and used to calculate r for E,, with multiple layers [SQH19, WP19]. Here, we
recall some important tables of S-boxes and relevant definitions which play a core role
when calculating the probability of boomerang distinguishers.

The differences of an S-box in the boomerang distinguisher are shown in Figure 3.
Alternatively, we use arrows with superscripts to denote the relationship between differences.
The difference distribution table (DDT) and the BCT are two basic tables of the S-box.

Al DDT AZ

Vl DDT VZ

Figure 3: Differences of an S-box on four facets

Definition 1 (Difference Distribution Table). Let S be a function from F3 to F5. The
difference distribution table (DDT) is a two-dimensional table defined by

DDT(A1,As) = #{x € F5 : S(z) ® S(z ® A1) = As}, where Ay, Ay € F5.

Definition 2 (Boomerang Connectivity Table [CHPT18]). Let S be a permutation of F%.
The boomerang connectivity table (BCT) of S is a two-dimensional table defined by

BCT(A1,Vy) = #{z € F5 : S7H(S(2)®V2)®S 1 (S(2®A)®Vs) = A1}, where Ay, Vy € FY.

Let Xppr(A1, As) and Vppr(Ag, Ag) denote the sets of valid inputs and outputs of
differential A; — Ay respectively. Namely,

XDDT(A17A2) £ {JZ € Fg : S(J?) () S(.’I} D Al) = Ag},
yDDT(Al,AQ) £ {S(x) S ]Fg X e FS,S(%) D S(I’ D Al) = AQ}
Then BCT can be calculated with Appr or Vppr, as studied in [BC18,SQH19]. That is

BCT(A1,Va) = > #(&or(V1, Va) N (Xopr(V1, V) & Av))
Vi

= Z F#(Voor (A1, A2) N (Vopr(A1, Ag) & V3)), (1)

Ao

where Ay and Vg are called crossing differences [SQH19]. As can be seen, whether the
intersection of XDDT(vla VQ) and .X‘D])T(vl7 VQ)@Al (resp. yDDT(Ah AQ) and yDDT(Ah Ag)@
V2) is empty or not depends on the crossing difference Ay (resp. Va2). In particular, if the
crossing difference Ay (resp. Va) for an S-box is random and uniformly distributed, the
probability that the boomerang returns for this S-box is exactly Y ¢ (DDT(V1, Vy)/2")?
(resp. YA, (DDT(Ay, Ag)/2™)?), which is the identical to the probability calculation of
classical boomerang distinguisher.

To help calculate the probability of E,, with multiple rounds, two more tables were
introduced in the literature.



Definition 3 (Difference Boomerang Table® [WP19]). Let S be a permutation of F.

boomerang difference table (DBT) of S is a three-dimensional table defined by

DBT(A, Ay, Vo) 2 #{x € Fy : ST (S(z) @ V) @ S™HS(z @A) @ Vi) = Ay,
S(x) S5 S(l’ S¥) Al) = AQ} where Al, AQ,VQ S Fg

Definition 4 (Boomerang Difference Table [SQH19]). Let S be a permutation of F3.

boomerang difference table (BDT) of S is a three-dimensional table defined by

BDT(A1,V, Vi) 2 #{z cFY: S7HS(2) © V) @ S H(S(x @ A1) & Vi) = Ay,
z® S_l(S(sc) ® Va) =V} where Ay, V,y,Vy € F.

The

The

Based on the previous works, a new table of S-box will be proposed in the next section

and used to calculate r for boomerang distinguishers of CRAFT, and SKINNY.

3 Our Strategy to Search for Boomerang Distinguishers

We use a heuristic approach to find a boomerang distinguisher which can be divided into

the following steps:

1. The first step is searching for truncated differential characteristic with the minimum

number of active Sboxes taking into account the switching effect in multiple rounds.
For this step we borrow the idea of MILP-based automated search method for
truncated differential characteristic proposed in [CHP17], which takes into account
the ladder switch effect in two middle rounds of boomerang distinguisher. However
we change it a little to consider the switch effect in more than two rounds. We also
use a weighted objective function in our model to obtain a boomerang distinguisher
with higher probability.

Suppose that we are looking for a boomerang distinguisher covering rg + 7., + 71
rounds as illustrated in Figure 4. Firstly, we generate word-oriented MILP model
consisting of constraints corresponding to truncated differential characteristics for
the first ro + r,,, and last r1 + r,,, rounds based on the independent binary variables
respectively. Let wg,...,u;—1 denote the activity of Sboxes in last r,, rounds of first
ro + 7, rounds and g, ..., l;—1 denote the activity of Sboxes in first r,, rounds out
of last r,, + r1 rounds, such that u; and [; corresponds to the same Sbox for all
0 <i<t—1. In order to model the switching effect in r-round middle part, which
is highlighted in green in Figure 4, we introduce ¢ new binary variables sq,...,s¢t—1
such that for all 0 <i <t —1:

u;—8; 20, l;—8;2>20, —u;—1I;+s >~—1

In other words s; = 1 if and only of both x; and y; are 1, i.e. the Sbox corresponding
to u; and [; is active in both first r¢o + 7, and last ry + r,, rounds. Let binary
variables dg, . .., @m_1 and lo, ..., 1,1 denote the activity of Sboxes in the first g
and last ry rounds respectively. Assuming that wg,w; and w are positive integer

numbers, the objective is minimizing the following expression:
m—1 t—1 n—1
Z wo.U; + Zw.sj + Z wi ..
i=0 Jj=0 k=0
Given that the terms @ = Z;’;Bl wy.U; and [ = Zz;é wl.l~k are equally more effective

than s = Z;;é w.s; in probability of the boomerang distinguisher, wg,w; and w,
are chosen such that wg = wy; > w.

3In [WP19], this table is called BDT.
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Figure 4: Main parameters of our word-oriented MILP tool to find boomerang distinguishers

2. Let Eo and El denote the first 7y and last r; rounds respectively. At the second step,
based on the discovered truncated differential characteristics corresponding to the Ey
and F4, we look for the best actual differential trails satisfying the given active-cell
positions for these parts which form upper and lower differential paths of boomerang
distinguisher respectively. This is done using the separate bit-oriented MILP/SAT
models for EO and El; Then, by fixing the input and output differences of actual
differential paths for Ey and E;, and taking into account the clustering effect, we
compute the differential effects for Fy and E7, which are represented by p and ¢
respectively. Note that, there might not exist an actual differential characteristic
corresponding to a discovered truncated differential characteristics. If so, we go to
the first step and repeat the process by a new truncated differential characteristic.

3. Although the ladder switch effect is considered to obtain the upper and lower dif-
ferential paths in our method, they are obtained using independent bit-oriented
MILP/SAT models at step 2. Hence the upper and lower differential paths in a dis-
covered boomerang distinguihser might be incompatible [Murl1]. The compatibility
of the upper and lower differential paths in a discovered boomerang distinguisher is
checked by experimentally evaluating the probability of the r-round middle part at
this step. Assume that Ay and Vg are the output and input differences of upper and
lower differential paths respectively, and F,, denotes the middle r,, rounds. In order
to check the compatibility of the upper and lower differential paths we experimentally
evaluate the following probability:

r=Pr (E;I(Em(xl) ©® V,?,) ©® E;I(Em(xg) D V3) = A2|.’E1 D xo = Ag) y
and go to the next step if r > 0. Otherwise, we go to the first step.

4. In order to correctly evaluate the size of E,,, where there exists a dependency between
the upper and lower differential paths, we use the algorithm proposed by Song et
al. in [SQH19] at this step. If this is done the formula p?q?r (where p and ¢ are
the probabilities of EO and El respectively) will be a good estimate. Accordingly,
additional rounds are added to E,, as long as the probability of the new FE,, is higher
than what is estimated by p?¢3r.

5. If the size of E,, is changed at the previous step, we compute the probabilities
p and ¢ corresponding to new Fjy and Ej respectively taking the clustering effect
into account. Besides, using the BCT framework we provide a theoretical proof for
the probability r, corresponding to the middle part E,, when it is possible from
the computational complexity point of view. Finally, using the formula p?¢?r, we
compute the probability of the boomerang distinguisher.



4 New Tools for Modeling the Dependency in Boomerang
Distinguishers

In this section, we introduce for S-boxes some new tables which can be used to model the
dependency between upper and lower differential paths in boomerang distinguishers. When
constructing boomerang distinguishers of SPN ciphers, there may exist two S-boxes in a
row (in two rounds) which are active in both trails of the boomerang. Figure 5 (middle)
shows the differences of such two S-boxes, where ‘*x’ stands for any possible difference, Ay
and V3 are known.

A 1 DDT A 5 A 1 DDT * A 1 DDT *
DDT DDT V DDT
* Vs * Vs 2 V3

Figure 5: Differences of DBCT" (left), DBCT (middle) and DBCT™ (right)

At first glance, we could build a two-dimensional table to record the number of values
making the boomerang return for these two S-boxes. However, between two rounds usually,
there is an operation of adding key material. Even though the key addition does not affect
the differences before or after, but it is unknown and prevents us from building a table in
the way that DDT and BCT are generated. However, in the case where the random subkey
assumption holds, such a table can be built, as shown in algorithm 1. For convenience, we
call this table double boomerang connectivity table (DBCT).

Algorithm 1: Building DBCT
Input: S-box S
1 Initialize an empty table DBCT with 2™ x 2™ entries;
2 for Ay =0—2"—-1do
for V3=0—2"—-1do
num = 0;
for A=0—2"—-1do
if DDT(A1,A) > 0 and BCT(A, V3) > 0 then
for V=0—2"-1do
Vovr = Yoor(A1, A) N (Vopr (A1, A) © V);
if Yipr # 0 then

10 ‘ num +=DDT(A;, A) - BDT(A, V3, V) - %;

© o N o oA W

11 end

12 end

13 end

14 end

15 DBCT(A1, V3) = num;
16 end

17 end

Note that, if Vppr forms an affine subspace, then the line 10 of algorithm 1 becomes
num += DDT(A,A) - BDT(A, V3, V) as Vppr(A1, A) equals Vppr(A1, A) & V when their
intersection is not empty. Recall that a mapping is planar if the Appr and Yppr of all its
differentials form affine subspaces [DR07]. Particularly, S-boxes which only have nonzero
DDT entries 2 and 4 are planar. Therefore, the S-box of CRAFT is planar, and each entry of
its DBCT is an integer ranging from 0 to 22".



Table 1: Summary of our results and the other known attacks on CRAFT. In this table, the attacks
on single tweak mode, related tweak mode and related key mode are respectively denoted by
ST , RT and RK and RT; denotes RT mode that is started with T'K;. Moreover, boomerang,
differential effect, truncated differential, linear hull, impossible differential, integral, and zero-
correlation cryptanalysis are respectively denoted by B, D, T D, LH, ID, INT and ZC. For
example, RT1-D denotes differential effect of CRAFT in related tweak mode, starting with T K1
and ST — ID denoted impossible differential cryptanalysis in single tweak mode.

Attack | # Rounds | Probability | Reference
10 26261 [BLMR19]
9 2740.20
10 2744.89
ST-D 11 24979 [HSN*19)
12 2—54.48
13 2—59.13
14 2763.80
ST-TD 12 2736 [MA19]
ST-LH 14 2-62.12
ST-1D 13 -
ST-INT 13 - [BLMR19]
ST-ZC 13 -
6 1
7 24
8 2-8
9 9—14.76
ST-B 10 9—19.83 Section 5
11 2724.90
12 2734.89
13 2—44.89
14 2—58.30
RTy-D 15 2-55-14
—57.18
g%-g }g 3760‘1 4 [BLMR19]
RT5-D 16 2755.14
RT-ZC 14 - HSN*19
RT-INT 14 - HSN*+19
RK-D 32 232 [EY19]

Additionally, we introduce two variants of DBCT, i.e., DBCT™ and DBCT ' as shown in Fig-
ure 5, where the differential of one S-box is fixed. Moreover, DBCT™ (A, Ay, V3),DBCT(Ay,
Vs, V3) can be precomputed by adapting algorithm 1, as shown in algorithm 2 and algo-
rithm 3 in the appendix.

5 Boomerang Distinguishers for Reduced Rounds CRAFT

In this section, after giving a brief description of CRAFT, we introduce boomerang distin-
guishers for reduced rounds CRAFT covering up to 14 rounds of this cipher. The proposed
distinguishers for our 9-/10-/11-/12-/13-/14-round boomerang distinguishers are based on
the described FE,, in Subsection 5.6. For other rounds, we present dedicated distinguishers,
to maximize the success probabilities. Table 1 summarizes our results on boomerang
distinguishers of CRAFT.
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Table 2: Notations for CRAFT.

Symbol Meaning

@ XOR operation.

I Concatenation of bits.

modulo operation.

The 64-bit tweak input.

The 128-bit master key.

TK; The main tweaks that are made based on the T and K (i = 0,1,2, 3).

SSESES;

TKy, The 64-bit round tweakey which is used in round R; (i = 0,...,31) and
T K}y ,[j] represents the j-th cell (j =0,...,15) of TKy,,.

X; The internal state before the Mix-Columns (MC) at round R; (i =
0,...,31) and X;[j] represents the j-th cell (j =0,...,15) of X*.

Y; The internal state before the PermuteNibbles (PN) at round R; (i =
0,...,31) and Y;[j] represents the j-th cell (j =0,...,15) of ;.

Z; The internal state before the S-boxes (SB) at round R; (i =0,...,31)
and Z;[j] represents the j-th cell (j =0,...,15) of Z,.

A The forward difference.

v The backward difference.

AS The forward difference at state S.

vS The backward difference at state S.

Y Hexadecimal representation of arbitrary value Y € F3, where we are

using typewriter style.

5.1 Notations

Table 2 briefly describes the notations we use through this section.

5.2 A Brief Description of CRAFT

CRAFT is a lightweight tweakable block cipher which has been introduced in FSE 2018
by Beierle et al. [BLMR19], its round function is composed of involutory building
blocks. This block cipher supports 64-bit message, 128-bit key and 64-bit tweak and its
round function is composed of involutory building blocks. The input 64-bit plaintext

m = monlH R Hm14||m15 is used to initiate a 4 x 4 internal state IS = I()Hlln ce ||Il4||115
as follows:
Iy I I I3 mg M1 M2 M3
1S — Iy Is Is Iz | _ [ ma ms me mz
Is Iy Iip In mg Mg Mg M1l
I ©Lis Ly Iis mi2 M3 Mg Mis

where I;,m; € Fi. The internal state is then going through 32 rounds R;,i € 0,--- , 31,
to generate a 64-bit ciphertext. As is depicted in Figure 6, each round, excluding the
last round, includes five functions, i.e., MixColumn (MC), AddRoundConstants (ARC),
AddTweakey (ATK), PermuteNibbles (PN), and S-box (SB). The last round only includes
MC, ARC and ATK, i.e., R3g1 = AT K31 o ARC3, o MC, while for any 0 < ¢ < 30, R; =
SBoPN o ATK; o ARC; o MC.

The MC layer is the multiplication of internal state by the following binary matrix:

1 011
01 01
MC = 0010
0 0 0 1

11



Table 3: The S-box used in CRAFT in hexadecimal form.
x 0|1(2|3|4|5|6|7|8|9|a|b|lc|d|e]|f
Sx)|c|la|d|3|e|b|f|7|8|9|1|5|0[|2|4]|F6

4|5(6|7
g l9]10]11
1213|1415
e D B
01|23 0|1)2]3 15 | 12 | 13 | 14 —(SB}—
405617 405067 (Shuffie }—~ 10 | 9 | 8 | 11 —(SB)—
8191011 819 (10|11 6|5 |47 —{SB}

@ -{ 1| 2 | 3 | 0 @D~

Figure 6: A round of CRAFT

In each round 4, after MC, two round dependent constant nibbles a; = (a}, ab, a}, af)
and b; = (b%,b%,b)) are XOR-ed with I, and I5 respectively, where aj and b} are the
least significant bits. A 4-bit LFSR is used to update a and a 3-bit LFSR is used to
update b. They are initialized by values (0001) and (001), respectively and updated to
air1 = (a} ®ab,al, ab,al), and b1 = (b8 @ by, b, b}) from i-th round to i + 1-th round.

After AddRoundConstants (ARC), a 64-bit round tweakey is XOR-ed with IS. The
tweakey schedule of CRAFT is rather simple. Given the secret key K = K||K; and the tweak
T € {0,1}5*, where K; € {0,1}%*, four round tweakeys TKg = Ko ® T, TK; = K1 & T,
TKy; = Ko®Q(T) and TK3 = K1 ® Q(T) are generated, where given T = Tp|| T - - - || T14
1T1s5, Q(T) = Tuo|| Trol| Tus || T5 ]| Taal| Ts | To || T2 | Taa | T T7 | T4l T6 | To | T2 ([ Ths. Then at the
round R;, TKjy,, is XOR-ed with the I.S, where the rounds start from i = 0.

The next function is PermuteNibbles (PN) which is applying an involutory permutation P
over nibbles of 1.5, where given I.S = Iy||I1|| - - - [ T14||T15, P(IS) = Li5]|L12|| 113/ T14]| T10]| Lo
I Zs[1111 (L6 Zs [ 4] L7 | 11| L2 || 23] Lo.-

The final function is a non-linear 4 x 4-bit S-box which has been borrowed from
MIDORI [BBI'15]. The table representation of the S-box is given in Table 3.

Through this section, following Table 2, we represent the internal state at the input
of round-r by X, = X,.[0]|| - || X[15], after MC by ¥, = Y,.[0]|| - - - ||Y>[15] and after the
PN layer by Z, = Z.[0]||---||Z-[15]. It is clear that the state after SB is the input of
the next round which is X, ;. The tweak which is used in round-r is denoted by
TK" = TK}|TK |- | TK, | TKE.

5.3 6-Round Boomerang Distinguisher

Figure 7 shows a 6-round boomerang distinguisher for CRAFT, where there is not any
interaction between active cells of upper, and lower differential trails, and therefore a right
quartet, can be generated with probability 1.

5.4 7-Round Boomerang Distinguisher

We obtained a 7-round distinguisher as depicted in Figure 8. The diffusion of differences
in the upper differential trail depends on that whether v = 4" or not, and that’s why there
are two different differential trails in Figure 8, where each one shows one of the possible
differential trails. Let’s r1, and ro be the probability of boomerang distinguisher, when

12
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Figure 7: A 6-round boomerang distinguisher of CRAFT

v =+, and v # 7' respectively. Therefore the probability of the given 7-round boomerang
distinguisher is r = r1. Pr(y = ') + ro. Pr(y # v/).

In order to calculate 71, one can consider the whole of the 7 rounds in Figure 8, as
E,,. If v =+, upper, and lower differential trails have only one active cell in common,
which is denoted by 7, and 3 in upper, and lower differential trails respectively, and there
is not any interaction between other active cells in upper, and lower differential trails. The
red frames in the Figure 8, track the difference g3, and show that it is not affected by
the upper differential trial. From the other side, the distribution of § is very close to a
uniform distribution. Therefore r; can be calculated as follows:

. Z (DDT;i\,*y)) _ Z (272)2 =272,

v€{5,A,D,F} v€{5,A,D,F}

and r1. Pr(y =9/) =272.272 = 274, Since 0 < ro. Pr(y # 7') < 1, we can conclude that
r>2"% The experimental evaluations show that r ~ 2398
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5.5 8-Round Boomerang Distinguisher

Figure 9 shows an 8-round boomerang distinguisher. One can consider the whole 8
rounds as F,,. The diffusion of upper, and lower differential trails in this distinguisher,
depends on that whether (y =+') A (§ = §’) or not. In the Figure 9, it is supposed that
(v =9)A(6 = ¢'). Let r1, and 75 be the probability of this 8-round boomerang distinguisher,
when (v =~)A(0 = ¢'), and (v # 7")V(§ # ') respectively. Therefore, the total probability
of the boomerang distinguisher is r = r1. Pr((y = v )A (0 = &) +r2. Pr((y # ) V(6 # §)).
Since two relations v =4/, and § = ¢’ are statistically independent, we have:

r=r.Pr(y=7).Pr(§ =) +r.Pr((y #~) V (d # ).

¥
0|1|2]3 151213 -E 0| 1] 2|y 1512|1314 -EHo|1]|2]3 1512|1314 -EB— 0| 1|23
1567 ]9 |8|1E4]5|6[7 |y 0]o|s|up-@EH 1 |5[6f7 |y 20 9|8 |n—EH 4 6
glofw|n PN |5 a]7l@m]s]o|w]y PN/ |5 4|7 @ s|o|w0|n PN/ |5 af7 @ s|o|w0fn
1213 (14|15 1|2[3]|0 @B 12]13|14|15 12]3]0 —@EB)12|13|14|15 123 |0 —@E)12|13|14]15
00AO00AAO00000A0
7 &8

8
| 9

20 3|0 [—EB)H12]13|14]15
§=0

Figure 9: A dedicated 8-round boomerang distinguisher for CRAFT

The upper, and lower differential trails in Figure 9, have only two active cells in
common, and there is not any interaction between other active cells in upper, and lower
differential trails. The lower crossing difference f is uniformly distributed, and as it’s
depicted by the red frames, it is independent of the upper differential trail. The upper
crossing difference o is also uniformly distributed, and as it’s depicted by blue frames, it
is independent of the lower differential trail too. Therefore 71, can be obtained as follows:

ne Yy (RIRR)(Rmemy

7€{5,4,D.F} 5€{5,4,D,F}

= > Y @)Y=t

7€{5,A,D,F} 5€{5,4,D,F}

and r1.Pr(y =+/).Pr(6 =¢') =27%272.272 = 278, Since 0 < 2. Pr((y #v') V (§ #
§")) <1, we can conclude that r > 278, Experimental evaluations show that r ~ 2779,
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5.6 Probability of A 7-Round Boomerang Distinguisher of CRAFT

Figure 10 shows a 7-round boomerang distinguisher which is also the E,, of our 9-/10-/11-
/12-/13-/14-round boomerang distinguishers of CRAFT, in Section 5. Next, let us calculate
the probability of this 7-round boomerang distinguisher.

In Figure 10, the input difference of the upper trail and the output difference of the
lower trail is given; green squares denote any possible difference while yellow squares
denote nonzero differences. Due to the weak diffusion of the linear layer of CRAFT, it can
be seen that the difference after 7 rounds is not random enough as there are still nonzero
differences in state a’ and H (see Figure 10). That is, the crossing differences throughout
the whole distinguisher are not random enough, which means there is a strong dependency
between the upper trail and the lower trail.

We further investigate the dependency of the two trails with the help of notations

T and 255, As can be seen from Figure 10, the dependency of the two trails can be

modularized into two DBCT™ and two DBCT™ which affect each other.
Let DBCT;ota1 be the product of the four DBCT, i.e.,
DBCT;0ta] = DBCT" (AL, orange, cs) - DBCT™ (orange, orchid, dy)-
DBCT(E}, cyan, rubine) - DBCT™ (F%, rubine, hs),

where the variables and colors are differences depicted in Figure 10 and particularly the
each color denotes any variable marked by the box of that color. Let

Priota; =Pr(d; 2 cyan) - Pr(cs ST cyan)-

Pr(orchid 2225 E}) - Pr(orchid 225 F),

then the probability of the 7-round boomerang distinguisher for a fixed pair of (A, hs)

SEEED VD VD DD 35 55 35 D) L= INR

orange orchid rubine cyan cs di E] F!

is

When (AL, hs) = (A,4), r = 271039 We also calculated the value of r for all (A%, hs) €
{(#, )1 < i < 15,1 < j < 15}, and arranged the results in a 15 x 15 matrix called
R7’" [r]i,j, where r; ; is the value of 7, when (A%, hs) = (¢,7). This matrix is displayed
in Appendix B, and Figure 11 is a visual representation of this matrix. We carry out
experiments on this distinguisher, and arranged the experimental probabilities in matrix

r which is displayed in Appendix B. Comparing theoretical, and empirical probabilities,
shows the theoretical probability matches the experimental probability very well, for almost
all cases.
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Figure 11: A visual representation of probability matrix r""

5.7 9-Round Boomerang Distinguisher

In order to construct a 9-round distinguisher for CRAFT, we extend the 7-round distinguisher
E"" in Section 4, by one round in both directions. Since the lower, and upper crossing

differences in E", are uiniforly distributed after 7 rounds, the extended parts in the

beginning, and the end of E", can be considered as Ey, and Ej, respectively.
The input and output differences, in 9-round distinguisher are chosen as follows:

A1 = 0A00 0000 0A00 0000, V4 = 0000 0000 0OAOO 0000.

The differences Ag, and V3, are chosen according to the following templates:

As = 0000 0600 0000 0000, V3 = 0000 000 0000 0000,

where 8,7 € F3 \ {0}. If § = A, and v = A, then a lower bound for the whole boomerang
distinguisher is as follows:
2

2
(Pr(A1 Eo, A2)> (Pr(v3 B V4)> R o= 271271271039 _ 91830

Where 77" is the matrix corresponding to the ET". which is represented in Appendix B.
Let A%, and V3, are chosen as follows:

éz 0000 0¢00 0000 0000, Vg = 0000 0500 0000 0000,

where 1 < 4, j < 15. By considering the clustering effect, similar to the Figure 12, we can
improve our bound for probability of the whole boomerang distinguisher for 9 rounds of
CRAFT, as follows:

Z Z (PY(A1 Lo, Aé))Q. (Pr(Vg EZN V4))2 R =271543,
i=1 j=1

Let p” , depicts the probability of boomerang distinguihser covering 9 rounds of CRAFT,
D p p y g g g

bm>
when the input, and output differences are fixed as above. Therefor, we proved that
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Figure 12: Cluster of sandwich distinguishers

pg;"n > 271543 However, the empirical value of pgfn, is about 271450, The main reason

of this gap between the theoretical bound, and the empirical approximation of py" , is
considering differences to be equal in two sides of boomerang cube, while they can take
different values indeed.

In other words, differences at positions As and hs in Figure 10, can take different values
in two sides of boomerang, when the 7-round boomerang distinguisher is extended by one
round in both directions, to obtain a 9-round boomerang distinguisher. In order to obtain

a more accurate bound for pj" | we introduce two new Sbox tables as follows:

DBT*(A]_, /1,v27A2) = #{S($> (S ]Fg’lS(J}) (S yDDT(Al,AQ) : S(J?) S yDDT< /1,A2) D VQ}
BDT*(Al,V27V/2,V1) = #{!L‘ S F§|x S XDDT(VhVQ) X e XDDT(VhVIQ) ©® Al}

Using DBT* and BDT*, we revise the probability calculation of 9-round boomerang distin-
guisher as follows.

BCTyor = DBT*(A51, Asa, by, By).DDT(X{, As1).DDT(X{, As2)
.BDT(By, c5, by).DBT(By, ¢12, C12).BDT(C12,d1, ¢12)
DBT(EY, fi3, Fi2).BDT(Fla, g, f12) DBT(F, g9, Go)
.BDT*(Gly, hs1, hsa, g4).DDT(hs1, Y9 ).DDT(hs2, y9)-

Priotal = Pr(dy Ao cyan) - Pr(cs Ao cyan)-
Pr(orchid 2225 E}) - Pr(orchid 225 FY),

where (As1, As2), and (hs1, hse), are the values of differences at position Az, and hs in two
faces of boomerang respectively. Therefore, the total probability of 9-round boomerang

19



distinguisher is calculated according to the following formula:

AR ASESED 553535 35 5 5) 5 3 3 3 3 5 ) B D P WL

As1 As2 by Bg ¢5 ci2 Ci2 di Ef f{, Fi2 gy F. Go hsi hso

Evaluating the above formula, when (X}, y9) = (0xA, 0xA), yields p)" = 271476 which is

too close to the the experimental approximation of pgj;l. It also verifies our assumption
that the dependency doesn’t exist out of the the 7-round middle part.

The above observation, motivated us to model the 7-round middle part by a four
dimensional matrix instead of a two dimensional matrix, using two new Sbox tables DBT*,
and BDT*. Let Asq, and Ass, are differences in two sides of boomerang at position As.
Similarly, hs1, and hss, are differences in two sides of boomerang at position hs. In order to
obtain a more accurate bound for the boomerang distinguishers obtained by extending our
7-round boomerang distinguisher, We define the 4-dimensional matrix RZ? k.1 as follows:

RV gk =270 0% 5 3 D > 0 0 > > D > > BT (Asr, Asa, by, Bo)

by By ¢ ci2 Cia di E| fl, Fr2 g} fl, FL Go
.BDT(By, ¢5, by).DBT(By, ¢12, C12).BDT(C12,d1, c12)
DBT(EY, fi3, Fi2).BDT(F12, g9, f12) DBT(F, g9, Go)
.BDT*(Go, hs1, hs2, 94)

Prioy, where Asy =i, Aso = j, hs1 = k, hsa = 1.

A more efficient formula to calculate R™[i, j, k, 1], is given in Appendix E.

5.8 10-Round Boomerang Distinguisher

If the 7-round distinguisher E'", is extended by two rounds from the beginning, and by
one round from the end, a 10-round boomerang distinguisher with the following input, and
output differences is obtained:

A; = A000 AAOO 0000 A000, V4 = 0000 0000 0AOO 0000.

Let E37, E{", show the extended parts, which cover two, and one round respectively. By
considering the intermediate differences A%, V%, as follows:

AL = 0000 0i00 0000 0000, V% = 0000 0700 0000 0000, (2)

where 0 < 4,5 < 15, the following formula, gives a lower bound for the probability of the
whole boomerang distinguisher, covering 10-rounds of CRAFT:

15 15 s\ 2 R 5
>0 (Pr(Al — Nz)) : (Pr(V%, — V4)> R = 272042,

i=1j=1

Let pigf, is the probability of our 10-round boomerang distinguisher, with the following
107

input/output differences. The empirical value of p{%" is approximately 27817, Using the
four dimensional matrix RZ j.k,1» We can obtain a more accurate bound as follows:

15 15 15 15

SOSSY prar D A pray 25 Ag)

i=1j=1k=1I=1

Pr(vE 2 v, Pr(vE 2 vy

T _ 9—19.83
R =2 .

20



However, the empirical approximation of p{o", is about 271817, This gap between the
theoretical bound, and the experimental approximation, is caused by assuming X; = X,
in Figure 10, while they can take different values in our 10-round boomerang distinguisher.
Therefore we’ve calculated the probability of one possible activity pattern, out of two
possible patterns. In the second possible activity pattern, X; # Xg. Note that the
theoretical calculation of the second activity pattern, is too complex, due to the high

number of common active Sboxes between upper, and lower differential paths.

5.9 11-Round Boomerang Distinguisher

We have obtained a 11-round boomerang distinguisher for CRAFT, by extending the 7-round
distinguisher E7", by two rounds, in both directions. The input, and output differences, in
this 11-round boomerang distinguisher, are chosen as follows:

A1 = A000 AAOO 0000 A000, V4, = 0000 0AOO0 0000 A00O.

Let EZ", and E?", depict the extended 2-round parts. By considering the intermediate
differences A}, and V3, according to Equation 2, we can find a lower bound for the
11-round boomerang distinguisher as follows:

15 15 g2 , 2 g 9
>3 (Preas 2 ap) - (bewy £ v g =2
i=1 j=1

Let pil”, depicts the probability of the above 11-round boomerang distinguisher. Using

bm
the 4-dimensional matrix RZ’; %1, We can obtain a more accurate bound for p{l” as follows:

15 15 15 15

SOSSY Prar D A pray 25 Ag)

i=1j=1k=11=1

g B 1 B
Pr(V§ —— V,).Pr(Vy —— Vy)
'RZS,I@,Z == 2_24.90.

However, the empirical approximation of pé},f is about 2721%0, To find the reason of this
gap between the theoretical bound, and experimental approximation, note that in Figure 10,
it is supposed that X; = Xy, and the input differences of Sbox layer in 11’th round are equal
as well, while these constraints are not necessary in our 11-round boomerang distinguisher.
Therefore we have calculated the probability of one activity pattern out of 4 possible
activity patterns. Note that, the theoretical calculation of boomerang probability, in other
three cases, where X7 # Xg, or the input differences of Sbox layer in 11’th round are not
equal, is too complex due to the high number of common active Sboxes between upper,

and lower trails of boomerang distinguisher.

5.10 12-Round Boomerang Distinguisher

In order to construct a 12-round boomerang distinguisher, we extended the 7-round
boomerang distinguisher E'", by 3, and 2 rounds, from the beginning, and end respectively.
Input, and output differences of the obtained 12-round boomerang distinguisher are as
follows:

A1 = 00AA 000A O0AAO 000A, V4 = 0000 OAOO 0000 A00O,

and the intermediate differences A}, and V3, are chosen according to Equation 2. A lower
bound for the obtained 12-round distinguisher is calculated as follows:

2

15 15 s\ 2 -
22 (Pr(Al — Nz)) : (Pr(V%, — V4)> R = 273549,

i=1 j=1
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Let pi2", is the probability of the above 12-round boomerang distinguihser. Accordingly,
pifn’“ > 273549 However, using the 4-dimensional matrix RZE‘,W we can obtain a more

tight bound for this probability as follows:

15 15 15 15

SN Pr(ar D Al pray 225 Ag)

i=1 j=1k=1I=1

Pr(vE 2 v,). PV, 2 vy

Tr _ 9—34.89
R =277

5.11 13-Round Boomerang Distinguisher

If the 7-round boomerang distinguisher E'", is extedned by three rounds in both sides,
a 13-round boomerang distinguisher, with the following input, and output differences is
obtained:

A1 = 00AA 000A OAAO 000A, V4 = 0AOO 0000 OAAO OO0OA.

By considering the intermediate differences A%, and Vg, according to Equation 2, we can
find a lower bound for the probability of the obtained 13-round boomerang distinguisher,
as follows:

15 15 g3 . 2 g 2
E g (P]r(A1 LN A§)> . (Pr(Vfo, Bt I V4)) RZ; — 9—45.59
i=1 j=1

Let pi3, depicts the probability of the above 13-round boomerang distinguisher. The
above relation proves that py" > 27559, However, using the 4-dimensional matrix R]"; , ;,

a more accurate bound for this probability can be obtained as follows:

15 15 15 15

OSSN pr(ar 2 Al pr(ay 25 A))

i=1j=1k=11=1

o B LB
Pr(VE 25 V,). Pr(Vh 2 V)
r 274489.

R =

5.12 14-Round Boomerang Distinguisher

We propose a 14-round boomerang distinguisher for CRAFT, which is obtained by extending
the 7-round boomerang distinguisher E7", by 3 rounds from the beginning, and by 4 rounds
from the end. The input, and output differences of the proposed 14-round boomerang
distinguisher are as follows:

A1 = 00AA O00A OAAO 000A, V4 = AOOO AAOO OOOA OAAO.

Let’s depict the extended parts, by E3", and Ef", that cover 3, and 4 rounds respectively,
and choose the intermediate differences A%, and V3, according to Equation 2. A lower
bound for the obtained 14-round distinguisher, is calculated as follows:

15 15 B\ 2 g 2
SN (Pr(A1 = Ag)) .(Pr(vg = v4)) R]T = 27509,
i=1 j=1
Let péi{ is the probability of the above 14-round boomerang distinguisher. The above

relation proves that pjir > 27609 However, using the 4-dimensional matrix RZ’; k1> We
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14r

b s follows:

can obtain a more accurate bound for p

15 15 15 15

OSSN Pr(ay 2 Al pr(ay 25 Ad)

i=1j=1k=11=1

pr(vh 25 v,). Pr(v 2 vy)

r __ o9—60.33
Rijea =277

5.13 A Dedicated Boomerang Distinguisher for 14 Rounds of CRAFT

In this section we provide a dedicated boomerang distinguisher for 14 rounds of CRAFT with
a different active-cell pattern for the middle part. The specification of this distinguisher is
described in Table 4. The active-cell pattern in three different parts of this distinguisher,
i.e., Ey, F1 and FE,, have been also illustrated in Figure 13. As it can be seen, a lower
bound for probability of this boomerang distinguisher is 275839 which is much larger
than our previous boomerang distinguisher for 14 rounds of CRAFT. It can be seen that,
considering the clustering effect as we did before, one can obtain a more accurate bound
for the probability of this distinguisher as well.

Table 4: Specification of a dedicated boomerang distinguisher for 14 rounds of CRAFT
"o =4,7m = T,71 = 3,p =2 950_q=2-951 [ —9=20.10 2 7 5=58.30
A Xy = 00AA 00AO AOOA 00A0 AX, = 0000 0000 AOOO 0000
VX114 = 00A0 0000 OAAO A000 VX717 = 0000 AOOO 0000 0000
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Figure 13: A dedicated boomerang distinguisher for 14 rounds of CRAFT



Table 5: Notations for SKINNY.
TKi represents the i-th round tweakey. This is equal to the result of exclusive-
ORing the first and the second rows of tk¢ and tk% and T Ki[j] represents
the j-th cell (0 < j < 15) of T K.

X; represents the internal state before SC' in round ¢ and X;[j] represents
the j-th cell (0 < j < 15) of X;.

Y; represents the internal state before ART in round i and Y;[j] represents
the j-th cell (0 < j < 15) of ;.

Z; represents the internal state before SR in round ¢ and Z;[j] represents
the j-th cell (0 < j < 15) of Z;.

Wi represents the internal state before M C in round ¢ and W;[j] represents
the j-th cell (0 < j < 15) of W.

AX; represents the forward difference at state X;

VX; represents the backward difference at state X;

Y Hexadecimal representation of arbitrary value Y € F3, where we are

using typewriter style.

5.14 Boomerang Distinguisher in Related-Tweak Model

We have investigated the boomerang behavior of CRAFT in related-tweak mode also.
However, the outcome was not promising in terms of number of rounds compared to the
current best differential distinguishers. It shows that boomerang attack is less efficient
for CRFAT in related-tweak model. It worth noting, we expected this behavior and it is
not surprising. More precisely, although, in the related-tweak model, it may be possible
to reach better probability for Fy and F; parts of a boomerang distinguisher, however,
given that the differences that are introduced by the tweak part in the middle part of the
distinguisher propagate very fast to whole of the state, the existence of difference in the
tweak part reduces the number of rounds that are covered by the middle part. In addition
the clustering effect in related-tweak mode, is weaker in compare with the single-tweak
mode for CRAFT. Hence, the outcome was not promising in this model, compared to the
previous related-tweak differential cryptanalysis.

6 Boomerang Distinguishers for Reduced Rounds SKINNY

In this section, we first briefly review the specification of SKINNY, and it’s previous
boomerang distinguishers, and then present improved boomerang distinguishers for different
variants of SKINNY.

6.1 Notations

Table 5 briefly describes the notations we use through this section of paper.

6.2 A Brief Description of SKINNY

SKINNY is a family of lightweight tweakable block ciphers using SPN strcuture, and
following the tweakey framework from [JNP14], in its design. Each family member of
SKINNY is represented by SKINNY-n-t, where n represents the block size (n € {64,128})
and t represents the tweakey size (¢t € {n,2n,3n}). In other words, the six main variants
of SKINNY are SKINNY-64-64, SKINNY-64-128, SKINNY-64-192, SKINNY-128-128, SKINNY-128-
256, and SKINNY-128-384 with 32, 36,40, 40,48, and 56 rounds, respectively.
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The internal state of SKINNY is considered as a 4 x 4 matrix, where each entry is a
nibble in the n = 64 case, or a byte in the n = 128 case. In both cases, the internal state
IS = Iy||11]| - - - || 114]| 115 is arranged row-wise according to the following order:

Iy I LI, I3
I, Is Is Iy
Is Iy Ly I
Iy ©Ls ©La Iis

15 =

where I; € F§ (or F§). As illustrated in Figure 14, each round of SKINNY, performs five
basic operations on the cipher internal state, including SubCells (SC), AddConstants (AC),
AddRoundTweakey (ART), ShiftRows (SR), and MixColumns (MC). The first operation
which is performed on the internal state in each round is SubCells (SC), in which depending
on the block size, a 4-bit Sbox (for 64-bit block size) or a 8-bit Sbox (for 128-bit block
size) is applied on each cell of the internal state. The next operation is AddConstant (AC)
in which some round-dependent constants are XORed to the first column of the the cipher
internal state. Then, in AddRoundTweakey (ART), as represented in Figure 14, the first
and second rows of the tweakey state are XORed to the corresponding rows of the internal
state. In ShiftRows (SR) layer, each cell in row j is rotated to the right by j cells. In
MixColumns (MC) layer, each column of the internal state is multiplied by the following
matrix:

1 0 1 1
1 0 0 0
M= 01 1 0
1 0 1 0
H
TK3 Pr i

@ ™l
3
TK2 [0S PT—’
L
L
G
TK1 ﬁéa B
X, v, z

q

®
SC AC T

Figure 14: The round function and tweakey schedule of SKINNY

The tweakey state of SKINNY can contain both key and tweak materials and it is
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arranged as a collection of z 4 x 4 array of nibbles (for 64-bit block size) or bytes (for
128-bit block size), where z = t/n. The tweakey state arrays are denoted by TK1 when
z=1,TK1 and TK2 when z = 2, and finally TK1,TK2, and TK3 when z = 3. Let
TKi[j] represents the j’th cell of TKi where i € {1,2,3}. The tweakey schedule of
SKINNY is a linear algorithm in which, firstly, a cell-wised permutation Pr is applied
on each tweakey state, i.e. TKi[j] < TKi[Pr[j]] for all i € {1,2,3} and 0 < j < 15
where Pr = [9,15,8,13,10,14,12,11,0,1,2,3,4,5,6,7]. Then, every cell of the first and
second rows of T K2 (where TK?2 is used) and TK3 (when T K3 is used) are individually
updated with an LFSR. For complete details of the round function, and tweakey scheduling
algorithm, one can refer to [BJK16b].

n [LGS17] Liu et al. provided related tweakey rectangle attacks against SKINNY.
In [CHPT18], Cid et al. introduced the BCT and applied it to accurately evaluate the prob-
ability of generating the right quartet for two middle rounds of boomerang distinguishers
proposed in [LGS17]. At FSE 2019, Song et al. proposed a generalized framework to
identify the actual boundaries of E,, which contains dependency of the two differential
paths of boomerang distinguisher and systematically evaluate the probability of E,, with
any number of rounds. Using their method, Song et al. proved that the probability of four
boomerang distinguishers proposed in [LGS17] are much higher than previously evaluated.
To the best of our knowledge, Song et. als’ results in [SQH19] are the best published
results for boomerang distinguishers of SKINNY so far. In this section we introduce new
boomerang distinguishers for SKINNY-64-128, SKINNY-64-192, SKINNY-128-256 and SKINNY-
128-284 which are better than the best previous boomerang distinguishers of SKINNY by a
far distance.

Table 6: Summary of our results in comparison to the best published results in [SQH19]
for boomerang distinguishers of SKINNY. The probability highlighted in red has been verified
experimentally.

SKINNY version \ n (block size) \ #Rounds \ probability \ Reference ‘

64 17 2-278 [SQH19]
64 17 2-26:57 (1)
64 18 27379 (II) | Subsection 6.4
64 19 25108 (T7)

SKINNY-n-2n 128 18 271783 [SQH19]
128 i8 2= 40T (1) .
198 19 9-58.33(]) Subsection 6.4
128 20 2785:31(T) [ Subsection 6.3
128 21 27 114.07(TT) | Subsection 6.4
64 22 2~ 12.98 [SQH19]
64 22 2—4067(]) .
64 23 2-55.85(]) Subsection 6.3

SKINNY-n-3n 128 22 2*48 30 [SQH19]
128 22 =30:57 ()
128 23 2 56-47 (1) .
198 24 28739 (]) Subsection 6.3
128 25 2—116 59 (1)

Applying our search algorithm for boomerang distinguishers, we could dramatically
improve the best previous boomerang distinguishers of SKINNY-n-2n and SKINNY-n-3n.
Table 6 summarizes and compares our best results with the best previous results. We also
discovered an interesting property using which we could find boomerang distinguishers
for different variants of SKINNY having a common active-cell position in the middle part.
In other words, we can find a suitable boomerang distinguisher covering 18 rounds of
SKINNY-64-128 at first. Then, considering the active-cell positions for the middle part of
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the discovered boomerang distinguisher for SKINNY-64-128, we look for the best actual
upper and lower differential paths in other variants of SKINNY including SKINNY-64-192,
SKINNY-128-256 and SKINNY-128-384 satisfying the given active-cell position, instead of
applying our search algorithm for other variants of SKINNY separately. This speeds up
the searching part, since one has not to construct and solve word-oriented MILP models
for each single variants of SKINNY to find a boomerang distinguisher, especially when
constructing and solving the word-oriented model is a time consuming computation. In
the reminder of this section we introduce two different boomerang distinguishers for both
SKINNY-n-2n and SKINNY-n-3n (n € {64,128}).

6.3 Boomerang Distinguisher | for SKINNY

The middle part of boomerang distinguisher I have a common active-cell pattern for
all versions of SKINNY-n-2n and SKINNY-n-3n when n € {64,128}, which is illustrated
in Figure 15. Tables 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18 and 19 briefly describe
the specification of boomerang distinguisher I for SKINNY-n-2n and SKINNY-n-3n for
n € {64,128}. The dependency graph between upper and lower differential paths in middle
part of boomerang distinguisher I, has also been illustrated in Figure 15 which helps
us to simply extract a formula to evaluate the probability of middle part using the BCT
framework. As it can be seen in Figure 15, the dependency can be modeled using the new
tools DBCT, DBT* and BDT*.
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Table 7: Specification of boomerang distinguisher I for 17 rounds of SKINNY-64-128.
’ ro=06,7y =6, =5,p=2"241 =272 p=2"1910"p2 o2 p — 9=27.92
A Xy = 0000000000000008
ATK1 = 00000000C0000000 ATK2 = 00000000FO0000000
V X17 = 0009000000090009
VT K1 = 0000000000004000 VT K2 = 0000000000007000

Given that the probability of boomerang distinguisher I for SKINNY-64-128 is large
enough, one can easily verifies it on a desktop. It can be seen that the values obtained
from the formula p?.¢2.r and from the experiment are too close. Hence it confirms that
the dependency doesn’t exist out of the 6 rounds middle part where we considered as E,,

(Figure 15).

Table 8: Specification of boomerang distinguisher I for 18 rounds of SKINNY-64-128
’ ro = 67,],.7”4 — 6,7’1 — 67]9 — 272.417 q= 2787 r = 2719.107 p2.q2.?" — 2739.92
A Xy = 0000000000000008
ATK1 = 00000000C0000000 ATK2 = 00000000FO0000000
V X18 = 0454000404070404
VT K1 = 0000000000004000 VT K2 = 0000000000007000

Table 9: Specification of boomerang distinguisher I for 19 rounds of SKINNY-64-128
[ro=Trm=06r1=6p=2"7 ¢q=2"5 r=2"1910"p2 g = 275310
A Xy =2000001001001000
ATK1 = C000000000000000 AT K2 = FO00000000000000
VX119 = 0454000404070404
VT K1 = 0000400000000000 VTK2 = 0000700000000000

Table 10: Specification of boomerang distinguisher I for 18 rounds of SKINNY-128-256
ro = 6, T = 6,7"1 — 6,]) — 2—3.687 q= 2—87 r = 2—19.15’ pQ.QQ.T — 2—42451
A Xy = 00000000000000000000000000000080
ATK1 = 0000000000000000£000000000000000
ATK?2 = 0000000000000000£c00000000000000

VX5 = 00202020000000200020000c00200020

VT K1 = 000000000000000000000000£c000000
VT K2 = 00000000000000000000000067000000

Table 11: Specification of boomerang distinguisher I for 19 rounds of SKINNY-128-256
ro = 77 T = 6,7’1 — 6,p — 2711.687 q= 2787 r = 2719.15’ p2’q2.7, — 2758.51
A Xy = 02000000000020000020000020000000
ATK1 = £0000000000000000000000000000000
ATK?2 = £c000000000000000000000000000000

VXi9 = 00202020000000200020000c00200020

VT K1 = 00000000£c0000000000000000000000
VT K2 = 00000000670000000000000000000000
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Table 12: Specification of boomerang distinguisher I for 20 rounds of SKINNY-128-256
ro = 87Tm — 6,7’1 — 6,p — 2725.087 q= 2787 r = 2719.15’ p2’q2.,,, — 2785.31
A Xy = 00000100010100010100010000d450000
ATK1 = 000000000000000000£0000000000000
ATK?2 = 000000000000000000£e000000000000

VX5 = 00202020000000200020000c00200020

VT K1 = 00000000000000000000£c0000000000
VT K2 = 00000000000000000000330000000000

Table 13: Specification of boomerang distinguisher I for 21 rounds of SKINNY-128-256
(70 =87 = 6,11 = T,p= 2508 q= - B30 — - 1005 2 % — 511643
A Xy = 00000100010100010100010000d450000
ATK1 = 000000000000000000£0000000000000
ATK?2 = 000000000000000000£e000000000000

VX3 =80910000008080808011008000918000

VT K1 = 00000000000000000000£c0000000000
VT K2 = 00000000000000000000330000000000

Table 14: Specification of boomerang distinguisher I for 22 rounds of SKINNY-64-192
ro = 87rm — 6,7’1 — 8,]3 — 272.41’ q= 277’ r = 2721‘857 p2.q2.7,. — 2740.67
A Xy = 0000000000000100
ATK1 = 0000000007000000 AT K2 = 0000000003000000 AT K3 = 000000000B000000

V Xy, = 5605060000450605
VTK1 = 0000000000200000 VT'K2 = 0000000000300000 VT K3 = 0000000000D0O0000

Table 15: Specification of boomerang distinguisher I for 23 rounds of SKINNY-64-192
70=9,7m =61 =8p=2"10 ¢q=277, r =228 2 (2 =275585
A Xy = 0900200000020020
ATK1 = 0700000000000000 AT K2 = 0300000000000000 AT K3 = 0B0O0000000000000
VX33 = 5605060000450605
VTK1 = 0020000000000000 VI'K2 = 0030000000000000 VT'K'3 = 00D0000000000000

Table 16: Specification of boomerang distinguisher I for 22 rounds of SKINNY-128-384
’ 7o =8,7Tm =6,11 =8, p=2"°, q=2"7, r=272057"p2 2 p = 279057
A Xy = 00000000000000000000000000080000
ATK1 = 0000000000000000002a000000000000
ATK?2 = 00000000000000000079000000000000
ATK3 = 00000000000000000033000000000000

VX995 =10100010001000000000071000100010
VT K1 = 00000000000000000000540000000000
VT K2 = 000000000000000000000£0000000000
VT K3 = 00000000000000000000£80000000000

6.4 Boomerang Distinguisher Il for SKINNY

Figure 16 illustrates the active-cell pattern in middle part of boomerang distinguisher II
which is the same for all variants of SKINNY-n-2n and SKINNY-n-3n when n € {64, 128}.
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Table 17: Specification of boomerang distinguisher I for 23 rounds of SKINNY-128-384
’ ro = 977nm — 6,7“1 — 8,]) — 2—10.95’ q= 2—7’ r = 2—20.57’ p2.q2.r — 2—56.47
A Xy =00110000020000000000000200000200

ATK1 = 002a0000000000000000000000000000

ATK?2 = 00790000000000000000000000000000

ATK3 = 00330000000000000000000000000000

VXs3 =10100010001000000000071000100010
VT K1 = 00005400000000000000000000000000
VT K2 = 00000£00000000000000000000000000
VT K3 = 0000£800000000000000000000000000

Table 18: Specification of boomerang distinguisher I for 24 rounds of SKINNY-128-384
ro = 10’ Trm = 6,7”1 — 8,p — 2—26.41, q= 2—7, r = 2—20.577 p2.q2.7“ — 2—87.39
A Xy = 80000000008080808000800000000c80
ATK1 = 0000000000000000000000000000002a
ATK?2 = 0000000000000000000000000000003c¢
ATK3 = 00000000000000000000000000000067

VXy4 = 10100010001000000000071000100010
VT K1 = 00000000000000005400000000000000
VT K2 = 00000000000000008700000000000000
VT K3 = 0000000000000000£000000000000000

Table 19: Specification of boomerang distinguisher I for 25 rounds of SKINNY-128-384

ro = 10’ T = 6,7”1 — 97p — 2—26.41, q= 2—21.607 r = 2—20.57’ p2.q2.7“ — 2—116459

A Xy = 80000000008080808000800000000c80

ATK1 = 0000000000000000000000000000002a
ATK?2 = 0000000000000000000000000000003c¢
ATK3 = 00000000000000000000000000000067

VXy5 = 08104040505000400840400058100040

VT K1 = 00000000000000005400000000000000
VT K2 = 00000000000000008700000000000000
VT K3 = 0000000000000000£000000000000000
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Figure 16: The middle part of boomerang distinguisher II for SKINNY



Tables 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30 and 31 briefly describe the specification
of boomerang distinguisher II for SKINNY-n-2n and SKINNY-n-3n for n € {64, 128}.

Table 20: Specification of boomerang distinguisher II for 17 rounds of SKINNY-64-128
] 70 =06,7 =6, =5, p=2"241 =272 p=2"17T72"pZ 2 p = 272654 ‘
A Xy = 0000000000000800
ATK1 = 000000000C000000 ATK2 = 000000000F000000

VX7 =0200000002000200
VT K1 = 0000000000000040 VT K2 = 0000000000000070

As it can be seen in Table 20 the probability of boomerang distinguisher II for full
17-round of SKINNY-64-128 is 22654 which can be practically verified on a desktop. One
can see that the experimental values for full 17-round boomerang distinguisher of SKINNY-
64-128 is almost the same as the value obtained form the formula p?.q%.r. This observation
also confirms that the dependency doesn’t exist out of 6-round middle part where we have
considered as E,, (Figure 16).

Table 21: Specification of boomerang distinguisher II for 18 rounds of SKINNY-64-128
’ ro = 677"m — 6, r = 6,p — 2—2.417 q= 2—7.68’ r = 2—17.72, p2.q2_,r — 2—37.90

A Xy = 0000000000000800
ATK1 = 000000000C000000 ATK2 = 000000000FO000000

VXi1s =3101010000710101
VT K1 = 0000000000000040 VT K2 = 0000000000000070

Table 22: Specification of boomerang distinguisher II for 19 rounds of SKINNY-64-128
[P0 =T, rm = 6,71 = 6,p =27, q =2 708y =2 1772 2 %y — =508
A Xy = 0200100000010010
ATK1 = 0C00000000000000 AT K2 = 0F00000000000000
VX9 =3101010000710101
VTK1 = 0000004000000000 VT K2 = 0000007000000000

Table 23: Specification of boomerang distinguisher II for 18 rounds of SKINNY-128-256
] 70 =06,7 =6, =6,p=2"3 q=2"72 p=272019"p% o2 p — 2=90.77
A Xy = 00000000000000000000000000200000

ATK1 = 00000000000000000002000000000000

ATK2 = 00000000000000000080000000000000

VX5 = 40400040004000000000184000400040

VT K1 = 0000000000000000000000000000£800
VT K2 = 0000000000000000000000000000c£00

7 Conclusion

In this paper, we extended the recent advances in boomerang cryptanalysis of block ciphers
by introducing new concepts entitled Double Boomerang Connectivity Table (DBCT) (which
is an extension to Boomerang Connectivity Table (BCT)) and BDT* and DBT*. We also
applied a more advances method to search for boomerang distinguishers. We employed this
technique and provided the first security analysis of CRAFT against the boomerang attack
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Table 24: Specification of boomerang distinguisher II for 19 rounds of SKINNY-128-256
ro = 7’ T = 6,7"'1 — 6,p — 2711‘78, q= 277.29’ r= 2720.197 p2.q2.7. — 2758.33
A Xy = 00200000010000000000000100000100
ATK1 = 00020000000000000000000000000000
ATK?2 = 00800000000000000000000000000000

VX19 = 40400040004000000000184000400040
VT K1 = 000000000000£8000000000000000000
VT K2 = 000000000000c£000000000000000000

Table 25: Specification of boomerang distinguisher II for 20 rounds of SKINNY-128-256
To = 8,7m = 6,71 = 6,p =2 2732 g =272 92010 7 % — 9—89AT
A Xy = 04000000000404040400040000000104
ATK1 = 00000000000000000000000000000002
ATK?2 = 00000000000000000000000000000040

VX5 = 40400040004000000000184000400040
VT K1 = 000000000000000000000000£8000000
VT K2 = 00000000000000000000000067000000

T =

Table 26: Specification of boomerang distinguisher II for 21 rounds of SKINNY-128-256

’ ro = 877"7” — 677“1 — 7,p — 2727.32’ q= 2719.62, r = 2720.197 p2'q2.r — 27114.07
A Xy = 04000000000404040400040000000104

ATK1 = 00000000000000000000000000000002

ATK?2 = 00000000000000000000000000000040

VX5 = 40000404040400044004040044000004

VT K1 = 000000000000000000000000£8000000
VT K2 = 00000000000000000000000067000000

Table 27: Specification of boomerang distinguisher II for 22 rounds of SKINNY-64-192

’ To=8,Tm =6,711 =8,p=2"3, ¢q=2"7, r =2"2215"p2 2 p = 271215

A Xy = 0000000000000010

ATK1 = 0000000000000007 AT K2 = 0000000000000003 AT K3 = 000000000000000B

VXsy2 = 5052500400505054

VTK1 = 0000000000002000 VT'K2 = 0000000000003000 VT K3 = 000000000000D000

Table 28: Specification of boomerang distinguisher II for 23 rounds of SKINNY-64-192

’ ro = 9,,,,7" — 6, r = 8,p — 2710.687 q= 2777 r = 2722.15’ p2.q2.,’, — 2757.51

A Xy = 0000020320000002

ATK1 = 0000000700000000 AT K2 = 0000000300000000 AT K3 = 0000000B00000000

VX3 = 5052500400505054

VTK1 = 0000200000000000 VT'K2 = 0000300000000000 VT'K'3 = 0000D00000000000

in single tweak mode, given that the designers also have not reported the security bound
against this attack. Our analysis showed that reduced rounds of CRAFT have a strong
boomerang effect. For example, we presented a deterministic distinguisher for 6 rounds of
the cipher. For other rounds, up to 14 round, we also provided boomerang distinguishers
that outperform other previously known distinguishers in single tweak mode, for the same
number of rounds. Our distinguishers for rounds larger than 9 rounds were based on an
identical middle part, E,,, to simplify the analysis. In addition, we provide a dedicated
boomerang distinguisher for 9 rounds of the CRAFT with better probability compared to the
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Table 29: Specification of boomerang distinguisher II for 22 rounds of SKINNY-128-384
70 =8,Tm =6, =8, p=2"% q=2"730 p=272375" 2 o2 p — 274635
A Xy = 00000000000000000000000000000400
ATK1 = 00000000000000000000000000000040
ATK?2 = 000000000000000000000000000000ct
ATK3 = 000000000000000000000000000000f e

VX35 = 4000405¢c4000001c000040004000401¢
VT K1 = 00000000000000000000000050000000
VT K2 = 0000000000000000000000003c000000
VT K3 = 000000000000000000000000e0000000

Table 30: Specification of boomerang distinguisher II for 23 rounds of SKINNY-128-384
ro = 9, T = 67 = 8,]0 — 2—13.65, q= 2—7.307 r = 2—23.757 p2_q2.7,. — 2—65.65
A Xy = 00000000002000152000000000000020
ATK1 = 00000000000000400000000000000000
ATK?2 = 00000000000000c£0000000000000000
ATK3 = 00000000000000£e0000000000000000

VXs3 = 4000405¢c4000001c000040004000401¢
VT K1 = 00000000500000000000000000000000
VT K2 = 000000003c0000000000000000000000
VT K3 = 00000000e00000000000000000000000

Table 31: Specification of boomerang distinguisher II for 24 rounds of SKINNY-128-384
’ ro = 10, T = 6, r = 8,p — 2733.567 q= 277.307 r = 2723.757 p2.q2.7, — 27105.51
A Xy = 00400014400000400000004014000000
ATK1 = 00000000000000000000004000000000
ATK?2 = 00000000000000000000006700000000
ATK3 = 0000000000000000000000f 00000000

VXy4 = 4000405c4000001c000040004000401¢
VT K1 = 00000000000000000000500000000000
VT K2 = 000000000000000000001e0000000000
VT K3 = 00000000000000000000c00000000000

distinguisher based on that F,,,. However we didn’t prove it theoretically. Hence, it could be
considered as an opportunity for future work to provide better boomerang distinguishers for
reduced rounds of CRAFT, based on other E,,s. Applying our search algorithm on SKINNY
we also considerably improve the best previous boomerang distinguishers of SKINNY-n-2n
and SKINNY-n-3n.
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Algorithm 2: Building DBCT"

Input: S-box S
1 Initialize an empty table DBCT" with 27 x 27 x 27 entries;
2 for A1 =0—2"-1do

3 for V3=0—2"—-1do
4 for A =0—2"—-1do
5 num = 0;
6 if DDT(A1,Ag) > 0 and BCT(A3,V3) > 0 then
7 for V=0—2"—-1do
8 Vibr = Yoor (A1, A2) N (Voor (A1, Ag) & V);
9 if Vi) # 0 then
10 ‘ num += DDT(A1, Ay) - BDT(A2, V3, V) - %&Az);
11 end
12 end
13 end
14 DBCT" (A1, Ay, V3) = num;
15 end
16 end
17 end

Algorithm 3: Building DBCT™

Input: S-box S
1 Initialize an empty table DBCT™ with 27 x 27 x 27 entries;
2 for A1 =0—2"—-1do

3 for V3=0—2"—-1do
4 for Vo=0—2"—-1do
5 num = 0;
6 if DDT(VQ, V3) >0 and BCT(Al7 VQ) > 0 then
7 for A=0—2"—-1do
8 Xipr = Xoor(Va, V3) N (Xppr(Va, Vi) @ A);
9 if X3 # 0 then
10 ‘ num += DDT(VQ7 Vs) : DBT(A17 A, VQ) : ﬁ%;
11 end
12 end
13 end
14 DBCT (A1, Vo, V3) = num;
15 end
16 end
17 end
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C Relation Between New and The Previous Sbox Tables

DBCT (A1, A2, V3) = > DBT(A;, Va, Ay).BDT(Ag, V3, Va).
Va

DBCT (A1, Va2, V3) = Y "DBT(Ay, Va, Ay).BDT(Ay, Vs, Va).
Ao

DBCT(A1,V3) = » DBCT (A;,Ay,Vs) = Y DBCT (A, Va, Vs).
AQ v2
DBT*(Al, Al, VQ, AQ) = DBT(Al, VQ, AQ)
BDT* (A1, Vg, Vo, V1) = BDT(A1, Vo, V).

D Reformulating the Probability Calculation of 7-round
Boomerang Distinguisher of CRAFT

In this section we re-evaluate the probability of the 7-round boomerang distinguisher of
CRAFT, using the previous boomerang connectivity tables.

DBTyor, =DBT(A5, by, Bg).BDT(By, c5,by)
.DBT(By, ¢12, C12).BDT(C12,d1, c12)
DBT(EY, f1, F12).BDT(Fi2, g9, f12)
.DBT(F%, gy, Go).BDT(Gl, hs, gg)-

Priotar =Pr(dq A f12) - Pr(cs 22 fia):

Pr(C’12 —)2 DPT Ei) . Pr(C’12 —)3 oot Fé)

(AT NSEERS 303535 3)3) 3) ) ) ) 3 3 - FE

bo Byg c¢s5 ci2 Ci2 di Ey f{, Fi2 g§f F! Go

In order to reduce the complexity of evaluating the above formula, we can divide the
formula to some smaller pieces, and evaluate the smaller parts at first, as follows.

Ml (A:r), Bg7 C5) = Z DBT(AI5, bg, Bg).BDT(Bg7 Cs, bg),
bo
Ms(By, Ci2,d1) = ZDBT(B97 12, C12).BDT(Ci2, d1, c12),
C12

M3(Eia f{Qng/)) = ZDBT(Eia f{Qv F12)'BDT(F12;9€23 f{2)a
Fiz

M4(F5ln gﬁl)v h’5) = Z DBT(FI;’ gEl)v G9)BDT(G9a h5a gl9)a
Go
Myy(Af, c5,Cra,dy) =Y My (A%, By, c5). Ma(By, Cha, i),
By
M34(EZIL’ f{2a FEIN h5) = Z M3(EI/L? f{2796)M4(Féagl97 h5)

99
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After evaluating the above tables, the probability is obtained according to the following
formula:

R7T[A,57 ]’L5] = 278.n. ZZ Z Z Z ZMlg(Ag, Cs, C’12,d1).]\434(£§£7 f{27Fé, h5).PI‘tot.

¢s Ciz di By f{, F4

E A More Efficient Formula to Compute R™"[i, j, k, ]

A more efficient, and simplified formula, for computing the four dimensional matrix
R™i,j,k,1], can be obtain as follows.

My(Asy, Asz, B, ¢s) = Y DBT*(As1, Asa, by, Bo).BDT(By, cs, by),

by
My(By, C12,d1) = Y _DBT(By, c12,C12).BDT(Cha, dy, c12),
Ci2
M3(E17 f{27 gE/)) = Z DBT(EL f{27 Fl?)'BDT(FHa g{)’ f{2)a
Fiz
My(F}, g4, hs1, hsa) = Y DBT(FY, gh, Go).BDT* (G, i1, hsa, g5),
Go
Mi2(As1, Asz, ¢5,Ch2,d1) = Z M (As1, As2, By, ¢5).Ma(Byg, Ci2,d1),
Bo
Msa(EY, fio, F, hoty hsa) = Y Ma(EY, flz, 99)-Ma(F3, g, hot, hsa).
9o

After constructing the above tables, R™"[i, j, k, ], can be obtained according to the following
formula:

R gk, ) = 27503 03 0D D 0D > Mua(As = i Ase = .05, Caz, )
cs Cio dy Ei f{2 Fé
Mss(EY, flo, Fy hsy =k, hsg = 1)
Prioe,
where Pry,t, is calculated as follows.
2 DDT 3 DDT

Priotal :Pr(dl — f{2) : PI“(C5 — f{2)

PI‘(Clg ”l) Ei) . PI‘(012 S.i) Fé)
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