Tight State-Restoration Soundness in the Algebraic Group Model

Ashrujit Ghoshal and Stefano Tessaro

Paul G. Allen School of Computer Science & Engineering
University of Washington, Seattle, USA
{ashrujit,tessaro}@cs.washington.edu

Abstract. Most efficient zero-knowledge arguments lack a concrete security analysis, making parame-
ter choices and efficiency comparisons challenging. This is even more true for non-interactive versions
of these systems obtained via the Fiat-Shamir transform, for which the security guarantees generically
derived from the interactive protocol are often too weak, even when assuming a random oracle.

This paper initiates the study of state-restoration soundness in the algebraic group model (AGM) of Fuchs-
bauer, Kiltz, and Loss (CRYPTO ’18). This is a stronger notion of soundness for an interactive proof or
argument which allows the prover to rewind the verifier, and which is tightly connected with the concrete
soundness of the non-interactive argument obtained via the Fiat-Shamir transform.

We propose a general methodology to prove tight bounds on state-restoration soundness, and apply it
to variants of Bulletproofs (Bootle et al, S&P "18) and Sonic (Maller et al., CCS “19). To the best of our
knowledge, our analysis of Bulletproofs gives the first non-trivial concrete security analysis for a non-
constant round argument combined with the Fiat-Shamir transform.
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1 Introduction

The last decade has seen zero-knowledge proof systems [GMR85] gain enormous popularity in
the design of efficient privacy-preserving systems. Their concrete efficiency is directly affected by
the choice of a security parameter, yet concrete security analyses are rare and, as we explain below,
hit upon technical barriers, even in ideal models (such as the random-oracle [BR93] or the generic-
group models [Sho97,Mau05]). This has led to parameter choices not backed by proofs, and to
efficiency comparisons across protocols with possibly incomparable levels of security. This paper
addresses the question of narrowing this gap for protocols whose security can be analyzed in the
Algebraic Group Model [FKL18].

A CONCRETE EXAMPLE. It is convenient to start with an example to illustrate the challenges
encountered in proving concrete security of proof systems. We focus on Bulletproofs [BBB18],
which are argument systems with applications across the cryptocurrencies and in verifiably de-
terministic signatures [NRSW20], which in turn optimize prior work [BCC*16]. The soundness'
analysis (of their interactive version) is asymptotic, based on the hardness of the discrete logarithm
problem (DLP). Even when instantiated from 256-bit elliptic curves, due to the absence of a tight,
concrete, reduction, we have no formal guarantee on concrete security. Indeed, recent work [JT20]
gives concrete soundness bounds in the generic-group model with somewhat unfavorable depen-
dence on the size of the statement being proved, and no better analysis is known.

Even more importantly, existing bounds are for the interactive version of the protocol, but Bul-
letproofs are meant to be used non-interactively via the Fiat-Shamir (FS) transform [FS87]. As these
are O(log(n))-round protocols, where n roughly corresponds to the instance size, the (folklore)
analysis of the FS transform gives no useful guarantees:> Namely, for a soundness bound ¢ on
the interactive ZK proof system, the resulting NIZK has soundness ¢"¢, where ¢ is the number
of random-oracle queries, and r is the number of challenges. For a DLP-based protocol, we cer-
tainly have ¢ > 2725 (this is the probability of merely guessing the discrete log), and if (say)
r = O(log(n)) > 16, we only get security for (at best) ¢ < 2'¢ queries, which is clearly insufficient.

OVERVIEW OF THIS PAPER. This paper studies the concrete security of interactive arguments based
on the hardness of the DLP and related problems, in the algebraic group model (AGM) [FKL18]. In
the AGM, the adversary provides representations of group elements to the reduction (or to the ex-
tractor), and the model has been used already for a number of analyses in the literature. In contrast
to prior work [FKL18] on AGM concrete security analysis for linear-PCP based SNARKSs [Gro16],
which are obtained from two-round protocols, we look at multi-round public-coin protocols and
their non-interactive version obtained via the Fiat-Shamir transform. We aim for bounds with lin-
ear degradation in the number of random oracle queries, which is essentially tight. (In fact, we will
target tightness even with respect to the statement size to be proved.)

The analysis of such protocols is equivalent to analyzing the stronger notion of soundness —
state-restoration soundness [BCS16,Hol19] — for the interactive protocol, where the cheating prover
can rewind the verifier as it pleases, until it manages to complete a full accepting interaction with
the verifier. State-restoration soundness is tightly related to the soundness of the non-interactive ar-
gument obtained via the Fiat-Shamir transform. No non-trivial bounds on state-restoration sound-
ness are currently known on any non-constant round argument.

! In this introduction, security is with respect to soundness — usually the analysis of zero-knowledge security is much
more straightforward.

% We are actually not aware of any pointer to a write up of this folklore analysis, and we give it for completeness in the
paper below



We propose a general framework to quantitatively study state-restoration soundness in the
AGM, and apply it to three case studies. (In fact, we target a stronger property of witness-extended
emulation [Lin01,GI08] that establishes a proof-of-knowledge property.) We give concrete bounds
for Bulletproofs, as well as for the Sonic proof system [MBKM19]. Both protocols have previously
been analyzed only with respect to plain soundness in the interactive setting, using the forking
lemma of Bootle et al. [BCC*16], which was only very recently made concrete in [JT20].

We in fact believe that our technique can apply to a number of other protocols based on DLP-
variants and that support the AGM, such as Hyrax [WTs* 18] or pairing-based instantiations of
IOPs [BFS20,CHM120], and leave their analysis for future work.

We stress that our approach differs formally from recent works (e.g., [MBKM19,CHM*20])
which use the AGM to give a heuristic validation of the security of a component of a scheme (e.g., a
polynomial commitment scheme), which is then however assumed to satisfy extractability proper-
ties compatible with that of a standard-model proof (i.e., an AGM extractor is used as a standard-
model extractor.) Here, we aim for full analyses in the AGM. (As we point out in our technical
overview below, these results actually do not give a full-fledged proof in the AGM for a series of
subtle reasons, and modularity is non-obvious in AGM proofs.)

BULLETPROOFS. We apply our framework to two instantiations of Bulletproofs — the first is for
range proofs, and the other is for general satisfiability of arithmetic circuits.> For example, in the
former, a prover shows in O(log n) rounds that for a given C' = ¢" in a cyclic group G of prime
order pwe have v € [0,2"). (In fact, this also works as a POK when v is in a Pedersen’s commitment,
but we stick with the easier case here, as it allows us to express the quantitative aspects in terms
of soundness, as opposed to proof-of-knowledge security.)

For the final non-interactive protocol obtained via the FS transform, our result implies that an
(algebraic) ¢-time prover making g random-oracle queries can break soundness with probability,
roughly, at most

et,q) < O(qn/p) + Advil(t) | (1)

where Advl! (#) is the advantage of breaking the DLP within time ¢. In the generic group model, this
is roughly O(#?/p), and this bound justifies the instantiation of Bulletproofs from a 256-bit curve.
For arithmetic circuit satisfiability, we obtain a similar bound — and similar bounds also hold on
concrete version of proof-of-knowledge security in the AGM.

TIGHTNESS AND DISCUSSION. Given ¢ < t, the above bound implies in particular that for most
values of n (one should think of n = 220 and p = 22°¢ as representative values), the term O(gn/p)
is not leading for groups where generic attacks against the DLP are best possible. Still, we show
that the dependence on n is necessary — in particular, we show that there exist n, p for which we
can construct a cheating prover that can break soundness with probability £2(¢n/p), meaning that
this part of the bound is tight. (Our argument can be extended to all bounds claimed in the paper.)
Also, the term Adv!(t) is tight, given that breaking the DLP would directly give us an attack. This
makes our bound essentially exact (up to small constants).

The interesting feature of the bound is that both terms are decoupled (this was not the case
in the concrete analysis from [JT20] for the interactive case, where a term n3t/,/p appears in the
generic-group model bound.) Particular care in our proof is needed to ensure that the DLP term

% For arithmetic circuit satisfiability (ACS), [BBB*18] gives an argument for a more general relation (a special case of
the relation is ACS). We only consider the protocol for ACS, and we in fact do not know whether the more general
case admits tight bounds.



is not multiplied by ¢ — as this would be a problem. In the generic-group model, for example,
this would result in a term ¢t?/p ~ t3/p (assuming ¢ ~ t), which only gives us roughly 85 bits of
security on a 256-bit curve. Such a multiplicative term ¢ is for example unavoidable if we obtain
a bound in the interactive setting first (for plain soundness), and then apply a generic analysis of
the FS transform, even if the protocol has just three rounds (i.e., one single challenge).

AGM AND COMPOSITION. A challenging aspect of our analysis is the difficulty of dealing with
composition. The core of the Bulletproofs is indeed its O(log(n))-round inner-product argument. In
the standard model, and in the interactive case, it is not hard to reduce the security (as a proof of
knowledge) of the full-fledged system using Bulletproofs to the analysis of the underlying inner-
product argument, but it is not that clear how to do this generically in the AGM. In particular,
in the AGM, the adversary provides representations of group elements to the reduction (or the
extractor), and these are as a function of all priorly given group elements. The problem is that
when analyzing a protocol in isolation (such as the inner-product argument) the bases to which
elements are described are not necessarily the same as those that would be available to a cheating
algebraic prover against the full protocol. This makes it hard to use an extractor for the inner-
product argument in isolation as a sub-routine to obtain an extractor for a protocol using it. Also,
because we consider state-restoration soundness, a sub-protocol can be initiated by a cheating
prover several times, with several choices of these basis elements.

The downside of this is that our analyses are not modular, at least not at a level which consid-
ers sub-protocols are isolated building blocks — we give two different analyses for two different
instantiations of Bulletproofs, and the shared modularity is at the algebraic level.

We discuss this further at the end of our technical overview below.

SONIC. As a second application, we study Sonic [MBKM19]. This is a constant-round protocol,
and in particular with two challenges. In this case, the folklore analysis of the FS transform can be
used to obtain a non-trivial bound, incurring a multiplicative loss of ¢ from the soundness of the
interactive version. Here, we want to show that this loss is not necessary and also obtain a bound
which degrades linearly in ¢. Moreover, no concrete bound on the concrete soundness of Sonic
was given in the interactive setting.

We only consider a simpler version of Sonic that omits the signature of correct computation.
We believe that our proofs extend to the more efficient variant presented in [MBKM19], but our
pedagogical point here is that our framework can improve soundness even for constant-round
protocols. Similarly, we ignore the stronger requirement of updatable witness-extended emula-
tion.

We also note that Sonic’s proof already uses the AGM to justify security of the underlying poly-
nomial commitment scheme, but follows a (heuristic) pattern described above where the resulting
extractor is expected to behave as a standard-model one, and is used within a standard-model
proof.

RELATED WORK: PROOFS VS ARGUMENTS. We clarify that state-restoration soundness has been
studied for several forms of interactive proofs [BCS16,Hol19,CCH*18,CCH™"19], also in its equiv-
alent form of “round-by-round” soundness. Some proof systems satisfy it directly (such as those
based on the sumcheck protocol [LFKN90]), whereas any proof with non-trivial (plain) soundness
can be amplified into one with sufficient stare-restoration soundness (e.g., with parallel repeti-
tion). This is because (similar to our statement about the Fiat-Shamir transform above) one can
naively infer that a concrete soundness bound ¢ implies a state-restoration soundness bound ¢"¢,

where r is the number of challenges, and thus ¢ needs to be smaller than ¢~ ".
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However, we do not know of any non-trivial bounds on state-restoration soundness for multi-
round arguments based on computational assumptions (as opposed to, say, arguments in the
ROM), and moreover, soundness amplification (e.g., [Hai09, HPWP10,CL10,BHT20]) does not re-
duce soundness beyond the largest negligible function, and this is insufficient to absorb the ¢"
loss.

BEYOND THE AGM. Our results are inherently based on online extraction, which is only mean-
ingful in ideal models or using knowledge assumptions. One scenario where ideal models are in-
herently used is in the compilation of IOPs into NIZKs in the ROM via the BCP transform [BCS16]
— it is unclear whether our technique can be used to give tight state-restoration soundness bounds
for systems such as Aurora [BCR*19] and STARK [BBHR19].

1.1 Overview of our Techniques

We give a general framework to derive tight bounds on state-restoration soundness in the AGM. In
fact, we will target the stronger notion of witness-extended emulation [Lin01,GI08], which we adapt
to state-restoration provers. Recall first that the main characteristic of the AGM is that it allows the
reduction, or in our case the extractor, to access representations of group elements. A contribution
of independent interest is to set up a formal framework to define extraction in the AGM — unlike
prior work [FKL18], our framework in particular allows us to handle protocol inputs which are
also group elements.

PREFACE: ONLINE EXTRACTION IN THE AGM. In the AGM, the reduction (or an extractor) obtains
representations of each group element in terms of all previously seen group elements. A useful
feature of the AGM is that it often (but not always) allows us to achieve online witness extraction, as
already observed in [FKL18,FPS20]. For example, consider Schnorr’s protocol [Sch90] for a cyclic
group G = (g) with prime order |G| = p, which, given an input X € G proves knowledge of a
witness w such that g* = X. In this protocol, the prover sends A < g for a random a <s Z,, the
verifier responds with a random challenge ¢ «—s Z,,, and the prover finally sends d = cw + a to
the verifier, which accepts if and only if A - X¢ = g?. In the standard model, security follows from
special soundness — the fact that given two accepting transcripts 7 = (A,¢,d) and 7" = (A, d)
with ¢ # ¢ we know that w = (d — d')/(c — ). Given a prover succeeding with probability e, we
obtain an algorithm computing w from X with probability g2 by the Forking Lemma [PS00].

In contrast, in the AGM, from a single accepting transcript 7 = (A4, ¢, d), the extractor learns
additionally ax, a4 € Z, such that A = XX - g%. Therefore,

gdfaG — XaXJrc 7
and thus, unless c+ax = 0 (which would have happened with probability 1/p after fixing ax), the
extractor can output w = (d — ag)/(ax + ¢). (This fact was recently exploited in [FPS20] to show
tight bounds for Schnorr Signatures in the AGM.)

We also note that the AGM is not a panacea and does not trivialize the problem. In fact, there
are protocols which do not allow for online extraction. We give an example in Appendix A. This
makes the question of whether AGM online extraction is possible very subtle.

A GENERAL FRAMEWORK. The above discussion refers to conventional provers, which have a sin-
gle interaction with a verifier. Online extraction however immediately appears to be very useful to
tame the complexity of state-restoration provers. Indeed, one can visualize an interaction of an ad-
versarial state-restoration prover P* with the verifier V' as defining an execution tree. In particular,
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P* wins if it manages to create a path in the execution tree associated with an accepting (simple)
transcript 7 = (a1, ¢1,a2,...,¢r,ar11), Where ay, ag, ..., a,41 are P*’s messages, and ¢y, ..., ¢, are
the verifier’s challenges. (We focus on public-coin protocols here.) Online extraction from a single
transcript 7 directly implies extraction here, because a witness can directly be extracted locally from
the path 7 (and the corresponding representations of group elements), disregarding what hap-
pened in the rest of the execution tree. In particular, the probability that P* succeeds equals the
probability that a witness is extracted. Without online extraction, we would have to use rewinding
—but current techniques [BCC*16,JT20] do not seem to easily extend to state-restoration provers.

However, this only holds for perfect online extraction — in general, we may be able to gener-
ate transcripts which are accepting, but for which no witness can be extracted. This is typically
because of two reasons:

- Bad Challenges. A bad choices of challenges may prevent witness extraction — in Schnorr’s
protocol, this is exactly the case when ¢ + ax = 0.

- Violating an assumption. A transcript is accepting, but the resulting interaction corresponds
to a violation of some underlying assumption (i.e., one can extract a non-trivial discrete loga-
rithm relation).

Our framework will exactly follow this pattern. For an r-challenge public-coin protocol, we iden-
tify bad challenges, i.e., for each i € [r], input z, and partial transcript 7’ = (a1, c1, ..., ai—1,¢i—1,a;),
we define a set of bad challenges ¢; which would make extraction impossible. Crucially, these sets
are defined according to a simple interaction transcript (i.e., not a state-restoration one) and can be
defined according to the representation of group elements in the transcript so far. Then, given a
transcript 7 with no bad challenges, we show that:

- We can either extract a witness for = from 7 (and the representations of the group elements in
T).

- We can use 7 (and the representation of the group elements in terms of the public parameters)
to break some underlying assumption.

The above example with Schnorr’s protocol only encounters the first situation — indeed, it is a
proof of knowledge (as opposed to an argument of knowledge). However, we give a more involved
example next, which considers a simplified instance of the inner product argument at the core of
Bulletproofs.
INNER-PRODUCT ARGUMENT OF BULLETPROOFS. In the inner product argument the prover proves
that a group element P € G is a well-formed commitment to vectors a,b € Z; and their inner-
product {a, b).* More precisely, the prover wants to prove to the verifier that P = g2hPu(®P
where g € G", h € G",u € G are independent generators of G.

Here, we shall focus on the special case n = 2 first, and below discuss challenges in scaling our
analysis up to any n. The prover first sends to the verifier group elements L, R where

L= gglhgzu‘”bQ , R= gi”hglu‘”bl .
The verifier samples = uniformly at random from Z; and sends it to the prover. We then define
Pl _ LI2PR:B’2 ! x’l xT h/ _ hzhx’l
= 9 =91 92,0 =Ny

* We use boldface to denote vectors. For two vectors a = (a1, ..,an), g = (g1, - -, 9n), We use g* to denote [ | g.
=1
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The prover sends o’ = a1z + asz™' and ¥ = byz~! + byx to the verifier, which in turns accepts if
and only if

AN

Pl _ (gl)a’(hl)b'ua b '
EXRACTION FOR n = 2. To see how extraction works, let
7= ((L,R),z,(a, 1))

be an accepting transcript for the protocol, i.e., P’ = (¢’ )“' (0 )b'ua’b'. Now, in the AGM, the tran-

. . . lgy lgy o lny 1
script contains the representations of the group elements L = g, g52h|" hy?u'“P'" and R =
T T T T . .
9,7 95" hlh1 h2h2 u™ P"P, which we can use to find ey, , eg,, €, , €n,, €P, €, such that

PP = g g R R ®

For example e, = 2 'a’ — l,2% —rgz 2 and ep = 1 + lpz? + rpz 2. If ep # 0 (which is
true with high probability over the choice of z), an extraction procedure can simply return a’ =
(eg,/€p,eqg/ep) and b’ = (en, /ep, en,/ep) as the witness. At first, it looks like we are done — how-
ever, we must additionally verify that (a’,b’) = e,/ep, for otherwise we failed to find a valid
witness.

We will prove that if this is not true, then we can solve the discrete logarithm problem in
the group G. To this end, we construct an adversary A that takes as inputs g1, g2, h1, h2, v and
attempts to return a non-trivial discrete logarithm relation between them. (Breaking this is tightly
equivalent to breaking the discrete logarithm.) Concretely, the adversary A gives g1, g2, h1, ho, u as
input to the cheating prover P, which first returns an adaptively chosen input P € G, along with
is algebraic representation

P= gll’sn 9592 hlljhl h§h2 uPe

It is important here that the representation of P is available to the reduction, i.e., to A, but was not
to the extractor. Then, A simulates the verifier to P —if an accepting transcript is generated, we get
values ey, , €4, , €n,, €ny, €us ep € Zy, as above, but because we know the representation of P, A can
actually find ej, , g, €), €, €, € Z, such that

’ /

01" 9" " By =1 ©

For example, e’g1 = €4, — eppg,, and the other values can be derived analogously. So, what we
need to prove is that if (ep, , ep,, €}, , €),,, €,) are all zero, then (a’,b’) = e,/ep, which is equivalent
to saying that if the latter condition does not hold, then A has found a non-trivial relation. Note
that these values being all 0 implies in particular that

€91 = €EPPgy , €go = €PPgy s €hy = €EPPhy 5 €hy = €PPhy » €y = EPPy -

Therefore,
@', b") = pgyphy + DgaPhs -
Hence, the goal is to show that py, p, + PgsPh, = Pu = €u/ep.

Assuming that x # 0, plugging in the values of e, , ep from above into e,, = epp,,, and solving
for «’, gives us

a = xS(lgl + lppg,) + zpg, + wil(rm +7ppg,) -
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We get another such equation via ey, = eppy,,
-1 -3
a' = a(lgy +1ppg) + & pgy + 7 (rgy +TPPg,) -

With high probability over the choice of z’s, by the Schwartz-Zippel Lemma, we can infer by
equating both right-hand sides that

a = xpg, + :U_lpg2 .
Similarly, from ey, = eppy, and ey, = eppn,, we obtain that
b = :E_lph1 + xpp,
for most «’s. Finally, from e,, = epp,,, we similarly learn that
dbt = ZUQ(ZU +1p,Py) + pu + w_Q(ru + 7rppy) -
But by the above,

a'th = Dg1Phy + PgaPhy + pglphsz + pg2ph1x72

Therefore, again by equating the right-hand sides, and the Schwartz-Zippel Lemma, we must have
Pu = Pg1Phy + Pg.Phs, a5 Wwe wanted to show.

THE RECURSIVE PROTOCOL FOR n = 4. Scaling the protocol to an arbitrary n proceeds via recur-
sion. For concreteness, let us focus on the case n = 4. The prover first sends to the verifier group
elements L, R where

_ a1 a273b37bs, a1b3+azbs _ a3 a43b17b2  azbi+asbs
L = g3tg,?hi’hy'u , R=97%9"h3' hiu .

The verifier samples z uniformly at random from Z; and sends it to the prover. The prover and
the verifier both compute

P =L"PR*" g\ =g g5, gh=05 gi, Wy =hihg ', By=hEng .

The prover also computes a} = a1x+azz ™!, a, = asz+asz™1, by = biz 1 +bsz and by = boz ! +by.
Observe that
P = (g4)" (95) (By)" (hf)PeuaPi+eae

Now, the prover and the verifier engage, recursively, in the protocol for n = 2 with inputs

(917912)’( Il7h12)7u7P/’ (0/170/2)7( IlvbIQ) °

The difficulty in analyzing this is that we would like our proof strategy to be recursive, i.e., given
we analyzed the protocol for n secure, we can now infer that the one for 2n also is secure. This will
not be so direct, unfortunately. One major technical issue is for example that the recursive call uses
different generators than the ones used for the calling protocol — in our case, here, (g}, g5), (R}, hb)
—however, when looking at the combined protocol in the AGM, all element representations would
be with respect to the generators g1, ..., gs, b1, ..., hs, and this makes it difficult to directly recycle
the above analysis.



THE CHALLENGES WITH COMPOSITION. The inability to leverage recursion to simplify the ap-
proach from the previous paragraph is not an isolated incident. We note that a non-trivial aspect
of our analyses is due to the lack of easy composition properties in the AGM. In particular, we
encounter the following problem - if we have a protocol II’ (e.g., the inner-product argument)
which is used as a sub-protocol for II (a Bulletproofs range proof), and we prove extractability
for IT’, it is not clear we can infer extractability for IT in a modular way by just calling the extrac-
tor for II'. This is because a stand-alone analysis of II' may assume group elements output by a
malicious prover P’ are represented with respect to some set of basis elements — say, the genera-
tors g1,...,0n, h1,..., hy, u in the concrete example of inner-product argument described above.
However, when II’ is used within 17, the generators of the inner-product argument are functions
of different group elements. When studying a prover P attacking II, then, representations of group
elements are with respect to this different set of group elements, and this makes it hard to use an
extractor for I1’ directly, as it assumes different representations.

This is a problem we encounter in our analyses, and which prevents us from abstracting a
theorem for the inner-product argument which we could use, in a plug-and-play way, to imply
security of higher-level protocols using it. The flip side is that this lack of composability also comes
to our advantage — our extractors will in fact not even need to extract anything from the transcript
of an accepting execution of the inner-product argument, but only use the fact that it is accepting
to infer correctness of the extracted value.

THE ISSUE WITH PRIOR AGM ANALYSES. Composition issues seemingly affect existing analyses of
proof systems in the literature (e.g., [MBKM19,CHM*20]), whenever some components are ana-
lyzed in the AGM (typically, a polynomial commitment scheme), but the overall proof is expressed
in the standard model. As far as we can tell, unlike this work, one cannot directly extract a full
AGM analysis from these works — let us elaborate on this.

Obviously, from a purely formal perspective, the standard model and the algebraic group
model cannot be quite mixed, as in particular the AGM extractor for the component cannot be
used in the standard model — the only formally correct way to interpret the analysis is as fully in
the AGM, but part of the analysis does not leverage the full power of the model, and is effectively
a standard-model reduction. Yet, in order for composition to be meaningful, it is important to ver-
ify that the basis elements assumed in the AGM analysis of the components are the same available
to a prover attacking the complete protocol. While we cannot claim any issues (in fact, we give an
analysis of the core of Sonic in this paper with a concrete bound), it does appear that all existing
works do not attempt to provide a formal composition — they use the existence of an AGM extrac-
tor as a heuristic validation for the existence of a standard-model extractor, rather than making
formally correct use as an AGM extractor within an AGM proof. Making this composition sound
is potentially non-trivial. Having said this, for pairing-based polynomial commitment schemes,
the basis elements are generally the same, and thus this can likely be made rigorous fairly easily
(unlike the case of inner-product arguments).

2 Preliminaries

Let N = {0,1,2,...} represent the set of all natural numbers and let N* = N\{0}. For N € N¥, let
[N] ={1,..., N}. The symbol § denotes the empty set. The cardinality of a set S is denoted by |S|.
Sampling ¢ uniformly at random from a set S is denoted by ¢ «s S. We let y <—s A° (21, 72, .. .,)
denote the execution of a non-deterministic algorithm A4 on input x;, 22, ... that has oracle ac-



cess to O. We use A, v for logical operators “and”, “or” respectively. We use Pr[G] to denote the
probability that the game G returns true.

Let G be a cyclic group of prime order p with identity 1 and let G* = G\{1} be the set of its
generators. We use boldface to denote a vector, e.g., g € G" is a vector of n group elements with
its i element being g;, i.e., g = (g1, ..., gn). For two vectors a = (a1, ...,a,),8 = (g1, - - -, 9n), We
use g2 to denote [ [, ¢7*. We use python notation to denote slices of vectors:

g[:l] = (gla"- 7gl) € Gl 5 g[l:] = (gl+1>"'7gn) € Gn_l .

For z € Z;, we use z" to denote the vector (1, z, 22,...,2""1). Similarly, we use z ™ to denote the
vector (1,271,272, ... 27" 1) If Z is a variable, Z" represents the vector (1, Z, Z2,..., Z""1). Our
vectors are indexed starting from 1, so zﬁr]l is the vector (z, 22, ..., 2™). The operator o denotes the

Hadamard product of two vectors, i.e.,
a=(ay,...,an), b={(b1,...,by), aob = (a1by,...,anby,) .

We use capitalized boldface letters to denote matrices, e.g.,, W € ng is a matrix with n rows and
m columns.

We denote the inner product of two vectors a, b € Z using (a, b). We also define vector poly-
nomials, e.g.,

d
FX) =Y EX7,
=0

where each coefficient f; is a vector in Z;. The inner product between two vector polynomials is
defined as L
(2
AUX), (X)) = 3 D ey X
i=0j=0

Note that evaluating two vector polynomials at some point  and taking their inner product gives
the same result as taking their inner product and then evaluating the resulting polynomial at x.

The function bit(k, i, t) returns the bit k; where (ki,. .., k:) is the t-bit representation of k. All
logarithms in this paper have base 2.
SCHWARTZ-ZIPPEL LEMMA. Let f(X1,..., X,) be a n variate polynomial. We use f(z1,...,z,) to

denote the evaluation of f at the point (1, ..., ;) throughout the paper. The polynomial ring in
variables X1, ..., X, over the field F is denoted by F[ X7, ..., X,].

Lemma 1 (Schwartz-Zippel Lemma). Let F be a finite field and let f € F[ X1, ..., X,] be a non-zero
n variate polynomial with maximum degree d. Then Pr[f(x1,...,x,) = 0] < %, where the probability is
over the choice of z1, . .., x, according to x; «s F.

THE DISCRETE LOGARITHM PROBLEM. The game GY in Figure 1 is used for is used for defining
the advantage of a non-uniform adversary A = {A\},cn+ against the discrete logarithm problem
in a family of cyclic groups G = {G)},en+ Of prime order p = p(\) with identity 1 and set of
generators G* = {G}} en+ = {Ga\{1}} en+. We define

Advd (A, \) = Pr [Gg(A, A)] .



Game G% (A, \): Game G{ 7' (A, \): Game GL¥(A, \):

g<—$G)\*;h<—$GA g1, ..., 9n <35 Gy g(—$G/\*;m<—$Zp(A)
a<s Ax(g,9") (a1,...,an) <8 Ax(g1,- .-, gn) o s A({g Y= ,)
Return (g% = h) Return ([] g% =1 A (a1, ..., an) # O") Return (z = ')
i=1
Fig.1. The games used to define the advantage of a non-uniform adversary A = {Ax},cy+ against the discrete

logarithm problem, the discrete logarithm relation problem and the ¢-DLOG problem in a family of cyclic groups
G = {Gx},en+ with prime order order p = p()). The set G, * is the set of generators of G.

THE DISCRETE LOGARITHM RELATION PROBLEM. The game Gg;'y'[f' in Figure 1 is used for defining

the advantage of a non-uniform adversary A = {A\},cn+ against the discrete logarithm relation
problem in a family of cyclic groups G = {G )} en+. We define A = { Ay} \en+ as

AV (A, \) = Pr |GEE(A, )|

The following lemma shows that hardness of the discrete logarithm relation problem in G is tightly
implied by the hardness of discrete logarithm problem in a family of cyclic groups G = {G}  en+-

Lemma 2. Let n € NT. Let G = {G)}en+ be a family of cyclic groups with order p = p(). For every
non-uniform adversary A = {Ax}\en+ there exists a non-uniform adversary B = {By} en+ such that for
all A e NT Adv([d;':ﬁe'(A, A) < Adv(B, ) + }3. Moreover, B is nearly as efficient as A.

We refer the reader to [JT20] for a proof of this lemma.

THE ¢-DLOG PROBLEM. The game ng' in Figure 1 is used for defining the advantage of a

non-uniform adversary A = {A)}\en+ against the ¢-DLOG problem in a family of groups G =
{Ga}ren+. We define

AdVE (A, \) = Pr [ng'(A, )\)] .

3 Interactive Proofs and Arguments

3.1 Interactive Proofs and State-restoration Soundness

We introduce our formalism for handling interactive proofs and arguments, which is particularly
geared towards understanding their concrete state-restoration soundness.

INTERACTIVE PROOFS. An interactive proof [GMRS85] is a triple IP = (IP.Setup, IP.P,IP.V) of algo-
rithms: (1) the setup algorithm IP.Setup which generates the public parameters pp, (2) the prover
IP.P and (3) the verifier IP.V. In particular, the prover and the verifier are interactive machines
which define a two-party protocol, where the prover does not produce any output, and the veri-
fier outputs a decision bit d € {0, 1}. We let {IP.P(z), IP.V(y)) denote the algorithm which runs an
execution of the prover and the verifier on inputs x and y, respectively, and outputs the verifier’s
decision bit. We say that IP is public coin if all messages sent from IP.V to IP.P are fresh random
values from some understood set (which we refer to as challenges).
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Game SRS ()\): Oracle Oyt (7 = (a1, ¢1,...,Qi—1,Ci—1), ai):

win « false;tr < ¢ If 7 € tr then
pp s IP.Setup(1*) If i < r then
(z,stp) <s Pr(pp) ¢i <3 Chy; tr — tr| (7, ai, ¢;); Return ¢;
Run PO (stp) Elseif i = r + 1 then
Return win d — IP.V(pp,z, (1,a:)); tr < tr || (1, as)
If d = 1 then win « true
Return d
Return L

Fig. 2. Definition of state-restoration soundness. The game SRS defines state-restoration soundness for a non-uniform
prover P and a public-coin interactive proof IP. Here, IP has r = r(\) challenges and the i-th challenge is sampled from
Ch;.

COMPLETENESS. A relation R is (without loss of generality) a subset of {0,1}* x {0,1}* x {0, 1}*.
We denote a relation R that uses specified public parameters pp, instance x and witness w as
{(pp,z,w) : fr(pp,x,w)} where fr(pp,z,w) is a function that returns true if (pp,z,w) € R and
false otherwise. For every A € N and every A4, define the following experiment:

pp «s IP.Setup(1*) , (z,w) s A(pp) , d s (IP.P(pp,z,w),IP.V(pp,)) .

Then, we say that IP is an interactive proof for the relation R if for all Aand all A € N ¥, in the
above experiment the event (d = 1) v ((pp, z, w) ¢ R) holds with probability one.

STATE-RESTORATION SOUNDNESS. We target a stronger notion of soundness — state-restoration
soundness (SRS) [BCS16,Hol19] — which (as we show below) tightly reduces to the soundness of
the non-interactive proof obtained via the Fiat-Shamir transform. The SRS security game allows
the cheating prover rewind the verifier as it pleases, and wins if and only if it manages to pro-
duce some accepting interaction. We only consider an r(\)-challenge public-coin interactive proof
IP, and consider the case where challenges are drawn uniformly from some sets Chy, ..., Ch,.
We also assume that the verifier is described by an algorithm which given pp, z, and a transcript
T = (a1,¢1,...,0r,¢r,ar41), Outputs a decision bit d € {0,1}. We overload notation and write
IP.V(pp, z, 7) for this output.

Our definition considers a game SRS/p()\) (which is formalized in Figure 2) that involves a
non-uniform cheating prover P = {Py}en. (Henceforth, whenever we have any non-uniform
adversary A, it is understood A = { A} en — we shall not specify this explicitly). The prover is
initially responsible for generating the input x on which it attempts to convince the verifier on
some execution. Its rewinding access to the verifier is ensured by an oracle Oy, to which it has
access. Roughly speaking, the oracle allows the prover to build an execution tree, which is extended
with each query to it by the prover. This execution tree can be inferred from tr, which sequentially
logs all (valid) queries to Oey; by the prover. For a partial transcript 7/, we write 7’ € tr to mean
that a partial execution corresponding to 7’ can be inferred from tr.

We then associate the probability of winning the game with the srs advantage metric, Advip (P, \) =
Pr [SRS'pP (X)]. For notational convenience, we do not restrict the input z not to have a witness.
Therefore, if IP is an interactive proof for a relation R, we cannot hope to show that Advig (P, \)
is small for all P. Clearly, if P outputs (x, a) such that (pp,z,a) € R, then a is a witness and P
can simply (honestly) convince the verifier. The classical notion of state-restoration soundness is
recovered by only considering P’s which output z such that (pp, z, w) ¢ R for any w.
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The following lemma shows a (generally loose) connection between (plain) soundness and
state restoration soundness.

Lemma 3 (Naive Reduction). Let IP be a r(\)-challenge public-coin interactive proof. Then, for every
non-uniform prover P invoking Oex, at most ¢ = q(\) times, there exists a linear prover P’ (with com-
plexity similar to that of P) such that for all A € N¥,

AdVES(P, A) < (T (i()Ai 1) CAdVES (P!, A)

We omit the (simple) proof — the adversary P’ simply “guesses” the accepting path, which
consists of r + 1 queries.
If IP is publicly verifiable, we can prove the following slightly improved bound.

q(A)

AdviS (P, \) < (T o)

) - AdVEE (P N) .

In this case the adversary P’ would need to guess only the first » messages and use the public
verification procedure to check if any of the ¢ queries is a valid last message.

3.2 The Fiat-Shamir Transform

The Fiat-Shamir transform uses a family of hash functions H to convert a r-challenge public coin
interactive protocol (proof or argument) IP to a non-interactive argument FS[IP, H]. When # is
modelled as a random oracle, we denote the non-interactive argument using FSRO[IP]. Suppose
the length of the i challenge in IP is cLen;. In FS[IP, %], a hash function H is first sampled from

H. A proof on public parameters pp and input z is a transcript 7 = (a1, ¢1,a2,¢2, ..., ar, Cr, Arr1),
such that

ci = H(pp,z,a1,c1,...,ai-1,¢i—1,0;)[: cLen;]
forie {1,...,r},and IP.V returns 1 on input (pp, z, 7).

We use the game FSROp in Figure 3 to formally capture the soundness of the non-interactive
argument FSRO[IP] against a non-uniform prover P. For security parameter ), the advantage of

P against the soundness of FSRO[IP] is AdvsF'ngo“P] (P,A) = Pr[FSRORR(N)].

The following theorem connects the state-restoration soundness of a public-coin protocol IP
and the soundness of non-interactive protocol FSRC[IP], obtained by applying the Fiat-Shamir
transform using a random oracle.

Theorem 1. Let IP be a r = r(\)-challenge public coin interactive protocol where the length of the i*"
challenge is cLen;(\) such that sLen(\) < cLen;(\) < hLen(\) for i € {1,...,r}. For every non-uniform
cheating prover P* making q = q(\) random oracle queries, there exists a non-uniform prover P such that
forall A e Nt

q+1

Advishoge (P*.N) < AQVE(P.A) + i -

FSRO[IP]

Moreover, P makes at most q queries to its oracle and is nearly as efficient as P*.
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Game FSROJ ()\):
pp « IP.Setup(1*); (z,stp) «s Pa(pp); H <5 nLen(r)

(a1,¢1,02,¢C ..., G, CryGry1) <8 Pi (stp)
For 3i: ¢; # H(pp,x,a1,c1,...,ai—1,Ci—1,a;)[: cLen;(\)] then return false
Return IP.V(pp, z, (a1,c1, ..., Gr, Cr,ar41))

Fig.3. Soundness for the Fiat-Shamir transform. This game defines the advantage a non-uniform prover P against
the soundness of FSRO[IP]. Here, IP has r = 7()\) challenges where the i challenge is of length cLen;()\) such that
sLen()) < cLen;(\) < hLen(\). The set 2hien(x) contains all hash functions mapping {0, 1}* to {0, 1}"-="(V).

Proof. We shall construct a prover P playing SRSp that runs the cheating prover P* and simulates
the game FSROp to it.

Let 7 = r(\), hLen = hLen(\), sLen = sLen()) and cLen; = clen;(\) fori = 1,...,r. Let the
length of the i prover message in IP be I; = I;(\) bits for i € {1,...,r + 1}. Without loss of
generality we assume that P* does not repeat any queries to the random oracle.

The first stage of P on input pp shall run the first stage of the P* on pp. If P* returns (x, stpx),
P returns (x,stp = (stpx,pp,x)). The second stage of P maintains set of states called S — each
state is of the form (ai,c1, a2, ¢z, ..., ai, ¢;). We say the length of such a state is i. On input stp =
(stpx, pp, z), it first intializes S to {¢} where ¢ is the empty string . Then it runs P* on stp=. It
simulates the random oracle H to P* as follows. On receiving a H query on y

1. P first checks if there exists s € S of length i such that (pp, z, s) is a prefixof y i.e. y = (pp, z, s, t)
and t is of length l; 1. If the check fails, P returns a randomly sampled string from {0, 1}"te".
If the check succeeds, P chooses the longest such state s.

2. P parses as y as (pp, z, s, t) and makes a query to O, On (s,?) ans receives c as the response.
P adds (s, ¢, ¢) to the set S, samples a string ¢’ from {0, 1}hten—cleni+i and returns (c, ¢/).

Finally, when P* returns an output 7, P queries O¢y; on 7 and stops. It follows that P makes no
more than ¢ queries to its oracle and is nearly as efficient as P*.

Suppose the game FSROJp" returns t rue. In other words P* returns an accepting proof, i.e.,
it returns 7 = (a1, c1,...,ar, ¢, ar+1) such that ¢; = H(pp,z,a1,c1,...,a;—1,¢i—1,a;)[: cLen;] for
ie{l,...,r}and IP.V(pp, x, T) returns true.

Let ; = (ai,c1,-..,Gi-1,¢i—1,ai). Now, let E be the event that P* made H queries on all
of (pp,z,71),...,(pp,x,7) in order, i.e., for all i € {1,...,r — 1}, it queried H(pp,z,7;) before
H(pp, xz, 7i—1). If E happens, P must have queried O¢x; on 71, 7, . .., 7, in order and finally queried
7. Since these queries to Oy Were in this order, O must have set win to true when finally
queried on 7. Therefore, when the game FSROJp" returns t rue and E happens, the game SRS
returns true.

Hence, we need to upper bound the probability that 7 is an accepting transcript and the event
E does not happen, in order to upper bound AdeF”SdRo (1P (P*,A) in terms of Advi5 (P, \).

If 7 is an accepting transcript and the event E does not happen either there exists an i €
{1,...,7} such that H(pp,z,7;) was never queried by P* or there exists i € {1,...,r — 1} such
that H(pp, z, 7,11) was queried before H(pp, z, 7;). The probability of the former happening is at
most 1/25" since H(pp,,7;) was never queried but ¢; = H(pp,z,7;)[: cLen;] is satisfied. The
probability of the latter is upper bounded by the probability that a H query was made on some
y before the H query on (pp, z, 7;) such that the last cLen; + ;41 bits of y were (¢;, a;+1). Since ¢;
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was not fixed before the H query on (pp, z, 7;), this happens with probability no more than 1,25
for every query before the H query on (pp, z, 7;). Hence, the probability that for all i € {1,...,7},
H(pp, x, ;) was queried by P* but there exists i € {1, ...,r—1} such that H(pp, , 7;+1) was queried
before H(pp, z, 7;) is q/2°-".

Therefore, the probability that 7 is an accepting transcript but £ does not happen is at most

(q + 1)/2%". Hence
qg+1

Advsnd (’P*’ A) < AdeE)s(P7 )‘) + m )

FSRO[IP]

O

Here we considered challenges in IP to be bitstrings — however, this can be adapted to protocols
where the challenges are from sets that are not bitstrings. The denominator of the fraction of the
bound would become the size of smallest set from which the challenges are sampled, e.g., if the

challenges in the a protocol were all from the set Z, the fraction would become (¢ + 1)/(p — 1).

ZERO-KNOWLEDGE. An interactive protocol IP for a relation R is said to be honest verifier zero-
knowledge (HVZK) if there exists an efficient simulator S such that for all (pp,z,w) € R, the
output of S(pp, x) is indistinguishable from the view of IP.V that has as input (pp, z) and is inter-
acting with IP.P with input (pp, z, w). The view of IP.V consists of the transcript of the interaction
and its randomness.

If a public coin protocol IP is HVZK, applying the Fiat-Shamir transform to it produces a non-
interactive zero-knowledge argument. The interactive protocols we consider in this paper (Bullet-
proofs, Sonic) are HVZK.

4 Arguments of Knowledge in the AGM

This paper focuses on arguments of knowledge based on a (cyclic) group, for which we prove con-
crete security in the algebraic group model (AGM) [FKL18]. More specifically, the security property
we target is an extension of witness-extended emulation [Lin01,GI08] to consider state-restoration
provers. Via Theorem 2, this will give us tight proof of knowledge bounds (in the random-oracle
model) for the NIZK argument obtained by applying the Fiat-Shamir transform to these argu-
ments. This section will develop in particular a definition for the specific case of online extraction
in the AGM. (A more general definition could be given, but this is sufficient for our purposes.) We
also provide a framework that we will adopt to study concrete protocols below.

4.1 Proofs of Knowledge in the AGM

THE ALGEBRAIC GROUP MODEL. We start here with a brief review of the AGM [FKL18]. For
an understood group G with prime order p, an algebraic algorithm A, is an interactive algorithm
whose inputs and outputs are made of distinct group elements and strings. Furthermore, each (en-
coding) of a group element X outputby A, |, is accompanied by a representation (za,,24,,...,%4,) €
Z’Ij such that X = ]_[le AfA" ,where Ay, ..., A are all group elements previously input and output
by A,lg. Generally, we denote a group element by itself with a capital letter X, and write [ X | for a
group element X enhanced with its representation, e.g.,

[X] = (vaAlvaga" . 7xAk) .

In particular, when we use a group element X output by A,j, e.g. it is input to a reduction or
used in a cryptographic game, we write [ X] to make explicit that the representation is available,
whereas write X only when the representation is omitted.

14



Game WEE-1/"%"" ()\): Oracle Ol (7 = (a1,c1,. .., ai1,ci1), a:):

tr ¢ If 7 € tr then

pp <= IP.Setup(1*) If i < rthen

(z,stp) <3 Pag,x(pp) ¢i <3 Chy; tr — tr| (7, ai, ¢;); return ¢;

Run 'Pacl)i:it (stp) Elseif i = r + 1 then

b s D(tr) d < IP.V(pp,z,7 | a:)

Return (b = 1) If d = 1 then return d
. Return L

Game WEE-0,; """ (\): Oracle O (7, a):

tre—¢ If 7 € tr then

pp «s IP.Setup(1*) (resp, ste) «s E(ste, [(7,a)])

(z,5t7) 3 Pag(PP) tr  tr| (v, a, resp)

ste «— (1)‘, pp, ) Return resp

Run P;)g(c,)’it (stp) Return L

w «s E(stg, L)

b s D(tr)

Return (b = 1) A (Acc(tr) = (pp,z,w) € R)

Fig.4. Definition of online srs-wee security in the AGM. The games WEE-1, WEE-0 define online srs-wee security in
the AGM for a non-uniform algebraic prover P.g, a distinguisher D, an extractor £ and a public-coin interactive proof
IP. We assume here that IP has r = r()) challenges and the i-th challenge is sampled from Ch;.

The notation extends to a mix of group elements and strings a — [a] enhances each group
elements with its representation.

DEFINING AGM EXTRACTION. We formalize a notion of proof-of-knowledge (PoK) security in
the AGM, following the lines of witness-extended emulation [Lin01,GI08], which we extend to
provers that can rewind the verifier.

We will be interested in cases where the AGM allows for online extraction, i.e., the addi-
tional group representations will allow for extraction without rewinding the prover. (Note that
the prover itself can rewind the verifier, which is a little different.) This requires a little care, as we
target an adaptive notion of security, where the input is generated by the adversarial prover itself,
depending on the public parameters pp, and can contain group elements. The extractor should
not learn too much in order not to trivialize its task. It is also important to note that a group-based
interactive proof does not necessarily allow for AGM online extraction — we elaborate on this in
Appendix A.

ONLINE SRS-WEE SECURITY. The definition consists of two games — denoted WEE-l,%"g’D and

WEE—OlgF;%'g’D, and described in Figure 4. The former captures the real game, lets our prover

P = {Px}en interact with an oracle O, as in the state-restoration soundness game defined above,
which additionally stores a transcript tr. The latter is finally given to a distinguisher D which out-
puts a decision bit. In contrast, the ideal game delegates the role of answering P’s oracle queries
to a (stateful) extractor £. The extractor, at the end of the execution, also outputs a witness can-
didate for w. The extractor in particular exploits here the fact that P is algebraic by learning the
representation of every input to the oracle OY,. (This representation can be thought, without loss
of generality, as being in terms of all group elements contained in pp and in the input x.) Here,
the final output of the game is not merely D’s decision bit — should the latter output 1, the output
of the game is t rue only if additionally the extracted witness is correct assuming the interaction

with OY, resulted in an accepting execution — a condition we capture via the predicate Acc(tr).
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Game FS-EXT %% (\): Oracle ROy (y):

pp s IP.Setup(1*); (&, stp) < Paig,» (pp) (resp, ste) = E(ste, [y])
ste « (17,pp, 2); T — PRot (stp); w «s E(ste, [7]) Return resp

Return (IP.V(pp,z,7) =1 A (pp,x,w) ¢ R)

Fig. 5. Definition of fs-ext security in the AGM. The game FS-EXT defines fs-ext security in the AGM for a non-uniform
algebraic prover P,jg, an extractor £ and a non-interactive argument obtained by applying the Fiat-Shamir transform to
an interactive protocol IP.

For an interactive proof IP and an associated relation R, non-uniform algebraic prover P,g, a
distinguisher D, and an extractor £, we define

AdViE 5= (Paig, D, €, \) = Pr [WEE-1Z§'€’D(A)] —Pr [WEE-ofF;?j;'g’D(A)] . (4)

FS-EXT SECURITY. We formalize a notion of proof-of-knowledge (PoK) security in the AGM for
non-interactive arguments obtained by applying the Fiat-Shamir transform to an interactive pro-
tocol IP. For simplicity, this notion just captures extractability instead of witness-extended emula-
tion. It is defined by the game FS- EXTZ;BJ;’.& in Figure 5. The game is similar to FSRO with the main
difference being that the extractor £ simulates the random oracle to the prover P,; and outputs a
witness after the prover has output a proof. The extractor exploits the fact that P, is algebraic by
learning the representation of every input to the oracle RO.x. Here, the final output of the game
is t rue if P,z outputs an accepting proof 7 (i.e., IP.V(pp, , 7) returns 1) but the witness output by
the extractor is not a valid one. For an interactive proof IP and an associated relation R, algebraic

prover P,jg, and an extractor £, we define AdVE;%éﬂp]’R(ng, E,N) =Pr [FS-EXTEI%E()\)].

The following theorem connects the online srs-wee of a public-coin protocol IP and the fs-ext
soundness of non-interactive protocol FSRO[IP], obtained by applying the Fiat-Shamir transform
using a random oracle.

Theorem 2. Let R be a relation. Let |P be a r = r(\)-challenge public coin interactive protocol for the
relation R where the length of the i challenge is cLen;()\) such that sLen(\) < clen;(\) < hLen()\)
fori e {1,...,r}. Let € be an extractor for |P such that it always responds to queries with bit-strings of
appropriate length chosen uniformly at random. We can construct an extractor £* for FSRO[IP] such that
for every non-uniform algebraic prover P}, against FSRO[IP] that makes q = q(\) random oracle queries,
there exists a non-uniform algebraic prover Pag and D such that for all A e N*

qg+1

Adyfeext ( :lg7g, ) < AdViE W (Pag, D, €, A) + SeLen() -

FSRO[IP],R

*

g The extractor £ is

Moreover, Paig makes at most q queries to its oracle and is nearly as efficient as
nearly as efficient as &.

Proof (Sketch). This proof is very similar to the proof of Theorem 1, so we just provide a proof
sketch.

Without loss of generality we assume that P}, does not repeat random oracle queries. Let
r = r(A), hLen = hLen()), sLen = sLen(\) and cLen; = cLen;(\) fori = 1,...,r. Let the length of
the i prover message in IP be I; = I;(\) bits fori € {1,...,r + 1}.
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First we define the extractor £* that simulates the game WEE-0 to £. Suppose £* has initial
state (1*, pp, ). It initializes ste to (1%, pp, z). It maintains a set of states S which is initialized to
{e} where ¢ is the empty string. For every query y that it receives, it checks if for some state s € S of
length i, there exists y = (pp, z, s, t) where ¢ is ;1 bits long. If the check fails, it returns a random
string in {0, 1}P"(V), Otherwise, it chooses the longest such s and queries (s, 1) to £, receives a
string c. It samples ¢’ uniformly at random from {0, 1}Pten—cleni+1 and returns (¢, ¢’) (we omit the
state book-keeping here). When invoked on 7, it runs € on (stg, 7) and then (stg, 1) and returns
whatever £ returns. It follows that £* is nearly as efficient as £.

We set D(-) = Acc(-). So, Advip *(Palg, D, £, A) is essentially the probability that in WEE-0, Acc
returns t rue and & fails to return a valid witness.

We define adversary P,jg that runs adversary P}, in the same way as P ran P* in the proof
of Theorem 1. It follows that P, makes at most ¢ queries to its oracle and is nearly as efficient as

%
alg*
Suppose the game FS-EXT returns t rue. In other words PJ, returns an accepting proof, i.e., it
returns 7 = (ay,c1, ..., Gy, ¢, ar41) such that IP.V(pp, x,7) = 1, and £* fails to extract a witness w.
Let 7; = (a1,¢1,-..,ai—1,¢i—1,a;). Now, let E be the event that Paig made ROcx; queries on all

of (pp,x,71),...,(pp,x,7,) in order,ie., foralli e {1,...,r — 1}, it queried ROcx(pp, z, 7;) before
ROt (pp, z, 7i—1). If E happens, it is easy to see that P, must have succeeded (same reasoning
as we used in the proof of Theorem 1) and £ must have failed (since £* fails only when £ fails).
Since RO.y; queries are always chosen uniformly at random from {0, 1}"*¢"®®), and no queries
are repeated, one can think of it as a random oracle H with image {0, 1}"-*"(}). So the event E is
same as in the proof of Theorem 1, where we upper bounded the probability that P}, produces an

accepting proof and E does not happen to (g + 1)/2s-e"(V).
Therefore it follows that

q+1

Advggxg[lp]ﬁ( aig &5 A) < AdVIE S (Paig, D, €, \) + ZsLen()

O
Here we considered challenges in IP to be bitstrings — however, this can be adapted to protocols
where the challenges are from sets that are not bitstrings. The denominator of the fraction of the
bound would become the size of smallest set from which the challenges are sampled, e.g., if the

challenges in the a protocol were all from the set Zy, the fraction would become (¢ +1)/(p — 1).

SOUNDNESS FROM POK. The definition of state-restoration soundness from Section 3.1 also ap-
plies to any algebraic prover. The following theorem relates soundness to the witness-extended
emulation — the proof is immediate.

Lemma 4. Let IP be an interactive proof for a relation R, and let P, an algebraic prover which, on input
pp, outputs x such that (pp, z,w) ¢ R for all w. Then, for any extractor £, and D(-) = Acc(-), we have for
all \ e N*

AdVip (Palg, ) < Advip 7°(Paig, D, E, A) -

4.2 The Basic Framework

We develop a general framework that we will use, via Theorem 3, to derive concrete AGM bounds
on srs-wee security. Our goal, in particular, is to give conditions on single path executions - i.e.,
executions not involving any rewinding of the verifier by the prover, which could be seen as root-
to-leaf paths in an execution tree generated by the interaction of a state-restoration prover.
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TRANSCRIPTS. From now on, let us fix an interactive public-coin proof IP = (IP.Setup, IP.P,IP.V)
for a relation R. Assume further this protocol has exactly r rounds of challenges. Then, we rep-
resent a (potential) single-execution transcript generated by an algebraic prover in different forms,
depending on whether we include the representations of group elements or not. Specifically, we
let the (plain) transcript be

T = (pp7 Z,a1,C1,02,C2;...,0r,Cr, a?‘+1) )
where pp are the generated parameters, x is the input produced by Py, ¢; € Ch; foralli e {1,...,r}
are the challenges, and a1, ..., a,41 are the prover’s messages. The corresponding extended tran-

script with representations is denoted as

[T] = (pp7 [:C] ) [al] ) C1, [a2] 7625y [GT] y Cry [CLH—I]) .

In particular, the representation of each group element contained in a; is with respect to all ele-
ments contained in pp, x, a1, . . ., a;_1. We let T'7 be the set of all possible extended transcripts [7].
We also let T," < TP be the set of accepting transcripts [7], i.e., IP.V(7) = 1.

PATH EXTRACTION. We now would like to define a function e which extracts a witness from any
accepting transcript [7] € TA” . We need to however be a little careful, since the extractor cannot
leverage a representation of the group elements in z, as this trivializes extraction. To this end, for
an extended transcript [7], we write [7] = (pp, z, [a1] , c1, [a2] , ca, - - -, [ar] , ¢y [ar11]), i-€., [7] Omits
the representation of the input x. For a particular function e we now define the set of extended

transcripts on which it succeeds in extracting a valid witness, i.e.,

Tegset = {[r] = (op, 2]} € T+ w = e([7]), (PP, w) € R .

Therefore, a natural extractor £ just answers challenges honestly, and applies e to a path in the
execution tree which defines an accepting transcript, and returns the corresponding witness w.
The probability of this extractor failing can be upper bounded naively by the probability that
the prover generates, in its execution tree, a path corresponding to an extended transcript [7] €
ﬂsc\ﬁlfr;ee’f. This is however not directly helpful, as the main challenge is to actually estimate this
probability.
BAD CHALLENGES. In all of our examples, the analysis of the probability of generating a transcript
in 7'A”zc\7zlopr;2’£ will generally consist of an information-theoretic and a computational part.

The information-theoretic part will account to choosing some bad challenges. We capture such
choices of bad challenges by defining, for any partial extended transcript

[T,] = (pp, [;L‘] ) [al] yCly e vy [az]) )

a set BadCh(7’) < Ch; of such bad challenges. (Crucially, whether a challenge is bad or not only
depends on the extended transcript so far.) We now denote as 7", the set of all extended tran-
scripts which contain at least one bad challenge. It turns out that the probability of generating
such a bad challenge is easily bounded by ¢ - € for a prover making ¢ oracle queries, assuming

|BadCh(7")| /|Ch;| < e.
The only case that the extractor can now fail is if the execution tree contains an extended

transcript [7] in the set
T " = Tate \ (Teomens © Tebacn) - (5)

ail
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We denote the probability that this happens in SRS, a'g()\) as pil(IP, Paig, €, R, A). Generally, in all
of our applications, upper bounding this probab111ty for a suitably defined extractor will constitute
the computational core of the proof —i.e., we will prove (generally tight) reductions to breaking
some underlying assumption.

THE MASTER THEOREM. We are now ready to state our master theorem, which assumes the formal
set up.

Theorem 3 (Master Theorem). Let IP be an r = r(\)-challenge public coin interactive proof for a
relation R. Assume that BadCh and e are given above. Further, assume that forani € {1,...,r}, we have

[BadCh(7")| / |Chy| <

for some ¢ € [0,1]. Then, there exists an extractor £ such that for any non-uniform algebraic prover Pajg
making at most ¢ = q(\) queries to its oracle, and any (computationally unbounded) distinguisher D, for
all x e N*

Advip 7 (Palg, D, €, A) < ¢ + pril(IP, Pag, &, R, A)

The time complexity of the extractor £ is O(q - ty + te) where ty is the time required to run IP.V and t. is
the time required to run e.

Proof. The extractor &, as stated above, just answers challenges honestly, and applies e to a path
in the execution tree which defines an accepting transcript, and returns whatever e returns. The
running time of the extractor £ consists of the time required to answers ¢ queries, run IP.V in at
most ¢ paths in the execution tree and the time required to run e. Hence it’s time complexity is
O(q - tv + te).

Since, £ answers challenges honestly, the view of P, is identical in the games WEE-1,

WEE- Ofpﬁg'g’ So, tr will be identical in both games and hence b will be identical in both games.

Therefore, the output of WEE- 0IP P2eP differs from the output of WEE-1, a'g only if (Acc(tr) =
(pp,z,w) € R) = falsei.e, if Acc(tr) is true but (pp, z,w) ¢ R. o

Since Acc(tr) is t rue, there is an accepting transcript 7 such that £ gives [7] as input to e. Now,
e outputs w such that (pp,z,w) ¢ Ronlyif 7 € 7}23 SR orre 7;3”:dCh (these sets are defined above).

By definition, 7 € T3, only if any of the challenges ¢; € BadCh(7') for some partial transcript
7' that is a prefix of 7. Now, since there are at most ¢ queries and each of the challenges are sampled
uniformly at random from Ch;, and |BadCh(7’)| / |Ch;| < ¢, the probability that 7 € 737, is at most
q-e.

The probability that 7 € 7;a|| is prail(IP, Paig, €, R, )\) in game SRS@. Since £ answers chal-
lenges honestly, the probability that 7 € 7;”3 &8 in WEE- 0IP Pae:D Pfail (IP, Paig, €, R, \) as well.

Therefore, the probability that the output of WEE- O‘IEP%'g’ differs from the output of WEE-1, a'g’

is at most ge + pril(IP, Paig, €, R, ), i.e,,
Adv?lgjvéee(,])ﬂga Da 87 A) < 615 + pfaiI(IP, Pa|g7 e7 R7 )\) .

Palg: and

5 Online srs-wee Security of Bulletproofs

In this section, we shall apply our framework to prove online srs-wee security in the AGM for
two instantiations of Bulletproofs- range proofs (RngPf) and proofs for arithmetic circuit satisfi-
ability (ACSPf). We first introduce the Bulletproof inner product argument (InPrd) in Section 5.1
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InPrd.P(((n, g, h,u), P), (a,b)) InPrd.V((n,g,h,u), P)

g® —gh®—n g —gh®—n

no «—n; P «— P;a® «— a;b® b no «—n; P «— P

Fori=1,...,logn Fori=1,...,logn
ng < ni—1/2 ng < ni—1/2

cr, < <a[: ni], b[n: :])
i

cr «—<a[n; :],b [ n;

L¢<—( (i 1)) il (hu 1))"[”7] er

aln;] BEnl e Lo,
R — (gfn)) hi 1) " ——
I g s Z*
i (i—1) (i—1) i (i—1) (i—1)
g« (g[ nil ) (g[m ) g« (g[ nil ) (g[m )
—1
(©) (i—1) (i—1) (i) (i—1) (i—1)
h™ (h[:m] ) (lz[m ) h™ (h[:m] ) (l;[m] )
P& L7 p=D R PO 7 pe=D R
a® — alVnaet +aDn, ]z
b «— bV n;]z + bP[n; Ja?
g« glog™). j,  pllosm g« glog™). jy  plosm)
a — a(log n);b - b(logn) a,b Return (P(logn) — gahbuab)

Fig. 6. Bulletproofs inner-product argument InPrd.

which forms the core of both RngPf and ACSPf. Then, in Sections 5.2 and 5.3 we introduce and
analyze online srs-wee security of RngPf and ACSPf respectively.

5.1 Inner Product Argument InPrd

We shall assume that InPrd = InPrd[G] is instantiated on an understood family of groups G =
{Gx}en+ of order p = p(A). Using InPrd, a prover can convince a verifier that P € G is a well-
formed commitment to vectors a, b € Z and their inner-product (a, b). More precisely, the prover
wants to prove to the verifier that P = g2hPu(@b) where g € G",h € G",u € G are independent
generators of G. We assume that n is a power of 2 without loss of generality since if needed, one
can pad the input appropriately to ensure that this holds. The prover and the verifier for InPrd is
formally defined in Figure 6. It is a log n round recursive protocol where in every round the prover
and the verifier engage in InPrd with vectors of dimension half of that in the previous round.

5.2 Online srs-wee Security of RngPf

We shall assume that RngPf = RngPf[G] is instantiated on an understood family of groups G =
{Gx}ren+ Of order p = p(X). The argument RngPf is an argument of knowledge for the relation

R= {((ne N,g,heG),V e G,(v,’yEZp)> g R =V Ave0,2" — 1]} . ©6)
DESCRIPTION OF RngPf. The RngPf.Setup procedure on input 1* returns a positive integer n, g €
G",h € G",¢9,h,u € G where g, h are vectors of independent generators and ¢, h, u are other

independent generators of the group G. The instance for RngPf is V' € G such that an honest
prover knows a witness (v, v) that satisfies V' = ¢"hY and v € [0,2" — 1].
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Rnng'P(((n7 g7 h7 g7 h7 u)7 V)7 (U7 ’y)) Rnng.V((n7 g7 h7 g7 h7 u)7 V)
a; < BinRep(v,n);ar « ar — 1"

o s Zp; A «— hog?Lh®r

Sp <5 Zy; SR < Ly

ps$Zp; S «— hPg°Lh°R A8

Y,z
%y,z(—ﬁszz

(X)e—(ar—2z-1")+s. - X 8y, 2) « (2 — 22) - (A", y™> + 22 - 2"
T(X)‘—Y"O(aR+z~1"+sR-X)+zQ-2”
HX) — A(X),r(X))y =to+ t1 X + £ X
T1,T2 <—$Zp
T; « g"h" forie {1,2}

—— xSk
l—I(z);r « r(z);f < 1)
Te & T2 22+ T1 ~m+z2fy;u<—a+p-x

—— o(—$Z;<

h «hY " —ul b« hY "0«
P« Asxg_z'lnh/z'ynJer'zn P« AS%g_z-I"h/z-y"+z2-2"
P — W P P — h P

InPrd.P((g,h’,u’, P'), (l,r)) &= InPrd.V(g,h’, v/, P') > b
R« Vz2g‘s(y’z)Tf"Tﬁ:2
Ifb=1nA g'h™ = R then
Return 1
Return 0

Fig.7. Prover and Verifier for RngPf. The function BinRep(v, n) outputs the n-bit representation of v. The symbol <=
denotes the interaction between InPrd.P and InPrd.V with the output of the InPrd.V being b.

The prover and verifier for RngPf are defined in Figure 7. In this protocol the prover computes
ay, — the n-bit representation of v, ar = aj, — 1" and commits to ar,, ag and proves to the verifier
thata; = ag — 1", ar car = 0" and {ar, 2") = v. (The prover and the verifier of RngPf engage in
InPrd in the final step to avoid the prover sending over vectors of length n). The first two equalities
imply that ar, € {0, 1}". Combining this with the third equality gives that v € [0,2" — 1].

We shall prove the following theorem to establish an upper bound on the online srs-wee secu-
rity for RngPf.

Theorem 4. Let G = {G)}\en+ be a family of groups of order p = p(\). Let RngPf = RngPf[G] be the
interactive argument as defined in Figure 7, for the relation R in (6). We can construct an extractor € such
that for any non-uniform algebraic prover Pyg making at most ¢ = q(\) queries to its oracle, there exists
a non-uniform adversary F with the property that for any (computationally unbounded) distinguisher D,

forall A e Nt

1

14
WA+ 87 | pqdi(7, ) + o

p—1
Moreover, the time complexity of the extractor £ is O(q - n) and that of adversary F is O(q - n).

AdVRopf r(Paig: D, €, A) <

We show that the bound above is tight in Theorem 5. Using Theorem 2, we get the following
corollary.
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Corollary 1. Let G = {G)} en+ be a family of groups of order p = p(X). Let RngPf = RngPf[G] be
the interactive arqument as defined in Figure 7, for the relation R in (6). Let FSRO[RngPf] be the non-
interactive argument obtained by applying the Fiat-Shamir transform to RngPf using a random oracle. We
can construct an extractor £ such that for any non-uniform algebraic prover Pyg making at most ¢ = q(\)
queries to the random oracle there exists a non-uniform adversary F with the property that for all A € N*

14 1 1
W+l agd(ray+ L

Advises Pates £, N) <
,R( alg ) p—l P

FSRO[RngPf]
Moreover, the time complexity of the extractor £ is O(q - n) and that of adversary F is O(q - n).

Proof (Theorem 4). In order to prove this theorem, we invoke Theorem 3 by defining BadCh and e
and showing that ¢ < F;"%IS and there exists an adversary F such that

1
Prail(RngPf, Pag, e, R, \) < Advil(F) + >

DEFINING BadCh AND UPPER BOUNDING ¢. To start off, we define BadCh(7’) for all partial tran-
scripts 7. Let Ch be the set from which the challenge that just follows 7’ is sampled. We use a
helper function CheckBad to define BadCh(7’). The function CheckBad takes as input a partial ex-
tended transcript [7'] and a challenge ¢ € Ch and returns true if and only if ¢ € BadCh(7’). For
each verifier challenge in RngPf, there is a definition of CheckBad in Figure 8. Every CheckBad func-
tion defines several bad conditions that depend on 7/ — most of these bad conditions are checked
using the predicate SZ. This predicate takes as input a vector of polynomials and a correspond-
ing vector of points to evaluate the polynomial on and returns t rue iff any of the polynomials is
non-zero but its evaluation at the corresponding point is zero. One can safely ignore the details of
the definitions of CheckBad functions for now — the rationale behind their definitions shall become
apparent later on.
The following lemma establishes an upper bound of (14n + 8)/(p — 1) on |BadCh(7")|/|Ch].

Lemma 5. Let 7/ be a partial transcript for RngPf. Let Ch be the set from which the challenge that comes

right after 7' is sampled. Then, ‘Bad‘g:fH” < 1?)2?8_

Proof. The proof of this lemma proceeds by computing an upper bound on the maximum fraction
of ¢’s in Ch for which CheckBad(7’, ¢) will return true, for all the definitions of CheckBad, using
the Schwartz-Zippel Lemma.

The function CheckBad(7, (y, 2)) returns true if any of SZ(f;(Z),z) fori = 1,2,3 is true
or if SZ(f4(Y,Z), (y,2)) is true. Since f1(Z) is a vector of n polynomials of degree 2, the frac-
tion of z’s in Zj for which SZ(f1(Z), z) is true is at most 2n/(p — 1) using the Schwartz-Zippel
Lemma and the union bound. Similarly, the fraction of z’s for which SZ( f2(Z), z) and SZ(f3(Z), z)
is true is at most 2n/(p — 1) and 2/(p — 1) respectively. The polynomial f4(Y, Z) is a polynomial
of degree at most n + 1. So, the fraction of (y, z)’s for which SZ(f4(Y, Z), (y, 2)) is true is at most
(n+1)/(p — 1). Using the union bound, the fraction of y,z € Z5 for which CheckBad(7’, (y, z))
returns t rue is at most (5n + 3)/(p — 1).

The function CheckBad (7', z) returns t rue if any of SZ(f;(X), z) fori = 1,2, 3,4 is true. Since
fi(X) and f>(X) are vectors of n polynomials, each polynomial of degree 2, we get that the fraction
of 2’s in Zj for which SZ(f;(X),z) is true for i = 1,2 is at most 2n/(p — 1). The polynomials
f3(X), f4(X) are polynomials of degree at most 2. The fraction of z’s in Z} for which SZ(f3(X), »)
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or SZ(f4(X), x) is t rue is at most 2/(p — 1). The fraction of 2’s for which 22 +t;yz +toy2? = Ois at
most 2/(p — 1). Using the union bound, the fraction of 2’s in Zj such that CheckBad(7’, x) returns
true is at most (4n + 6)/(p — 1).

The function CheckBad(7’,0) returns true if SZ(f(O),0) is true. The polynomial f(O) is a
polynomial of degree 1, hence using the Schwartz-Zippel Lemma the fraction of o’s in Z; for
which CheckBad(7’, 0) returns true is at most 1/(p — 1).

The function CheckBad(7’, z,,) returns t rue if and only if SZ is t rue for any of the 377" 2n/2¢
polynomials of degree at most 4 (the degree here is the difference between highest and lowest
degree), 2n/2™ polynomials of degree at most 6 and one polynomial of degree at most 8. Using
Schwartz Zippel Lemma and the union bound the fraction of z,,’s for which CheckBad(7’, z,,)

returns t rue is at most .
8 (& n 12n 8
— — |+ + .
p—l(z 2t> 2n(p—1) p-1

t=1

This fraction is at most (14n + 8)/(p — 1) for m € {1,...,logn}.
Therefore the maximum value of |BadCh(7’)|/|Ch| for any partial transcript 7/, i.e., the maxi-
mum fraction of ¢’s for which CheckBad(7/, ¢) is t rue is upper bounded by (14n + 8)/(p — 1).
o

DEFINING e. Let 7 be a transcript of RngPf as defined below.

T :((n7 g, h7u7.gu h)u V7 (Av S)a (ya Z)u (Tla TQ))'IE7 (Txa /”’7{)7 o, (le Rl)uxlv (LQ) RQ),iUQ, ceey

7)
(LlogTu Rlogn)u Llogn, (a, b)) .

Let us represent using 7|. the prefix of 7 just before the challenge c. For example

7_|(y,z) = ((nv g, h?“)gvh)av7 (A7 S)) :

Observe from the definition of RngPf.V that if 7 as defined in (7) is an accepting transcript,
VP UATITS = gt ®)

Now, e can plug in the representations of 77,75 into (8) and compute ey, eg, ep, €y, €4, €, such
that Vv = g%h®y® g°h®. For example

~

eg=1t—0(y,2) —tigr — tggx2 L ey =22+ tiyx + toyx? .

Note that the « for which ey = 0 is in BadCh(7|;). The procedure e (formally defined in Fig. 9)
returns ey4/ey and e, /ey. However, its output is a valid witness only if eg = e, = 0", ¢, = 0 and
eg/ev € [0,2" — 1]. It follows from the description of e runs in time O(n). Note that RngPf.V runs
in time O(n). Therefore, using Theorem 3, the time complexity £ is O(q - n).

PROVING AN UPPER BOUND ON pril (RngPf, P,ig, €, R, X). We construct an adversary H against the
discrete logarithm relation problem that takes as input independent generators g, h, g, h, u of the
group G and works as follows. It simulates the game SRSgngpf to Pajg using public parameters
n,g,h, g, h,u. If P,z manages to produce an accepting transcript 7, H calls a helper function h on

input [7] and outputs whatever h outputs. We shall define h in such a way that for 7 ¢ TBF:;gCF;f

if h([7]) returns a trivial discrete logarithm relation, then e([7]) returns a valid witness. Taking
the contrapositive, we have that whenever e([7]) fails to extract a valid witness for an accepting
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Procedure CheckBad([7'], (y, 2)):
//[T,] = ((717 g h,u,g, h)7 [V] ) ([A] ) [S]))

J1(2) —wgZ?; f2(Z) — vnZ?; f3(Z) — vuZ?; fa(Y, Z) — Z*(vg —{ag,2")) — Z{ag — an — 1", Y") — {ag 0 an, Y")

Return SZ(f1(Z), 2) v SZ(f2(2), 2) v SZ(f3(Z), 2) v SZ(f1(Y, Z), (y, 2))

Procedure CheckBad([7'],z):
//[T,] = ((717 g, h, Uu, g, h)7 [V] ) ([A] ’ [S])7 (ya Z)a ([Tl] ) [T2]))

If 22 + tiva + tova? = 0 then return true

fi(X) —vg(22 Ftiv X +tav X?) + t1g X + tag X?; fo(X) < vn(2® + tiv X + tav X?) + t1n X + ton X2

[(X) 0o (22 + tiv X +tav X2) + t1u X + t2, X

I(X) « (ag = 2-1") + 55 - X;7(X) < y" 0 (an + 21" + sn - X) + 27 - 27 8(y, 2) < (2 = 2°)A",y") — 251", 27)

Fa(X) — vy (22 + tiv X 4+ tav X2) +6(y, 2) + t1g X + t2g X% — U(X), (X))
Return SZ(f1(X),z) v SZ(f2(X),x) v SZ(f3(X),z) v SZ(fa(X),x)

Procedure CheckBad([7'], 0):

//[T’] = ((’I’L, g, h,u,g,h),[V], ([A],[S]), (y, 2), ([T1] , [T2]), 2, (7=, e, i))
1 (ag — 2+ 1") + 8g - ;T < (an + 51 + 21™) o y" + 2227; £(0) « Ot — O, )
Return SZ(f(O), 0)

Procedure CheckBad([7'], zm):

//[T,] = ((’I’L, g, h,u,g, h)a [V] ) ([A] ) [S])7 (y,z), ([Tl] ) [TQ])’xv (7—17/"’7 i),O, ([Ll] ) [R1]),$1, s

n

Py < Ag + xSg — 21" Py —an +xsn +y "o (zy" + 2%2™); ph, < ay + x5, + Of

Forj=0,...,n—1do
m—1
2 —2 2 -2
I5.5(X) gy + X +7rmg X +pg, . + ;1 (ligyp; T 4 Tigyy;27°)
ho(y I X2 x-2 / mat L 2 ) —2
fm,j( ) < tmhyq; + Tmhig; +ph1+]- + 'Zl ( ih14;Ti T Tihyy ;T )

m—1
(X)) e lnu X2+ T X 2P+ Y (lwa? + riuz;?)
i=1
flag « false
Fort=1,...,m—1doforj=0,...,n/2" —1do
flag «— flag v SZ(f2 ;(X) - a7} —
Forj=0,...,n/2™ —1do

IE e (), @) v SZ(B S (X) = Bt (X) -2 )

flag — flag v SZ(f5 ;(X) - X2 = f& - om(X),2m) v SZ(fi j(X) = f jinyjem (X) - X2, 2)
n/2m—1 )
flag — flag v SZ(f,’;(X) —0- Y f5(X)-fh(X) -y],xm)
j=0
Return flag

Fig. 8. The functions CheckBad function for the RngPf.

Procedure e([7]):

//[T] = ((n,g7 h,u, g, h)’ Vi ([A] ) [S])7 (y’2)7 ([Tl] ) [Tz]),ﬂf, (TI7/1’7 tA)7o’ ([Ll] ) [Rl])’mlv s

(a,b))
If 22 + t1yz + tav2z? = 0 then return L
8(y,2) « (z = 2°)(A", y") — 251", 2")
t—58(y,z)—t1gx—to a:2. ® Te—tipT—topz? |
22+tlvxitzvacg e 22+t11£x+t§cm2’

v¥

Return (v*,v*)

s ([Lrogn] , [Riog n])s Z1og ns

Fig.9. The function e for RngPf.
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transcript 7 ¢ Ezzgcif, h([7]) outputs a non-trivial discrete logarithm relation, i.e., # succeeds. So
we have that
prait(RngPf, Paig, e, R, \) < Advg oo 5(H) .

Using Lemma 2 we would have that there exists an adversary F such that
1
pfa”(Rnng? Pa|g7 €, R7 )‘) < AdVg}l (‘F) + Z; .

We also have that F is nearly as efficient as #.

DEFINING h. We next describe the h function. Let 7, as defined in (7), be an accepting transcript.
The following equality must hold since 7 is an accepting transcript.

‘/2296(:1;,:5)fl—vi’pj—u2gv2 _ gtAhTm .

Like e, h can plug in the representations of 77, 75 into the above equation and compute the values
ev, €g, €h, €y, €g, €y such that Vv = geh®hqy g% . Additionally, h has the representation of V-

plugging that in h can compute e(g ), eg), gl) eg), el such that

1 1 1 1 1
oo bl P e e _

If not all of these are zero, h returns e(g ), eg), eél), 621)7 (1). Note that e(gl) = eg — ey lg, egll) =

€h — €y Vn, 621) = €g — €V Vg, 621) = €ep — ey U and 6&) = €y — €Y Uy.
Again since 7 is an accepting transcript, InPrd.V must have returned 1 and hence the following
equality must hold.
P(log n) _ (g(log n))a(h(log n))buab ) (9)

Using the definition of P@’s in InPrd.V, the left hand side of (9) can be written as

logn logn
(H LT )h—ﬂAS‘”g‘Z'l"((h)y_”)z'y"“ 2% (H Ry > .

Let the function bit(k, i, t) return the bit k; where (k1, ..., k;) is the ¢-bit representation of k. Using
the definition of g(9’s and h()’s in InPrd.V, the right hand side of (9) can be written as

loﬁ” ( 1)1 bit(k,i,log n) 1 y( 1+k) O]E[’” ( 1)bit(k,i,logn)
lo n logn) i=1
¢ )_H91+k , b Hh1+k

Plugging these into (9), one can compute e(g2), ef), 6_82), 622), 61(3) such that

2 2 2 2
e(g)he 6()he§l)ueg):1

The function h computes and returns e(g ), ef), eg ), ef), e& ). We define the function h formally in
Figure 10. It follows from the description of h that it runs in time O(n). The running time of H
consists of the time required to answers ¢ queries, run RngPf.V in at most ¢ paths in the execution
tree and the time required to run h. Hence its time complexity is O(q - n). Using Lemma 2, time
complexity of Fis O(q - n).
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Procedure h([7]):
//[T] = ((n7 g; h7 u, g, h)7 [V] ; ([A] ) [S])7 (y7 Z)> ([Tl] ) [TQ])7 z, (Txvlu/v i)’07 ([Ll] ) [Rl])7 Tlyeeey

([Liogn] s [Riog n])s Tiog n, (a, b))
8(y, 2) « (z = 2°)A", y") = 2°1", 2"7)
eg) «— vg(22 +tive + tzvxg) + tigx + tgng; eg) «— ’Uh(22 +tive + tgva) + tinx + tghmg
61(}) — Uu(z2 +tive + t2v$2) + t1u® + t2u2?; eél) — Ug(z2 +tive + t2V$2) +0(y,2) + tigz + t2g$2 —i
eg) — v (z2 + tive + tzva) + tinx + tonx® — Ta
If (eg), egll), eq(}), egl), 621)) # (0™,0™,0,0,0) then return (e(l) es), el ), 6_5;1), 621))
Py — av + zsv; pg < (ag + avvg) + z(sg + svvg) — 21"
P (0n + avon) + 2(sm + svun) +y " 0 (23" + 2227 ply < (ag + avug) +2(sy + 51v,)
Ph <« (an + avon) + 2(sh + svon) — @ Py < (@ + avou) + z(su + svou) + ot
Fork=0ton —1do

logn logn _ 1\1—bit(k,i,log n)
2 - 1
eg)k)Jrl (plgH.k +pl\/vg1+k + '21 (liguk + livngk)x? + (Tig1+k + rin91+k)xi 2) —a- < 1:[1 xE ) >
log n logn bit(k,i,log n)
2 - _ 1

6;,,3_'_1 (th_k +pVUh1+k + Z ( ihyqp +livvh1+k)x? + (Tih1+k +Tivvh1+k)wi 2) —by< (k). ( H ‘T( ) >

2 2 2 2 2
(2) (() ())() (() ())

eg €g1 s+ 1Cgn )i Cn €h s sl

(2) logn 5
€y <pu + pyou + 2 (liw + Livon) 22 + (Piw + rivow)o; ) —o-ab

=1

(2) logn 5

€g (Lig + Livvg)ai + (rig + ravog)a; = | + pg + Py g
=1

(2) ( Z (Lin + Livor)x? + (Tin + TiV'Uh):L’;2> + p, + Dy o

Return (e gg‘z)’ () (@ @ )

Fig.10. The function h for RngPf.

RELATING h, e. In order to complete the proof of Theorem 4, in the following lemma we show that

— for an accepting transcript 7 such that 7 ¢ 7 Bizgcif if h([7]) returns a trivial discrete logarithm

relation, then e([7]) returns a valid witness.

Lemma 6. Let 7, as defined in (7), be an accepting transcript of RngPf such that T ¢ 7';;’;%?. If h([7])
returns (0™,0",0,0,0) then e([7]) returns (v*,~v*) such that

g " = Vandv* €[0,2" — 1] .

Proving this lemma would conclude the proof of Theorem 4.
O

Proof (Lemma 6). The proof of this lemma will proceed by deriving several equalities given that

h(7) returns a trivial dlscrete logarithm and that 7 ¢ 7¢ BRZ%T
In order to prove ¢g"“h"* = Vand v* € [0,2" — 1], it suffices to show that ¢g = e, = 07,

e, = 0and eg/ey € [0,2" — 1] as argued before. Recall that, e(gl) = eg — €yVg, eg) = €nh — eylh,
egl) = ey — ey, eg) = e — ey vy and e( ) €y — eV Uy,
Let us denote using 7|. the partial transcript that is the prefix of 7 just before the challenge c.

For example
7—|(y,z) = ((n, g h,u,g, h)a v, (A7 S)) :
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Since T ¢ Ei’;gcif we have that x ¢ BadCh(7|;). So, 22 + tiyx + tayx? # 0, ie., ey # 0. Since
h([r]) returns (0™,0™,0,0,0), we have that (e(gl),egll),e(gl),egl),eg)) = (e(gQ),ef),e(f),ef),eg)) =
(0",0",0,0,0).

Writing out the expression for e(gl) we get

vg(z2 + tiyx + t2v1‘2) + tigr + tgg{L'Q =0".

Since 7 ¢ T &'f we have that x ¢ BadCh(7],). Therefore, SZ(f1(X), z) is false where f; is as de-
fined in CheckBad(7’, ). Since we have here that f;(z) = 0, the polynomial f; (X) is the zero vector
polynomial. In particular, its constant term vg22 = 0". Again since 7 ¢ Toe', we have that (y, z) ¢
BadCh(7](y,.))- Therefore, SZ(f1(Z), z) is false where f; is as defined in CheckBad(7’, (y, 2)). Since
we have here that f(z) = 0, the polynomial f;(Z) is the zero vector polynomial. In particular its
constant term vg = 0". Using e(gl) = eg — ey g, We can conclude that eg = 0".

Similarly using eg) = 0" we can show that v, = 0" and e}, = 0". Using eV = 0 we can show
that that v, = 0 and ¢, = v,ey = 0.

Writing out the expression for e(gl) we have vy (22 +tyyx +taya?) +6(y, 2) +tigr +togr? —t = 0.
Hence,

t = vy(22 + tiyw + toya?) + 6(y, 2) + tigw + tagr? . (10)

Further, using eél) = ey — ey vy, we get that vy = ey/ey.

So we have shown that e = 0", ey, = 0", ¢4/ey = vy and e, = 0. Now, we need to show
eq/ev € [0,2" —1].

Since vg = 0", v = 0", v, = 0 the py, py,, p), as defined in h can be simplified to pi, = ag + 55 —
21", p} = ap + zsn + Yy " o (2y" + 222"), D, = ay + x5y + Of.

Using e(gQ) =0"and vg = 0" wegetforall k € {0,...,n — 1}

logn 9 logn (_1)17bit(k,7ﬁ,logn)
( 2 (li91+kx12 + Tigin®; ) _i_p/ng) —ar H 2 =0. (11)
i=1 =1
Using ef) =0"and v, = 0" wegetforall ke {0,...,n — 1}
logn logn o
_ _ -1 bit(k,i,log n)
( Z (litha:? + Tihy o, T 2) +p}bl+k) — by( (k). (H xg ) ) =0. (12)
=1 =1

Using ) = 0and v, = 0 we get that

logn
(Z (liw} + rmxﬁ)) +p,—0-ab=0. (13)

i=1

We shall next use the following lemma which essentially says that if all of e(gQ), ef), eq(f), e§2), ef)

RngPf
are zero and 7 ¢ Tg ey, , then o - (pj, py, 0 y™) = p,.

Lemma 7. Let 7, as shown in (7), be an accepting transcript of RngPf such that T ¢ 773'1';%?. Let

p’gzag—l—xsg—zl",piizah+xsh+y_"0(zy”+z22”) Pl = ay + 5, + ot .
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Procedure Bad(params, z, m):

//params = {{lzg, 1h7lzu7rzg,r1h7rzu} =1 7pg>ph7pu}
Forj=0,....,n—1do

m—1
_ -2
frgn,j (X) « lmg1+j + X%+ Tm91+jX + plgl+j + '21 (li91+j 5512 + Tig14;T; )
im
h 2 2, ot 2 -2
fm,j (X) «— lth_jX + T‘mh1+jX + Phiy; + ‘Zl (lih1+jxi + Tihy4;T; )

m—1
m <~ lmu + TmuX +pu + iuly + Tiux‘_
Fo(X) = lnu X® X2 4pu+ X (lua? )
i=1
Fort=1,...,m—1do
Forj=0,...,n/2" —1do
flag « flag v SZ(fE ;(X) - af — [ . (X)) v SZ(fim i (X) = fr simjot (X) - 27, @)
Forj=0,...,n/2™ —1do
flag « flag v SZ(f% ,(X) - X2 — 5 (X)) v SZ(E (X) = [ (X) - X2,2)
n/2™M—1

fIag<—f|agvSZ<f#L(X)—o- Z]O fi’j(X).f);hj(X).ng:)

Return flag

Fig. 11. The function Bad for Lemma 8.

Suppose, the for all k € {0,...,n — 1}

logn logn ( l)lfbit(k,i,logn)
( 2 (llgl+k i T Tigy k@ ) +pg1+k) —a- H L =0,

i=1 i=1

logn logn (- 1)b|t(kzlogn)
( Z (lzthxz t Tihy T ) +ph1+k) o H i =0

i=1

logn
Also, ( > (liwa? + rium;2)> +pl, —o0-ab=0.Then o-{pg,p, 0 y") = Pl
i=1

The proof of this lemma is a generalization of the proof that we gave for the inner product argu-
ment for n = 2 in the technical overview.

Proof (Lemma 7). We define a function Bad in Figure 11 that takes as input z € Z; and an index
m € {1,...,logn}. It returns true if and only if z € BadCh(7|,,,). We shall then use Lemma 8§,
which is a purely algebraic lemma.

Lemma 8. Let n € N bea power of 2. Let {lig € Zy, lin € Zy}, lju € Ly, 1ig € Liy, i € Ly, Ty € Zp}log".

Let a, b7plg7plhap21 € Zp- Let params = {{liga lih> liua Tigs Tih, riu}io:gln7plg7plhapu}- Let L1y« yLlogn € Zp
such that Bad(params, z;,i) = false for i = 1,...,logn where Bad is defined in Figure 11. Suppose,
the following equalities hold.

1. Forall ke {0,...,n — 1}

logn logn ( 1)17bit(k,i,logn)
( Z (llg1+k i T Tig1+1L; ) +pg1+k> —a- H L, =0.

=1
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2. Forall ke {0,...,n—1}

logn 2 2 k logn (_l)bit(k,i,logn)
( Z (lih1+k$i + rih1+kmi_ ) + p,h1+k> - by(_( ). H €, =0.
i=1 i=1
3.
logn
<Z(lm9612+7“ml‘i_2)> +pl,—0-ab=0.
i=1
Then

0Py Phoy") =Pl -
Let params = {{lig, Lin, liws Tig, Tin, riu}i‘fln,p’g,pil,p;}. Note that Bad(params, z, j) returns t rue if
and only if x € BadCh(7|;,). Therefore, we have that z1, ..., z10g, in 7 satisfy the condition for z;’s

in Lemma 8. Moreover all the equalities required in Lemma 8 hold and pj, p,, p;, € Z,. So we using
Lemma 8 we have that
0 {PgsPhoyY") =1l -
The proof of Lemma 8 is deferred to Section 5.4.
O

Since 7 is an accepting transcript of RngPf and 7 ¢ 7;-‘;';%':: and (11) to (13) hold, using Lemma 7,
we get o(pg, py, © y") = p},- Plugging in the values of pj, p,, p;, (using the fact vg = vy, = 0", v, = 0
and simplifying) we get

0-{ag + w55 — 21", (ap + zsp + 21") 0 y™ + 222™) = a,, + x5, + of .

Since 7 ¢ EZZgCif’ we have that o ¢ BadCh(7],). Therefore, SZ(f(O),0) is false where f is as
defined in CheckBad(7’, 0). Since we have here that f(0) = 0, the polynomial f(O) must be the
zero polynomial. In particular its O term must be zero, i.e.,

{ag + x8g — 21", (ap + xsp + 21™) oy + 222"y =1 .
Plugging in the value of f obtained in (10), we have that
(vg(2% + tive + tayx?) + 8(y, 2) + t1gx + toga?) — {ag + vsg — 21", (ap, + Tsp + 21") o y"
+222M =0.

Since T ¢ 7]3?;%?, we have that = ¢ BadCh(7|,). Therefore, SZ(f4(X), ) is false where f; is as
defined in CheckBad(7’, z). Since we have here that f;(z) = 0, the polynomial f;(X) must be the
zero polynomial. In particular its constant term must be zero, i.e.,

vy2? +8(y, 2) — {ag — 21", (ap + 21™) o y" + 2?2") = 0.
Plugging in the value of §(y, z), rearranging and simplifying we get
zQ(Ug —(ag,2")) — 2{ag —an — 1", y") —{ag o an,y") =0 .

Since T ¢ Ei’;gcif, we have that (y,z) ¢ BadCh(7|, .)). Therefore, SZ(f4(Y,Z), (y,z2)) is false
where f4 is as defined in CheckBad(7’, (y, z)). Since we have here that f4(y, z) = 0, the polynomial
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J4(Y, Z) is the zero polynomial. Therefore, equating all the coefficients of f4(Y, Z) to zero, we get
that
vg —{ag,2") =0 ,ag —ap — 1" = 0" ;agoap = 0" .

Note that ag —ap — 1" = 0" and ag o ap, = 0" imply that ag € {0, 1}". Further v, —{ag,2") = 0, i.e.,
vg = {ag,2").So, vy € [0,2" —1]. Therefore, ey, 4, €g, e, output by e([r]) satisfy e4/ey € [0,2" —1],
eg =en =0"and e, =0.50,V = g"* R and v* € [0,2™ —1].
This concludes the proof of Lemma 6.
O

TIGHTNESS OF THEOREM 4. We next argue that the factor O(ng/(p — 1)) in Theorem 4 is tight. We
first note that the protocol RngPf can be used for the following relation

R ={(neN,gVeGuveZ,:¢g"=V rvel0,2" —1]¢, (14)
P

by fixing v to 0.

We shall construct a cheating prover P (that makes O(q) queries to Oy:) for the relation R’
that outputs an instance V' = g" such that v ¢ [0,2" — 1] but can still convince the RngPf verifier
with probability £2(ng/(p — 1)) if n divides p — 1. In other words, we show that there exist n,p
such that Advgs,ps(P,A) = 2(ng/(p — 1)). This would imply that for any A € N¥, D = Acc(.),
AdVRaebt r(Palg; D, €, A) = £2(ng/(p—1)) for any extractor £ — meaning that the bound in Theorem 4
is tight up to constant factors.

Theorem 5. Let G = {G)}\en+ be a family of groups of prime order p = p(\). Let RngPf = RngPf[G]
be the interactive argument for the relation R’ in (14) obtained by setting -y = 0 in the protocol defined in
Figure 7. If n divides p — 1, we can construct a non-uniform prover P making at most q +logn + 1 queries
to its oracle, such that for all X € N*

n—1)q
Advgrops(P,A) = (n=1q .

VRnng( ) -1
Proof. In SRSgrngps, on receiving n, g, h, g, h, u as input, the first stage of P fixes v = 2”1 — 2 and
outputs stp = v and V = g¢". The second stage of the cheating prover P interacts with the game

SRSRnng as follows.

1. It initializes attempts « 0.

2. If attempts >= g, it just aborts. Otherwise it increments attempts by 1.

3. Itsetsar, = 2-1",ag = 1". It samples sy, sg uniformly at random from Z; and «, p uniformly

at random from Z,. It computes A = h*, S = h”g5-h%% and queries Oy With (g, (4, 5)) and

receives y, z. In other words, it restores the state of the verifier to the initial state and sends

A, S as the first message and receives y, 2.

It checks if 327"} y* = 0. If the check succeeds, it moves to step 5. Otherwise it moves to step 2.

. It now behaves like the honest prover RngPf.P till the end of the protocol. In particular, it does
not attempt any more state-restorations.

S

First, we claim that if P reaches step 5, the game SRSgngps Outputs t rue. Since P behaves like the
honest prover after it has sent A, S and received v, z it is easy to see that the InPrd.V shall return

1. We need to argue that the check R = ¢'h™ succeeds. Since P behaves like an honest prover after
receiving y, z, we have that

t=t(x) = d(x),r(x)) =ty + t1x + toz? .
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This would give us
to={ap —z-1",y" o (agp + z-1") 4 22 . 2™)

2 2 2 2 2 . ~
Further, 7, = 7z + ma?, R = V7 gWATFTY" = g#vihetta®+d(y2)priztme® Now since =
to + tiz + taz® we have

(220 + tyx + tox? + 5(y, 2)) — £ = 220 + 8(y, 2) — to = 22 (v — (ar,2™) — z{ap, —ag — 1", y™)
- <aL capr, yn> .

Since P had setv = 2"*! — 2 a; = 21" ap = 1" we have
(220 + tiz + tax? + 0(y, 2) =—22y—0

Therefore R
R = gzzv+t1:p+t2332+5(y,z)hrlirTz:vQ _ thTz

Hence, if P reaches step 5, the game SRSrngpr outputs t rue. We need to compute the probability
that "~} 4’ = 0 for a random y in Zy. First, we observe that

n—ll
—D) Yy =0=y"—1.
=0

Now, if n divides p — 1, we claim that there are n distinct y’s in Z; that satisfy y" — 1 = 0. Consider
a generator g of Zj (since p is a prime, the group Zj is cyclic). Now ¢’ is a root of the equation

"—1=0if ¢" =1 =0,ie.,if p— 1 divides jn. Since n divides p — 1, this condition is equivalent
to (p — 1)/n divides j. So, ¢/ is a root of the equation y" — 1 = 0 for j = {0,(p — 1)/n,2(p —

D/n,...,(n —1)(p — 1)/n}. In other words y" — 1 = 0 has n distinct roots in Z;. So, the equation
h 01 y’ = 0 has n — 1 distinct roots because the factorization of a polynomial in a finite field is
unique. Since y is picked uniformly at random, the probability that >/ Lyl =0is (n—1)/(p—1).
Since P tries at most ¢ different (A, S), the probability that it reaches step 5/is(n—1)¢/(p—1) -
therefore Advign.ps(P,A) = (n — 1)g/(p — 1).

5.3 Online srs-wee Security for ACSPf

In this section, we introduce ACSPf and apply our framework to prove online srs-wee security. As
shown in [BCC*16], any arithmetic circuit with n multiplication gates can be represented using a
constraint system that has three vectors ar, ar, ap € Zj, representing the left inputs, right inputs,
and outputs of multiplication gates respectively, so that a;, o ar = ap, with additional @ < 2n
linear constraints. The linear constraints can be represented as a;, - Wy +ar-Wgr +ap-Wp =c,
where W, Wgr, Wy € ngn.

We shall assume that ACSPf = ACSPf[G] is instantiated on an understood family of groups
G = {Gi} en+ of order p = p(A). The argument ACSPf is an argument of knowledge for the
relation

R :{ ((TL, Q € N)7 (WL7WR7WO € Z}?Xn,c € Z]?)v (aLaaR7aO € ZZ)) :
(15)
aLoaR:aO/\WL-aL—i-WR-aR—i-WO-aO:c}.
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ACSPf.P(((n,Q,g,h,g,h,u), ACSPf.V((n,Q,g,h,g,h,u),
(WL, Wgr,Wo,c)),(ar,ar,a0)) (Wi, Wg,Wo,c))

o s ZLp; A «— h*g?Lh®R

Sp <5 Zy;SR <5 Ly

o, B,p <58 Zp; S «— hPg°Lh°R

Ar « hogPLhPR; Ao « hPg®o Ar,40,5
— v Y, 2 8 Z;k
UX) —aX +aoX? +y"o (o] W) X 8(v:2) "o (el - W)zt W)
-i-SL)(3
r(X) <—y"oaR-X—y”+zﬁ?51~(WL-X+WO)
+y"osg- X?

6 .

HX) — X)), r(X)) = 3 t: X"
i=1
Ti < Ly fori € {1, 3,4,5,6}

T; « g'ih™ fori € {1,3,4,5,6} DT T Ts T
——————— 1 sZ)
L l(@)ir < r(@);t <)

6 )
T T T+ >, T

i=3

2 3
pe—a-z+pB-ax"+p-x - o,
————— oS Ly

b —hY "0 —u’ h' —hY "0 —u’

Q+1 Q+1
Wy « h™n1 We Wy, « hn1 We

Moz Wg) Yy roER; W)

Wg g Wgr g

Wo « w0 Wo Wo « W Wo

P AT AL WY WELWE W - 87 P AT AL WY WELWE-Wo - ST
P — h*P@)t P — hHP@)t

InPrd.P((g,h’, v, P'), (l,1)) &= InPrd.V(g,h', v/, P') - b
z ’ Q+1 6 i
R « g¢2(6(y,z)+<z[1:] ,e)) . TiL . 1_[ Tl‘L

=3

Ifb=1n g’gh”’ = R then
Return 1
Return 0

Fig.12. Bulletproofs argument for arithmetic circuit satisfiability ACSPf.

We note that in [BBB* 18], an argument for a more generalized relation was given of which this is
a special case. The generalized relation contained additional commitments. We are able to prove
srs-wee only for the above relation. Having many different commitments with generators g, h does
not allow us to build an online extractor. Our proof would work if the different commitments were
made with different generators. Here, for simplicity we only consider the above relation R that is
enough for proving arithmetic circuit satisfiability.

DESCRIPTION OF ACSPf. The ACSPf.Setup procedure on input 1* returns positive integers n, Q
and independent generators g € G”,h € G", ¢, h,u € G of the group G. The instance for ACSPf
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is W, Wgr, Wp € ZZ?X", c € Zg such that an honest prover knows a witness (ar,ar,ap) that
satisfiesar cagr =apand W -ar, + Wgr-ar + Wp -ap = c.

The prover and verifier for ACSPf is shown in Figure 12. The prover commits to ar,, ar, ap and
proves to the verifier that these vectors satisfy the relation in (15). The prover and the verifier of
ACSPf engage in InPrd in the final step to avoid the prover sending over vectors of length n.

We prove the following theorem that gives an upper bound on the online srs-wee security of
ACSPf.

Theorem 6. Let G = {Gy\} en+ be a family of groups of order p = p(\). Let ACSPf = ACSPf[G] be the
interactive arqument as defined in Figure 12, for the relation R in (15). We can construct an extractor £ such
that for any non-uniform algebraic prover P,g making at most ¢ = q(\) queries to its oracle, there exists
a non-uniform adversary F with the property that for any (computationally unbounded) distinguisher D,
forall X\ e N*t

1

14 8
Un +8)a | agvdl(F, ) + .-

AstArévélle:’ef,R(Pa|g7 Da 5, )‘) <

Moreover, the time complexity of the extractor £ is O(q - n) and that of adversary F is O(q - n).

We can show that the bound in Theorem 6 is tight by constructing a cheating prover like we did
in Theorem 5. Using Theorem 2, we get the following corollary.

Corollary 2. Let G = {Gy} en+ be a family of groups of order p = p(\). Let ACSPf = ACSPf[G] be
the interactive argument as defined in Figure 12, for the relation R in (15). Let FS®RO[ACSPf] be the non-
interactive argument obtained by applying the Fiat-Shamir transform to ACSPf using a random oracle. We
can construct an extractor £ such that for any non-uniform algebraic prover Pag making at most ¢ = q(\)
queries to the random oracle there exists a non-uniform adversary F with the property that for all A € N

14 1 1
W+ 9N+l agd(ray+ L

Advisest Pates £, N) <
( alg ) p—1 D

FSRO[ACSPf],R

Moreover, the time complexity of the extractor € is O(q - n) and that of adversary F is O(q - n).
We next prove Theorem 6 — the proof is similar to the proof of Theorem 4.

Proof (Theorem 6). In order to prove this theorem, we invoke Theorem 3 by defining BadCh and e
and showing that e < %"%18 and there exists an adversary F such that pe.i(ACSPf, P,jg, e, R, \) <

dl 1

DEFINING BadCh AND UPPER BOUNDING e. To start off, we shall define BadCh(7') for all partial
extended transcripts 7. Let Ch be the set from which the challenge that comes right after 7’ is
sampled. We define a helper function CheckBad that takes as input a partial extended transcripts
[7'] and a challenge ¢ € Ch and returns t rue if and only if ¢ € BadCh(7’). For each verifier challenge
in ACSPf, there is a definition of CheckBad in Figure 8. Every CheckBad function defines several
bad conditions that depend on 7’ — most of these bad conditions are checked using the predicate
SZ (as defined before). One can safely ignore the details of the definitions of CheckBad functions
for now — the rationale behind their definitions shall become apparent later on.

Next, we need to compute an upper bound ¢ on the size of [BadCh(7’)|/|Ch|. To this end, we
compute an upper bound on the maximum fraction of ¢’s in Ch for which CheckBad(7’, ¢) will
return t rue, for all the definitions of CheckBad, using the Schwartz-Zippel Lemma.
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Procedure CheckBad([7'], (y, 2)):

//[T,] = ((n7Q7g7h, UyQ,h), (WL7WR7W07C); ([AI] ’ [AO] ) [S]))
fV,2) — (23N e = Wi arg = Wr-am — Wo - aog) — {arg © am — aog, Y™)
Return SZ(f(Y, Z), (y, z))

Procedure CheckBad([7'], z):
//[TI] = ((n7 Q7 g, h, u, g, h), (WL7 WR7WO7 C), ([AI] ; [AO] ) [S])7 (y7 Z)> ([Tl] ; [TS] ) [T4] ) [T5] ) [Tﬁ]))
6 ) 6 ) 6 .
fl(X) (—tng + Z ting,' fQ(X) <—t1hX + Z tz‘th; fg(X) «— tluX+ Z tiqu
i=3 i=3 i=3
I(X) « a1g~X+aog~X2+y*"o(zﬁ31 “WR)- X +sn-X%7(X) —y"oam -X—y7l+Zﬁ31~(WL ‘X +Wo)+y"osnh
3 .
8(y,2) —(y "o (20 Wr), 235" WL, fa(X) « X2 (5(y, 2) + (205 ©)) + tig X + 2 tig X" = (U(X), (X))

ng -
Return SZ(f1(X),z) v SZ(f2(X),x) v SZ(f3(X),z) v SZ(fa(X),x)

Procedure CheckBad([7'], 0):

//[T,] = ((77,7 Qa g, h7 u, g, h)7 (Wlw WR7W07 C); ([Al] ) [AO] ) [S])7 (ya Z)v ([Tl] ) [T3] ) [T4] ) [T5] ) [Tﬁ])a z, (7—17 Hy i))
l<—a1g~m+aog-x2+y*"o(zﬁ31~WR)-x+sh~m3
reyloam-z—y" +z2 (WL -2+ Wo)+y"osn; f(O) « Of — O, r)

Return SZ(f(0), 0) .

Procedure CheckBad([7'], zm):

//[T,] = ((TL, Q: g, h, u,9g, h)7 (WL7 Wg,Wo, C); ([AI] ) [AO] ’ [S])a (yv Z)? ([Tl] ) [T3] ) [T4] ) [T5] ) [TG])v T, (7—17 My 5)7 0,
(LLa], [Ba])s 21 oy ([Lm] s [Ria]) A

p'g<—a1g-w+a0g~$2+y7”0(zg31~WR)-x—i—sg-x?’;p;(—a]u-m+a1u-x2+su-x3+ot

p’h<—a1h-x+a0h-m2—1"+y_"o(zﬁj]'1 -WL)-x-i-y_"o(zgj]'l “Wo) + sg - z°

Forj=0,...,n—1do

m—1
_ 2
i,j (X) — lmgii; + X%+ Tmgy ;X 2+ p’91+j + '21 ai‘“ﬂ'ﬁ + Tigi T )

m—1
P (X)) lonny g, X2 ot vy, X720 Phiy; + 2 Uity g @7 + Ting 777
i=1

m—1
F(X) b X2 + 1 X2+ pu + Y (lww? + i)
i=1
flag < false
Fort=1,...,m—1do
Forj=0,...,n/2" —1do
flag « flag v SZ(f% ;(X) cx? — i,j+n/2t (X),zm) v SZ(fA ;(X) — :17]-4_”/? (X) -2, xm)
Forj=0,...,n/2" —1do
flag « flag v SZ(f5 ;(X) - X* = f& .\ om (X),2m) v SZ(fm ;(X) = fom jrnjzm (X) - X2, 2m)

n/21n_1 )
flag « flag v SZ | f(X) —o0- X f5 (X)- A -y],;tm>
7j=0

Return flag

Fig. 13. The function CheckBad function for the ACSPf.
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Procedure e([7]):

//[T] = ((Tl, Q7 g, h7u7g7 h’)7 (WL,WR7 WO7 C), ([A] ) [S])7 (% Z)7 ([Tl] ) [T3] ) [T4] ; [T5] ) [Tﬁ]),.ﬁ, (va,u':t)y o,
([Ll] ) [Rl])vxlv SRR ([LlOgn] ) [RlOEn])v'xlOgnv (a7 b))
Return (asg, arn, ao,)

Fig.14. The function e for ACSPf.

The function CheckBad(7’, (y, z)) returns true if SZ(f(Y, Z), (y, z)) is true. The polynomial
f(Y, Z) is a polynomial of degree at most n + 1. So, the fraction of y, z for which SZ(f(Y, Z), (v, z))
is t rue is at most (n + 1)/(p — 1). So the the fraction of y, z in Z; for which CheckBad(7’, (y, 2))
returns true is at most (n + 1)/(p — 1).

The function CheckBad(7’, ) returns true if at least one of SZ(f;(X),z) is true for i € [4].
Since f1(X) and f2(X) are vector of n polynomials, each polynomial of degree 6, using the union
bound the fraction of z’s in Zj, for which SZ(f1(X), z) or SZ(f2(X), x) is t rue isatmost 12n/(p — 1).
The polynomial f3(X) is a polynomial of degree at most 6. The fraction of z’s in Z; for which
SZ(f3(X),x) is true is at most 6/(p — 1). The polynomial f4(X) is a polynomial of degree at most
4. The fraction of z’s for which SZ(f4(X), z) is true is at most 4/(p — 1). Using the union bound,
the fraction of 2’s in Z, for which CheckBad (7, x) returns t rue is at most (12n + 10)/((p — 1)).

The function CheckBad(7’,0) returns true if SZ(f(O),0) is true. The polynomial f(O) is a
polynomial of degree 1, hence using the Schwartz-Zippel Lemma the fraction of o’s in Z; for
which CheckBad(7’, 0) returns true is at most 1/(p — 1).

The function CheckBad(7', x,,) for m € {1,...,log n} returns true if and only if SZ is t rue for
any of the 3" 2n/2¢ polynomials of degree at most 4, 2/2™ polynomials of degree at most 6
and one polynomial of degree at most 8. Using Schwartz Zippel Lemma and the union bound the
fraction of z,,,’s in Zj, for which CheckBad (7', z,,) is t rue is at most

s ["lg 12n 8
p—1 (Z 2t)+2m(p—1)+p—1'

t=1

This fraction is at most (14n + 8)/(p — 1) for m € {1,...,logn}. Therefore the fraction of ¢’s in
Ch for which CheckBad(7/, ¢) will return true for any partial transcript 7’ is upper bounded by
(14n +8)/(p — 1), i.e., in the context of Theorem 3, ¢ < ”;”%18.
DEFINING e AND PROVING AN UPPER BOUND ON pg,ii (ACSPf, Py, €, R, A). The function e simply
outputs (asg, arn, aog) and outputs them. It follows from the description of e that it runs in time
O(n). Note that ACSPf.V runs in time O(n). Therefore, using Theorem 3, the time complexity of £
is O(q - n).

In order to complete our proof we need compute an upper bound on pr,ii(ACSPf, P,ig, €, R, \).
To do so we shall construct an adversary H (that runs P,|¢) against that takes as input independent
generators g, h, g, h, u of the group G and finds a non-trivial discrete logarithm relation between
them, i.e., computes (eg, en, €4, €, €,) # (0™,07,0,0,0) such that geh® g°9hy = 1. Then we
shall invoke Lemma 2 to transform # into an F against the discrete logarithm problem.

The adversary H has inputs g, h, g, h, u, it chooses @ < 2n and runs P,z on public parameters
n,Q, g, h, g, h,u and simulates the game SRSacspr to it. If P, manages to produce an accepting
transcript 7, H calls a helper function h on input [7] and outputs whatever h outputs.
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Procedure h([7]):

//[T] = ((n7Q7g7h7u7g>h)7(WL,WR7WO7 )1([ ] [ ]) (y ) ([ ] [T3] [T4]7[T5]>[T6])7x’(7-337/’67i)70>
([Ll]v[Rl])vmlv"' ([Llogn],[Rlogn]) ZTlogn, CL, )

8(y,2) — vy o (235 - Wa), 200" - Wieg) — tign +

~

Zg:v eh — tinT + Z tinz’; etz + Z tinzt
1=3 =3

IIM@

eV — 22 (5(y, z) + <ZQ+1 c)) + tigz + Z tigxt —1; e( ) tipx + Z tinx’ — 7
i=3

If (ef, el efD el elM) # (07,07, 0,0,0) then

Return( <1>, S),egl),egl),ef))
Py« arg - T+ aog - x> +y "o (22 [1] “Wg) -z +sg-x
Ph—am-T+aon > —1"+y "o (z ﬁﬁl Wr)-z+y "o(z ﬁﬁl Wo) + sg - @
Py — arg cxtarg x4 sy ph —am - xtamn-x® Fsp -2 — g ply < 1T+ apy -2+ 5 -0 4 0f; Py — av + sy
Fork=0ton —1do

log n log n 1—bit(k,i,log n)
2 —1 g
P (St 4 rioar® +a0) —a- (T ol )

i= i=1

= g bit(k,i,r)
2 - 1
65113+1 - ( 2 (liny 4 @3 + Ting 40 @5 )+ph1+k) by (l;[ Y )

@ (@ @Y. @) (@ @

eg’ — (eg)s---seg,)ien (e, -se))

3

logn logn

ogn
el? « < S (liwz? + riwz;?) +pu> —o-ab; e( ) ( S ligx? 4 rigr; > + py; 62) — ( 3 Lipx? + rihm;Z) + ph
L= i @

i=1 =1
Return (e&”, ef) el el?, ef))

)

Fig.15. The function h for ACSPf.

DEFINING h. The function h is defined in Figure 15. It follows from the description of h that it runs
time at most O(n). The running time of H consists of the time required to answers ¢ queries, run
ACSPf.V in at most ¢ paths in the execution tree and the time required to run h. Hence its time
complexity is O(q - n). Using Lemma 2, time complexity of F is O(q - n).
We shall next discuss the rationale behind the definition of h. Let 7 be a transcript of ACSPf as
shown below.
T = ((n7 Q> g, h7 u, g, h)7 (WL? WR7 W07 C); (Afv A07 S)7 (yv Z)v (Tla T37 T4a T57 T6)7 z, (7-:1:7 122 tA)a o

(Lla Rl)a X1, (L27 RQ)) T2y, (Llogna Rlogn)7 xlognn (a7 b)) .
(16)

The following equality must hold if 7 is an accepting transcript.

6
Bpre _ 220w +E ) e T g
gh =g ' Ty - | |Ti

i=3

Writing out T4, T3, Ty, Ts, Ts in terms of their representations and rearranging we shall get that

1 1 1 1
eé)he 6()h62)u6g):17

where e(g ), eg), g] ), (1) ) are as defined in h. Again since 7 is an accepting transcript the inner

product verifier must have returned 1 and hence the following equality must hold.

P(logn) _ <g(logn))a(h(logn))buab )
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Now we can write the left hand side of the above equality as

logn T T
<HL )hﬂA}f-Ag-h1"-(hY‘")ZﬁT'WL gy Ry W)

logn
.(hy—n) [1] Lwo S:p . o (HR ) '

Let the function bit(k, 7, t) return the bit k; where (k1,. .., k) is the ¢-bit representation of k. Then

we can write
102" ( 1)1 bit(k,i,log n)

(1
Ogn) = l_[ng )

and
n—1 y(-1+k) oﬁ" (—pbit(k,3,log n)

h(logn H h1+k; i=1

Plugging these into the inequality and rearranging we shall get that

2 (2 2 2
e(g)he €g )heg)ueg):]-,

where e(g ), ef), eg ), egf), 67& ) are as defined in h.

Therefore, h always returns a valid discrete logarithm relation when it gets an accepting tran-
script as input.

RELATING h, e. In order to complete the proof of Theorem 6, in the following lemma we show that

— if on an accepting transcript 7 such that 7 ¢ T4Set! if h([7]) returns a trivial discrete logarithm

relation, then e([7]) returns a valid witness.

Lemma 9. Let 7, as shown in (16), be an accepting transcript of ACSPf such that T ¢ TaSer!. If h([7])
returns (0, 0",0,0,0) then e([7]) returns (a%,ak, a¥) such that

ajoap=aphand Wi -aj + Wg-ah+ Wo-ah =c.

Taking the contrapositive, we have that whenever e([7]) fails to extract a valid witness for an

accepting transcript 7 ¢ TaGen, h([7]) outputs a non-trivial discrete logarithm relation, i.e., H

succeeds. So we have that
Prait (ACSPS, Pag, e, R, \) < Advl 3¢, 5(H)
Using Lemma 2 we would have that there exists an adversary F such that
Prail (ACSPF, Pajg, e, R, \) < Advl(F) + ; :
Moreover, F is nearly as efficient as H.

We next prove Lemma 9.
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Proof (Lemma 9). For simplicity let us represent using 7|. the prefix of 7 just before the challenge
c. For example

T|(y,z) = ((TL, Q> g, ha u, g, h’)a (WLa WRa WOa C), (A]a AOa S)) .
Since h([7]) returns (0™,0",0,0,0), we have that

ef) = 0" e} = 0" () = 0,¢fV) = 0,¢f) =0, = 0", ¢}

_an (2 _ 2) _ (2 _
p —0,618)—0,6&)—0,6}1 =0.

6 ..
Since egl) = 0 we have that 22(6(y, z) + <zgf]rl, c)) +tigx + Y tigx’ —t = 0. Hence
' i=3

6
t =26y, 2) + <zﬁj]”1, c)) +tigx + 2 tign’ . (17)
i—3

We define py, py,, p), as defined in h, i.e.,

pﬁg:alg-:p—l—aog-xQ—l—y_”O(zﬁf]rl-WR)'$+Sg'ﬂf3a

o (z[Qlj]rl -Wp)-x+y "o (zgj]rl -Wo) +sg-m3,

Ph=am-z+aop-2°—1" +y "

p'uzalu-:p+a1u-x2+su-x3+ot.

Since e(gz) = 0", we have that forall k € {0,...,n — 1}

logn ) ) logn (_1)1—bit(k,i,logn)
( 2 (li91+kxi + Tigrn Ty ) +plg1+k) - H Li =0 (18)
We also have ef) = 0" ie., forallke {0,...,n—1}
logn N 9 & logn (_l)bit(k,i,logn)
( Z (Liny 44 T3+ Tiky %7 ) +p;il+k) - by(_( V. H Ti =0 (19)
i=1 i=1

From 6&2) = 0 we have that

logn
(2 (Linz? + riuxi2)> +pl,—0-ab=0. (20)
i=1

We shall next use the following lemma which essentially says that if none of e(gQ), ef), et egz)’ ef)

are non-zero and 7 ¢ T2, then o - (Pg:Pp 0 Y") = pi,. It is very similar to Lemma 7 that we
encountered in the analysis of RngPf. This similarity is due to both ACSPf and RngPf use the
inner-product argument.

The equalities in the statement of this lemma hold if the inner-product argument verifier ac-
cepts and the discrete logarithm problem is hard in group G. The lemma shows that if none of the
challenges in the inner-product argument were bad, then the inner-product of the vectors p, and
pn ©y" is p},/o. This is a generalization of the proof that we saw in the technical overview where

we analysed the inner-product argument for n = 2.
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Lemma 10. Let 7, as shown in (16), be an accepting transcript of ACSPf such that 7 ¢ TaSH!. Let

no(zﬁj]'l.WR).tr_FSg.x?”

n

pﬁo, zaIg-a:—i-aog-xQ—i-y*

o(zQJrl -WL)-x—l—y_"o(zQJr1 -Wo) + sg - 2%,

pi’l =A[h " T + aoh " $2 - ].n + y_ [1] [1]

p; zaIu-x—i-a[u-xz—i-su-x?’—i-ot.

Suppose, the for all k € {0,...,n — 1}

logn 9 9 logn ( l)lfbit(kilogn)
— / — [
( Z(Iingxi + Tigin®; ) —i—ngk) —a- H ; =0,
i=1 =1
logn logn 1 bit(k,z,log n)
i1k Ti T Tihy Ty ) TP —by . T =0.
( Z (l 1+k z2 1+k 1_2) ;L1+k) by~ ") H S ) 0
i=1 =1
Additionally,
logn
(Z (ZW:IJZ2 + ’I“iUSUiQ)) +pl,—0-ab=0. (21)
i=1
Then

0 (Pg:PhoY") =Pl -

Proof (Lemma 10). We shall invoke Lemma 8 to prove this lemma. Let

logn o+ 1 4
params = {{l’igulih)liuvrigarihv’riu}i=1 apgaphvpu} .

Consider the function Bad defined in Figure 11. Note that since Bad(params, z, j) returns t rue if
and only if z € BadCh(7|;,), 71, ..., T1ogn in 7T satisfy the condition for z;’s in Lemma 8. Moreover
all the equalities required in Lemma 8 hold and py, py,, pi, € Z;. So we using Lemma 8 we have that

0 {Pg:PhoY") =Pl -
O
Since 7 is an accepting transcript of ACSPf and 7 ¢ 7%’:%%? and (18) to (20) hold, using
Lemma 10, we get

(P, Ph oY) = phy -

Plugging in the values of pj, pj,, pi, we get

0- <(a1gx +aogr? +y "o (zgj]rl - Wg)z + sg7%),y" o (amz + appz® — 1"

+y "o (z[qﬁ1 -Wp)-x4+y "o (zﬁﬁl -Wo) + sgm3)> = au® + agur’ + sux’ + ot .

Since T ¢ Tg.Serf, we have that o ¢ BadCh(7|,). Therefore, SZ(f(O),0) is false where f is as
defined in CheckBad(7’, 0). Since we have here that f(0) = 0, the polynomial f(O) must be the
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zero polynomial. In particular its O term must be zero, i.e.,

t= <(a1gac + apgr® +y "o (z ?J]”l Wg)z + sgz’),

y" o (amz + aont? —1"+y "o (z Eﬁl Woz+y "o(z ?J]rl Wo) + sgfc3)> .
Plugging in the value of  obtained in (17), we have that
6

2%(8(y, 2) + <Zﬁ§1, c)) + tigr + Z tign' — <a1g$ +apgr? +y "o (zgj]rl - Wpg)z + sgz’,
i=3

y" o (amz + aon® —1" +y "o (Zﬁj]rl -Wp)z+y "o (Zﬁj]rl -Wo) + 5g$3)> =0.

Since T ¢ TESehf, we have that = ¢ BadCh(7|,). Therefore, SZ(f1(X),z) is false where f, is as
defined in CheckBad(7’, z). Since we have here that f;(z) = 0, the polynomial f;(X) must be the
zero polynomial. In particular its X2 term must be zero, i.e.,

5y, 2) + (a5 ©) — (arg,y" 0 am) — (arg, 205" - W) + (aog, y")
— ozt W),y o am) — &y o<z§51-wR>,<z[151-wL>>=o.

Plugging in §(y,z) =y "o (zﬁ?}l - Wg), (zﬁj]rl -Wp)), we get

<ZQ.+1 c)— <a1g;y o amy — {arg, 2 [ LW+ (aog vy —(y "o (Zgj]rl -Wgr),y" oam)
<aog7 [ LWy =0,

Simplifying and rearranging we get
<Zﬁj]rlv c—Wp-are —Wg-am—Wo - aog) —{arg ©am — aog,y")=0.

Since T ¢ Tg.Seh, we have that (y, z) ¢ BadCh(7|(, .))- Therefore, SZ(f(Y, Z), (y, 2)) is false where
f is as defined in CheckBad(7’, (v, z)). Since we have here that f(y, z) = 0, the polynomial f(Y, Z)
is the vector polynomial. Equating all its coefficients to zero, we get

Wi -ajg + Wgr-am+Wop-apg =cC,a1g0am = apg -

Since (aj,a},ap)) returned by e is (arg, arn, aog) we have that

ajoal,=ajand Wy -aj + Wgr-a% + Wp-a)), =c.
LCAag ) L R o)
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5.4 Proof of Lemma 8

From the statement of the algebraic lemma, it is evident that we need to eliminate everything
except for py, py,, Y, Py, 0 to obtain a relation between them. Our first step would be to plug in the
values of a, b from the first two sets of equalities into the third — this would eliminate a, b. Then we
shall exploit the first two sets of equalities and the definition of Bad to arrive at an equation solely
in terms of py, py,, ¥, Py, 0-

Proof (Lemma 8).

First we observe that given that Bad(params, z, j) # true, if for any of the polynomials p(X)
on which SZ is called in Bad, p(x) is zero, then the polynomial p(X) is the zero polynomial. We
shall use this observation repeatedly in this proof.

SIMPLIFYING NOTATION. We introduce some new notation for simplicity. We define the following
polynomials. Forall k£ € {1,...,logn}, forall j € {0,...,n — 1}

k—1
g _ 2 —2 / 2 —2
fk;Vj(X) = lkgu_jX + Tkgl+jX +pgl+]‘ + (liglﬂ‘xi + Tig14+5%4 ) )

i

Il
—

1 (22)
fl?,j(X) = lkh1+jX2 + TthjX_Q + p;lHj + (lihlﬂm? + ’I”ithZL'i_Q) .
i=1
Forall k€ {1,...,logn}
k—1
(X)) = l/wX2 + rkuX_Q + p; + Z (lmﬂvz2 + mei—2) . (23)
i=1

Using our notation in (22) and (23), we can re-write our given equalities as

1. fork=0,...,n—1
logn o
-1 bit(k,i,log n)
a= fl%gn,k(xbgn) ) (H xg ) ) .
i=1

2. fork=0,...,n—1

logn

_ 1\1—bit(k,i,logn)
b= om0 (TTa0 ).

i=1

fiogn(Tlogn) —0-ab=0.

ELIMINATING a, b IN THE THIRD EQUALITY. First off, we plug the values of a, b we obtain for k = 0
into the third equality. We obtain

fllégn(xlogn) —O0- flignJ(xlogn) ) fllégn,l(xlogn) =0. (24)

In order to eliminate all variable except pfg, Phs Y, Phy» 0, we need to use the first two sets of equalities
to obtain relations that we can plug back into (24).
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RELATIONS FROM THE FIRST SET OF EQUALITIES. The first set of equalities gave us that for k =

0,....n—1
logn blt(k i,log n)
flognk’ 108}" ’ <H$ : (25)

Lette {1,...,logn}and j € {0,...,n/2" — 1}. Equating the values of a for k = jand k = j + n/2¢,
we get

logn (L 1)pRGitos ) logn 1)bit(j+n/2t,i,log n)
flognj xlogn . H Z; flognj+n/2t logn ) H L ’

Since j € {0,...,n/2! —1}, j and j +n/2 differ only in the ¢ bit. So, we have for t € {1,...,logn},
jef0,...,n/2t —1}
fl%gn,j(xlogN) ’ $% = fl%gn,j-&-n/Qt (xlogn) . (26)

We shall next show that for all ¢ € {1,...,logn}, forall j € {0,...,n/2" — 1}
ligiy; = 0,7t = ftg—l,j+n/2t (xt-1) -

First we show it for ¢t = log n- in this case j can take the value only 0. We have that

fl% n(](xlogn) ) xIQOgn - f]% nl(xlogn) =0.
g b g K

Since Bad(params, Zjogp, logn) = false

fl%gn,O(X) - X% - fl%gn,l(X)

is the zero polynomial. Equating the constant term to 0 we get

T(logn)gr = fl%gn—l,l(xlognfl) )
Equating the X* term to 0 we get,
Lrognyg: = 0-
Hence, it holds for ¢t = logn. Now let t = ' < logn. We have that for j € {0, ... ,n/2t' -1}

g 2 g —
flogn,j(xbgn) "Ly T Nognjtn/2 (Tlogn) = 0.

Since Bad(params, Ziog 1, logn) = false

2
flgognaj(X) "y lign,j-i-n/Qt' (X)

is the zero polynomial. Therefore, its constant term is 0, i.e.,

g 2 g _
f]ogn_l’j(.flognfl) : .%'t/ - 10gn,j+n/2tl (x]ognfl) == 0 .

Using similar series of arguments (since for all j € {logn—1,logn—2,...,¢'} : Bad(params, z;, j) =
false) we can arrive at
2
ft%,j(xt’)'xt’_ §J+n/2t'( ) =0.
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Now, since Bad(params, z,t') = false
g 2 _ r8
ft’,j(X).X _ft’,j-l-n/Qtl(X)
must be the zero polynomial. Equating the constant term to 0 we get for ¢’ > 1
— 8
Tt'g; = ft’fl,j+n/2f’ (@v-1)

and fort' =1
_ /
Tlg1+; = Pgiijinse

Equating the X* term to 0 we get,
lt’gj == 0 .

Hence forall t € {2,...,logn}, forall j € {0,...,n/2! — 1}
lgii; = 0,719, = ftg—l,j—i-n/Qt (e-1) (27)
and forall j € {0,...,n/2 — 1}
Tig1; = p'glﬂ_w/2 g, =0 (28)

RELATIONS FROM THE SECOND SET OF EQUALITIES. Now, we can go through an identical process
for the second set of equalities and obtain that (we omit the calculations since they are identical to
the ones we saw previously)

1. forallt e {2,...,logn}, forall j € {0,...,n/2t — 1}
Pty = 0 3 bthe ;= FPy o (%) g (29)
2. forall je{0,...,n/2 -1}
Thyy; = 0, = p;7“1+j+n/2 2 (30)

PUTTING IT ALL TOGETHER. Finally, we are ready to use the obtained relations. We shall show
using induction on £ that for all k € {1, ... ,log n}

n/2k—1

fii(zk) —o- Z fkg,j('rk)fl?,j(xk)yjzo
7=0

The base case for k = logn is true since (24) holds.
Now assuming it holds for some & = k' we shall show that it holds for k¥’ — 1 as well. Using
induction hypothesis we have that

n/2¥ —1
feew) —o- Do [ () - [ j(aw) -y = 0.
=0
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Since Bad(params, z, k') # true, the polynomial
n/2k —1

fie(X) —o- 2 fo i (X) - R (X) -

must be the zero polynomial, i.e., in particular its constant term is zero. It’s constant term can be
written as

n/Qk'_1
for—1 (1) Z froyj(@p—1) - fh_ L)y
7=0
n/2k —1
—0- 2 (lk’gl+j "Thhig; T TR gy 'lk’lh1+j) 'yj) .
7=0

From (27) and (29) we have that for j € {0,...,n/2¥ — 1}

_ 8 _ _ _ ¢h /2
Tk’gprj - fk’*l,j+n/2k/ (‘rk’—l) ) lk’gprj =0 ) Tk”h1+j =0 ) lk’h1+j - fk/717j+n/2k‘l (J“]‘C,—l) "y .

So, equating the constant term to 0 we have that

n/2¥ —1

fo_q(zp_q)—o- 2 (fkg/_lﬁj(ﬂfk'q) : f;?f_u(iﬂk'—l) )

Jj=0
n/2¥ —1

. n k/
e Z;) ((F o @) Fo g o @) -7 #y=0.
j=

This can be simplified to

n/2k =11

fhalew—) —o- X0 (fEy ) - oy (o) ) = 0.

§=0
Hence we have shown that it holds for k¥ = k¥’ — 1. Hence, by induction we arrive at

n/2—1

fien) —o- Y (fE(x1) - fl(m1) - = 0.

=0
Since Bad(params, z},, k') # true, the polynomial

n/2—1

FUX) =0 DT (FE(X) - f15(X) o)

J=0

is the zero polynomial, i.e., in particular its constant term is 0. So, we have that

n/2—1 n/2—1
/ / / ] ] _
Py —o0 Z Pgiy; "Phyy; Y —0 Z (Zlg1+j "Tlhyy; T Tlgiey l1h1+j) yl=0.
j=0 Jj=0
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From (28) and (30) we have that for j € {0,...,n/2 — 1}

— _ _ _ ! /2
"g1; = Poyyjinse *orey = 05T1hay; = 05 ling g = Dhy -9

So, we have that

n/2—1 n/2—1
, 0 .
Py—0 Z p,91+j .p§11+j "y —o Z (ligiyy  Thagy + Mgy by, -y )y’ =0.
j=0 Jj=0
Simplifying we get that

Py =0 {Pg,Ppoy").

6 Online srs-wee Security of Sonic

We apply our framework to prove srs-wee security of Sonic [MBKM19] which is an interac-
tive argument for arithmetic circuit satisfiability based on pairings (we refer to this argument as
SnACSPf). We consider a variant of Sonic that does not use the signature of correct computation.

Sonic represents arithmetic circuits using the same constraint system as the one used in Bullet-
proofs. The constraint system has three vectors ar, ar, ap € Zj representing the left inputs, right
inputs, and outputs of multiplication gates respectively, so that a; car = ap, with additional Q <
2n linear constraints. The linear constraints can be represented as ar,-Wp+ar-Wgr+ap-Wp =c,
where W, Wg, Wy € ngn.

The argument SnACSPf is again an argument of knowledge for the relation (15).
PAIRINGS. As stated before, SnACSPf is based on pairings. Let G1, G2, G be groups of prime order
p with generators g € G1, h € Ga. A pairing is a bilinear map e : G; x Ga — G such that e(¢?, hb) =
e(g,h)® for all a,b € Z, and (g, h) is a generator of Gr. In our AGM analysis, we shall consider
symmetric pairings, i.e., G; = Gy = G. We shall assume that SnACSPf = SnACSPf[G, Gr, €]
is instantiated on the understood families of groups G = {G)},en+ (with order p = p())) and
Gr = {Gr )} en+ such that there exists a bilinear map e : G x G — Gr.

DESCRIPTION OF SnACSPf. The setup algorithm SnACSPf.Setup on input 1* fixes integers n, d such
that 3n < d < 4n. It generates the generators g, h of the group G such that e(g, ) is a generator of
Gr and sets bp = (p, G, Gp, e, g, h). It sets

srs = {g, {gxl}ngdv {h#}ngd? {h(mz}?:—dv {gaxL g':;;()d’ e(g,h*)} .
It finally returns (n, d, bp, srs). The prover and the verifier algorithms, SnACSPf.P, SnACSPf.V are
shown in Figure 16.
In the soundness analysis of SnACSPf in [MBKM19], only the bounded polynomial extractibil-
ity and evaluation binding of the commitment scheme is analysed in the AGM.? Here we give an
analysis of the srs-wee of SnACSPf in the AGM.

We prove the following theorem that establishes an upper bound on the online srs-wee security
of SnACSPf.

> The reduction of bounded polynomial extractibility to the variant of ¢-dl defined in the paper does not seem to
account for the fact that an algebraic adversary can represent the commitments in terms of powers of i as well.
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SnACSPf.P(((bp,sts,n,d),(Wr,Wg,Wop,c)), SnACSPf.V((bp,srs,n,d), (Wr,Wgr,Wo,c))
(aL7 aR, ao))

Cn+1, Cn+2, Cnt3, Cnta <5 Zp
r(X,Y) « <aL,XF1T]1 o Yﬁ-ii1>

Xy iy

+<ao7 X[n+l:] o Y[n+l:] >

4 . .
+ Z cn+iX72n77,Y72n77,

i=1

R« gazd_nv‘(z,l) R
PR — Y <8 Z;’:
k(YY) < (e, YR k(YY) < (e, YR I
s(GY) < YR (We - X + Wa Xpr s(XY) <« YR (We X!
2n+1 n+ n+
+Wo 'i(l[n+1:]z 1wt +Wk - 1(1[1;] "l“j? ')2[7:{—11:])
YR YR Xy YR YRy XD
r(X,)Y) «r(X,Y)+s(X,Y)
tX,)Y) —r(X, )7 (X,Y) — k(Y)
T gotlan) T ,
— & s Z;:
a<«r(z,1)
wo(X) 2D
Wa «— gwa(x)
beer(zy)
() - HY o)
W, «— gwb(z)
t—t(z,y)
() o Y=t
Wt - gwt(z) a,Wq,b,Wy , Wy
t—a(b+s(z,y) —k(y)
If e(Wa, h°%)e(g°WE, h®) # e(R,h® ") then
Return 0
If e(Wy, h*%)e(g" W=, h) # e(R,h* **") then
Return 0
If e(Wi, h®%)e(g"WE, h®) # e(T, h) then
Return 0
Return 1

Fig.16. The interactive argument for arithmetic circuit satisfiability in Sonic.
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Theorem 7. Let G = {G\} en+ be a family of groups with order p = p(\). Let G = {G7 )} en+ be a
family of groups such that there exists a bilinear map e : GxG — Gr. Let SnACSPf = SnACSPf[G, G, €]
be the interactive arqument as described in Figure 16, for the relation R in (15). We can construct an
extractor € such that for any non-uniform algebraic prover P, making at most ¢ = q(\) queries to
its oracle, there exist non-uniform adversaries JF1, Fa, F3 with the property that for any (computationally
unbounded) distinguisher D, for all X € N*

18nq

AdVE 3 e n(Paig: D, €, A) < ) + AQVE™ (F1,2) + AdVE (P2, V) + AdVE (T3, )

Moreover, the time complexities of the extractor € and adversaries Fy, Fa, F3 are all O(q - n).

We can show that the bound in Theorem 7 is tight by constructing a cheating prover like we did
in Theorem 5. Using Theorem 2, we get the following corollary.

Corollary 3. Let G = {Gy}\en+ be a family of groups with order p = p(\). Let G = {Gr x\}ren+ bea
family of groups such that there exists a bilinear map e : GxG — Gr. Let SnACSPf = SnACSPf[G, Gr, €]
be the interactive arqument as described in Figure 16, for the relation R in (15). Let FSRO[SnACSPf] be
the non-interactive arqument obtained by applying the Fiat-Shamir transform to SnACSPf using a random
oracle. We can construct an extractor £ such that for any non-uniform algebraic prover P making at most
q = q(\) queries to the random oracle there exist non-uniform adversaries Fy, Fo, F3 with the property that
forall A e Nt

18ng +q+1

fs-ext
Advir R(Pa|ga 57 )‘) < D— 1

Moreover, the time complexities of the extractor £ and adversaries F1, Fa, Fs are all O(q - n).

Proof. (Theorem 7) We shall invoke Theorem 3 by defining BadCh and e and showing that ¢ < 18”
and there exists adversaries Fi, F2, F3 such that

D5l (SNACSPF, Paig, €, R, A) < Adve™ d(F7) + Adv (F2) + Advl (F3) .

DEFINING BadCh AND UPPER BOUNDING e¢. To start off, we shall define BadCh(7’) for all partial
extended transcripts 7. Let Ch be the set from which the challenge that comes right after 7’ is
sampled. We define a helper function CheckBad that takes as input a partial extended transcripts
[7'] and a challenge ¢ € Ch and returns true if and only if ¢ € BadCh(7’). Since SnACSPf has two
challenges, there are two definitions of CheckBad in Figure 17. We again use the predicate SZ here
like before. Next, we need to compute an upper bound ¢ on the size of |BadCh(7')|/|Ch|. In other
words, we need to compute an upper bound on the fraction of ¢’s in Ch that CheckBad(7’, ¢) will
return t rue for all the definitions of CheckBad.

The function CheckBad(7/,y) returns t rue if SZ(f(Y),y) is t rue. We shall use the Schwartz-
Zippel lemma to fraction bound the number of y’s that SZ(f(Y'),y) is true for y € Z;. The polyno-
mial f(Y') is a polynomial of degree at most 2n + @ (the maximum positive degree is n + @ while
the maximum negative degree is —n). Since ) < 2n, the degree of f(Y') is at most 4n. So, for at
most at most 4n values of y € Zj, SZ(f(Y),y) is true. So the CheckBad(7',y) returns t rue for at
most 4n/(p — 1) fraction of y’s.

The function CheckBad(7/, z) returns true if SZ(f(Z), z) is true. The polynomial f(Z) is a
polynomial of degree at most 18n (the maximum positive degree is d < 4n while the maximum
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Procedure CheckBad([7'], 2):

[7'] = (bp,srs,n,d, WL, Wr,Wo,c;[R],y,[T])
k(YY) e, YR

Q+n+1 —n—1 Q+n+1 n+1 Q+n+1 2n+1 n+1 —n—1 2n+1
s(X,Y) « Yo We- X+ Yy We- X + Y00 - Wo - X0+ <_Y[1:] - Y3 7X[n+1:]>

i=— i=n—2d i=n—2d
i#En—d i#En—d

f(Z) «— ( zd] Zitgazi) - ( i Zi'l’gami—n+d ( i (yZ)irgo‘zi—n+d —s(Z,y)) +k(y)
Return SZ(f(2), 2)

Procedure CheckBad([7'],):

[T’] = (bp,srs,n,d, Wi, Wg,Wo,c;[R])
Fori=1,...,ndo
af — 1 ppdentiibF =7 anisef — 1 d—an—i
g g g
a¥ « (af,... ak);ak « (bF,... bE);al « (cf,...,ch)
fY) « T gawd—nT jagd—n +{a¥oak —ak, Yﬁf]l + Yﬁ371>+Yﬁi'{f]rl (Wi -af+Wg-ak+Wo-ad)—{c, Y[anf]rl>
Return SZ(f(Y),y)

Fig.17. The function CheckBad function for the SnACSPf.

Procedure e([7]):
m = (bp7 srs, n, d7 WL: WR7 W07 C; [R] s Y, [T] » %y (0/7 [Wa] 7b7 [Wb] ) [Wt]))
Fori=1,...,ndo

af « Tgamd—n+i;b;k —r

q(md—n—z ;G Tqamd—Qn—z

al « (af,...,ak);ak « (bF,...,bk);al « (cf,...,c})
Return (a¥,ak, a¥)

Fig. 18. The function e for SnACSPf.

negative degree is 2n — 4d > —16d). So, the fraction of 2’s in Z for which SZ(f(Z), z) is true is

at most 18n/(p — 1). So the fraction of 2’s in Z; for which CheckBad(7’, ) returns t rue is at most

18n/(p — 1). Therefore CheckBad(7/, ¢) will return t rue for any partial transcript 7’ for a no more
18n

than 18n/(p — 1) values of ¢, i.e., in the context of the Master Theorem ¢ < ST

DEFINING e. Next, we define the function e for SnACSPf in Figure 18. It gets as input an extended
accepting transcript [7] with the representation of the input removed. Without loss of generality
we assume that the representations of all the messages of the prover in the transcript that are from
G are in terms of the elements of G in srs. The function e computes (aj ,a},ay) and outputs them.
It follows from the description of e that it runs in time O(n). Note that SnACSPf.V runs in time

O(n). Therefore, using Theorem 3, the time complexity of £ is O(q - n).

PROVING AN UPPER BOUND ON px,il (SNACSPf, P,ig, €, R, ). To that end, we construct the follow-
ing three adversaries.

1. Adversary F; is an adversary against d-DLOG in the group G that runs P,j. It has inputs
(9,9%, g:”Q, ol gmd). It fixes a positive integer n such that 4n > d > 3n. It samples «, 8 € Z,, and
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Procedure hy ([7], o, B):

[7] = (bp, srs,n,d, W, Wgr,Wo,c;[R],y,[T], 2 (a,[Wa] , b, [Ws], [Wt]))
k(YY) « (e, YA

[n+1:]
Q+n+1 —n—1 Q+n+1 n+1 Q+n+1 2n+1 n+1 —n—1 2n+1
5(X,Y) « Y[n+1:] -Wi 'X[l:] + Y[n+1:] "Wg - X[1:] + Y[n+1:] -Wo 'X[n+1:]<_Y[1:] - Y[1:] 7X[n+1:]>
d ) d )
f1(X)<—(X—z)< D X’wagzi> +a—X"4" | N X i
i=—d ZT;ZOd
If f1(X) # 0 then solve for z* such that fi(z*) = 0; If g* = ¢”" then return z*
d . d .
f2(X) « (X —y2) < > szbgwi> +b— X4 ¥ X7 ot
i=—d Li=7;0
If f2(X) # 0 then solve for =™ such that fa(z*) = 0; If g* = g"" then return z*
d ) d .
tealb+ s(zy) — k() fa(X) < (X —2) ( s Xw) R DR
T oo
If f3(X) # 0 then solve for z* such that f3(z*) = 0;If g” = ¢*" then return z*
Return L
Fig.19. The function h; for SnACSPf.
Procedure h([7], z, a):
[T] = (bp7 srs, n, d7 WLa WRa W07 C; [R] s Y, [T] %2 (a7 [Wa] 7b7 [Wb] ) [Wt]))
K(Y) e (e, Y21y
Q+n+1 —n—1 Q+n+1 +1 Q+n+1 on+1 +1 —n—1 ~r2n+1
s(X,Y) Y W - X + Y - WX+ YU Wo - X Y =Y X
d d _ d d _
numi «— —a(z—2) [ Y 2w o+ Y ar'w i |—aa+zm Y 2 4+ Y axtr
i=——a Y i=—d @9 i=——d 7 i=—d g
i#0 i#0
d ) . d . )
deny « a(z —2) ,_delwahwi + axzwahazi _ gpdtn ._Z:dxlrhzi + amlrh(mi
If den; # 0 and g"'™/4" = } then return (numy /den;)
d . d . d . d .
numy «— —a(z —y2) | X z'w, . + 3 az'w, .. |—ab+ TN 2t o+ Y aatr
— g i=—d g i=——d Y i=—d g
i#0 i#0
d . ) d . )
dens «— a(z —yz) _Zdaslwbhmi +ar'w,, i | — zmHn ‘Zd:clrhzi +az'r, i
i=— =
If deny # 0 and g"'™2/%"2 =}, then return (numz/dens)
te—a(b+s(z,y) —k(y)
d ) d ) d ) d .
nums « —a(z —2) | X 2'w, i + X ax'w, i |—at+ | X a4+ Y ax't
i=—d g i=—d g i=—d 7 i=—d g
%0 i#0
d ) . d ) )
dens —a(z —2) [ X 2'w, . +az'w, .0 | = 2 2.0 + oz, ..
i=—d i=—d

If dens # 0 and g"“’"3/de"3 = h then return (numgs/dens)
Return L

Fig. 20. The function hs for SnACSPf.
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Procedure hs([7], z, 8):

[
k

S

(Y) e, [n+1:] >
X,

7] = (bp, srs,n,d, W, Wgr,Wo,c;[R],y,[T], 2 (a,[Wa] , b, [Ws], [Wt]))

YQ+7L+1

Q+n+1 —n—1 Q+n+1 n+1 Q+n+1 2n+1 n+1 —n—1 2n+1
Y) « Y[n+1:] -Wi 'X[l:] + Y[n+1:] "Wg - X[1:] + Y[n+1:] -Wo 'X[n+1;] + <_Y[1;] - Y[1:] 7X[n+1:]>

i=— j=—

i=—d —d

d . d X d . d X
fiA) «Az—2)| X xlwagzi + X szwagAIi> +Aa—z™ | ) IL'ZT'in + AZCZT'gaIi

e
i#0 i#0

If f1(A) # O then solve for o™ such that fi(a*) = 0; If g* = ¢*" then return o*

fo(A) = Az —y2) (

i=—d i=—d i=— i=—

i#0

d d ) d d )
>, xlwbgli + ACL‘ZwaA;E'i) + Ap— g dtn ( >, 'Z'Z’l"gy_,'i + > A:rzrgwi>

If f2(A) # 0 then solve for o™ such that fo(a™®) = 0; If g* = ¢°™ then return o*
t—a(b+s(z,y)) — k(y)

f3(A) —Az—2)| X xzwtgxi + szwtgAmi> + At — ( > IEZTgmi + Axltgwi)
i=—d i=—d i=—d i=—d

If f3(A) # 0 then solve for o* such that fs(a*) = 0; If g* = ¢g®" then return a*
Return L

Fig. 21. The function hs for SnACSPf.

sets bp = (p,G,Gr,e,g,9”) and

i i3 iaf i
Srs = {g’ {gz };'i=—d7 {gz g:-da {gx zd=—d7 {gx }g;—()d7 e(gv gaﬁ)} .
17
Note that (n,d, bp, srs) is a valid output of SnACSPf.Setup. Adversary F; runs P,j; on public
parameters (n, d, bp,srs) and simulates the game SRSs,acsps to it. If P,; manages to produce
an accepting transcript 7, F; calls a helper function h; on input [7] , i,  and outputs whatever
hi outputs. The function h; is defined in Figure 19.

. Adversary F; is an adversary against DLOG in the group G that runs P,jg. It has inputs

(g9, V). It fixes a positive integer n such that 4n > d > 3n. It samples «,z € Z,, and sets
bp = (p,G,Gr,e,g,V) and

Srs = {gv {gﬂ}g:—dv {Vzl g:—d? {Vxl g:—d’ {gml };i‘=¢—0d7 e(gv Va)} :
Note that (n,d, bp, srs) is a valid output of SnACSPf.Setup. Adversary F; runs P,z on public
parameters (n, d, bp,srs) and simulates the game SRSs,acsps to it. If P,; manages to produce
an accepting transcript 7, 7> calls a helper function hy on input [7] , 2,  and outputs whatever
hs outputs. The function h; is defined in Figure 20.

. Adversary F3 is an adversary against DLOG in the group G that runs P,jg. It has inputs

(g9, V). It fixes a positive integer n such that 4n > d > 3n. It samples 8,z € Z,, and sets
bp = (p,G,Gr,e,9.9”) and

i i 2B "
srs = {g, {g" e (g™ W0 (V" {V }qu;;é—(]dve(gvvﬁ)}'
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Note that (n,d, bp, srs) is a valid output of SnACSPf.Setup. Adversary F3 runs P,j; on public
parameters (n, d, bp, srs) and simulates the game SRSs,acsps to it. If P, manages to produce
an accepting transcript 7, F3 calls a helper function h3 on input [7], z, § and outputs whatever
hz outputs. The function h3 is defined in Figure 21.

We first make the following observations about adversaries F1, F2, F3

- Adversary F; succeeds if hy([7] , a, ) computes z* such that (¢** = g*). From the code of h;
it is easy to see that that whenever h; returns a non-L value z*, it satisfies (g”f* = ¢7), ie,
adversary F; succeeds. Also, it follows from the description of h; that it runs in time at O(n).
The running time of 77 consists of the time required to answers ¢ queries, run SnACSPf.V in at
most g paths in the execution tree and the time required to run h;. Hence its time complexity
is O(q - n).

- Adversary J, succeeds if hy([7] , z, a) computes 5* such that g°* = V. From the code of hy it is
easy to see that that whenever hs returns a non-_L value 5%, it satisfies (gﬁ ¥ = h),i.e., adversary
F> succeeds. Also, it follows from the description of hy that it runs in time O(n). The running
time of F» consists of the time required to answers ¢ queries, run SnACSPf.V in at most g paths
in the execution tree and the time required to run hy. Hence its time complexity is O(q - n).

- Adversary F3 succeeds if h3(7, z, ) computes o* such that ¢** = V. From the code of hs it is
easy to see that that whenever h3 returns a non-_L value o*, it satisfies ( g™ = g*),i.e., adversary
F3 succeeds. Also, it follows from the description of hs that it runs in time O(n). The running
time of F3 consists of the time required to answers ¢ queries, run SnACSPf.V in at most g paths
in the execution tree and the time required to run hz. Hence its time complexity is O(q - n).

We shall prove the following lemma showing that if 7 is an accepting transcript such that 7 ¢

SMACSPfand hy([7], o, B8), ha([7], 2, @), h3(T, z, B) all return L, then e([7]) returns a valid witness.

Lemma 11. Let n,d € N such that d > 3n. Let z,«, 3 € Zy. Let bp = (p,G,Gr,e,g,h). Let srs =

{ga {gml}glzid, {gl&gl }f’l:fcp {gaﬁzl ?:7(17 {gax’ f‘lzfd, 6(97 h‘a)}' Let
170

T = (bpa srs,n,d, W, Wgr, W, c; [R] 'Y, [T] 2 (CL, [Wa] b, [Wb] ) [Wt]))

be an accepting transcript of SNACSPf such that T ¢ TSMSSPE Ifhi ([7], o, B), ha([7] , , a) and hs([7], =, B)
return L, then e([7]) returns (aj ,aj},, ayy) such that

ajoap=ap and aj-Wp+ap-Wgr+a)H -Wp=c.

Taking the contrapositive, we get that if 7 is an accepting transcript such that 7 ¢ SnRCSPE and
e([7]) fails to return a valid witness, then one of hi([7], a, ), ha([7], x, @), h3(7, x, B) returns a
non-_1 value, i.e., one of adversaries F1, F», F3 succeed. Therefore

D5l (SNACSPF, Paig, €, R, A) < Adv™ d(F7) + Adv (F2) + Advi (F3) .

We shall next prove Lemma 11.

Proof (Lemma 11). Since 7 is an accepting transcript the following equality holds.

).

—d+n

e(Wa, h*)e(g* W5, h®) = e(R, h*

51



We can express W, in terms of its representations, let h = g” and re-write the first equality as

6(97 h)f =1,
where
d d
_ _ i _ i _ i _ i _
f=a(r —2) Z W, oi + Br'w i + aBr'w yo.i + Z ar'w, o.i | +aa
i=—d i=—d
1#0
d d
_—din 2 i i i, Z i
x T i+ Bt i + afx'T) 000 + QLT i
i=—d i=—d
1#0
We therefore have
d d
alr — 2) Z rw, i+ Br'w,, i + aBr'w . + Z AL W, i
1=—d i‘:?)d
17
(31)
d d
+ aa — z~ " Z a:lrgzi + B2 i + QBT 00 + Z oza:zrgmi =0.
i=—d i=—d
1#0

Consider the values numj, den; in hy([7], z, a) — the above equation can be re-written as —num; +
Bden; = 0. Since hy([7], z, @) returned L we have that den; mustbe 0, i.e.,

d d
alr — 2) ( 2 w0+ amzwahwi) — g ( 2 Ty i+ axlrhmi) =0.

i=—d i=—d

Plugging this into (31) we get that

d d d d
o i ) i ) _ .—d+n i ) i R
a(z — 2) Z Tw, .0+ Z LW, opi |+ a0 —x Z LT i+ Z QLT opi | = 0.
i=—d i=—d i=—d i=—d
i#0 i#0
Therefore « is a root f1(A) = 0in hs. Since h3([7], z, §) returned L it means that fi(A) is the zero
polynomial. In particular its A term is O i.e.

d d
(x —2) Z xlwagzi +a—z M 2 xzrgmi =0.
i=—d ;

Therefore z is a root f1(X) = 0in h;. Now, since hy([7], z, §) returned L we have that f;(X) is the
zero polynomial, i.e.,

d d
i . —d+ 2 )
(X —2) (2 Xlwagﬂ) +a—- X4 2 X’rng

i=——d



is the zero polynomial. The above polynomial is an zero for any value of X. So, plugging in X = z
we get

So,

a = Z ergazifn+d

i=n—2d
i#En—d
Similarly, since 7 is an accepting transcript, the equalities e(W, h®%)e(g"W}*, h*) = e(R, he=
and e(Wy, h*%)e(g'W§, h*) = e(T, h) hold. Using arguments similar to the ones we used above, we
can show that

d
b= Z (yZ)iT’gaIi—ner , t= Z Zitgazi

i=n—2d i=—d
i#=n—d 170

From the description of SnACSPf.V, we have that
t=a(b+s(zy) — k).

Plugging the values of a, b, t into the above equation we get that

Z thgazi = Z ergazi—n+d Z (yz)l’r‘gamif’rhtd + S(Z, y) — k(y)
i=—d i=n—2d i=n—2d
170 1#=n—d i#En—d

Since 7|, ¢ Te$Pf, we have that z ¢ BadCh(7|,). Therefore, SZ(f(Z),2) is false where
f is as defined in CheckBad(7’, z). Since we have here that f(z) = 0, the polynomial f(Z) must
be the zero polynomial. In particular, its constant term must be zero. Writing out the constant
term of f(Z) and using aj = (rgmlfwd, .. .,T'gazd), ap = (rgalfl—n+d, . ,Tgazdf?n) and a}, =

(TgaI7172n+d, <o T gagd=3n )) we get

T awdenT opd-n + (@} oaf —ap, yﬁfr]l + y[*lfi*1>

g g
Q+n+l (Wp-aj + Wgr-ap+ Wp-ap) — <C’yﬁiqj]rl> =0

+ y[n+1:]

Since 7|, ¢ Tore$>P" we have that y ¢ BadCh(r|,). Therefore, SZ(f(Y),y) is false where f is
as defined in CheckBad(7',y). Since we have here that f(y) = 0, the polynomial f(Y) is the zero
polynomial. Therefore, equating all the coefficients of f(Y’) to zero, we have that

ajoap=apanda; - Wp+ap-Wgr+as-Wp=c.
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Supplementary Materials
A Online extraction in the AGM: Limitation

We present an interactive proof system DS that does not allow for online extraction. We shall
assume that DS = DS[G] is instantiated on an understood family of groups G = {G\},en+ Of
order p = p(A). It is a proof of knowledge of discrete logarithm of two group elements. More
precisely, it is a proof of knowledge for the following relation

R = {(97 (X1, X2), (z1,72)) : X1 =g"" A Xo = 912} :

The setup algorithm DS.Setup on input 1* returns a generator g of the group G,. The instance is
a pair of group elements X, X, and the prover has witness 1, 2 which are the discrete logarithms
of X, Xy with respect to g. The prover and the verifier are formally described in Figure 22.

The soundness of DS can be argued in the standard model as follows. Given three accepting
transcripts with the same first prover message, with high probability we can extract a witness
(x7,x3) that satisfy ng = X; and g‘”Ek = X». More concretely let 71,7, 73 be three accepting
transcripts such that o, = {g, (X1, X2); 4, (ci1,¢i2), d;} for i = 1,2,3. Let 27,25 be the discrete
logarithm for X, X». Since 71, 72, 73 are accepting transcripts, the following system of equation
holds.

dy = Clle + c12x§ +a
dy = CleT + ngwg +a

ds = 031.%’1I= + C32$§ +a
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DSP(((G797P)7 (X17 XQ))7 (331, 332)) DSV((G,g,p), (X17 XQ))
a3 ZLp; A — g° 4,
c1,c2
——— c1,02 <5 Zp

d—a+ciz1 + cama2 —2  Return (g¢ = X1 X52 A)

Fig. 22. Interactive proof system DS that does not allow for online extraction in the AGM.

The above system of equation has three variables z7, 23, a. Since ¢;;’s are picked at random, with
high probability the system of equations can be solved. Therefore, the protocol DS is sound in the
standard model.

Next we argue that online extraction is not possible for DS in the AGM. In particular, we
look at an accepting transcript produced by an honest prover and argue that we cannot extract
a witness from the transcript. Given an accepting transcript 7 = {g, (X1, X2); 4, (c1, ¢2), d}, using
the representation of A with respect to g (an honest prover must have provided the representation
of A only in terms of g), we can write

_ * *
d=cirx] +coz5 +ay .

We have two variables z}, 23 and just one equation. So, we cannot extract x}, x5 just from one
accepting transcript, i.e., DS does not support online extraction in the AGM.

One reason why online extraction in the AGM was not possible for this protocol while it was
possible for RngPf, ACSPf is that here z7, x5 were committed in the exponent of the same gen-
erator — this leads to us not having sufficient number of equations to solve for z},z35 from the
single transcript. For similar reasons, online extraction is not possible for the generalized version
of ACSPf that supports additional commitments and the aggregated range proofs in [BBB*18].
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