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Abstract. Pattern matching is one of the most fundamental and important paradigms in several
application domains such as digital forensics, cyber threat intelligence, or genomic and medical data
analysis. While it is a straightforward operation when performed on plaintext data, it becomes a chal-
lenging task when the privacy of both the analyzed data and the analysis patterns must be preserved.
In this paper, we propose new provably correct, secure, and relatively efficient (compared to similar
existing schemes) public and private key based constructions that allow arbitrary pattern matching
over encrypted data while protecting both the data to be analyzed and the patterns to be matched.
That is, except the pattern provider (resp. the data owner), all other involved parties in the proposed
constructions will learn nothing about the patterns to be searched (resp. the data to be inspected).
Compared to existing solutions, the constructions we propose has some interesting properties: (1) the
size of the ciphertext is linear to the size of plaintext and independent of the sizes and the number of
the analysis patterns; (2) the sizes of the issued trapdoors are constant on the size of the data to be
analyzed; and (3) the search complexity is linear on the size of the data to be inspected and is constant
on the sizes of the analysis patterns. The conducted evaluations show that our constructions drastically
improve the performance of the most efficient state of the art solution.
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1 Introduction

In several application domains such as deep-packet inspection and genomic data analysis, learning the pres-
ence of specific patterns as well as their positions in the data are essential. In the previous two use cases,
pattern searches are often performed by entities that are not fully trusted by data owners. For instance, in
the case of deep-packet inspection (DPI), a company that aims to outsource its network traces to a third
party forensic scientist to find indictors of compromise might not be comfortable revealing the full contents
of its traces to the forensic scientist. Similarly, in the case of genomic data analysis, a patient that wants
to check whether its genome contains particular patterns representing a genetic predisposition to specific
diseases might not be comfortable revealing the full contents of its genome to the laboratory that performs
the analysis.

Existing solutions that may be used to overcome the previous problem rely mainly on searchable en-
cryption based techniques [1-7, 21]. Unfortunately, these techniques suffer from at least one of the following
limitations. First, the lack of support for pattern-matching with evolving patterns, such as virus signatures
which are updated frequently (case of symmetric searchable encryption [2-5, 21]); second, the lack of support
for variable pattern lengths (e.g., tokenization-based techniques such as BlindBox [6]); third, the incom-
pleteness of pattern detection methods which yield false negatives (case of BlindIDS [7]); and fourth, the
disclosure of detection patterns (case of searchable encryption with shiftable trapdoors [1]). We provide a
full comparison with related literature in Section 2.

In this paper, we propose two technically sound constructions: S*E supporting pattern matching of
adaptively chosen and variable (upper bounded) lengths patterns on secret key encrypted streams, and
AS3E supporting pattern matching of adaptively chosen and variable (upper bounded) lengths patterns on
public key encrypted streams. Both S*E and AS3E ensure that (1) both the data owner and the third-party
entity performing pattern matching operations will learn nothing about the searched patterns except their
lengths, (2) both the pattern provider and the third-party entity that is going to perform pattern matching
will learn nothing about the data to be analyzed except the presence or the absence of the set of unknown
patterns (i.e., the third-party entity will not have access to patterns plaintexts), (3) the third-party entity
will be able to perform pattern matching correctly over the data to be analyzed. From a practical point of
view, our construction has some interesting properties. First, the size of the ciphertext depends only on the
size of the plaintext (it is independent of the sizes and the number of analysis patterns). Second, the size
of the issued trapdoors is independent of the size of the data to be analyzed. Third, the search complexity
depends only on the size of the data to be analyzed and is constant on the size of the analysis patterns.
The two constructions we propose in this paper are — to our knowledge — the first constructions to provide
all previously mentioned properties without using costly and complex cryptographic scheme such as fully
homomorphic encryption. The evaluations conducted in this paper show that the two proposed constructions
improve by up to four orders of magnitude the performance of the most efficient state of the art solution
SEST [1].

The paper is organized as follows. Section 2 reviews related work and details the main contributions
of our work. Section 3 presents the assumptions under which our schemes achieve provable security. The
intuition behind the proposed constructions is presented in Section 4. Section 5 and 6 formalize our S*E and
AS3E primitives and provide their security results. In Sections 7 and 8, we discuss the complexity of our
constructions and provide experimental results. Finally, section 9 concludes.



2 Related Work

One possible solution for pattern matching over encrypted traffic is to use techniques that allow evaluation
of functions over encrypted data. Generic approaches such as fully homomorphic encryption (FHE) [8,10]
and functional encryption (FE) [9] are currently impractical due to their very high complexities.

Several searchable encryption (SE) techniques have been proposed for keyword searching over encrypted
data [5,3,4,2,21]. The main idea is to associate a trapdoor with each keyword to allow searching for these
keywords within a given encrypted data. Ideally, an entity which does not have access to the plaintext and
encryption key should learn nothing about the plaintext except the presence or the absence of the key-
word. For most existing SE techniques, searches are performed on keywords that have been pre-chosen by
the entity encrypting the data. Such approaches are more suitable for specific types of searches, such as
database searches in which records are already indexed by keywords, or in the case of emails filtering in
which flags such as "urgent” are used. Unfortunately, SE techniques become useless when the set of key-
words cannot be known before encryption. This is usually the case for messaging application and Internet
browsing traffic where keywords can include expressions that are not sequences of words per se (e.g., /cham-
javanv.inf?aapf/login.jsp?=). The two constructions we propose in this paper offer better search flexibility
as, even after the plaintext has been encrypted, they can allow arbitrarily chosen keywords to be searched
without re-encryption.

To overcome the previous limitations, tokenization-based approaches have been proposed. In [6], the
authors propose BlindBox, an approach that splits the data to be encrypted into fragments of the same
size | and encrypts each of those fragments using a searchable encryption scheme where each fragment will
represent a keyword. Nevertheless, this solution suffers from two limitations: (1) it is useful only if all the
searchable keywords have the same length [. obviously the previous condition is seldom satisfied in real-world
applications that requires pattern matching (e.g., DPI). If we want to use this approach with keyword of
different lengths £, we should for each l; € L, split the data to be encrypted into fragments of size I; and
encrypt them, which quickly becomes bulky. (2) The proposed approach may easily cause false negatives
since, even if the keyword is of size [ (the size of each fragment), it cannot be detected if it straddles two
fragments. Recently, In [7], Canard et al. proposed BlindIDS — a public key variant of the BlindBox approach
[6] that additionally ensures keywords indistinguishability. That is, the entity that is going to search over
the encrypted data will lean nothing about the keywords. Unfortunately, BlindIDS suffers from the same
limitations as BlindBox. The two constructions we propose in this paper address the main drawbacks of these
tokenization-based techniques since they allow for arbitrary trapdoors to be matched against the encrypted
data, without false negatives or false positives.

Several approaches [11-13] proposed solutions for substring search over encrypted data based on secure
multi-party computation. Unfortunately, to offer pattern matching operation, these solutions require often
several interactions between the searcher and the data encrypter.

As pointed out in [1], anonymous predicate encryption (e.g., [14]) or hidden vector encryption [15] may
provide a convenient solution for pattern matching over encrypted data. However, in order to search a pattern
p of length [ on a data of length n, the searcher should obtain n — [ keys to be able to check the presence of
p on every possible offset of the data, which is clearly a problem when dealing with large datasets.

One of the most interesting techniques for pattern matching over encrypted traffic is the searchable
encryption with shiftable trapdoor (SEST) [1]. The proposed construction relies on public-key encryption
and bilinear pairings to overcome most of the limitations of previously mentioned techniques. It allows for
patterns of arbitrary lengths to be matched against the encrypted data, without false negatives or false
positives. This improvement comes at the cost of the practicability of the technique. In fact, the proposed
schema requires a public key of size linear to the size of the data to be encrypted (a public key of ~ 8000
GB is required for encrypting 1GB of data). Moreover, the trapdoor generation technique used by the SEST
leaks many information (such as, the number of different characters, the maximum number of occurrences
of a character) about the patterns to be searched. Furthermore, the number of pairings needed for testing
the presence of a keyword in an offset of the data depends on the maximum number of occurrences of the
characters contained in the keyword. This makes the proposed technique quite inefficient when used for bit
level matching. By contrast, for testing the presence of a pattern in encrypted data, our constructions require
a constant number of pairings in the size of the pattern (see Section 7 for more details). This makes our
constructions more efficient when matching long keywords at bit level.

As we have seen, many different approaches can be used to address pattern matching over encrypted
data. To give better understanding of the benefits of the two approaches we propose in this paper compared
to existing ones, we provide in Table 1 a comparative overview of their asymptotic complexities, and their
ability to ensure the security properties we are aiming to provide. Note that we only consider BlindBox
(a symmetric searchable encryption-based solution), BlindIDS (an asymmetric searchable encryption-based
solution), Predicate Encryption/Hidden Vector Encryption and the SEST approach. Other approaches, as
explained before, require data re-encryption each time a new keyword is considered [5,3,4,2,21], induce
higher complexity [9, 8, 10], require interactivity [11-13] or ensure weaker privacy level [5].

According to the Table 1, the two constructions we propose in this paper (S*E and AS3E) are the only
primitives that simultaneously enable arbitrary trapdoors (with upper bounded keyword size), provides a
correct keyword detection, and ensures the privacy of the used trapdoors.

In Table 1, (V) is used to denote that a property is provided under specific conditions. AS*E ensures
trapdoor’s privacy for patterns of high-min entropy (see Section 6 for more details). In addition, both S*E
and AS®E support pattern matching of arbitrary but upper bounded lengths patterns. As we show in Section
7, we stress that in both S*E and AS®E, increasing the upper bound size of patterns affects only the size of
the trapdoor generated for each pattern. The size of later increases linearly with the increase of the size of
the former.



Primitives
BlindBox |BlindIDS|PE/HVE| SEST S'E | AS’E
Number of Trapdoors | O(s-q) O(qg) | O(n-q) O(q) O(q) O(q)
Public Parameters size o(1) o(1) o(1) o(1) O(ly) o(1)
encryption keys size o(1) o(1) O(n) O(n) OWl;) | O(ly)
Ciphertext size O(n-L) |O(n-L)| O(n) O(n) O(n) | O(n)
Number of trapdoors O(q) O(q) | O(n-q) O(q) O(q) O(q)
Search complexity ¢ log.(q) q q «.n 2% H({ liom) 2 ) q "2 q "
comparisons| pairings | pairings | pairings |pairings |pairings
Arbitrary trapdoors X X 4 4 (v) (V)
Trapdoor’s privacy X ) X X v )
Correctneis.s X X % v v v
(no false positives)

Table 1: Complexity and ensured security properties comparison between related work and our primitive.
The scalars n, g, ;, L, s denotes respectively the length of the traffic to encrypt, the number of pattern to be
searched, the length of each pattern, the number of different lengths among the ¢ patterns to be searched
and the number of data encrypters. We used (v/) to denote that the property is provided under specific
conditions.

The two constructions we propose do not require very large public parameters, secret key or very large
public keys as SEST and PE/HVE. Moreover, their search complexities is lower than SEST by a factor of I;
(the length of the pattern w; to be searched), since they are constant in the size of the pattern to be searched.
Therefore, the proposed constructions are an interesting middle way which provides the best of PE/HVE
and SEST while ensuring patterns’ privacy. Their only limitation compared to PE/HVE and SEST is the
upper bounded size of patterns to be searched that should be fixed before the data encryption, which we
believe to be a reasonable price to pay to achieve all the other features.

3 Security Assumption

In this section, we describe the security assumptions under which our two constructions S*E and AS3E
achieve provable security.

Definition 1 (Bilinear Maps). Let G1,Gz2, Gy be three finite cyclic groups of large prime order p. We
assume that there is an asymmetric bilinear map e : G x Gg — G such that, for all a,b € Z,, the following
conditions hold:

— For all g€ leg € GQ} e(ga7§b) = e(gag b
— Forallg € G1,5 € Ga, e(9%,3°) =1 iffa=00rb=0
— e(+,-) is efficiently computable

As in [1], the security of the proposed constructions hold as long as G; # G4 and no efficiently computable
homomorphism exists between G, and G, in either directions. In the sequel, the tuple (G1, Ga, Gr,p, e(-, - <))
is refereed to as a bilinear environment.

Some of the security proofs of the proposed constructions, given in Appendix A, rely partially on showing
that given a number of pattern trapdoors, the adversary will be unable to distinguish a new valid trapdoor
from a random element. Thus, the leakage can be bounded only by considering the adversary’s query to
the issuing oracle. Hence, either we considerably reduce the maximum length of the patterns to be searched
(< 30), which allow to define a GDH instance providing all public parameters, the trapdoors for all possible
patterns, and the challenge elements. Or we use an interactive variant of the GDH assumption to offer
flexibility to the simulator by allowing the elements gR(i)(xl’”"‘”C), §S(i)(m1"""rc), and e(g,ﬁ)TW(‘”l’”"mc) of
the GDH assumption [20] to be queried to specific oracles.

So, we prove the security of the proposed constructions under an interactive assumption. That is, we use
a slightly modified General Diffie-Hellman (GDH) problem assumption [20] to allow the adversary to request
the set of values on which the reduction will break the GDH assumption. This interactive aspect of the GDH
instance we are considering reduces slightly the security of the construction we are proposing. However,
this interactive assumption makes possible the definition of quite efficient constructions with interesting
properties. First, the size of the ciphertext depends only on the size of the plaintext (it is independent of
the sizes and the number of the analysis patterns). Second, the size of the issued trapdoors is independent
of the size of the data to be searched. Third, the search complexity depends only on the size of the data and
is constant on the sizes of the patterns to be matched. Attaining all previously mentioned properties while
protecting both the data to be analyzed and the patterns to be matched and being able to handle arbitrary
analysis pattern query is not obvious and may justify the use of such an interactive assumption.

Definition 2 (independence [20]). Let p be some large prime, 7, s, t, ¢, and k be five positive integers
and R € Fp[X1, -+, X", S € Fp[X1,-, X%, and T € F,[X1, -+, X' be three tuples of multivariate
polynomials over IF),. Let R 8O qnd T denote respectively the i-th polynomial contained in R, S, and
T. For any polynomial f € Fp[Xq,--- , X, we say that f is dependent on < R, S, T > if there exist constants

(05 Ysmn, 0N (00 Y such that
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We say that f is independent of < R, S, T > if f is not dependent on < R, S,T >.

Definition 3 (i-GDH assumption). Let p be some large prime, r, s, t, ¢, and k be five positive integers
and R € Fp[Xq,--- , X.]", S € Fp[Xq, -+, X.]5, and T € Fp[ Xy, -, X.]" be three tuples of multivariate poly-
nomials over Fp,. Let O, (resp. O% and O') be oracle that, on input {{agf) ,ic}ik:()}b adds the polynomials

10D al®) II; X;-j}k to R (resp. S and T ).

i1,k

Let (x1,---,2.) be secret vector and q. (resp. qs) (resp. q:) be the number of queries to O" (resp.
O%) (resp. O'). The i-GDH assumption states that, given {ng(zl"“*xc)}zilk'qr, {ﬁsm(zl’“"zc)}fif'qs, and
{e(g,ﬁ)T(i)(“’”"mc)}ﬁi]f'qt, it is hard to decide whether (i) U = gf@v%) or U is random and (ii) U' =
gl @rme) or U is random if f is independent of < R, S, T >.

As argued in [1], The hardness of the i-GDH problem depends on the same argument as the GDH
problem which has already been proven in the generic group model [20]. That is, as long as the challenge
polynomial that we denote f is independent of < R,S,T >, an adversary cannot distinguish g/(*1,%e)
(resp. g/ (#1-»%¢)) from a random element of G; (resp. G). The definition method of the content of the sets
R,S, and T (by assumption or by the queries to oracles) does not fundamentally change the proof.

4 The intuition

The intuition behind the proposed constructions relies on two observations. First, the number of analysis
patterns is often very small compared to the quantity of data that are going to be analyzed, e.g., in a deep
packet inspection scenario, the number of patterns provided by the SNORT intrusion detection system is
3734 [22]. Second, the sizes of the detection patterns are also very small compared to the size of the traces
to be analyzed (e.g., the largest pattern size used by Snort is 364 Bytes).

For a data with alphabet X, the proposed constructions associate each element o of X with a secret
encoding (o, a,). They fragment the sequence of symbols that represents the data B as described in the
Figure 1 in which fs represents the number of symbols (i.e., the size) of each fragment and p,, 4. represents
the largest number of symbols in a pattern. To allow the matching of patterns at any possible offset of the
data to be searched, in the proposed constructions, we require that fs > 2 (pjaz — 1). In the rest of the
paper, we will use {x;}!=% to denote the set of elements z;, i € [a,b] and |B| to denote the number of symbol
(i.e., the size) that compose |B].

Fo F]_ an,1
A A A
- ~ -~ ~ - ~
0 fs—1 2fs-1 (nf-1)fs -1 nf - fs-1
— e ¢ o o o o - --—-o—o
fs-pmax-2 fstpmax-1 2fs-pmax-2 2fs+pmaz-1 (nf-1)fs + pmaz — 1
—_ —_— —_—
Fo Fo Frp_o

Fig. 1: Fragmentation approach

As illustrated by the Figure 1, the sequence of symbols B is fragmented into 2 x nf — 1 fragments
{Fi7fj}ig’);;é’3:"f_2 where nf = |B|/fs (for simplicity we will suppose that |B| is a multiple of fs). Each
F;,i € [0,nf — 1], contains the symbols at indexes [i - fs, (i + 1) - fs — 1], while F';,i € [0,nf — 2], contains
the symbols at indexes [(i + 1) - f$ — pmaz — 1, (1 + 1) - f$ + Pmaz — 1] of B.

Given an ¢ € [0,|B]—1], in the rest of this paper, we will denote by i the index of i inside the fragment F'
where F € {Fy, -, Fpf-1,Fo,  + ,Fnp_2}. If i ¢ F, ip is not defined. Formally, assuming that F = [a, b]:

_ Jimoda ifie F
| not defined otherwise

/ .
Tw,k

A trapdoor for a pattern w = g,,,0-04,,1—1 Will be associated with a set of polynomials {V; = v; 22;10 «

af,j_ik . zk}zi{;s*l where v; is a random secret scalar used to prevent new trapdoor forgeries and z a ran-
dom scalar belonging to the secret key K,. The trapdoor generated for w consists then in the elements
{g", v };zg 5=l Each of the previous elements will be used to check the presence of w at a specific index of
the previously constructed fragments.

Meanwhile, the encryption of each symbol o; is the tuple C; = {C;,C!,C;,C’;} that depends on the
fragment in which the index i of o; in B belongs. If it belongs to F. (resp. F.) then C; and C! (resp. C; and
C’;) contain the encryption of o; regarding the index iz of i in F, (resp. the index i, of i in F.).

Then, if we want to test the presence of w at the index i, if i belongs to F, (resp. F.), then we compare

the bilinear mapping results of the elements Cj, , §"'% (resp. 61-757 g '7e) and Clr.s §Vire (resp. @iﬂ,
ﬁvife ). If w is not present, then the bilinear mapping results will be random-looking elements of G which
will be useless to the adversary for learning any information about the plaintext and/or the content of the

tested pattern.

5 S*E Construction

In this section, we propose S%E, a construction that supports pattern matching of adaptively chosen and
variable (upper bounded) lengths patterns on secret key encrypted streams. Before formalizing S*E, we
present a use-case scenario on which S4E can be useful.



5.1 Usage Scenario

To cope with new and sophisticated cybercrime threats, new threat intelligence platforms such as [19] are
relying on the collaboration between different involved entities that include, on one side, companies, orga-
nizations, and individuals that are targeted by cyber attacks, and on the other, security editors that are in
charge of defining and providing strategies for effectively detect and prevent cyber attacks. To be useful,
such platforms should, on one hand, be fueled by data owners, i.e., companies, organizations, and individuals
that agree to share the traces (e.g., network and operating system traces) of the cyber attacks that they have
suffered. On the other hand, the platform should allow the security editors to analyze (e.g., search specific
patterns) and correlate the traces that are shared by the data owners. The considered threat intelligence
platform is often managed by non-fully trusted third-party service provider (SP) which provides the required
storage space and computation power with affordable cost.

Unfortunately, both data owners (i.e., attack traces owners) and security editors are still very reluctant
for adopting such kind of threat intelligence platforms because of two main reasons. First, the traces to be
shared contain often highly sensitive information that may raise serious security and/or business threats
when disclosed to non-fully trusted third parties (e.g, SP). Second, the shared traces analysis rely mainly
on techniques that use pattern matching for inspecting and detecting malicious behaviors. Those analysis
patterns are the result of extensive threat intelligence conducted by security editors. They are often put
forward as a key competitive differentiator arguing that they can cover a wider set of malicious behaviors.
Thus, security editors are typically reluctant to share their analysis patterns with non-fully trusted third-
parties.

The S*E construction can be used to overcome the previous two limitations by building a platform that
is (1) market compliant meaning that both the data owner and the third-party entity performing the pattern
matching operations will learn nothing about the patterns that will be used by security editors for analyzing
the shared traces (as proved by Theorem 4), and (2) privacy-friendly, signifying that (2.1) the third-party
entity performing pattern matching will learn nothing about the shared data except the presence or the
absence of a set of unknown analysis patterns, and (2.2) the pattern provider will learn no more than the
indexes on which the searched pattern exists (as proved by Theorem 2).

5.2 Considered Architecture

The architecture considered for the S*E construction involves three parties: the data owner (DO) representing
the entity that holds the data to be analyzed (e.g., the network traces in the case of DPI), the pattern provider
(PP) representing the entity that supplies the patterns that will be matched, and the service provider (SP)
are stakeholders that offer computation infrastructures that will be used to perform the pattern matching
operations on the data to be analyzed. To test the presence of a pattern on DO’s data, PP starts by generating
collaboratively with DO a trapdoor for the pattern to be matched. Then, PP sends the generated trapdoor
to SP who performs the matching operation and notifies the PP with the results (i.e., the presence of the
patterns as well as their corresponding positions in the DO’s data).

5.3 Security Requirements and Considered Hypothesis

PP, DO, and SP are considered in S*E as Honest-but-curious entities. First, we expect PP to provide valid
patterns allowing an effective analysis of DO’s shared data. This a fairly reasonable assumption since a
pattern provider (e.g., a security editor in the case of DPI or a laboratory in the case of genomic data
analysis) will not defile its reputation by issuing incorrect or misleading analysis patterns. Otherwise, this
will result in many false positives, which may considerably degrade the quality of the analyses that will be
provided to the DO. Nevertheless, we expect the PP to be curious: it may try to derive information about
the analyzed data by accessing the data analyzed by the SP and/or the pattern matching results returned
by the SP.

Second, we suppose that SP will perform the pattern matching operations honestly over the DO’s data
using the analysis patterns provided by PP. However, we suppose that SP may try to learn additional
information about either or both the DO’s outsourced data and the analysis patterns provided by PP. In
addition, we assume that the SP that may try to create values by analyzing other third-parties data using
the set of patterns provided by PP for the analysis of DO’s outsourced data.

Third, we suppose DO to follow honestly the S*E protocol. However, we expect that he/she may try to
learn additional information about the patterns provided by PP for analyze his/her data.

In addition, we suppose that (i) SP and PP will not collude to learn more information about the traffic,
and (ii) SP and DO will not collude to learn more information about the patterns to be searched. We believe
that these two last assumptions are fairly reasonable since, in a free market environment, an open dishonest
behavior will result in considerable damages for involved entities.

Finally, we require S*E to provide correct results. That is, (1) any part of DO’s data that matches one
of PP’s patterns when not encrypted must be matched by S*E (no false negatives), and (2) we require that
for any traffic that does not match any of the PP’s analysis patterns when not encrypted, the probability
that S*E returns a false positive is negligible.

5.4 Syntax of S*E

SE is defined using five algorithms that we denote Setup, Keygen, Encrypt, Issue, and Test. The first
three algorithms are performed by DO, the Issue algorithm is performed collaboratively by DO and PP,
and the Test algorithm is performed by SP.



— Setup(1?*, fs, pmaz) is a probabilistic algorithm that takes an input a security parameter ), the frag-
mentation size to be used fs, and the maximum size of a pattern p,,q.. It returns the public parameters
params.

— Keygen(params, X)) is a probabilistic key generation algorithm that takes as input the public parameters
params and a finite set X' representing the alphabet to be used for representing the data to be searched
and the pattern to be matched. It outputs a secret key K¢ and a trapdoor generation key IC;. The latter
will be sent to PP using a secure channel.

— Encrypt(params, K, B) is a probabilistic algorithm that takes as input the public parameters params,
the secret key Kg, and a finite sequence (string) of elements B of X of size n. it returns a ciphertext C.

— Issue(params, Ks, K, w) is a probabilistic algorithm executed interactively between PP and DO. It
takes as input the public parameters params, the secret key K, the trapdoor generation key K;, and w
— a sequence of elements of X' of length smaller of equal to P4z, and returns a trapdoor td,,.

— Test(params,C,td,) is a deterministic algorithm that takes as input the public parameters params,
a ciphertext C encrypting a sequence of m elements B = oy ---0,,—1 of X, and the trapdoor td,, for
the sequence of X’s elements of length [, w = 04,0 0w,—1. This algorithm is executed interactively
between PP and SP. The former provides the trapdoor tp,, and the latter executes the algorithm and
returns the set of indexes Z C {0, m — 1 — 1} where for each i € Z, 0y -+ - 0411—1 = 0w+ Ow,—1 to PP.

We note that the sizes of the elements defined in the previous algorithms, i.e., the size of the data to
be analyzed B, the size of the pattern to be searched w, and the largest analysis pattern size p,,q. refer to
the number of symbols of X that compose each element. In addition, we note that S*E does not consider a
decryption algorithm since there is no need for decrypting the outsourced data. However, we stress that a
decryption feature can be straightforwardly performed by issuing a trapdoor for all characters ¢ € X and
running the Test algorithm on the encrypted data for each of them.

5.5 S%E’s security requirements

As said in Section 5.3, there are mainly 4 security requirements that should be satisfied by our construction:
Trace indistinguishability for both PP and SP, pattern indistinguishability for both DO and SP, trapdoor
usefulness (i.e., the trapdoors are useful only to search DO’s data), and the correctness property.

In the following, we use the game-based security definition proposed in [1] for trace indistinguishability
by adapting the standard notion of IND-CPA which requires that no adversary A (e.g., PP or SP), even
with an access to an oracle O° that issues a trapdoor td, for any adaptively chosen pattern p;, can decide
whether an encrypted trace contains T or 77 as long as the trapdoors {td,,} issued by O° do not allow
trivial distinction of the traces T and 77. We note that we consider the quite standard selective security
notion [17]. This notion requires the adversary to choose and commit Ty and 77 at the beginning of the
experiment, before seeing params.

Definition 4 (Trace indistinguishability). Let A be the security parameter, X be the alphabet to be used,

A be the adversary and C be the challenger. We consider the following game that we denote Expfég*D*IND*CPA:

(1) Setup: C executes Setup(1*, fs, pmaz) to generate params and the algorithm Keygen(params,X) to
generate the keys Ky and K. Then it sends params to the adversary.

(2) Query: A can adaptively ask O° for the trapdoor td,,, for any pattern w; = o;¢---0;1,—1 where o; ; € X.
We denote W the set of patterns submitted by A to OF in this phase.

(3) Challenge: Once A decides that Phase (2) is over, it chooses two data streams Ty = 0§ o+ 05,1 and
Ty =07 01 m1 and sends them to C.
(a) If 3w =0¢---0,, € W, k€ {0,1}, and j such that:

Ok " Ohjtl; =000l # 01_jj O1_p i, then return 0.

(b) € chooses a random [ € {0,1}, creates C = Encrypt(param, Ky, 1), and sends it to A.

(4) Guess. A outputs the guess 3'.

(5) Return (8 =7').

Ex S4E_D_IND_CPA . . . Lo
We define A’s advantage by Adv™"PA.s (A) = |Pr[B = '] — 1/2|. S*E is said to be trace indistin-
. . EgpS'E_D_IND_CPA
guishable if Adv~=*PA.8

(M) is negligible.

We note that in the previous definition, the restriction used in phase (3)(a) ensures that if one of the
data streams T} contains a pattern w; € VW in the position j, then this is also the case for T _. If such a
restriction is not used, A will trivially win the game by running Test(params,C,td,,,).

We want to be able to evaluate the advantage of the SP for using the issued trapdoors to analyze
other third-parties’ data (i.e., data that are not provided and encrypted by DO). Since encrypted data and
trapdoors should be created using the same secret key s (the trapdoor generation key K; is created using
Ks), such an advantage is equivalent to the ability of the SP to forge valid DO’s encrypted data.

Definition 5 (Encrypted Data Forgery). Let A be a security parameter, X be the alphabet to be used, A
be the adversary, C be the challenger, Of be an oracle that issues a trapdoor for any adaptively chosen pattern,
4
and O" be an oracle that encrypts any adaptively chosen data. We consider the following Eacpi E_EDF game:
(1) Setup: C executes Setup(1*, fs, pmaz) to generate params and the algorithm Keygen(params,X) to
generate the keys ICs and ICy. Then it sends params to the adversary.

(2) Query:



— A can ask OF for issuing the trapdoor td,,, for any adaptively chosen pattern w; = ;1 - - 0;,;, where
0ij € X. We denote W the set of patterns submitted by A to O° in this phase.
— A can adaptively ask O" to create CT' = Encrypt(params, Ky, T). We denote T the set of datasets
encrypted by the OT.
(8) Forgery: The adversary chooses the dataset T* ¢ T such that T* contains w (w € W) at index i and
forges the encrypted dataset CT~ of T* .

4 *
We define A’s advantage of winning the game Ea:pSALE*EDF by AdvP#a "7 () = Prli € Test params, CT"
A
4
tdy)]. S*E is said to be encrypted data forgery secure if AdvPari EiEDF()\) is negl igible.

The following definition formalizes the patterns indistinguishability property for SP. That is, we evaluate
the advantage of the SP to decide whether a trapdoor encrypts the pattern w§ or wj even with an access to
an oracle O° that issues a trapdoor for any adaptively chosen pattern.

Definition 6 (Pattern Indistinguishability to SP). Let \ be the security parameter, X be the alphabet

to be used, A be the adversary and C the challenger. We consider the following game that we denote

S*E_P IND_CPA,
ExvaSP B :

(1) Setup: C exzecutes Setup(1*, fs, pmaz) to generate params and the algorithm Keygen(params,X) to
generate the keys Ky and K. Then it sends params to the adversary.

(2) Observation: A may observe the ciphertext CTi of a set of (unknown) traces T; € T.

(3) Query: A can adaptively ask O° for the trapdoor td.,, for any pattern w; = o; 1 ---0;,, where o; ; € X.
We denote by W the set of patterns submitted by A to O° in this phase.

(4) Challenge: Once A decides that Phase (2) is over, it chooses two patterns wg = 0§ q--- 05, and wi =
0l 0y, such that wg,wi ¢ W and sends them to €. If 3T € T such that wg € T or wi € T then
return 0. Otherwise, C chooses a random 3 € {0,1}, creates tdwg, and sends it to A.

(5) Guess:

— A may try to forge the ciphertext of chosen date and uses the Test algorithm to try to find out the
chosen value of (3.
— A outputs the guess f3'.

(6) Return (8 =0').

S4E_P_IND_CPA
We define the advantage of the adversary A for winning Expili—BP—IND—CPA by Adv®™PAsps N\ =

S*E_ P IND CPA

\Pr(B = B]—1/2|. S*E is said to be pattern indistinguishable to SP if Adv" ™ ase.s (\) is negligible.

In addition, we aim to evaluate the advantage of DO for deciding whether a trapdoor encrypts the patterns
wg or wi even with an access to an oracle O° that plays the role of PP and perform the issue algorithm for
any adaptively chosen pattern. The following definition formalizes the pattern indistinguishably property for
DO.

Definition 7 (Pattern Indistinguishability to DO). Let A\ be the security parameter, X be the alphabet

to be used, A be the adversary and C the challenger. We consider the following game that we denote

S*E_P IND_ CPA,
EprDo B :

(1) Setup: C executes Setup(1*, fs, Pmaz) to generate params and the algorithm Keygen(params,X) to
generate the keys Ks and K. Then it sends params to the adversary.

(2) Query: A can ask O° to play the role of PP in the issue algorithm for any adaptively chosen pattern
w; = 04104, where 0;; € 2. We denote by W the set of patterns chosen by A in this phase.

(3) Challenge: Once A decides that Phase (2) is over, it chooses two patterns wy = 0§ -+ 05, and wi =
o7 o1, such that ws,wi € W and sends them to C. The latter chooses a random 3 € {0,1}, and
plays the role of PP in the issue algorithm to generate a trapdoor for wg.

(4) Guess: A outputs the guess 3.

(5) Return (5 =0').

S*E_ P _IND _CPA

We define the advantage of the adversary A for winning Expi?:;;*IND*CPA by AdvP*Papo.s (\) =
: s*E_P_IND_CPA
\Pr[f = B]—1/2|. S*E is said to be pattern indistinguishable to DO if Adv” " 4po .5 (N) is negligible.

We say that S*E provides pattern indistinguishability if it is pattern indistinguishable to both DO and
SP.

Definition 8 (S*E Correctness). Let B = 0¢, ++0m—1 and w = 0y, 0 1—1 be respectively the data to
be analyzed and the pattern to be matched. S*E is correct iff the following conditions hold:

(i) Pr[i € Test(params, Encrypt(params, B, Ky), Issue(params, Ks, K¢, w))] = 1 if B contains p at index
T.

(ii) Pr[i € Test(params, Encrypt(params,B,Ks), Issue(params, Ky, Ki,w))] is negligible if B does not
contain w at index i.

Condition (i) of the previous definition ensures that the Test algorithm used by S*E produces no false
negatives. Condition (ii) ensures that false positives (i.e., the case in which Test algorithm returns ¢ notwith-
standing the fact that o; - 0111 # w0 - Ow,—1) only occur with negligible probability.



5.6 A trivial Protocol

A trivial attempt for defining a construction that ensures all of the security requirements we defined in
Section 5.3 would consist of modifying the most efficient state of the art solution SEST [1] towards a secret
key based-construction as described in the following algorithms. The Setup, Keygen, and Encrypt algorithms
are to be performed by the DO. The Issue algorithm will be performed collaboratively by the DO and the
PP, while the Test algorithm will be performed by the SP.

— Setup(1*,n): Let (G1,Go,Gr,p,e(-,-)) be a bilinear environment. This algorithm selects g & G1,9 &

G2 and returns params < (G1, G, Gr,p,e(-,-), 9,9, n).
— Keygen(params,X): On input of the alphabet X, this algorithm selects 2 & Z, and {a, & Zp}toes,

computes and adds {g* }7 "1 to params (required for proving the trace indistinguishability property).
It returns the secret key s = {2z, {as}oex}-

— Encrypt(params, B, Ks): To encrypt B = o1+ -0y, this algorithm chooses a & Z, and returns C =
{Cy,CI}1=) where C; = g** and C! = g% a2

— Issue(params,w, KCs) issues a trapdoor td,, for a pattern w = 0y 0, -, 0, -1 Of length I < n as
described in Algorithm 1. We denote by L the array that will be used to store random scalars that will
be used to encode each symbol of the pattern w, and by Z the array of sets representing the indices of
symbols in w that are encoded using the same random scalar. Actually, a random scalars can be re-used
as long as it has not been used to encode the same symbol. That is, L[¢] is the random scalar to use with
the (imperatively distinct) symbols at indices Z; of w.

Input: K, params, w = 0y0, - Ow,1—1
Output: td,,
tdy =0,V =0,c=0
L[i] =0 for all i € [0, — 1]
Indlo]=0foralloc e ¥
foreach i € [0,] — 1] do
if L[Ind[oy,]] =0 then

‘ Lic] & Zp, I ={i}, c=c+1
else

‘ IInd[U“,)i] = IInd[U“,)i] U {Z}
end
V=V+2z"a,, LlIndo,;]
Ind[o,;) = Ind[oy ;] +1
end
td,, = {c, {I }j 5 {gL[j 17~V}

Algorlthm 1: Issue

— Test (params C,td,,) checks whether the encrypted data C contains w by parsing td,, as {c, {Z; }j =t

{g* }J ¢=1.3V} and C as {C;, /3", and checking for all j € [0,n — 1] if the following equation holds:

H (TI €581 = e(C5,5)
t=0

1€Ty

We can prove the correctness, the data indistinguishability, and encrypted data unforgeability properties
by following the same strategies as in Appendices A.1, A.2, and A.3. Unfortunately, this construction inherits
the three main limitations of the SEST construction. First, the size of the public parameters params is linear
to the size of the data to be analyzed (which may be very large). Second, the pattern indistinguishability
requirement cannot be satisfied since the Issue algorithm (Algorithm 1) leaks many information (such as,
the number of different symbols and the maximum number of occurrences of a symbol) about the pattern to
be matched. Third, searching the presence of a pattern w is linear to the maximum number of occurrences
of each symbol in w, which makes this construction impractical for matching small alphabet based patterns
(e.g., bit, or hexadecimal patterns).

5.7 The S*E’s Protocol

— Setup(1*, ppmaz): Let (Gy,Ga, Gr,p,e(-,+)) be a bilinear environment. This algorithm selects g &
G1,7 € Gy, chooses fssuch that fs > 2-(Pmaz—1), and returns params < (G1, Gz, Gr,p, e(-,-), 9, G, Pmaz
fs).

— Keygen(params, X): On input of the alphabet X, this algorithm selects z < L, {o, & Ty &

Lptocs, T & Z,, and computes and adds {g¢* i}i:f#1 to params. It returns the secret key Ky =
{r,z,{0/, s }ses} and the trapdoor generation key K; = {2 = }i= g;_:lo’f:epg”_l which will be
sent to PP using a secure channel.

— Encrypt(params, B, Ks): it starts by fragmenting B = oq, -+ o1 into {Fi,Fj}ig_é;(l)’jznf_Q where
Fi=[i-fs,(i+1)-fs—1 and F; = [(j+ 1) f$ — Pmaz — 2, (j + 1) - 5+ Pimas — 1] It chooses aj, < Z,
for each k € [0,nf — 1] and @), < Z, for each k € [0,nf — 2] and returns C = {C;, C;, C1, C7;}™," as
described in the following algorithm.



Input: params, B = 0¢, - om-1, Ks, {Fi, ai,Fj,Ej}igf;;é’j:”f&
Output: C = {C;,C;,CI, "}t

C+10

foreach i € [0,m — 1] do

e+ i/fs #ﬁnd the fragment F, to which i belongs

Ci + g* i (o, 2)' e C’(—g“éze

if e >0 and 1€ Fe,l then

‘ T o ggefl.a;i.(%i,z)zﬂ,l T gie_yzifs‘l
K3 Y 7
elseife<nf71andi€F then

‘ 6i<_g (ange C/<_ga€zF€
else
| C; «+ Null, C"; + Null
end
C+CuU {Ci,C{,éi,@i}
end
Algorithm 2: Encrypt
— Issue(params, Ky, Ky, w) issues a trapdoor td,, for the sequence of symbols w = 0y0, - ,0up,1—1 Of

length | < pias as debcrlbed m the following:
e PP generates {v; < Z,}'=]°7'"!, uses K; to compute

1 viy fs—l-1 N fs—i-1
~r~o¢; gaffj 2 LT E a“w g :’fj] &
H g w,J w,J = g
J=0 i=0 =0
and sends it to DO.
e DO computes
_py fs—i-1 1 fs—1-1
L+J ) . 4 ottt L
g g -
=0 i=0

and sends it to PP.
e PP computes td,, = {g%%, 3% }/°5" " with V; = v, Z al o altiogd

Ow,j Ow,j

— Test(params, C, td,,) tests whether the encrypted data C contains w using the following algorithm. It
returns the set Z of indexes ¢ in which w exists in C.

Input: C = {C;, C;, Cl, O} tdy = {Viy v, =01
Output: 7
T+ 0
foreach i € [0,m — 1] do
€ < i/ fs #{find the fragment F, to which i belongs
if i € F.NF, then
if e(H] OC’,+j7g Fe) = e(Cl,g "Fe ) then
| T+ ZUq
end
else
if e([T'_y Civjr g7 ) = e(C";,3"'7) then
| T+ ZTUq
end

end

end

Algorithm 3: Test

We note here that the size of the ciphertext produced by the Encrypt algorithm does not depend on the
set of patterns to be used but depends only on the size of data to be encrypted. In addition, our Issue and
Test algorithms allow to search an arbitrary (upper bounded size) and unforgeable (without the knowledge
of the secret key Ks) patterns. The sizes of those trapdoors do not depend on the size of the data to be
encrypted but only on the size of the data fragment (around the double of the maximum size of a pattern).
Finally, we underline that the elements {ﬁ”i}{igl_l of a trapdoor tp,, will not be accessible to the DO, since
the trapdoor is to be used only between PP and SP in the Test algorithm to match the pattern w on the
encrypted data.

5.8 S%E’s Security Results

In this section, we prove that the S*E construction described in Section 5.7 provides the security requirements
we described in Section 5.3. Proofs of the following theorems are given in Appendix A.

Theorem 1. S*FE is correct.

Theorem 2. S*E is trace indistinguishable under the i-GDH assumption.
Theorem 3. S*E is encrypted data forgery secure under the i-GDH assumption.
Theorem 4. S*E is pattern indistinguishable under the i-GDH assumption.



6 AS3E Construction

The S*E construction, introduced in Section 5, allows for pattern matching on symmetrically encrypted data.
In this section we show that the data fragmentation approach we propose in Section 4 can also be used to
build AS3E: a pattern matching of upper bounded length keywords on asymmetrically encrypted stream. In
particular, we show in Section 7 that considering the same system and threat model as the most efficient
state of the art solution SEST [1], AS®E is far more practical than SEST as it reduces (1) considerably the
size of public keys and (2) slightly the search complexity while increasing the size of ciphertext only by a
factor of 2.

6.1 Considered Architecture

AS3E involves four roles: Pattern Provider (PP), Service Provider (SP), a sender, and a receiver. PP and
SP are the same two entities we used in the S*E construction. That is, (PP) is the entity that supplies
the patterns that will be searched, and the Service Provider (SP) are stakeholders that offer computation
infrastructures that will be used to perform pattern matching operations on the data to be analyzed. The
role sender is used to represents the entities that are going to generate the data that is going to be analyzed
(e.g., a website that provides web contents). The role receiver represents the entities that will receive and
process the traffic sent by the sender. The receiver and the sender roles are interchangeable. That is, within
the same secure network connection session, each end-point may play both the sender and the receiver roles.
In this context, we suppose that the receiver want to analyze the data (e.g., to detect malicious contents)
to be sent by the sender before using it. In AS?E, we require that the sender and the receiver will not
collaborate together, otherwise, they could use a secure channel that is out of reach for the SP. This scenario
should not be considered as a limitation of AS?E since, in such scenario pattern matching cannot be provided
by SP even in the context of a plaintext traffic.

6.2 Security Requirements and Hypothesis

We consider the same hypothesis for the two entities PP and SP as in our S*E construction. That is, PP and
SP are considered to be honest-but-curious entities. Specifically, PP is supposed to provide valid patterns
that allow SP to effectively analyze the data generated by the sender while SP is supposed to perform
correctly the matching between the patterns provided by PP and the sender’s data. Nevertheless, we expect
PP and SP to be curious as the former may try to learn information about the sender’s data and the latter
may try to get additional information about both the patterns provided by PP and the sender’s data.

Moreover, we expect the receiver to be honest-but-curious. That is, he/she will correctly follow AS3E’s
protocol. However, he/she may try to learn more information about the patterns that are provided by PP.

In addition, we suppose that the receiver and SP will not collude to learn more information about the
patterns provided by PP. Otherwise, they could easily mount a dictionary attack. Again, we believe that this
last assumption is fairly reasonable since an open dishonest behavior will result in considerable damages for
both entities.

Finally, as in S*E, the pattern matching functionality provided by AS®E should be correct in a way that
(1) any traffic that matches a least one of the analysis patterns provided by PP when not encrypted must
be detected as malicious traffic by our construction, and (2) the probability that our construction returns
a false positive for any traffic that does not match any of the PP’s analysis patterns when not encrypted is
negligible.

6.3 Syntax

Similarly to the S*E construction, we used five algorithms to define our construction: Setup, Keygen,
Encrypt, Issue, and Test. The algorithms Setup and Keygen are performed by the entity playing receiver
role. The Issue algorithm is performed collaboratively by the receiver and the PP. The Encrypt algorithm is
performed by the sender while the Test algorithm is performed by SP.

— Setup(1?, fs, Pmaz) is a probabilistic algorithm that takes as input a security parameter A, the frag-
mentation size to be used fs, and the maximum size of a pattern p,,q.. It returns the public parameters
params which will be an implicit input to all other algorithms.

— Keygen(Y) is a probabilistic algorithm that takes as input a finite set of symbols X representing the
alphabet (e.g., bit symbols, byte symbols) used to represent the data to be analyzed. It returns the keys
Ks, Ky, and K¢, where I, is private and known only to the receiver, K; is know only to PP, and I, is
pubic.

— Encrypt(B, K,) is a probabilistic algorithm that takes as input the data to be encrypted B along with
the public key K, and returns a ciphertext C.

— Issue(Ks, Ki, w) is a probabilistic algorithm performed collaboratively by the receiver and the PP. It
takes as input the receiver’s private key Ky, the trapdoor generation key K;, and a pattern w of length
I (I € Pmaz) and returns a trapdoor td,,.

— Test(C, td,,) is a deterministic algorithm that takes as input a ciphertext C encrypting a data stream B
along with a trapdoor td,, for a pattern w and returns the set of indexes at which the pattern w occurs
in B.

Similarly to the S*E construction, we omit the decryption algorithm in the previous description since
we focus mainly on providing arbitrary universal ? pattern matching over encrypted traffic. The decryption
functionality can be easily added by encrypting the data stream B under a conventional encryption scheme.

3 The trapdoor generated collaboratively by the receiver and PP can be used to analyze any sender’s data that is
sent to the receiver

10



6.4 Security Model

For the AS3E construction, there are mainly three security requirements that should be satisfied: the traffic
indistinguishability to SP and PP, the pattern indistinguishability to SP and the receiver, and the correct
detection requirements. We note that, similarly to our S*E construction, we consider the selective security
notion [17]. In the following, we denote by O° a trapdoor-issuing oracle that can be queried to create a
trapdoor for any pattern.

The following definition states that it is not feasible for the SP or PP to learn any information about the
content of the traffic more than the presence or the absence of the patterns to be matched.

Definition 9 (Data indistinguishability). Let \ be the security parameter, X be the alphabet to be used, A
AS3E_T _IND_CPA,

be the adversary and C be the challenger. We consider the following game that we denote Eprﬁ

(1) Setup: C ezecutes Setup(1*, 3, Dmaz) to generate params and Keygen(X) to generate Ky, Ky, and K.
Then it sends params, K,, and K to A.

(2) Query: A can adaptively query OF° to create a trapdoor td,, for any adaptively chosen pattern w; =
04,0 041,—1 where 0,5 € X. We denote W the set of patterns submitted by A to O° in this phase.

(3) Challenge: Once A decides that Phase (2) is over, it chooses two data streams Ty = oo+ 05 1 and
Ty =01y 01,1 and sends them to C.
(o) If Iw=0¢---0, € W, k €{0,1}, and j such that:

Ok " Okjpl =00 01 F O ;01 p, then return 0.

(b) € chooses a random [ € {0,1}, creates C = Encrypt(Ts,K,), and sends it to A.
(4) Guess. A outputs the guess 5.

(5) Return (8 =0').

3
We define A’s advantage by Adv®"2s """ () = [Pr(8 = B — 1/2|. AS*E is data indistinguishable
AS3E T IND _CPA

if Adv®*Pas (N\) is negligible.

The pattern indistinguishability property informally requires that it is not feasible for an adversary (the
SP or the receiver) to learn any information about the detection patterns. Since our construction is a public-
key based schema, we need to take into consideration the fact that an adversary can create any traffic
of its choice using the public key ICp,. In this case, an adversary can mount a brute force attack on PP’s
patterns by adaptively creating as much traffic as needed to understand the logic behind them. However,
a pattern matching-based solution over plaintext or public-key encryption ciphertext cannot resist such an
attack, and therefore, it should not be considered in the security model of AS?E. Hence, for AS?E, the
pattern indistinguishability property requires that the adversary A will not learn more information than
what is provided as output to the Test algorithm. Formally, we use the high-min entropy property [18] which
informally states that 4 cannot obtain the patterns by chance”.

Definition 10 (min-entropy). Given a set of detection patterns W,and a random bit B € {0,1}. A
probabilistic adversary A = (Ay, Ay) has min-entropy p if

VA e N,Yw e W,V : Prlw’ + A\, B) : w = w'] < 27#N)
A is said to have high-min entropy if it has min-entropy u with p(X\) € w(log(N)).

In the experiment Expiii]iijit N )D/a (Definition 11), we define the security notion ASE__P_IND for an
= g )s
adversary Agp = (Ay, Ag) (Ay and Ay are non colluding entities, as in e.g., [18, 7]) with high-min entropy,

that can create any traffic of its choice.

Definition 11 (Pattern indistinguishability to SP). Let \ be the security parameter, X be the alphabet

to be used, Agp = (Ay, Ay) be the adversary and C be the challenger. We consider the following game that

AS®E_P_IND |
we denote Eprsp:TA;Ag),ﬂ‘

(1) Setup: C executes Setup(1*, £, pmaz) to generate params and Keygen(X) to generate Ky, K¢, and K.
Then it sends params and K, to Asp.

(2) Query: Asp can adaptively query O° to create a trapdoor td,,, for any pattern w; = ;1 ---0;,, where
0i; € X. We denote by W the set of patterns submitted by Asp to O° in this phase.

(3) Challenge: Once Asp decides that Phase (2) is over, Ay chooses two patterns wg = o5 -+ 05, and
wy = o707, such that wg,wi ¢ W and sends them to C. C chooses a random 8 € {0,1}, creates
tdw;, and sends it to Ag.

(4) Guess: A, outputs the guess 5.

(5) Return (8= p4').

EIpAS3E_7P71ND ) ) )

We define A’s advantage by Adv ~ Asp=(ApA98 (XY = |Pr[8 = B'] — 1/2|. ASPE is said to be trace in-

distinguishable to SP if for any probabilistic polynomial-time Agp = (Ay, Ay) having high-min entropy,

ASSE_P_IND
Ad

B
v P AsP=(A540).8(\) s negligible.

In addition, since the Issue algorithm is performed interactively between the receiver and PP, we aim to
evaluate the advantage of the receiver to decide whether a trapdoor encrypts w§ or w} even with an access
to an oracle O° that plays the role of a PP and performs the Issue algorithm for any adaptively chosen
pattern. The following definition formalizes the pattern indistinguishability property for the receiver.

11



Definition 12 (Pattern Indistinguishability to the receiver). Let A be the security parameter, X be
the alphabet to be used, A be the adversary and C the challenger. We consider the following game that we

denote EprS E_P_IND_CPA,

(1) Setup: C executes Setup(1, f8, Pmaz) to generate params and Keygen(X) to generate Ky, K,, and K;.
Then it sends params, K, Ky, and Ky to the adversary.

(2) Query: A can use O° as a PP in the Issue algorithm to create a trapdoor for any adaptively chosen
pattern w; = 0;1 -+ 04, where o, ; € X. We denote by W the set of patterns chosen by A in this phase.

(8) Challenge: Once A decides that Phase (2) is over, it chooses two patterns wy = 0gq---0g; and wi =
of o071, such that wg,wi ¢ W and sends them to C. € chooses a random f3 € {O 1} and plays the
role of PP in the issue algorithm to generate collaboratively with A a trapdoor for wj.

(4) Guess: A outputs the guess B

(5) Return (B =75').

As3 E_P_IND_CPA
We define the advantage of the adversary A for winning ExpﬁisﬁE*P*IND*CPA by AdvPan.p A\ =

3 P IND CPA

|Pr[B’ = B] —1/2|. AS®E is said to be pattern indistinguishable for the receiver if Adv®Pans (N
is negligible.

Finally, the pattern matching correctness property is formally defined in the following Definition.

Definition 13 (Correctness). Given a data stream T and a pattern w. ASPE is correct iff the following
conditions hold:

(i) Prli € Test(Encrypt(T, K,), Issue(Ks, Ky, w))] =1 if T contains w at index i.
(ii) Prli € Test(Encrypt(T, Kp), Issue(Ks, KCi, w))] is negligible if T does not contain w at index i.

6.5 The protocol

— Setup(1*, ppaz): Let (Gi,Go,Gr,p,e(-,-)) be a bilinear environment. This algorithm selects g &

leg i GQ and returns params <— (GhGQa GTapa 6(‘, ) 7g,§apmaz)~
— Keygen(X): On input of the alphabet X, this algorithm chooses fs such that fs > 2 - (pmae — 1),

selects z & Ly, {al, & Ly, 0y & Zptoes, and & Z,, computes and sets the public key K, =
{gzl,ga;'(aa'z)l}Zigfaglx, the private key Ks = {r, ay, ., 2}scx, and the trapdoor generation key K; =
{growas 2 Y= le T Bmar =L Tt send Ky to PP.

— Encrypt(B,K,) fragments B =01, -- o, into {E—,Fj}ng;;é’j:"JL2 where F; =[i- fs+1,(i+1) - fs]
and F; = [(j+1) - f$ — Pmaz — 1, (G + 1) - fS + Pmaz]- It chooses ay & Z, for each k € [0,nf — 1]

and @, < Z, for each k € [0,nf — 2] and returns C = {C;,C;,C}, C7;}™, as described in the following
algorithm.

Input: B =01, 0,,K,, {Fi, aZ,Fj,Ej},’;g’J;;é’]:nfﬁ
Output: C = {C;,C;,C,,C";}™,

C+0

foreach i € [1,m] do

€ + i/ fs #find the fragment F, to which i belongs
C; 4 geor oD O g

# g”‘/fvi'(a"i'z)we and g% ™ are retrived from Ky

if e>0andi€ F._; then

‘ 574 — gae_lia;i'(aﬁi.z)lfeil ) @z — gae—l-z Fe—1
elseife<nf—1 andi € F. then
| G, gt an ) T G s
else
| C; « Null, C7; + Null
end
€+ CU{C:, O}, i, T}
end

Algorithm 4: Encrypt

— Issue(K,, Ky, w) issues a trapdoor td,, for the sequence of symbols w = oy, -, 0w -1 Of length
| < Pmaz- AS®E uses the same Issue algorithm as S*E except that DO will be replaced by the receiver.

— Test(C,td,,) tests whether the encrypted traces C contains the sequence of symbols w. It returns the set
T of indexes i in which w exists in C. The Test algorithm is the same as described for the S*E construction
(Algorithm 3).

6.6 AS3E Security Results

This section presents the security results of AS3E. The proofs of the following theorems are provided respec-
tively in appendices A.5, A.6, A.7, and A.8.

Theorem 5. AS®E is correct.
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Theorem 6. AS3E is trace indistinguishable under the i-GDH assumption.

Theorem 7. ASPE is pattern-indistinguishable to SP for patterns of high min-entropy under the i-GDH
assumption.

Theorem 8. ASE is pattern-indistinguishable to the receiver under the i-GDH assumption.

7 The complexity

We evaluate the practicability of S*E and AS®E regarding several properties: the sizes of the public pa-
rameters for S*E, public keys for AS3E, the trapdoor generation key, the ciphertext, the trapdoor, and the
encryption and search complexities. Let fs be the size of a fragment, p,,4. be the maximum size of a pat-
tern, n be the total number of symbols in the data to be analyzed. Note that S*E and AS3E share the same
sizes for the ciphertext, the trapdoor generation key, the trapdoors, and the same complexities for trapdoor
generation, encryption, and search operations.

The size of the public parameters used in S*E: The public parameters params used in the S*E con-
struction contain fs elements of Gy which represents 32 x fs bytes using Barreto-Naehrig (BN) [16].

The size of the public keys used in AS®E: The public key KCp used in the S*E construction contains
2 x fs elements of Gy which represents 64 x fs bytes using Barreto-Naehrig (BN) [16]. We underline that
the size of the required public key is independent of the size of the data to be analyzed n and depends only
on the maximum size of a pattern ppae (1> fs > 2 X (Pmaz — 1)). Hence, compared to the most efficient
state of the art solution SEST, AS3E reduces considerably the size of the required public key. To illustrate,
if we suppose that 1G of data is to be analyzed using a set of patterns, each composed of at most 10000
bytes, SEST requires a public key of size 32 x (1 +256) x 10? bytes ~ 8000 GB while AS®E requires a public
key of size 20000 x 64 bytes ~ 1.20 MB.

The size of the pattern generation key K;: For both S*E and AS®E, K; contains fs X pmaz X ||
elements of Gs. A key allowing to generate trapdoors for a binary pattern of length [ < 1000 will have a size
equals to 128 MB.

The size of the ciphertext: In the worst case (i.e., fs = 2X (pmaz — 1)), €ach symbol will be represented by
4 elements of Gy. Therefore, encrypting n symbols requires 128 x n bytes, while SEST produces a ciphertext
of size 64 x n bytes using BN.

Trapdoor’s size: A trapdoor is composed of 2 X (f$—ppmaz) elements of Go which represents 64 X (fs—pmaz)
bytes using BN.

Trapdoor generation complexity. Generating a trapdoor for a pattern of length I (I < ppaz), as de-
scribed in the Issue algorithm, requires (fs — 1) x (21 4+ 2) exponentiations and 41(fs — ) multiplications in
Go.

The upper bound size of patterns: The upper bound size p,,.. of the patterns that can be searched
by S*E and AS®E depends fs (p_maz = fs/2 — 1). Increasing p_ max will increase linearly the trapdoor’s
sizes and generation complexity. However, it will not affect any of the other properties of S*E and AS3E.

Encryption complexity According to the Encrypt algorithm (Algorithm 2), in the worst case (i.e.,
f8 = 2 X (Pmaz — 1)), encrypting a sequence of n symbols using S*E requires 10 x n exponentiations in
G1. In case in which n is large (i.e., n > fs and n > |X|), the previous complexity can be reduced by pre-

computing {g"‘g'(%'z)i, gzi}zzgsgelz. Then for each symbol to encrypt, the encryptor needs only to perform

four exponentiations: (g (@ x2)' 7 yac (gz'F yac (g”‘/v'(%”)lﬂ )% and (gzlfe )% which reduces the overall
complexity to fs x |¥| + 4 x n exponentiations in G;. As for AS®E, encrypting a sequence of n symbols
requires 2 X n exponentiations in Gj.

Search complexity: According to the Test algorithm (Algorithm 3), searching a pattern of size [ on a
sequence of symbols of size n requires nl —I? multiplications on the group G; and 2 x (n —1[) pairings. In fact,
the Test algorithm verifies the presence of a pattern (using its associated trapdoor) in each possible offset in
the data to be analyzed. Let us denote by sg and s; the two sequences of symbols of length [ to be analyzed
to check the presence of a pattern in offsets 0 and 1 respectively of the fragment F; (resp. F;). Checking the
presence of the pattern in the offset 0 requires the computation of Hi;é C; (resp. Hi;(l) C;) while checking
the presence of the pattern in offset 1 requires the computation of Hi;(l) Cit1 (resp. Hi;é Ciy1). Obviously,
for the offset 1, we can avoid the recomputation of Hi: C; since it has already been computed for the offset
0. Following the previous observation, searching a pattern of length [ on a sequence of symbols of length n
requires only n multiplications and n divisions on the group G, and 2 x (n — l) pairings. Considering the
fact that [ < n, we can upper bound the search complexity by n multiplications, n divisions and 2n pairings.
Finally, we note that pairing operations can be implemented very efficiently [23] and that our Test procedure
is highly parallelizable.
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8 Empirical Evaluation

In this section, we experimentally evaluate the performance of S*E and AS®E %. We implement the two
constructions using the RELIC cryptographic library [23] over the 254-bits Barreto-Naehrig curve. For all
conducted experiments, we used real network traces as the data to be encrypted and analyzed, and we
(pseudo) randomly generated the analysis patterns to be searched. In addition, since in both S*E and AS®E,
the encryption and the trapdoor generation algorithms are to be performed by entities (data owners in case of
S“E or data sender in case of AS®E) which may not have a large computation power, we run both the trapdoor
generation and the encryption algorithms tests on an Amazon EC2 instance (al.2xlarge) running Linux with
an Intel Xeon E5-2680 v4 Processor with 8 vCPU and 16 GB of RAM. In contrast, as the search operations
are performed by SP which is supposed to have a large computation power, we run search experiments on
an Amazon EC2 instance (mb.24xlarge) running Linux with an Intel Xeon E5-2680 v4 Processor with 96
vCPU and 64 GB of RAM.

In our empirical evaluation, we aim to quantify the following characteristics of the proposed constructions:

— The time required to generate a trapdoor and its corresponding size as a function of the size of the
largest analysis pattern p,,q. that can be searched.

— The time taken to encrypt a data stream as a function of its size (i.e. the size of the sequence of symbols
that composed the data to be encrypted), the fragmentation size fs and the size of the considered
alphabet.

— The time needed to perform a pattern matching query as a function of the size of the data to be queried
and the size of the patterns to be searched.

g 2 g e
E‘1215 e, 8
o prrtb 7 306
€ £
Fy / =
04
05 o /\///
T
00 500 1000 1500 2000 2500 3000 3500 4000 4500 5000 10000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Pattern length fragment size (fs)
(a) as a function of the number (b) as a function of fs
of symbols in the pattern to be

searched

Fig. 2: Trapdoor generation time

Trapdoor generation. Fig. 2 describes the time required for issuing a trapdoor for a pattern w as a
function of its length (Fig. 2 (a)) as well as the size fs of data a data fragment (Fig. 2 (b)). According to
our experiments, issuing a trapdoor for a pattern of 5000 symbols take 1.4 second. In addition, the sizes of
the generated trapdoors are relatively small (256 KB for a pattern of 4000 symbols and a fragmentation size
of 10000 symbols).

Encryption time. According to Section 7, the duration of an encryption operation depends mainly on
the number of symbols in the data to be encrypted n but also on the fragmentation size fs and the size
| 2| of the considered alphabet Y. Table 2 reports the time needed to encrypt a data stream fragmented in
chunks, each containing 1000 bits (fs = 1000 and ¥ = {0, 1}), as a function of the data stream length n.5.

As we noted in Section 4, the fragmentation size fs and the considered alphabets are important param-
eters in our construction. The former directly influences the size of the largest analysis pattern that can
be searched over the encrypted data since the bigger the size of the fragments are, the bigger the size of
the supported analysis patterns could be. The latter parameter determines the type of search that can be
performed by our construction. In Fig. 3, we compute the time required for the encryption of a data stream
composed of 10° symbols as a function of the fragmentation size fs and the type of the considered symbols.
We consider three types of alphabets: binary, hexadecimal, and base 256 (i.e., ASCII alphabet) where each
symbol is represented respectively in 1, 4 and 8 bits. For fs, we consider 3 different fragment sizes: 103, 104,
and 10° symbols.

As illustrated in Fig. 3, the time required for encrypting a dataset composed of 10° symbols increases
only by a factor of 0.02 (from 3,04 to 3,2 seconds) when increasing the size of the fragments by a factor of
100 (from 10 to 10°) and increasing the size of the considered alphabet by a factor of 128 (from a base 2
alphabet where X' = {0,1} to a base 256 alphabet where X' = {0,1,---,255}). The previous results show
that the increase of the size of supported patterns and the size of the considered alphabet affects very little
the encryption time required by the proposed constructions.

Search time. As shown in Section 7, the complexity of the search operation depends mainly on the number
of encrypted symbols n that compose the data to be analyzed. Fig. 4 describes the time required for searching
a pattern as a function of the number of encrypted symbols in the data to be analyzed.

4 We note that the goals of this section is to (1) provide a more concrete estimations of the different operations used
by S'E and AS®E and (2) show that S*E and AS®E are more practical than SEST. Particularly, we do not claim
that S*E and AS®E are practical enough to perform pattern matching on very large data streams.

5 Encryption time would be roughly 8 times slower with a single-threaded execution.
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The conducted evaluations show that the average search throughput of our construction is 139078 symbols
per second with a multi-threaded implementation ¢. Thus, if an ASCII (resp. binary) alphabet is considered,
the search throughput is 139 KB (resp. Kb) per second.
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56

Fig. 5: Timing comparison for testing the presence of a pattern in a string of 107 symbols as a function of
the pattern size

Fig. 5 (a) (resp. Fig. 5 (b)) compares the time needed for both our and the SEST (both its asymmetric
[1] and symmetric (Section 5.6) variants) constructions to test the presence of a pattern of bytes (resp. of
bits) in a 10 MB (resp. Mb) dataset as a function of the length of the pattern to be searched. In both bit
and byte searches, our construction drastically reduces the search time compared to SEST. This is because
that our Test algorithm is constant on the size and on the content of the searched pattern which is not the
case for SEST.

9 Conclusion

In this work, we introduced two new provably correct and secure constructions S*E and AS?E. S*E (resp.
AS3E) supporting pattern matching of adaptively chosen and variable (upper bounded) lengths patterns
on secret key (resp. public key) encrypted streams. The proposed constructions have several interesting
properties. First, they ensure data and pattern indistinguishability meaning that the entity that is going to
perform pattern matching will learn nothing about the patterns to be searched as well as the data to be

5 search time would be roughly 96 times slower with a single-threaded execution.
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inspected, except the presence or the absence of a set of "unknown” patterns (since the entity charged to
perform pattern matching will not have access to the patterns plaintexts). Second, the size of the ciphertext is
linear to the size of the plaintext and is constant on the sizes and the number of analysis patterns. Third, the
size of the issued trapdoors is constant on the size of the data to be analyzed. Finally, the search complexity is
linear to the size of the trace and is constant on the size of the analysis patterns. The proposed constructions
can be useful for other application scenarios such as subtrees search and searching of structured data.

To prove the security of the two proposed schemes, we used a slightly modified GDH assumption where the
adversary is allowed to choose on which input to play the GDH instance. This relatively minor modification
of the GDH assumption allow to define constructions that offer an interesting compromise between the secure
and quite costly solutions and the fast and unsecure solution where the data has to be decrypted by the
third-party entity that performs the pattern matching.
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A Appendix: Security Proofs

A.1 Proof of Theorem 1

Let us suppose that B = ¢ 0p_1 containsg w = 0u0- - Owi—1(l < Pmazl < m) at index i. Thus,
Vi € [0,l —1] : 0i4; = 0w ;. Let us suppose that i € F.(e € [0,nf — 1]). According to the Test algorithm
(Algorithm 3), 2 cases should be considered:

—Case l: e<nf—1landic F.NF,
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Again, by replacing o/aiﬂ by « and oy, ; by a,, ; we get:

-1
e([] Cinsr 3" ) = e(C"s, V)

Jj=0

As a result in both previous cases, the probability that the Test algorithm returns a set containing i is

For the second part of the proof, we assume that the set of indexes returned by Test contains 7 despite
that o; - - 0i4i—1 # Ow,0** Ow,i—1. We should consider the following two cases:

— Case 1: e < nf —1and i € F. N F,. Let us denote by K~ the non-empty set of indexes k in which
Oitk 7 owk (k € [0, —1]). Since i has been returned by Test, then we have:

-1
i A~V — ~Vi_
e([[ Civsrg"Fe) = e(Ci,5 )
j=0
— 1—1 s (i +k)
e D po Q. -(agi z) Fe ~Vi—
& e(g T T e iR g Te)
) i— +k
i -1 F. k
_ G-z Fe ~Vig "2.5—0%; ;, Yo, &
= e(g ,g Fe +k +k )
— -1 (i +k)
= 6(975)%%?{2“0 Uiy (@oipi2) e
— 1—1 s (i +k)
_ e(gvg)ae‘“ife' k=0 O‘aw’k'(a"’w,k'z) Fe
-1
/ (ig_ +k) _
<~ aa,;+k ' (a5i+l« : Z) Fe -
k=0
-1
’ (ip, +k)
> (g, 2) T
k=0
’ itk ’ iwt+k =tk
<~ E (O‘aHk Qo T Qg Qo g ) “zZF =0
keK+

Since oy # Oitk, Vk € K, then the probability that the previous equation holds is equivalent to the
probability that a random scalar z is a root of a non-zero polynomial of degree at most [ — 1. As a result,
the probability that Test returns a false positive is at most 5—71 which is negligible (since p is a large prime).

— Case 2: i € FE\FLT his can be proved using the same strategy as in the previous case. We need just to
replace C; by C;, C'; by Cj, and ix_ by iF,.

A.2 Proof of Theorem 2

To prove the trace indistinguishability property of our construction, we use the same strategy as in [1]. Let

Gg be the ExpS(lE*D*IND*CPA as define in Definition 4. We will use a sequence of games G'%? for j€[1l,n]

A,B J
to show that the advantage of the adversary A for winning Expfr g —D_IND_CPA negligible.

Let us suppose that To = o5, --- 04,1 and T1 = o7 ---07 ,,_; are the two traces chosen by A in

Easpf{lg*D*IND*CPA (Definition 4). We denote by Z the set of indexes j in which o5 # 01 ; and by Ig)
the subset containing the first j indexes of Z (if j < |Zx|, then I;(g) = 7). In this proof, we rely on a
standard hybrid argument in which an element of the challenge ciphertext is randomized at each game hop.
That is, for j € [1,n], the game G;ﬂ) modifies G(()B) by changing, for all 7 € I;(g), the elements C; and C; of the

challenge ciphertext to random elements of G;. This means that the last game G¥, the challenge cipertext
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does not contain any useful information about og;Vi € Z. As a result, the adversary cannot distinguish
whether it plays G%O) or GS).
E D _IND_CPA

Following the same reasoning as in [1], We can bound AdvBP%5 (\) as following:

SE D_IND_CPA

AdvPPas (\)

‘Pr Emps E D _IND CPA] Pr[ExpS E_D _IND C’PA]‘

=|e o -]
n—1

<Y [eP o -+ IGM —a)| )
j=0

HED ) - 6P|
n—1
<3600 - G \+Z|G§21 ~ a0

4 D IND _CPA

Therefore, in order to show that AdvZePas (M) is negligible, we need to show that for all j €
[0,n —1], for all 8 € {0,1}, |Pr[G?( )=1] - Pr[GfH( ) = 1]| is negligible.

To prove the previous, we consider the case in which j < |Zx|, since otherwise, I;j) = I;H_l). This means
that Gf = Gf 41 are exactly the same and there is nothing to prove.

Let ¢* be the (j + 1)st index in Zx, e € [0,m/fs], gir = g**" and 9 F = g . From the i-GDH

challenge containing {gzi,g“k'zi,gﬁ’“'zi} the simulator starts by defining gzi = g7 T oand gi,r and g, 7

according to the following three cases:
_ -~ n+tig —i*
— CL.1: i* € F._; and € > 0: The simulator defines g, 7 = g%<—*'*

PR
n+LF€ LFE

— C1.2: 4" € F.: The simulator defines 9, F = ez

TR TR,

— C1.3: otherwise (i* € F¢): The simulator defines g; p = g%

Once the simulator receives a query for issuing a trapdoor for the pattern w = 0y,0, -, 0w, -1, it

start by checking that w satisfies the condition defined in the step 3(a) of Exps E_D_IND_CPA (Definition

4). Then, it uses the simulator O° to generate a valid trapdoor for w. One can easily check at this level
that Vj € [maz(0,7* + 1, —n),min(i*,ly, — 1)] : Cwo, *  Owiy—1 7 Ofix—j" " Ofinji1,—1- 1f the previous
formula is not satisfied, we end up with

* * o
O1-B,i*—5 """ 01-Bi* —j+lp—1 = Ow,0," " " 1, Ow,ly,y—1 #
* *
OB,ir—j " OB,ix—jtly—1

which is in contradiction with i* € 7.
The simulator then creates the challenge C = {C!,C;,C7;,C;}:=0"~! according to the following three
cases:

- (C21:ie F.NF.q:

X ntie —ix
ntip —i F
o O =gos

i— 9

1 Fea

Fe and C'; = g%—1* 7
o VieIW .0, T; & Gy _ _
e Vi ¢ ZU+D) the simulator uses the oracle O to get valid C; and C; and sets U € {Cy-,Cy-}
- (022: i€ F.NF.:
o () = gaeznﬂFeﬂFe and C'; = gaeznﬂfﬁﬂﬁE
o VieIW .0, T; & Gy _ _
e Vi ¢ ZU+D) the simulator uses the oracle O to get valid C; and C; and sets U € {Cy-,Cy-}
- C23:i€ F\(Fc_1 UF,):
° CZ{ = gaFZ”JrlFédFE and @i =0
OViEZ(j):Ci(iGlandéi:Q) .
o Vi ¢ ZU+1) the simulator uses the oracle O" to get valid C; and sets U = Cj- (since C;+ is not
defined)

Then, by considering ¢* = i*/fs, if

_ Fox_
i = gm0t T if C2.1
] 1 .
Z}E* . or
Cp = Qex 0y QoS 2
G
_ *
U = C.. — gae* Qg g 2"
! o or if C2.2
Fex _n
Cp = acx-ay, Qg Sz
, P
Qex-o o S 2" .
O = goe" oo 0, if C2.3



then the simulator is playing the game G . Otherwise U is random and the simulator is playing el i +1

SE D _IND_CPA

Then an adversary A able to distinguish G(B) and G] 1 will be able to win Ezp with

non negligible advantage. Hence, in order to prove that A cannot distinguish G§’8 ) and G;i)l, we need
to prove that no adversary can break the i-GDH assumption (Definition 3), meaning that for all f €
{Ge_1 -l -al. - 2" ae - e - Qb - 2" T - u - @b - 2"}, f is independent of the sets R,S, and T
after ¢ queries to O° and 1 query to O" which will be proved in Lemma 1.

Let us now focus on the content of the sets R, S, and T'. Each pattern wy = 04, ,0¢,,—1 submitted
to O° will add the polynomials Y>7° "1y, - ZZ’ Olozot (g, - 2)FTs and I -1 vt,s to S. In addition,

a query to the oracle O" will add Vi € [0,m — 1]\{i*}

— F._ ¥ ;. . -
a5_1~a;i*'aaf ottt e F.NEFoy

i

— F _a¥4g e - =1
Te - Qb - - 20T ifie F.NF. (2)
Qe @l g ifieF,

to R.

. . . e ey . i ; — ivi=2n—1k= e e .
With this new notations, R initially contains {z*, a - 2*, @, - zl}zzofﬁczo’k "/ 'S initially contains {r - o,
it ivi=fs—1,j=pmas—1 ~
alti . Zl}i:g,j:O,]anJ (the elements of K;) , and T is empty.

Lemma 1. Let R,S, and T be the sets defines above after q queries to O° and 1 query to O". If Vt € [1,4],
the pattern Wy = 01,0, 0¢1,—1 submitted to O differs for all j € [ma:z:(() i*+1;—n), mm( - 1)] form
aﬁZ i 031 Citl—1s then Vf € {Ge—1 - o) . ~af,;* 2" Qe ~a;;* ~a;:* 2" Ter - QL . ; -z}, f s
independent of < R, S, T >.

Proof. According to Definition 2, to prove that f is independent of < R,S,T >, we need to prove that
Va € {@c_1, aex, Qe+ }, there is no combination of polynomials from R,S, and T such that

(a e, 'af:f* z") (Z ut - §U)) =
J
Zuf] .R® . g0 4 Zug:)T(t)
1,9 k

First, we remark that the factor a appears only in the elements {a. - 2%, @, - zi}zg%;lo’k:"f of R and in
the output of the oracle O" (Formula 2). Thus, the elements of R that are not multiple of a cannot be

part of Equation (3). In addition, the last sum of Equation (3) can be omitted since T is empty. So, let

{19(‘1) 19(17) ﬂ(c) ﬁ(d) ,0(5) ﬂ(f) 19(9) l9(h k}l 0—1,j=2n—1,t=q,s=fs—1,j=pmaxz

-1
t,s0 V50V 0.5,k i=0,j=0,t=1,5=0,065 be constants such that

q fs—li—1

a-af,; (Z Z Vté+19 “Us)

q
= Z a-ﬂgc)~zj(z (ﬂ(d) Vts+19 U s)
=0

Z Z V;f s 1915?2 : Ut,s)
fs 1 Pmas—

+ZZ Z ﬁask real a’”‘ zk))

oceX s=0

where § = fs if a = ae (i.e, there are at most fs elements in the fragments in which a.+ is used) and
0 = 2Dmaz — 2 if a = Tex Or a = Tex—1 (i€, there are at most 2p,,q. — 2 elements in the fragments in which
T is used).

To conclude the proof, we should show that ﬁias) = 19 ﬂgg sk
ce X s el0,fs—1],and k € [0, ppraz — 1]-

We start by showing that 195;(27]€ =0forany o € X, s € [0, fs —1], and k € [0, pyas — 1]. Let us consider

each member of Equation (4) as a polynomial in the variable r, we regroup the different monomials according
to their degree in r to get the following equations:

=0forany s €0, fs—1; —1],t € [1,q],
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2n—1 fs—=1 pmaz—1
Saaf (S TS e
7=0 oceX s=0 k=0
5-1 (5)
( a9 ale-al. 2" x
i=0,i£i*

q fs—li—1
a- ol ol z"(z Z (08 Vi + 05 - ve.))
t=1 s=0
2n—1 q fs—li—1
=2 a7 QL B O Ve )
=0 t=1
ol (6)
+ ( Z a- 9P ol al. Y x
i=0,i£i /
q fs—l;—1
a b
Q0 Y 0 Vi + 08 v)
t=1 s=0

Let us focus on Equation (5) and consider each member as a polynomial in the variable {a/ },c 5. We regroup
the different monomials according to their degree in {a },cx to get the following Equations (7) and (8):

fs=1 Pmac—
a.a;:* . (Z Z Z k ,r.a I;Jrs,zk):
oy s=0
5—1
Z a - ﬁgf) . ozf,; 'O‘fr,i* ~z”7i*+i) X (7)
i=0,i%i*
fs—=1 Pmax—
(5 575 sraatn )
oeX s=0
2n—1 fs=1 Pmac—
Yev?H (T X Z () real ke o) =0 (8)
oy s=0

In Equation (7), by defining 19(f ) = —1, we can merge the two sides of the equation as following:

6—1
(Z a- 90 ol al. 2T

fs 1 Pmaz—
k+s kY __
(g E E askroz e ~z)—0
oeX s=0
The previous equation gives:
S_1 ) gy
<a>zzoc~9 ol =00
Pmaz — (g) & b
(b) X Z > 19 AR Skt LR =0
oceX s=0 k=0

We now show that the probability that Equation (a) holds is negligible. Equation (a) holds if one of the
following condition hold:

— forall €[0,0 —1]: 19§f) = 0. This condition does not hold since 1955) =-1

— a = 0 which holds with a negligible probability of 1/p, since a & Z,, with p is a large prime

— a/ . = 0 which holds with a negligible probability of at most 1/p since o/ . & Z,

— g is a root of non-zero polynomial of degree at most 6 — 1 (§ < fs) which holds with a negligible

probability of at most fs —1/p since o= & L.
— z is a root of non-zero polynomial of of degree at most § — 1 (6 < fs) which holds with a negligible

probability of at most fs — 1/p since z & Ly,

Therefore, Equation (9) implies (b) with overwhelming probability. Considering the fact that r & Ly, 2 & Ly,
al & Zy, and oy & Z,, for all 0 € X, then we can use similar reasoning as above to show that Equation (b)
implies that Vo € X, Vs € [0, fs — 1], Vk € [0, Prmaa — 1] 19(9 s.x = 0 with overwhelming probability.

To conclude the proof, it remains to show that 19&15) = 192?8 =0forany s € [0, fs—1;—1], ¢t € [1,4]. So, let
us focus on Equation (6) and consider each member as a polynomial in the variable {a/ },c5x. We regroup
the different monomials according to their degree and we divide each member by a:

20



(1) 22-”_1 19(6) . ]( Zfs le—1 19(8) ’Ut’s) :O

. s—li—1 (b 2n—1 4 s—li—1 o(d 5—1
(i) O‘ff;* ) (Zt 1 Zf o 19( ) Ut s) = Zjno j (Zt 1 Zf o 19( ) Vis) + (Zi:(m;éi* 191("70)'
or '0‘3: LT (S ST “_1 ") vs)
i* n s—li—1 0—1 3 n—i*4+i s—=lt—1 q(a
(i) ag, -ap: 2" (i zg;o U -Vm = (Sl ip 00l a2 (DL, I T 01 VL)

In Equation (iii), since V; s = vy 5 - Eig Olozat _a;j‘f 2P and Vi, t' € [1,q],Vs,8" €0, fs — 1y — 1]t vp.s # vpr o0

with overwhelming probability (in the Issue algofithm (Algorithm 2), v; ¢ is chosen randomly from Z,,), we
have Vt € [1,¢],Vs € [0, fs — I; — 1] :
b 2V, =

o,
i

!/

Olo.*
i*

6—

1
Z i n—i*4i g(a)
19 o'f‘ Oéa'f 3 ' ﬂt,s ' ‘/tvs
1=0,i7#£1*

We can remove V; ; in each member of the previous equation to get:

5—1
o ol ﬂgas) = Z ﬁgf) : a;i* 'af,; ST ﬁgfls)
i=0,i£i*
We note that we cannot get a monomial of degree n in z in the right member of the last equation which
means that 19%) =0,Vt€[l,q] and Vs € [0, fs — I; — 1]. It then only remains to prove that Vt € [1,q],Vs €
[0, fs —1; — 1] : 9% = 0.
In Equation (ii), let us define 191@ = —1. Since Vt,t' € [1,q],Vs,s’ € [0, fs —1l; — 1] : vys # vy o with

overwhelming probability, we can merge the left member with the last sum of the right member to get
Vte[l,q],Vs €0, fs—1;, —1]:

2n—1
19;6) 5 .191(;15 Vi, =
j=0
5—1
) o b
Qo0 -l ol 2O )
=0
Now, by replacing V; s by v s Zk o am kaf,j‘f 2* we have:
2n—1 li—1
j +hkLk —
Z 19 Z a”t k ‘STt k -
j=0

- Z 19z(f) C Qe af,_* A 79%?3

i

By regrouping z elements in the left side we get:

2n+l—2  ly—1

I BN

Jj=0

i (10)
_Zﬁ(f) N e S 0§b)
1::0 k2 k2 ’
where 9\, = 0ifi > 2n. So if we consider the monomial of degree n in z we get: 30—} 9\ ﬁ(d) Ut,k agthy =

ﬁ(f) e -al . 19§ < Since by definition ﬁ(f) = —1, then to show that 19% S), we will show that 19 19,(5‘15) 0
for all k € [0, lt —1].

By definition, we have for all j € [maz(0,7*+l;—n), min(i*, l;=1)] : 00, ,Ot1,—1 F O ju_j* " Oh e _jis, 1

Thus, Vi € [maz(0,i* —1;+1), min(d —1¢,*)], Ji € [0,1; —1] such that o7, # 07 Let us now consider the coef-
ficient associated with the monomial of degree n—i* +i+7 in 2. Then Vz 6 [max(0,7* — 1l +1), min(d — 1, i*)]
we have:

l—1

() C9(d) stk g(f) N 10
E an—i*+z’+€—k Ui Yoy Yoy _191+Z al ot o o Vi
k=0

Since o, 7 # 0f 5 Ao, #* Qs We have:

li—1

(c) 9D stk
Z 19n7i*+7;+57k ﬁtas R Y 0
k:O,at.k:Jt;

which means that ﬂszcii*-i-i-ﬁ_k : ﬂgfis)
that 19n i 195/’02 =0 for all 7 € [maxz(0,i* — I, + 1), min(6 — Il;,4*)], which implies that 79521@ -191(575) =0 for
all k € [i* — min(§ — I, 4*),7* — max(0,i* — I; + 1)].

As a result, we have:

for all k such that oy = 0,7, and in particular k = 4. This is means
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— If min(i*, 6 — ;) = * and max(0,i* —1; + 1) = i* —Zt—l—lthenél -19ts)—0forallk€[0 ls — 1] which

equivalent to 19§ S) = 0, and thus the independence of a- Qg al. . 2

— If ¢* > § — I; : In this case we must prove that 19 ﬁ(d) =0 for any k € [0,i* + 1, — 6 — 1]. Proof is
by contradiction. So, let us assume that there is k € [0,3* + I; — § — 1] such that 19(0) 19(d) # 0. So,

let us consider the monomials of degree n — k + I; — 1 in z of Equation (10). The coefﬁment of its left
s 1926) Tl 1k 19,2:13) cag, - afjt,k and in the right member is 0, since the degree of the

right member is at most n+6 —i* — 1. Or k< i*+l, -6 —1en—k+1, —1>n—1i* + 4. So,

member is >~

lLi—1
(e) (d) | 1 stk _
Z ﬁn—%—i—lt—l—k ’ 19t75 ’ aUt,k ’ aUt,k =0.
k=0
which means that 9'° -ﬂgfls) =0 for all k € [0,1; — 1] and in particular k = I; — 1. However, this

—k+l
contradicts our assumption 19an . 19&2 # 0. Thus, ﬂgflk . ﬁ(d) =0 for any k € [0,0* +1; — —1].

— If* <l; —1 : Here we must prove that 191(2,c ~19,(5fi) =0 for any k € [i*+1,1; —1]. Proof is by contradiction.
We again assume that 3k € [i*+1, 1, —1] such that 9 0)419(‘1) # 0. Let us consider the monomials of degree
n—k in z of Equation (10). The coefficient of its left member is th ! 19516) - 19&? g, -algm and in the
right member is 0, since the degree of the right member is at least n—i* and k > i*+1 & n—k < n—i*—1.
Therefore we have:

Z 9 ) ﬂ(d) Lottt =,

n— Ut,k' Otk
k=0
which means that ﬁfiE— L ~19§f? =0forall k € [0,{; —1] and in particular k = 0. However, this contradicts
our assumption 19:;1% : 19&13) £ 0. Thus, 9 - 19§j” = 0 for any k € [¢* 4+ 1,1 — 1], which conclude the
proof.

A.3 Proof of Theorem 3

To prove Theorem 3, we need to show that the advantage of winning the game Exps E_EDF (Definition 5) is
negligible. According to Theorem 2, despite the fact that an adversary A is able to adaptively query the oracle

O to issue trapdoors for a finite set of patterns YW, our construction is proved to be trace indistinguishable.

This means that, in Ea;ps E_EDE game, the adversary will not be able to get any information about the

ciphertext CT~ of the trace T* out of CT, T € T (since T* ¢ T).

So let us suppose that T* = o7« 0p* p—1, Wt = Ouw,,0" " Ouw,,i—1, and that A forges o using
the key K = {z*,{a’,a}sex} in such a way that 3i € [0,|T] — 1] : i € Test(CT ,td,,) and that
tdw, = {Vj, vj}gzgsflfz. Again, two cases should be considered:

—Casel:e<nf—landic€ F.NF,

-1

AT Vi At ~Vig
G(HCT i+i:g Te) = e(CT4,g ')

Jj=0

By using the same transformation as in the proof of Theorem 1, we get

. R G )
Z Qg itk UT* itk z ) -

-1

Za;%k . (%w,,,k .Z)(ife-i-k)

k=0

Since, T* contains w; at index i, then Yk € [0,{ — 1], 07+ ;41 = 0w, The previous equation only holds

I 7
Cwy,k Ay £k

z O, are not known to A, then the probability that the adversary A to win Exp’
p—g Wthh is negligible.

. . $ $ $
if 2z =2 « and a,,, , = Qg,, . Since z < Zy, Vo € X' : ay < Z, and oy, < Zjp, and

4
STE_EDF i at most

— Case 2: i € F,\F.: we use the same strategy as in case 1 to show that the advantage of A to win

Ewp:q:E*E PE is at most ]% which is negligible.

A.4 Proof of Theorem 4

Pattern indistinguishability to SP As defined in Definition 6, to show that S*E is pattern indistinguish-

able to SP, we need to show that the advantage of the adversary A of winning the game Expisi BP IND_CP A

is negligible. So, let 7 be the set of (unknown) trace ciphertexts observed in the step 2 of the game

FEx iti 5P IND_CPA 16t ys first note that since the adversary A will not have the ability to create valid

encrypted traces of his choice (as we showed in Theorem 3), .4 will not be able to brute force the trapdoors
by creating a lot of (random) traffics to guess the logic behind them. In addition, according to the Theorem
2, our construction is trace indistinguishable, this means that, since V1" € T, wj ¢ T. A will not learn any
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information out of the encrypted traces 7, and therefore, the observation of 7 will not give A any advan-
tage in guessing . As a result, the only solution left to A is to use the trapdoors provided by Of in the
query phase of Ea:piiijﬁp —IND_CPA Ty the following we will show that guessing the pattern wj out of the
adaptively chosen patterns w; and their issued trapdoors td,,, is hard under the i-GDH assumption.

Let fs be the size of fragment we will used in our construction. Suppose that the two challenge patterns
chosen by A are wy = 0§ y---05,_4 and wi = o707, ;. Let Géﬂ) denotes the ExpizijﬁPJND*CPA

game, we will use a sequence of games G;ﬂ),j € [0, fs—1] to show that A’s advantage is negligible. As in the
proof of Theorem 2, we rely on a standard hybrid argument in which an element of the challenge trapdoor is
randomized at each game hop. That is, for j € [1, fs — 1], the game G;ﬁ ) modifies Géﬁ ) by changing, for all
i € [0, 4], the element V; of the challenge trapdoor to a random element of G. This means that the last game
G?S 1> the challenge trapdoor does not contain any useful information about wj. As a result, the adversary
cannot distinguish whether it plays el F s , or chls)_l. As a result, similarly to Equation (1), we can bound
the advantage of A as following:

SYE P IND CPA

Adv®Pasp s ) <
fs—1 fs—1

S0y - 6 |+Z|G]+1 ~ GO0
j=1

According to the standard hybrid argument strategy we described before, in each G? 41, to answer A’s
challenge, the simulator uses the oracle O° to get a valid trapdoor tdw; = {ng* g }figl_Q for wj. It replaces

3% i € [0,4] by random elements of G, and sets §'i+1 as U. Then, if U = Vi 2;10 afy;—j,k . af:gi“ 2P

then the simulator is playing Gg-f_)l. Otherwise, U is random and the simulator is playing the Ggﬂ ). Then if

A is able to distinguish Ggﬁ ) and G;@l he/she will be able to win Expi::;ﬂp —IND_CPA with non negligible

advantage. According to Definition 3, in order to prove that A cannot distinguish G;B ) and G§@1 under
i-GDH assumption, we need to prove that for f Zk o 0h. o Tiﬂ 2¥ is independent of the sets

R,S, and T after ¢ queries to O°.
First let us note that each query issued to O° and associated which the pattern w; = 0,0, 0;;—1, adds,

according to the Issue algorithm of our construction, {v, s - >4 ol agth 2 v Z({iii{)ﬁsfl to the set
S. Moreover, the challenge query adds {v} - L 1004 . -as+k P SV }zigss;:;j_lzf,z)l
As we mentioned before, A will not be able to create a vahd ciphertext for chosen trace then the set R
will contain only the elements of G that are provided in params. Therefore R = {z* }z Jo=
-1 t=q,s'=s=fs—1
Consequently, S contains {vy s Zk —0 Yoy oagjf AR D S iirare : a;%‘k~zk,vj}t:[{;:ofs,fms,#ﬂ,
R contains {z7}/=/*"" and T is empty

4E_P_IND_CPA

Then to prove that Adszp AspB (M) is negligible, we should prove that A cannot distinguish
G jﬁ ) and G§i1 which is stated by the following Lemma.

Lemma 2. After performing q queries to O%, for j € [0, fs —1],8 € {0,1}, |AdvG [)( A) — Adv J+1( )| is

. . ) . ! JHREL k-

negligible under the i-GDH assumptzon where f = vi, ;- Zk:o O‘Ué,k 'O‘UZM = {vs Zk 0%,
stk . Lk * =1 s+k t=q,s'=s=fs—1 _ [yiyi=fs—1 _

Qg "% 1 Vb9 Vs " 2 k=0 aa; Qs t=1,5s=0,s’"=0,s'#j+1’ R= {Z }i:O s and T = 0.

Proof. According to Definition 2, the goal is to prove that one cannot find a combination of polynomials
from R, S and T such that

~
I
-

* X / j+k+1
(Vi1 Qor & E uj

0 (1)

Zum CR@ . gl 4 ZUEC)T
i,J t

First let us note that the factor vj, ; only appears in the last element of the set S. Since Vii, iy €
[1,q],Vs1,80,53 € [0, fs — 1], w5, 7# Vty,s, # Vs, With overwhelming probability, then only the element
v,y of the last element of S will be involved in Equation 11. Moreover, since T' is empty, the last sum of

the Equation 11 can be omitted. Let {195»“), 195»17)}:258_1 be constant scalars such that

x>
I

-1 fs—1
* / JHk+L |k (@) | iy —
(Uj+1 ) Zaaé,k T TF )( Z ;7 -2t =
k=0 i=0
e (12)
b
v (Y o)
i=0
So, in order to prove the independence of v7, Ek 0L cad TR Lok we must prove that Vi € [0, fs —

93,k

1],19,5@) = 0. For that reason, let us consider the monomlal of degree j + 1 in Qo - In the left member

of Equation 12, the coefficient is 22;10 o/ s Zfs . 7, -z and in its right member the coefficient is 0.
Therefore, we have

-1 fs—1 @
Dy, D A =0
k=0 1=0
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Since Vo € X' : o) & Zy and z & Zy, then the last equation implies, with overwhelming probability, that
Vi e [0, fs—1], 191(»”) = 0 which concludes the proof.

Pattern indistinguishability to DO We use the same strategy as for showing S*E’s pattern indistin-
guishability to SP. So, let fs be the size of fragment we will used in our construction. Suppose that the

two challenge patterns chosen by A are wj = 0g---05, 1 and wi = 074 07, ;. Let G(()’B) denotes the

E:cpiAIDEO*éD*IND*CPA game (Definition 7), we will use a sequence of games Ggﬁ),j € [0, fs — 1] to show that
A’s advantage for winning Empizjﬂo*g —IND_CPA i negligible. Again, we rely on a standard hybrid argument

in which an element of the challenge trapdoor is randomized at each game hop. That is, for j € [1, fs — 1],
the game G;-B ) modifies G(()ﬁ ) by changing, for all ¢ € [0, ], the element V; of the challenge trapdoor to a
random element of Go.

This means that the last game G?sqv the challenge trapdoor does not contain any useful information

about wj. As a result, the adversary cannot distinguish whether it plays G;OS)_I or chls)_l. As a result, we
can bound the advantage of A as following:

SYE_P_IND_CPA
Adv"*Papo.s ) <
fs—1 fs—1

ST o) -6 |+Z|G§“+>1 GO
=1

SE P_IND_CPA

Then to prove that Adv™*PApos ()\) is negligible, we should prove that A cannot distinguish Ggﬂ)
and G° y +1

According to the standard hybrid argument strategy, in each Gf 41, to answer A’s challenge the simulator

uses the oracle O% to get a valid trapdoor tdy; = {ﬁw,ﬁ“’:}gial_2 for w;; It replaces §",i € [0,4] by

~y S -1 s
random elements of Gy and sets g'i+t as U. Then, if U = Vi DAy

g -2k then the simulator is
B,k L—? k

playing G;i)l Otherwise, U is random and the simulator is playing the GE- . Then if A is able to distinguish
G ) and G§i)1 he/she will be able to win Expiiﬁ;ép —IND_CPA with non negligible advantage. According to
Definition 3, in order to prove that A cannot distinguish Ggﬁ ) and Gg-i)l under i-GDH assumption, we need
to prove that for f Zk 0L ai’fkﬂ - zF is independent of the sets R,S, and T after ¢ queries to
s M

Let us now focus on the content of the sets R,S and 7. Since the adversary is playing the role of
DO in the Issue algorithm, he will not have access to {g%}{ig” (The latter will be used only be-

tween PP and SP). Therefore, each issue query to O° associated with the pattern w; = 040, 011,
adds, according to the Issue algorithm of S*E, {v; s - i;lo oy, astt s 4 Y (51225371 to the set S. More-
over, the challenge query adds {v¥ - L 10 S S+k ZF}Z gss ;ﬁl] +1- In addition, since A will have ac-

cess to z,ay, and o/ (the elements of Ks), for all a 6 XY, he/she can compute any element of the set

i r i . S~ i 1,4/ = 1
{97 ,g% %, g% a2t G GeeE G };:52/:02706]; . Therefore, S contains {v;s - Zk Oagtk -a;jf .

koo -1 s +k. k s o .08 of .0 o8 t=q,s' =s=fs—1,i=fs—1 . . 1o il
RN ) k=0 Qo g 20, 2%, Qg 27,00 Qg+ 2% g 120,572+ 1,i=0° R contains {z%,al - 2, al - ol
1 .
} f 7% and T is empty.

@) a®
Lemma 3. After performing q queries to O%, for j € [0, fs — 1], 8 € {0,1}, |Adv® (\) — Adv J‘il( A)| is
negligible under the i-GDH assumption where f = v, 22;10 s ajglzﬂ 2P S = {vs Zk —0 %%, " f,j’f

s+k k s1t=q,8'=s=fs—1,i=fs—1
z,vs,zkoa zzazaaz}tlsOS,OS/#HzO,R {z,al 2% ol -ab -z

and T = 0.

1}1 z Os

)

Proof. To prove the previous Lemma, according to Definition 2, we should prove that no combination of
polynomials from R, S, and T can be found such that the following equation holds.

-1

(U;+1'Za:r;§k ]+k+1 Z“ ‘RUY) =

k=0 (13)

Zuij .R@ . gl 4 ZU§C)T(1€)
@] t

Fist, since T is empty, the last sum of Equation 13 can be omitted. Second, since Vs € [0, fs],Vt € [1,¢] :

Vt s & Zp, then Vs € [0, fs],Vt € [1,q] : vi s # v}, with overwhelming probability. Therefore the factor v,
will not appear in any element of R and S. As a result the first sum of the right side of Equation (13) can
also be omitted. We then get

(Vg1 - Zafy;_’k agiﬂ Zk)(z uf - RY) =0 (14)



Let {0\, 0, 195 ja Z}fzig‘:elz be constants such that

-1
(v;fH E al J+k+1 zk> X
k=0

fs—1 fs—1 fs—1fs—1
O 3D SR ARSI 3h By
s=0 ocX s=0 =0 ocX

To conclude the proof, we should show that 192“) 19&), = 19(°) for all s,i € [0, fs—1] and 0 € X.

S, O"L
. $ $ $ $ — .
Since v}, < Zyp, 2 < Zp and o, < Ly, a5 < Ly for all 0 € X, 7, - 2:10 af,;» a]glz“ 2% £ 0 with

overwhelming probability which means that

fs—1 fs—1 fs—1fs—1
Zﬁ(a) z+ZZg(b) ZS+Z (QC()”. Lal 25 =0
s=0 oceX s=0 =0 occX

We now consider each member of the previous equation as a polynomial in o/ and regroup the different
monomials according to their degree in o/ to get

fs—1

() X oYz =0
f‘g 1 fs—1 fs—1 )

(11) Z Z 1950' OZ - 2° + Z Z Z 195:71 Z0'.’2’/820
s=0 oceX¥ s=0 =0 oceX

From Equation (i), and based on the fact that z & Z,, we can deduce that Vs € [0, fs — 1] : 9 = 0 with
overwhelming probability.

Now let as consider Equation (ii) as a polynomial in «,. We regroup the different monomials according
to their degree in a, to get

fs—1 )

() > X 0 -al -2t =0
s=0 oceX
fs—1 fs—1

(b) XX X, el ah 2t =0

s=0 =0 oc€X

Since z & Zy,andVo € X : o & Zy, and o, & Z,, then with overwhelming probability, Equation (a) implies
that Vs € [0, fs —1],Vo € X : 192{)27 = 0 while Equation (b) implies that Vs, € [0, fs — 1],Vo € X : 19262” =0
which conclude the proof.

A.5 Proof of Theorem 5

We can use the same strategy as in the proof of Theorem 1 (Section A.1) to prove that the AS3E construction
is correct.

A.6 Proof of Theorem 6

To prove the previous theorem, we use the same strategy as in the proof of Theorem 2. That is, we use a

AS E D IND CPA as defined in

Definition 9. The idea is to show that the advantage of the adversary A for wmning ExpﬁiE*D —IND_CPA

(i.e., Gg) is negligible.
By supposing that Ty = 05405 ,,—; and T1 = o7 ,---07,, 1 are the two traces chosen by A in

Expf‘:g; E_D_IND_CPA (Definition 9) and by following the same reasoning as in the proof of Theorem 2, we

prove in the following Lemma that for all j € [0,n —1], for all 8 € {0,1}, |Pr[Gf()\) 1] — Pr[GJﬁH( ) =1]|

SE D_IND_CPA

is negligible, which prove that Adv®*Pa.s (M) is negligible.

sequence of games Gg-ﬁ) for j € [1,n] where G represents the game Ezp)

we are mainly considering the case in which j < |Z|, since otherwise, I;j) = I;H_l). This means that
G? = G§+1 are exactly the same and there is nothing to prove. v v
Let i* be the (j + 1)st index in Zz, € € [0,m/fs], gir = g**", and 9%F = ¢g™*". From the s-GDH
z)* gak~zi gEk~zi}i=2n—1

i—0.0es the simulator starts by generating the public key
pk by defining g* = g7 """ (ie, g7 = g7"), gor o) = golloe

according to the following three cases:

challenge containing {g* , g% (@~
)" Then it defines gi,r and g, 7

n4iz= —i X
gz el Feod

— Cl1.1: 4* € F._;: The simulator defines GF=Y

R
TiE. T,

— C1.2: 4" € F.: The simulator defines 9, F = g“e'zn

2P i

— C1.3: otherwise (i* € F,): The simulator defines g; p = g

Once the simulator receive an issue query for the pattern w = oy,0,- -+, 0w, -1, it start by checking
3
that w satisfies the condition defined in the step 3a of Eaapffﬁ E_D_IND_CPA (Definition 9). Then, it

uses the simulator Of to generate a valid trapdoor for w. One can easily check at this level that Vj €
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maz(0,i* + 1, —n),min(i*, 1, — 1)] : 0wo, - ,ow,lyy —1# 05 .a_. 0% .«_.., . 1f the previous formula
P p , B,i*—j B,i*—j+lp—1
is not satisfied, we end up with

* * _ * *
Ol Biv—j Ol i —jly—1 = Ow,0:" " s Owly—1 7 Op e _j " OB e jup 1

which is in contradiction with i* € Z..
The simulator then creates the challenge C = {C!,C;,C7;, C;}:=5* ! according to the following three
cases:
- C21l:ie F.NF._q: » ‘
° CZ{ = gasZnHF"_i}‘ and C7; = gaeflznﬂffil_liil
° VZEI(])Cl,éziGl o _
o Vid I(Jﬂ)ithe simulator uses the oracle O" to get valid C; and C; and sets U to be in {Cj«,C;+}
— C22:ie F.NF,: L
o O/ = gaeanFe_i}‘ and C7; = gaezn-HFE_lE
° V’LEI(J)Cl,éZiG1 o _
o Vid Z0U+1D) the simulator uses the oracle O to get valid C; and C; and sets U to be in {C;-,C;+ }
~ 0237 € F\(F_ UF.):

o (] = g~ T and Cli=10
e VicTW ;& Gy and T; =0
o Vid Z0U+1D) the simulator uses the oracle O to get valid C; and sets U = Cj«

Then, by considering ¢* = i*/fs if

Pl
_ F o ox _
o R
% or lf 02.1
[Py a(f‘i* z"
C,L* = i* @
G
_ *
U = C.. gae* O P z"
= .
i, or if C2.2
Cz* A=l *a(,ii* 2"
, g
Qex- 0 S 2" .
Cix = g i K if C2.3

Otherwise U is random and the simulator is playing Ggﬂ).
AS E_D _IND_CPA

then the simulator is playing the game GJ 1

Then an adversary A able to distinguish G;B and G(+1 will be able to win Ezp’,’
negligible advantage.

Let us now focus on the content of the sets R, S, and T'. Each pattern w; = g1, ,0¢,—1 submitted
to O* will add the polynomials Y7701y, | Zéj Olagt (o, - 2)FT* and I -1 vt,s to S. In addition,
a query to the oracle O” will add Vi € [0,m — 1]\{i*}

with non

7

Te_1 - a;: . aU;’l Ui e F.NFoy

_ , iF, . o -

ac - O - Oy N ifie F.NF, (15)
(2 —3* y . .

Qe ; ab}-z"l'“ ifieF,

to R.
Therefore, initially, R contains {2%, a. - 2*,a. - 2
(the elements of K;) , and T is empty.

ii=2n—1,k=nf : / i+j . i\ =fs—1,j=Pmaxz—1
}i=0,k=0 , S contains {r-al -a’t -z }izo,jzo,aez

Then an adversary A able to distinguish G(ﬁ ) and G(B )1 will be able to win EprS; E_D_IND_CPA it

non negligible advantage. Hence, in order to prove that .4 cannot distinguish G(B ) and Gj 1, we need to
prove that for all f € {Ge-_1 - ). -l - 2" e - alu - Qb - 2™, Ter - @ - QL - ”}, f is independent of the

sets R,S, and T after ¢ queries to O® and 1 query to O which has already been proved by Lemma 1.

A.7 Proof of Theorem 7

According to Definition 11, Asp = (Ay, Ay) is supposed to have access to the public parameters params and

the public key pk = {gzl,ga;'(aa'z)z};zgs;elz. Following a high min-entropy distribution (Definition 10), the

part Ay of the adversary Agp chooses two patterns w( and wj. The challenger choose randomly § € {0,1}
-1

vy SVii=fs—l-2 . o ' ki k ; i
and creates tdw; ={g",9"}.2 with Vi =v; - > 1 Qg " Qol 2 and k is number of symbols in

wj. The trapdoor td, is given to Agy. We require Ay and Ay not to collude, since that would allow them
to trivially break the rule indistinguishability property.

A, is allowed to create any arbitrary chosen encrypted traffic using any pattern w. If the encrypted
traffic contains w;’, then Ay can use the bilinear map e to easily determine whether 8 =1 or 8 = 0, however,
this can happen only with negligible probability equal to 27N with u()\) € w(log())), since the pattern
set has high-min entropy. Moreover, according to Theorem 6, ASE is trace indistinguishable meaning that
since VI € T, wp ¢ T, A will not learn any information out of the encrypted traces 7, and therefore, the
observation of 7 will not give Agp any advantage in guessing 5. Thus, the adversary A, has to distinguish
between tdy, € {0,1} based on the content of the public key pk, the issued trapdoors td,,, w € P (Query
phase of Definition 11). We show in the following that its hard under i-GDH assumption for A, to distinguish
tdw(’; and tdwi‘
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We use the same strategy as in the proof of Theorem 4. Let G (®) denotes the EprS E Sy f; ﬁz )D 5 game

(Definition 11), we will use a sequence of games G; )

AS®*E_P_IND
BTpy (s A,).5
which an element of the challenge trapdoor is randomized at each game hop. That is, for j € [1, fs — 1], the

,J €10, fs—1] to show that A,’s advantage fro winning

is negligible. As in the proof of Theorem 4, we rely on a standard hybrid argument in

game GSﬂ ) modifies Géﬁ ) by changing, for all i € [0, j], the element V; of the challenge trapdoor to a random
element of Go. This means that the last game G?sfﬂ the challenge trapdoor does not contain any useful

information about wj. As a result, the adversary cannot distinguish whether it plays Gﬁll or G;ls)fl. As a
result, we can bound the advantage of A as following:

AdE G () <
e G 36 ;
Z IG5 (N) = G (V)] + Z G5 () = &)

AS3E P _IND

Then to prove that Adv" P Asp=(47Ag), #(A) is negligible, we should prove that A4 cannot distinguish G§ﬁ )
and G§@1

Let us consider fs to be the size of the fragment used by the AS?E construction, and R, S, and T to be
the three polynomial sets that are used in Definition 2. Let us suppose that the set of patterns W issued by
Agsp to Of contains n,, patterns, and that the set T contains n; traffics. According to the Issue algorithm of

: li—1 i=q,s=fs—1l;—1
ASPE, each issue query for the pattern w; = 0y -+ 031 adds {vi s+ > g o, -5tk 28 v 3 TE =]

to the set S while the challenge query adds {v* - 34— loa . af;gk : zﬁv}}iiéf&?_{f 751 The set R will
contain the elements of G; that are provided in the public key pk. Thus R = {z%,a - (a, - z)Z}zgs;elE

( )
Therefore, to prove that |AdvGiﬁ) (A — AdvCin (A)] is negligible under the i-GDH assumption, we should
prove that one cannot find a combination of polynomials from R,S and T such that

-1

J+1 ZO{ Th ok ]+k+l Zﬂa R(Z

k=0 (16)

Zﬁiﬂ' CRW . g0 4 Zﬁgc)T(t)
ij ¢

with constants J7 and 97 ; are constants.
First, we remark that the last sum in equation 16 can be remove since T is empty. Let {19(“), 9O 9le) ) yle) 9 yla) Y

j+1 Za ;i:kii’l - ( Z 19(a) 25 4 Z 19 Z)S)) _

oceX
q fs—1 ;-1 )
(Z Z " Ut,s Z aUt stk ijirk 'Zk) + ﬁ(d) ts ) .
t=0 s=0 =
f:- 1
(Z,ﬂ(e Z+Zﬁ(f al - ( U'Z)i)‘i‘
oceX
fs—1 l;i—1 ) fs—1
2 ZO‘ s—i—k Ry Z 19(}1 v*) )
5s=0,s7#j+1
fs—1
(3024 X0, -l o 2))
=0 oeX

our goal is then to show that (i) Vs € [0, fs — 1] : 9" =0 and (ii) Vs € [0, fs — 1],Vo € X : 192?(), =0
Now, let us consider the previous each member of the previous equation as a polynomial in the variable
v ;1. we group the different monomials according to their degree in v}, ;.

fs—1
mZa LIRS 0 Y 0l (a0 2)%) =
s=0 oeX
fs—1
h * a 1 b i
ot (S0 02 30l (ag - 2)Y)
1=0 oceX

We now consider each member in the previous equation as a polynomial in the variable o’. Then, we
group the different monomials according to their degree in o’.

1. o @ g
1 Vi1 Z i 7
1=0

-1 fs—1 fs—1
* / JHk+1 _k (a) o (h) v* (O i

2. v ) Qo " YXon . TF > 08 =050 vj > 2 Visap (a0 2)

k=0 8, s—o i=0 oeX

-1

JHk+1 )

3. v;-‘HEa;* a,; Z Eﬂgga (g -2)*=0

h=o 8k sk s=0 oex
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-1
From Equation (3.), since ay,, ay, 2,0}, are random scalars (Vo € X), then vy, > af. aji“lzﬂ 2F#£0

k=0 /F
and Z > o) al - (ags - z)° = 0 with overwhelming probability. From the latter we can deduce that
s=0 occX¥
Vo e ¥, Vs € [0, fs—1], ﬁ(b) 0 which proved (ii).

Now, let us focus on Equation (2.). Since we already proved (ii), The right size of equation (2.) is equal
to 0 which gives

fs—1

]+1Za ot 2 0

-1
again, since o, a,, 2, v}, are random scalars (Vo € ), then v, ; > a’ ajf’zﬂ z¥ # 0 and Z ﬁ(a)

k=0 =0
0 with overwhelming probability. From the latter, we can deduce that Vs € [0, fs — 1] : ﬁ(a) = 0 with
overwhelming probability which prove (i) and conclude the proof.

A.8 Proof of Theorem 8

4 3
First, let us note that the two games ExpiDijéD*IND*CPA (Deﬁni‘zion 7) and Expf\SR’g*P*IND*CPA (Def-
inition 12) are the very similar 7. Second, the adversaries in ExpS E-P_IND_CPA (i.e, DO in S*E) and in

Apo.B
3
Expﬁi gfp —IND_CPA (i.e., the receiver entity in AS®E) have access to the same information (the elements

of Ks, Kp, and K;)®. Therefore, we can use the same proof (Section A.4) to prove Theorem 8.

7 Except that in step 1 of Expﬁi ?5*13 —IND_CPA the challenger additionally generates Kp

8 The DO can compute all elements of K,
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