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Abstract

We investigate the digital signature schemes in the indi�erentiability framework. We show that the well-known
Lamport one-time signature scheme, and the tree-based signature scheme can be “li�ed” to realize ideal one-time
signature, and ideal signature, respectively, without using computational assumptions. We for �rst time show that
the ideal signatures, ideal one-time signatures, and random oracles are equivalent in the framework of indi�eren-
tiability.
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1 Introduction

�e notion of indi�erentiability was introduced by Maurer et al. [MRH04], as a generalization of indistinguishability
tailored to se�ings where internal state is publicly available. �e indi�erentiability framework comes with a com-
position theorem, supporting modular security analysis for cryptographic constructions. It has been proven that the
indi�erentiability framework is very useful in practice. To see this, let’s consider the provably secure cryptographic
schemes in the random oracle (RO) model [BR93]. Many practical cryptographic schemes have achieved provable
security in the RO model. However, due to length-extension a�acks, many hash function constructions cannot be
modeled as a RO, even the underlying building blocks can be modeled as an ideal primitive such as an ideal compres-
sion function. In these a�acks, the adversaries explore the weakness of the structure of the iterative hash functions.
We note that, even we can construct hash functions against known length-extension a�acks, it remains unclear if
the resulting functions can defend against other unknown a�acks.

Using the indi�erentiability framework, Coron et al. [CDMP05] propose a composable approach to design hash
functions that “behave like” random oracles. More concretely, consider a hash function construction Hh where h
is an (ideal) primitive. We now just need to show that the construction Hh can be indi�erentiable from a RO. A�er
that, several other variants were proposed and studied in [DP06, DP07]. In addition, a line of notable work applied
the framework to the ideal cipher, and showed that the Feistel construction is indi�erentiable from an ideal cipher,
see [CHK+16, DKT16, DS16]. Authenticated encryption has also been rigorously investigated in [BF18].

Very recently, Zhandry and Zhang [ZZ20] have made e�orts, for the �rst time, to design indi�erentiable pubic key
cryptographic primitives. �ey demonstrated several interesting feasibility results. �ey de�ne the idealized model
for public key encryption (PKE), i.e., ideal PKE, in the indi�erentiability framework, and present a construction
which is indi�erentiable from ideal PKE, in the random oracle model, by using computational assumptions. Note that,
computational assumptions indeed are necessary, facing the theoretical barrier of Impagliazzo and Rudich [IR89].

In the same paper [ZZ20], Zhandry and Zhang further study digital signatures. �ey de�ne the idealized model
for digital signatures, i.e., ideal signatures, but with additional uniqueness property speci�ed, and then consider the
constructions. Our �rst observation is that their de�nition for ideal signatures in [ZZ20] is not complete: veri�cations
for certain tuples of (public-key, message, signature) are not de�ned. As a consequence, a di�erentiator can exploit
this weakness to tell the di�erence between the real and the ideal worlds, and thus their corresponding proof of
security fails. (More elaborations can be found on next page, Section 1.2.1.)

�is motivates us to study the (ordinary) digital signatures in the indi�erentiability framework, from de�nitions
to constructions. We want to make it explicit that, our focus here is not the unique signatures as in [ZZ20]. Instead, we
are seeking to understand (and hopefully then be able to provide an a�rmative answer to) the following fundamental
question for ordinary digital signatures:

Is that possible to show the equivalence of the ideal signatures and the random oracle in the indi�erentiability
framework?

Note that, di�erent from PKE or unique signatures, it is known that, ordinary digital signatures is in Minicrypt [Rom90],
following the conventional property based de�nitions. We are interested in investigating whether the complexity
landscape of digital signatures remains the same or not in the indi�erentiability framework.

1.1 Our results

We give an a�rmative answer to the above question. More concretely, we have the following results.

Analyzing the de�nitions and constructions in [ZZ20]: We start with a security analysis of the signature by
Zhandry and Zhang [ZZ20], as presented in Section 3.1. More concretely, we point out that the de�nition of
ideal signature in [ZZ20] is incomplete, which allows a trivial a�ack; while this de�nition issue can be �xed,
we further illustrate that the signature design cannot be proven to achieve indi�erentiability: a di�erentiator
breaks the indi�erentiability with overwhelming advantage.

De�ning ideal (one-time) signatures: We provide de�nitions for ideal signature and for ideal one-time signa-
ture, respectively, in the indi�erentiability framework. In our de�nitions, only natural queries and responses
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are enabled by the new ideal primitives. We remark that, this is the �rst e�ort for de�ning ideal (ordinary)
signatures and ideal one-time signatures in the indi�erentiability framework.

Indi�erentiable one-time signatures from random oracles: We provide a construction for indi�erentiable one
time signature in the random oracle model (without using any additional assumption). More concretely, we
demonstrate that, a simple and natural variant of the well-known Lamport signatures can be proven indi�er-
entiable from the ideal one-time signature that we de�ned.

Indi�erentiable signatures from indi�erentiable one-time signatures: We provide a construction for indif-
ferentiable signature, using indi�erentiable one time signature (without any additional assumption). Our con-
struction is based on the tree-based construction [Gol04], which uses two building blocks, a one time signature
scheme and pseudorandom function (PRF). While the building blocks can be replaced with suitable ideal prim-
itives, i.e., ideal one-time signatures and random oracles, the resulting scheme is a deterministic signature
scheme. We will explain in next subsection the di�culty of realizing ideal signatures by using determinis-
tic signature scheme. Fortunately, we develop a beautiful strategy, called “partially randomized signing”, to
resolve the di�culty.

Completing the picture. Finally, we provide the additional contribution of constructing indi�erentiable random
oracle model from ideal signatures or ideal one-time signatures (without any additional computational assump-
tions). An immediate corollary of this additional result is that, ideal signatures, ideal one-time signatures, and
random oracles are equivalent in indi�erentiability framework. �is can be viewed as a composable analog of
the equivalence of signatures and one-way functions [Rom90].

1.2 Our techniques

To achieve the above listed results, we have to resolve multiple technical di�culties. In this subsection, we describe
our techniques.

1.2.1 Analyzing the de�nition and construction in [ZZ20].

In [ZZ20], Zhandry and Zhang provide a de�nition for ideal signatures; details can also be found in Section 3.1. in
their de�nition [ZZ20], �rst, consider signing-key space SK, veri�cation-key space PK, message space M, and
signature space Σ; note that, key generation, signing, and veri�cation, can be viewed as injections which can be de-
�ned over spaces SK, PK,M, Σ, properly; let G,S, and V be the sets of injections for key generation, signing, and
the set of predicates for veri�cation, respectively. Based on these spaces and injection sets, then a set T of function
tuples (Gen,Sign,Verify) is de�ned to capture the functionality of key generation, signing, and veri�cation; that
is the following conditions must be satis�ed

1. Gen ∈ G, Sign ∈ S and Verify ∈ V;
2. ∀ SK ∈ SK,M ∈M, Verify(Gen(SK ),M ,Sign(SK ,M )) = 1;
3. ∀ SK ∈ SK,M ∈M,V ∈ Σ, if V 6= Sign(SK ,M ), then Verify(Gen(SK ),M ,Sign(SK ,M )) = 0;
4. ∀ SK ∈ SK,M ∈M,V1,V2 ∈ Σ, if Verify(Gen(SK ),M ,V1) = Verify(Gen(SK ),M ,V2) = 1, then V1 = V2.

Now, a tuple (Gen,Sign,Verify), if uniformly sampled from the set T, is de�ned as an ideal digital signature.
Unfortunately, as we already mentioned at the very beginning of the paper, this de�nition is incomplete. Speci�-

cally, let (Gen,Sign,Verify) be an ideal digital signature, associated with SK, PK,M, Σ. We de�ne that a public
key PK ∈ PK is honest, if there exists a secret key SK ∈ SK such that Gen(SK ) = PK ; otherwise we say PK is
dishonest. We can immediately observe that, the veri�cation algorithm Verify(PK , ·, ·) is not de�ned, when PK
is dishonest, and thus this de�nition is not complete. Note that, a di�erentiator can easily exploit this weakness in
the de�nition to distinguish the real world from the ideal world, and fails their security proof.

One would argue that this “incompleteness” in their de�nition, can be naturally �xed by revising condition 3
above into the following condition 3’:

3’. ∀PK ∈ PK,M ∈M,V ∈ Σ, if @SK ∈ SK s.t. PK = Gen(SK ) andV = Sign(SK ,M ), then Verify(PK ,M ,V ) =
0.
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Note that, in this updated version of de�nition, if PK is dishonest, then for any message M and signature value V ,
we have that Verify(PK ,M ,V ) = 0. We justify that this de�nition is natural, as in signature, we indeed wish that
only the honest public key, along with the corresponding message and signature, could pass the veri�cation test.

However, the current construction in [ZZ20] cannot realize this de�nition. In the following, we illustrate a distin-
guishing a�ack that breaks their security proof for realizing ideal signature in [ZZ20]. Recalling their construction
Π = (Π.Gen,Π.Sign,Π.Verify):

• Π.Gen(SK ) = P(Πsm.Gensm(Hsk(SK )));

• Π.Sign(SK ,M ) = E(Π.Gen(SK )||M ,Πsm.Signsm(Hsk(SK ),Hmsg(M )));

• Π.Verify(PK ,M ,V ) = Πsm.Verifysm(P -1(PK ),Hmsg(M ), E -1(PK ||M ,V )),

where Hsk and Hmsg are two random oracle models, P is a random permutation, E is an ideal cipher model.
Πsm = (Πsm.Gensm,Πsm.Signsm,Πsm.Verifysm) is a standard-model signature scheme satis�es: 1) uniqueness; 2)
pseudorandom public keys; 3) random-message-a�ack security. To describe our distinguishing a�ack, we �rst build
an alternative signature Πsm-magic = (Πsm-magic.Gensm-magic,Πsm-magic.Signsm-magic,Πsm-magic.Verifysm-magic) in the
standard model. Concretely, let PKsm/SKsm be the public/secret key space of Πsm, and pk sm-magic is a magic public
key such that pk sm-magic /∈ PKsm, then we de�ne the public/secret key space ( PKsm-magic/SKsm-magic ) of Πsm-magic

as
PKsm-magic := PKsm ∪ {pk sm-magic};SKsm-magic := SKsm.

�en we de�ne Πsm-magic as:

• Πsm-magic.Gensm-magic (SK ) = Πsm.Gensm (SK );

• Πsm-magic.Signsm-magic (SK , M ) = Πsm.Signsm (SK , M );

• Πsm-magic.Verifysm-magic (PK , M , V ) =
{

Πsm-magic.Verifysm(PK ,M ,V ) if PK 6= pk sm-magic,

1 if PK = pk sm-magic.

Trivial to note that Πsm-magic also satis�es uniqueness, pseudorandom public keys, and random-message a�ack secu-
rity, thus according to [ZZ20], we have that the signature construction, Πmagic = (Πmagic.Gen,Πmagic.Sign,Πmagic.Verify),
that uses Πsm-magic as a building block is also indi�erentiable from an ideal signature. Next, in Figure 1, we describe
a di�erentiator D to break the security of Πmagic:

Differentiator in real world Dreal

M �M;V � Σ;
PK ← P(pk sm-magic);
return Πmagic.Verifysm-magic(PK ,M ,V ).

Differentiator in ideal world Dideal

M �M;V � Σ;
PK ← P(pk sm-magic);
return Verify(PK ,M ,V ).

Figure 1: Di�erentiator for Πmagic.
Note that, in the real world, the di�erentiator always outputs 1, due to the de�nition of pk sm-magic. However

in the ideal world, if the simulator responds to the query with a honest public key (same as the proof in [ZZ20]),
then the di�erentiator would output 0 with overwhelming probability, as the message M and signature value V are
randomly sampled; and if the simulator responds to the query with a dishonest public key, then by de�nition, we
have that di�erentiator would always output 0.

1.2.2 De�ning ideal (one-time) signatures.

We provide the �rst de�nitions for ideal signature and for ideal one-time signature in the indi�erentability frame-
work. Previous formulation for ideal signature by Zhandry and Zhang [ZZ20] (also see Section 3.1.1), captures the
uniqueness property. However, our goal here is to capture the idealized version of ordinary signatures; note that to
achieve the additional property of uniqueness, we need to pay the price of computational assumptions.
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We follow the presentation style of Ristenpart et al [RSS11]; in our formulation of the ideal signature (in Figure 5),
we de�ne three sub-procedures, Gen.hon , Sign.hon , Verify.hon , together to form the “honest” interface, and the
“adversarial” interface is de�ned to be identical to the honest interface. In the ideal signature, the response values
for PK and for signature V are randomly sampled. Whenever a signature is generated, the involved signing-key
SK must be well-de�ned. In addition, through both honest and adversarial interfaces, the same signing-key SK is
allowed to be used for signing multiple distinct messages.

To de�ne ideal one-time signature (in Figure 6), we introduce an idea of de�ning the honest and the adversarial
interfaces di�erently. While the adversarial is identical to the adversarial/honest interface of the ideal signature,
capturing the intuition that the same signing-key SK is allowed to be used for signing multiple distinct messages.
In contrast, in the honest interface of ideal one-time signature, the same SK for signing di�erent messages, must be
disallowed. We achieve this through a careful bookkeeping strategy.

1.2.3 Constructing indi�erentiable one-time signatures.

Our �rst construction is a one-time signature scheme which is indi�erentiable from the ideal one-time signature.
�e starting point of the construction is Lamport’s one-time signature scheme. In Lamport’s design1, a one-way
function f is used in the key generation algorithm; more concretely, the signing key sk consists of an n-by-2 matrix
of random strings denoted as, sk = 〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉, while the corresponding veri�cation key pk
also consists of an n-by-2 matrix of strings, i.e., pk = 〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉, where pk i,0 = f(sk i,0) and
pk i,1 = f(sk i,1) for all 1 ≤ i ≤ n. A collision resistant hash function H is used in the signing algorithm; to sign
a given message m , �rst the message is compressed into a n-bit string b1b2 · · · bn ← H(pk,m), where bi ∈ {0, 1};
the corresponding signature σ consists of “half of the signing key”, i.e., σ = sk1,b1 || · · · ||skn,bn . Finally, in the
veri�cation algorithm, upon receiving a message m and signature σ = σ1|| · · · ||σn, �rst compute b1b2 · · · bn ←
H(pk,m); if it holds that, f(σi) = pk i,bi , for all i = 1, . . . , n, then the message-signature pair (m,σ) is valid.

Construction ideas. One straightforward way to build an indi�erentiable one-time signature is to apply the tech-
niques in [ZZ20], however, due to the dishonest public key a�ack (subsection 1.2.1), it seems unclear that such a
construction is indi�erentiably-secure or not. On the other side, we observe that, the a�ack is mainly caused by the
dishonest public keys, and if we can “remove” those dishonest public keys in a subtle way, then the ideas in [ZZ20]
might be su�cient.

Eliminating dishonest public key. We observe that, if every public key value in the public key space is honest
with overwhelming probability, then the dishonest public keys are “removed”. Following this observation, we have
that, with high probability, for any public key PK , there exists at least one secret key SK such that oGen(SK ) =
PK . �erefore, the secret key space SK would be larger than the public key space PK, and thus any function that
maps SK to PK Gen cannot be an injection. In this work, we update the de�nition by se�ing |SK| � |PK|, and
oGen(·) to a random function (rather than an injection comparing to the de�nition in [ZZ20]). Next, we show how
to combine this idea with the techniques in [ZZ20].

Recalling the indi�erentiable digital signature schemes Π = (Π.Gen,Π.Sign,Π.Verify) in [ZZ20]:

• Π.Gen(SK ) = P(Πsm.Gensm(Hsk(SK )));

• Π.Sign(SK ,M ) = E(Π.Gen(SK )||M ,Πsm.Signsm(Hsk(SK ),Hmsg(M )));

• Π.Verify(PK ,M ,V ) = Πsm.Verifysm(P -1(PK ),Hmsg(M ), E -1(PK ||M ,V )),

Known that Lamport’s one-time signature is built on one way function and collision resistant hash function, to
get rid of the computational assumptions we �rst upgrade the Lamport’s scheme by replacing the one way function f
and collision resistant hash functionH with two random oracleHOneWay andHposition, respectively. Now the above
pk i,0 = f(sk i,0) and pk i,1 = f(sk i,1) are upgraded into pk i,0 = HOneWay(sk i,0) and pk i,1 = HOneWay(sk i,1), and
the position b1b2 · · · bn ← H(pk,m) is upgraded into b1b2 · · · bn ← Hposition(pk,m).

1Please also see Goldreich’s [Gol04] and Katz-Lindell’s textbook [KL07] for a clear illustration.
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Next, we give the high level intuition to eliminate the dishonest public key. Speci�cally, we set that |SK | = 8nλ,
|sk i,b| = 2λ, |pk i,b| = λ and for the random oracles Hsk and HOneWay, we set that Hsk : {0, 1}8nλ → {0, 1}4nλ
andHOneWay : {0, 1}2λ → {0, 1}λ. Note that, both oracles shrinks the inputs and thus, in either real world or ideal
world, there is no dishonest public key with overwhelming probability.

Next, following the strategy of [ZZ20], we roughly explain the intuition why we also need P and E in our
construction.

Why random permutation (P , P -1
)? As described above, in our design, PK = P(pk). Using random per-

mutation to eliminate the “matrix” structure of the pk in Lamport’s design, is essential for our construction. One
main intuition behind the ideal one-time signature is that, when a valid signature is generated, the signer must be
aware of a well-de�ned signing key. However, if we do not use random permutation to mask the pk, say now
PK = pk, it is possible to construct a signature which can pass the veri�cation, without having the signing
key clearly de�ned! More concretely, the adversary/di�erentiator can develop the following correlation a�ack:
First, the di�erentiator based on a well-de�ned signing key SK , obtains sk = 〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉
and pk = 〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉. Note that pk = PK = oGen(SK ). Now the di�erentiator devel-
ops a pk′ which is correlated to pk, say PK ′ = pk′ = 〈pk∗1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉 where pk∗1,0 is randomly
sampled, without even being aware of the corresponding sk∗1,0. �e di�erentiator then chooses a message M so that
Hposition(PK ′,M ) = 1b2 · · · bn, i.e., b1 = 1. �e signature for suchM isσ = E

(
PK ′||M , sk1,1||sk2,b2 || · · · ||skn,bn

)
.

Note that, the signature σ can pass the veri�cation; however, the underlying signing key for such σ is known, which
deviates from the de�nition of ideal one-time signature.

Why ideal cipher (E , E -1)? �e ideal cipher is also essential in our design. In Lamport’s original design, the
signature consists of half of the sk; denoted as 〈sk1,b1 || · · · ||skn,bn〉. In our construction, we �rst pad dummy
string 0 · · · 0 to the signature to make the length of signature to be su�ciently long, then apply the ideal cipher
model to “encapsulate” the internal signature (sk1,b1 ||sk2,b2 || · · · ||skn,bn). If the ideal cipher is not used, say we let
σ = 〈sk1,b1 ||sk2,b2 || · · · ||skn,bn〉, then the di�erentiator can launch the following a�ack. First, the di�erentiator
samples SK and M , and obtains PK and σ via the honest interfaces oGen and oSign, respectively. Concretely,
PK = oGen(SK ) and σ = oSign(SK ,M ) = 〈sk1,b1 ||sk2,b2 || · · · ||skn,bn〉. A�er that, the di�erentiator makes
queries P -1(PK ) and Hposition(PK ,M ), and thus obtain the corresponding pk and b1 . . . bn. Note that, in the
real world, it’s apparent that HOneWay(sk i,bi) = pk i,bi , meanwhile, the simulator knows nothing of sk (it only
knows PK ). �en, the di�erentiator would proceed the following test: it �ips a coin b, and samples ŝk such that
|ŝk | = |sk1,b1 |, and make a queryHOneWay(ŝk) if b = 0 andHOneWay(sk1,b1) if b = 1. A�er receiving the response
p̂k , the di�erentiator:

• if b = 0, returns (p̂k
?

6= pk1,b1)2,

• if b = 1, returns (p̂k
?
= pk1,b1).

Easy to note that in the real world, the di�erentiator returns 1 with high probability (assuming |pk1,bi | is su�ciently
long). However, in the ideal world, the simulator would fail with at least probability 1

2 . In fact, although the simulator
knows the value pk1,b1 , it has no knowledge of sk1,b1 which means it cannot di�er sk1,b1 and ŝk and thus cannot
guess the coin b. As a result, the simulator would fail to respond to the query HOneWay(ŝk) or HOneWay(sk1,b1)
with at least probability 1

2 .

How the ideal cipher (E , E -1) helps? Encapsulating with E , the signature then will be with form of
σ = E(PK ||M , sk1,b1 ||sk2,b2 || · · · ||skn,bn ||0 · · · 0). We immediately note that given σ, the di�erentiator has no
information of sk i,bi , and thus it can not proceed the a�ack above. Moreover, a�er applying the ideal cipher, there
are only two ways for the di�erentiator to obtain the value sk i,bi : 1) makes a query Hsk(SK ); 2) makes a query

2(p̂k
?
6= pk1,b1

) = 1 i� p̂k 6= pk1,b1
.
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E -1(PK ||M , σ). In the �rst case, the simulator would know both SK and sk ; in the second one, the simulator would
randomly sample sk itself, and implicitly set Hsk(SK ) = sk . In other words, applying (E , E -1) will enforce to
di�erentiator to give more power to the simulator so that it can complete the simulation properly.

1.2.4 Constructing indi�erentiable signatures.

�e starting point here is the tree-based signature scheme3, which li� one-time security to full security. Speci�cally,
the tree-based signature scheme (Gen, Sign,Verify), uses a pseudorandom function Fr(·) and a one-time signature
scheme (oGen,oSign,oVerify) as building blocks. We consider a full binary tree of depth n in the construction;
and the basic idea in the tree-based construction is to use the veri�cation- and signing-key (of a one-time signa-
ture scheme) to authenticate/sign two fresh instances (of the one-time signature scheme), and then use each of the
instances to authenticate/sign two fresh instances, and so on. In this way, a binary tree of fresh instances of the
one-time signature will be formed, in which each internal node authenticates its two children. �e leaves of this tree
will be used to sign actual messages, and here each leaf is used at most once with high probability. Concretely, to sign
a message, the resulting signature consists of (1) a one-time signature to the message which is authenticated with
respect to the veri�cation-key of a leaf, and (2) an authenticated path from the root to this leaf, i.e., a sequence of
one-time veri�cation-keys of all nodes in the path, in which each such veri�cation-key is authenticated with respect
to the veri�cation-key of its parent. To get rid of the computational assumptions, we �rst upgrade the tree based
signature: the underlying one-time signature (oGen,oSign,oVerify) will be replaced by ideal one-time signature
OSIG = (oGen,oSign,oVerify); the PRF Fr(·) will be replaced by a random oracleH(r||·).

Same as the case in constructing indi�erentiable one-time signatures, the trivial a�empt is to apply the construc-
tion in [ZZ20] by se�ing Πsm to be the tree-based signature scheme, concretely, the construction of the indi�eren-
tiable signature should be:

Gen(SK ) = oGen(“tree-based signing key”)
Sign(SK ,M ) = E(PK ||M , “tree-based signature”).

Unfortunately, there are at least two barriers: 1) the dishonest public key a�ack; 2) the tree based scheme is not a
unique signature and the construction in [ZZ20] only works when Πsm is unique signature. For the former one, if
we apply the same technique as above-eliminating dishonest public key, by se�ing SK to be su�ciently long, then
the barrier should be overcome. However the situation for the la�er one is much involved, and in the following we
will elaborate it carefully.

Nonce-abuse attack. Although we upgrade the tree-based scheme to be information-theoretically secure and
eliminate the dishonest public key, the current construction fails to achieve indi�erentiability. Intuitively, we note
that the tree-based scheme is deterministic if the adversary follows the algorithm and uses the nonce by querying
H(r||·) (we call such a nonce to be honest nonce, and others to be dishonest nonce); see footnote 3, meanwhile, the
veri�cation phase would not detect whether the signature is generated by an honest nonce or a dishonest one. �us,
in the tree-based scheme, once having the signing key, the adversary can output two distinct valid signatures for the
same message, by abusing di�erent nonces.

Next, we illustrate a di�erentiatorD that abuses the nonce as follows: �rstD samples SK ,M and makes a query
sk ← Hsk(SK ) (we denote sk to be the tree-based signing key for ease); thenD computes two valid signature for M
by using (sk ,R) and (sk ,R′), denoted as v and v ′ (with high probability v 6= v ′). A�er that, the di�erentiator makes
two queries V ← E(PK ||M , v) and V ′ ← E(PK ||M , v ′) and outputs 1 if and only if 1) Verify(PK ,M ,V ) = 1;
2) Verify(PK ,M ,V ′) = 1; 3)V 6= V ′.

Trivial to note that, in the real world, D outputs 1 as long as v 6= v ′. In fact, E is an ideal cipher and for any
v 6= v ′, it’s apparent that

E(PK ||M , v) 6= E(PK ||M , v ′).

However, in the ideal world, we observe that both v and v ′ are valid signatures, thus according to the de�nition of
indi�erentiability, V and V ′ must both pass the veri�cation procedure. But the simulator only knows exactly one

3More concretely, the starting point is Construction 6.4.16 in Goldreich’s textbook [Gol04], and the underlying one-time signature scheme is
deterministic.
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value that passes the veri�cation, which is Sign(SK ,M ). �us, the simulator cannot output two distinct V 6= V ′

that pass the veri�cation, which refers to D will outputs 0 with high probability.

Partially randomized signing. To prevent this a�ack, we have to make the signing algorithm to be randomized,
thus the simulator can respond to V ← Sign(SK ,M ,R) and V ← Sign(SK ,M ,R′), using di�erent randomness.
However, using randomized tree-based signature might be dangerous, as we are taking one-time signature as a basic
primitive, and the scheme would fail immediately if it calls the signing oracle oGen(SK , ·) twice for two distinct
messages.

To resolve this obstacle, we propose a novel strategy, which we called “partially randomized signing”. In the high
level, we add an additional layer to the tree and now the tree has n+ 1 layers. We then treat the �rst n layers still to
be deterministic (same as above) and randomize the (n+ 1)-th layer. More speci�cally, given (SK ,M ,R), the pair
(sk , pk ) that’s assigned to the node (belonging to the �rst n layer) is only determined by SK , regardless of M and
R. And the pair (sk , pk ) that’s assigned to the leaf (belonging to the n + 1 layer) is determined by SK , M and R.
Moreover, in the signing algorithm, the authenticated path should be also determined by both M and R.

Why does this strategy help? Let (M ,R) 6= (M ′,R′)4, we need to prove that for any such pairs and any �xed
SK , the signing algorithm would only call the signing oracle Sign(SK , ·) once. We denote path and path ′ to be
the authenticated paths for (M ,R) and (M ′,R′), respectively. Here, we denote ComPrefix(path, path ′) to be the
common pre�x of path and path ′, for instance, if path = 01010 and path ′ = 01001, then ComPrefix(path, path ′) =
010. It’s apparent that, for any (M ,R) 6= (M ′,R′), if

ComPrefix(path, path ′) < n,

then the scheme would only call the signing oracle once, for �xed SK . Assuming n to be large enough, this event
holds with overwhleming probability.

However, adding randomness R into the signing algorithm would make the indi�erentiability much hard, as we
have to mask it properly. Concretely, we denote seed = Hseed(SK ,M ,R) where Hseed is an additional random
oracle, and we treat seed as the masked nonce in the tree-based signature. Combing all together, we have our �nal
solution:

Sign(SK ,M ,R) = E(PK ||M , “partially randomized signature”||seed).

1.2.5 Constructing random oracles from ideal signatures.

We now give the idea that how to construct an indi�erentiable random oracle model by ideal signatures (ideal one-
time signatures), and thus complete the picture. Speci�cally, given an ideal signature (Gen,Sign,Verify), we
set

H(x) = Gen(x)5.

Immediately observe that the distribution ofH(x) is identical to uniform and to turn this into an indi�erentiability
proof, we show how to simulate (Gen,Sign,Verify), given a true random oracle model RO(·). �is, in fact, is
quite straightforward. Concretely, for the query Gen(SK ), the simulator can just respond to it with RO(SK ). For
the sign query Sign(SK ,M ,R), the simulator would just uniformly sample a string σ from the signature space
Σ, respond to the query with σ and record the tuple (H(SK ),SK ,M ,R, σ) into its internal table T. And for
Verify(PK ,M , σ), the simulator would go over its internal table T and return 1 if and only if there exists a tuple
(PK ,SK ,M ,R, σ) ∈ T. Easy to note that, as long as the signature space Σ is su�ciently large, this simulator
works properly.

Organization In the rest of our paper, Section 2 gives notations and de�nitions of the indi�erentiability frame-
work, in Section 3 we �rst analyze the signature de�nition and construction in [ZZ20] and point out the issues,
and then present our new de�nitions for Ideal Signature and for Ideal one-time Signature. In Section 4, we build an
indi�erentiable one-time signature from random oracle and present the proof; additional proof details can be found
in Appendix A. �e construction of indi�erentiable signature is given in Section 5.

4M might be equal to M ′.
5�e indi�erentiable random oracle model from ideal one-time signature can be built in the same way, sayH(x) = oGen(x).
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2 Preliminaries

Notation. �roughout this paper, λ ∈ N denotes the security parameter. For a non-empty �nite set X , we denote
a uniformly random sample x from X as x� X . We overload this notation to extend to probabilistic algorithms, so
that y � A(x) means that y is assigned a value according to the distribution induced by algorithm A whose input
value is x. �at is, algorithm A runs on input x and returns y as output. When the algorithm A is deterministic, we
write it as y ← A(x).

When X and Y are strings, we write X||Y to mean the string created by appending Y to X . When n > 0 is an
integer we write {0, 1}n for the set of all n-bit strings.

We say a function µ(n) is negligible if µ ∈ o(n−ω(1)), and is non-negligible otherwise. We let negl(n) denote an
arbitrary negligible function. If we say some p(n) is poly, we mean that there is some polynomial q such that for all
su�ciently large n, p(n) ≤ q(n). We say a function δ(n) is noticeable if the inverse 1/δ(n) is poly.

2.1 Indi�erentiability framework

In this subsection, we describe the indi�erentiablity framework by Maurer et al [MRH04]. Our presentation here
follows that by Ristenpart et al [RSS11]. Note that, the original version indi�erentiablity framework by Maurer et
al [MRH04] is based on random systems [Mau02]; later Coron et al present an alternative version [CDMP05] using
interactive Turing machines. �e formulation here we borrow from Ristenpart et al [RSS11] uses the game playing
technique [BR06].

2.1.1 Game playing technique.

We use the game playing technique [BR06] as described in [RSS11]. Games consist of procedures which in turn
consist of a sequence of statements together with some input and zero or more outputs. Procedures can call other
procedures. If procedures P1 and P2 have inputs and outputs that are identical in number and type, we say that they
export the same interface. If a procedure P gets access to procedureF we denote this by adding it in superscript PF .
All variables used by procedures are assumed to be of local scope. A�er the execution of a procedure the variable
values are le� as they were a�er the execution of the last statement. If procedures are called multiple times, this
allows them to keep track of their state.

A functionality F is a collection of two procedures F .hon and F .adv , with suggestive names “honest” and
“adversarial”. Adversaries access a functionalityF via the interface(s) exported byF .adv , while all other procedures
access the functionality via the interface(s) F .hon .

Functionalities and games. Collections of procedures will sometimes implement particular abstract function-
alities, for example that of some idealized primitive (e.g. a random oracle). A functionality is a collection F =
(F .hon,F .adv); the names of these interfaces, hon and adv are suggestive as we will see in a moment. When
games and adversaries are given access to a functionality a model of computation is de�ned. For example when the
functionality is that of a random oracle, we have the random-oracle model. �us one can think of functionalities and
models somewhat interchangeably. As an example, functionality RO = (RO.hon,RO.adv), shown in Figure 2,
implements a random oracle (with hon and adv interfaces) and will give rise to the random-oracle model.

procedure RO.hon(x):
If T[x] = ⊥ then T[x] � R ;
return T[x].

procedure RO.adv(x):
return RO.hon(x).

Figure 2: Procedures implementing the functionality of the random oracle model (ROM). �e functionality is asso-
ciated with randomness spaceR = {0, 1}r where the number r ∈ N is set as appropriate for a given context.

Similarly, functionality RP = (RP.hon,RP.adv), shown in Figure 3, implements a random permutation and
will give rise to the random-permutation model. Note that, two “adversarial” interfaces, P.adv and P -1.adv for cap-
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turing the permutation and the inverse, respectively, are de�ned so that the adversaries can access the functionality;
and two “honest” interfaces, P.hon and P -1.hon are de�ned for all other procedures to access the functionality.

procedure RP.hon :

interface P.hon(x):
If T[x] = ⊥ then T[x] � R ;
return T[x].

procedure RP.adv :

interface P.adv(x):
return P.hon(x).

interface P -1.hon(y):
If ∃x so that T[x] = y

then T[x, y]← x;
return T[x, y].

interface P -1.hon(y):

return P -1.hon(y).

Figure 3: Procedures implementing the functionality of the random permutation model (RPM). �e functionality is
associated with randomness spaceR = {0, 1}r where the number r ∈ N is set as appropriate for a given context.

For any two functionalities F1, F2, we denote by (F1, F2) the functionality that exposes a procedure that allows
querying (F1.hon,F2.hon) and a procedure that gives access to (F1.adv ,F2.adv).

A game G consists of a distinguished procedure called main (which takes no input) together with a set of pro-
cedures. A game can make use of functionality F and adversarial procedures A (together called “the adversary”).
Adversarial procedures have access to the adversarial interface of functional procedures and, as any other procedure,
can be called multiple times. We, however, restrict access to adversarial procedures to the game’s main procedure,
i.e., only it can call adversarial procedures and, in particular, adversarial procedures cannot call one another directly.

By GF,A we denote a game using functionality F and adversary A. If F ′ exports the same interface as F , and
adversary A′ exports the same interface as A, then GF ′,A′ executes the same game G with functional procedure F ′
and adversaryA′. We denote by GF,A ⇒ y the event that game G produces output y, that is procedure main returns
value y. If game G uses any probabilistic procedure then GF,A is a random variable and by Pr[GF,A ⇒ y] we denote
the probability (over the combined randomness space of the game) that it takes on value y. Sometimes we need to
make the random coins r explicit and write GF,A(r) to denote that the game is run on random coins r.

Games are random variables over the entire random coins of the game and the adversarial procedures. For
functionalities F and F ′ and adversaries A and A′, we can thus consider the distance between the two random
variables. Our security approach is that of concrete security, i.e., we say two games are ε-close if for all values y it
holds that

Pr
[
GF,A ⇒ y

]
≤ Pr

[
GF
′,A′ ⇒ y

]
+ ε.

2.1.2 Indi�erentiability.

Fix two functionalities F1 and F2. A distinguisher D is an adversary that outputs a bit. A simulator is a procedure,
usually denoted S . Figure 4 de�nes two games Real and Ideal. Fix some value y (e.g., y = 1). �e indi�erentiability
advantage of D is de�ned as

Advindiff
F1,F2,S(D) = Pr[RealF1,D ⇒ y]− Pr[IdealF2,D

S ⇒ y].

We use a concrete security approach, i.e. not providing a strict de�nition of achieving indi�erentiability. How-
ever, informally we will say that a functionality F1 is indi�erentiable from a functionality F2 if for any “reasonable”
adversaryD there exists an “e�cient” simulator S such that Advindiff

F1,F2,S(D) is “small”. �e meanings of “reasonable”,
“e�cient”, and “small” will be clear from context.

2.1.3 Composition.

One goal of indi�erentiability is to allow the security analysis of a cryptographic scheme when using one functional-
ity to imply security holds when using another. �is is enabled by the following, which is a concrete security version
of the original composition theorem of Maurer, Renner, and Holenstein [MRH04].
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main Real:
b′ � DFunc,Prim ;
return b′ .

procedure Func(m):
return F1.hon(m).

procedure Prim(u):
return F1.adv(u).

main IdealS :
b′ � DFunc,Prim ;
return b′ .

procedure Func(m):
return F2.hon(m).

procedure Prim(u):
return SF2.adv (u).

Figure 4: �e games that de�ne indi�erentiability. Adversary D and functionalities F1, F2 are unspeci�ed. �e
simulator S is a parameter of the game.

�eorem 2.1 Let F1, F2 be two functionalities with compatible honest interfaces. Let A be an adversary with one
oracle. Let S be a simulator that exports the same interface as F1.adv . �en there exist adversary B and distinguisher
D such that for all values y

Pr[GF1,A ⇒ y] ≤ Pr[GF2,B ⇒ y] + Advindiff
F1,F2,S(D).

Moreover

tB ≤ tA + qA · tS qB ≤ qA · qS tD ≤ tG + qG,1 · tA qD ≤ qG,0 + qG,1 · qA
where tA, tB , tD are the maximum running times of A, B, D; qA, qB are the maximum number of queries made by A
and B in a single execution; and qG,0, qG,1 are the maximum number of queries made by G to the honest interface and
to the adversarial procedure.

3 Ideal Signatures: Previous E�orts and New De�nitions

3.1 Analyzing the ideal signature in [ZZ20]

In this section, we analyze the ideal signature, including de�nition and construction, in [ZZ20].

3.1.1 Ideal signatures by Zhandry and Zhang

First, let’s recall the de�nition of ideal signature from Zhandry and Zhang:

De�nition 3.1 (Ideal Signature [ZZ20]) Let SK, PK,M, Σ be the sets such that:

1. |SK| ≥ 2ω(log λ), |PK| ≥ 2ω(log λ), and |Σ| ≥ 2ω(log λ);

2. |SK| ≤ |PK|, |SK| × |M| ≤ |Σ|.

We denote

1. G[SK → PK] as the set of all injection that map SK to PK;

2. S[SK ×M → Σ] as the set of all injections that map SK ×M to Σ;

3. V[PK ×M ×Σ → {0, 1}] as the set of all functions that map PK ×M ×Σ to a bit.

We de�ne T as the set of all function tuples (Gen, Sign,Verify) such that:

• Gen ∈ G, Sign ∈ S and Verify ∈ V;

• ∀ SK ∈ SK,M ∈M, Verify(Gen(SK ),M , Sign(SK ,M )) = 1;

10



• ∀ SK ∈ SK,M ∈M,V ∈ Σ, if V 6= Sign(SK ,M ), then Verify(Gen(SK ),M , Sign(SK ,M )) = 0;

• ∀ SK ∈ SK,M ∈ M,V1,V2 ∈ Σ, if Verify(Gen(SK ),M ,V1) = Verify(Gen(SK ),M ,V2) = 1, then
V1 = V2.

We say that a digital signature scheme Π = Π.{Gen, Sign,Verify}, associated with signing key space SK, veri�cation
key spacePK, message spaceM, and signature spaceΣ, is an ideal digital signature, if Π is sampled fromT uniformly.

3.1.2 Security analysis

Unfortunately, as already mentioned in the Introduction, the above de�nition in [ZZ20] is not complete. Speci�cally,
let (Gen,Sign,Verify) be an ideal digital signature, associated with secret key space SK, public key space PK,
and signature space Σ. We de�ne that a public key PK ∈ PK is honest, if there exists a secret key SK ∈ SK such
that Gen(SK ) = PK , otherwise we say PK is dishonest. We immediately observe that, the veri�cation algorithm
Verify(PK , ·, ·) is not de�ned, where PK is dishonest, and thus we claim that this de�nition is not complete.

One would argue that this “incompleteness” can be trivially �xed by de�ning:
• ∀PK ∈ PK,M ∈ M,V ∈ Σ, if @SK ∈ SK such that PK = Gen(SK ) and V = Sign(SK ,M ), then

Verify(Gen(SK ),M , Sign(SK ,M )) = 0.
Note that, in this de�nition, if PK is dishonest, then for any message M and signature value V , we have that
Verify(PK ,M ,V ) = 0. We justify that this de�nition is natural, as in signature, we indeed wish that only the
honest public key, along with the corresponding message and signature, could pass the veri�cation test.

However, once completing the de�nition, the real problem comes. In the following, we illustrate a distinguishing
a�ack that breaks the construction in [ZZ20]. Recalling their construction Π = (Π.Gen,Π.Sign,Π.Verify):

• Π.Gen(SK ) = P(Πsm.Gensm(Hsk(SK )));

• Π.Sign(SK ,M ) = E(Π.Gen(SK )||M ,Πsm.Signsm(Hsk(SK ),Hmsg(M )));

• Π.Verify(PK ,M ,V ) = Πsm.Verifysm(P -1(PK ),Hmsg(M ), E -1(PK ||M ,V )),
where Hsk and Hmsg are two random oracle models, P is a random permutation, E is an ideal cipher model.
Πsm = (Πsm.Gensm,Πsm.Signsm,Πsm.Verifysm) is a standard-model signature scheme satis�es: 1) uniqueness; 2)
pseudorandom public keys; 3) random-message-a�ack security. To describe our distinguishing a�ack, we �rst build
an alternative signature Πsm-magic = (Πsm-magic.Gensm-magic,Πsm-magic.Signsm-magic,Πsm-magic.Verifysm-magic) in the
standard model. Concretely, let PKsm/SKsm be the public/secret key space of Πsm, and pk sm-magic is a magic public
key such that pk sm-magic /∈ PKsm, then we de�ne the public/secret key space ( PKsm-magic/SKsm-magic ) of Πsm-magic

as
PKsm-magic := PKsm ∪ {pk sm-magic};SKsm-magic := SKsm.

�en we de�ne Πsm-magic as:
• Πsm-magic.Gensm-magic (SK ) = Πsm.Gensm (SK );

• Πsm-magic.Signsm-magic (SK , M ) = Πsm.Signsm (SK , M );

• Πsm-magic.Verifysm-magic (PK , M , V ) =
{

Πsm-magic.Verifysm(PK ,M ,V ) if PK 6= pk sm-magic,

1 if PK = pk sm-magic.

Trivial to note that Πsm-magic also satis�es uniqueness, pseudorandom public keys, and random-message a�ack secu-
rity, thus according to [ZZ20], we have that the signature construction, Πmagic = (Πmagic.Gen,Πmagic.Sign,Πmagic.Verify),
that uses Πsm-magic as a building block is also indi�erentiable from an ideal signature. �e di�erentiator who can
distinguish the Πmagic from the ideal signature can be found in Figure 1 in the Introduction.

Note that, in the real world, the di�erentiator always outputs 1, due to the de�nition of pk sm-magic. However
in the ideal world, if the simulator responds to the query with a honest public key (same as the proof in [ZZ20]),
then the di�erentiator would output 0 with overwhelming probability, as the message M and signature value V are
randomly sampled; and if the simulator responds to the query with a dishonest public key, then by de�nition, we
have that di�erentiator would always output 0.
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3.2 Our new de�nitions for ideal signatures and ideal one-time signatures

In this section, we de�ne the functionality for ideal signature and for ideal one-time signature. We note that, the
de�nitions for ideal signature and for ideal one-time signature are the �rst (complete) formulations in the indif-
ferentability framework.

3.2.1 Our formulation of ideal signatures

As we argued in the previous subsection, the de�nition in [ZZ20] is not complete. In addition, in their the formulation
in [ZZ20], Zhandry and Zhang intend to capture the uniqueness property. Our goal here is to capture the idealized
version of ordinary signatures which can be randomized.

In Figure 5, we present the functionality SIG = (SIG.hon,SIG.adv), which implements an ideal signature
and will give rise to the ideal signature model. Our presentation follows the framework by Ristenpart et al [RSS11].
In particular, we follow the query-response style for de�ning the interfaces of the idealized primitives, and the un-
necessary structures can be clearly eliminated.

procedure SIG.hon

interface Gen.hon(SK ):
If T[SK ] = ⊥

then PK � PK ; T[SK ]← PK ;
return T[SK ].

interface Sign.hon(PK ,SK ,M ,R):
If T[SK ] = PK and T[PK ,SK ,M ,R] = ⊥

then V � Σ ; T[PK ,SK ,M ,R]← V ;
return T[PK ,SK ,M ,R].

interface Verify.hon(PK ,M ,V ):
If ∃SK ,R so that

T[SK ] = PK and T[PK ,SK ,M ,R] = V
then φ← 1; T[PK ,M ,V ]← φ;

return T[PK ,M ,V ].

procedure SIG.adv

interface Gen.adv(SK ):
return Gen.hon(SK ).

interface Sign.adv(PK ,SK ,M ,R):
return Sign.hon(PK ,SK ,M ,R).

interface Verify.adv(PK ,M ,V ):
return Verify.hon(PK ,M ,V ).

Figure 5: Procedures implementing the functionality of the ideal signature model (ISM). �e associated parameters
are veri�cation key space PK, signing key space SK, message spaceM, randomness spaceR, and signature space
Σ.

In the ideal signature in Figure 5, three “honest” interfaces, Gen.hon , Sign.hon , Verify.hon , are de�ned, for
capturing key generation, signing and veri�cation, respectively. Here, “adversarial” interfaces are identical to the
honest ones. Several tables T[] have been used to trace the behaviors of the ideal signature. Notation “T[x] ← y”
means that, the value of the x-the record in the table is y; equivalently, for the query value x, the (potential) response
value is y. In the ideal signature in Figure 5, the response values for PK and for signature V are randomly sampled.
Whenever a signature is generated, the involved signing key SK must be well-de�ned, and be aware to the ideal
signature.

3.2.2 Our formulation for ideal one-time signatures

In Figure 6, we present the functionality OSIG = (OSIG.hon,OSIG.adv), which implements an ideal one-time
signature and will give rise to the ideal one-time signature model. Similar to the ideal signature formulation, three
“honest” interfaces, oGen.hon , oSign.hon , oVerify.hon , are de�ned for capturing key generation, one-time sign-
ing, and signature veri�cation, respectively. However, now the “adversarial” interfaces are di�erent from the “honest”
interfaces. Indeed, the “adversarial” interfaces of ideal one-time signature are identical to the adversarial/honest in-
terfaces of the ideal signature in Figure 5.
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procedure OSIG.hon

interface oGen.hon(SK ):
If T[SK ] = ⊥

then PK � PK ; T[SK ]← PK ;
return T[SK ].

interface oSign.hon(PK ,SK ,M ,R):
If T[SK ] = PK and T[PK ,SK , ∗, ∗] = ⊥

then V � Σ ; T[PK ,SK ,M ,R]← V ;
T[PK ,SK ,M ,R,V ]← 1;

return T[PK ,SK ,M ,R].

interface oVerify.hon(PK ,M ,V ):
If ∃SK ,R so that

T[PK ,SK ,M ,R,V ] = 1
then φ← 1; T[PK ,M ,V ]← φ;

return T[PK ,M ,V ].

procedure OSIG.adv

interface oGen.adv(SK ):
return oGen.hon(SK ).

interface oSign.adv(PK ,SK ,M ,R):
If T[SK ] = PK and T[PK ,SK ,M ,R] = ⊥

then V � Σ ; T[PK ,SK ,M ,R]← V ;
return T[PK ,SK ,M ,R].

interface oVerify.adv(PK ,M ,V ):
If ∃SK ,R so that

T[SK ] = PK and T[SK ,M ,R] = V
then φ← 1; T[PK ,M ,V ]← φ;

return T[PK ,M ,V ].

Figure 6: Procedures implementing the functionality of the ideal one-time signature model. �e associated parame-
ters are veri�cation key space PK, signing key space SK, message spaceM, randomness space R, and signature
space Σ.

More concretely, through the “adversarial” interfaces of ideal one-time signature, the same signing key SK is
allowed to be used for signing multiple distinct messages. In contrast, this is not allowed through the honest interfaces
of ideal one-time signature. Now in Figure 6, the condition “T[SK ] = PK and T[PK ,SK , ∗, ∗] = ⊥” enforces that,
when SK has never been used for signing any message, a new fresh signature V will be sampled. Additional records
T[PK ,SK ,M ,R,V ]← 1 are included, to make sure of e�ective veri�cation through the honest interfaces of ideal
one-time signature.

4 Ideal One-time Signature from Random Oracle

4.1 Construction

High-level ideas. Our goal here is to construct a scheme which is indi�erentiable from the ideal one-time sig-
nature (as de�ned in Figure 6). �e starting point of our construction is Lamport’s one-time signature scheme. In
Lamport’s designa one-way function f is used in the key generation algorithm; more concretely, the signing key sk
consists of an n-by-2 matrix of random strings denoted as, sk = 〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉, while the corre-
sponding veri�cation keypk also consists of ann-by-2 matrix of strings, i.e., pk = 〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉,
where pk i,0 = f(sk i,0) and pk i,1 = f(sk i,1) for all 1 ≤ i ≤ n. A collision resistant hash function H is
used in the signing algorithm; to sign a given message m , �rst the message is compressed into a n-bit string
b1b2 · · · bn ← H(pk,m), where bi ∈ {0, 1}; the corresponding signature σ consists of “half of the signing key”,
i.e., σ = sk1,b1 || · · · ||skn,bn . Finally, In the veri�cation algorithm, upon receiving a message m and signature
σ = σ1|| · · · ||σn, �rst compute b1b2 · · · bn ← H(pk,m); if it holds that, f(σi) = pk i,bi , for all i = 1, . . . , n, then
the message-signature pair (m,σ) is valid.

�e trivial idea to build an indi�erentiable digital signature is to apply the construction in [ZZ20], by se�ing the
standard model signature scheme to be Lamport’s signature. However, as show in Section 3.1, this idea is unknown
to be su�cient, due to the dishonest public key a�ack. To prevent this a�ack, we eliminate the dishonest public key
by de�ning oGen (the key generating algorithm of an ideal one-time signature) to be a random function and SK
to be large enough to make sure that every PK ∈ PK is honest with high probability. We then prove that, a�er
combining this new technique, our construction is indi�erentiable from an ideal one-time signature. Here, we �rst
specify some parameters:

• λO(1) ≥ n ≥ ω(log λ),
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• log |SKo| = 8nλ, log |PKo| = 2nλ , log |Σo| = 2nλ.

Building blocks. Based on the above discussion, in our design we will use the following building blocks:

• Hsk : {0, 1}∗ → {0, 1}4nλ is a random oracle.

• HOneWay : {0, 1}∗ → {0, 1}λ is a random oracle.

• Hposition : {0, 1}∗ → {0, 1}n is a random oracle.

• P : {0, 1}2nλ → {0, 1}2nλ is an ideal permutation and P -1 is its inverse.

• E : {0, 1}log |PKo|+log |Mo|×{0, 1}log |Σo| → {0, 1}log |Σo| is an ideal cipher model, where {0, 1}log |PKo|+log |Mo|

is its key space and E -1 is its inverse. �at is, E -1 : {0, 1}log |PKo|+log |Mo| × {0, 1}log |Σo| → {0, 1}log |Σo|.

4.1.1 Construction details.

Now we are ready to build the indi�erentiable one-time signature, denoted as Πo = (Πo.oGen,Π.oSign,Π.oVerify).

Πo = (Πo.oGen,Πo.oSign,Πo.oVerify)

PK o ← Πo.oGen(SK o):
On input, signing key SK o, compute the veri�cation key PK o, as follows:

1. sk←Hsk(SK o); parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

2. for i ∈ [1, n],
pk i,0 ←HOneWay(sk i,0); pk i,1 ←HOneWay(sk i,1);

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

3. PK o ← P(pk); return PK o.

Vo ← Πo.oSign(PK o,SK o,Mo):

On input, veri�cation key PK o, signing key SK o, message Mo, compute the signature Vo, as follows:
1. If PK o = oGen(SK o)

then sk←Hsk(SK o); parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

b1 · · · bn ←Hposition(PK o,Mo);
2. output the signature

Vo ← E
(
PK o||Mo, sk1,b1 || · · · ||skn,bn

)
.

φ← Πo.oVerify(PK o,Mo,Vo):

On input, veri�cation key PK o, message Mo and signature Vo, operate as follows:
1. “unpack” the signature(

ŝk
1,b̂1
|| · · · ŝk

n,b̂n

)
← E -1(PK o||Mo, Vo);

2. “unpack” the veri�cation key(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
← P -1(PK o);

3. b̂1 · · · b̂n ←Hposition(PK o||Mo);
4. output φ← 1 if and only if the following conditions hold:

• for k ∈ [1, n],
HOneWay(ŝk

i,b̂i
) = p̂k

i,b̂i
.

otherwise output φ← 0.
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4.2 Security statement

�e construction in previous subsection is an ideal one-time signature. More concretely, we have the following
theorem.

�eorem 4.1 Πo = (Πo.oGen,Π.oSign,Π.oVerify) is indi�erentiable from the ideal one-time signature OSIG =
(oGen,oSign,oVerify), in the model for, random oracles Hsk, HOneWay, Hposition, random permutation (P,P -1),
and ideal cipher (E , E -1). More precisely, there exists a simulator S such that for all q-query di�erentiator D, we have

Advindiff
Πo,S,D ≤

q2

2n
+

2q2

2λ
.

Here, the simulator makes at most q2 queries to its oracles.

4.3 �e simulator and high-level proof ideas

According to the de�nition of indi�erentiability, we have that, in the real world, the di�erentiator has three honest
interfaces (Πo.oGen, Πo.oSign, Πo.oVerify) and seven adversarial interfaces (Hsk, HOneWay, Hposition, P , P -1, E ,
E -1). �erefore, to complete the proof, we build an e�cient simulator S in the ideal world, such that 1) S has access to
the ideal one-time signature via the adversarial interfaces; 2) S simulates those seven adversarial interfaces properly.
Concretely, in the ideal world, the di�erentiator D has three honest interfaces (oGen, oSign, oVerify) and seven
adversarial interfaces (SHsk , SHOneWay ,SHposition , SP , SP -1 SE , SE -1 ), and we prove that for any di�erentiatorD, the
view in the real world is close to the view in the ideal world. In the following, we illustrate the full description of
our simulator and then we give the high-level intuition of our proof strategy.

Simulator S

�e simulator S has the external oracle access to the ideal one-time signature OSIG =(oGen, oSign, oVerify); the simulator S will
provide the following interfaces for the external di�erentiator D:

SHsk (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return sk;
query the external OSIG with (oGen, SK o), and obtain P̂K o;
if ∃(�, sk,pk,PK o) ∈ THsk

s.t. PK o = P̂K o

then return sk;
sk � {0, 1}4nλ; pk � {0, 1}2nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

for i ∈ [1, n]
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k � {0, 1}λ; THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
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b1 · · · bn � {0, 1}n; THposition
← THposition

∪ {(PK o,Mo, b1 · · · bn)};
return b1 · · · bn.

SP (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

for i ∈ [1, n] //compute the corresponding secret key of pk

if ∃(sk i,0, pk i,0) ∈ THOneWay
,

then ŝk i,0 ← sk i,0;
else ŝk i,0 ← {0, 1}2λ; THOneWay

← THOneWay
∪ {(ŝk i,0, pk i,0)};

if ∃(sk i,1, pk i,1) ∈ THOneWay
,

then ŝk i,1 ← sk i,1;
else ŝk i,1 ← {0, 1}2λ; THOneWay

← THOneWay
∪ {(ŝk i,1, pk i,1)};

sk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

SK o � SKo; PK o ← oGen(SK o); THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return PK o.

SP -1
(PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

sk � {0, 1}4nλ; pk � {0, 1}2nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

for i ∈ [1, n]
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE(PK o||Mo, sk1,b1 , . . . , sk1,bn ):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn ) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then b∗1 · · · b∗n � {0, 1}n; THposition
← THposition

∪ {(PK o,Mo, b∗1 · · · b∗n)}; b̂1 · · · b̂n ← b∗1 · · · b∗n;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi , //check the validity of each ski,bi
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then ctr ← ctr + 1;

if ctr < n
then goto Case 1;
else goto Case 2;

Case 1: Vo � Σo; TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn )}; return Vo.
Case 2: query the external OSIG with (oSign, ŜK o,Mo), and obtain Vo;

TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn )}; return Vo.

SE-1
(PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn ) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn ).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn ).

query the external OSIG with (oVerify,PK o||Mo,Vo), and obtain φ̂;
if φ̂ = 0, //for the invalid signature, respond with random strings

then for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition
,

then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n � {0, 1}n;

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;
else ŝk � {0, 1}4nλ; p̂k � {0, 1}2nλ;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

for i ∈ [1, n]

THOneWay
← THOneWay

∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};
THsk

← THsk
∪ {(�, ŝk, p̂k,PK o)};

p̂ad ← 0 · · · 0;
TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1

, . . . , ŝk
n,b̂n

, b̂1 · · · , b̂n)};
return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, ).

We immediately note that, if the di�erentiatorDmakes q queries via the adversarial interfaces, then our simulator
S makes at most q2 queries to the ideal one-time signature OSIG = (oGen,oSign,oVerify). Here, S only keeps
nine tables with size at most 2nq (THOneWay

), which means that the constructed simulator S is e�cient. In the
following, we present the intuitive ideas to show that why S works, and in Appendix A we give the detailed proof.
Note that, in the real world construction, the building blocksHsk,HOneWay, andHposition, are random oracles, P is
an ideal permutation associated with its inverse P -1, E is an ideal cipher associated with its inverse E -1. Hence, the
responses of a proper simulator must follow the following rules:

1. �e responses of SHsk ,SHOneWay , and SHposition are statistically close to the uniform;

2. �e responses of SHsk ,SHOneWay , and SHposition are consistent;

3. �e responses of (SP ,SP -1
) are statistically close to those of a random permutation;

4. �ere exists no (pk 6= pk′), such that P(pk) = P(pk′);
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5. �ere exists no (PK o 6= PK ′o) such that P -1(PK o) = P -1(PK ′o);

6. For �xed (PK o||Mo), the responses of (SE ,SE -1
) are statistically close to those of an ideal cipher;

7. �ere exists no
(

(ŝk1,b1 , . . . , ŝkn,bn) 6= (ŝk
′
1,b′1

, . . . , ŝk
′
n,b′n

)
)

such that

SE(PK o||Mo, ŝk1,b1 , . . . , ŝkn,bn) = SE(PK o||Mo, ŝk
′
1,b′1

, . . . , ŝk
′
n,b′n

);

8. �ere exists no (Vo 6= V ′o) such that

SE
-1
(PK o||Mo,Vo) = SE

-1
(PK o||Mo,V

′
o);

9. oGen(SK o) = SΠo.oGen(SK o);

10. oSign(SK o,Mo) = SΠo.oSign(SK o,Mo);

11. oVerify(PK o,Mo,Vo) = SΠo.oVerify(PK o,Mo,Vo).

Next, we illustrate why and how S achieves these eleven rules.

Rule 1. We here show that the responses of SHsk ,SHOneWay ,SHposition are well distributed.

�e responses of SHsk . By de�nition, S responds to the query SK o, i.e., SHsk(SK o), by either using the table THsk

or returning a uniformly sampled sk . Concretely,

• If there is a tuple (SK o, sk,pk,PK o) ∈ THsk
, then S responds with sk;

• If there is a tuple (�, sk,pk,PK o) ∈ THsk
such that oGen(SK o) = PK o, then S responds with sk;

• Else, S responds with a uniformly sampled sk.

It is trivial to note that, the response of the last case is well-distributed. Next, we analyze the �rst two cases. For the
�rst case, we note that the tuple (SK o, sk,pk,PK o) is inserted into THsk

in two ways, by SHsk or by SP : if the
tuple is inserted by SHsk , then the response is �ne as sk is uniformly sampled, while if the tuple is inserted by SP ,
then the response might not be uniformly distributed, as sk can be chosen by the adversary. Fortunately, we observe
that if the tuple (SK o, sk,pk,PK o) is inserted by SP , then SK o is uniformly sampled by S which is independent
of the di�erentiator’s view. �us, the di�erentiatorD would not make such a query except for negligible probability
(≤ q

|SKo| = q
28nλ ). For the second case, the tuple (�, sk,pk,PK o) is inserted either by SP -1 or by SE -1 ; note that

here sk is uniformly sampled in SP -1 or in SE -1 , which means that the response is well-distributed. However, if the
di�erentiatorD has (SK o 6= SK ′o) such that oGen(SK o) = oGen(SK ′o) = PK o, then SHsk(SK o) = SHsk(SK ′o),
which induces a collision. While, due to the de�nition of ideal one-time signature, this bad event would not occur
except for negligible probability (≤ q2

|PKo| = q2

22nλ ).

�e responses of SHOneWay . By de�nition, S responds to the query SHOneWay(ŝk) by either using the table THOneWay

or returning a uniformly sampled p̂k . Concretely,

• If there is a pair (ŝk , p̂k) ∈ THOneWay , then S responds with p̂k ;

• Else, S responds with a uniformly sampled p̂k .

It is trivial to observe that the response of the last one is well distributed. For the �rst one, the pair (ŝk , p̂k) might
be inserted in four ways, by SHOneWay ,SP ,SP -1

, or SE -1 . Note that if the pair is inserted by SHOneWay ,SP -1 , or SE -1 ,
then p̂k is uniformly sampled, which means that the response is well distributed. However, if the pair is inserted by
SP , then the response would be controlled by the adversary and fail to be uniform. Same as above, we have that the
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di�erentiator would not make such a query except for negligible probability (≤ 2nq
22λ ) as ŝk is uniformly sampled by

S .

�e response of SHposition . By de�nition, S responds to the query SHposition(PK o,Mo) by either using the tables
THposition

,TE -1 or returning a uniformly sampled n-bit string b1 · · · bn. It is trivial to note that in all the cases,
b1 · · · bn is uniformly sampled, which means that the response is well-distributed.

Rule 2. By de�nition, we immediately observe that the responses of SHposition are always consistent.
Consistency of SHsk . Note that the only bad case that causes inconsistency for SHsk(SK o) is that the table THsk

records two tuples: (SK o, sk,pk,PK o) and (�, sk′,pk′,PK o). Concretely, SP -1 �rst inserts (�, sk′,pk′,PK o)
and then SP inserts (SK o, sk,pk,PK o). Observe that, SK o is uniformly sampled by S , which means that collision
on PK o would not happen except for negligible probability (≤ q2

|PK o| = q2

2nλ
).

Consistency of SHOneWay . Note that if there is no collision on ŝk (≤ (2qn)2

22λ ), then the consistency holds trivially.

Rule 3. For this rule, it su�ces to show that for any pair (pk,PK o) such that SP(pk) = PK o, where either
pk or PK o is uniformly sampled. Here, for the query SP(pk), either pk is uniformly sampled by S (SP -1 inserts
(�, sk,pk,PK o) into THsk

) or S responds to the query with oGen(SK o) (SK o � SKo), which means the response
is well distributed. Analogically, for the query SP -1

(PK o), either PK o is with form of oGen(SK o) (SP inserts
(SK o, sk,pk,PK o)), referring to PK o is uniformly distributed, or the response pk = SP -1

(PK o) is uniformly
sampled by SP -1 .

Rule 4. Note that there are two bad cases that breaks this rule,

• SP -1 �rst inserts (�, sk′,pk′,PK o) and then SP inserts (SK o, sk,pk,PK o);

• SP �rst inserts (SK o, sk,pk,PK o) and then SP inserts (SK o, sk
′,pk′,PK o).

�e former one is trivially bounded by Rule 2 (consistency of Hsk), and the la�er one would only occur if there is
a collision on PK o ( q2

|PKo| = q2

22nλ ). Speci�cally, for both of the queries (SP(pk)) and (SP(pk′)), S samples SK o

and SK ′o such that oGen(SK o) = oGen(SK ′o) = PK o, and responds with PK o.

Rule 5. Similar to Rule 4, there are also two bad cases that would break this rule,

• SP or SHsk �rst inserts (SK o, sk,pk,PK o) and then SP -1 inserts (�, sk′,pk,PK ′o)6;

• SP -1 �rst inserts (�, sk,pk,PK o) and then SP -1 inserts (�, sk′,pk,PK ′o);

Immediately observe that the former one will never occur unless there is a collision on pk (≤ q2

22nλ ) . Concretely,
S uniformly samples the same pk and sets pk = SP -1

(PK o). Within the similar analysis, the la�er one would not
happen except for a collision on pk (≤ q2

22nλ ). Speci�cally, for both of the queries SP -1
(PK o) and SP -1

(PK ′o), S
samples the same pk and sets pk = SP -1

(PK o) = SP -1
(PK ′o).

Rule 6. Similar to the analysis in Rule 3, it su�ces to prove that for �xed (PK o||Mo), any pair
(

(sk1,b1 , . . . , skn,bn , ),Vo

)
such that

SE(PK o||Mo, sk1,b1 , . . . , skn,bn , ) = Vo,

either (sk1,b1 , . . . , skn,bn , ) orVo are uniformly sampled. By the description of our simulator, note that if (sk1,b1 , . . . , skn,bn , )

is not uniformly sampled (say, chosen by the di�erentiator), thenVo is either with form of oSign(SK o,Mo) ( Case 2
in the green-box above on page 17) or just a random string ( Case 1 in the red-box above on page 17). Moreover, we
note that, if Vo = oSign(SK o,Mo), then Vo is uniformly distributed, under the condition that no (SK o 6= SK ′o)
such that oGen(SK o) = oSign(SK ′o) = PK o (bounded by Rule 1). �us, if Vo is not uniformly distributed
(say, chosen by the di�erentiator), then oVerify(PK o||Mo,Vo) = 0 except for negligible probability (≤ |SKo|

|Σo| ).

6Note, sk and sk′ might be either identical or distinct and we don’t care about it in this rule.
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We immediately observe that if oVerify(PK o||Mo,Vo) = 0, then SE -1 would responds with uniformly sampled
(sk1,b1 , . . . , skn,bn , ).

Rule 7. Similar to Rule 4, there are three bad events that might break the rule,

• SE -1 �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn) into TE ;
and then SE inserts (Vo,PK o,Mo, sk

′
1,b1 , . . . , sk

′
n,bn) into TE ;

• SE -1 �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) into TE -1 ;
and then SE inserts (Vo,PK o,Mo, sk

′
1,b1 , . . . , sk

′
n,bn) into TE ;

• SE �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn) into TE ;
and then SE inserts (Vo,PK o,Mo, sk

′
1,b1 , . . . , sk

′
n,bn) into TE .

For the �rst event, if SE -1 inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn) into TE , it means that oVerify(PK o,Mo,Vo) =
0. As a result, SE would return Vo by case 1 (red box above), which means this bad event only occurs if there is
collision on uniformly sample string in Σo, which is bounded by q2

|Σo| .
For the second event, note that if SE -1 inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) into TE -1 , it means that

oVerify(PK o,Mo,Vo) = 1. Under the condition that no (SK o 6= SK ′o) such that oGen(SK o) = oSign(SK ′o) =
PK o (bounded by Rule 1), we have that if (sk1,b1 , . . . , skn,bn , ) 6= (sk ′1,b1 , . . . , sk

′
n,bn), then the response is returned

case 1 (red-box above). �us, this bad event would not happen except for a collision (≤ q2

|Σo| ).
For the last event, under the condition of Rule 4 (there is only one pk for PK o), it’s trivial that this bad event

only occurs when there is collision onHOneWay(sk i,bi) andHOneWay(sk ′i,bi). Concretely, the bad event occurs only
if there exists i ∈ [1, n] such that 1) HOneWay(sk i,bi) = HOneWay(sk ′i,bi) = pk i,bi ; 2) sk i,bi 6= sk ′i,bi , which is
bounded by q2

2λ
.

Rule 8. Similar to Rule 5, there are six bad cases that might break this rule,

• SE �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , ) into TE ;
and then SE -1 inserts (V ′o ,PK o,Mo, sk1,b1 , . . . , skn,bn , , b1 · · · bn) into TE -1 ;

• SE �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn) into TE ;
and then SE -1 inserts (V ′o ,PK o,Mo, sk1,b1 , . . . , skn,bn , ) into TE ;

• SE -1 �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , ) into TE ;
and then SE -1 inserts (V ′o ,PK o,Mo, sk1,b1 , . . . , skn,bn , ) into TE ;

• SE -1 �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , , b1 · · · , bn) into TE -1 ;
and then SE -1 inserts (V ′o ,PK o,Mo, sk1,b1 , . . . , skn,bn , ) into TE ;

• SE -1 �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , ) into TE ;
and then SE -1 inserts (V ′o ,PK o,Mo, sk1,b1 , . . . , skn,bn , , b1 · · · bn) into TE -1 ;

• SE -1 �rst inserts (Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , , b1 · · · bn) into TE -1 ;
and then SE -1 inserts (V ′o ,PK o,Mo, sk1,b1 , . . . , skn,bn , , b1 · · · bn) into TE -1 ;

It is trivial to note that those bad events would never happen unless there is a collision on (sk1,b1 , . . . , skn,bn),
and moreover the tuple (sk1,b1 , . . . , skn,bn) in the procedure SE -1 is uniformly sampled, thus those bad events are
bounded by q2

22nλ .
Rule 9. �is rule holds trivially by de�nition.
Rule 10. �is rule holds as long as the di�erentiator cannot outputs (SK o 6= SK ′o) such that oGen(SK o) =
oGen(SK ′o).
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Rule 11. For this rule, it su�ces to prove that for any Vo,

oVerify(PK o,Mo,Vo) = 1⇐⇒ SΠo.oVerify(PK o,Mo,Vo) = 1.

Sub-rule: oVerify(PK o,Mo,Vo) = 1 =⇒ SΠo.oVerify(PK o,Mo,Vo) = 1. Given aVo such that oVerify(PK o,Mo,Vo) =

1, S responds to the query SE -1
(Vo) as follows:

• Strategy 1. If ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) ∈ TE , then return (sk1,b1 , . . . , skn,bn , ).

• Strategy 2. if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , , b1 · · · bn) ∈ TE -1 , then return (sk1,b1 , . . . , skn,bn , ).

• Strategy 3. Otherwise, following the rest strategy in our simulator.

For strategy 3, trivial to note that, under the condition oVerify(PK o,Mo,Vo) = 1, the response of SE -1
(Vo) =

(ŝk1,b∗1
, . . . , ŝkn,b∗n) is properly assigned such that

b∗1 · · · b∗n = SHposition(PK o,Mo);

p̂k =
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
= SP

-1
(PK o);

HOneWay(ŝk i,b∗i ) = p̂k i,b∗i .

which straightforwardly referring to SΠo.oVerify(PK o,Mo,Vo) = 1. Moreover, we note that the table TE -1 only
records the tuple such that oVerify(PK o,Mo,Vo) = 1, thus the sub-rule also holds in strategy 2. And now, it’s rest
to prove the rule holds in strategy 1. In fact, there are three cases that the tuple (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) ∈
TE ,

1. SE inserts (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) into TE where ctr < n;

2. SE inserts (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) into TE where ctr = n;

3. SE -1 inserts (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) into TE where oVerify(PK o,Mo,Vo) = 0.

In the �rst case, we have that Vo � Σo, which means that oVerify(PK o,Mo,Vo) = 0 except for negligible
probability ( ≤ q|SKo|

Σo
). For the second one, we have that ctr = n, referring to SΠo.oVerify(PK o,Mo,Vo) = 1. For

the last one, we have that oVerify(PK o,Mo,Vo) = 0. �us this sub-rule holds except for negligible probability.

Sub-rule: oVerify(PK o,Mo,Vo) = 1⇐= SΠo.oVerify(PK o,Mo,Vo) = 1. Given anVo such that oVerify(PK o,Mo,Vo) =

1, S responds to the query SE -1
(Vo) as follows:

• Strategy 1. If ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) ∈ TE , then return (sk1,b1 , . . . , skn,bn , ).

• Strategy 2. if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , , b1 · · · bn) ∈ TE -1 , then return (sk1,b1 , . . . , skn,bn , ).

• Strategy 3. Otherwise, following the rest strategy in our simulator.

Immediately observe that this sub-rule holds in strategy 2, asTE -1 only records tuples such that oVerify(PK o,Mo,Vo) =

1. For strategy 3, we note that if oVerify(PK o,Mo,Vo) = 0, then the response of SE -1
(Vo) = (ŝk1,b∗1

, . . . , ŝkn,b∗n)

is uniformly sampled, which means SΠo.oVerify(PK o,Mo,Vo) = 0 except for negligible probability (≤ 1
2t ).

Next we show that this sub rule also holds for strategy 1. Concretely, there are three sub cases that the tuple
(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) ∈ TE ,

1. Sub-case 1. SE inserts (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) into TE where ctr < n;

2. Sub-case 2. SE inserts (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) into TE where ctr = n;

3. Sub-case 3. SE -1 inserts (Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , ) into TE where oVerify(PK o,Mo,Vo) = 0.
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For the second sub case, Vo ← oSign(SK o,Mo), which means oVerify(PK o,Mo,Vo) = 1. For the third sub case,
as (ŝk1,b∗1

, . . . , ŝkn,b∗n ,
∗ ) is uniformly sampled, which means SΠo.oVerify(PK o,Mo,Vo) = 0 except for negligible

probability. Now we prove the �rst sub case, which includes several events:

1. 6= 0 · · · 0;

2. ∃SK o 6= SK ′o s.t. oGen(SK o) = oGen(SK ′o) = PK o;

3. @(SK o, sk,PK o) ∈ THskRoot
;

4. @(PK o,Mo, b1 · · · bn) ∈ THposition

5. 0 < ctr < n.

It’s trivial to note that, if 6= 0 · · · 0 or 0 < ctr < n , then SΠo.oVerify(PK o,Mo,Vo) = 0. �e second event is trivially
bounded by q2

|PKo| . Moreover, for the fourth event, the di�erentiator has no knowledge of or b1 · · · , thus even it has
sk,

Pr[SΠo.oVerify(PK o,Mo,Vo) = 1] ≤ q

2n
.

For the third event, the di�erentiator would note make a query SHskRoot(SK o), thus the only way to obtain valid
sk is the following:

• Step 1: D chooses M ′,

• Step 2: D makes queries V ′o ← oSign(SK o,M
′),

• Step 3. D makes queries (sk1,b′1
, . . . , skn,b′n)E -1(V ′o).

Note that,D can obtain only half of sk, as oSign is one-time. In fact, for SK o,D can only one signing query via the
honest interface, thus unless b1 · · · bn = b′1 · · · b′n (≤ q2

2n ), there is at least one sk i,bi that is independent of D’s view.
Combing together, we have that this sub-rule holds except for negligible probability.

5 Ideal Signature from Ideal One-time Signature

5.1 Construction

High-level ideas. We here present the construction of our digital signature scheme which is indi�erentiable from
the ideal signature (as de�ned in Figure 5). �e details of our construction can be found on page 24, and next we
illustrate some key design ideas.

�e starting point here is the tree-based signature scheme. Similar to the argument in our one-time signature
construction in previous section, to make the signature scheme indi�erentiable from the ideal signature, we must
eliminate the unnecessary structures in the tree-based signature scheme, since the adversary could start structure-
abusing a�acks. Our defending strategy is again to use ideal primitives including ideal one-time signature, random
oracle, and ideal cipher, to properly isolate the state (including inputs, outputs, and internal state) in the key gener-
ation, signing, and veri�cation algorithms of the tree-based signature scheme.

�e tree-based signature scheme (Gen, Sign,Verify), uses one-time signature scheme (oGen,oSign,oVerify),
and pseudorandom function Fr(·), as building blocks. We consider a full binary tree of depth n in the construc-
tion; and the basic idea in the tree-based construction is to use the veri�cation- and signing-key (of a one-time
signature scheme) to authenticate/sign two fresh instances (of the one-time signature scheme), and then use each
of the instances to authenticate/sign two fresh instances, and so on. In this way, a binary tree of fresh instances
of the one-time signature will be formed, in which each internal node authenticates its two children. �e leaves
of this tree will be used to sign actual messages, and here each leaf is used at most once. To sign a message,
the resulting signature consists of (1) a one-time signature to the message which is authenticated with respect to
the veri�cation-key of a leaf, and (2) an authenticated path from the root to this leaf, i.e., a sequence of one-time
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veri�cation-keys of all nodes in the path, in which each such veri�cation-key is authenticated with respect to the
veri�cation-key of its parent. Concretely, in the key-generation algorithm Gen, the algorithm randomly samples
sk and r, and computes pk ← oGen(sk); �e signing-key is (r, sk) and the veri�cation-key is pk . In the sign-
ing algorithm Sign, on input the signing-key (r, sk), veri�cation-key pk , and a message m , the algorithm �rst
computes a path in the tree as b1 · · · bn ← Fr(“path”, pk ||m), where bi ∈ {0, 1}, for 1 ≤ i ≤ n. Second, the
algorithm generates a signing-veri�cation key-pair for each node of the path. �at is, the algorithm computes
sk b1···biτ ← Fr(“node”, b1 · · · biτ) and pk b1···biτ ← oGen(sk b1···biτ ), for all i = 0, . . . , n − 1, and τ = 0, 1.
�ird, the algorithm signs the path from the root to the leaf, i.e., computes v0 ← oSign(pk , sk , pk0||pk1), and
computes vj ← oSign(pk b1···bj , sk b1···bj , pk b1···bj0||pk b1···bj1), for all 1 ≤ j ≤ n − 1. Fourth, the algorithm
sign the message to the leaf, i.e., computes v ← oSign(pk b1···bn , sk b1···bn ,m). �e signature for message m is
σ = v ||〈v0, pk0, pk1〉|| · · · ||〈vn−1, pk b1···bn−10, pk b1···bn−11〉. Finally, in the veri�cation algorithm, on input, veri�-
cation key pk , message m and signature σ = v ||〈v0, pk0, pk1〉|| · · · ||〈vn−1, pk b1···bn−10, pk b1···bn−11〉, the algorithm
computes the path b1 · · · bn ← Fr(“path”, pk ||m), where bi ∈ {0, 1}, for 1 ≤ i ≤ n. �e message-signature pair is
valid if and only if the following conditions hold:

1) oVerify(pk , pk0||pk1, v0) = 1,

2) oVerify(pk b1···bk−1bk
, pk b1···bk0||pk b1···bk1, vk) = 1, for all 1 ≤ kn− 1, and

3) oVerify(pk b1···bn ,m, v) = 1.

In order to upgrade the tree-based signature, the underlying one-time signature (oGen,oSign,oVerify) will be
replaced by ideal one-time signature OSIG = (oGen,oSign,oVerify). In addition, the PRFFr(·) will be replaced
by random oracles. Finally, as in the construction in previous section, the structures in the “interfaces” of the key
generation, signing, and veri�cation algorithms of tree-based scheme, should be destroyed too. We use the ideal
cipher to wrap up the generated signatures of tree-based scheme. We remark that, we do not need the random
permutation to wrap up the generated veri�cation key pk of tree-based scheme, since now pk is generated by the
key generation of the ideal one-time signature, and the structure of pk has already been eliminated. Next, we specify
some parameters:

• n ≥ ω(log λ), log |SKo| = 8nλ, log |PKo| = 2nλ;

• log |Σo| = 2(log |PKo|+ log |SKo|+ log |Mo|);

• log |SK| = (2n+ 5) log |SKo|, log |PK| = 2n+ 5 log |PKo|;

• log |Σ| = (2n+ 2) log |PK|+ (n+ 1) log |Σo|+ 2(log |SK|+ log |PK|+ log |M|).

Building Blocks. Our scheme consists of several building blocks:

• An ideal one time signature {oGen,oSign,oVerify}, associated with secret key space SKo, veri�cation key
space PKo, message spaceMo and signature space Σo

7.

• HskRoot : {0, 1}∗ → SKo is a random oracle whose codomain matches the secret key space SKo;

• Hseed : {0, 1}∗ → {0, 1}n is a random oracle.

• Hpath : {0, 1}∗ → {0, 1}n is a random oracle.

• HmsgLeaf : {0, 1}∗ →Mo is a random oracle whose codomain matches the message spaceMo;

• HskLeftNode : {0, 1}∗ → SKo is a random oracle whose codomain matches the secret key space SKo;

• HskRightNode : {0, 1}∗ → SKo is a random oracle whose codomain matches the secret key space SKo;

• HskLeftLeaf : {0, 1}∗ → SKo is a random oracle whose codomain matches the secret key space SKo;
7Our ideal one-time signature is deterministic, so it has no nonce space.
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• HskRightLeaf : {0, 1}∗ → SKo is a random oracle whose codomain matches the secret key space SKo;

• E : {0, 1}log |PK|+log |M| × {0, 1}log |Σ| → {0, 1}log |Σ| is an ideal cipher model, where {0, 1}log |PK|+log |M|

is its key space and E -1 is its inverse.

5.1.1 Construction.

Now we are ready to build the indi�erentiable signature, denoted as Π = (Π.Gen,Π.Sign,Π.Verify), using the
tree-based structure. Formally,

Π = (Π.Gen,Π.Sign,Π.Verify)

PK ← Π.Gen(SK ):
On input, signing key SK , compute the veri�cation key PK , as follows:

1. sk ←HskRoot(SK ); pk ← oGen(sk); PK ← pk ; output PK .

V ← Π.Sign(PK ,SK ,M ,R):
On input, veri�cation key PK , signing key SK , message M , randomness R, compute the signature V , as follows:

1. sk ←HskRoot(SK ); pk ← oGen(sk);
If PK = pk

then seed ←Hseed(SK ,M ,R); m ←HmsgLeaf(PK ||M ||seed);
b1 · · · bnbn+1 ←Hpath(PK ||M ||seed),
where bi ∈ {0, 1}, for 1 ≤ i ≤ n+ 1;

2. generate the signing-veri�cation key-pair for each node of the path
path ← ∅;
sk0 ←HskLeftNode(SK ||path); pk0 ← oGen(sk0);
sk1 ←HskRightNode(SK ||path); pk1 ← oGen(sk1);
for i ∈ [1, n− 1]

path ← b1 · · · bi;
skb1···bi0 ←HskLeftNode(SK ||path); pkb1···bi0 ← oGen(skb1···bi0);
skb1···bi1 ←HskRightNode(SK ||path); pkb1···bi1 ← oGen(skb1···bi1);

3. generate the signing-veri�cation key-pair for each leafa
path ← b1 · · · bn;
skb1···bn0 ←HskLeftLeaf(SK ||M ||seed ||path); pkb1···bn0 ← oGen(skb1···bn0);
skb1···bn1 ←HskRightLeaf(SK ||M ||seed ||path); pkb1···bn1 ← oGen(skb1···bn1);

4. sign the path
v0 ← oSign(pk , sk , pk0||pk1);
for j ∈ [1, n]

vj ← oSign(pkb1···bj , skb1···bj , pkb1···bj0||pkb1···bj1);

5. sign the leaf
v ← oSign(pkb1···bn+1

, skb1···bn+1
,m);

6. output the signature
V ← E

(
PK ||M , v ||〈v0, pk0, pk1〉|| · · · ||〈vn, pkb1···bn0, pkb1···bn1〉||seed ||0 · · · 0

)
.

φ← Π.Verify(PK ,M ,V ):
On input, veri�cation key PK , message M and signature V , operate as follows:

1. “unpack” the signature(
v̂ ||〈v̂0, p̂k0, p̂k1〉|| · · · ||〈v̂n, p̂k b̂1···b̂n0, p̂k b̂1···b̂n1〉||ŝeed ||p̂ad

)
← E -1(PK ||M ,V );

2. m̂ ←HmsgLeaf(PK ||M ||ŝeed);
b̂1 · · · b̂n+1 ←Hpath(PK ||M ||ŝeed);

3. output φ← 1 if and only if the following conditions hold:

• p̂ad = 0 . . . 0,
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• oVerify(PK , p̂k0||p̂k1, v̂0) = 1,
• for k ∈ [1, n],

oVerify(p̂k
b̂1···b̂k−1 b̂k

, p̂k
b̂1···b̂k0

||p̂k
b̂1···b̂k1

, v̂k) = 1,

• oVerify(p̂k
b̂1···b̂n b̂n+1

, m̂, v̂) = 1.

otherwise output φ← 0.

a�e secret keys at the bo�om layer are randomized.

5.2 Security statement

�eorem 5.1 Π = (Π.Gen,Π.Sign,Π.Verify) is indi�erentiable from the ideal signature (Gen,Sign,Verify),
in themodel for, random oraclesHskRoot,Hpath,Hseed,HskLeftLeaf ,HskRightLeaf ,HskLeftNode,HskRightNode,HmsgLeaf ,
ideal cipher (E , E -1), and ideal one-time signature (oGen,oSign,oVerify). More precisely, there exists a simulator
S such that for all q-query di�erentiator D, we have

Advindiff
Π,S,D ≤

2q2

2n
+

2q2

2λ
.

�e simulator makes at most q2 queries to its oracles.

5.3 �e simulator

We here describe the simulator and provide high-level proof ideas. According to the de�nition of indi�erentiabil-
ity, we have that, in the real world, the di�erentiator D has three honest interfaces (Π.Gen,Π.Sign,Π.Verify) and
eleven adversarial interfaces (HskRoot,Hpath,Hseed,HskLeftLeaf ,HskRightLeaf ,HskLeftNode,HskRightNode,HmsgLeaf ,
E , E -1, oGen, oSign, oVerify). �erefore, to complete the proof, we build an e�cient simulatorS in the ideal world,
such that 1) S has access to the ideal signature (Gen, Sign, Verify) via the adversarial interfaces; 2) S simulates
those eleven adversarial interfaces properly. Concretely, in the ideal world, the di�erentiator D has three honest in-
terfaces (Gen, Sign, Verify) and eleven adversarial interfaces (SHskRoot ,SHpath ,SHseed ,SHskLeftLeaf ,SHskRightLeaf ,

SHskLeftNode ,SHskRightNode ,SHmsgLeaf ,SE ,SE -1
,SoGen,SoSign,SoVerify), and we prove that for any di�erentiator

D, the view of D in the real world is close to the view in the ideal world. In the following, we illustrate the descrip-
tion of our simulator and then we give the high-level intuition of our proof strategy.

Simulator with oracle access to ideal signature (Gen,Sign,Verify)

�e simulator with oracle access to ideal signature (Gen,Sign,Verify) , will provide the following interfaces:
SHskRoot (SK ):
if ∃(SK , sk ,PK ) ∈ THskRoot

, then return sk ;
if ∃(�, sk ,PK ) ∈ THskRoot

s.t. PK = Gen(SK ), then return sk ;
PK ← Gen(SK ); sk � SKo; THskRoot

← THskRoot
∪
{

(SK , sk ,PK )
}

; return sk .

SoGen(sk):
if ∃(SK , sk ,PK ) ∈ THskRoot

, then return PK ;
if ∃(�, sk ,PK ) ∈ THskRoot

, then return PK ;
SK � SK; PK ← Gen(SK ); THskRoot

← THskRoot
∪
{

(SK , sk ,PK )
}

; return PK .

SHseed (SK ,M ,R):
if ∃(SK ,M ,R,V , seed) ∈ THseed

, then return seed ;
V ← Sign(SK ,M ,R); PK ← Gen(SK );
if (V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb1···bn0, pkb1···bn1〉, seed , b1, . . . , bn+1) ∈ TE-1 ,

then THseed
← THseed

∪
{

(SK ,M ,R,V , seed)
}

; return seed ;
seed � {0, 1}n ; THseed

← THseed
∪
{

(SK ,M ,R,V , seed)
}

; return seed .

SHpath (PK ,M , seed):
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if ∃(PK ,M , seed , b1, . . . , bn+1) ∈ THpath
,

then return b1, . . . , bn+1;
if ∃(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb1···bn0, pkb1···bn1〉, seed , b1, . . . , bn+1) ∈ TE-1 ,

then return b1, . . . , bn+1;
b1, . . . , bn+1 � {0, 1}n+1; THpath

← THpath
∪
{

(PK ,M , seed , b1, . . . , bn+1)
}

; return b1, . . . , bn+1.

SHskLeftNode (SK ||path): //(here path = ∅ or an i-bit string path = b1 · · · bi)

PK ← Gen(SK );
if ∃(PK ,SK ′, sk ′,PK ′, path) ∈ THskLeftNode

, then return sk ′;
SK ′ � SK; sk ′ � SKo; PK ′ ← Gen(SK ′);
THskRoot

← THskRoot
∪
{

(SK ′, sk ′,PK ′)
}

;
THskLeftNode

← THskLeftNode
∪
{

(PK ,SK ′, sk ′,PK ′, path)
}

;
return sk ′.

SHskLeftLeaf (SK ||M ||seed ||b1 · · · bn):

PK ← Gen(SK ); if ∃(PK ,M , seed ,SK ′, sk ′,PK ′, b1, . . . , bn) ∈ THskLeftLeaf
, then return sk ′;

SK ′ � SK; sk ′ � SKo; PK ′ ← Gen(SK ′); THskRoot
← THskRoot

∪
{

(SK ′, sk ′,PK ′)
}

;
THskLeftLeaf

← THskLeftLeaf
∪
{

(PK ,M , seed ,SK ′, sk ′,PK ′, b1, . . . , bn)
}

; return sk ′.

SHskRightNode (SK ||path): //(here path = ∅ or an i-bit string path = b1 · · · bi)

PK ← Gen(SK ),
if ∃(PK ,SK ′, sk ′,PK ′, path) ∈ THskRightNode

,
then return sk ′;

SK ′ � SK; sk ′ � SKo; PK ′ ← Gen(SK ′);
THskRoot

← THskRoot
∪
{

(SK ′, sk ′,PK ′)
}

;
THskRightNode

← THskRightNode
∪
{

(PK ,SK ′, sk ′,PK ′, path)
}

; return sk ′.

SHskRightLeaf (SK ||M ||seed ||b1 · · · bn):
PK ← Gen(SK );
if ∃(PK ,M , seed ,SK ′, sk ′,PK ′, b1, . . . , bn) ∈ THskRightLeaf

, then return sk ′;
SK ′ � SK; sk ′ � SKo; PK ′ ← Gen(SK ′); THskRoot

← THskRoot
∪
{

(SK ′, sk ′,PK ′)
}

;
THskRightLeaf

← THskRightLeaf
∪
{

(PK ,M , seed ,SK ′, sk ′,PK ′, b1, . . . , bn)
}

; return sk ′.

SHmsgLeaf (PK ||M ||seed):
if ∃(PK ,M , seed ,m) ∈ THmsgLeaf

, then return m ;
m �Mo; THmsgLeaf

← THmsgLeaf
∪
{

(PK ,M , seed ,m)
}

; return m .

SoSign(sk , α): //(here α can be a message i.e., α = m , or two veri�cation keys, i.e., α = pk∗0 ||pk
∗
1 )

if ∃(SK , sk ,PK ) ∈ THskRoot
,

then pk ← PK ; else SK � SK; PK ← Gen(SK ); pk ← PK ; THskRoot
← THskRoot

∪
{

(SK , sk ,PK )
}

;
if ∃(pk , sk , α, v) ∈ ToSign,

then return v ;
v � Σo; ToSign ← ToSign ∪

{
(pk , sk , α, v)

}
; return v .

SoVerify(pk , α, v) //(here α can be a message i.e., α = m , or two veri�cation keys, i.e., α = pk∗0 ||pk
∗
1 )

if ∃(pk , sk , α, v) ∈ ToSign,
then return 1;
else, return 0.

SE(PK ||M , v ||〈v0, pk0, pk1〉|| · · · ||〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉||seed ||pad):

if ∃(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad) ∈ TE , then return V .
if ∃(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad , b1, . . . , bn+1) ∈ TE-1 , then return V .
ctr1 ← 0; ctr2 ← 0;
if pad 6= 0, . . . , 0,

then goto Case 1;
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if ∃(SK 6= SK ′) s.t.
(

(SK , sk ,PK ) ∈ THskRoot

)
∧
(

(SK ′, sk ′,PK ) ∈ THskRoot

)
then goto Case 1;

if @(SK , sk ,PK ) ∈ THskRoot
,

then goto Case 1;
else SK∗ ← SK ; sk∗ ← sk ;

if @(PK ,M , seed , b1, . . . , bn+1) ∈ THpath
,

then (b1, . . . , bn+1)← {0, 1}n+1; THpath
← THpath

∪ {(PK ,M , seed , b1, . . . , bn+1)}, b∗1, . . . , b∗n+1 ← b1, . . . , bn+1;
else b∗1, . . . , b∗n+1 ← b1, . . . , bn+1;

if @(PK ,M , seed ,m) ∈ THmsgLeaf
,

then goto Case 1;
else m∗ ← m ;

//SoVerify only checks the table ToSign

if SoVerify(pkb∗1 ···b∗nb
∗
n+1

,m∗, v) = 1, then ctr1 ← ctr1 + 1;
if SoVerify(PK , pk0||pk1, v0) = 1, then ctr1 ← ctr1 + 1;
for i = 1 to n,

if SoVerify(pkb∗1 ···b
∗
i
, pkb∗1 ···b

∗
i 0
||pkb∗1 ···b∗i 1, vi) = 1, then ctr1 ← ctr1 + 1;

//check the validity of every signature in the path

if ∃(SK ,M ,R, seed) ∈ THseed
s.t. Gen(SK ) = PK ,

then R∗ ← R; ctr2 ← ctr2 + 1;
for i = 0 to n− 1,

if ∃(PK ,SK ′, sk ′,pkb∗1 ···b∗i 0, b∗1, . . . , b∗i ) ∈ THskLeftLeaf
, then ctr2 ← ctr2 + 1;

if ∃(PK ,SK ′, sk ′,pkb∗1 ···b∗i 1, b∗1, . . . , b∗i ) ∈ THskRightLeaf
, then ctr2 ← ctr2 + 1;

if ∃(PK ,SK ,M , seed ,SK ′, sk ′,pkb∗1 ···b∗n0
, b∗1, . . . , b∗n) ∈ THskLeftLeaf

, then ctr2 ← ctr2 + 1;
if ∃(PK ,SK ,M , seed ,SK ′, sk ′,pkb∗1 ···b∗n1

, b∗1, . . . , b∗n) ∈ THskRightLeaf
, then ctr2 ← ctr2 + 1;

//check the validity of every veri�cation key in the path

if ctr1 < n+ 2,
then goto Case 1;
else if ctr1 = n+ 2 ∧ ctr2 < 2n+ 3,

then goto Case 2;
else goto Case 3;

Case 1: V � Σ;
TE ← TE ∪

{
(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad)

}
; return V .

Case 2: R∗ � R; V ← Sign(SK∗,M ,R∗);
TE ← TE ∪

{
(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad)

}
; return V .

Case 3: V ← Sign(SK∗,M ,R∗);
TE ← TE ∪

{
(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad)

}
; return V .

SE-1
(PK ||M ,V ):

if ∃(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad , b1, . . . , bn+1) ∈ TE-1 ,
then return (v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad);

if ∃(V ,PK ,M , v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad) ∈ TE ,
then return (v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed , pad);

if Verify(PK ,M ,V ) = 0, //respond with random strings for invalid signature

then v � Σo; vi � Σo for all i ∈ {1, . . . , n}; pkβ0 � PKo; pkβ1 � PKo;
seed � {0, 1}n ; pad �

{
0, 1
}t ; b1, . . . , bn+1 �

{
0, 1
}n+1;

TE ← TE ∪
{

(v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb1···bn0, pkb1···bn1〉, seed , pad)
}

;
return (v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb1···bn0, pkb1···bn1〉, seed , pad).

If ∃(SK ,M ,R, seed) ∈ THseed
s.t. Sign(SK ,M ,R) = V ,

then seed∗ ← seed ;
else seed∗ � {0, 1}n ;
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If
(
∃(SK ,M ,R, seed) ∈ THseed

∧(PK ,M , seed , b1, . . . , bn+1) ∈ THpath
s.t. Sign(SK ,M ,R) = V

)
//compute the path in the tree

then b∗1, . . . , b∗n+1 ← b1, . . . , bn+1; THpath
← THpath

∪
{

(PK ,M , seed∗, b∗1, . . . , b
∗
n+1)

}
;

else b∗1, . . . , b∗n+1 �
{

0, 1
}n+1; THpath

← THpath
∪
{

(PK ,M , seed∗, b∗1, . . . , b
∗
n+1)

}
.

If
(
∃(SK ,M ,R, seed) ∈ THseed

∧ (PK ,M , seed ,m) ∈ THmsgLeaf
s.t. Sign(SK ,M ,R) = V

)
, //compute the message in the leaf

then m∗ ← m ; THmsgLeaf
← THmsgLeaf

∪
{

(PK ,M , seed∗,m∗)
}

;
else m∗ �Mo; THmsgLeaf

← THmsgLeaf
∪
{

(PK ,M , seed∗,m∗)
}

;

if ∃(SK , sk ,PK ) ∈ THskRoot
,

then sk∗ ← sk ;
else sk � SKo; THskRoot

← THskRoot
∪
{

(�, sk ,PK )
}

; sk∗ ← sk ;

for i = 0 to n− 1,
if ∃(PK ,SK ′, sk ′,PK ′, b∗1, . . . , b∗i ) ∈ THskLeftLeaf

,
then skb∗1 ···b

∗
i 0
← sk ′; pkb∗1 ···b∗i 0 ← PK ′;

else SK ′ � SK; sk � SKo; PK ′ ← Gen(SK ′); THskRoot
← THskRoot

∪
{

(SK ′, sk ′,PK ′)
}

;
THskLeftLeaf

← THskLeftLeaf
∪
{

(PK ,SK ′, sk ′,PK ′, b∗1, . . . , b
∗
i )
}

;
skb∗1 ···b

∗
i 0
← sk ′; pkb∗1 ···b∗i 0 ← PK ′; //compute secret/public keys of the nodes in the path

if ∃(PK ,SK ′, sk ′,PK ′, b∗1, . . . , b∗i ) ∈ THskRightLeaf
,

then skb∗1 ···b
∗
i 1
← sk ′; pkb∗1 ···b∗i 1 ← PK ′;

else SK ′ � SK; sk � SKo; PK ′ ← Gen(SK ′);
THskRoot

← THskRoot
∪
{

(SK ′, sk ′,PK ′)
}

;
THskRightLeaf

← THskRightLeaf
∪
{

(PK ,SK ′, sk ′,PK ′, b∗1, . . . , b
∗
i )
}

;
skb∗1 ···b

∗
i 1
← sk ′; pkb∗1 ···b∗i 1 ← PK ′; //compute secret/public keys of the nodes in the path

if
(
∃(PK ,M , seed∗,SK ′, sk ′,PK ′, b∗1, . . . , b

∗
n) ∈ THskLeftLeaf

)
, then skb∗1 ···b∗n0 ← sk ′; pkb∗1 ···b∗n0 ← PK ′;

else SK ′ � SK; sk � SKo; PK ′ ← Gen(SK ′);
THskRoot

← THskRoot
∪
{

(SK ′, sk ′,PK ′)
}

;
THskLeftLeaf

← THskLeftLeaf
∪
{

(PK ,M , seed∗,SK ′, sk ′,PK ′, b∗1, . . . , b
∗
n)
}

;
skb∗1 ···b∗n0 ← sk ′; pkb∗1 ···b∗n0 ← PK ′; //compute secret/public keys of the leaves in the path

if ∃(PK ,M , seed∗,SK ′, sk ′,PK ′, b∗1, . . . , b
∗
i ) ∈ THskRightLeaf

,
then skb∗1 ···b∗n1 ← sk ′; pkb∗1 ···b∗n1 ← PK ′;
else SK ′ � SK; sk � SKo; PK ′ ← Gen(SK ′);

THskRoot
← THskRoot

∪
{

(SK ′, sk ′,PK ′)
}

;
THskRightLeaf

← THskRightLeaf
∪
{

(PK ,M , seed∗,SK ′, sk ′,PK ′, b∗1, . . . , b
∗
n)
}

;
skb∗1 ···b∗n1 ← sk ′; pkb∗1 ···b∗n1 ← PK ′; //compute secret/public keys of the leaves in the path

//compute every signature in the path

if ∃(sk∗, pk0||pk1, v0) ∈ ToSign,
then v∗0 ← v0;
else v0 � Σo; v∗0 ← v0; ToSign ← ToSign ∪

{
(sk∗, pk0||pk1, v0)

}
;

for i = 1 to n,
if ∃(skb∗1 ···b∗i , pkb∗1 ···b∗i 0||pkb∗1 ···b∗i 1, vi) ∈ ToSign,

then v∗i ← vi;
else vi � Σo; v∗i ← vi; ToSign ← ToSign ∪

{
(skb∗1 ···b

∗
i
, pkb∗1 ···b

∗
i 0
||pkb∗1 ···b∗i 1, vi)

}
;

if ∃(skb∗1 ···b∗n+1
,m, v) ∈ ToSign,

then v∗ ← v ;
else v � Σo; v∗ ← v ; ToSign ← ToSign ∪

{
(skb∗1 ···b

∗
n+1

,m, v)
}

;
pad∗ ← 0, . . . , 0;
TE-1 ← TE-1 ∪

{
(V ,PK ,M , v∗, 〈v∗0 , pk0, pk1〉, . . . , 〈v∗n, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed

∗, pad∗, b∗1, . . . , b
∗
n+1)

}
;

return (v∗, 〈v∗0 , pk0, pk1〉, . . . , 〈v∗n, pkb∗1 ···b∗n0, pkb∗1 ···b∗n1〉, seed
∗, pad∗).

We immediately note that, if the di�erentiatorDmakes q queries via the adversarial interfaces, then our simulator
S makes at most q queries to Gen,Sign,Verify. �e simulator S only keeps nine tables with size at most 2nq
(THskLeftNode

, THskRightNode
, THskLeftLeaf

, THskRightLeaf
), which means that the simulatorS is e�cient. In the following,

we present the intuitive ideas to argue that why S works. Note that, in the real-world game,HskRoot,Hseed,Hpath,
HmsgLeaf , HskLeftNode, HskLeftLeaf , HskRightNode, and HskRightLeaf are random oracles, E is an ideal cipher model
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associated with its inverse E -1, and (oGen,oSign,oVerify) is an ideal one-time signature. Hence, the responses
of a proper simulator should follow the following rules:

1. �e responses of the simulated interfaces, SHskRoot , SHseed , SHpath , SHmsgLeaf , SHskLeftNode , SHskLeftLeaf , SHskRightNode ,
and SHskRightLeaf are statistically close to the uniform;

2. �e responses of SHskRoot ,SHseed ,SHpath ,SHmsgLeaf ,SHskLeftNode ,SHskLeftLeaf ,
SHskRightNode , andSHskRightLeaf are consistent;

3. For �xed (PK ||M ), the responses of (SE ,SE -1
) are statistically close to those of an ideal cipher;

4. �ere exists no (v , 〈v0, pk0, pk1〉, . . . , 〈vn, pk b1···bn0, pk b1···bn1〉, seed , pad) 6= (v ′,
〈v ′0, pk

′
0, pk

′
1〉, . . . , 〈v ′n, pk

′
b′1···b′n0, pk

′
b′1···b′n1〉, seed

′, pad ′) such that

SE
(
PK ||M , v ||〈v0, pk0, pk1〉|| · · · ||〈vn, pk b1···bn0, pk b1···bn1〉||seed ||pad

)
= SE

(
PK ||M , v ′||〈v ′0, pk

′
0, pk

′
1〉|| · · · ||〈v ′n, pk

′
b′1···b′n0, pk

′
b′1···b′n1〉||seed

′||pad
)
.

5. �ere exists no V 6= V ′ such that

SE
-1
(PK ||M ,V ) = SE

-1
(PK ||M ,V ′).

6. �e responses of (SoGen,SoSign,SoVerify) are statistically close to an ideal one-time signature.

7. Gen(SK ) = SΠ.Gen(SK ).

8. Sign(SK ,M ,R) = SΠ.Sign(SK ,M ,R).

9. Verify(PK ,M ,V ) = SΠ.Verify(PK ,M ,V ).

Next, we illustrate why and how S achieves these eleven rules.

Rule 1. We here show that the responses of SHskRoot ,SHseed ,SHpath ,SHskLeftNode ,
SHskLeftLeaf ,SHskRightNode , and SHskRightLeaf are well distributed.

�e response of SHskRoot
. By de�nition, S responds to SHskRoot(SK ), by either using the table THskRoot

or re-
turning a uniformly sampled sk . Concretely,

• Strategy 1. If there is a tuple (SK , sk ,PK ) ∈ THskRoot
, then S responds with sk ;

• Strategy 2. If there is a tuple (�, sk ,PK ) ∈ THskRoot
such that Gen(SK ) = PK , then S responds with sk ;

• Strategy 3. S responds with a uniformly sampled sk .

It is trivial to note that, the response of the last case is well-distributed. Next, we analyze the �rst two cases. For the
�rst case, we note that the tuple (SK , sk ,PK ) is inserted into THskRoot

by two procedures, SHskRoot and SoSign: if
the tuple is inserted by SHskRoot , then the response is �ne as sk is uniformly sampled, while if the tuple is inserted by
SoSign, then the response might not be uniformly distributed, as sk can be chosen by the adversary. Fortunately, we
observe that if the tuple (SK , sk ,PK ) is inserted by SoSign, then SK is uniformly sampled by S and independent
of the di�erentiator’s view. �us, the di�erentiator would not make such a query except for negligible probability
(≤ q
|SKo| ). For the second case, the tuple (�, sk,pk,PK o) is inserted by SE -1 , and sk is uniformly sampled in both

procedures, which means that the response is well-distributed. However, if the di�erentiator has (SK 6= SK ′) such
that Gen(SK ) = Gen(SK ′) = PK , then SHskRoot(SK o) = SHskRoot(SK ′o), which induces a collision. While, due
to the de�nition of ideal signature, this bad event would not occur except for negligible probability (≤ q2

|PK| ).
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�e response of SHseed
. By de�nition, S responds to the query SHseed by either using the table THseed

,TE -1 or
returning a uniformly sampled seed . It is trivial to note that in all the cases, seed is uniformly sampled, which means
that the response is well-distributed.

Moreover, within the same analysis, it’s apparent that the responses of SHpath are well distributed.

�eresponse ofSHskLeftNode
. By de�nition, S responds to the querySHskLeftNode by either using the tableTHskLeftNode

or returning a uniformly sampled seed . However, if the di�erentiator has (SK 6= SK ′) such that Gen(SK ) =
Gen(SK ′) = PK , then for any b1, . . . , bn+1, we have that

SHskLeftNode(SK ||b1, . . . , bn+1) = SHskRoot(SK ′||b1, . . . , bn+1),

which breaks the rule immediately. In fact, this bad event would induce a collision on PK , and due to the de�nition
of the ideal signature, it never occurs except for negligible probability (≤ q2

|PK| ). Within the same analysis, the
responses of SHskLeftLeaf , SHskRightNode and SHskRightLeaf are well-distributed.

Rule 2. Trivial to note that the responses of SHseed ,SHpath ,SHskLeftNode ,SHskLeftLeaf ,
SHskRightNode , and SHskRightLeaf are consistent. And for SHskRoot , we observe that the the only bad case that causes
inconsistency for SHskRoot(SK ) is that the table THskRoot

records two tuples: (SK , sk ,PK ) and (�, sk ,PK ). Con-
cretely, SE -1 �rst inserts (�, sk ,PK ) and then SoGen inserts (SK , sk ′,PK ). Observe that, SK is uniformly sampled
by S , which means that collision on PK would not happen except for negligible probability (≤ q2

|PK | ).

Rule 3. Same as the analysis in Sec 3, it su�ces to prove that, for any �xed (PK ||M ), any pair(
(v , 〈v0, pk0, pk1〉, . . . , 〈vn, pk b1···bn0, pk b1···bn1〉, seed , pad),Vo

)
8 such that SE(PK ||M ,v) = V either v or V

are uniformly distributed. �ere are two cases:

1. (V ,PK ,M ,v) ∈ TE .

2. (V ,PK ,M ,v, b1, . . . , bn+1) ∈ TE -1

For the former case where the tuple is in TE , we note that if the tuple is inserted by SE , then there are three sub-
cases: 1)V is either random sample (red box); 2)V = Sign(SK ,M ,R∗) whereR∗ � R; 3)V = Sign(SK ,M ,R∗)
for some R∗ recorded in the table. Trivial to note that, in all of the sub cases, V is uniformly distributed. And if the
tuple is inserted by SE -1 , then by de�nition, we have that v is uniformly sampled.

For the la�er case, v of course is not uniformly distributed as pad = 0 · · · 0, while we have that, for each tuple
in TE -1 , Verify(PK ||M ,V ) = 1, which refers to that V = Sign(SK ,M ,R) where Gen(SK ) = PK . �us V is
well-distributed.

Rule 4. �ere are three bad events that might break the rule,

• SE -1 �rst inserts (V ,PK ,M ,v) into TE , then SE
inserts (V ,PK ,M ,v′, b′1 · · · b′n+1) into TE ;

• SE -1 �rst inserts (V ,PK ,M ,v, b1, . . . , bn+1) into TE -1 , then SE
inserts (V ,PK ,M ,v′) into TE ;

• SE �rst inserts (V ,PK ,M ,v) into TE , and thenSE
inserts (V ,PK ,M ,v′) into TE .

For the �rst event, note that if SE -1 inserts (V ,PK ,M ,v) into TE , it means that Verify(PK ,M ,V ) = 0. As a
result, SE would returnV only by case 1 in red box (ifV is returned by yellow or green box, then Verify(PK ,M ,V ) =
1), which means this bad event only occurs if there is collision on uniformly sample string in Σ, which is bounded
by q2

|Σ| .

8Below we will denote v as (v , 〈v0, pk0, pk1〉, . . . , 〈vn, pkb1···bn0, pkb1···bn1〉, seed , pad)
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For the second event, note that ifSE -1 inserts (V ,PK ,M ,v, b1, . . . , bn+1) intoTE -1 , it means that Verify(PK ,M ,V ) =
1. Under the condition that no (SK 6= SK ′) such that Gen(SK ) = Sign(SK ′) = PK (bounded by Rule 1), we
have that if (v) 6= (v′), then the response is returned by case 2 in yellow box (if V is returned by case 3 in green
box, then v = v′). And in case 2, the randomness R is uniformly sampled, hence this bad event would not happen
except for a collision (≤ q2

|R| ).
For the last event, under the condition that of rule 6 (the responses of (SoGen,SoSign,SoVerify) are statistically

close to an ideal one-time signature), this bad event is trivially bounded by a collision on the signature.

Rule 5. Similar to Rule 5, there are six bad cases that might break this rule,

• SE �rst inserts (V ,PK ,M ,v) into TE and then SE -1 inserts (V ′,PK ,M ,v, b1, . . . , bn+1) into TE -1 ;

• SE �rst inserts (V ,PK ,M ,v) into TE and then SE -1 inserts (V ′,PK ,M ,v) into TE ;

• SE -1 �rst inserts (V ,PK ,M ,v) into TE and then SE -1 inserts (V ′,PK ,M ,v) into TE ;

• SE -1 �rst inserts (V ,PK ,M ,v, b1, . . . , bn+1) into TE -1 and then SE -1 inserts (V ′,PK ,M ,v) into TE ;

• SE -1 �rst inserts (V ,PK ,M ,v) into TE and then SE -1 inserts (V ′,PK ,M ,v, b1, . . . , bn+1) into TE -1 ;

• SE -1 �rst inserts (V ,PK ,M ,v, b1, . . . , bn+1) into TE -1 and then SE -1 inserts (V ′,PK ,M ,v, b1, . . . , bn+1)
into TE -1 ;

It is trivial to note that those bad events would never happen unless there is a collision on v, and moreover the tuple
v) in the procedure SE -1 is uniformly sampled, thus those bad events are bounded by q2

22nλ .

Rule 6. For this rule, we need to prove the following:

1. Rule 6.1: �e responses of SoGen,SoSign,SoVerify are consistent;

2. Rule 6.2: �e responses of SoGen and SoSign are close to uniform.

3. Rule 6.3: For any SK and M ,

SoVerify(SoGen(SK),M ,SoSign(SK ,M )) = 1

4. Rule 6.4: For any PK ,M ,V , if @SK such that SoGen(SK ) = PK ∧V = SoSign(SK ,M ), then

SoVerify(PK ,M ,V ) = 0

Next, we present our analysis one by one.
Rule 6.1. Trivial to note that the responses of SoSign and SoVerify are consistent. And for SoGen, the only bad case
that break the rule is that: SE -1 �rst inserts (�, sk ,PK ) into THskRoot

and then SHskRoot inserts (SK ′, sk ,PK ′) into
THskRoot

. Note that sk in the la�er tuple is uniformly sampled, thus this bad event never occurs except for negligible
probability (≤ q

|SKo| ).

Rule 6.2. Trivial to note that the responses of SoSign are uniformly sampled. And for SoGen, there are three strate-
gies:

1. Strategy 1. If there is a tuple (SK , sk ,PK ) ∈ THskRoot
, then S responds with PK ;

2. Strategy 2. If there is a tuple (�, sk ,PK ) ∈ THskRoot
, then S responds with PK ;

3. Strategy 3. S responds with PK ← Gen(SK ).
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Easy to observe that in both strategy 1 and strategy 3, the response are uniform. While in strategy 2, PK could
be chosen by the adversary, which means the response is not uniform. Fortunately, in such a stratety sk is uniform
sampled by S and the di�erentiator would not make such a query except for negligible probability (≤ q

|SKo| ).
Rule 6.3 holds trivially if rule 6.2 holds, and rule 6.4 holds straightforwardly by the description of S .

Rule 7. �is rule holds trivially by de�nition.

Rule 8. �is rule holds as long as the di�erentiator cannot outputs (SK 6= SK ′) such that Gen(SK ) = Gen(SK ′).

Rule 9. For this rule, it su�ces to prove that for any V ,

Verify(PK ,M ,V ) = 1⇐⇒ SΠ.Verify(PK ,M ,V ) = 1.

Sub-rule: oVerify(PK ,M ,V ) = 1 =⇒ SΠ.Verify(PK ,M ,V ) = 1. Given anV such that Verify(PK ,M ,V ) = 1,
S responds to the query SE -1

(V ) as follows:

• Strategy 1. If ∃(V ,PK ||M ,v) ∈ TE , then return (v).

• Strategy 2. if ∃(V ,PK ||M ,v, b1, . . . , bn+1) ∈ TE -1 , then return (v).

• Strategy 3. Otherwise, following the rest strategy in our simulator.

For strategy 3, trivial to note that, under the condition Verify(PK ,M ,V ) = 1, the response of SE -1
(V ) = (v)

is properly assigned such that SΠ.Verify(PK ,M ,V ) = 1 (same as the Rule 11 on page 21 in Sec 4). Moreover, we
note that the table TE -1 only records the tuple such that Verify(PK ,M ,V ) = 1, thus the sub-rule also holds in
strategy 2. And now, it’s rest to prove the rule holds in strategy 1. In fact, there are three sub cases that the tuple
(V ,PK ||M ,v) ∈ TE ,

1. SE inserts (V ,PK ||M ,v) into TE where ctr1 < n+ 2;

2. SE inserts (V ,PK ||M ,v) into TE where ctr = n+ 2;

3. SE -1 inserts (V ,PK ||M ,v) into TE where Verify(PK ,M ,V ) = 0.

In the �rst case, we have that V � Σ, which means that Verify(PK ,M ,V ) = 0 except for negligible probability
( ≤ q|SK|

Σ ). For the second one, we have that ctr = n + 2 (case 2 in the yellow box or case 3 in the green box),
referring to SΠ.Verify(PK ,M ,V ) = 1. For the last one, we have that Verify(PK ,M ,V ) = 0. �us this sub-rule
holds except for negligible probability.

Sub-rule: Verify(PK ,M ,V ) = 1⇐= SΠ.Verify(PK ,M ,V ) = 1. Given an V such that Verify(PK ,M ,V ) = 1,
S responds to the query SE -1

(V ) as follows:

• Strategy 1. If ∃(V ,PK ||M ,v) ∈ TE , then return (v).

• Strategy 2. if ∃(V ,PK ||M ,v, b1, . . . , bn+1) ∈ TE -1 , then return (v).

• Strategy 3. Otherwise, following the rest strategy in our simulator.

Immediately observe that this sub-rule holds in strategy 2, asTE -1 only records tuples such that Verify(PK ,M ,V ) =

1. For strategy 3, we note that if Verify(PK ,M ,V ) = 0, then the response of SE -1
(V ) = (v) is uniformly sampled,

which means SΠ.Verify(PK ,M ,V ) = 0 except for negligible probability (≤ 1
2t ).

Next we show that this sub rule also holds for strategy 1. Concretely, there are three sub cases that the tuple
(V ,PK ||M ,v) ∈ TE ,

1. SE inserts (V ,PK ||M ,v) into TE in case 1 (red box);

2. SE inserts (V ,PK ||M ,v) into TE in case 2 (yellow box) or case 3 (green box);
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3. SE -1 inserts (V ,PK ||M ,v) into TE where Verify(PK ,M ,V ) = 0.

For the second sub case, V ← Sign(SK ,M ,R) (either case 2 in the yellow box or case 3 in the green box), which
means Verify(PK ,M ,V ) = 1. For the last one, as (v) is uniformly sampled, which means SΠ.Verify(PK ,M ,V ) =
0 except for negligible probability. �us this sub-rule holds except for negligible probability. Now it is rest to prove
the �rst sub case, which includes several events:

1. pad 6= 0 · · · 0;

2. ∃SK 6= SK ′ s.t. Gen(SK ) = Gen(SK ′) = PK ;

3. @(SK , sk ,PK ) ∈ THskRoot
;

4. @(PK ,M , seed , b1, . . . , bn+1) ∈ THpath
;

5. @(PK ,M , seed ,m) ∈ THmsgLeaf

6. 0 < ctr1 < n+ 2.

Trivial to note that, if pad 6= 0 · · · 0 or 0 < ctr1 < n + 2 , then SΠ.Verify(PK ,M ,V ) = 0. �e second event
is trivially bounded by q2

|PK| . Moreover, for the fourth and ��h event, the di�erentiator has no knowledge of either
b1, . . . , bn+1 or m , thus it’s apparent that

Pr[SΠ.Verify(PK ,M ,V ) = 1] ≤ q

2n
+

q

|Σo|
.

For the third event, note that the di�erentiator could choose SK itself, but sk is independent of the di�erentiator’s
view. Hence, D can not output a valid v0 via the adversarial interface directly; the only way it can extract valid
v0 is via honest interface. Speci�cally, D makes queries Vi ← Sign(SK ,Mi,Ri) and vi ← SE

-1
(Vi), and D can

extract valid v∗0 from vi. However, for any Mi, we denote bi1 · · · bin+1 ← SHpath(PK ,Mi, seed i), and we note that
except for negligible probability (≤ q

2n ), the most signi�cant di�er bit of (b1, . . . , bn+1, b
i
1 · · · bin+1) < n. As a result,

the di�erentiator, although it can extract a valid v0, it cannot outputs a sequence of valid signature (v0, . . . , vn+1),
which means that SΠ.Verify(PK ,M ,V ) = 0.
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A Proof of �eorem 4.1

In this part, we complete the proof of �eorem 4.1, by illustrating a sequence of hybrid games, GF0,D
S0 , . . . ,GF9,D

S9 ,
and proving that:

Pr[RealΠo,D = 1] = Pr[GF0,D
S0 = 1],∣∣Pr[GFi,DSi = 1]− Pr[GFi+1,D

Si+1
= 1]

∣∣ ≤ negl(λ),

Pr[GF9,D
S9 = 1] = Pr[IdealOSIG,D

S ]

where Fi and Si are the corresponding ideal functionality and simulator in each hybrid game, respectively.
�e functionalities Fi for i = 0, 1 . . . 8, are all the same, a “dummy functionality” which forward the queries

from the di�erentiator D to the simulator Si, and vice versa. �e functionality F9 is the same as the ideal signature
OSIG. In the remaining, we carefully illustrate the description of the simulators Si, for each hybrid game, and then
prove that the statistical distance of each two adjacent games are close.

Simulator S0

�e simulator S0 will provide internal copies of the random oracles,Hsk,HOneWay ,Hposition, and random permutation (P , P -1), and
ideal cipher (E , E -1), and internal copy of Πo =Πo.{oGen, oSign, oVerify }; the simulator S0 has the external oracle access to F0; the
simulator S0 will provide the following interfaces for the external di�erentiator D:
SHsk
0 (SK o):

sk←Hsk(SK o), return sk.

SHOneWay

0 (ŝk):

p̂k ←HOneWay(ŝk), return p̂k .

SHposition

0 (PK o,Mo):

b1 · · · bn ←Hposition(PK o,Mo), return b1 · · · bn.

SP0 (pk):

PK o ← P(pk), return PK o.

SP -1
0 (PK o):

pk← P -1(PK o), return pk.

SE0 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

Vo ← E(PK o,Mo, sk1,b1 , . . . , skn,bn , pad), return Vo.

SE-1
0 (PK o||Mo,Vo):

(ŝk1,b1 , . . . , ŝkn,bn , p̂ad)← E -1(PK o||Mo,Vo), return (ŝk1,b1 , . . . , ŝkn,bn , p̂ad).

It is straightforward that the view of D in either Real or GF0,D
S0 are identical, thus

Pr[RealΠo,D = 1] = Pr[GF0,D
S0 = 1].

Next, we will present the description of the other hybrids.

Simulator S1

�e simulator S1 will provide internal copies of the random oracles,Hsk,HOneWay ,Hposition, and random permutation (P , P -1), and
ideal cipher (E , E -1), and internal copy of Πo =Πo.{oGen, oSign, oVerify }; the simulator S1 has the external oracle access to F1; the
simulator S1 will provide the following interfaces for the external di�erentiator D:
SHsk
1 (SK o):
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if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return sk;
if ∃(�, sk,pk,PK o) ∈ THsk

s.t. PK o = Πo.oGen(SK o)
then THsk

← THsk
∪ {(SK o, sk,pk,PK o)},

return sk;
sk←Hsk(SK o), PK o ← Πo.oGen(SK o);
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

1 (sk i,0), pk i,1 = SHOneWay

1 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay

1 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ←HOneWay(ŝk); THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition

1 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP1 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return PK o;
PK o ← P(pk), THsk

← THsk
∪ {(�, �,pk,PK o)},

return PK o.

SP -1
1 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return pk;
pk← P -1(PK o); THsk

← THsk
∪ {(�, �,pk,PK o)};

return pk.

SE1 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;

36



if ∃(SK o 6= SK ′o) s.t.
(

(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi ,

//check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo ← E(PK o,Mo, sk1,b1 , . . . , skn,bn , pad);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

Case 2: Vo ← Πo.oSign(ŜK o,Mo);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
1 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0,
then (ŝk1,b1 , . . . , ŝkn,bn , p̂ad)← E -1(PK o,Mo,Vo),
TE ← TE ∪ {(Vo,PK o||Mo, ŝk1,b1 , . . . , ŝkn,bn , p̂ad)},
return (ŝk1,b1 , . . . , ŝkn,bn , p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

,
then (ŝk1,b1 , . . . , ŝkn,bn , p̂ad)← E -1(PK o,Mo,Vo),
TE ← TE ∪ {(Vo,PK o||Mo, ŝk1,b1 , . . . , ŝkn,bn , p̂ad)},
return (ŝk1,b1 , . . . , ŝkn,bn , p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then (ŝk1,b1 , . . . , ŝkn,bn , p̂ad)← E -1(PK o,Mo,Vo),
TE ← TE ∪ {(Vo,PK o||Mo, ŝk1,b1 , . . . , ŝkn,bn , p̂ad)},
return (ŝk1,b1 , . . . , ŝkn,bn , p̂ad).

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0;
TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad , b̂1 · · · , b̂n)};
return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).

Comparing toS0, the simulatorS1 keeps several tables and has additional oracles (Πo.oGen,Πo.oSign,Πo.oVerify).
When S1 responds to a query, it �rst checks the tables, if the proper response is recorded in one of the tables, then
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S1 responds to the query using the table, else S1 responds to the query by calling oracles. In the following, we prove
that, for any query, the response of S0 and S1 is identical with high probability, which straightforwardly refers to
that ∣∣Pr[GF0,D

S0 = 1]− Pr[GF1,D
S1 = 1]

∣∣ ≤ negl(λ).

In Game 0, SHsk
0 (SK o) = Hsk(SK o), and in Game 1, S1 responds to this query either using its table THsk

or calling
Hsk(·). It’s trivial that SHsk

0 (SK o) = SHsk
1 (SK o) if S1 responds to the query by calling Hsk(SK o), and next we

analyze the case where S1 responds to query by using table THsk
. Note that in Game 1, none of the sub-simulator

will insert tuple with form of (�, sk,pk,PK o) into THsk
, and only SHsk

1 might insert tuple (SK o, sk,pk,PK o)
into THsk

. Moreover, the tuple inserted by SHsk
1 is consistent with the responses of oracles. More concretely, if

(SK o, sk,pk,PK o) is inserted, then it’s apparent that

sk = Hsk(SK o),pk = HOneWay(sk),PK o = P(pk).

�us, we have that SHsk
0 (SK o) = SHsk

1 (SK o). Applying the same analysis, we can straightforwardly argue that
SHOneWay

0 (ŝk) = SHOneWay

1 (ŝk),SHposition

0 (PK o,Mo) = SHposition

1 (PK o,Mo),SP0 (pk) = SP1 (pk), andSP -1

0 (PK o) =

SP -1

1 (PK o). Next, we prove that this equivalence also holds in E and E -1. In Game 0, we have that

SE0 (PK o||Mo, sk1,b1 , . . . , skn,bn , pad) = E(PK o||Mo, sk1,b1 || · · · ||skn,bn ||pad),

and in Game 1, S1 responds to this query in the following cases: 1) using its table TE ; 2) using its table TE -1 ; 3) calling
E(·, ·); 4) returning Πo.oSign(ŜK o,Mo). Trivial to note that, the tuples recorded in tables are consistent with the ora-
cles, and thus it su�ces to analyze the last case. By de�nition, we have that SE1 (PK o||Mo, sk1,b1 , . . . , skn,bn , pad) =

Πo.oSign(ŜK o,Mo) if and only if the following conditions hold:

1. pad = 0 · · · 0;

2. there is a tuple (ŜK o, ŝk, p̂k,PK o) ∈ THsk
;

3. there is a tuple (PK o,Mo, b̂1, . . . , b̂n) ∈ THposition
;

4. sk i,bi = ŝk i,̂bi for i ∈ [1, n].

Trivial to note that, if those four conditions hold, then we have that

Πo.oSign(ŜK o,Mo) = E(PK o||Mo, ŝk1,̂b1
|| · · · ||ŝkn,̂bn ||0 · · · 0)

= E(PK o||Mo, sk1,b1 || · · · ||skn,bn ||pad).

�us we have that

SE0 (PK o||Mo, sk1,b1 , . . . , skn,bn , pad) = SE1 (PK o||Mo, sk1,b1 , . . . , skn,bn , pad).

And for E -1, we have that, in Game 0, SE -1

0 (PK o||Mo,Vo) = E -1(PK o||Mo,Vo). While, in Game 1, S1 responds
to this query in the following cases: 1) using its table TE ; using its table TE -1 ; 3) calling E -1(·, ·); 4) returning
(ŝk1,̂b1

, . . . , ŝkn,̂bn , 0 · · · 0). Trivial to note that SE -1

0 (PK o||Mo,Vo) = SE -1

1 (PK o||Mo,Vo) if S1 responds to the
query within the �rst three cases, and for the last one, we have thatSE -1

1 (PK o||Mo,Vo) = (ŝk1,̂b1
, . . . , ŝkn,̂bn , 0 · · · 0)

if and only if the following conditions hold:

1. Πo.oVerify(PK o||Mo,Vo) = 1;

2. there exist no (SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

;

3. there is a tuple (SK o, sk,pk,PK o) ∈ THsk
;

4. there is a tuple (PK o,Mo, b̂1, . . . , b̂n) ∈ THposition
;
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5. ŝk i,̂bi = sk i,̂bi for i ∈ [1, n].

Note that if Vo = Πo.oSign(SK o,Mo), then it’s straightforward that SE -1

1 (PK o||Mo,Vo) = E -1(PK o||Mo,Vo).
And thus the only bad event is: D outputs Vo 6= oSign(SK o,Mo) such that Πo.oVerify(PK o||Mo,Vo) = 1, and
we then prove that this bad event would never occur except for negligible probability.

With loss of generality, we assume that the adversary makes q1 queries via the honest interfaces and q2 queries
via the adversarial interfaces, where q1 + q2 ≤ q. Note that, Vo /∈ TE ∪ TE -1 , thus, we know that Vo never appears
in the queries via the adversarial interfaces. �erefore, Vo either is randomly guessed or appears in the queries via
the honest interfaces. For the former case, trivial to note that the probability that Πo.oVerify(PK o||Mo,Vo) = 1

is bounded by 1
2nλ

. For the la�er case, we assume that Vo = oSign(ŜK o,Mo). If Πo.oGen(ŜK o) 6= PK o, then the
probability that Πo.oVerify(PK o||Mo,Vo) = 1 is bounded by 1

2nλ
. If Πo.oGen(ŜK o) = PK o, then the probability

that Πo.oVerify(PK o||Mo,Vo) = 1 is bounded by the event that outputs SK o 6= SK ′o such that Πo.oGen(SK o) =

Πo.oGen(SK ′o), which is q21
22nλ . Combine together, we have that:

∣∣Pr[GF0,D
S0 = 1]− Pr[GF1,D

S1 = 1]
∣∣ ≤ 2q

2nλ
+

2q3

22nλ
.

Next, we give the description of S2.

Simulator S2

�e simulator S2 will provide internal copies of the random oracles,Hsk,HOneWay ,Hposition, and random permutation (P , P -1), and
ideal cipher E , and internal copy of Πo =Πo.{oGen, oSign, oVerify }; the simulator S2 has the external oracle access toF2; the simulator
S2 will provide the following interfaces for the external di�erentiator D:

SHsk
2 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return sk;
if ∃(�, sk,pk,PK o) ∈ THsk

s.t. PK o = Πo.oGen(SK o)
then THsk

← THsk
∪ {(SK o, sk,pk,PK o)},

return sk;
sk←Hsk(SK o),PK o ← Πo.oGen(SK o);
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

2 (sk i,0), pk i,1 = SHOneWay

2 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay

2 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ←HOneWay(ŝk); THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition

2 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.
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SP2 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return PK o;
PK o ← P(pk), THsk

← THsk
∪ {(�, �,pk,PK o)},

return PK o.

SP -1
2 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return pk;
pk← P -1(PK o); THsk

← THsk
∪ {(�, �,pk,PK o)};

return pk.

SE2 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi ,

//check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo ← E(PK o,Mo, sk1,b1 , . . . , skn,bn , pad);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

Case 2: Vo ← Πo.oSign(ŜK o,Mo);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
2 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE , then return (sk1,b1 , . . . , skn,bn , pad).
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 , then return (sk1,b1 , . . . , skn,bn , pad).
if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S2 responds with random strings

then p̂ad � {0, 1}t ;

for i ∈ [1, n]
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ŝk i � {0, 1}2λ;

TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S2 responds with random strings

then p̂ad � {0, 1}t ;

for i ∈ [1, n]

ŝk i � {0, 1}2λ;

TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then (ŝk1,b1 , . . . , ŝkn,bn , p̂ad)← E -1(PK o,Mo,Vo),
TE ← TE ∪ {(Vo,PK o||Mo, ŝk1,b1 , . . . , ŝkn,bn , p̂ad)},
return (ŝk1,b1 , . . . , ŝkn,bn , p̂ad).

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0;
TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad , b̂1 · · · , b̂n)};
return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).

Next, we give the description of S3.

Simulator S3

�e simulator S3 will provide internal copies of the random oracles, Hsk, HOneWay , Hposition, and random permutation P , and ideal
cipher E , and internal copy of Πo =Πo.{oGen, oSign, oVerify }; the simulator S3 has the external oracle access to F3; the simulator S3
will provide the following interfaces for the external di�erentiator D:

SHsk
3 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return sk;
if ∃(�, sk,pk,PK o) ∈ THsk

s.t. PK o = Πo.oGen(SK o)
then THsk

← THsk
∪ {(SK o, sk,pk,PK o)},

return sk;
sk←Hsk(SK o), PK o ← Πo.oGen(SK o),
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

3 (sk i,0), pk i,1 = SHOneWay

3 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay

3 (ŝk):
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if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ←HOneWay(ŝk); THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition

3 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP3 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return PK o;
PK o ← P(pk), THsk

← THsk
∪ {(�, �,pk,PK o)},

return PK o.

SP -1
3 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return pk;
sk � {0, 1}4nλ;

parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

3 (sk i,0), pk i,1 ← S
HOneWay

3 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE3 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;
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parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi , //check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo ← E(PK o,Mo, sk1,b1 , . . . , skn,bn , pad);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

Case 2: Vo ← Πo.oSign(ŜK o,Mo);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
3 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S3 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S3 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

3 (ŝk i,0), p̂k i,1 ← S
HOneWay

3 (ŝk i,1),
THOneWay

← THOneWay
∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0; TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad , b̂1 · · · , b̂n)};

return (ŝk
1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad).

Next, we give the description of S4.
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Simulator S4

�e simulator S4 will provide internal copies of the random oracles, Hsk, HOneWay , Hposition, and ideal cipher E , and internal copy
of Πo =Πo.{oGen, oSign, oVerify }; the simulator S4 has the external oracle access to F4; the simulator S4 will provide the following
interfaces for the external di�erentiator D:
SHsk
4 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return sk;
if ∃(�, sk,pk,PK o) ∈ THsk

s.t. PK o = Πo.oGen(SK o)
then THsk

← THsk
∪ {(SK o, sk,pk,PK o)},

return sk;
sk←Hsk(SK o), PK o ← Πo.oGen(SK o),
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

4 (sk i,0), pk i,1 = SHOneWay

4 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay

4 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ←HOneWay(ŝk); THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .
SHposition

4 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP4 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

for i ∈ [1, n] ,

if ∃(sk i,0, pk i,0) 6= (sk ′i,0, pk i,0) ∈ THOneWay
, //collision on pki,0

then return ⊥;

if ∃(sk i,0, pk i,0) ∈ THOneWay
,

then ŝk i,0 ← sk i,0,

else ŝk i,0 � {0, 1}2λ,THOneWay
← THOneWay

∪ {(ŝk i,0, pk i,0)}

if ∃(sk i,1, pk i,1) 6= (sk ′i,1, pk i,1) ∈ THOneWay
, //collision on pki,1

then return ⊥;
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if ∃(sk i,1, pk i,1) ∈ THOneWay
,

then ŝk i,1 ← sk i,1,

else ŝk i,1 � {0, 1}2λ,THOneWay
← THOneWay

∪ {(ŝk i,1, pk i,1)},

ŝk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
, SK o � {0, 1}8nλ,PK o ← Πo.oGen(SK o),

THsk
← THsk

∪ {(SK o, ŝk,pk,PK o)},
return PK o.

SP -1
4 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

if ∃(�, �,pk,PK o) ∈ THsk
,

then return pk;
sk � {0, 1}4nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

4 (sk i,0), pk i,1 ← S
HOneWay

4 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE4 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi ,

//check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo ← E(PK o,Mo, sk1,b1 , . . . , skn,bn , pad);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

Case 2: Vo ← Πo.oSign(ŜK o,Mo);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.
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SE-1
4 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S4 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S4 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �;
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ;
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

4 (ŝk i,0), p̂k i,1 ← S
HOneWay

4 (ŝk i,1); THOneWay
← THOneWay

∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
; parse p̂k into

(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0; TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad , b̂1 · · · , b̂n)}; return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).

Next we give the description of S5.

Simulator S5

�e simulator S5 will provide internal copies of the random oracles, Hsk, HOneWay , Hposition, and internal copy of Πo =Πo.{oGen,
oSign, oVerify }; the simulator S5 has the external oracle access to F5; the simulator S5 will provide the following interfaces for the
external di�erentiator D:
SHsk
5 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
, then return sk;

if ∃(�, sk,pk,PK o) ∈ THsk
s.t. PK o = Πo.oGen(SK o) then THsk

← THsk
∪ {(SK o, sk,pk,PK o)}; return sk;

sk←Hsk(SK o), PK o ← Πo.oGen(SK o); parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 = SHOneWay

5 (sk i,0), pk i,1 = SHOneWay

5 (sk i,1); THOneWay
← THOneWay

∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.
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SHOneWay

5 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ←HOneWay(ŝk); THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition

5 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP5 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

for i ∈ [1, n],
if ∃(sk i,0, pk i,0) 6= (sk ′i,0, pk i,0) ∈ THOneWay

, //collision on pki,0

then return ⊥;
if ∃(sk i,0, pk i,0) ∈ THOneWay

,
then ŝk i,0 ← sk i,0,
else ŝk i,0 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,0, pk i,0)}

if ∃(sk i,1, pk i,1) 6= (sk ′i,1, pk i,1) ∈ THOneWay
, //collision on pki,1

then return ⊥;
if ∃(sk i,1, pk i,1) ∈ THOneWay

,
then ŝk i,1 ← sk i,1,
else ŝk i,1 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,1, pk i,1)},

ŝk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
, SK o � {0, 1}8nλ,PK o ← Πo.oGen(SK o),

THsk
← THsk

∪ {(SK o, ŝk,pk,PK o)},
return PK o.

SP -1
5 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

sk � {0, 1}4nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

5 (sk i,0), pk i,1 ← S
HOneWay

5 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE5 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
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if pad 6= 0 · · · 0,
then goto Case 1;

if ∃(SK o 6= SK ′o) s.t.
(

(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi , //check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo � Σo; TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

Case 2: Vo ← Πo.oSign(ŜK o,Mo);
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
5 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �;
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ; parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

5 (ŝk i,0), p̂k i,1 ← S
HOneWay

5 (ŝk i,1); THOneWay
← THOneWay

∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
; parse p̂k into

(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0; TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad , b̂1 · · · , b̂n)}; return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).
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Next, we give the description of S6.

Simulator S6

�e simulator S6 will provide internal copies of the random oracles,HOneWay ,Hposition, and internal copy of Πo =Πo.{oGen, oSign,
oVerify }; the simulator S6 has the external oracle access to F6; the simulator S6 will provide the following interfaces for the external
di�erentiator D:
SHsk
6 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return sk;
if ∃(�, sk,pk,PK o) ∈ THsk

s.t. PK o = Πo.oGen(SK o)
then THsk

← THsk
∪ {(SK o, sk,pk,PK o)},

return sk;
sk � {0, 1}4nλ, PK o ← Πo.oGen(SK o),

parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

6 (sk i,0), pk i,1 = SHOneWay

6 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay

6 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ←HOneWay(ŝk); THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition

6 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP6 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

for i ∈ [1, n],
if ∃(sk i,0, pk i,0) 6= (sk ′i,0, pk i,0) ∈ THOneWay

, //collision on pki,0

then return ⊥;
if ∃(sk i,0, pk i,0) ∈ THOneWay

,
then ŝk i,0 ← sk i,0,
else ŝk i,0 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,0, pk i,0)}

if ∃(sk i,1, pk i,1) 6= (sk ′i,1, pk i,1) ∈ THOneWay
, //collision on pki,1

then return ⊥;
if ∃(sk i,1, pk i,1) ∈ THOneWay

,
then ŝk i,1 ← sk i,1,
else ŝk i,1 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,1, pk i,1)},
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ŝk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
, SK o � {0, 1}8nλ,PK o ← Πo.oGen(SK o),

THsk
← THsk

∪ {(SK o, ŝk,pk,PK o)},
return PK o.

SP -1
6 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

sk � {0, 1}4nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

6 (sk i,0), pk i,1 ← S
HOneWay

6 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE6 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi ,

//check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo � Σo; TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.
Case 2: Vo ← Πo.oSign(ŜK o,Mo);

TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
6 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]
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ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ;
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

6 (ŝk i,0), p̂k i,1 ← S
HOneWay

6 (ŝk i,1),
THOneWay

← THOneWay
∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0;
TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad , b̂1 · · · , b̂n)};
return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).

Next we give the description of S7.

Simulator S7

�e simulator S7 will provide internal copies of the random oracleHposition, and internal copy of Πo =Πo.{oGen, oSign, oVerify }; the
simulator S7 has the external oracle access to F7; the simulator S7 will provide the following interfaces for the external di�erentiatorD:
SHsk
7 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
, then return sk;

if ∃(�, sk,pk,PK o) ∈ THsk
s.t. PK o = Πo.oGen(SK o) then THsk

← THsk
∪ {(SK o, sk,pk,PK o)}; return sk;

sk � {0, 1}4nλ, PK o ← Πo.oGen(SK o); parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

7 (sk i,0), pk i,1 = SHOneWay

7 (sk i,1); THOneWay
← THOneWay

∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
; THsk

← THsk
∪ {(SK o, sk,pk,PK o)};

return sk.

SHOneWay

7 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;

p̂k ← {0, 1}λ; THOneWay
← THOneWay

∪ {(ŝk , p̂k)};
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return p̂k .

SHposition

7 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP7 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

for i ∈ [1, n],
if ∃(sk i,0, pk i,0) 6= (sk ′i,0, pk i,0) ∈ THOneWay

, //collision on pki,0

then return ⊥;
if ∃(sk i,0, pk i,0) ∈ THOneWay

,
then ŝk i,0 ← sk i,0,
else ŝk i,0 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,0, pk i,0)}

if ∃(sk i,1, pk i,1) 6= (sk ′i,1, pk i,1) ∈ THOneWay
, //collision on pki,1

then return ⊥;
if ∃(sk i,1, pk i,1) ∈ THOneWay

,
then ŝk i,1 ← sk i,1,
else ŝk i,1 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,1, pk i,1)},

ŝk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
, SK o � {0, 1}8nλ,PK o ← Πo.oGen(SK o),

THsk
← THsk

∪ {(SK o, ŝk,pk,PK o)},
return PK o.

SP -1
7 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

sk � {0, 1}4nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

7 (sk i,0), pk i,1 ← S
HOneWay

7 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE7 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
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then goto Case 1;
if @(SK o, sk,pk,PK o) ∈ THsk

,
then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi ,

//check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo � Σo; TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.
Case 2: Vo ← Πo.oSign(ŜK o,Mo);

TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
7 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n ←Hposition(PK o,Mo); THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
, then ŝk← sk; p̂k← pk;

if ∃(�, sk,pk,PK o) ∈ THsk
, then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ; parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

7 (ŝk i,0), p̂k i,1 ← S
HOneWay

7 (ŝk i,1); THOneWay
← THOneWay

∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0;
TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad , b̂1 · · · , b̂n)};
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return (ŝk
1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad).

Next, we give the description of S8.

Simulator S8

�e simulator S8 will provide internal copies of the internal copy of Πo =Πo.{oGen, oSign, oVerify }; the simulator S8 has the external
oracle access to F8; the simulator S8 will provide the following interfaces for the external di�erentiator D:
SHsk
8 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
, then return sk;

if ∃(�, sk,pk,PK o) ∈ THsk
s.t. PK o = Πo.oGen(SK o), then THsk

← THsk
∪ {(SK o, sk,pk,PK o)}; return sk;

sk � {0, 1}4nλ, PK o ← Πo.oGen(SK o); parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

8 (sk i,0), pk i,1 = SHOneWay

8 (sk i,1); THOneWay
← THOneWay

∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
; THsk

← THsk
∪ {(SK o, sk,pk,PK o)}; return sk.

SHOneWay

8 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
, then return p̂k ;

p̂k ← {0, 1}λ; THOneWay
← THOneWay

∪ {(ŝk , p̂k)};
return p̂k .

SHposition

8 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn � {0, 1}n; THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP8 (pk):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

for i ∈ [1, n],
if ∃(sk i,0, pk i,0) 6= (sk ′i,0, pk i,0) ∈ THOneWay

, //collision on pki,0

then return ⊥;
if ∃(sk i,0, pk i,0) ∈ THOneWay

,
then ŝk i,0 ← sk i,0,
else ŝk i,0 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,0, pk i,0)}

if ∃(sk i,1, pk i,1) 6= (sk ′i,1, pk i,1) ∈ THOneWay
, //collision on pki,1

then return ⊥;
if ∃(sk i,1, pk i,1) ∈ THOneWay

,
then ŝk i,1 ← sk i,1,
else ŝk i,1 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,1, pk i,1)},

ŝk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
, SK o � {0, 1}8nλ,PK o ← Πo.oGen(SK o),

THsk
← THsk

∪ {(SK o, ŝk,pk,PK o)},
return PK o.

SP -1
8 (PK o):
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if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

sk � {0, 1}4nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

8 (sk i,0), pk i,1 ← S
HOneWay

8 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE8 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi , //check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo � Σo; TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.
Case 2: Vo ← Πo.oSign(ŜK o,Mo);

TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
8 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if Πo.oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
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TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n � {0, 1}n; THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ;
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

8 (ŝk i,0), p̂k i,1 ← S
HOneWay

8 (ŝk i,1); THOneWay
← THOneWay

∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
; parse p̂k into

(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0; TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad , b̂1 · · · , b̂n)}; return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).

Next, we give the description of S9.

S9 with oracle access to (oGen, oSign, oVerify)

�e simulator S8 has the oracle access to (oGen, oSign, oVerify); S8 will provide the following adversarial interfaces to the di�eren-
tiator:
SHsk
9 (SK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
, then return sk;

if ∃(�, sk,pk,PK o) ∈ THsk
s.t. PK o = oGen(SK o), then THsk

← THsk
∪ {(SK o, sk,pk,PK o)}; return sk;

sk � {0, 1}4nλ, PK o ← oGen(SK o); parse sk into
(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
,

for i ∈ [1, n]

pk i,0 = SHOneWay

9 (sk i,0); pk i,1 = SHOneWay

9 (sk i,1); THOneWay
← THOneWay

∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

THsk
← THsk

∪ {(SK o, sk,pk,PK o)};
return sk.

SHOneWay

9 (ŝk):

if ∃(ŝk , p̂k) ∈ THOneWay
,

then return p̂k ;
p̂k ← {0, 1}λ; THOneWay

← THOneWay
∪ {(ŝk , p̂k)};

return p̂k .

SHposition

9 (PK o,Mo):

if ∃(PK o,Mo, b1 · · · bn) ∈ THposition
,

then return b1 · · · bn;
if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , b1 · · · bn) ∈ TE-1 ,

then return b1 · · · bn;
b1 · · · bn � {0, 1}n; THposition

← THposition
∪ {(PK o,Mo, b1 · · · bn)};

return b1 · · · bn.

SP9 (pk):
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if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return PK o;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return PK o;

parse pk into
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
,

for i ∈ [1, n],
if ∃(sk i,0, pk i,0) 6= (sk ′i,0, pk i,0) ∈ THOneWay

, //collision on pki,0

then return ⊥;
if ∃(sk i,0, pk i,0) ∈ THOneWay

,
then ŝk i,0 ← sk i,0,
else ŝk i,0 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,0, pk i,0)}

if ∃(sk i,1, pk i,1) 6= (sk ′i,1, pk i,1) ∈ THOneWay
, //collision on pki,1

then return ⊥;
if ∃(sk i,1, pk i,1) ∈ THOneWay

,
then ŝk i,1 ← sk i,1,
else ŝk i,1 � {0, 1}2λ,THOneWay

← THOneWay
∪ {(ŝk i,1, pk i,1)},

ŝk←
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
, SK o � {0, 1}8nλ, PK o ← oGen(SK o),

THsk
← THsk

∪ {(SK o, ŝk,pk,PK o)},
return PK o.

SP -1
9 (PK o):

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then return pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then return pk;

sk � {0, 1}4nλ;
parse sk into

(
〈sk1,0, sk1,1〉, . . . , 〈skn,0, skn,1〉

)
;

for i ∈ [1, n]

pk i,0 ← S
HOneWay

9 (sk i,0), pk i,1 ← S
HOneWay

9 (sk i,1),
THOneWay

← THOneWay
∪ {(sk i,0, pk i,0)} ∪ {(sk i,1, pk i,1)};

pk←
(
〈pk1,0, pk1,1〉, . . . , 〈pkn,0, pkn,1〉

)
;

THsk
← THsk

∪ {(�, sk,pk,PK o)};
return pk.

SE9 (PK o||Mo, sk1,b1 , . . . , sk1,bn , pad):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad) ∈ TE ,
then return Vo;

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , sk1,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return Vo;

ctr ← 0;
if pad 6= 0 · · · 0,

then goto Case 1;
if ∃(SK o 6= SK ′o) s.t.

(
(SK o, sk,pk,PK o) ∈ THskRoot

)
∧
(

(SK ′o, sk
′,pk′,PK o) ∈ THskRoot

)
then goto Case 1;

if @(SK o, sk,pk,PK o) ∈ THsk
,

then goto Case 1;
else ŜK o ← SK o; ŝk← sk;

if @(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

then goto Case 1;
else b̂1 · · · b̂n ← b∗1 · · · b∗n;

parse ŝk into
(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

if ŝk
i,b̂i

= sk i,bi ,
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//check the validity of each ski,bi

then ctr ← ctr + 1;
if ctr < n

then goto Case 1;
else goto Case 2;

Case 1: Vo � Σo; TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

Case 2: Vo ← oSign(ŜK o,Mo) ;
TE ← TE ∪ {(Vo,PK o,Mo, sk1,b1 , . . . , skn,bn , pad)}; return Vo.

SE-1
9 (PK o||Mo,Vo):

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad) ∈ TE ,
then return (sk1,b1 , . . . , skn,bn , pad).

if ∃(Vo,PK o||Mo, sk1,b1 , . . . , skn,bn , pad , b1 · · · bn) ∈ TE-1 ,
then return (sk1,b1 , . . . , skn,bn , pad).

if oVerify(PK o||Mo,Vo) = 0, //for invalid signatures, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

if ∃(SK o, sk,pk,PK o) 6= (SK ′o, sk
′,pk′,PK o) ∈ THsk

, //for this bad event, S5 responds with random strings

then p̂ad � {0, 1}t ;
for i ∈ [1, n]

ŝk i � {0, 1}2λ;
TE ← TE ∪ {Vo,PK o||Mo, ŝk1, . . . , ŝkn, p̂ad};
return (ŝk1, . . . , ŝkn, p̂ad).

ŝk← �
if ∃(PK o,Mo, b∗1 · · · b∗n) ∈ THposition

,
then b̂1, · · · b̂n ← b∗1 · · · b∗n;
else b̂1, · · · b̂n � {0, 1}n; THposition

← THposition
∪ {(PK o,Mo, b̂1, · · · b̂n)};

if ∃(SK o, sk,pk,PK o) ∈ THsk
,

then ŝk← sk; p̂k← pk;
if ∃(�, sk,pk,PK o) ∈ THsk

,
then ŝk← sk; p̂k← pk;

if ŝk = �,
then ŝk � {0, 1}4nλ;
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

for i ∈ [1, n]

p̂k i,0 ← S
HOneWay

9 (ŝk i,0), p̂k i,1 ← S
HOneWay

9 (ŝk i,1),
THOneWay

← THOneWay
∪ {(ŝk i,0, p̂k i,0)} ∪ {(ŝk i,1, p̂k i,1)};

p̂k←
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

THsk
← THsk

∪ {(�, ŝk, p̂k,PK o)};
parse ŝk into

(
〈ŝk1,0, ŝk1,1〉, . . . , 〈ŝkn,0, ŝkn,1〉

)
;

parse p̂k into
(
〈p̂k1,0, p̂k1,1〉, . . . , 〈p̂kn,0, p̂kn,1〉

)
;

p̂ad ← 0 · · · 0;
TE-1 ← TE-1 ∪ {(Vo,PK o||Mo, ŝk1,b̂1

, . . . , ŝk
n,b̂n

, p̂ad , b̂1 · · · , b̂n)};
return (ŝk

1,b̂1
, . . . , ŝk

n,b̂n
, p̂ad).

It’s trivial that Pr[GF9,D
S9 = 1] = Pr[IdealOSIG,D

S ], and thus we complete the entire proof.
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B Ideal Objects

RandomOracleModel (ROM). Random oracle model is an idealized model proposed by Bellare and Rogaway [BR93].
ROM formalizes a model (a theoretical black box) which responds to any unique query with a truly random string,
and if the query is repeated, the response would be consistent. More concretely, a random oracle model has a publicly
accessible hash function H : {0, 1}∗ → {0, 1}n such that:

1. for any x, every bit of H(x) is truly random;

2. for any x 6= y, H(x) and H(y) are independent.

Ideal Cipher Model (ICM). �e ideal cipher model is another idealized model which is �rstly proposed by Shan-
non [Sha49] and then formalized by Black [Bla06]. �is model also responds to any unique query with a truly random
string. While, instead of having a publicly accessible random function, ideal cipher model has a publicly accessible
ideal cipher E : {0, 1}k × {0, 1}n → {0, 1}n. Speci�cally, E is an ideal cipher along with a k-bit key and n-bit
input/output such that:

1. for any pair (k, x), every bit of E(k, x) is truly random;

2. for any �x key k, E(k, ∗) is a random permutation;

3. for any k1 6= k2 and (x, y), E(k1, x) and E(k2, y) are independent.

Moreover, any adversary interacting with an ideal cipher model would be given access to both the cipher and its
inverse.
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