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Digital signature schemes play a crucial role in modern cryptographic protocols for verifying the authen-
ticity of any message, such as official documents, financial transactions, e-mails, etc. In particular, the
increasing popularity of cryptocurrencies [8, 20} 21] in the last decade made the digital signature schemes

more significant than before. The structures of signature schemes differ according to the use area, system
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Abstract

An accountable subgroup multi-signature is a kind of multi-signature scheme in which any sub-
group S of a group G of potential signers jointly sign a message m, ensuring that each member of
S is accountable for the resulting signature. In this paper, we propose three novel pairing-based
accountable subgroup multi-signature (ASM) schemes. In the first one, we use Feldman’s verifiable
secret sharing scheme as an implicit authentication and proof-of-possession for setting up group G.
In the second one, the members participating in authentication are decided by the subgroup. In
the third one, we consider a designated combiner managing the authentication process. All schemes
we propose here require fewer computations in the signature generation, signature aggregation, and
verification phases than the pairing-based ASM scheme proposed by Boneh, Drijvers and Neven.
Moreover, our first and third ones solve the open problem of constructing an ASM scheme in which
the subgroup S of signers is unknown before the signature generation. Besides, we give a method
of eliminating the combiner in case of knowing the subgroup of signers S in advance. Further, we
extend our proposed schemes to aggregated versions. For N accountable subgroup multi-signatures,
aggregated versions of our proposed schemes output an aggregated signature with the size of a single
group (G1) element and require N + 1 pairings in aggregated signature verification. In contrast, the
partially aggregated ASM scheme of Boneh, Drijvers and Neven gives an aggregated signature with

the size of N + 1 group elements and requires 2N + 1 pairings in aggregated signature verification.

Introduction

requirements, and users’ needs.



A multi-signature [3] 16, 23], 22] 24] 27] is a kind of digital signature in which a group of signers signs
the same message jointly. In literature, there are some notions related to multi-signatures for different
scenarios, such as group signatures [9, [10], threshold signatures [3, [IT], 14 [I5], aggregate signatures [5],
ring signatures (also threshold, linkable and traceable variants) [26] [7, [I7], [13], accountable subgroup
multi-signatures [19] [4], etc. None of them provide sufficient flexibility regarding the number of signers,
and accountability of the signers at the same time, except accountable subgroup multi-signatures. An
accountable subgroup multi-signature (ASM) [4, [19] is a multi-signature scheme in which any subgroup
S C G jointly sign a message m, ensuring that each member of S is accountable for the resulting
signature. This notion was firstly defined by Micali et al. in [19] by proposing the first ASM scheme. In
a more recent paper [4], Boneh, Drijvers and Neven proposed another ASM scheme which is based on
BLS signature [6], and solves the open problem in [I9], i.e. constructing an ASM scheme in which the
subgroup of signers S C G is not determined before the signature generation.

In this paper, we focus on accountable subgroup multi-signatures (ASM). We propose three novel
accountable subgroup multi-signature schemes. The first one is the vASM (verifiable ASM) scheme
which is a modified BLS signature. We give a method of generating a membership key via VSS protocol
[12], which transforms the BLS signature scheme into an ASM scheme. The proposed vASM scheme,
which also solves the open problem in [19], requires fewer multiplications and bilinear pairings than the
ASM schemes proposed in [4]. The second one is ASMwSA (ASM with Subgroup Authentication), in
which the subgroup of the signers is known before the protocol starts. So the members participating
in authentication are decided by the subgroup itself. The third one is ASMwCA (ASM with Combiner
Authentication) which also provides a solution to the open problem in [19], in which we construct a
scheme such that the subgroup of signers S is not predetermined. The ASMwSA and ASMwCA schemes
also require fewer multiplications and bilinear pairings than the ASM scheme in [4]. Moreover, we give
a method of consecutive and cumulative signing that eliminates the designated combiner in case the
subgroup of signers S is known before the signature generation. Further, we discuss the aggregated ver-
sions of vASM, ASMwSA and ASMwCA schemes for N distinct accountable subgroup multi-signatures.
The aggregated versions of our schemes, i.e. AvASM, AASMwSA and AASMwCA, output aggregated
signatures with the size of a single group element and require N 4 1 pairings for aggregated signature
verification, in comparison with the partial aggregated AASM scheme proposed in [4] with the signature
size of N + 1 group elements and verification with 2/N + 1 pairings.

The outline of the paper is as follows. In Section 2| we give a brief background information, including
definitions of bilinear pairings, co-CDH /¢-co-CDH problems, Feldman’s Verifiable Secret Sharing (VSS)
protocol, multi-signatures and accountable subgroup multi-signatures, generalized forking lemma, and
BLS signature scheme. In Section [3| we summarize the ASM scheme given in [4]. Then we give our
vASM scheme, which is, in fact a modified BLS signature in Section Moreover, in Section [5| we
propose ASMwSA and ASMwCA schemes which are based on subgroup authentication instead of global
authentication. In Section |§|, we summarize the partial aggregated ASM (AASM) scheme given in [4],
and discuss the aggregated versions of our proposed schemes. Finally, in Section [7], we compare our new
schemes with ASM and AASM schemes in terms of the number of operations required in the phases of

the schemes and costs of transmission, broadcasting and storage.

2 Background

In order to provide sufficient background information for readers, we give the definitions of notions that we

mainly use throughout this paper. Namely, we give the definitions of bilinear pairings, computationally



hard problems, Feldman’s VSS protocol, multi-signatures and accountable subgroup multi-signatures,

generalized forking lemma, and BLS signature scheme.

2.1 Bilinear pairings and computational hard problems

Let G, G2 be two cyclic additive groups of prime order ¢ and Gt be cyclic multiplicative group with

the same order.

Definition 2.1. A pairing is a map e : G; X Gy = G which satisfies the bilinearity and non-degeneracy

properties:
e Bilinearity: e(A%, B?) = e(A, B)* for all o, 3 € Z,, A € G; and B € Go.
e Non-degeneracy: e(A, B) # 1 for all A € G; and B € Gs.

The definitions of underlying hard problems of the schemes in this paper, i.e. computational co-Diffie-

Hellman and computational ¥-co-Diffie-Hellman problems, are given below.

Definition 2.2 (Computational co-Diffie-Hellman Problem [5]). For groups G; = (g1) and Gy = (go) of

prime order ¢, define Advé‘i‘%?H of an adversary A as

$
Priy=gt":(a,B) < 22,y + Agf. 97, 95) ]

where the probability is taken over the random choices of A and the random selection of («, 8). A (7, ¢€)-
breaks the co-CDH problem if it runs in time at most 7 and has Adv&"%?H > €. co-CDH is (7, €)-hard
if no such adversary exists.

Definition 2.3 (Computational ¢-co-Diffie-Hellman Problem [4]). For groups G; = (¢91) and G2 = (g2)
of prime order g, let O¥(.) be an oracle that returns g¥ € G; on input g5 € Gy. Define Advéfé’fDH of
an adversary A as

a $ P o
Priy =g’ (o, B) < 22,y + A" O (gf, g7 . g5)]

where the probability is taken over the random choices of A and the random selection of («,3). A
(7, €)-breaks the ¢-co-CDH problem if it runs in time at most 7 and has Advéfé’fDH > €. ¥-co-CDH is

(7, €)-hard if no such adversary exists.

2.2 Feldman’s VSS Protocol

Feldman’s verifiable secret sharing (VSS) scheme [12] is a protocol that is used for sharing a secret
among some predetermined players in a verifiable fashion, in which Shamir’s secret sharing scheme [28§]
was directly used to share and reconstruct the secret. In addition to Shamir’s scheme, the shares can be
checked for consistency in Feldman’s scheme. To this end, the dealer computes commitments with the
coeflicients of the secret polynomial. By this way, users can verify that they receive consistent shares
from the dealer.

Assume that we have n players. Let F; be a finite field with prime order ¢ and g be a primitive

element in F,. The dealer shares a secret as follows:
e Chooses a polynomial of degree t — 1 (< q),
flx)=a; 2™+ .+ air + ag

with distinct and nonzero oy, € Fy for £ =0,...,¢ — 1, where ag is the secret to be shared.



e Computes a set of commitments COM = {Cy, : C, = g**,k =0,1,...,t — 1}.
e Sends f(i) and COM to the i-th player for i = 1,2,...,n.

After receiving a share and the set of commitments, the i-th player checks

t—1
AL | ke (2.1)
k=0
The received share is consistent with the shared secret only if is satisfied. If at least any t or
more players perform Lagrange interpolation with their shares, they can uniquely determine the secret
polynomial, and f(0) will yield the secret.

The commitment set contains Cy = ¢g°, where g is the generator for the cyclic group, and s is the
secret to be shared. This commitment may leak information about the secret s. The security of the
commitments depends on the Discrete Logarithm Problem (DLP), which is defined over cyclic groups. In
some cyclic groups, even with a large order, DLP may not be as hard as it is supposed to be. Therefore
the space that we are working in should be chosen carefully.

In Section we use this protocol as an implicit authentication and the proof of possession method.

We use only the sharing, committing and verifying phases of this protocol.

2.3 Multi-signatures and Accountable Subgroup Multi-signatures

Definition 2.4. A multi-signature scheme consists of four algorithms, i.e. ParGen, KeyGen, Sign, and
Verify. Let G = {Py,..., P,} be a set of n players.

e ParGen(1") takes the security parameter A as input, and outputs the public system parameters

par including security parameter, hash functions, cyclic groups, generators, etc.

o KeyGen(par) takes the system parameters par as input, and outputs secret and public key pair,

i.e. sk and pk.
e Sign(par, sk, m) is an interactive protocol which is run by G, in two steps, as follows:

— Individual signature generation takes the system parameters par, secret key sk; and

message m as inputs, and outputs the individual signature o;.

— Individual signature aggregation takes a set of individual signatures {o;};cg as inputs

and outputs the multi-signature o.

o Verify(par, {pk;},cg, 0, m) takes system parameter par, multi-signature o, message m, and public

keys of the players in G as inputs, and outputs 1 if it is valid or 0 otherwise.

For the definition of an accountable subgroup multi-signature scheme, we add an interactive group
setup algorithm GSetup, which is a one-time protocol run by all the players in the group G. Then we
modify the Sign and Verify algorithms as follows.

Definition 2.5. An accountable subgroup multi-signature scheme is a tuple of five algorithms, that is
ParGen, KeyGen, GSetup, Sign, and Verify. Let G = {P1,...,P,} be a set of n players, and PK =
{pk1,...,pk,} is the set of public keys of all the users in group G.

e ParGen(1") takes the security parameter \ as input, and outputs the public system parameters

par including security parameter, hash functions, cyclic groups, generators, etc.



e KeyGen(par) takes the system parameters par as input, and outputs secret and public key pair,

i.e. sk and pk.

e GSetup(par, sk;, PK) is an interactive protocol which is run by all the players in G. It takes
system parameters par, secret keys sk; and set of all public keys P, and outputs a membership

key mk; and a set of commitments COM.

e Sign(par, mk;,m) is an interactive protocol which is run by any subset S C G, in two steps, as

follows:

— Individual signature generation takes the system parameters par, membership key mk;

and message m as inputs, and outputs the individual signature o;.

— Individual signature aggregation takes a set of individual signatures {o;};cs as inputs

and outputs the accountable subgroup multi-signature o.

e Verify(par, COM, S,0,m) takes system parameter par, multi-signature o, message m, definition

of the subset § and the commitment set COM as inputs, and outputs 1 if it is valid or 0 otherwise.

Correctness and unforgeability are two properties that every accountable subgroup multi-signature
scheme should meet. Correctness means that for any subgroup of signers S C G and message m, if
the signers P; € S run the Sign(:) protocol with their membership keys mk;, and follow the protocol
honestly, then all of the signers in S outputs exactly the same valid accountable subgroup multi-signature
o, such that Verify(par, COM, S, 0, m) = 1. Unforgeability means that it is infeasible for an adversary to
forge a valid multi-signature where at least one honest user follows the protocol properly. Unforgeability
can be described by the following game.

Setup: The challenger randomly picks n values and computes verification keys and the commitment
set COM, with respect to the indices {1,...,n}. Finally it runs the adversary A(par, COM), where par
is the system parameters.

Signature queries: The adversary A makes any number of signature queries on any message m,
for any subset S C {1,...,n} of users, and challenger responds with valid signatures.

Output: The adversary A eventually outputs a subset of indices S, a message m, and an accountable
subgroup multi-signature o. The adversary A wins the game if Verify(par, COM,S, o, m) = 1, where

the message m has been never queried as part of a signing query before.

Definition 2.6. Let IT = { ParGen, KeyGen, GSetup, Sign, Verify} be an accountable subgroup multi-
signature scheme. We say that an adversary A is a (¢, qm, gg, €)-forger if it runs in time ¢, makes at most
qm random oracle queries and gg signing queries, and wins the above game with probability at least €. We
say that the accountable subgroup multi-signature scheme I is (¢, gu, s, €)-secure if no such adversary

exists.

2.4 Generalized forking lemma

In order to prove the security of Schnorr-based signature schemes, Pointcheval and Stern firstly defined
the forking lemma in [25]. Bellare and Neven generalized this lemma in [2]. In the security proofs
of schemes in [4], the authors use the lemma in [I], which is a generalization of the forking lemma by
Bagherzandi, Cheon, and Jarecki. We also use the latter generalized forking lemma in the security proofs
of our two constructions.

Let A be an algorithm that interacts with random-oracle and takes inp as input. Let f = (p, b1, ..., hqy)

be the randomness used in the process of A. Let p be A’s random tape, h; be the response to A’s i-th



hash query, gy be the maximal number of hash queries. Let §2 be the space of all randomness vectors
like f, and f|; be defined as f|; = (p, h1,...,h;—1) for any i < gg. A(inp, f) is considered as successful if
it returns a pair (J, {out;};cs), where J is a non-empty multi-set of indexes with |J| = n and {out;},cs
is the multi-set of side outputs. Let € be the probability that A(inp, f) is successful for fresh randomness
f & and for an input inp & 1a generated by an input generator IG. On input inp, the generalized
forking algorithm GJF 4 proceeds as follows:

o f=(phi,... hg,) &0

(J,{out;}jer) < A(inp, f)

e If J =0, then output “fail”

Let J = {j1,...,Jn} such that j; < ... < jp,.

Fori=1ton do

suce; < 0,

— ki <0,

— kmaz = 8ngm /€. In(8n/€)

— Repeat until succ; = 1 or k; > kpmax

* f & Q such that 'l = fli

* Let " = (p,ha, ... by, WYy hy)

« (J", {out]}je ) = Alinp, f")

* If b # hj, and J" # () and j; € J” then

/ "
outji < out s

- suce; +— 1
o If succ; =1foralli=1,...,n, then output (J,{out;};cs, {out]}cs)
e Else output “fail”
The GF 4 algorithm is considered to be successful if it does not return “fail”.

Lemma 1 (Generalized Forking Lemma [I]). Let IG be a randomized algorithm generating inp. Let A
be also a randomized algorithm that makes at most qg random-oracle queries in time 7, which succeeds
with probability €. If ¢ > 8nqp /¢, then GF 4(inp) runs in time at most 7.8n%qy /€ In(8n/€) and succeeds
with probability at least €/8, where the probability is over the choice of inp & 1G and the coins of GF 4.

The forking lemma tells us that if an adversary obtains a successful forgery, it can obtain another
successful forgery on the same message but with different random oracle query values. We will use this

lemma to prove the security of two of our schemes in the random oracle model.

2.5 BLS Signature Scheme

Let e be an efficient, non-degenerate bilinear map, e : G; X G2 — G, in groups (G1, G2, and Gr) and
(g1, 92) are generators of the group pair (G1, G2) respectively. Let H : {0,1}* — G; be a function which
maps any arbitrary binary string onto the group G;. BLS signature scheme has three phases, which we

give below shortly.



1. Key Generation:

Pick a random secret key sk & Zg4, and compute the public key pk < g5k

2. Signature Generation:

Compute the signature o = H(m)**, where m is the message.

3. Verification:

Accept if and only if e(H(m), pk) = e(o, g2) holds.

The BLS signature was proved to be secure against existential forgery under adaptive chosen message

attacks in the random oracle model in [0].

Definition 2.7. We say that an adversary A (¢, gs, qu, €)-breaks a signature scheme if it runs in time
at most ¢, makes at most gg signature queries and at most gy hash function queries, and the success
probability of A is at least €. A signature scheme is (¢, gs, gm, €)-secure against existential forgery under

adaptive chosen-message attacks if no such adversary exists.

Theorem 2.8 (Theorem 3.2. [6]). If solving the co-CDH problem in Gy x Gy is (t',€)-hard, then the
BLS signature scheme is (t,qs,qm, €)-secure against existential forgery under adaptive chosen-message

attacks, for

t =t —cg,(qu + 2qs),and
e=¢€e(qgs+1).

where cg, is a constant that depends on G1, and e is the base of natural logarithm.

Although Theoremwas proved in [6] to be secure in the random oracle model, it is not safe to use
it as a multi-signature scheme directly because of the “rogue-key” attack [5]. In order to avoid this attack,
there are some standard measures, such as either using proof-of-possession (PoP) or ensuring that the
messages are distinct. Both methods have some advantages and disadvantages. Signing distinct messages
hinders users from performing efficient verification [4], and using PoP requires additional verification
operations. It is not fully compatible with the applications in cryptocurrencies [I8]. In order to eliminate
these disadvantages, Boneh, Drijvers and Neven proposed in [4] a multi-signature scheme, called MSP,
which is a modified version of the BLS scheme. Moreover, they proposed an accountable subgroup

multi-signature (ASM) scheme, a composition of the BLS and MSP schemes.

3 Boneh-Drijvers-Neven ASM Scheme

This section follows the notation given in both [4] and the previous sections. Let PK := {pki,...,pkn}
be the set of public keys of the group members of the group G, and let Hp, Hs : {0,1}* — Gy and
H; : {0,1}* — Z, be the hash functions. The ASM scheme given in [4] can be stated as follows.

1. Key Generation: Each user i € G picks a secret key sk; & Z4, and computes the corresponding

public key pk; ggki, where g5 is a generator of Gs.

2. Group Setup: Each member i € G performs group setup by participating in 1-round interactive

protocol for i =1,2,...,n.

e Computes aggregated public key apk of the group as apk = [] pk{, where a, = H1(pk;, PK).
i=1

K2



e Sends p;; = Hoy(apk,7)**% to j-th user for j = 1,2,...,n and j # i.
e After receiving juj;, computes p;; = Ho(apk, i),
n
e The membership key of user 7 is mk; = ] .
j=1

3. Signature Generation: A signer i € G computes his/her individual signature on the message m

s; = Ho(apk, m)** - mk;, (3.1)

and sends s; to the combiner.

4. Signature Aggregation: After receiving the individual signatures of the signers, the combiner first
forms the set of signers S C G. Then, she computes the aggregated subgroup multi-signature

o = (s,pk), where s = [] s; and pk = [] pk;.
i€s =

5. Verification: Any verifier who is given {par, apk,S, m,c} can verify the signature o = (s, pk) by
checking
e(Ho(aphm),pk‘) : 6( H Hg(apk,j),apk> = e(s.92). (3.2)
jES

Theorem 3.1 (Theorem 3. []). ASM scheme is unforgeable under the 1-co-CDH problem (Definition
in the random oracle model. More precisely, ASM scheme is (T,qu, qs, €)-unforgeable in the random
oracle model if g > 8qp /€ and if yp-co-CDH problem is (T+qp max(Tepl s Tep2 ) +46(1=1) Teap, 45 (Tegpt +
Teaps ) +2Tpair +Teaps) 803 /(1= (as+qm)/a)-€) 0 Bar /(1 — (as + qu)/9)e)), 1—(as+au)/a)-¢/(8au))-
hard, where [ is the mazimum number of signers involved in any group setup, Tezp, oNd Tegp, denote the

time required to compute exponentiations in Gi and Gy respectively, and Texp} and T, denote the
1 exrps

P
time required to compute i-multi-exponentiations in Gi and Go respectively, and Tpqir denotes the time

required to compute a pairing operation.

ASM scheme of Boneh, Drijvers and Neven was proved to be secure in Theorem by []. This
scheme is a composition of a BLS signature and a group-specific membership key mk; of the signer i € G.
Namely, the first part Hq(apk, m)®* of is a BLS signature on (apk, m) by |S| signers; on the other
hand, the second part mk; is a MSP signature on (apk,i) by all the members j € G fori=1,2,...,n.

The proof of possession (PoP) of the secret keys is also discussed in [4]. The ASM scheme with PoP
includes each user’s signature on their public keys. The i-th user first chooses a secret key sk; € Zg,
)*%i, where Hz : {0,1}* — G for
i = 1,2,...,n. Then each user has a secret key sk; and the public key pair (y;,7;). In order to

then computes y; = ggki7 and constructs the PoP by m; = H3(y;

compute the aggregated public key (apk) of the group, they first check e(Hs(y;), ;) ~ e(mi, g2), then
they compute Y = [] pk; and h = H4(PK), where Hy : {0,1}* — Z, is another hash function. And
then, the aggregateciepgublic key is apk = (Y, h). The signature generation, aggregation and verification
phases are the same as the original ASM scheme.

It is known that using PoP brings additional costs, such as the growth in public key size and extra
checks in the verification. In the PoP variant of ASM scheme [4], each user’s public key consists of two
group elements, and each user computes two extra pairings before computing the aggregated public key

apk.

4 ASM scheme with verifiable group setup

In this section, we set a special signing key and its public companion for a multi-signature. First, each

user generates his secret and public key pair independently. Then all users jointly perform a group



setup in which they participate in a VSS protocol. At the end of this procedure, each user obtains his

membership key, which satisfies a common public commitment set generated in the group setup phase.

4.1 vASM: An ASM scheme with VSS based group setup

We give the steps of the vASM scheme below.

1. Key Generation: Fach user i € G picks a secret key sk; & Zgq, and computes the public key
pk; +— ggk"’, where gs is a generator of Gs.
2. Group Setup: Each user i € G proceeds as follows:

(4)

n—

1x"’1 + ...+ agi):r + aéi)

’s are all nonzero and distinct, for k =1,...,n — 1.

e Chooses a polynomial f;(z) = « € Zglx], where aéi) = sk; and

ol

, o®
Computes the set of commitments COM; := {Clgz) =gy," [k=0,...,n—1}
Sends (f;(j), COM;) to j-th user in G, for j =1,...,n.
After receiving (f;(i), COM,),

— computes the membership key mk; = > f;(4).

Jj€G
— computes COM := {C} = [] C,E,j)|k =0,...,n—1}.
Jj€g
o Checks:
(a) Co =TT phi
i€g

2

n—1 ke
(b) g5 = I O}
k=0

o If either (a) or (b) fails, then she aborts. Else, she makes COM public.

3. Signature Generation: A signer i € G computes his/her individual signature s; = Hy(m)™*: on the

message m and sends s; to the combiner.

4. Signature Aggregation: After receiving the individual signatures of the signers, the combiner first

forms the set of signers S C G. Then, she computes the aggregated subgroup multi-signature

o= 1] s

i€S
5. Verification: Anyone, who is given {par, COM, S, m,c}, can verify the signature o by checking

-k

1w
e(Ho(m), H ) z e(a, g2).
k=0

Correctness of the vASM scheme follows from the following equation array.

n—1 E ik n—1 > ik
e(Ho(m), [T G ) = e(Ho(m), [T (95*)= )
k=0 k=0

n—-1 % i

— e(Ho(m), [] o5 )
k=0

n—1

kgo EZS akik
= e(Ho(m). g5 )

e(Ho(m),g5™> )

=e(0,g2)



Remarks on vASM

1. Unlike the threshold multi-signatures [3, I} 14}, 15], ASM schemes [4, [I9] provide accountability.
Further, in ASM schemes, any subgroup & C G can sign a message on behalf of the whole group G,
whereas in threshold schemes, only subgroups with a sufficient cardinality can sign. Moreover, one

can easily transform an ASM scheme into a threshold scheme by setting the threshold as |S| [19].

2. Since the membership key mk; of each group member consists of the shares f;(i) of the secret key
of all group members for 7,5 = 1,2,...,n, the signature ¢ authenticates the subgroup & C G and
shows that each member of S is authenticated by the other members of G. Hence, the signature is
created by S on behalf of the whole group G.

3. Notice that C z I1 pk; can be satisfied only if the users know their secret keys. Therefore the

i€g
consistency checks (a) and (b) in the group setup phase provide proof of possession for each user

and force all users to be honest. Hence, in the vASM scheme, no user can set a special rogue key.

4. If the members in the group G change, the group setup phase must be reset with new random
polynomials f; for ¢ € G. Otherwise, any n corrupted users can obtain any user’s secret key since
the secret polynomials are of degree n —1 (see Section. In order to avoid this vulnerability, the
polynomials f; in the group setup phase of the vASM scheme can be set to degree r > n — 1. In
this way, at most r —n + 1 newcomers can be registered to the group G without resetting the group

setup. On the other hand, this costs extra computational complexity at the group setup phase.

5. The membership key mk; in the vASM scheme is used to sign the message m instead of the secret
key sk; by each member ¢ € G so that one can easily check the accountability of the signer at
the verification step. For example, consider the case that Bob has two distinct identities, i.e. his
individual identity “Bob”, and his corporate identity “CFO of Company X”. Assume that skp
and mkp are Bob’s secret and the membership keys, respectively. In this case, Bob uses skp
for spending his own money; besides, he signs by mkp for spending on behalf of Company X.
As this example shows, user ¢ uses his secret key sk; to sign messages and to participate in any
multi-signatures; on the other hand, he participates in the vASM scheme with his membership key

mki .

4.2 Security

We follow the security reduction of the BLS signature scheme given in [6] with a few modifications to
prove the security of the proposed scheme in Section First, we give Theorem which states the

security reduction of our proposed vASM scheme.

Theorem 4.1. If the v-co-CDH problem (Deﬁmtion in Gy X Gy is (', €')-hard, then vASM scheme is
(t,qm,qs, €)-secure (see Deﬁnition@) against existential forgery under adaptive chosen message attacks

in the random oracle model for all t and e satisfying
t<t' — tezpl(QH + (n + 1)QS) and € > e(‘]S + 1) : 6/3

where tegp, 5 the time required by an exponentiation in Gi and n is the mazimum number of potential

signers involved in a vASM signature.

Proof. Let A be a forger that (¢, g, gs, €)-breaks the vASM signature scheme. We construct an algorithm
B which (¢, ¢)-breaks the 1-co-CDH problem (see Definition . Let G; and Gy be two groups and
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g1, g2 be their generators, respectively as in Definition Algorithm B is given a triplet (g2, A = g%,
B = gf), and access to the oracle O¥(.) which takes g5 € G, as input and outputs ¢g¢¥ € G;. We assume
without loss of generality that the set of indices of our target group is {1, ..., n}.

Setup. Algorithm B proceeds as follows.
e It chooses n random 7; & Zgforj=1,...,n.
e It computes corresponding n verification keys vk; = A - gy forj=1,...,n.

e Algorithm B computes the commitment set COM = {C, ..., C,_1} with respect to the verification

keys using the system of equations below.

1 1 ... 1 Co vk
1 2 ... 2nt Ch vks
1 n ... pt! Ch_1 vk,

Because the above leftmost matrix is an n x n Vandermonde matrix and its entries are the powers
of the indices of the verification keys, i.e. they are distinct; hence it is invertible. Since the
rightmost matrix is known, B can compute the matrix in the middle, i.e. commitment set COM =
{Cy,C1,...,Cnh_1}. (Note that we operate in additive groups, but we use a multiplicative notation
as common in the literature. Therefore above matrix operation gives the desired result for the

vASM commitment set.)
e It gives the set of indices {1, ..., n} and the commitment set COM to the forger A.

Hash query. Algorithm B maintains a list £ of tuples (m;, w;, b;,¢;) for the i-th query, where
m;, w;, b;, ¢; are defined below. The list £ is initially empty, and when A queries the oracle H, for a

value m € {0,1}*, B responds as follows.

1. If the query m; has already been made before, B looks up to the list £, finds the tuple (m;, w;, b;, ¢;),
and responds with H(m;) = w; € Gy.

2. Otherwise, B generates a random ¢; € {0,1} with Pr[e; = 0] =1/(¢s + 1).
3. B picks a random b; & Z4, and computes w; < B17¢1)(go)Y.

4. Tt adds the tuple {m;, w;,b;, ¢;) to the list L.

Signature query. B responds to A’s i-th signature query (m;, S;), where m; is the message to be

signed and §; is the set of indices of the subgroup of signers, as follows:
1. It runs the above hash query algorithm to get the tuple (m;,w;, b;, ¢;). If ¢; = 0, then it aborts.

2. Otherwise, it defines o; = [] o0, where o; = 1¥(A)%(g2)"% € Gy, and j € S;. Note that
JES:
> oty
JES;

0 = W; , and therefore g; is a valid vASM signature on message m; by the subgroup S;.

11



Because

> atr;
JES;
e(oi,g2) = e(w;

i

) 92)
> ot
JES;
= e(wing )

= c(w;, [[ A-g5")

JES:

e(w;, H vk;)

JES:

n—1 3 j*
JES;
= e(H(m:), [[ 6 )

k=0

as in the verification equation of the vASM scheme. So, algorithm B sends o to the forger A.

Output. Forger A outputs a tuple (o7, mys, Sy), where oy is a valid signature on the message my by

the subgroup Sy.
1. If the signature query has already been made on message my before, then B aborts.
2. If there is no tuple on the list £ containing my, B runs the hash query algorithm for H(my).

3. B checks if o is a valid signature on my by the signers in Sy, i.e.

ke

n—1 EZS J
e(H(mf)7 H Cy ! ) = e(af’QQ)'
k=0

4. If it is not valid, B aborts.
5. Otherwise, B finds the tuple (m¢,w,b,c) in the list L.

e If ¢ =1, then B aborts.
e Otherwise, we have ¢ = 0 and H(my) = w = B.1)(g2)?. This means that
> atr; b > atr;
of = RISy '¢(92) JESy

e Algorithm B computes B* as follows.

. ISgl1~*
Bo - !
< &, bl Sy | jezsfrjb>
BT p(A)PISrT - 1h(g2)

It is easy to check that the value on the right-hand side is indeed equivalent to B¢ = g
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> atr; b > a+tr;

R . . IS5 71
of ! B Bct <1h(ga) 75 !
EES T EES 7"jb - EZS 67"]' EES '('jb
BT p(AISI] - g (ga) g

91 g
8IS, [3]_EZS K bo|Sy | bjezs K |Sp|~*
« (03
[ 9 ! 01 ! 01 ! "9 ’
- B > T b > 1

J
€Sy ba|Sy| JES)
91 01 01

_ (gTzBISfI)\Sf\’1

Above, we gave the construction of Algorithm B. Now we give the success probability and the running
time of it. The probability of B aborts in the signature query phase is equivalent to the probability that
¢; = 0. From the hash query algorithm we know that Pr{c; = 0] = 1/(gs + 1). Therefore the probability
that B does not abort after the i-th query will be (1 — 1/(gs + 1))’. Since A makes gs queries, the
probability that B does not abort after the gs-th query is at least (1—1/(gs+1))?s > 1/e. Moreover, by
Definition the probability that A outputs a valid forgery is at least €. After a valid forgery, B aborts
if ¢; = 1, which has probability 1 — 1/(gs + 1). Therefore, given a valid forgery, the probability that B
does not abort is 1/(¢s +1). Hence, the overall success probability of Algorithm Bis 1/e-e-1/(gs +1),
that is €/(e(gs + 1) > €', as desired.

Moreover, B’s running time is nearly identical to A’s running time. In addition to .A’s running time,
B’s running time includes the time required to respond to (¢i +¢s) hash queries and gg signature queries.
Each requires exponentiation in Gy, which takes t.zp, running time. Note that each hash query requires
a single exponentiation while each signature query requires at most n exponentiations. Therefore the
overall running time of the algorithm B is t + tegp, ((qu + (n+ 1)gs)) < ¢’ as desired.

O

5 Accountable Subgroup Multi-signature Scenarios with Sub-

group Authentication

In the previous section, we proposed the vASM scheme with a verifiable group setup. In this section, we
propose two more ASM schemes whose group setups are different from the vASM scheme. We slightly
modify the group setup method of Boneh et al.’s ASM scheme. In the first one, we use components of
a membership key to create a subgroup-specific membership key. In the second one, the users keep a
single component secret and send other components to the combiner.

In some cases, a signer i € S wants to know other signers S C G in advance. In the ASM scheme
in Section [3] any subgroup & C G of signers are authorized to sign any message on behalf of the whole
group. Consider that two subgroups make two opposite decisions. Since either of the subgroups signs on
behalf of the entire group G, this causes a conflict. In order to avoid such a case, the legal entities could
presume a unique authorized signer (CEO, CFO, etc.) in S.

In this section, we consider to replace sk; with a;sk; and mk; with smk; in Equation for an
identifier a; and a subgroup-specific membership key smk; of the signer ¢ € S C G. Then, we can combine

two pairings on the left-hand side of Equation (3.2]). In the following, we describe two scenarios.

13



5.1 ASMWSA: Accountable Subgroup Multi-signature with Subgroup Au-

thentication

In ASMwSA, we consider the case that the subgroup S is known before the protocol starts. We discard
the interactive protocol in the group setup phase and make simple modifications to the ASM scheme
given in Section [3] The ASMwSA is as follows:

1. Key Generation: Identical to the Key Generation in Section [3]
2. Group Setup: Each group member i € G computes
e Aggregated public key apk = ngkz‘»”', where a; = Hy(pk;, PK).
ic
e Components of the membership keys p;; = Ha(apk, j)***i for j = 1,...,n, and stores them.

3. Signature Generation: A signer ¢ € G computes his/her subgroup-specific membership key smk; =

11 i and individual signature s; = Ho(apk, m)‘“Ski - smk; on the message m and sends s; to the
JjES
combiner.

4. Signature Aggregation: After receiving the individual signatures, the combiner computes the ag-

gregated subgroup multi-signature o = [[ s; and spk = [] pkj".
ies €S

5. Verification: Anyone who is given {par, apk, spk,S, m, o} can verify the signature o by checking

e(Ho(aPkam) ] Ha(apk. ). spk) 2 (0, 2).
jES

Note that the correctness property follows from the below equation array.
6(07 92) =e€ ( H (H()(G,pk, m)aiSkj . Smkz) ’ 92)
€S

Z a; Sk)i

> a;sk; )
a’pk m IES . (H HQ(a’pkvj)>1€S 792)

JjES

JES

> a;sk;
e(Ho apk,m) HH2 apk, j), g5=° )
e(HO apk,m) HH2 apk, j), spk)

JjES
Remarks on ASMwSA

1. In the group setup phase of ASMwSA, the signers only compute f;; and store them, but they do not
send those 1;; to anyone. In ASMwSA, the i-th signer multiplies her signature s; = Ho(apk, m)®:**:

JjES

with smk; = [] pij, instead of mk; as in Section which also results in a legitimate aggregated
signature. We note that this eliminates 1 round o

transmission cost.

2. In the signature generation phase, Hy(apk, m) may be replaced by Hy(spk, m) because the subgroup

S is known in advance.

3. We note that the user ¢ € G may compute her individual signature as

= (Ho(aph m)- 1 Hz(apk,j)) "

jes
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instead of computing and storing f;;’s in the group setup phase. Although this reduces the storage
costs of the signers, computational cost increases by the extra computations of the hash Hs at the

signature generation of each message.

5.1.1 Security

We follow the security reduction of the MSP signature scheme given in [4] with a few modifications to
prove the security of the proposed scheme in Section Below, we give Theorem [5.1] which states the

security reduction of our proposed ASMwSA scheme.

Theorem 5.1. ASMwSA is unforgeable (as defined in Deﬁm’tion@) under the co-CDH problem (Def-
inition in the random oracle model. More precisely, ASMwSA is (t,qu, qs, €)-unforgeable in the
random oracle model if ¢ > 8qp /e and if co-CDH problem is

(t + teapy + qm - tewp? T 4s “tewp, + (L tmuty + 2tpair)) - 87/ - n (8qm/e), ¢/(8qm))-hard,

where n = |G| is the number of potential signers and | = |S| is the signers involved in a ASMwSA
signature, tegp, and tegp, denote the time required to compute exponentiations in G and Gy respectively,
beapi and beapi denote the time required to compute i-multi-exponentiations in G1 and Go respectively,

and tyu, denotes the multiplication in Gy.

Proof. Suppose we have a (t,qm, qs, €)-forger F against ASMwSA scheme. An algorithm A, given (A =
9¢, By = gf,Bg = gg) where «, 3 & Zg, and a randomness f = {p, h1,...,hqs} as inputs, proceeds as

follows.
e A picks a random index k & {1,...,qm}.

o A sets pk; = Bs.

A runs the forger F on input pk; with random tape p.

A receives PK from F such that pk; € PK.

A maintains three lists, i.e. Lo, £ and Lo, which are initially empty.

A responds F’s j-th Hi-queries on (pk;, PK) for j =1,...,qu as follows:

— If this is the first query on (pk;, PK) with pk; € PK and j # 4, A chooses a random value
wj & Zgq and sets Hy(pkj, PK) = wj. If j =1, it sets Hy(pk;, PK) = h;. A responds to F
with Hq(pk;, PKC).

— If this query is done before, then A responds to F with earlier values.

For other types of queries A responds with a random value in Z,.

— Add the response to the list L.

e We assume that F makes no repeated Ha-queries. A responds F’s Hs queries of the form (apk, j)

for j =1,...,n as follows:

@)
— A responds with ng , where rj(?) is randomly selected from Zg,

— Add {(apk, j), Hg(apk,j),r§2)> to the list L,.

e We assume that F makes no repeated Hy-queries. A responds F’s j-th Hy-query of the form

(apk,m;) for j =1,...,qu as follows
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()
— if j # k then responds with ng , where 7“§0) is randomly selected from Z,.

2
— if j = k, then responds with Ay = A/(g;" ), where 7“52) € Zg4 is the randomly selected value
for the i-th user’s Hy query.
— Add ((apk,mj),Ho(apk,mj),r§-0)> to the list Lo.
e For signing queries of F on a message m; and a subset S; C G for 1 < j < gg, A proceeds as
follows,

— if i ¢ S;, then A aborts.
— Alooks up the list £y. If Ho(apk, m;) = Ao, then it aborts.

If Ho(apk,z) ¢ Lo for any z € S;, then it aborts.

x
o L&

— Otherwise A responds with o; = (B}’ - B, )hi.

Actually, the resulting signature o; is a valid signature and can be verified by the public keys of

the signers in S;. Because

(0 ueZS,- TELQ) h;
6(0};,g2) :e((BIJ .Bl ’ ) 7’792)

= e((Ho(apk, m;) - H Hy(apk, 2))", g2)
z€S;

= e(Ho(apk:,mj) . H H2(apkaz>7pkzhl)
ZGS_;‘

as in the verification equation of the ASMwSA scheme.

e Eventually F outputs a triplet (of, mys, Sy) where oy is an ASMwSA signature on the message my
for the subgroup Sy.

o A looks up to list Ly for my,
— If Ho(apk,mys) # Ao, then A aborts.

— Otherwise, o is a valid signature on my for the subgroup Sy with probability e such that

e(Ho(apk, my) - H Hs(apk,j), spky) = e(ot, g2). (5.1)
jGSf

The algorithm’s running time A is equivalent to the running time of the forger F plus some extra

computations that A4 makes.

e Computing apk: The running time of computing the aggregated public key apk is tcypy, where n

is the number of potential signers in the group G.
e Hash queries:

— For Hy and Hy, the running time is at most .,z

— Therefore, overall running time of the hash queries including Hy and Hs will be at most

qH - temp? .

e Signing queries:

16



— Computing the signature takes t.;p,. Therefore overall running time of the signature queries

is qs - tewp, -
e For verification of the output of F takes [ - ¢, and 2t,4ir.
e Therefore, overall running time of the algorithm A is ¢+t cypp TqH tegp2 45 teap, + (- tmuty 2t pair)-

The probability that A does not abort is equivalent to the probability that A correctly guesses the
hash index of the valid forgery of F, which is 1/qy. Since the forger F’s success probability is €, the
success probability of the algorithm A is €/qy.

Now we construct an algorithm B which solves co-CDH problem in (G1,G2) on input a co-CDH
instance (A4, By, B2) € G; X G1 X G2 and a forger F. The algorithm B actually runs generalized forking
algorithm GF 4 on input (A, By, Bs) and algorithm A as described above. B proceeds as follows

o If GF 4 outputs fail, then B aborts.
o If GF 4 outputs ({js}, {out}, {out'}), then

— B parses out as (o, PK, spk,a1,...,a,) and out’ as (¢/,PK', spk’,a},...,al,).

— Note that out and out’ were obtained from two executions of A with randomness f and f’
such that f[;, = f'|;; for some integer j; < gs. In other words, these executions are identical

to the jg-th Hi-query of the type that has not been queried before.

— This means that the arguments of this query are identical, i.e. PX = PK’, and n = n'.

!

— From the construction of GF 4, we know that a; = h;,, a; = hjf,

jfs and by the forking lemma
(see Lemma [1)) we have a; # al.

— We know that spk = [] pk® and spk’ = [] Pk
JES JjES
— Since the algorithm A assigned H1(pk;, PK) < a; for all j # 4, we have a; = a’;, and therefore
spk/spk’ = pk* ™%,
— Notice that A’s output (see (5.1))) satisfies both
6(H0(Clpk, mf) : H HQ(apkapkj)7 'Spkf) = 6(0f7 92)
jESf

and

e(Ho(apk,my) - [ Hz(apk,pk;), spk}) = e(c%, g2)-
jGSf

— Then we have
e(A, BY" ™) = e(og /oy, go).
— Hence, (af/o})l/(‘“_“g) is the solution to the co-CDH instance (A = ¢¢, B; = ¢, By = ¢5)

which is given to algorithm B as input.

Lemma says that if ¢ > 8¢ /¢, then Algorithm B runs in time at most (¢ + tezpp + teap2 +4s -
tewpy + (L tinuty + 2tpair)) - 8¢ /€ - In (8qp /€), and succeeds with probability at most €/ (8¢ ). O
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5.2

ASMwCA: Accountable Subgroup Multi-signature with Combiner Au-

thentication

In ASMwCA, each user 7 € G sends the membership key components, i.e. y1;; for j # 4, to the combiner.

Hence, the signers perform fewer computations, and the main workload passes to the combiner. The
ASMwCA is as follows:

1.

2.

Key Generation: Identical to Key Generation in Section [3]
Group Setup: Each group member i € G computes:

e The aggregated public key apk of G as apk = [[ pk{’, where a; = Hy(pk;, PK).
i€g

)aisk

o 1 = Ho(apk,i i and stores it.

e 11;; = Hy(apk,j)* ki for j =1,...,n and j # i, and sends them to the combiner.

Signature Generation: A signer i € G computes individual signature s; = Ho(apk, m)®** u;; on

the message m and sends s; to the combiner.

. Signature Aggregation: After receiving the individual signatures of the signers, the combiner first

forms S € G. Then, she computes the aggregated subgroup multi-signature o = [[ s;. [] 1 1;
i€S €S jES
for j # i, and aggregated public key spk of the subgroup S as spk = [] pk{".
€S

Verification: Anyone who is given {par, apk, spk,S, m,c} can verify signature o by checking

6<H0(apk,m) . H Hy(apk, j), spk) z e(o, ge).
JES

Since ASMwCA is a modified version of ASMwSA, its correctness property follows from the correct-
ness of the ASMwSA schemes as shown in Section Bl

Remarks on ASMwCA

1.

4.

The subgroup S € G of the signers is determined by the combiner from the set of received individual

signatures. Hence, no signer knows her co-signers.

. In the signature generation phase, Hy(apk,m) may be replaced by Ho(spk,m) so that the signer

could set the subgroup S in advance. This also eliminates the combiner’s corruption at the signature
aggregation phase. Namely, the combiner can not discard the signature s; of any user i € S from o.
However, in this case, computing spk brings additional cost, i.e. [ multi-exponentiations for each

signer.

Each user ¢ € G sends p;; to the combiner for ¢,7 = 1,2,...,n and j # 4. Unlike to scenarios in
Sections [3| and each signer i € G does not compute the membership key, but uses only pu;; for
the signature generation. The other components, y;; for ¢,7 =1,2,...,n and j # ¢, are taken into
account by the combiner as she forms the subgroup & C G. Therefore, each user’s computational

cost is reduced, but the workload of the combiner is increased by the number of signers.

We note that the user ¢ € G may compute her individual signature as

aiski
S; = (Ho(aphm)Hg(aka))

instead of computing and storing pu;; in the group setup phase. However, this costs extra compu-

tation of the hash Hs at the signature generation of each message.
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Sko = 1G1 S1

Ho(spk, m)®F1 skkq - smky, Ho(splc}m)a’“’A’Ska - smky, Ho(spk:,m)alekkl - smky,
ap ag ap
Pyt pky,” Py,
Pk, = lg, Aﬁ spk1 % Aﬁ spk
X X X

Figure 1: ASM scheme without a combiner

5.2.1 Security

Here we assume WLOG that the combiner is the algorithm A. Then the security reduction of the
following theorem will be identical to the security reduction of Theorem

Theorem 5.2. ASMwCA is unforgeable (as defined in Deﬁm’tion@) under the co-CDH problem (Def-
inition in the random oracle model. More precisely, ASMwSA is (t,qm, qs, €)-unforgeable in the
random oracle model if ¢ > 8qu /e and if co-CDH problem is

(t + teapy + qm - tewp? T 45 * teap, + (L tmuty + 2tpair)) - 8¢%/¢ - n (8qm/¢), ¢/(8qm))-hard,

where n = |G| is the number of potential signers and | = |S| is the signers involved in a ASMwCA
signature, tegp, and teqp, denote the time required to compute exponentiations in Gy and G respectively,
t

and tyyl, denotes the multiplication in Gi.

cap and tewps denote the time required to compute i-multi-exponentiations in G1 and Go respectively,
Proof. As we state above, the only elements to be kept secret are the membership key components
and the secret keys. Since the algorithm A acts as an honest signer, we may assume -without loss of

generality- that Algorithm A also acts as the designated combiner. Hence, the proof follows from the

security proof of Theorem [5.1 O

5.3 Eliminating the combiner

Consider the case that the subgroup S := {k; : i = 1,2,...,1} is determined before the signature protocol

starts. In order to eliminate the designated combiner, the signer k; for i = 1,2, ..., proceeds as follows:

o Computes the i-th aggregated signature sg, = sy,_, - (Ho(spk, m)™i*% . smky, ), where sg,_, is

the (i — 1)-th aggregated signature computed by the signer k;_1 € S and si, = 1g, .

o Computes the i-th aggregated public key spkr, = spki, , pk,‘:k, where spky,_, is the (i — 1)-th

i—1

aggregated public key computed by the signer k;_1 € S and spky, = 1g,.
e Sends (s, spkg,) to the signer k;;1 for ¢ <.

o Finally the last signer k; outputs the pair sy, , spky,. Then, the aggregated signature and the public
key pair for S will be o := si, and spk := spky,. This process is shown in Figure

In ASMwSA and ASMwCA, each signer sends her individual signature to the combiner. On the other
hand, in this scenario, each signer sends the signature to another signer. Hence, this reduces the cost
of network traffic and makes the channel traffic intermittent. However, in this case, each user sends two

group elements instead of one, that is, the transmission size is doubled.
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5.4 Advantages of subgroup-specific membership key

1. Group-specific membership keys in Boneh-Drijvers-Neven ASM scheme given in Section [3J| are gen-
erated by one round of interactive protocol, in which all members participate. But in case of using

subgroup-specific ones given in Sections [5.1] and no interactive protocol is needed.

2. Even if one user registers/unregisters to/from the group, the apk and the membership key mk need
to be recomputed. This means a new interactive protocol to be held by all the group members again,
which is a big deal for large |G|. Consider the case of using the subgroup-specific membership key
smk instead of group-specific one, i.e. mk;. If we use Ha(pk;) instead of Ha(apk, j) for computing
the components of membership keys, registering/unregistering a member to/from the group G does

not require a new group setup.

3. Usersin § C G do multiplications to get smk; but all group members in G need to do multiplications
to get mk. If |S] is very small with respect to |G|, then the computation of smk is easier. Similarly,

spk can be calculated by less number of multi-exponentiation than apk.

6 Aggregated versions of ASM schemes

The ASM scheme is extended to a partial aggregated version of ASM, i.e. AASM scheme. Remember that
the ASM signature scheme described in Sectionoutputs a signature o = (s, pk). Consider N many ASM
signatures (apky, S1,m1,01),. .., (apkn,Sn, mn,on). The AASM scheme outputs the partial aggregated
signature ¥ = (pka,...,pkn,s), where s is the aggregation of s1,...,sy. In Section we describe the
AASM scheme that is given in [4].

6.1 Partially Aggregated ASM Scheme (AASM)

The aggregation of several ASM signatures is discussed in [4], in which they aggregate only the second
component of the signature. The first components are used in the verification phase. On the other
hand, it is noted that the ASM scheme cannot be partially aggregated directly because of the irrelevancy
between membership keys and messages [4]. In addition to the phases of the ASM scheme, two more
phases are defined in [4]. The signature aggregation and aggregated signature verification phases are as
follows. Let Hs : {0,1}* — Z, be another hash function.

e Signature Aggregation: Given (par, {(apk;, S;, mi, o)1 }).

— Parse o; as (s;, pki).

— Fori=1,...,N, compute b; Hg,((apki,Si,mZ-,pki), {(apkj,Sj,mj7pkj)§V:1}).

N
— Compute s < [] sf and output ¥ + (pki,...,pkn, ).
i=1

e Aggregate Signature Verification: Given (par, {(apk;, S;, m;)N,},2).

— Parse X as (pki,...,pkn, ).
— Fori=1,..., N, compute b; + Hg,((apki,Si, m;, pki), {(apk;, S;, mj7pkj)§\7:1}).

— Accept if and only if

N
H <6(H()(apkiami)apk?i) e H H2(apki,j),apkf")> = e(s, ga). (6.1)

i=1 JES;

20



Since the AASM scheme cannot be fully aggregated, the size of the resulting partial aggregated
signature grows linearly by the number of ASM signatures. Besides, the verification (6.1)) of the AASM
scheme requires (2N + 1) pairings.

6.2 Aggregated versions of proposed schemes

Our schemes defined in Sections [£.1} [5.1] and [5.2] can also be further turned into aggregated schemes.
Unlike the partial aggregation in the AASM scheme, our proposed schemes can be fully aggregated,

resulting in a single signature size.

6.2.1 Aggregated vASM Scheme (AvASM)

The vASM scheme described in Section can be extended to aggregated version AvASM as in Section
Let Hs be the hash function defined in the previous section.

N
e Signature Aggregation: Given (par, {(COM;,S;,m;, ;)Y 1}). Output ¥ < [] 0.
i=1

e Aggregate Signature Verification: Given (par, {(COM;,S;, m;)Y 1, 2).

e Accept if and only if
|COM;|-1 > jk

N
H€<H0(mi)7 I o> ) = e(2, g2)- (6.2)
i=1 k=0

where C;, is a commitment in COM; for k =0,...,|COM;| — 1.

Correctness of the AvASM scheme follows from the following equation array.

N |COM;|—1 gk N |[COM;|—1 AL

JES; (e j .
H@(Ho(mi), H G, )= He(Ho(mi), H (92" )= )
i=1 k=0 i=1 k=0

|ICOM;|-1 3= D5k

e(HO(mi)a H g§€$i )

A

i=1 k=0
|COM;|—-1 .
N > alls
= [[eHo(mi), g, " = )
i=1
> mk;

e(Ho(mi), g5~ )

.

o
Il
—

2 mk;
e(Ho(mi)'=% , g2)

L

«
Il
-

N
e(H 0y, 92)
i=1
= 6(27 92)
Next, we reduce the security of the AvASM scheme to the security of the vASM scheme.

Theorem 6.1. If the vASM scheme is unforgeable in the random oracle model, then the AvASM scheme
is also unforgeable in the random oracle model. More precisely, AvASM is (t,qu,qs,€)-secure against
existential forgery under adaptive chosen message attacks in the random oracle model, for all t and €
satisfying

t <t —teapy (qm + (n+1)gs) +as - t,, vesiicom and € > e(gs +1) - €
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where tegp, s the time required by an exponentiation in Gi and n is the mazimum number of potential

signers involved in a single vASM signature.

Proof. Consider the forger A in the security proof of Theorem We construct an algorithm B as
in the security proof of Theorem [£I] except that A now returns an aggregated vASM signature in-
stead of a single vASM signature, i.e. an AvASM signature 3, a set {COMj7Sj,mj}§V:1, and the set
{COM*, §*, m*}.

Assume that (m*,w*, b*,c*) is in the list £ such that ¢* = 0 and w* = B -(g2)?. This gives us

lcOM*|-1 T ICOM;|-1 5 j

*on > "
e(B-(g2)°, H Cies . He <1T{0(7m)7 H C’Z:Si ) =e(X, g2). (6.3)
k=0 i=1 k=0

N [ |COM;|-1 g}gjk 7j€Z‘Si(rj+bi)
Then, A computes o < X - I1 1/)(C;,C C) , and this signature o satisfies
1=1 k=0
|COM*|—1 Z ]k
em), [ en™ ) =elo.gn), (6.4)
k=0

which is a single vASM signature on message m* by the subgroup S*.
Note that the success probability is the same as the forger in the security proof of the vASM scheme.
On the other hand, Algorithm B computes extra tesz(zi conm;)) multi-exponentiations for extracting o
1
from 3. O

6.2.2 Aggregated versions of ASMwSA /ASMwCA Schemes (AASMwSA/AASMwCA)

The ASMwSA and ASMwCA schemes described in Section [5| can be extended to aggregated versions
AASMwSA and AASMwCA as in Section In addition to the phases of the described schemes in
Section |p| signature aggregation and aggregate signature verification phases are given below:
N
e Signature Aggregation: Given (par, {(apk;, spki, Si, mi, 0;).1}), compute ¥ < [] o;.

i=1

e Aggregate Signature Verification: Given (par, {(apk;, spki, Si;,mi)Y.1},%), accept if and only if

N
T (Ho(apksmo). T Halapks.i).soks ) = e(.0) (6.5)

JES:

Note that the correctness property follows from the below equation array.

N N
Hff(HO(afpkiami)- 11 H2(apki7j)75pki) = H6<H0(apki7mi)- 11 Hz(apki,j)’spki>

i=1 JES; i=1 JES;
N E aj;sk; ) ,-Ezs.ajSkj
= H6<H0(ap’fivmi)’esi ' ( 11 H2(apkiaj)>J ,, ’92)
i=1 JES:
N
= He<si . smki,gg)
i=1

N

~c(za)
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As we did in the security proof of AvASM scheme above, we next reduce the security of AASMwSA
and AASMwCA schemes to the security of ASMwSA/ASMwCA schemes.

Theorem 6.2. AASMwSA and AASMwCA are unforgeable (as defined in Deﬁm’tion@) under the 1-co-
CDH problem (Deﬁnition in the random oracle model. More precisely, AASMwSA and AASMwCA
are (t,qm, qs, €)-unforgeable in the random oracle model if ¢ > 8qy /e and if y-co-CDH problem is

(t + qm - maz(teapy ter,pf) + 1 qs - (teapn + teap,) + 2tpair + tezp{v) -8¢% /e -In (8qu /€), €/(8qu))-hard,

where n is the number of potential signers involved in a AASMwSA and ASMwCA signatures, tez,, and
teap, denote the time required to compute exponentiations in Gy and Go respectively, and t.,,i and t.,,;

denote the time required to compute i1-multi-exponentiations in Gy and Go respectively.

Proof. Consider the security proof of Theorem We construct the same algorithm A, but this time
it’s forger F gives an aggregate multi-signature, i.e. an aggregate multi-signature %, a set of tuples
{(apk;, spki, Si;mi, o)XY}, a set of public keys PK, a subgroup S* and a message m*. We know that
apk™® and spk* can be generated from PIC and S*.

Assume that the algorithm A guesses the k-th query Hy(apk®, m*) correctly. Then the following
equality holds N

(Ao sph*) - He(Hompki,mi). 11 H2<apki,j>,8pki) — (%, g2). (6.6)
i=1 JES:
A looks up the tables Ly and Ls:

()

e Ly, for the pairs (apk;, m;), such that Hy(apk;,m;) = g," .
RE)

e Lo, for the pairs (apk;,i;), such that Hs(apk;,i;) = g,” .

N - 2 Oy
Then A computes o < X - [[ O(spk;) €% *, and this signature satisfies
i=1

e(Ho(apk*,m*) - T] Halapk*, %), spk*) = e(o,gs).
JjES™
Notice that we have Ag for a single ASMwSA/ASMwCA forgery. Therefore, the rest will be the same
as in the security proof of Theorem [5.1] The running time of Algorithm A will increase because of the
extraction of the o, which costs extra Leapl running time. On the other hand, the success probability

stays the same. O

7 Comparison

In Table [T we compare ASM, ASM-PoP, and the proposed schemes in this paper. Our comparison
contains the number of operations required in each phase of those schemes. For example, consider a
comparison of group setup phases of the schemes ASM and vASM. It can be seen in Table [I| that the
ASM scheme costs of n Hs hashes (onto Gq), n exponentiations and (n — 1) multiplications in G; in
the group setup phase. On the other hand, the vASM scheme has 2n exponentiations and (n? 4+ n — 2)
multiplications G in the group setup.

It can also be seen from Table [1| that the vASM scheme requires fewer operations than ASM and
ASM-PoP in the verification phase. On the other hand, since the set of commitments COM is public,
the broadcasted data size in vASM grows linearly with the size of the group G.
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The ASMwSA scheme provides efficient group setup, signature aggregation and verification phases;
however, its signature generation requires more multiplications in G; and extra storage for (n — 1) G4
elements.

The ASMwCA scheme has efficient group setup and verification phases, but it requires more compu-
tations in the signature aggregation phase. On the other hand, it requires extra storage for (n? —n — 1)
G4 elements.

Consider N distinct accountable subgroup multi-signatures. The ASM scheme proposed by Boneh
et al. supports a partial aggregation. Therefore the AASM scheme outputs an aggregated signature
consists of N many Gg elements and one G element. On the other hand, the AvASM outputs an
aggregated signature with only one G; element. In terms of verification efficiency, we only compare the
number of pairings required in verification equations (since the pairing operations dominate the cost
of verification). All the proposed schemes, i.e. AvASM, AASMwSA, and AASMwCA, require N + 1
pairings for verification whereas the AASM requires 2N + 1.

8 Conclusion

In this work, we propose a novel BLS-based ASM scheme (vASM) that is more efficient than the ones
in [4] in terms of signature generation, signature aggregation, and verification. On the other hand,
our vASM scheme requires a one-time group setup with more multiplications. We propose two more
accountable subgroup multi-signature schemes with subgroup authentication (ASMwSA) and combiner
authentication (ASMwCA), which are also more efficient, but they have storage and transmission dis-
advantages in comparison with the ones in [4]. Moreover, we compare the aggregated versions of the
proposed schemes with the aggregated version of Boneh et al.’s ASM [4]. We see that aggregated ver-
sions of our schemes, i.e. AvASM, AASMwSA, and AASMwCA, are more efficient regarding aggregated
signature size and verification time. According to the requirements of the system involving an ASM
scheme, our schemes could be good alternatives, especially when faster verification is desired. It would
be a good future work to add accountability to known multi-signature schemes by the methods given in

this paper.
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Table 1: Comparison of the schemes
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. 2n pairings
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or apk:
(n — 1) Mulg, m(]ﬂ) (n — 1) Mulg, (n — 1) Mulg,
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n Hash (H: n Hash (H. 2n Ex
(H2) (H2) 9 PGz n Hash (Hz) n Hash (H3)
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1 Hash (H 1 Hash (H 1 Hash (H, 1 Hash (H,
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Generation 1 Expg,
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Signat I —1) Mul I —1) Mul
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For proof:
n Hash (H.
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B 2n pairings B B
n Ex n Ex n Ex
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Verification For verification: For verification: For verification:
(n — 1) Mulg, (n — 1) Mulg,
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For verification: 2 Pairings
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e I Hash (Hz) Ho n
3 Pairings 2 Pairings 2 Pairings
(l - 1) MUIGl
3 Pairings
For group setup: For group setup:
For group setup:
(n—1) G Elt. (n—1) G Elt. . . e —
o . . For signature: For signature: (n—1) G1 Elt.
Transmission For signature: For signature: e —— D e—— .
1 G1 Elt. 1 G1 Elt. For signature:
1 Gy Elt. 1 Gy Elt. T —
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For pk:
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. For pk: 1 Go Elt. For COM;: For pk: For pk:
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orage
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1 Gy Elt. 1 Gy Elt. n Gy Elt. Combiner:

(n? —n) G; Elt.

() As apk contains the components of spk, no extra cost is needed for computing spk.

(®) Since all the users compute the same commitment set COM, it is enough to be broadcast by only one user.

(©) gpk is computed by the verifier. But to avoid the extra cost, it would be given to the combiner.

Expg,

Exponentiation in group G; for ¢ € {1,2}.

Mulg, Multiplication in group G; for i € {1,2}.

G; Elt.
Hy, Hz, H3, Hy, Hs

Group elements are written as G; Elt. for ¢ € {1,2}.

Hash functions are as in the schemes.

A Security parameter.
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