Lattice-Based Linkable Ring Signature in the
Standard Model

Mingxing Hu and Zhen Liu

Shanghai Jiao Tong University, Shanghai, China
{mxhu2018,1liuzhen}@sjtu.edu.cn

Abstract. Ring signatures enable a user to sign messages on behalf of
an arbitrary set of users, called the ring. The anonymity of the scheme
guarantees that the signature does not reveal which member of the ring
signed the message. The notion of linkable ring signatures (LRS) is an
extension of the concept of ring signatures such that there is a public
way of determining whether two signatures have been produced by the
same signer. Lattice-based LRS is an important and active research line
since lattice-based cryptography has attracted more attention due to
its distinctive features, especially the quantum-resistant. However, all
the existing lattice-based LRS relied on random oracle heuristics, i.e., no
lattice-based LRS in the standard model has been introduced so far.

In this paper, we present a lattice-based LRS scheme in the standard
model. Toward our goal, we present new lattice basis extending algo-
rithms which are the key ingredients in our construction, that may be of
independent interest.
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1 Introduction

Ring signatures, introduced by Rivest et al. [45], allow a signer to hide in a
ring of potential signers of which the user is a member, without revealing which
member actually produced the signature. However, the signer-anonymity may be
too strong in some scenarios. For example, regular ring signatures cannot be used
for anonymous e-voting since any double votes remain undetectable, which means
no one can find out whether any two signatures (with two votes) are submitted
by the same voter or not. Similar concerns should be aroused in cryptocurrency
where a double-spent payment should be discarded. Linkable ring signatures
(LRS) [37] provide the remedy to this problem by allowing the public to detect
any signer who has produced two or more signatures (i.e., votes, payments).
Thereafter, LRS has been studied extensively [1,2,3,9,24,25,31,46,47,51,52,53]
especially in recent years, driven by the rapid development of cryptocurrencies.

Another important line of research is constructing LRS schemes from lattices
[7,11,12,15,20,21,32,36,48,49,50], since lattice-based cryptography has attracted
more attention due to its distinctive features especially the quantum-resistant.
However, these works have so far required the random oracle (ROM) model



[16] (or similar heuristics) for their security analysis. Katz (Sect. 6.2.1 of [30])
mentioned that existing some negative results about the cryptographic systems
that rely on ROM. Canetti et al. [18] and Dodis et al. [22] showed that proof
in ROM can only serve as a heuristic argument and, admittedly using quite
contrived constructions, has been shown to possibly lead to insecure schemes
when the ROM is implemented in the practical scenarios. Furthermore, Leurent
and Nguyen [35] presented the attacks extracting the secret keys on several hash-
then-sign type signature schemes (including the lattice-based signature [27]) and
identity-based encryption schemes if the underlying hash functions are modeled
as a random oracle. Quantum Random Oracle Model (QROM) is a generalized
notion of ROM [8]. Though a proof of security in the QROM is stronger than
one in the ROM, it does not means the security in the QROM implies standard-
model security [23]. Furthermore, Grilo et al. [26] showed that the proofs in
QROM lack conceptual simplicity and tightness.

1.1 Owur Results

To address the above concerns, we present a lattice-based LRS scheme prov-
ably secure in the standard model. It is worth mentioning that we employ the
strongest security model that is strong unforgeability w.r.t. insider corruption
(An important realistic attack presented by Bender et al. [10]). In other words,
our construction provides strong confidence on security in threefold: provably se-
cure without relying on any random oracle heuristics, and instantiated from the
well-studied standard lattice assumptions (SIS and LWE) make our work being
quantum-resistant, and satisfies the strongest security model that captures the
realistic attacks i.e., strongly unforgeable w.r.t. insider corruption that make our
system more applicable in practical scenarios. Furthermore, our signature size
grows linearly in the ring size, it is competitive even compare with the related
works [11,12,20,21,32,36,48,49,50] that based on random oracle. As for the ma-
jority of SIS/LWE-based cryptographic constructions in the standard model, the
public key and signature sizes of our construction are still too large for practical
use. We do not want to oversell our results, but take this as a stepping stone
towards the goal of practical LRS, as this is the first lattice-based LRS scheme
in the standard model.

Moreover, we present two lattice basis extending algorithms that may be of
independent interest. The algorithms are the key ingredients in our construc-
tion, which break the obstacle in building the key image' without the help of
cryptographic hash functions that are modeled as random oracles.

! In linkable ring signatures, ‘key image’ is a parameter in the output signature tuple.
If two signature tuples have the same key image, we say these two signatures are
linked.



1.2 Our Methods

Construction Qutline. In our scheme, the key barrier is how to construct a
suitable key image. We break the barrier by our lattice basis extending algo-
rithms. Particularly, we use the verification key vkots = AcomTa € Zf;xm of
OTS as the key image. Acom € Zg*™ is a common matrix for all ring mem-
bers which generated by a specified function in setup phase. Each ring member
takes three steps to prepare their verification key vk and signing key sk. Firstly,

it selects a PRF key k & {0,1}*. Then it selects k + 5 uniformly random
matrices Ag, A1, B, {B;};ci), Co, C1 from Zg*™ where {Bj}cn are “PRF
secret key” matrices and (Cp, C;) are “message representation” matrices. Fi-
nally, it generates (A, Ta) by a trapdoor generation algorithm, outputs skots =
Ta € Z™*™ vkots = AcomT A, Vk = (A, (Ao,Al), B, {Bj}je[k]7 (Co, Cl)), and
sk = (TA, k7 Vko-rs).

The signer takes five steps to generate the signature of message p € {0, 1}*.
Assuming the input ring contains N ring members, let s be the index of the
signer in the ring. Firstly, for each ring member, it sets two “check” matri-
ces Fenk € ZZXQN’” and F,,, € Zg“m. To prevent the adversary forging or
tampering the key image vkots = AcomT a(s), it uses BasisExtBindAcom and

BasisExtBindSK algorithms to compute the extended basis T, and Ty, , then

uses these extended basis sampling two short “check” vectors ecn € Z2N™ and
€L« € Z*™ such that Fepk - ek = 0 (mod ¢) and F., - €/, = 0 (mod q),
respectively. Secondly, it computes a bit d = PRF(k(S),u), then computes the

)

evaluate matrix A" by the “PRF secret key” and “message representation”

Cprr, i ]
matrices, and set FgZRF pl-d = [A“”Agﬂd — A(Cl'iRF,u] € ZZ“W. Thirdly, it

samples egi) for each ring member, and then samples a uniformly random e(()i)

such that F((QRF pid’ (egi); egi)) =0 (mod gq) for each ring member except the
(s) _
-

signer. For the index s, the signer computes the eés) such that A®) . e
(A(C'SF?RFJ—L — A y.el®) In this way, it also holds that F(CngF’”’lfd . (leés); ey =0
(mod ¢) for the signer. Fourthly, it selects a random vector s & Zy then
computes z = (s())TB® 4 eéi), and then construct a NIWI proof 7 to
prove there existing a short preimage vector eés) that was hidden in the set
{z(z)}ie[N]. Finally, it computes a one-time signature YoT1s and outputs Y =

(XoTs, VKOTS, €chks €Lpis {egi)7 z(i)}ie[N], ) as the signature.

The verifier takes three steps to verify the signature. Firstly, it constructs

the “check” matrices Fene and F.,, as signing phase. Due to the verifier do not
know signer’s PRF key, therefore, it constructs Fgr):RF,u,d = [A(i) |A((;) — A(Cz;lzRF,lL]
for all ¢ € [N] and d € {0,1}. Secondly, it checks if the vector echk, €, and
each egi) is short enough, and checks if Fehi - €k = 0 (mod ¢), F,, - €/, =0

(mod ¢), and each F(Ci’ZRF,p,d'(Z(i); egi)) =0 (mod q) for d = 0 or 1 holds. Finally,



it checks if the proof 7 is correct and the one-time signature is valid. If all these
conditions are satisfied, the signature is accepted.

The Link algorithm takes only one step to check if two signatures are linked
i.e., check if two signatures have the same one-time verification key.

Proof Outline. The unforgeability proof assumes that there exists an efficient
adversary can break the unforgeability, then there exists an algorithm can solve
the SIS problem instance A € Zg*™ i.e., can output a short non-zero vector
e such that Ae = 0 (mod ¢). The reduction embeds a randomly picked PRF
secret key k() = (kii), kéi), ey k,(:)) in each ring member’s verification key. Par-
ticularly, it first picks a random index ¢° from {1,..., N} and let A6 = A je.,
embed the SIS problem instance into verification key. Then it takes the A ()
as input in SuperTrapGen algorithm, outputs (B(io)7 Tgue)). In this way, it pre-
pared the signing key of the ring member with index i® which used to response
the corrupting query in the corrupting oracle probing phase. Secondly, for all
the index i € [N]\ i°, it uses TrapGen algorithm to generate (B(*), Tg«) and
then produce (A, T, ) by taking B() as input to SuperTrapGen algorithm.
Finally, for all the index ¢ € [N], j € [k], and d € {0, 1}, it constructs the matri-
ces A = AORY + 4G, BY = AORY + £17G, and C}) = AORY +dG
where all the R shape matrices are randomly chosen from {1, —1}"*" and G is
the gadget matrix. In this way, the reduction algorithm can response the signing
query of all the ring members. For the ring members with index i € [N]\ i°,
it responses the signature by the basis T 5 ;). For the ring member with index
1°, it responses the signature by the gadget trapdoor Tq. For a valid forgery
with respect to message p*, since d = PRF(k(iO),u*) is unpredictable to the
adversary, therefore, the reduction algorithm outputs a valid SIS solution with
essentially probability 1/2.

The anonymity proof proceeds in a sequence of experiments Eg, Hg, Hy,
E, such that each experiment is indistinguishable from the one before it. This
implies that A has negligible advantage in distinguishing Eq from E;, as desired.
The experiment Eq (resp., E1) corresponds to the experiment of Anonymity in
Definition 1 with b = 0 (resp., b = 1). Let (s§, s7) be the indexes that adversary
provides in Challenge phase. The experiment Hy is as same as Eq except that

we sample eési) by a specified function rather than randomly select it from Zj".

Suppose an adversary can distinguish Eq and Hg i.e., can distinguish the z(*1) =
(s TBED 4 e(()sl) with e(()sl) < Zy' from the 2/¢1) = (s61))TBG1) 4 eg(sl)

with eg(si) < Dzm o4, then we can construct an reduction algorithm to solve the

LWE assumption. The experiment H; is as same as Hg except that we change
the witness from s’s to si’s. By the witness indistinguishability of the proof
system, Hy and H; are indistinguishable. Finally, H; is indistinguishable from E;
by exactly the same argument used to show the indistinguishability of Hy and
Eo.



The signer-linkable and signer-non-slanderable proofs mainly based on the
BasisExtBindAcom and BasisExtBindSK algorithms that we presented. As men-
tioned above, we use one-time verification key vkors = AcmTa as the key
image where A.m is a random matrix can be shared by all users and T, is
the trapdoor belongs to skorts. In this setting, there are two challenges. The
first challenge is achieving signer-linkable i.e., how to restrict one ring mem-
ber generating two signatures by generating the other vkgrs = A’ Ta’ and
thus breaking the signer-linkable. More specifically, recall the signature tuple
includes the one-time signature Yots and one-time verification key vkors which
can prevent adversary to produce two signatures for one vkors, but the ad-
versary still can break the signer-linkable by generating a Al ., # Acm Or
Ta’ # Ta such that vkgs # vkots. The second challenge is achieving signer-
non-slanderable i.e., how to prevent the adversary to forge the vkoTts which
belongs to an honest signature tuple i.e., forge a vkgrg such that vkgrs = vkors.
For instance, an adversary can arbitrarily select a T’ then compute a A7, such
that vkgrs = AL Th = AcomTa = vkoTs, or corrupt the Ta then compute
a A’ . such that vkgrs = A% Ta = AcemTa = vkors. Therefore, to address
these two challenges, we need a method to bind A, and T that can not be
changed i.e., bind that in vkoTs. In the signing phase, we constructs two “check”
matrices for each ring member, the one is Fg = [FV|... |[FV)] € Zyp<3Nm
where each F(#) = [AcomTAM Acom + A(i)] S Z;’“m, the other one is F/,, =
[AcomTA(s> — Acom\Acom] S ZZXZ’”. Then, we extend the signer’s trapdoor T A
to Tp/, and Ty, by BasisExtBindAcom and BasisExtBindSK, respectively. Fi-
nally, we use the extended trapdoor Ty, and Tg/ to sample the short and
unforgeable preimages echk and €., respectively. In this way, the elements in
the key image i.e., Acom and Ta can not be changed or forged when the preim-
ages echk and e/, pass the validation of the verify algorithm. By our design of the
extended trapdoors Tr,, and Tg/, , we can exploit the output of the adversary
to produce a valid SIS solution.

2 Definitions

In this section, we review the definitions of linkable ring signatures: syntax,
correctness, unforgeability, anonymity, linkability, and non-slanderability.

Definition 1 (Linkable Ring Signature). A linkable ring signature LRS con-
sists of the following algorithms:

— Setup(1™) — PP. This is a probabilistic algorithm. On input the security
parameter n, outputs the public parameter PP.

The public parameters PP are common parameters used by all ring members in
the system, for example, the message space M, the modulo, etc. In the following,
PP is implicit input parameter to every algorithm.



— KeyGen() — (vk,sk). This is a probabilistic algorithm. The algorithm outputs
a verification key vk and a signing key sk.

Any ring member can run this algorithm to generate a pair of verification key
and signing key.

— Sign(sk, u, R) = X. This is a probabilistic algorithm. On input a signing key
sk, a message i € M, and a ring of verification keys R = (vk(l), o ,vk(N))Q.
Assume that (1) the input signing key sk and the corresponding verification
key vk is a valid key pair output by KeyGen and vk € R, (2) the ring size
IR| > 2, (3) each verification key in ring R is distinct. This algorithm outputs
a signature .

— Ver(R, i, X) — 1/0. This is a deterministic algorithm. On input a ring of
verification keys R = (vk(l), . ,vk(N)), a message € M, and a signature
X, outputs 1 if the signature is valid, or 0 if the signature is invalid.

— Link(Ro, 0, X0, R1, 1, X1) — 1/0. This is a deterministic algorithm. On
input two valid signature tuples (R, o, Xo) and (Ry, p1, X1), the algorithm
outputs 1 if the two signatures linked, or 0 if unlinked.

Remark: Note that it is open on whether the Sign algorithm is probabilistic or
deterministic, which may depend on the concrete constructions.

Correctness. A LRS scheme is correct, if for alln € N, any N = poly(n), any
PP « Setup(1™) as implicit input parameter to every algorithm, any N pairs
(vk(l),sk(l)), ceey (vk(N)7sk(N)) + KeyGen(), let R = (vk(l), .. ,vk(N)), it holds
that

— For any messages p € M, and any s € [N], it holds that
Pr[Ver(R, 1, Sign(sk®), 41, R)) = 1] =1 — negl(n)
— For any messages o, 1 € M, any No, N1 = poly(n), any ring of well-
formed verification keys Ro, Ry with ring size |Rg| = No,|R1| = Ny respec-

tively, and any vk(®0) ¢ Ro,vk(sl) € Ry for any so € [No|,s1 € [N1], let
2o — Sign(sk(s(’),po, Ro), X1 + Sign(sk(sl),ul, Ry). It holds that

Pr[Link(Ro, s10, S0, Ri, pi1, £1) = 1] =1 if sk*0) = sk,
Pr[Link(Ro, 10, Zo, R1, pt1, £1) = 0] > 1 — negl(n) if sk(®) 2 sk(=1)

The above probability is taken over the random coins used by Setup, KeyGen,
and Sign.

Strong Unforgeability. A LRS scheme is strongly unforgeable w.r.t. insider
corruption (sUnflnsCor), if for any PPT forger A, it holds that A has at most
negligible advantage in the following experiment with a challenger C.

2 Below we regard the verification key ring as an ordered set, namely, it consists of a set
of verification keys, and when it is used in Sign and Ver algorithms, the verification
keys are ordered and each one has an index.
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) are the randomnesses used in

— Setup. C generates PP < Setup(17; vet) and (vk'?, sk") « KeyGen(~,

all i € [N], where N = poly(n) and (’yst,'yég

Setup and KeyGen, respectively. C sets S = (vk(l), . ,vk(N)) and initializes
two empty sets L and C. Finally, C sends (PP, S, &) to A.

Note that we give to A the randomness - that used for the Setup algorithm,
which implies the algorithm is public, does not rely on a trusted setup that may
incur concerns on the existing of trapdoors hidden in the output parameters.

— Probing Phase. A can adaptively query the following oracles:

e Signing oracle OSign(-,-,-):
On input a message pp € M, a ring of verification keys R and an index
s € [N] such that vk'® € RS, this oracle returns X < Sign(sk'®), 11, R)
and adds the tuple (u, R, %) to L.

e Corrupting oracle OCorrupt(-):
(%)

On input an index s € [N] such that vk®) € S, this oracle returns Vig

and adds vk to C.

— Forge. A outputs a forgery (u*,R*, X*) and succeeds if (1) Ver(p*,R*, X*) =
1, (2)R" €S\ C, and (3) (u*,R*, 2¥) ¢ L.

Anonymity. A LRS scheme is signer-anonymity, if for any PPT adversary A,
it holds that A has at most negligible advantage in the following experiment with
a challenger C.

— Setup. C generates PP < Setup(17;7s) and (vk® sk) « KeyGen(yE?)
?) are the randomness used
in Setup and KeyGen, respectively. C sets S = (vk(l)7 . 7vk(N)). Finally, C
sends (PP, S,vst) to A.

for all i € [N], where N = poly(n) and (’st’ﬁs

— Challenge. A outputs a challenge (R*, u*, s, s7) where s§, s € [N], s§ #
s7, and vk©®0) vk1) ¢ SMR*. C chooses a random bit b € {0,1} and
A is given the randomness set {’YE;)}z’e[N]\{sg,s;} and the signature X* <«
Sign(sk(sg), w*, RY).

— Guess. A outputs a guess b'. If b’ = b, C outputs 1, otherwise 0.

Linkability. A LRS scheme is signer-linkable, if for any PPT adversary A, it
holds that A has at most negligible advantage in the following experiment with a
challenger C.

— Setup. C generates PP + Setup(1™;vst), where s is the randomness used
in Setup. Finally, C sends (PP,~s) to A.

— Output Phase. A outputs | (I > 2) (ring of well-formed verification keys,
messages, signature) tuples (R}, ut, %) where i € [I].



A suceeeds if (1) Ver(R¢ i, 52 = 1 fori € 1], (2) Link(RE, . 55 RS, . 53) =
0 for any i,j € [l] s.t. i # 7, and (3) | Uj=1 RY| < L.

Non-Slanderability. A LRS scheme is signer-non-slanderable, if for any PPT
adversary A, it holds that A has at most negligible advantage in the following
experiment with a challenger C.

— Setup. As same as the setup phase of Strong Unforgeability.
— Probing Phase. As same as the probing phase of Strong Unforgeability.

— Output Phase. A outputs two (ring of verification keys, message, signa-
ture) tuples (R*, u*, X*) and (R, ji, ).

Let L be the list that stores the query-answer tuples for OSign(-,-,-). A succeeds
if (1) Ver(R*, p*, X*) =1, (2) (R, 1, X)) € L, (8) (R*,u*, X*) ¢ L, (4) R* CS\C,
(5) Link(R", u*, 5%, R, 1, 5) = 1.

3 Preliminaries

In this section, we first review the definition of a strongly unforgeable one-time
signature in Sect. 3.1, key-homomorphic evaluation algorithm in Sect. 3.2, non-
interactive witness-indistinguishable proof systems in Sect. 3.3, and some lattice-
based backgrounds.

Notation. We write [I] for a positive integer ! to denote the set {1,...,1}. We
denote vectors as lower-case bold letters (e.g. x), and matrices by upper-case
bold letters (e.g. A). We say that a function in n is negligible, written negl(n), if
it vanishes faster than the inverse of any polynomial in n. We say probability p(n)
is overwhelming if 1 —p(n) is negligible. We denote the horizontal concatenation
of two matrices A and B as A|B. We denote the vertical concatenation of two
matrices A and B as A;B. We denote {A®},ciy or {B;};c as the set that
consists of [ matrices. For a matrix A we denote two matrix norms: |A|| denotes
the Iy length of the longest column of A. HJKH denotes the result of applying
Gram-Schmidt orthogonalization to the columns of A.

3.1 Strongly Unforgeable One-Time Signature

Our construction will use the one-time signature with strong unforgeability as
a building block. A one-time signature scheme is a signature scheme that is
meant to be used to sign only a single message, and is only required to sat-
isfy unforgeability under properly restricted adversaries that receive only one
signature/message pair.

Syntax. To capture the practice better, we augment the usual formalization of a
general one-time signature scheme to cover the cases that users may share some
fixed public parameters.



Definition 2 (One-Time Signature Scheme). A one-time signature scheme
consists of the following algorithms:

— Setup(1™) — PPorts. This is a probabilistic algorithm. On input the security
parameter n, the algorithm outputs the system public parameter PPoTs.

The public parameters PPoT1s are common parameters used by all participants in
the system, which may be just the security parameter, or include some additional
information such as the message space M, the modulo, etc. In the following,
PPoTs are implicit input parameters to every algorithm.

— KeyGen() — (vkoTs,skots). This is a probabilistic algorithm. The algorithm
outputs a verification key vkoTs and a signing key skoTs.

— Sign(skoTs, 1) = Xots. This is a probabilistic algorithm. On input a signing
key skoTs and a message p € M, the algorithm outputs a signature Xots.

— Ver(vkorTs, i, Xots) — 1/0. This is a deterministic algorithm. On input a
verification key vkots, a message p, and a signature Xots, the algorithm
outputs 1 if the signature is valid, or 0 if the signature is invalid.

Correctness. A one-time signature scheme is correct, if for any n € N, all
messages p € M, and any PPots + Setup(1™) as implicit input parameter to
every algorithm, it holds that

Pr[Ver(vkoTs, i, Sign(skoTs, 1)) = 1] = 1 — negl(n),

the probability is taken over the random coins used by Setup, KeyGen, and
Sign.

Strong Unforgeability. A one-time signature scheme is strongly unforgeable,
if for any PPT forger A, it holds that A has at most negligible advantage in the
following experiment with a challenger C.

— Setup. C generates PPots < Setup(1™;7s) and (vkoTs, skots) <+ KeyGen(),
where v is randomness used in Setup. Finally, C sends (PPots, vkoTs, Vst)
to A.

Note that we give to A the randomness v that used for the Setup algorithm,
which implies the algorithm is public, does not rely on a trusted setup that may
incur concerns on the existing of trapdoors hidden in the output parameters.

— Probing Phase. A issues a query on message p. C responses the query by
running Yots < Sign(skots, 1t). Finally, C returns the signature Yots to A.

— Forge. A outputs a forgery (u*, Zits). A succeeds if (1*, Zrs) # (1, Xots)
and Ver(vkoTs, 1*, X&rs) = 1.



3.2 Key-Homomorphic Evaluation Algorithm

In our construction, we borrow the idea from the standard signature work
[14], that is employing the key-homomorphic evaluation algorithm Eval(-, -) from
[28,17,13] to evaluate circuits of a PRF. In particular, they used the evaluation
algorithm of the work [17]. The inputs of Eval(-,-) are C' and a set of ¢ different
matrices {AD};c(y, where C : {0,1} — {0,1} is a fan-in-2 Boolean NAND
circuit expression of some functions such as a PRF, and each A®) = AR® +
bIG € Zy™™ corresponds to each input wire of C, and where A & zy=m™,
RO & {1, —1ymxm p() € {0,1} and G € Zyg*™ is the gadget matrix [39]. The
algorithm deterministically output a matrix Ac = AR¢ + C(b(, ... b))G e
Zy*™. In the analyzation of our unforgeability proof, we will use the following
lemma to show R¢ is short enough.

Lemma 1 ([14]). Let C : {0,1}* — {0,1} be a NAND Boolean circuit which has
depth d = ¢ log ¢ for some constant c. Let {A®) = AR®) +bp(VG € Zy*™ Vil

be £ different matrices correspond to each input wire of C where A & Zy=™,
RO & {1, =1} b € {0,1} and G € Zy*™ 1is the gadget matriz. There is

an efficient deterministic evaluation algorithm Eval(C,(AM ... A®))) runs in
time poly(4%,¢,n,log q), the output of the algorithm is a matriz

Ac =ARc +C0BW, ... b)G = Eval(C,(AM, ... A®))

where C(b™M), ... b)) is the output bit of C' on the arguments (b, ..., b©) and
Rc € Z™*™ s a low norm matriz has |Rel|| < O(¢2¢ - m3/2).

3.3 Non-Interactive Witness-Indistinguishable Proof Systems

We first review the NIWT proof system presented by Gordon et al. [29]. Let
BW, ..., BO ezp™ and 2V, ... z() € Z? for some | = I(n), and fix some &.
Define the gap language L, = (Lyes, Lno) as follows:

I BW, ....B®
YES & zM .. z0
BM ... . B®
fno = { <z(1),...,z(l) )
By the methodology of Gordon et al. [29], there is an interactive witness-
indistinguishable proof system for L, . when set € > O(y/m/log m) by using
the techniques of the work [41], then the resulting protocol can be made non-

interactive in the standard model by applying the Fiat-Shamir transformation
from the work [43].

Is €zl and i€ [l]:[|z% — (BW) s|| < a\/ﬁ}

Vs € Zy and i € [I] : ||z(i) - (B(i))TSH >e- cf\/ﬁ}

Lemma 2. Let ¢ > O(y/m/log m). There is an NIWI proof system for L, . in
the standard model.
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3.4 Lattice Backgrounds

We will need the following lemma to bound the norm of a random matrix in
{1, _1}m><m

Lemma 3 ([4]). Let R be a k x m matriz chosen at random from {1, —1}F>xm,
Then there is a universal constant ¢ such that Pr[||R| > cvk +m] < e=(k+m).

Lattices and Gaussian Distributions. Let m € Z be a positive integer and
A C R™ be an m-dimensional full-rank lattice formed by the set of all integral
combinations of m linearly independent basis vectors B = (by,...,b,,) C Z™,
ie, A = L(B) = {Bc => ", ¢b;tce Zm}. For positive integers n, m,
¢, a matrix A € Zy*™, and a vector y € Z', the m-dimensional integer lat-
tice AJ(A) is defined as AJ(A) = {x € Z™ : Ax = 0 (mod ¢)}. A¥(A)
is defined as AY(A) = {x € Z™ : Ax =y (mod ¢q)}. For a vector c € R™
and a positive parameter o € R, define p,c(x) = exp(—n|x — c|/o?) and
Poc(A) = wca Poc(X). For any y € A, define the discrete Gaussian distribu-
tion over A with center ¢ and parameter o as Dp 5.¢(Y) = po.c(¥)/Po.c(A). For
simplicity, ps0 and Da 0 are abbreviated as p, and Dp , respectively.

The following Lemma 4 bounds the length of a discrete Gaussian vector with
a sufficiently large Gaussian parameter.

Lemma 4 ([40]). For any lattice A of integer dimension m with basis B, c € R™

and Gaussian parameter o > ||B|| - w(v/log m), we have Pr[||x — ¢|| > oy/m :
X < Dao.c] < negl(n).

The following generalization of leftover hash lemma is needed for our security
proof.

Lemma 5 ([4]). Suppose that m > (n + 1)log ¢ + w(log n) and that ¢ > 2 is
prime. Let R be an m x k matriz chosen uniformly in {1, —1}™** mod q where
k = k(n) is polynomial in n. Let A and B be matrices chosen uniformly in
Zy*™ and ZZX’“ respectively. Then, for all vectors w in Zj', the distribution
(A, AR, R"w) is statistically close to the distribution (A,B,R™w).

The proofs of our LRS construction is based on the following small integer
solution (SIS) assumption, learning with errors (LWE) assumption, and the se-
curity of PRF.

Definition 3 (SIS Assumption [27,40]). Let ¢ and 8 be functions of n. An

instance of the SISy g problem is a uniformly random matriz A & Zy=™ for any
desired m = poly(n). The goal is to find a nonzero integer vector x € Z™ such
that Ax =0 (mod q) and ||x|| < 8.

For 8 = poly(n), ¢ > f-w(v/nlog n), no (quantum) algorithm can solve
SIS, 3 problem in polynomial time.
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We use the LWE assumption proposed by Gordon et al. [29] and they proved
it was implied by the standard LWE assumption [44]. The main difference is the
error distribution x choosing from different distribution. Gordon et al. consider
the discrete Gaussian distribution Dzm o4 where ag = w(+/log q).

Definition 4 (LWE Assumption [44]). Let q,m be functions of n, ¢ > 2,
X be a discretized normal error distribution parameterized by some a € (0,1),
which is obtained by drawing x € R from the Gaussian distribution of width «.
Define the LWE distribution Ay as: Choose a vector a < Zy and an error
e < X, oulput (a,a’s + e). Defines the Search-L\WEq , m . as: Fiz an's < L,
given at most m samples from A, ., work out s. Defines the Decision-LWE ;, .y
as: For a uniformly chosen s < Zy, given the oracle to be (1) A, or (2) the
uniform distribution over Zfl“rl, decide which is the case with at most m oracle
calls.

For ¢, m,a =poly(n) such that aq = w(v/1og q), no (quantum) algorithm can
solve the (Search/Decision)-LIWEg ,, m  in polynomial time.

Definition 5 (Pseudorandom Functions). For a security parameter n > 0,
let k = k(n), t = t(n) and ¢ = c(n). A pseudorandom function PRF : {0, 1}* x
{0,1}t — {0,1}¢ is an efficiently computable, deterministic two-input function
where the first input, denoted by K, is the key. Let §2 be the set of all functions
that map £ bits strings to c bits strings. There is a negligible function negl(n)
such that:

|Pr[APRFUC) (17) = 1] — Pr[AFO(17) = 1]| < negl(n)

where the probability is taken over a uniform choice of key K & {0,1}* and
Fé& 2, and the randomness of A.

Algorithms on Lattices. Our work will use the following lattice algorithms.

Lemma 6 (TrapGen Algorithm [6]). Letn > 1,¢ > 2,m = O(n log q) be inte-
gers. There is a probabilistic algorithm TrapGen(1™,1™, q) that outputs a matriz
A € 7™ and a trapdoor matric Ta C Ay (A) i.e., Ta is a basis (full-rank
subset) of AqL (A), the distribution of A is statistically close to the uniform dis-

tribution over Zy*™ has ||ﬁ|\ < O(v/nlog q) and |Tall < O(n log q) with all
but negligible probability in n.

Lemma 7 (SuperTrapGen Algorithm [29]). Let n > 1,49 > 2,m = O(n log q)
be integers. There is a probabilistic algorithm SuperTrapGen(1™,1™ ¢, B) that
on input 1", 1™, q, and a matriz B € Zy*™ whose columns generate Zy, this
algorithm outputs a matriv A € Zy*™ and a trapdoor matriv Ta C A{JI-(A)
such that ABT = 0 (mod q), and the distribution of A is statistically close to
the uniform distribution over Zy*™. Moreover, it holds that ITAl = log n -
O(v/mn log q) with all but negligible probability in n.
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Lemma 8 (BasisExt Algorithm [19]). For i = 1,2,3, let A; be a matriz in
Zy ™ whose columns generate Zy and let A" = [A1|Ag|Aj]. Let Ta, be a basis
of AX(Ta,). There is a deterministic algorithm BasisExt(Ta,, A’) that outputs
a basis Tas for A-(A’) such that | Tar|| = || Ta,]-

The following lattice basis extension algorithm also needed for our security
proof, which presented by Agrawal, Boneh and Boyen [4], so we abbreviate that
as BasisExtABB algorithm.

Lemma 9 (BasisExtABB Algorithm [4]). Let q be a prime, n,m be integers
with m > n. There is a probabilistic algorithm BasisExtABB(A, B, R, Tg) which

takes as input two matrices A, B € Zy*™ whose columns generate Zy, a matriz
R € Z™*™, and a basis Tg € A (B), outputs a full-rank matriz Ty in Ay (F)

such that | Tg| < (|R||+ 1) - | Ts|| where F = [A|AR + B] € VARG

Lemma 10 (SamplePre Algorithm [27]). Let ¢ > 2, m > n be integers. There
is a probabilistic algorithm SamplePre(A, T a,y, o) which takes as input a matriz
A € Zy*™ whose columns generate Zy, and a basis Ta of AqL(A), a vector

y € Zy, and a Gaussian parameter o > ||TNA|| -w(v/log m), outputs a vector
x € AY(A) sampled from a distribution which is statistically close to Dpy(a),o-

Lemma 11 (SampleR Algorithm [5]). Let ¢ > 2 be a prime, m > n be integers.
There is a probabilistic algorithm SampleR(1™) which outputs a Z,-invertible
matriz R in Z™*™ from a distribution that is statistically close to Dy, xm with

IR|l < O(v/m) - w(VIog m).

Gadget Matrix. The “gadget matrix” G defined in [39]. We recall the following
one fact of G.

Lemma 12 ([39]). Let ¢ be a prime, and n, m be integers with m = n log q.
There is a fized full-rank matriz such that the lattice A;-(G) has a publicly known

basis Tg € Z™*™ with H'I‘EH <+/5.

4 Our Construction
In this section, we first give the new lattice basis extension algorithms Basi-
sExtBindAcom and BasisExtBindSK in Sect. 4.1, based on that we present the

construction of LRS in Sect. 4.2, and then we give the concrete parameters in
Sect. 4.3.

4.1 Lattice Basis Extending Algorithms

Algorithm: BasisExtBindAcom(A, Ta,F)
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Inputs: A matrix A € Zy*™ whose columns generate Zg, a basis Ta of AqL(A)7

and a matrix F = [AcomTA\Acom + A] € ngzm where Acom is a uni-
formly random matrix in Zg*".

Outputs: A basis Tr of A, (F).
The BasisExtBindAcom algorithm runs as follows:
1. Sample Rg, R; + SampleR(1™).

2. Construct Ty = [TfAPi_:gO TfAl}il] such that F- Ty =0 (mod q).

Lemma 13. The matriz Tg output by BasisExtBindAcom is full-rank and satisfy

ITE| < O(m?) - w(y/Iog m).

Proof. By Lemma 11, we know the matrices Ry, R; are invertible. By Lemma
7, we know the basis To of Ay (A) is full-rank. Therefore, the matrix Tp is
full-rank. By Lemma 11, we know the Gram-Schmidt norm of Ry, Ry bounded

by O(y/m) - w(y/Iog m). By Lemma 7, we know | Ta|| < O(log n - v/mn log q).

As analyzed in Sect. 4.3, it requires to set m = O(n log q). Therefore, we have
ITg || < O(m?) - w(vlog m).
Algorithm: BasisExtBindSK(T4, F)

Inputs: A matrix F = [AcomTA — Acom|Acom] S nggm where Acom is a uni-
formly random matrix in Z?*™, and Ty is a basis of A (A) and A is
independent with Acom-

Outputs: A basis Tr of A, (F).
The BasisExtBindSK algorithm runs as follows:
1. Sample Rg, R; < SampleR(1™).

2. Construct Tf = [TA;{?ERO TAﬁljiRl] such that F- Ty =0 (mod q).

Lemma 14. The matriz Tg output by BasisExtBindSK is full-rank and satisfy

|ITe| < O(m?) - w(y/Iog m).

Proof. The proof is as same as the proof of Lemma 13.

4.2 Construction

Setup(1™; Yet)
1. On input a security parameter n, sets the parameters ¢, m, k, o as specified
in Sect. 4.3 below.
2. Select a secure PRF : {0, 1}*x {0, 1}* — {0, 1}, express it as a NAND Boolean
circuit Cpge.
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3. Let Ilots be a one-time signature scheme with strong unforgeability.

4. Compute PPoTs + HOTS.Setup(ln;’yst).

5. Sample Acom < XOF(7st) where Acom € Zy*™.

6. Output the public parameters PP = (¢, m, k, o, PRF, (Tlots, PPoTs), Acom, Vst )-
Note that including the randomness < in PP and sample the A, by the
extendable output function XOF [42] is to guarantee the public has no concerns
on the existing of trapdoors for PP.

In the following, PP are implicit input parameters to every algorithm.

KeyGen()

1. Select B & Zy*™ and (A,Ta) < SuperTrapGen(1",1™,q,B) where A €
Zy*™ and Tp € ZM*™.
Let SkOTS = TA and VkOTS = AcomTA-

Select a PRF key k = (k1, ka, ..., ki) & {0,1}*.
For j =1 to k, select B; & Zy™™.

Select Ag, Ay, Co, C; & Z1<m,
Output vk = (A, (Ao, Al),B, {Bj}je[k]: (Co, Cl)) and sk = (TA,k,VkOTs).

S o A wN

Sign(sk, i, R)

1. On input a signing key sk := sk(®) = (TS),k(S),vkg%s) where s € [N] is
the index of the signer in the ring R, a message p = (u1,...,u¢) € {0,1},
and a ring of verification keys R = (vk), ..., vk®™¥)) where each vk =
(A0, (AT, AP, BO (B} e, (€, C1).

Fori=1to N, set F() = [AcomTA<s> Acom + A(i)] S ngzm.

Compute Tps) BasisExtBindAcom(A(S), TA(S),F(S)).

Let Feh = [F(1)| . |F(N)] € Z;LXQN”’, compute Tr,, < BasisExt(Tge), Fehk)-
Let F.,, = [AcomTA<S>—Acom|Acom] € ngzm, compute Tg: <« BasisExtBind-
SK(T o), Fl)-

AN S

6. Sample ek <— SamplePre(Fen, Tr,,,0,0), €/, < SamplePre(F., ,, Ty, 0, o).

7. Compute d = PRF(k®), u).

8. Fori =1to N, compute AggRF’” = Eval(Cpgr, ({B§i>}je[k]7cfﬁ, C,(fg, ce CL?))
€ Ly set Fel na = [ADIAY, — AQ) ] ez,

9. Fori=1to N,select ul® & Zy}, compute e(li) < SamplePre(A®), Ty, u®, o).

10. For i = s, compute eés) < SamplePre(A®) T (), W), 0) where u'(®) =

(AGhe s~ AV el

CpRE, 14
11. Fori=s+1,...,N,1,...,s — 1, uniformly choose e((f) € Z™ subject to the
condition that ngRF’“’kd : (e((f);egz)) =0 (mod q).

12. Fori =1 to N, select s() & 77, compute z() = (s())TB® + el!).
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13. Use the witness {s(i)7 i}ien) to construct an NIWI proof 7 for the gap lan-
guage Ly . as Sect. 3.3.
14. Compute one-time signature Xot1s < HoTs.Sign(skoTs, w).

15. Output the signature X' = (Xots, vkoTs, €chks €Ly {egi),z(i)}ie[m, ).

Ver(R, p, X)

1. On input a ring of verification keys R = (vk(l), e ,vk(N)) where each vk =
(AD, (A, A), BO (B} e, (C,C1)), a message p, and a signa-
ture X' = (Xots, vkoTs, €chk, €Lhi {e?),z(“}iemm)-

2. Compute (Fcnk, FY,, ) as in Sign algorithm. Check if ||ecw| < ov2Nm and
lelll < ov2m and Fepk - €chk = 0 (mod ¢) and F,, - €/, = 0 (mod q)
holds, otherwise return 0.

3. For i = 1 to N and d € {0,1}, compute F¢) = [ADA] — AL) ]

where AggR is computed as in Sign algorithm. Check if Hegi) | <oy/m and

F,H
F(CngF%d (2, egz)) =0 (mod q) holds for d = 0 or 1, otherwise return 0.
4. Check if the proof 7 is correct and Ilgts.Ver(vkoTs, i, XoTs) = 1, return 1,

otherwise return 0.

Link(Ro, tg, X0, R, py, 1)

1. On input two valid signature tuples (Ro, tg, Xo) and (Ry, pq, X1).

2. Let vkoTs,0 and vkors,1 be the one-time verification keys in Xy and X,
respectively.

3. Check if vkoTs,0 = vkoTs,1 holds, return 1, otherwise return 0.

4.3 Correctness and Parameters
We now show the correctness of LRS. By Lemma 10, each egi) in X follows

the distribution DAu<”(A<s>) o then by the construction of z(*) and Lemma 7,
u ;

it holds that ngRF%d . (z(i);egi)) = 0 (mod g) for d = 0 or 1. By Lemma
10, the ek and €/, in X respectively follow the distribution DA;(Fchk),g and

Dat(¥:,),00 therefore, it holds that Fen - echc = 0 (mod ¢) and F,,, - €/, =0

(mod ¢). By Lemma 4, e(li) < oyvm, ek < ovV2Nm, and €, < ov/2m holds
with overwhelming probability. Therefore, the signature is accepted by the Ver
algorithm with overwhelming probability.

For the correctness of Link, let Xy = (Xovs,0,vkotso = AcomTa,---)
and 21 = (EOTS,laVkOTS,l = AcomTA(1)7. . ) be generated by Sko = TA(o) and
sky = T 5y, respectively. In the case skg = sk; i.e., Ta© = Taq), the signer-
linkable proof in Sect. 5 shows that it is infeasible to change Acom to a AL,
such that vkorso # vkoTts: i.e., vkors,o = vkots,1 holds with overwhelming
probability in this case. In the case skg # sky i.e., Tpaw) # Taq), the signer-

non-slanderable proof in Sect. 5 shows that it is infeasible to compute a AL,
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such that vkoTtso = vkoTs,1 i.e., vkoTs,o # VvkoTs,1 holds with overwhelming
probability in this case.

We then explain the parameters choosing. We employ the work [33] to instan-
tiate our PRF, which based on standard LWE assumption with polynomial mod-
ulus ¢ = n“M. We employ the work [34] to instantiate our OTS, which requires
[Tallco < pand ¢ > 2tpy/mn®?M) where p = [%W To guarantee the
hardness of the based LWE, ,, m., assumption, we need to set o = w(v/log ¢)/q as
defined in Definition 4. Let n be the security parameter, let the message length
be t = t(n) and the secret key length of PRF be k = k(n). Let £ =t + k be
the input length of PRF. To ensure that hard lattices with good short bases
can be generated by SuperTrapGen, we need to set m = 6n'"® where § > 0 is a
constant such that n’ > O(log n). To ensure that the distribution on the output
of SamplePre statistically close to the distribution DAQL(F/),av we need to set the
Gaussian parameter o sufficiently large that is ¢ = O(¢£%¢ - m3/?) - w(y/Tog m)
(see the unforgeability proof). To ensure that vectors sampled using a trapdoor
are difficult SIS solutions, we need to set 3 = O(£*-m7/?).w(y/log m) such that
B > O(£%¢-m?) - o for some constant ¢ (see the unforgeability proof). To ensure

our construction based on SIS has a worst-case lattice reduction as defined in
Definition 3, we need to set the modulus ¢ = O(¢*¢ - m*) - (w(y/log m))? such

that ¢ > 8- w(v/n log n).

5 Proofs of Security and Privacy

Theorem 1 (Unforgeability). Let m,q,8,a,0 be some polynomials in the
security parameter n. For large enough o = O(£2¢ - m3/?) - w(y/log m) and B =
O(£* -m7/?) - w(\/Tog m), the LRS scheme is sUnflnsCor secure in the standard
model.

Proof. Consider the following security game between an adversary A and a sim-
ulator S. Upon receiving a challenge A € Zg*™ that is formed by m uniformly
random and independent samples from Zg and the (PPoTs, vkoTs), S simulates
as follows.

Setup. S takes as input a security parameter n and a randomness v to invoke
PP < Setup(1™; PPoTs,vst) algorithm. S simulates as follows.
— Select a random index i® ¢ {1,..., N} and sets A9 = A, then sample
(BU*), Tge)) < SuperTrapGen(1™,1™, ¢, AU).
— Fori=i*+4+1,...,N,1,...,i°—1:
e Compute (B, Tgq)) < TrapGen(1”,1™, q).
e Compute (A® T, ) < SuperTrapGen(1",1™, ¢, B®).
o Let skl = T and vkile = AcomT oo
— For i =i°, set vk(oi:,}-)S = vkoTs.
— Fori=1to N and d € {0,1}:
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$ mXxXm
e Choose RAS)’RC(“ — {1 —1} xXm,

o Construct Aj) = AR, +dG and C) = AR ) +dG where G
is the gadget matrix.
— Fori=1to N:
o Select a PRF key k() = (k\) k$) . kW) & {0, 1}k,
— Fori=1to N and j =1 to k:
e Choose RB;i) & {1, =1}™*™ and construct Bgi) = A(i)RBgi) + k;i)G.

— Let S = (vk™,...,vk™)) where each vk = (A® (A", A1), BO, BV} ;e py,
(C(()),C( ))) then sends (PP, S, ) to A.
Probing Signing Oracle. A adaptively issues tuples for querying the signing
oracle OSign(+,-,-). For simplicity, here consider only one tuple (u,R,s) where
s € [N], and requires that vk® € S(R. Let N’ = |R|. Assume the ring R =
(vk®,...,vk™)), parse vk = (A®), (AFY, ALY), BO) (B}, (CF, C)).
S does the following to response the signature.
— For i/ =1 to N, set F(@) = [AcomTA(i/)
Fe = [FO| . [FN)] € Zpx2Nm,

Acom + AW € 22X Let

— Select § <& {1,2,...,N'}\i°. Compute T ¢ BasisExtBindAcom(A ) T ),
F®), Ty, « BasisExt(Tge), Fenk), and ecpi < SamplePre(F e, Tr,,, 0, 7).
— LetF,,, = [AcomTA<§)—Acom|Acom] S ngzm. Compute T/, < BasisExtBind
SK(T ), Fl,) and ey, SampIePre(Féhk,TFéhk, 0,0).
— Compute d = PRF(k®), p).
— For i’ =1 to N”:
e Compute Ag) = Eval(Cprr, ({B; }

jE[k]’ CEJZ)? 082)7 ey C/(J«lt)))

e Set FU)

Cpre,p,1—d — [A(L )|A(l A(Z )

Conppa)
e Select u(®) <— Zy.

— Fori' =i°+1,...,N',1,...,i® — 1
e Compute eﬁ") + SamplePre(A®) T 55, ul?) o).
e Uniformly choose e(()i ) € Z™ subject to the condition that U )

Crre,p,1—d
(ef;el) = 0 (mod g).

— For ¢/ = 4°, note that Fg}) 1_q can be transformed to
PRF M
(i%) (i) (i)
FCPRFy/Jql d [A |A ACPRF 1%

_ o ;O (io) 2
_ [A(z NG )<RA51°; — R, )+ (1=24)G| € 2
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then we can extend Tg to TpLuo by BasisExtABB, then compute

CpRF 1,1—d

(ei®; €i®) by SamplePre(F"") T

Cprr,p,1—d? 10 0)

(i0)
FCPRFf“fI’d

— For i’ =1 to N’, sample s(*) « Zy and z() = (BTl 4 e(()i/).
— Construct an NIWI proof 7 for the gap language L, . by using the witness
{S(i/)a i/}i'e[zv/y
— If i’ # i°, compute one-time signature Yots < HOTS.Sign(skg%s, w). If i =
i°, send p to one-time signature challenger and then receive the response
2oTs.
— Return the signature X' = (Xors, vk(os%S7 €chk, €Lhics {egi/), z(i/)}i/e[N/],w) to A
and adds (p, R, Y) to a list L which § initialized in prior.
Probing Corrupting Oracle. A adaptively issues index i for querying the
corrupting oracle OCorrupt(-), S returns sk® to A and adds vk to a set C
which S initialized in prior, while if ¢ = ¢® then S aborts.
Exploiting the Forgery. A outputs one forgery (u*,R*, X*). Let N* = |R"|.
Parse pu* = (pf,...,us) and R* = (vk*(l),...,vk*(N*)) where each vk =
(A (AF A7) BOD (B e, (G, CY)). Parse 2 = (Sgys, vkors,
el el {egi*)7 z(i*)}i*e[N*],w*). S does the following to exploit the forgery.
— Check if Ver(p*,R*, X*) = 1 and (pu*,R*, X*) ¢ L and R* C S\ C, otherwise
S aborts.
— Compute d = PRF(k()| pu*).
— For ¢* =i°:
o Compute AY;) . = ACORE) 4 PRF(kC), u*)G by invoking the

Eval(CPRFv ({B_SIL )}jE[k’]a CS’I‘ )a CLZ; )a R CE};‘ )))

(i%) _
* Set FCPRFJJ'*,d - [

— Use Tgue) to recover eéio). Then check if ||e(()io)|\ < oy/m and F(cz;;zﬁm,d .
(z(io);egz )) =0 (mod ¢) holds, otherwise S aborts.

— Note that the equation Fg:zp,u*,d (209, egio)) = 0 (mod ¢) can be trans-
formed to the following

A(i°)|A((;'°) _ A6 ].

Cpre,*

ACIAT AL ] 6 e) =0 (mod o)

Cprr, 1 *

Cprr,p*

[ACHA Ry o) —RE) )+ (d=PREEC), 1)) (207 e(™) = 0 (mod g)

ADIAD Ry o) = RE) )] - (BE) T8 +ef7ief™) = 0 (mod g)

Cprr,p1*

 —RUE) ) -el™) =0 (mod g)

A(io) . (eéio) + (RA(iO
d

— Return eéi ) 4 (R a0 — Rgng ) ~e§i ) as a SIS¢,n,m,3 solution, and return
§ ,

(Z&ts, 1*) as the forged one-time signature.
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Claim 1. The public parameters PP and the set of verifications keys S that
simulated by S is statistically close to those in the real attack.

Proof. In the real scheme and the simulation, the matrix Acm is chosen in
random or sampled by the extendable output function [42]. Therefore, the dis-
tribution of Acm and PP in the simulation is statistically indistinguishable
with real attack. The matrices {A(i)}ie[N] in the real scheme and the matri-
ces {A(i)}ie[N]\io in the simulation were generated by SuperTrapGen while the
matrix A% is formed by m uniformly random and independent samples from
Zgq from the SIS challenger. By Lemma 7, we know the {A(i)}iE[N] in both real
and simulated world have distribution that is statistically indistinguishable with
real attack. For the matrices {B(i)}ie[ N}, it were uniformly random selected in
the real scheme, in the simulation, the matrices {B(i)}ie[N]\io) were generated
by TrapGen while the matrix B(") was generated by SuperTrapGen. By Lemma
6 and 7, we know the {B(i)}ie[N] in both real and simulated world have distri-
bution that is statistically indistinguishable with real attack. For the matrices
{B(i)}ie[ N7, both real and simulated world select that in uniformly random, so
it is immediate. For the matrices (A((f),Agl)), {B;Z)}je[k]7 and (C(()Z),Cgl)) for
all i € [N] generated in the simulation have distribution that is statistically in-
distinguishable with real attack by Lemma 5. Therefore, the set of verifications
keys S given to A is statistically close to those in the real attack.

Claim 2. The replies of the signing oracle OSign(-,-,-) simulated by S is statis-
tically close to those in the real attack when set o = O(£2¢ - m3/?) - w(y/Tog m).

Proof. By Definition 4, in our parameters setting, the entries z(1), ... ,z(Nl) in
the signature tuples output from the oracle OSign(-, -, ) are statistically close to
those in the real attack. By the witness indistinguishability of the proof system,
the proof 7 in the signature tuples output from the oracle OSign(-,-, ) is statis-
tically close to those in the real attack. For the vkoTs, there is no change in the
simulation and real attack. For the YoTs, it is immediate since we directly in-
voke the one-time signature signing algorithm in both simulated and real world.

Therefore, we focus on the entries (echk, €/, (egl)7 .. ,egN )))

By Lemma 10, for sufficient large Gaussian parameter o, the distribution of
the entries (€chk, €Ly (egl), ce egN ))) generated by SamplePre are statistically
close to the distribution of signatures generated in the real scheme. So we next

analyze how to set the parameter o. In the simulating signing oracle phase,
we constructed nggF pld = [AG)[AG) (Rg@i - R )+ (1 — 2d)G]. Let

CPRF, 14
R0 = R, -~ RS By Lemma 1, we know [RE9|| < O( - m*2) for
some constant c¢. By Lemma 9, we know HTF“°> H < (R +1|)- || T
CPRF ,p,1—d

By Lemma 12, we know \|f§|| < /5. By Lemma 10, it requires to set o >
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)TF@'Q) H - w(+/log m). Therefore, to satisfy these requirements, set o =
CPRF ,p,1—d

O(£?¢ - m?3/?) - w(y/Tog m) is sufficient.

Claim 3. A can produce a valid SISq , m. g solution with overwhelming probabil-
1ty.

Proof. We argue that e(()io) + (RAyo) — R(é:;ﬁu*) : egio) that S finally output
in the simulation is a valid SIS, m, g solution in two steps. We first explain it
is sufficiently short, note that e(()io) and e(lio) follow the distribution Dzm ,. By
Lemma 4, e ||, "] < o/m. By Lemma 1, |[RG.) || < O(€¢ - m?/?). By
AU is bounded by /m. By Lemma 12, | Tg| < v/5.

Therefore, it requires to set 3 > O(£%¢ - m?/3) . a\/m.

Lemma 3, the norm of R

Then we prove e(()io) +(R 60 —Rg:QF ) ~e§i0) is non-zero with overwhelming
¢ .
probability. Suppose that the egz ) = 0, then for a valid forgery we must have

) (i) ) 6 ]
at least one ey * # 0 and thus e; " + (R o) — Re,p ,0«) - € 7 is non-zero.
§ ;

Suppose on the contrary, there exists one egi ) # 0, then we need to argue

(R, (o) — Rgpzﬁ ) ~e§i ) is non-zero with overwhelming probability. Due to we
assume egl ) = (€1,...,em) # 0 which means at least one coordinate of egl )

denote as e, where o € [m], such that e, # 0. Let R = (R, o) — R(é;zﬁm) and

(i©
Ad

. Ad
write R = (¥1,...,m) and so R - egz ) — Toe, + Zée[m]\o rse5. Note that for
the fixed message p* on which A made the forgery, R (therefore ¥,) depends
on the low-norm matrices (RA(<;»<>>,RA§71<>)), {RB;iO)}je[k], (chm’ch"Q)) and
PRF key k. The information about e, for A is from the public matrices in the
verification set S that given to the A, and note that the PRF keys k which is not
included in S. Therefore, by the pigeonhole principle there is an exponentially
large freedom to pick a value to T, which is compatible with A’s view. This
completes the proof.

Theorem 2 (Anonymity). Set the parameters as Sect. 4.3, the LRS scheme
is signer-anonymous in the standard model.

Proof. The proof proceeds in a sequence of experiments Eg, Hg, Hy, E; such that
Eo (resp., E1) corresponds to the experiment of Anonymity in Definition 1 with
b =0 (resp., b = 1), and such that each experiment is indistinguishable from the
one before it. This implies that .4 has negligible advantage in distinguishing Eg
from E;, as desired.

Eo :This experiment first generate PP <« Setup(1™;~s), and {vk(i),sk(i)}ie[m

by repeatedly invoking KeyGen(’yég), and A is given (PP,S = {vk(i)}iew])
and the randomness . Then A provides a challenge (R*, u*, s, s7) to the
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Ho

challenger, and requires that p* € M, s5 # s and vk®) vk©*1) € SOR*.
For the challenge (R*, u*, s§, s7), the experiment uses sk(sﬂ) to compute the
signature tuple X* and responses to A.

‘This experiment is as same as experiment Eg except that we change how

the signature X* is generated: we sample eé by SamplePre rather than

randomly select it from Zj".

Then we show that Eq and Hg are indistinguishable for A, which we do by giving
a reduction from the hardness assumption LWE, 1.0qV3"

Reduction. Suppose A has non-negligible advantage in distinguishing Ey and

Ho.

We use A to construct an algorithm S for breaking the hardness assumption

LWE,, ,.aqv3- S Is given as input (B,z) € Zy*™ x Zy', where B is uniform and

z is either uniform or equal to BTs + e for e « Dy g/

Setup Phase. S takes as input a security parameter n and a randomness v to
invoke PP < Setup(1™; vet) algorithm. S simulates as follows.

Choose a random index 7* <& {1,..., N}, sets B() = B.
Fori=i"+1,...,N,1,...,i* — 1, select B® & zpxm,

For i = 1 to N, compute (A®), T ) < SuperTrapGen(1",1™, ¢, BU ),7‘52)
Set vkg)TS =AomTArw and Skg)Ts =Taw.

For i =1 to N and d € {0, 1}, select Al(f),C(i) & Zy*m.

For i = 1 to N, select a PRF key k() <& {0,1}*.

For j =1 to k, select B( 2 Z”X"‘

Set S = {vk@},c vy, vk@ = (AD) (AT, A7), BO (B}, (CF), Cl)),
then sends (PP, S, ~s) to A.

Challenge. A provides a challenge (R*, u*, s§, s7) to the challenger. S chooses
a random bit b € {0,1} and fixes it throughout the response phase for the
challenge. For each tuple (R*, u*, 5§, s7) in the challenge, S does as following:

Let N* = |R*|. Check if 53 # 5%, vk®®) vk(*1) € SOR* and i* = s}, otherwise
S aborts the simulation.

Compute d = PRF(k1), p*).

Compute Fen, FL\, €chk, and el as in Sign algorithm.

For i* = sfj, select e&sé) & Zq' and computes e(()SS) by SamplePre such that
F(cng)F,m,l—d . (egso); egsf’)) =0 (mod ¢) holds as in Sign algorithm.
For i* = 5%, let z(*") = z, uniformly choose e( D Zq' such that FSF}FBF wri—d’

(z; e(lzl)) =0 (mod ¢) holds.
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— For all i* € [N*] and i* # s, s7, select egi*) < Dgm , and compute eéi*) €

m o 1hi " (") (& ) &l
Zg' uniformly subject to the condition that Fe . (4 (ey ;€)= 0
(mod ¢) holds as in Sign algorithm.
— Fori* =s7+1,...,N*1,...,s] — 1, compute the ciphertext z(") as in Eg
and Hp. Then construct an NIWI proof 7 for the gap language L, . as in
Sign algorithm.

— Compute one-time signature Xots < HoTs.Sign(skots, p*)-
— Return the signature X* = (ZOTs,kaTs,echk,eéhk,{e(li*),z(i*)}i*e[N*],w)
and the randomness set {’Y;E;)}ie[N]\{sg,s;} to A.
Guess. When A outputs the guess b, S outputs the guess b'.

Let Dg denote the above experiment when S’s input z is uniformly dis-
tributed. Let Dywe denote the above experiment when S’s input z is distributed
according to y = BTs + e for e «+ Dy aqv/a
Claim 4. A’s view in Dg is statzstzcally close to its view in Egp.

Proof. In experiment Eg, we have z(51) = (B(51)) Ts(s1) —i—eé where e(()SI) is cho-

sen uniformly subject to F(CSER)F’”*#Iid (e (()sl) g 1)) _

In Dg, we let z°1) = z and recall that z = B's + e for e € Zq' is uniformly

0 (mod ¢) and egsi) & Zy.

selected. And elsi) is chosen uniformly subject to FSER)F e l—d (z;egsi)) =0

(mod g). Recall F&) = ACDel 1 (AP AL .el*T) =0 (mod g).

We can view A1) and (AE) A(CSF}R)F ) as regular function Zj' — Zg. By
Lemma 5, the randomly chosen e(() 1) is uniform over the images of A1), For
a regular function, choosing a uniform element from the images, followed by a
uniform element from its pre-images, is equivalent to choosing a uniform ele-
ment from the domain, as is done in Dg. Therefore the choice of eésl) in Eg is
statistically close to uniform over Zg', and hence z051) is statistically indistin-
guishable between Ey and Dg. Similarly, this proof also can show the egsl) in Dg
statistically close to uniform over Z".

Claim 5. A’s view in Dywe is statistically close to its view in Hy.

Proof. In experiment Hg, z(*1) = (B1))Ts(s1) 4 eési) where efff) is sampled by
SamplePre algorithm. In Dywe, we let z(51) = 7 and recall that z = BTs + e for
e DZ,n7aq\/§. The proof to show egsl) in Hy and Dypwe indistinguishable is as
same as the last claim. Under the setting of the parameters given in Sect. 4.3,

and by Lemma 10, z(*1) is indistinguishable between Ho and Dg.
H;1 : This experiment is the same as experiment E; except that the proof T is now

computed using the witness {s(* *}(*G[N* rather than {s(*") z*}igoe)[N* .

The rest of the proof is straightforward. H; is indistinguishable from E; by
exactly the same argument used to show the indistinguishability of Hy and E,.
By the witness indistinguishability of the proof system, Hy and H; are indistin-
guishable. This completes the proof.
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Theorem 3 (Linkability). Set the parameters as Sect. 4.3, the LRS scheme
is signer-linkable in the standard model.

Proof. The proof mainly based on the BasisExtBindAcom and BasisExtBindSK
algorithms, by our design of the extended trapdoors Tg,, and Tp, , we can
exploit the output of the adversary to produce a valid SIS solution.

Setup Phase. S takes as input a security parameter n and a randomness g to

invoke PP <« Setup(1™; vet) algorithm, then send (PP, ~g) to A.

Output Phase. A outputs [ (I > 2) (messages, ring of verification keys, signa-
ture) tuples (R}, p¥, X7).

Infer that there must existing a ring member in the union set U;—1 R} who gen-
erated at least two signature tuples. In other words, this ring member, assuming
his index is s, had produced two valid one-time verification keys (vkoTs, vkgTs)-
Let vkots = AcomT A (») be the honest one-time verification key. Now we analyze
A how to produce the vkorg. There are two ways:

— The first way is A produces a A} # Acm. In this case, we have F,, =
[AZnT A — Acom|Acom]. Recall the BasisExtBindSK algorithm, A needs

com
to compute a low-norm basis T = ~Ro ~Ra such that F’,, -
p Flw = [ Tas)~Ro Ty —Ra chk

Tg, =0 (mod ¢). It holds that AcemT as) — Al nTaRo = 0 (mod q)

and AcomT Ao —AlmTaR1 =0 (mod g). Then we have A%, (T s Ro—

com
TaR1) =0 (mod ¢) holds. As the parameters set in Sect. 4.3, (T 5 Ro—
T A R1) will be a valid SIS solution.

— The second way is A produces a T # T . Let N* = |U;—1 RY|. In this
case, existing an index s € [N*] satisfy that, F(*) = [AcomT2|Acom + A(s)],
and F(*) has the basis Tg.) = {TZARPQO 1:;}{1} by the BasisExtBindAcom algo-
rithm. Tt holds that A®)T% Ry = 0 (mod ¢) and A®)T4R; = 0 (mod q).
Then we have A®) (T4 Ro — T4 R1) = 0 (mod ¢) holds. As the parameters
set in Sect. 4.3, (T3 Ry — T R1) will be a valid SIS solution.

This completes the proof.

Theorem 4 (Non-Slanderability). Set the parameters as Sect. 4.3, the LRS
scheme is signer-non-slanderable in the standard model.

Proof. The proof mainly based on the BasisExtBindAcom and BasisExtBindSK
algorithms, by our design of the extended trapdoors Ty, and Tp, , we can
exploit the output of the adversary to produce a valid SIS solution.

Setup. As same as the Setup phase of unforgeability proof.
Probing. As same as the Probing phase of unforgeability proof.

Output. A outputs two signature tuples (p*,R*, X*) and (f,R, A). Let
N* = |R*|. Check if Ver(p*,R*, ¥*) =1 and (p*,R*,2*) ¢ L and (f1,R, ) € L
and R* C S\ C and the proof 7* is correct and Link(R*, pu*, 2%, R, f1, X) = 1 i.e.,

*

vkoTs = vkots, otherwise aborts. Let vkgrs = A,

T'j;x and VkOTS = AcomTA-
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We analyze A how to produce vk§rg and make vkiyrs = vkors holds. There are
two ways:

— The first way is A selects a basis T% and then computes the A} such that

com

AZ T = AemTa holds. We have FZ,, = [AZmTA — Acom|Acom]. By the

com com
BasisExtBindSK algorithm, A needs to generate a low-norm basis Tg/, =
[T;};{O T;};{J such that F/,, -Tp, =0 (mod ). It holds that Acom T} —
A TaRo =0 (mod ¢q) and AcemnTh — A% TAR1 =0 (mod ¢). Then we

have A’ (TARo — T3 R1) = 0 (mod ¢) holds. As the parameters set in

com

Sect. 4.3, (T4 Ro — T} R4) will be a valid SIS solution.

The second way is A corrupts the Ta and then computes a AZ,, such
that AXTa = AcmTa holds. In this case, existing an index s € [N*]

satisfy that, F(5) = [AcomTA|Acom + A(S)], and F©) has the basis Tre =
[ —Ro —HFu ] by the BasisExtBindAcom algorithm. It holds that Ao TARo—

TaRo TaR:
A TaARo =0 (mod ¢q) and Aien TaAR; — A% TaAR; =0 (mod ¢). Then
(TARo—TaRy) =0 (mod ¢) and A% (TRR1—TaR;1) =0

*

com com
com

we have A7,
(mod ¢) holds. As the parameters set in Sect. 4.3, (T Ro — TaRyo) and
(T% Ry — TaAR,) will be valid SIS solutions.

This completes the proof.
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