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Abstract—The FIDO2 protocol is a globally used standard
for passwordless authentication, building on an alliance between
major players in the online authentication space. While already
widely deployed, the standard is still under active development.
Since version 2.1 of its CTAP sub-protocol, FIDO2 can potentially
be instantiated with post-quantum secure primitives.

We provide the first formal security analysis of FIDO2 with the
CTAP 2.1 and WebAuthn 2 sub-protocols. Our security models
build on work by Barbosa et al. for their analysis of FIDO2 with
CTAP 2.0 and WebAuthn 1, which we extend in several ways.
First, we provide a more fine-grained security model that allows
us to prove more relevant protocol properties, such as guarantees
about token binding agreement, the None attestation mode, and
user verification. Second, we can prove post-quantum security for
FIDO2 under certain conditions and minor protocol extensions.
Finally, we show that for some threat models, the downgrade
resilience of FIDO2 can be improved, and show how to achieve
this with a simple modification.

I. INTRODUCTION

One of the largest projects globally to mitigate the problems
of weak passwords is the FIDO protocol by the Fast Identity
Online (FIDO) Alliance. The alliance has brought together
over forty key companies in the online authentication space,
including Amazon, Apple, Google, Intel, Microsoft, RSA,
VISA, and Yubico, and has brought security devices to the
wider public to improve the security of important logins.

The FIDO?2 standard — the latest of the protocols — is built
around two sub-protocols that are critical for enabling security-
device supported logins. The first one is WebAuthn, which
is a protocol between web applications, web browsers, and
authenticator hardware tokens. At its core, WebAuthn allows a
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The second relevant protocol is CTAP (Client To Authentica-
tor Protocol), which is a protocol between an authenticator (e.g.,
a hardware security token) and a client (e.g., a browser). The
goal of the protocol is to bind (and thus to restrict) which clients
can use the authenticator’s API (Application Programming
Interface). To enable API access, the client asks the user to
enter the authenticator’s PIN; this PIN is checked by the token,
and a shared secret is established that represents the binding
and is used to authenticate all subsequent client accesses to
the authenticator.

The FIDO2 standard, while already widely deployed, is
subject to ongoing development. Previous versions of these
standards have been studied. However, as we will see later, the
main study has made strong assumptions that do no hold for the
majority of deployed systems, such as relying on the attestation'
mode to prove core properties. Moreover, the recently proposed
CTAP 2.1 [5] includes a completely new base protocol that
has not yet been analyzed in any framework.

Notably, the most recent version of the FIDO2 standard with
CTAP 2.1 and WebAuthn 2 [11] appears to be “post-quantum
ready”, because it enables a mode of operation that only
uses on symmetric cryptographic primitives, digital signatures,
and KEMs (Key Encapsulation Mechanisms). However, no
post-quantum instantiations have been proposed, nor has the
CTAP 2.1 protocol received any analysis. In this work we set
out to fill this gap: analyse the newest version and assess its
post-quantum security.

Contributions

website (a Relying Party) to perform a passwordless challenge- 1) We prove that FIDO2 with WebAuthn 2 and CTAP 2.1 is

response protocol with a token (an Authenticator) — where the
browser acts as an intermediary — and challenges are signed
by credential keys generated and stored in the token. The
protocol supports multiple optional modes and features, such
as attestation and user involvement.
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provably secure against classical adversaries in a fine-grained
security and protocol model. Our security models are more
fine-grained or cover other aspects than previous versions
such as [2, 10]. For example, we add important aspects

n the context of WebAuthn, “attestation” means identification of device
type/manufacturer, and notably does not imply any check of the software that
is being executed.



such as algorithm negotiation, required user actions, and
token binding. For CTAP 2.1, our security proofs confirm
the stronger containment properties (reduced “blast radius”)
offered by the protocol compared to CTAP 2.0. Our analysis
of WebAuthn 2 also has new implications for WebAuthn 1:
we provide the first guarantees of the most widely used
None attestation mode, user verification, user presence, and
token binding. Notably, our analysis shows the registration
phase must be trusted, as acknowledged by the standard, but
seemingly contradicting a result in [2].

2) We prove that if FIDO2 with WebAuthn 2 and CTAP 2.1
is instantiated with post-quantum (PQ) secure KEMs and
signatures, then it is secure against quantum adversaries in
the same model. We give concrete suggestions for PQ secure
algorithm and negotiation design choices, including classical-
PQ hybrids as suggested by standardization agencies, such as
NIST (National Institute for Standards and Technology) [7].

3) We propose a simple improvement to WebAuthn 2 that
improves its resilience to certain types of downgrade attack.
While these can only occur for strong threat models, these
improvements yield stronger classical security against broken
cryptographic primitives, and are even more relevant for their
PQ instantiations.

Overview

We provide a high-level background on FIDO2’s CTAP and
WebAuthn protocols, and previous analysis models, in Sec-
tion II. Next, we define notational preliminaries in Section III.
Afterwards, we first present the analysis of WebAuthn 2 in
Section IV, and then that of CTAP 2.1 in Section V. We prove
the security of their composition in FIDO2 in Section VI.
We then return to related work in Section VII, and describe
limitations and future work in Section VIII.

In the appendix, we give more detailed descriptions of the
algorithms modeled, full proofs, and further details.

II. BACKGROUND
A. High-level overview of FIDO?2

The FIDO2 protocol incorporates the two sub-protocols
WebAuthn and CTAP, and involves four main types of parties:
relying parties (e.g., a server, online service, or an operating
system feature), authenticators (e.g., token or security key),
clients (e.g., web browsers or other applications), and users.
WebAuthn typically leaves the users implicit in the description
of the authenticator. We depict the high-level message flow of
FIDO?2 in Figure 1.

1) WebAuthn: The goal of WebAuthn is to enable relying
parties to authenticate users through authenticator tokens.
WebAuthn is specified as an API rather than as a protocol; in
practice, a common scenario is that the relying party is an online
service with server backend code and Javascript running in the
browser, and the server’s Javascript then uses the WebAuthn
API supported by the browser to communicate with the token.
The first interaction, when the server communicates with the
token, is called registration phase. In this phase, the server .S
sends a challenge message (m,cp) to the token through the client

Authenticator T' Client ¢ Server S

Registration:
Myeh < rChall(S,tb, UV)
Mrch
(Mircoms Mret) < rCom(idg, mych, tb)

(Mrcom. t) ¢ Authorize(C, mycom)

if Validate(T", mycom. t.d) # accepted : abort

(Mnsp, rer) ¢ rRsp(T, Mrcom)

Myrsp

(Mursps Mrct)
—_— E—

(res, d) < rVrfy (S, myq, Mirsp)

Authentication:

Mach < aChall(S,tb,UV)

MMach
(Macom, Mac) <~ aCom(ids, Mach, tb)
(Macom, t') « Authorize(C, macom)
Macom. t'
if Validate(T, macom, ', d) # accepted : abort
Marsp <= aRsp(T', re, Macom)
(Marsp, Maci)

Marsp

R
(res, d) < aVrfy(S, rcs, Maci, Marsp)

Fig. 1. The main message flow of FIDO2 with WebAuthn 2 with attestation
type None is shown in black. The blue flows indicate interaction with CTAP 2.1
after its setup and binding phases. The user is left implicit in the flow of the
authenticator token. For registration, the server generates a challenge. This
is forwarded through the client to the token (possibly authorized through
CTAP 2.1), which returns a public credential key and additional data, which
is stored by the server. Afterwards, for each authentication, a similar process
occurs, but the token now signs challenge and data with the with the signing
key corresponding to the public credential key that was registered previously.

C. This challenge contains a random nonce, parameters such
as whether user verification (UV') is required, and optionally
a value tb that uniquely identifies the underlying channel (in
practice typically identifying a unique Transport Layer Security
(TLS) connection, which can provide channel binding to prevent
some types of man-in-the-middle attacks).

The client C' parses the challenge message and turns it into
a command message (Mycom) and a client message (M), and
forwards the command message to the token 7'. The token T’
produces a credential public-private key pair, which is bound
to the server S and enables S to perform verification during
the following authentication phase, and outputs a response
message (Mmypsp). The client then returns this together with
the client message to the server S. The response message
specifies the type of “attestation statement” selected by the
token, which enables the server S to perform verification
during the registration phase, and includes the credential public
key. WebAuthn 2 supports five attestation types; these include
Basic and None 2. Tokens that support type Basic are
equipped with an attestation key pair, which is specific to the
token model, but not unique: by design, the attestation key pair
is shared by a batch of tokens’. The None mode provides no
token-specific information and is supported by all tokens.

2The remaining three modes are: Self, AttCA, and AnonCA, which are
less common and out of scope of this work.

3The number of tokens in each batch is at least 100,000, cf. [11,
Section 14.4.1].



The authentication phase is executed after the completion
of the registration in a slightly different way. When the client
parses the challenge message (macn) from the server S and
turns it into a command message (Macom) and a client message
(maq), followed by sending the command message to the
token T'. The token 1" produces a response message (Marsp)
signed using the credential private key, and bound to the server
S. The server S finally accepts a response message and a
client message only when they pass verification using the
corresponding credential public key.

2) CTAP: Using only WebAuthn, any application might
try to access a token to request credential keys or responses
to challenges. In practice, we would like to limit the client
applications that are allowed to use the token’s API. The goal
of the CTAP protocol is to limit this access.

CTAP proceeds in three phases. In the setup phase, a client
C' initializes a PIN, which is collected from the user, into the
token 7. In the binding phase, the client C' (not necessarily
same as C’) and the token T exchange a shared binding
state, if the client C' is able to provide information about
the PIN stored on the token 7. The binding state is expected
to uniquely bind the client C' to the token 7. If the client C'
fails 3 times consecutively, the token 7' is rebooted and all
previously established binding states are reset. If the client C'
fails 8 times in total, the token 1" is blocked. When the above
preparation is done, the client C' authorizes any command
message by outputting a tag ¢, which is forward to the token
T along with the command message itself. The token 7" only
proceeds upon the positive decision d from the user, e.g., by
pressing a button, and then validates the command message
and the tag. In particular, a token only produces a response
message in WebAuthn when its validation process in CTAP
succeeds. Note that the binding state is repeatedly used during
a period, the length of which depends on the concrete CTAP
version and the type of token devices, and will be blocked
afterwards.

B. Previous analysis by Barbosa et al. [2]

Barbosa et al. [2] gave the first formal analysis of FIDO2,
and in particular the version with CTAP 2.0 and WebAuthn 1.
We recall some important conclusions.

1) WebAutnn: Barbosa et al. formalize WebAuthn 1 as a
passwordless authentication (PIA) protocol. Assuming the
uniqueness of each attestation key pair, they then prove that
WebAuthn 1 with attestation type Basic provides secure
passwordless authentication. However, since each attestation
key pair is in fact necessarily shared by a large batch of
tokens, their main theorem establishes uniqueness properties
of partnering that actually do not hold in practice, and has
no clear implications for the None mode.

2) CTAP: Barbosa et al. formalize CTAP 2.0 as a PIN-based
access control for authenticators (PACA) protocol. Then,
they prove the Unforgeability with trusted binding (UF-t)
of CTAP 2.0. In Section VII-A we show that the difference
between CTAP 2.0 and CTAP 2.1 is substantial, which means
the previous results cannot simply be translated.

Thus, Barbosa et al. [2] provided the first formal analysis of
FIDO2 with CTAP 2.0 and WebAuthn 1, which was ground-
breaking in many ways, but as a first attempt also left open
many questions and subtle proof issues. We provide a detailed
comparison between [2] and our work in Section VII-B.

III. PRELIMINARIES

Notation. In this paper, we write PQ in place of “post-
quantum”. We write A for the security parameter of each
protocol. We assume that A is the implicit input of each
algorithm if it is unambiguous. Let PPT and QPT respectively
denote the probabilistic and quantum turning machines (e.g.,
adversaries) that are executed in polynomial time. For a finite
set S, we use z < S to represent sampling x uniformly at
random from set S. For a value y, we write x <— y for assigning
y to z. For a probabilistic algorithm Y (resp. a deterministic
algorithm Y”), we use z <~ Y (z) (resp. x < Y'(z)) to denote
assigning the output of the execution Y (resp. Y’) on input
z. For an integer n, we denote by [n] := {1,...n} the set
of integers from 1 to n. By {0,1}* we denote the set of all
strings with finite length. For each string z, let || denote the
bit-length of x. All undefined variables are initialized with a
specific symbol L. In this paper, we use €} to denote the
advantage of any Compl adversary that breaks sec security
of II protocol, if the complexity Compl € {PPT,QPT} is
unambiguous from the context. We introduce two novel security
notions in Section A and the cryptographic building blocks
and all other security notions in Section E in the appendix. We
omit the analysis of protocol correctness for page limitations.

IV. WEBAUTHN 2 AND EXTENDED PASSWORDLESS
AUTHENTICATION PROTOCOLS

For our analysis of WebAuthn 2 and its PQ instantiation,
we follow the high-level approach from [2], which proposed
the class of PIA protocols that generalizes WebAuthn 1, and
proposed a corresponding security notion. We provide a more
fine-grained model of WebAuthn 2, notably including the
default mode None in which no attestation is performed, as
well as the user presence and user verification checks, and a
stronger threat model. We compare the details in our work
and [2] in Section VII-B These aspects and their security
cannot be captured in the PIA class without modification. In
this section, we therefore first extend [2]’s formalisation and
propose the extended PIA (ePlA) protocol class, and instantiate
WebAuthn 2 as an ePIA protocol. We then introduce our new
model to define secure passwordless authentication (auth) for
ePIA protocols and prove that WebAuthn 2 satisfies it. We
then show how to instantiate PQ-WebAuthn 2. Our proof of
auth implies PQ security against a PPT if the schemes used
in a session are PQ secure. We return to downgrade attacks
in Section [V-E.

A. Extended Passwordless Authentication Protocols (ePIA)

Similar to the PIA model from [2], we define our extended
passwordless authentication protocol ePIA by two phases,
Register and Authenticate:



Register: a two-pass challenge-response protocol run between
a token 7', a client ', and a server S, which is run at most
once per tuple (7,.5) (i.e., not for additional clients). At
the end, both 7" and S hold registration contexts, which
are relevant for subsequent authentications. Register can be
decomposed into the following algorithms:

rChall: inputs a server .S, a token binding state tb, and a user
verification condition UV € {true, false}, and outputs a
challenge message Mch, i.€., Mych <= rChall(S,th, UV).

rCom: inputs the intended server identity idg, a challenge
message m,ch, and a token binding state tb, and outputs a
client message m, and a command message Mycom, 1.€.,
(Mircom, Mret) < rCom(ids, Mych, th).

rRsp: inputs a token 7" and a command message rcom
and outputs a response message My, and an token-
associated registration context rcy, i.e., (Myrsp, rcr) <=
rRSp(Ta mrcom)~

rVrfy: inputs a server S, a client message m,, and a
response message 1ysp, and outputs a server-associated
registration context rcg and a decision bit d € {0, 1} to in-
dicate whether the registration request was accepted (d = 1)
or not (d = 0), i.e., (rcg, d) < rVrfy(S, Myci, Mursp).

Authenticate: a two-pass challenge-response protocol run
between a token 7T, a client C, and a server S after a
successful run of Register, in which both 7" and S generated
their registration contexts. At the end, S either accepts
or rejects the authentication attempt. Similarly to Register,
Authenticate can be decomposed into four algorithms:

aChall: inputs a server S, a token binding state tb, and a user
verification condition UV € {true,false}, and outputs a
challenge message Mach, i.€., Mach <= aChall(S,tb, UV).

aCom: inputs the intended server identity idg, a challenge
message Mach, and a token binding state tb, and outputs a
client message ma,q and a command message Macom, 1-€-,
(Macl, Macom) < aCom(idg, Mach, tb).

aRsp: inputs a token 7" along with its associated registration
context rcp, and a command message Macom, and outputs
a response message Marsp and the updated registration
context rcy, i.e., (Marsp, rer) <= aRsp(T', rer, Macom ).

aVrfy: inputs a server .S along with its associated registration
context rcg, a client message m,c|, and a response message
Marsp, and outputs the updated registration context rcg and
a decision bit d € {0,1} indicating whether the authenti-
cation request was accepted by the user (output 1) or not
(output 0), i.e., (rcg,d) < aVrfy(S, rcs, Maci, Marsp)-

To model concurrent or sequential sessions of a server S
(associated with ID idg) and sequential sessions of a token 7,
we use 75 and 7. to denote their i-th and j-th instances
respectively, ie., S = {nL}; and T = {m}.};. Our new
abstraction retains the black message flow from Figure 1.

B. WebAuthn 2 is an ePIA Protocol

We use the following session variables for WebAuthn 2.

wi.ch : challenge nonce sampled in this session
mg.uid : user identifier sampled in this session

mh.tb : token binding state used in this session

wg.U V' : user verification condition, indicating whether the
user should be verified, e.g., via PIN or Biometrics

7t . UP : user presence condition, indicating whether the
presence of the user is sufficient; constant true value

wg.kaP : list of digital signature schemes accepted by S

W{F.suppU\( : indicates whether 7' supports user verification

Tl Stexe, Tp-Stexe € {L, running, accepted} : execution state
of each session

ni.agCon, m..agCon : the content that is expected to be
agreed with other parties. These variables are protocol-
specific. In WebAuthn 2, both variables include the server
identifier, the hash of the client messages, the UP and UV
conditions, and other session-specific data.

mi.sid, 77..sid : session identifiers. Two distinct sessions that
have communicated with each other are expected to own the
identical session identifiers. These variables are protocol-
specific. In WebAuthn 2, both variables include the hash of
the server identifier and other session-specific data.

Intuitively, the registration phase starts with the execution
of rChall algorithm, where the server S samples random
challenge nonce ﬂ'fg.ch and user identifier ﬂg.uid, initializes the
user verification condition 7%. UV, and outputs the challenge
message m,ch, which includes the above data as well as the
server domain idg and accepted list 7%.pkCP. Additionally,
the server also stores the token binding states 7.tb, which is
shared with a client. Receiving m,.p, the client is supposed
to verify the server domain followed by computing the hash
value h of the client message m,q := (ch,tb). Compared
with m,cp, the output command message m,com replaces ch
with h and add a constant user presence condition UP := true.
Receiving m,com, the token 1" picks a suitable signature scheme
Y in the list pkCP (if available) and checks whether the user
verification mechanism is supported (if required). After that, T’
samples a public-private key pair (pk, sk) of ¥ and a credential
identifier cid, followed by initializing the associated registration
context rcr[ids] and the agreed content 77..agCon. The session
identifier W%«.Sid is set to the hash of the server domain, the
credential identifier, and the initial counter n := 0. The output
response message Myrsp includes the session identifier 7T,jT.Sid
as well as pk, >, UP and UV. The server S finally inputs
both m,q and mys, and executes a number of checks. If
all checks pass, S also initializes its associated registration
context rcg[cid] and the agreed content ml;.agCon. The session
identifier 7%.sid is identical to 77..sid.

The authentication phase is very similar. The crucial dif-
ference is that the token outputs a signature, which signs
the w.agCon-relevant data using the private key sk of
Y. Moreover, the session identifiers of token and servers
additionally include the hash of the client message m;,.

We give the concrete definition of algorithms of WebAuthn 2
with the default attestation type None in Section C.

C. Security Experiment for ePIA

The desired security property is that a server accepts an
authentication response if and only if it was generated by a



unique honest partnered token session. We capture it by our
auth security experiment in Figure 2.

a) Threat Model: To closely capture the official security
statement’, we assume that all communication channels in
the registration phase are authenticated. In contrast, there
are no security assumptions on the communication channels
between token, client, and server in the authentication phase.
We assume that the users always provide the user presence or
user verification confirmation when it is required and leave the
users implicit in the security model. We assume the identifier
idg of each server S is unique. Unlike [2], we do not assume
tokens to be “tamper-proof”, i.e., the adversary is allowed to
corrupt locally stored registration contexts.

b) Oracles: During the game execution the adversary A
can create new servers and tokens through the oracles NEWS
and NEWTPLA. In particular, the adversary can customize
the concrete setting of the created parties, i.e., the supported
signature list of the server and whether the token supports user
verification. By invoking the REGISTER oracle, A is able to
eavesdrop on honest registrations between servers and tokens of
its choice. Moreover, via the oracles CHALLENGE, RESPONSE

and COMPLETE, A can actively interfere during authentication.

Note that sessions which have accepted or rejected can no
longer be queried. Furthermore, the adversary A can also query
the CORRUPT oracle to reveal a token’s registration context
related to a server.

c) Session Partnering: Partnering identifies token and
server sessions that are successfully communicating with each
other as expected, and is encoded through matching session
identifiers. More precisely, we say a server session wg partners

with a token session w7, if and only if mh.sid = wh.sid # L.

We say a server session g partners with a token T if it
partners with one of 7”s sessions. We say a token 7' is the
registration partner of a server S, if the registration context
of T at S has been set, i.e., rcy[ids] # L.

d) Winning Conditions: We call a server session a fest
session if it accepts a response message. We say that the secure
passwordless authentication for an ePIA holds if there exists
a test session 7% such that none of the following winning
conditions holds:

1) the non-_L session identifiers of two token sessions collide.

2) the non-_L session identifiers of two server sessions collide.

3) 7wk does not partner with 7" and CORRUPT(S,T) was not
queried (i.e., the registration context of 7" at S has not been
revealed), where T is any registration partner of S.

4) the agreed contents of a pair of partnered server session ﬂg,
and token sessions w%', are distinct and CORRUPT(S’,T")
has not been queried.

Definition 1 (Secure passwordless authentication (auth)
for ePlA). Let Compl € {PPT,QPT}. Ler ePIA =

“Under the assumption that a registration ceremony is completed securely,
and that the authenticator maintains confidentiality of the credential private
key, subsequent authentication ceremonies using that public key credential are
resistant to man-in-the-middle attacks” [11, Section 13.4.4]

EXPtIA, compi (A): regPartner(S):

L Lish + 0 if 3T such that rep[ids] # L
2 win-auth + 0 6 return T

3 ()& A© (1>‘) 7 return L

| return win-auth

Win-auth(S, 7):
if 3(T1,51), (T2,52) such that (T1,51) # (Ts,j2) and w3} sid
‘n'JTzQ.sid # 1 :return 1
if 3(S1,11), (S2,42) such that (S1,i1) # (S2,i2) and ngll.sid =
‘n'g" .sid # L : return 1

0 T < regPartner(S) ) )
11 if (S,T) € Lfsh and =35 such that wg.sid = w%.sid: return 1

2 iF3(S',4), (T, ') such that 7y, .sid = 7, .sid # L and (S, T") € Lysn

. 1
and 7y, .agCon # ) ,.agCon: return 1
return 0

NEWS(S, pkCP):

REGISTER((S, %), (T T i pkCPg £ L

,J),th, UV):

| if pkCPg = L or suppUVy = L or 7k #5¢ return
Lora) # Lorrer[S] # L pkCPg <« pkCP
5 return L 2 return

16 m5.pkCP « pkCPg
7h.suppUV < suppUV .

| NEWTPLA (T, suppUV):
Mich <& rChall(r, tb, UV)

if suppUV, # L

19 (Micom, Miat) <= rCom(ids, Mych, tb) 29 return
20 (1sp, rer) <& rRsp (7, Mircom) 30 suppUVy < suppUV
(res, d) & "V”’Y(ﬂ'fgy Mercly mrrsp) 31 return

Lish < Lesh U {(S, T)}
return (Mych, Mircl, Mrcom; Mrsp, d)

CHALLENGE((S, 7),tb, UV): RESPONSE((T, §), miacom):

32 if pkCPg = Lormy # L 37 if suppUV.. = L or ol 41

33 return L 2q returnTL T

} 7g.pkCP kaI?S 3 Trjf.suppUV < suppUV .

35 maeh — aChall(mg,th, UV) 40 (m rer) <5 aRs (T{‘j rerm )

36 return mach v arsp T P(7p, rer, acom
! return marsp

)N

NN N

COMPLETE((S, 1), Macl, Marsp):

; 7 . RRUPT(S, T):
2 if mg = L or w5 .steee # running CORRUPT(S, T)

43 return L 18 if rep[S] = L
i 9 1
I (rcs, d) <& aVrfy(nk, res, mad, m. : return
5 i(f d =)1 (rs =) 5 Lsh — Lasn \ {(S, T)}
46 win-auth < Win-auth(S, 1) 5 return rcr[S]
return d
Fig. 2. Security experiment for extended Passwordless Authentication

Protocols ePIA = (Register, Authenticate), where O = {NEWS,
NEWTPLA, CORRUPT, REGISTER, CHALLENGE, RESPONSE, COMPLETE}
and Compl € {PPT, QPT}. We highlight the difference to PIA from [2] in
blue. The variables agCon and sid are instance-specific, see Section IV-B.

(Register, Authenticate) be an extended passwordless authenti-
cation protocol. We say that ePIA provides secure passwordless
authentication, or auth for short, if for all Compl adversaries
A the advantage

AdVZ;TR,CompI(A) =Pr EXptZ;TR,CompI(A) =1

in winning the game ExptZB}R)Comm defined in Figure 2 is
negligible in the security parameter .

Conversely, we say a Compl adversary A breaks the secure
passwordless authentication of ePIA for some test session T,
if A wins EXPt:;ﬂl,comm game via .

In the following theorem, we show that WebAuthn 2 satisfies
the defined security property auth. We sketch the proof here
and give the full proof in Section H in the appendix.

Theorem 1 (PPT/QPT security of WebAuthn 2). Let Compl €
{PPT,QPT}. Let ePIA = (Register, Authenticate) denote the



WebAuthn 2 protocol depicted in Figure 11. Assume that the
underlying function H is eﬁ’”'res—collision resistant. If there
exists a Compl adversary A that breaks the secure passwordless
authentication of ePIA for a test session w and the digital
signature scheme Y used in 7 is €™ .euf-cma secure

against Compl adversaries, then it holds that

AdVgIgTR,Compl (.A) < <QREG2ISTER> 9—A + <QCHAL2LENGE> 9—X

coll-res euf-cma
+€q + 2qRrecisTER €SS

where qo denotes the number of A’s queries to O €
{REGISTER, CHALLENGE}.

Proof Sketch. Notice that the token session identifiers include
credential identifiers, which are sampled of length > X\ for
different tokens only in the REGISTER queries, and a counter
n, which is incremented in each sessions of the same token.
The adversary A cannot win via winning condition in Line 8
except probability (74™*)27*. Note that the server session
identifiers include the hash of server id, which is assumed to
be unique for each server. Note also that the server session
identifiers in the authentication phases additionally includes
the hash of the token binding state tb and challenge nonces ch,
which are of length > X\ and sampled only in the CHALLENGE
queries. The adversary A cannot win via winning condition in
Line 9 except with probability (qc“";h““)2*)‘ + P res. Finally,
observe that the registration phases are authenticated and that
the identifier of each server session in the authentication phases
is set only when the corresponding server session accepts a
signature, which signs the hash of the unique server id, the

counter n, the hash of the client message mac, UP, and UV.

Moreover, there are at most gregister private signing keys in
the experiment. The winning conditions in Line 11 and Line 12
indicate that the adversary A can forge any signature of X
without corrupting the private signing key of any token, which
happens with probability at most 26%“‘({"‘3 for each token and
thus in total QqREGISTERe%‘f'C"‘a. O

Theorem 1 shows that no polynomial-time attackers against
WebAuthn 2 in the auth experiment can trigger any winning
condition, through which the following aspects are captured.
Conditions 1 and 2 capture the uniqueness of each session
identifiers. i.e., if two sessions are partnered with each other,
they are each other’s unique partners. Condition 3 encodes
the official security statement (see footnote 4). Condition 4
ensures that under the same assumption, the token and server
sessions in the subsequent authentication ceremonies using that
public key credential must agree on the server identifier idg,
the hash value H(ch,tb), the local counter n, and the user
presence UP and verification UV conditions. As a corollary,
if the underlying hash function H is collision resistant, then the
token and server sessions also implicitly agree on the token
binding state tb.

D. Post-Quantum Instantiation of WebAuthn 2

To add the ability to authenticate using PQ or hybrid
signature schemes with minimal changes to the WebAuthn 2

protocol, we propose to only extend the supported digital
signature list pkCP (encoding an “or” choice) and explicitly
allowing hybrid schemes (to encode “and”, e.g., for classical
and PQ schemes).

Following the WebAuthn 2 specification, the server has the
option to include RSASSA-PKCS1-v1_5, RSASSA-PSS [12],
or/and ECDSA-P256 [13] in pkCP, see Section II for an
explanation of pkCP. Recall that the auth security of the
WebAuthn 2 is proven in the standard model in Theorem 1.
Therefore, the auth security for WebAuthn 2 also holds
against quantum adversaries, assuming that e®"®s and egif-cma
are sufficiently small against quantum adversaries, i.e., are
instantiated with PQ secure algorithms. Instead of accepting
only plain PQ signatures schemes, the server could also select
hybrid signature schemes for pkCP as below.

Let X1 and 3, be signature schemes. We write C[¥q, Xs] =
(KGe, Signg, Vfy;) for the hybrid signature schemes con-
structed from ¥; and X5°. KGe simply returns the concatena-
tion of the two ingredient public and secret keys. Similarly,
the signature returned by Sign. is the concatenation of the
ingredient signatures over the same message. Vfy, returns 1 if
and only if both ingredient signatures are valid. Otherwise it
returns 0. The ingredient schemes could either be instantiated
with different PQ (PQ-PQ hybrid), or with one classical and
one PQ signature scheme (classical-PQ hybrid). Note that many
other combiners exists, such as nested approaches that have
been formalized in [4], which are particularly well suited to
achieve backwards compatibility in, e.g., X.509 certificates.

In case of WebAuthn 2, backwards compatibility is important
as not all authenticators, e.g., USB tokens, can be updated to
support new algorithms via software updates. To offer back-
wards compatibility, the server includes classical algorithms in
pkCP as less preferred algorithms and PQ/hybrid schemes with
higher preference, e.g., pkCP = {X; = C[X2, X3], X2, X3}
with X3 € {RSASSA-PKCS1-vl_5, RSASSA-PSS, ECDSA-
P256}. Then, the (honest) token would always choose the more
preferred hybrid or PQ algorithms for the PQ security, unless
they are not supported.

E. Stronger Downgrade Protection

Our WebAuthn 2 results in the previous sections assume
that the registration phase is authenticated (as in the standard),
which means that the supported schemes list cannot be modified,
and thus basic scheme downgrade attacks are impossible. On
the other end of the spectrum, if an active attacker interferes
continuously with all phases, we cannot detect or prevent
downgrades.

However, there is an intermediate threat model, for which
WebAuthn 2 could, but does not, provide downgrade protection.
Note that the (ordered) list of the relying party’s accepted
signature algorithms 7%.pkCP is sent in plain from the relying
party to the authenticator via the client (see Figure 11). The
credential keys are then generated using the first algorithm in

5This description can easily be extended to more than two ingredient
schemes.



the received pkCP that is supported by the authenticator, see
[11, Section 6.3.2.7.1]. During rVrfy, the relying party checks
that the used signature scheme X is in 7%.pkCP. Hence, if the
communication in the registration phase is not authenticated, an
adversary can easily change the list pkCP during transmission
to the authenticator. For example, during the PQ transition,
ideally security is based on classical and PQ algorithms in a
backwards compatible way. While we explain how to achieve
backwards compatibility with authenticators that only support
classical algorithms in Section I'V-D, a quantum adversary is
able to break RSA or ECDSA might change pkCP such that the

authenticator only has the choice between classical algorithms.

Consider an adversary that can forge signatures of one of
the accepted and supported algorithms. Moreover, assume this
adversary is able to compromise the browser or control the
network used during registration but not the ones used for
authentication, e.g., in an internet cafe a compromised machine
is used for registration but others for authentication. Then
tricking the authenticator to choose the vulnerable algorithm
(and create a corresponding credential key pair) is beneficial
because it allows the adversary to forge authentications later
on even if they do not control the network anymore.

If the adversary has permanent control of the machine used
for registration and authentication, and can forge signatures
of an algorithm that is accepted and supported by the relying
party and the authenticator, respectively, this attack cannot
be prevented. Moreover, it is impossible to prevent the
authenticator being tricked into using a less preferred algorithm
without substantial changes to the WebAuthn 2 protocol and the
public-key infrastructure within. However, we suggest changes
that enable detecting such an event with high probability, calling
the resulting protocol WebAuthn 27, if at least one message
without interference of the adversary is sent. We depict the
changes as boxed operations in Figure 11. Essentially, the idea
is to include the hash hcp of the received list of accepted
algorithms pkCP’ during registration, in the authentication
response. The relying party compares H(pkCP) with hcp to
detect whether authenticator and relying party agree on the list
of algorithms. To enable the above changes, both the relying
party and the authenticator must store respective lists; we
suggest to include them in the registration context.

If an adversary changed the list pkCP during registration in
WebAuthn 2+, the adversary would need to change the value
hcp during every authentication response to avoid detection
of the attack. We stress that it would not be sufficient to only
reject authentications when such an attack is detected, since the
honest authenticator would then be unable to communicate with
the relying party due to the disagreement on the list pkCP.
Even worse, only those authentication responses in which
the adversary successfully switched the value hcp would be
accepted. Thus, the detection of this downgrade attack should
trigger deregistering the authenticator by the relying party and
notifying the user (ideally out-of-band).

More formally, we say that WebAuthn 2% satisfies our
property Algorithm Agreement (AlgAgree) against Compl €

AlgAgree (A):
WebAuthn 27, Compl

L (8,4, T, 4,tb, UV) <& A9 (1Y)

2 m}y <& CHALLENGE((S,i),tb, UV)

ach
(M eoms May)  aCom(ids, mJ,,, th)

| m;:’::";& RESPONSE((T', 7), Micom)

5 d} <& CoMPLETE((S, 1), my, My

6 Supp < list of supported algorithms by T'
dr. s < [(PkCPg N Supp)[1] # rer[S]. 2]

38 return [dZT,S) =1Ad} =1]
RCHALLENGE((S, %), tb, UV):

if pkCPg = L or 75 # L
0 return L
L 7g.pkCP «— pkCP g /ordered list of
2 Mpsp < rChall(my, tb, UV)

Expt’

accepted algorithms

3 return mysp
RRESPONSE((T', J), Mircom )"
| if suppUVy = Loor i, # L
5 return L
16 mh.suppUV < suppUV
(Murrsp, reT) & rRsp(ﬂ'%7 Mircom )
18 return mys,

RCOMPLETE((S, 2), Mrcl, Mrsp )
9 if pkCPg = Lorny =1
or Ty .Stexe 7 running : return 1
20 (res,d) & rVrfy (g, M, Mirsp)
21 returnd

Fig. 3. Game Expt/\8/&ree + and oracles RCHALLENGE, RRESPONSE,
WebAuthn 27, Col

mpl
RCOMPLETE; note that NEWS, NPEWTPLA, CHALLENGE, RESPONSE, and
COMPLETE are given in Figure 2.

{PPT,QPT} adversaries if the advantage

AdvAIgAgree

L AlgAgree
WebAuthn 2+,Comp|(A) = Pr|Expt

WebAuthn 2+,Comp|(A) =1
AlgAgree

Webuthn 2 Compl (defined in Figure 3)

is negligible in the security parameter \. We view WebAuthn 2+
as an instantiation of an ePIlA and give the adversary access
to the following oracles: RCHALLENGE, RRESPONSE, and
RCOMPLETE given in Figure 3, and NEWS, NEWTPLA,
CHALLENGE, RESPONSE, and COMPLETE given in Figure 2.
The adversary wins the game Expt@}fﬁ&&en 2+ Compl I the
generated key pair is not of the most preferred server’s
algorithm that is supported by the token (i.e., it is not the first
element in the intersection of the supported and the preferred
algorithms, see line 7 in Figure 3), and honestly generated
authentications are always accepted by the server (see line 5 in
Figure 3). It is important to emphasize that our threat model
here is different than the one for Section IV-C. Namely, we
assume that the communication channels in the registration and
authentication phase are unauthenticated with one exception.
We assume that there is at least one honest authentication, i.e.,
during this one authentication the adversary does not actively
interfere with the communication between the three parties.
We can show that WebAuthn 27 satisfies the above property
if H is a collision resistant hash function. The proof sketch is
as follows. Assume the adversary A wins Exptévftﬁi:;en 2+ Compl
(.e., dfT_’ §) = 1 and d} = 1). This implies that the adversary 1s
able to successfully register the token 7" at server S such that the
chosen signature algorithm is supported by the token, accepted
by the server, and not the most preferred algorithm in the

in winning the game Expt



intersection of supported and accepted algorithms. Furthermore,
it means that line 57 in Figure 11 holds, i.e., that the hash
value hcp over the received list pkCP’ (computed and sent by
the token) is the same as the hash value rcg[cid].hcp over the
original pkCP. This contradicts the collision-resistance of H,
as pkCP # pkCP’.

V. CTAP 2.1 AND EXTENDED PIN-BASED ACCESS
CONTROL FOR AUTHENTICATOR PROTOCOLS

In this section, we first define the extended PIN-based Access
Control for Authenticators (ePACA) protocol following [2] and
describe CTAP 2.1 as an ePACA instance. Next, we present a
variant of the strong unforgeability with trust-binding (SUF-t)
experiment. Finally, we extend CTAP 2.1 for PQ compatibility
and formally prove the SUF-t’ security of the extension.

A. Extended Pin-based Access Control for Authenticator Pro-
tocols

An extended PIN-based Access Control for Authenticators
protocol ePACA = (Reboot, Setup, Bind, Auth, Validate) is
an interactive protocol between a client C, an authenticator
token T, and a user U, specified by the following algorithms:

Reboot(T'): runs at each power-up of the token T and
initializes the inherent state with a mandatory user interaction.
This algorithm is expected to be invoked to power up 7" and
initialize the local state before the execution of any other
algorithms on T'.
Setup(T,C,U): inputs a token T, a client C, and a user U
and outputs the transcript trans. During this interactive sub-
protocol, U securely transfers the PIN to 7" via C'. Note that
this algorithm is invoked on each token 7' at most once. We
write trans <= Setup(T, C,U).
Bind(7, C,U): During this interactive sub-protocol, the client
C is bound to the token 7" under the confirmation of the user
U. This sub-protocol is further divided into two algorithms:
Bind-C(C,U, m): inputs a client C, a user U, and an
incoming message m and outputs an outgoing message
m’. During this algorithm, C' processes m under the
confirmation from U. We write m’ <& Bind-C(C,U, m).

Bind-T(7T',m): inputs a token T and an incoming message
m, and outputs an outgoing message m’. We write m’ <&
Bind-T(T', m).

Auth(C, M): inputs a client C and a command M, and outputs
both the command M and its authorization tag t. We write
(M,t) <+ Auth(C, M).

Validate(T, M, t,d): inputs a token 7T, a command M,
an authorization tag ¢, and a user decision d €
{accepted, rejected}, and outputs status € {accepted,
rejected} indicating whether the authorization can be verified
or not. We write status < Validate(T, M, t,d).

B. CTAP 2.1 is an ePACA protocol

CTAP 2.1 [5] is a substantial change from CTAP 2.0 [6]
in terms of generalization and modularity. More concretely,
CTAP 2.1 makes use of a generic stateful so-called
Pin/Uv  Auth  Protocol puvProtocol = (initialize,

Authenticator T’ Client C (pin)

info «— getlnfo-T(r%:) info

puvProtocol < obtainSharedSecret—C—start(Tr%,, info)
puvProtocol
-

pk <& obtainSharedSecret-T'(r%., puvProtocol )
pk

Em—

¢ ¢ obtainSharedSecret-C-end(r.., pk)

(cp, tp) ¢ setPIN-C (7, pin,)

¢, cp,lp

status setPIN-T(Tr}, puvProtocol, ¢, ¢, tp)

Bind:
Bind-T Bind-C
info «— getlnfo-T(r%:) info

if Wé.stexe =1
puvProtocol < obtainSharedSecret-C—start(TrZ;,, info)
. puvProtocol
if 7 stege = L -—
pk <& obtainSharedSecret-T (7%, puvProtocol )
pk
—_— o
if 7 .Stexe = waiting
¢ ¢ obtainSharedSecret-C-end(r,., pk)
cpp <% obtainPinUvAuthToken-C-start (w7, pin;;)
) ¢ Cph
if 77.stewe = waiting )
Cpt & obtainPinUvAuthToken-T'(7%, puvProtocol, ¢, ¢pn )
Cpt
E— N
if Tré,.stexe = bindStarted )
v:)b‘cainPinUvAu‘cth:)ken-C-end(TrZ,,7 cpt)

Validate: Authorize:
if Wé.stexe = bindDone )
M, t (M, t) & authorize-C (7., M)
if 7r§ms‘c(exe = bindDone
status validate-T(Tréa, M,t,d)

Fig. 4. CTAP 2.1 is an ePACA = (Reboot, Setup, Bind, Auth, Validate)
protocol. All algorithms are defined in Section D.

regenerate, resetpuvToken, getPublicKey, encapsulate,
decapsulate, encrypt, decrypt, authenticate, verify), ~ which
can be instantiated using puvProtocol; and puvProtocol,
from the standard that we depict in Section D. Additionally,
we here propose a third instantiation puvProtocol; that allows
for PQ security in Section V-C. Each puvProtocol has its
internal state including a public-private key pair (pk, sk) and
a string pt. 4

Similar to the treatment in Section IV, we use 7T§« and 77]0 to
denote token 7”s i-th and client C’s j-th instance respectively.
In addition, each 71" has a token-associated state sty that is
shared by all of 7”s instances. Namely, we have 7" = {st7} U
{mi-}i and C = {m},};. We use pin;; to denote U’s unique
PIN. In addition, we define the following variables for tokens
T or clients C":

str.version € {2.0,2.1}: denotes the CTAP version.

str.puvProtocol: denotes a stateful Pin/Uv Auth Protocol.

str.puvProtocolList: denotes the list of Pin/Uv Auth Protocol
instantiations that 7" supports.

stp.pinHash € {0,1}* U {_L}: denotes the hash of a user PIN.
This variable is expected to be set during Setup.

str.pinRetries € {0, ..., pinRetriesMax}: denotes the number
of remaining tries for clients to deliver a pinHash, where



pinRetriesMax denotes the maximal number of tries.

sty.m € {0, ...,3}: denotes the remaining consecutive tries for
clients to deliver pinHash.

T Stexe, T}, Stexe € {Waiting, bindStart, bindDone, L }:
denotes the execution state of a token/client session.

mir.bs, wh.bs € {0,1}* U {L}: denotes the binding state. This
variable is expected to be set during Bind.

mhp.sid, ml.sid € {0,1}* U {L}: denotes the session identi-
fiers; defined as the full transcript of the Bind execution.

m},.selectedpuvProtocol: denotes the puvProtocol instantia-
tion chosen by the client.

75K € {0,1}* U{L}: denotes the shared key with a token.

Next, we formalize CTAP 2.1 as an ePACA protocol.
Overall CTAP 2.1 includes 12 algorithms®. We depict the
communication flow of CTAP 2.1 in Figure 4. Intuitively, the
Reboot algorithm initializes the underlying puvProtocols and
resets the remaining consecutive tries sty.m to 3.

In the Setup interaction, the token 7 first outputs
its information info, which includes the supported list
st7.puvProtocollist. Next, the client selects and initializes
one ,,.selectedpuvProtocol from the received list followed
by sending its choice back to T'. Then, the token 7" returns
the public key pk of the chosen str.puvProtocol. Afterwards,
the client runs the encapsulation of its 7/,.selectedpuvProtocol
upon pk for a key m,.K, which is then used to encrypt and
authenticate the PIN pin;; collected from user U, and forwards
all derived ciphertexts and tags to 7. The token T finally
decapsulates the key, followed by verifying the ciphertext,
and recovers piny. The local str.pinHash stores the hash
of piny; and the remaining retries sty.pinRetries is set to
pinRetriesMax.

The Bind interaction is identical to Setup until the client
derives the key m7,.K. Then, the client uses 77,.K to encrypt
the hash of the user pin pin;; and sends the ciphertext to 7.
If str.pinRetries does not reach 0, the token decapsulates the
key and recovers a pinHash. If the pinHash does not match the
hash of the local str.pinHash, the underlying st7.puvProtocol
re-generates the public key pk. If the remaining consecutive
retries meanwhile arrive at 0, the token is forced to reboot. If
the pinHash matches the hash of the local sty.pinHash, the
remaining retries stp.m and stp.pinRetries are reset to their
maximal values. The pts of all underlying st7.puvProtocol are
re-sampled. The token finally sets the binding state 74..bs to
the pt of the current stp.puvProtocol, which is then encrypted
using the decapsulated key. The client eventually recovers the
pt and sets it to 7,.bs.

After the negotiation for the binding states, the client
can invoke Auth algorithm to authorize command M using
its binding state m’.bs. Similarly, the token can invoke the
Validate algorithm to verify the authorized command using
m5.bs.

6Similar to the treatment in [2], we omit the algorithms for PIN reset and
leave it for future work. The suffix -7" and -C' in the names of algorithms
indicates the algorithm executor to be either a token or a client. The suffix
-start and -end indicates that this algorithm is the first or the final step in an
interactive execution.

initializes (): getPublicKey; ():
22 regenerateg () 40 return pk
23 resetpuvTokeng () resetpuvToken():

regenerates (): L opt <& {0,134
24 (pk1, sk1) <& ECDH.KG() encapsulate; (pk’):
25  (pka, sk2) & KEM.KG() ok kL) — k!
26 pk + (pki, pk2) 12 (pky,pha) € p
o ke (gk o ) o (sh,ska) < sk

encrypty (K rrlL)’ 2 | Zy + XCoordinateOf(sky - pk)
}4)37 45 (c2, Z2) + KEM.Encaps(pk5)

28 (K, Ko) « K Z + Hs(Z1, Z2)

st [K1| = p'A K1 + Hg(Z, “CTAP2 HMAC key”)

29 ¢+ SKE3.Enc(K2, m) 18 Ky + Hg(Z, “CTAP2 AES key”)
return c 9

K + (Kl,Kz)
decryptg (K, ¢): 50 ¢ + (pk, c2)
31 (K1, K2) + K 51 return (c, K)
s.t. IKI‘ = /,L,)\

decapsulates (¢):
32 m < SKE3z.Dec(K2,c) 7 Parse (c1,03) < ¢
return m ’

. , 3 Parse (skq, ska) < sk
authenticates (K, m): 54 Zj + XCoordinateOf (sky - c1)
34 (K7, Kj) + K’ Z5 < KEM.Decaps(skaz, c2)
st [Ki| = p'A 6 Z+« Hs(Z1,22)
t + Hr7 (K7, m) 57 Ki + He(Z, “CTAP2 HMAC key”)
return t 8 Ko < Hg(Z, “CTAP2 AES key”)
verify; (K', m, t):

K + (Kl,Kz)
(K, K}) + K’ return K
st K =p'A

t' H7(K/, m)
return [t = t']

Fig. 5. The third instantiation of PIN/UV Auth Protocol puvProtocols. The
operation - denotes the scalar-multiplication.

We delay the description of the 12 algorithms to Section D.

C. Post-Quantum Instantiation of CTAP 2.1

We propose a third instantiation of the Pin/Uv Auth Protocol
in Figure 5 that provides PQ compatibility in a hybrid manner.
Compared to puvProtocol,, the most important changes made
to achieve PQ security are as follows. First, in addition to
an ECDH (over curve NIST P-256) key pair, a key pair of a
PQ secure KEM is sampled during regenerate;. Second, the
algorithm encapsulate; executes both the ECDH key exchange
and the encapsulation of the PQ KEM to derive a hybrid
ciphertext ¢ and key K = (K7, K»). Finally, the algorithm
decapsulate; correspondingly recovers the hybrid key K =
(K7, K3) from the ciphertext c.

Instantiation: We suggest to instantiate the underlying
KEM with any Round 3 Finalist nominated by NIST and the
SKEj3 with AES-512-CBC with randomized initial vector. The
underlying functions H; : {0,1}* — {0,1}% for i € {5,6,7}
can be instantiated with HMAC-SHA-512. Moreover, we
suggest u’ > 2 to against Grover’s attack and to achieve
256-bits security.

D. Security Model of ePACA Protocols

Moving forward, we model the security of ePACA protocols
as security experiment Exptzg:éiﬁomp,. The security goal is
to ensure that a token can only accept a command that has
been authorized by a trusted client under user permission.

a) Trust Model: Similarly to [2], we assume “trust-
on-first-use”, which means that the interactive execution of
Setup is authenticated without any active interference of an

eavesdropping adversary. Moreover, we assume no active



attacks against clients during the interactive execution of
Bind, while active attacks against tokens are allowed. More
concretely, active attacks against clients are allowed only
when the execution state of the clients turns from waiting to
bindStart. However, active attacks against tokens are allowed
even if the execution state of tokens is still waiting. We
further assume that each user holds a unique PIN ping; that is
independently sampled from the domain PZN/ following some
distribution ® with min-entropy ap. All tokens are assumed to
share a common pinRetriesMax. We assume that each ECDH
point is bijective to its x-coordinate.

b) Experiment-specific Variables: Each session 7 is
associated with a variable isValid € {true,false, L} that
denotes whether the session is still accessible (by users or
attackers) or not. Each token session 7% is associated with
a variable pinCorr € {true, false} that indicates whether the
setup user PIN of 7" has been corrupted.

c) Oracles: The oracles in our security experiment (see
Figure 6) are defined similarly to the ones in [2]. More con-
cretely, the oracles NEWT and NEWU create new tokens and
users, respectively. In particular, the adversary can customize
the token with specific initial data when querying NEWT. The
REBOOT(T') oracle invokes Reboot and marks all previously
established sessions of 7' as invalid. The oracle SETUP runs
the authenticated interaction of Setup. The oracle EXECUTE
captures that the Bind interaction is partially authenticated until
the client’s execution state is set to bindStart and the remaining
interaction of Bind is not authenticated, as the adversary can
deliver messages to token and client by SEND-BIND-T and
SEND-BIND-C oracles respectively. The AUTH and VALIDATE
oracles simulate the Auth and Validate execution of clients and
tokens, respectively. Furthermore, querying CORRUPTUSER
and COMPROMISE reveals a user’s PIN and a client’s binding
state, respectively. Notably, whenever Reboot or Bind are
completed on a token 7', we mark all of 7”s previously
established sessions as invalid.

d) Session Partnering: Partnering identifies the sessions
of a token T and a client C' that successfully completed
Bind(T, C,U) for some user U. We call a token session 7%,
partnered with a client session 77, if and only if 7%.sid =
mg.sid # L.

e) Winning Conditions: We call a token session fest
session if it accepts an authorized command-tag pair under
some user decision. An adversary A wins ExpteFl,JAFctA Compl
(with Compl € {PPT,QPT}) if there exists a test session 77
that accepts an authorized command (M, ¢) with user decision
d and any of the following conditions holds:

1) the user decision d # accepted.

2) two distinct client sessions that completed Bind have the
same session identifiers.

3) two distinct token sessions that completed Bind have the
same session identifiers.

"In practice, each PIN must have a maximal length of 63 bytes and a
minimal length of four code points (on tokens) or four unicode characters (on
client).

SUF-t”

Exptepaca, compl (A): bindPartner (T, i):
L Lavm <0 if 3(C. 7 i aid — e
,7) s.th. w7 .sid = 7, .sid
2 win-SUF-t' +- 0 re(turrz (c j)T ©
. O 1A )
()& A1) return (L, 1)

i return win-SUF-t’
WmSUFt (T, i, M, t,d):
8 if d # accepted: return 1
9 if 3(C1,41), (C2,j2) st. (C1,51) #
bindDone and 7r“ .sid = Tr]2 .sid:
if H(Tl, 11), (Tg, 7,2) s.t. (Tl, Zl) 75 (TQ, iz) and W;}l .Stexe
bindDone and w;} .sid = w%.sid:
11 (C,j) + bindPartner(T', %)
2 if (C,j, M, t) ¢ L vt .
if (C,j7)=(L,L)o0r ﬂ'jc.compromised = false

: J J
(Cs, j2) and 71'011 Stexe = 7r022 Stexe =
return 1
i
= 71'T22.st.3x.e =

return 1

14 if 7% .pinCorr = false: return 1
return 0
NEwU(U):
NEWT(T, initialData): 22 if pingy = L
16 if sty # L: return L 23 ping <& PIN
(version, puvProtocolList) < initialData 24  return
sty .version <— version CORRUPTUSER(U):

19  stp.puvProtocollist <— puvProtocollList
20 Reboot(str)
21 return
SEND-BIND-T(T, 7, m):
27 1fstT7J_0r7rT:J_0r
T .Stexe 7 Waiting or 77.isValid = false
28 return L
29 mi.pinCorr <— COMMstpr user
30 m’ <& Bind-T(7h, m)
31 cpt || calledReboot < m’
32 if calledReboot = true
33 foreach i’ st 7TT # L 44
7TT .isValid < false
elseif 77 .stee = bindDone
fore/ach i #dand Th # L
7 .isValid < false
return m’

25 corry < true
return ping;

REBOOT(T'):
if st7 = L: return
10 foreach i s.t. mh # L
11 mp.isValid <— false
2 Reboot(sty)
43 return
SEND-BIND-C(C, 7, m):

if wé = 1l or _wé.stexe #
bindStart or 77, .isValid =
false

15 return | )

46 return Bind-C(nf,, m)

EXECUTE(T i,C,5,U):

1fstT—L0r7rT7éL0r7rc7é
L oorping = L

SeTUP(T,,C, j,U):
4 1fstT_J_0r7rT;£J_0r7rC;£J_

or ping = L 55 return L
return L 5 7r§’~ < st
Ty 4= St ) 57 trans,mg — L
50 trans <& Setup(mk., 77, piny) 58  while 7], .stege # bindStart

my <& Bind-T(7k, mc)
me <& Bind-C(nl,, U, mr)
trans < trans || myp || mo

51 wh.isValid, 77, .isValid < false 59
52 stp.user < U 60
53 return trans

AUTH(C, j, M): 62 return trans
3
09 M mg = L or mgstee # bindDone  COMPROMISE(C, j):

if 7TC = 1 or ”c Stexe F
bindDone: return L
¢, .compromised < true

64 return L )
65 (M,t) & auth-c(‘/rjc,]\/l)
Lavm < Lavm U {(C 3, M, t)} 69

67 return (M,t) 70 return 7wl .bs

VALIDATE(T, i, M, t, d):

I 7r§} =1 or w}.stexe # bindDone or w}.isVaIid = false
72 return L
/3 status < v.a\lidate—T(Tr%n7 M,t,d)

| if status = accepted: win-SUF-t" «— Win-SUF-t'(T, i, M, t, d)
75 return status

Fig. 6. Security Game for extended PIN-based Access Control Authentica-
tors Protocol for ePACA = (Reboot, Setup, Bind, Auth, Validate), where
O = {NEWT,NEWU, COMPROMISE, CORRUPTUSER, REBOOT, SETUP,
EXECUTE, SEND-BIND-T, SEND-BIND-C, AUTH, VALIDATE} and Compl €
{PPT,QPT}. We highlight differences to the SUF-t security game from [2]
in blue.
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4) (M,t) was not output by any of 7in’s uncompromised valid
partners 77, before the corruption of the user PIN that was
setup on the token 7.

Definition 2 (SUF-t' security of ePACA). Let Compl €
{PPT,QPT}. Let ePACA = (Reboot,Setup, Bind, Auth,
Validate) be an extended PIN-based Access Control for Authen-
ticators protocol. We say that ePACA is strongly unforgeable
with trusted binding, or is SUF-t'-secure for short, if for all
Compl adversaries A
SUF-t/ SUF-t/
AdVPXE/:,CompI(A) = PT[EXptelg/-'\:CEA,CompI(A> = 1]

in winning the game ExptS,l;JAF(':tAl,COmm as described in Figure 6
is negligible in the security parameter .

E. Security Conclusions for CTAP 2.1

After having defined security for ePACA protocols above,
we now present the security statements for CTAP 2.1. We
give the full proofs of our two theorems (against PPT and
QPT adversaries) in Section [ and J in the appendix. Our first
theorem shows the SUF-t" security of CTAP 2.1 against PPT
adversaries.

Theorem 2 (PPT security of CTAP 2.1). Let ePACA =
(Reboot, Setup, Bind, Auth, Validate) denote the CTAP 2.1
protocol described in Section V-B. Assume that ePACA supports
puvProtocol; for i € {1,2,3}. If the hash function H is e'""s
collision resistant, H; : {0, 1}* — {0, 1} is modeled as inde-
pendent random oracle for i € {1,...,7}, SKE; is eg'lgEkpa Ho

IND-1CPA-H, and gy ""P*-IND-1$PA-LPC secure, SKE; is
eereP*-IND-1CPA and eg‘,iE”pa ¢ IND-1$PA-LPC secure for
i€ {2 3}, and the sCDH problem over ECDH with prime order
q is e hard, then the advantage of any PPT adversary A
that breaks SUF-t’ security of ePACA is bounded by

SUF-t/ A
PACAt\ .A(l )
(qSETUP + qEXECUTE)eECDH + €

+< > (22—min{l1,l3,l57l5} + 21_‘1)

+aNewu2”° + (

Adv

coII res

gserup T GEXECUTE
2

GSEND-BIND-T

)2— min{p,2,u’ A

2
ind-1cpa-Ho> |nd lcpa |nd lcpa
+qserup InaX{ESKEl ) €SKE, 1 €SKE, }
ind-1$pa-lpc ind-1$pa-lpc _ind-1$pa-lpc
+QExecute Max{egye ) ESKE, » ESKE, }

~+qsgruppinRetriesMax2™%®
+qVALIDATE2—Inin{u)\,Q)\,u/)\,lg,l4,l7}
where qo denotes the number of queries to O = {SETUP,
EXECUTE, VALIDATE} and ¢; denotes the number of queries
to random oracle H; for i € {1,...,7}.

Proof Sketch. The proof is divided into the following steps:
(1) By the random oracle H; for i € {1,3,5,6} and the
sCDH assumption on the underlying ECDH, all keys K derived
from the encapsulation of the underlying puvProtocol in the
obtainSharedSecret-C-end algorithm, which is only invoked in
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the SETUP and EXECUTE oracles, are distinct except probabil-
ity (QSETUP+qEXECUTE)6f§CC[E)T-|+ (qSETUP+2qEXECUTE)22—mi11{l1Jg,ls,lg}.
(2) By the entropy of the user PIN ap, none of the user PIN
sampled in NEWU oracle is predicable except with probability
gnewu2”“®. (3) By the collision-resistance of H and the
entropy of the Diffie-Hellman public keys 2¢ and of pt values
2‘“‘“{”’2"‘/})‘, we have the all H(pin), Diffie-Hellman public
keys, pt values, are respectively distinct except probability in
total e;:_ioll—res + (QSL'lupi»QExE('Ll'u)zlfq + (qSEND-ZBIND-T)Zfmin{H,QHU./})\.
(4) By the IND-1CPA-H; security of SKE; and the IND-1CPA
security of SKE2 and SKEg, the pins encrypted by the under-
lying puvProtocol in the setPIN-C' algorithm, which is only
invoked in the SETUP oracle, are indistinguishable from random
ind-1cpa-Hy ind-1cpa ind-1cpa
except probability gsgrup max{eSK 1 ESKE,  » €SKEs 1.
(5) By the IND-1$PA-LPC securlty of SKE; for i €
{1,2,3}, the pinHashs encrypted by the underlying
puvProtocol in the obtainPinUvAuthToken-C-start algo-
rithm, which is invoked only in the EXECUTE ora-
cle, are indistinguishable from random except probability

ind-1$pa-lpc _ind-1$pa-lpc _ind-1$pa-Ipc
QJEXECUTE InaX{ESKEI ) €SKE, 1 €SKE;3 }.

Finally, the adversary A cannot trigger the flip of the
win-SUF-t’ predicate in Figure 6 via condition (i) in Line 8,
due to the design of CTAP 2.1, see validate-1" algorithm in
CTAP 2.1. (ii) in Line 9, due to the distinction of Diffie-
Hellman public keys, (iii) in Line 10, due to the distinction
of Diffie-Hellman public keys and pts, (iv) in Line 11-14,
since A obtains no information about pins or pt¢s and can
only win by randomly guessing the pin in the SETUP oracle
maximal pinRetriesMax times for each token session, or the
pt values or the tags ¢ in the Validate algorithm in the
VALIDATE oracle, which happens with probability except
qserupPinRetriesMax2™® + qyapipare2” min{pA22 0 Al a7}
in total, modeling H7 as a random oracle. O

The above theorem proves that CTAP 2.1 only accepts
messages under the user’s approval, which is captured by
winning condition 1. Winning conditions 2 and 3 capture
the uniqueness of each session identifiers: if two sessions
are partnered with each other, then they are each other’s
unique partners. Condition 4 ensures the token only accepts
the authorization from a client that it binds to if (1) the binding
phase is trusted, (2) the binding state (on the client side) is
not compromised if available, and (3) the user PIN that sets
up the token is not corrupted.

As is to be expected, the above theorem only holds when
the token’s user PINs have large enough entropy. If a user
PIN is predictable, the attacker can perform active attacks and
authorize malicious commands towards the token.

Moving to the security guarantees against quantum adver-
saries, we note that the asymmetric cryptographic primitives
in puvProtocol; and puvProtocol, are simply ECDH, which
is quantum-vulnerable. Therefore, A can trivially win SUF-t’
experiment by selecting the Pin/Uv Auth Protocol in a test
session to be puvProtocol; or puvProtocol,. The theorem
below suggests the security of the test session if puvProtocol;
is selected as instantiation.



Theorem 3 (QPT security of CTAP 2.1). Let ePACA =
(Reboot, Setup, Bind, Auth, Validate) denote the CTAP 2.1
protocol described in Section V-B. Assume that the underlying

H is ef_f”'res collision resistant, Hs is ef_}”ap-swap secure, H; is
eﬂrf prf secure for i € {6,7}, SKE;3 is efsnlgElcPa-lND 1CPA

and egge PP IND-18PA-LPC secure, and that the KEM
in puvProtocol; with public-key entropy o), and ciphertext

entropy Q. is e'k‘g G@-IND-CCA secure. If there exists a QPT

adversary A that breaks the SUF-t’ security of ePACA for a
test session T that uses puvProtocols, then we have that

(A)
< (qSETUP + qEXECUTE) (

g
+(

ind-1cpa
+qSETUP€SKE3

SUF-t’

AdVePACA,QPT

ind-cca

€KEM T €
>2l—l6 +€f_|0”-re5 +QNEWU2_(X®
JEXECUTE

)2—“/A + ( 5 )(2—%k +27)

ind-18pa-Ipc
SKE3

swap + prf)

gserup + GExECUTE
2

GSEND-BIND-T
2

+ GExecute€

JEXECUTE

+QSETUpPinRetrieSMax2_“D + ( 5

prf

+qVALIDATE(2_'u//\ + €n, + 2_l7)

where qo denotes the number of queries to O = {SETUP,
EXECUTE, VALIDATE}.

Proof Sketch. The proof is similar to the one for Theorem 2
and consists of following steps: (1) By the IND-CCA security
of KEM, the swap security of Hs, and the prf security of Hg,
all keys K derived in from the encapsulation of the underly-
ing puvProtocol in the obtainSharedSecret-C-end algorithm,
which is only invoked in the SETUP and EXECUTE oracles, are
distinct except probability (gserue + qExecute)€icmg + (gserue +
qEXECUTE)(eKEl\‘an + €5wap + prf) + (qSETUP+2qEXECUTE)21—l6. (2) By
the entropy of the user PIN ap, none of the user PIN sampled in
NEWU oracle is predicable except with probability gnewy2™ 2.
(3) By the collision-resistance of H and the entropy 2-H'A of
pt values sampled in the SEND-BIND-T oracle, we have all
H(pin) and pt values respectively distinct except probability in
total €ff!res (BB 1) 2-1A (4) By the IND-1CPA security
of SKEg, the pins encrypted by the underlying puvProtocols in
the setPIN-C algorithm, which is only invoked in the SETUP
oracle, are indistinguishable from random except probability
qSETUPEg‘KElea (5) By the IND-1$PA-LPC security of SKEj,
the pmHashs encrypted by the underlying puvProtocol; in the
obtainPinUvAuthToken-C-start algorithm, which is invoked
only in the EXECUTE oracle, are indistinguishable from random
except probability qEXECUTEe'Snlg'Elfpa"pc.

Finally, the adversary A cannot trigger the flip of the
win-SUF-t" predicate in Figure 6 via condition (i) in Line 8,
due to the design of CTAP 2.1, see validate-T" algorithm in
CTAP 2.1, (ii) in Line 9, since the collision of KEM public
keys or ciphertexts with entropy o, or o, happens at most
(Texecure) (27 4 27%%), (iii) in Line 10, due to the pairwise
distinct KEM public keys and pts in the tokens’ session identi-
fiers, (iv) in Line 11-14, since A obtains no information about
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pins or pts and can only win by randomly guessing the pin in
the SETUP oracle maximal pinRetriesMax times for each token
session, or the pt values or the tags ¢ in the Validate algorithm
in the VALIDATE oracle, which happens with probability except
gserupPinRetriesMax2™® + qVALIDATE27MI>\ + EH: +277 in
total, assuming the prf security of the underlying Hz. O

As such, we suggest to add our PQ instantiation
puvProtocol; of CTAP 2.1 to the specifications. As mentioned
in Section V-C, we also suggest to increase the security
parameter from 256 to 512, in order to preserve the current
256-bits level security.

VI. FIDO2 COMPOSITION

In this section, we analyze the security of the composition
of WebAuthn 2 and CTAP 2.1. To provide a more generalized
result, we first define the user authentication (ua) security
model for the composition of any ePIA and ePACA protocols,
which we refer to as ePIA+ePACA. Then, we formally reduce
the ua security of ePIA+ePACA to the auth security of the
underlying ePIA (see Section 1V-C) and the SUF-t’ security
of the underlying ePACA protocols (see Section V-D). In this
section, we respectively use 7 and 7 to denote the ePIA and
ePACA session, respectively, to distinguish them clearly.

A. Security Model of ePIA+ePACA

As before, to define the ua security property, we start with
describing the trust model, oracles, and winning conditions.
a) Trust Model: The trust model for ua covers both the
ones for auth and for SUF-t’. Additionally, we assume a server-
to-client authenticated channel, which is in practice guaranteed
by a TLS connection. As before, we assume ‘“‘trust-on-first-
use”, which means, the Setup phase and the initialization of
the Bind phase in ePACA and the Register phase in ePIA are
authenticated.
b) Oracles: During the execution of the ua experiment,
the adversary A has access to all oracles defined in the SUF-t’
experiment except AUTH and VALIDATE. Furthermore, A is
allowed to query NEWS, NEWTPLA, and CORRUPT from the
auth experiment, in addition to the following oracles:
REGISTER((S, %), (T, j,j7'), (C,k),tb, UV,d): This oracle
simulates the honest registration between server S
and token 7' via client C'. This oracle is the same as
the one in the auth experiment except that after the
invocation of (Mycom,Mra) <  rCom(idg, Mych, th),
additionally  (mycom,t) <+  AUTH(C,k, mycom) and
status < VALIDATE(T, j’, Mycom, t,d) are queried.
Moreover, the game aborts if status #* accepted. Here,
AUTH and VALIDATE are defined in the SUF-t" experiment.

CHALLENGE((S, %), (C,k),tb, UV): This oracle simulates
the process of the server S generating a challenge nonce
and sending it to the client C' in an authenticated channel.
This oracle is the same as in the auth experiment except that
after the invocation of (Mycom, Mrc) <— rCom(idg, Mych, tb)
we additionally query (mycom,t) < AUTH(C, k, mcom) and
status < VALIDATE(T, j', Mycom, t, d), and append tag t to
the output.



RESPONSE((T, 7, 5'), Macom, t,d): This oracle simulates the
token receiving messages from a client and producing its
response. This oracle is the same as the one defined in
the auth experiment except that we additionally query
status < VALIDATE(T, j', Mycom, t, d), and abort if status #
accepted.

COMPLETE((S, %), Macl, Marsp): This oracle simulates the
server verifying the response message and the client message.
This oracle is the same as in the auth experiment except that
the winning predicate is Win-ua defined in Figure 8.

It is important to note that AUTH and VALIDATE (from
the SUF-t’ experiment) are embedded in the REGISTER,
CHALLENGE, and RESPONSE oracles in Figure 7.

¢) Winning Conditions: We say user authentication (ua)
holds, if all of the following conditions hold when an ePIA
server session 7 accepts a client message 1m,c and a response
MESSAZE Marsp:

1) The non-_L session identifiers of the ePIA token (resp., server)
sessions do not collide with each other, see Line 37 - 40 in
Figure 8.

2) The partnered token and server sessions must have the
identical agreed content unless the registration context on the
token is corrupted, see Line 42 in Figure 8.

3) The non-L session identifiers of the ePACA token (resp.,

client) sessions that completed Bind, do not collide with each

other, see Line 44 - 45 in Figure 8.

During registration, the ePIA token and server sessions

must partner with each other and the authorized command

message and tag must have been output by one of the non-
compromised partners of the ePACA token session without

corrupting its setup user, see Line 47 - 50 in Figure 8.

5) The token T that has been registered with S, must own an
ePIA session 74 that is partnered with 7% and produce a
response message unless 7”s registration context of S is
corrupted, see Line 52 - 56 in Figure 8.

6) The above response message must be produced after an
ePACA session 7. validates some authorized command
Macom and tag ¢ with the approval from the user, see Line 58
- 58 in Figure 8.

7) The above command m,com and tag ¢ must be authorlzed
by a client ePACA session 7/, that is partnered with 7TT for
some challenge message m,., that has been produced by the
ePIA session 7%, unless 7f, is compromised or the PIN that

sets up token 7' has been corrupted, see Line 61 - 66 in

Figure 8.

4)

Definition 3 (ua security for ePIA+ePACA). Let Compl €
{PPT,QPT}, ePACA be an extended PIN-based access control
for authenticators protocol, and ePIA be an extended pass-
wordless authentication protocol. We say that the composition
ePIA+ePACA has user authentication, or is ua-secure for short,
if for all Compl adversaries A the advantage

AdVgSIA—i-ePACA,CompI(A) = PT[EXPt:3|A+ePACA,c°mp|(-A) =1]

in winning the game EXptepiaiepaca compl S described in
Figure 7 is negligible in the security parameter \.

EXPtepiat+epaca, compl (A):
1 Lesh, Lavtn 0 7
L‘/REGISTER; L‘/CH/\LLENGE, ERESPONSE <~ (Z)
win- ua <« false
)

return win-ua

in auth and SUF-t/ experiments

REGISTER((S i), (T,3,3"), (C,k),tb, UV, d):

if pkCPg = L or suppUV, = L or 75 # L or 7rT # L oorrep[S] # L:

return |
Tg.pkCP kaPS ﬂ'T .suppUV < suppUV .
Myen <& rChall(7h, tb, UV)
) (Mrcom, Mra) <& rCom(ids, Mych, tb)
0 (Mrcom, t) < AUTH(C, k, Mrcom)
I status < VALIDATE(T, 5/, Mrcom, t, d)
if status # accepted: return (Mmch, Mrcl, Mrcom, t, L, L)
(Mursp rer) <& rRsp(7%,, Mircom)
1 (res,d') rVrfy(ﬁ'g7 Ml s Mersp)
Lersh < Lrsh U (S7 T)
Lrraister < Lrecister U {(S7 i, T, 7, j/: C, k, Mych, Micl, Mrcom, t, mrrsp)}
return (Mych, Mrcl, Mrcoms t, Mursp, d’)
CHALLENGE((S, 1), (C, k) tb, UV):
8 if pkCPg = L or 71'3 # 1:return L
7% .pkCP <+ pkCPg
0 Mach <& aChau(ﬁg,tb, Uv)

21 (Macom, Mad) < aCom(ids, mach, tb)

31
32

34
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(Macom; t) <= AUTH(C', k, Macom)

Lcuarience < Louarence U {(37 1, C, Kk, Mach, Macl, Macom t)}
| return (mach,mad Macom; t)

RESPONSE((T 7,7 ),macom,t d):

status <~ VALIDATE(T, j', Macom, t, d)

if status # accepted: return L

if suppUV, = L or 7} # L: return L

7ip-suppUV <= suppUV

(Marsp, rer) <& aRsp(77,, rer, Macom)

Lresponse <— Lresponse U {(T7 7 j/7 Macoms t, d, marsp)}
return Mmagep

COMPLETE((S 1), Macl, Marsp):

if 7TS =1 or 71'5 .Stexe # running: return L
(rCs, d) & aVrfy(7rS7 rcs,; Macl, "Larsp)

if d = 1: win-ua < Win-ua(S, 7)

return d

Fig. 7. The ua security experiment for ePIA+ePACA. The winning condition
Win-ua is defined in Figure 8. The AUTH and VALIDATE oracles are defined
in E><pt§,9,,'f&tA Compl experiment in Figure 6.

We can reduce the security of the ePIA+ePACA protocol to
the security of the ePIA and the ePACA protocol as stated in
the next theorem. We give the full proof in Section K in the
appendix.

Theorem 4 (PPT/QPT security of the composition). Let
Compl € {PPT,QPT}. Let 3 denote an ePIA protocol and 11
denote an ePACA protocol. If there exists a Compl adversary
A that breaks the ua security of the composition Y. + 11, then
there must exist Compl adversaries Ay and A, that respectively
break the auth security of ¥ and the SUF-t" security of I such
that

AdVUEa+H,Compl (A) < Adv

auth

3,Compl (Al ) + AdVSHl,J('::;)tr;pl (AQ) .

In particular, the winning condition 1 and 3 capture the
uniqueness of each WebAuthn 2 and CTAP 2.1 session
identifiers. If two sessions are partnered with each other, then
they are each other’s unique partners. The winning condition 2
ensures that if the credential private key between the partnered
token and server sessions is not corrupted, then both sessions



Win-ua(S, i):
36  /The non
if 3(T1, 1), (T2, 42) st. (T1, 1) # (T2, j2) and 77 sid = w72 sid # L
return 1
if 3(S1,41), (S2,12) st. (S1,41) # (S2,i2) and w;114sid = w;;sid # L1
40 return 1

session identifiers of ePIA token (resp. server) sessions do not collide with each other

the identical agreed content unless the registration context on the token is corrupted

12 3 3(S,¢), (T7,§) st 7hy.sid = 70, .sid # L and (S, T") € Lish

-1 !
and 7, .agCon # frfr,AagCon: return 1

/In ePIA, the partnered session have

IThe non-_L session identifiers of ePACA token (resp. client) sessions that completed Bind algorithm don’t collide with

each other

if 3(Cy, k1), (Ca, k2) st. (C1, k1) # (Ca, ko) and wgll.stexe =

o, -sid =72,
’

if 3(T1,51), (T2, 55) st (T1,47) # (Ta, j5) and w7l stee =

= W% .stexe = bindDone and wfrll .sid = 71';32 .sid: return 1
IThe ePIA or ePACA sessions used in t
foreach (S’v z, T, y,y", C’, z, Much, Mrcl, Mircom ) treom, Mupsp) € LReGister
48 if ﬁgﬂ,.sid # g .sid: return 1
(C",2") « bindPartner(T”,y’)
i€ (C7, 2/ Mscoms treom) & Lavr and (€, 2') = (L, 1)

= 772,22 .Stexe = bindDone and 7 .sid: return 1

e registration phase must partner with each other

or Tré/,,.compromised = false) and -n-;{/, .pinCorr = false: return 1

JA response message
52 T < regPartner(S, )
53 if Aj st wg.sid = 77.sid
54 if (S,T) € Lgsh: return 1
55 elseif A(j', Macoms t, d, Marsp) S.t. (T, 5, 57, Macom, t, d, Marsp) € Lresronse

return 1

IAbove . arsp must be output under 1
elseif d # accepted: return 1
else

marsp must be output by 7T° that registered with S, unless T°s registration context of S is corrupted

iser approval

JAbove m arsp must be output after above 7" validates above message-tag pair (1acom , £). Which encodes m ,y, output

by session 7
(C, k) + bindPartner (T, j')
62 if (C,k, macom, t) ¢ Lavm
6 if (C,k) =(L,L)or 7r8compromised = false

W
if 72 .pinCorr = false: return 1
elseif A(mach, Mad) s.t. (S, 4, C, k, Mach, Mad, Macom, t) € Lcnatience
return 1
return 0

Fig. 8. The Win-ua in ua security experiment for ePIA4+ePACA. The
regPartner and bindPartner predicates are defined in Figure 2 and Figure 0,
respectively.

must agree on the server identifier idg, the H(ch,tb) hash
of the challenge nonce and the token binding states, the
local counter n, and the user presence UP and verification
UV conditions. Furthermore, if the underlying hash function
H is collision resistant, the token and server sessions also
implicitly agree on the token binding state tb. Our theorem
proves partnership of WebAuthn 2 sessions in the authenticated
registration phase and the resilience of man-in-the-middle
attacks against WebAuthn 2 in the authentication phase unless
the corruption of the registration context on the token, which are
captured by winning conditions 4 and 5. The messages between
every partnered token and server session in WebAuthn 2 must
be authorized by the client, which is connected to the server
over an authenticated channel in WebAuthn 2 and bound to
the token in CTAP 2.1 unless the adversary make certain
corruptions, which is captured by wining conditions 4,6,7.

VII. RELATED WORK

The only published in-depth formal analysis of FIDO?2 is
Barbosa et al. [2], which we address in-depth. We note that
a recently released manuscript [10] also analyzes aspects of

context of cryptocurrency wallets. Our work is essentially
orthogonal to [10] in terms of focus, and we consider the
newer versions of both sub-protocols.

To provide context for our comparison to [2], we first revisit
the largest changes in CTAP 2.1 compared to CTAP 2.0.

A. Comparison between CTAP 2.0 and CTAP 2.1

Compared to the expired proposed standard of CTAP 2.0
[6], the latest draft review of CTAP 2.1 [5] has a number of
differences, mainly from the following four aspects:

1) The definition of CTAP 2.0 is directly based on the concrete

primitives such as the Diffie-Hellman key exchange and hash
functions, while CTAP 2.1 is based on a so-called "PIN/UV
Auth Protocol” abstract scheme, denoted by puvProtocol for
short, which leads CTAP 2.1 to be PQ ready. Up to date,
two instantiations of puvProtocol are officially announced,
where CTAP 2.1 instantiated by the puvProtocol; is close
to CTAP 2.0. In particular, CTAP 2.1 instantiated with our
hybrid construction puvProtocol; proposed in Section V-C
is provably PQ secure, as proven in Theorem 3.

2) In CTAP 2.0, the binding state that is used for the client’s

authorization and the token’s validation is defined as so-called
pinToken, which has the length of multiple of 128 bits and
can be of unlimited length. In CTAP 2.1, the binding state
is defined as so-called pinUvAuthToken, the length of which
is however fixed: either 128 or 256 bits.

3) In CTAP 2.0, the pinToken is sampled during the reboot

phase and then repeatedly re-used until the next invocation
of the reboot algorithm. In contrast, the pinUvAuthToken in
CTAP 2.1 is one-time — it is re-sampled after every usage.
This difference exerts a great influence on the security: While
CTAP 2.0 only satisfies UF-t security as proven by Barbosa
et al. [2], CTAP 2.1 provably satisfies SUF-t" security, see
Theorem 2.

4) CTAP 2.0 allows tokens and clients to share a pinUvAuth-

Token only when the users provide their correct pin, which
is called clientPIN method. Instead, CTAP 2.1 additionally
enables users to input their biometric information such
as fingerprint if the built-in on-device user verification is
physically supported by the token, which is called built-in
user verification method. Notably, the built-in user verification
method is always the preferred option when it is supported by
the token. The biometric information is assumed to be unique
and unpredictable for each user and is input to the token
without any intermediary (therefore, the transmission can be
considered to be authenticated). In our model, built-in user
verification can be viewed as the simplified CTAP 2.1 using
clientPIN method without the transmission of the encryption
of pinHash.

B. Comparison with Barbosa et al. [2]

As mentioned before, our work builds on the first formal
FIDO2 analysis in [2], and we compare several aspects.
WebAuthn comparison:

FIDO?2, but their work focuses on WebAuthn’s privacy aspects, 1) Different analysis target: The analysis of [2] assumes

and introducing the possibility of revocation, notably in the

attestation type Basic such that “the server is assumed



to know the attestation public key that uniquely identifies
the authenticator” [2]. However, the token’s attestation key
pair is generated in the factory and at least 100,000 tokens
should share same attestation key pair to ensure privacy
([1, Section 14.4], [11, Section 14.4.1]). Thus, Barbosa et
al.’s assumption does not hold in practice. In contrast, we
investigate WebAuthn with the default attestation type None,
and our Theorem 1 also applies to WebAuthn with attestation
type Basic.

Fine-grained abstraction: Our WebAuthn abstraction is more
detailed than [2]. For example, we include the supported
signature list pkCP of the server, the optional UV -support of
the token, and the token binding state tb. Our theorem implies
that the server and token ultimately agree on these values,
which is crucial for the desired security. Furthermore, the
supported schemes list enables us to to exhibit a downgrade
attack against WebAuthn and specify a security notion
“Algorithm Agreement” for the corresponding protection.
Active interference: The security model of WebAuthn in
[2] seems to allow active interference during the registration.
This is true in [2]’s model because it assumes that each token
has a unique attestation key pair and the server knows in
advance which public key to use for signature verification;
yet this is not true in practice by design, as mentioned previ-
ously. The official specification [11, Section 13.4.4] clearly
acknowledges the MitM attack on registration, contradicting
the implication of [2].

Stronger adversary capability: Barbosa et al. assume the
tokens to be tamper-proof, i.e., the adversary is prevented
from corrupting the internal state of any token. Our model,
instead, includes a corruption oracle that enables an adversary
to reveal the private signing key, capturing the real world
scenario in which some tokens might be stolen and the private
keys compromised.

2)

3)

4)

CTAP comparison:
1) Different analysis target: Barbosa et al. analyzed CTAP 2.0
[6], while we investigate CTAP 2.1 [5]. As explained in
Section VII-A, these two versions have numerous differences.
Our paper carefully explores the abstraction gaps between
CTAP 2.0 and CTAP 2.1.

Improved security model: We refine the Barbosa et al. PACA
security model. For example, the token binding states may
be reset in REBOOT or SEND oracle. However, Barbosa et al.
only mark the token sessions invalid in the REBOOT oracle
but forgot the ones in the SEND oracle®. Furthermore, the
PACA definition of invalidity is not suitable for CTAP 2.1,
as the previous binding states of a token are reset after not
only reboot but also the establishment of a new session. In
this work, we define a code-based SUF-t’ security, which
refines and generalizes SUF-t security in [2].

Proof gaps: Although Barbosa et al. proved the security of
CTAP 2.0, their proof has several technical gaps. To address
this, we base the SUF-t/ security of CTAP 2.1 on novel

2)

3)

8Recall that [2] defines the invalidity of a session such that “if a token is
rebooted, its binding states got reset and hence become invalid” [2]

1y

15

assumptions and provide a detailed proof. We summarize the
gaps and shortcomings of the proofs from [2] in Section L
in the appendix, and show how we solve each for our work.
The Composition of WebAuthn and CTAP:

Different security model: The security of the composition of
WebAuthn 2 and CTAP 2.1 relies on the respective security
guarantees. The differences between the syntax and the
security models of both WebAuthn and CTAP compared to [2]
propagate into a different security model for the composition,
and we provide a fully detailed proof.

VIII. LIMITATIONS AND FUTURE WORK

While our work covers many core aspects of CTAP and
WebAuthn beyond the state-of-the-art, it remains an abstraction.
Some of our main current limitations include that we do not
yet model some of the new CTAP 2.1 features for enterprise
customers, and do not make formal statements about the
unlinkability of credentials or other detailed privacy statements.
We leave the proof methodology for tighter upper bounds in
all theorems in our paper as an open question.
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APPENDIX A
PRELIMINARIES

Definition 4. We say F : K x M — O is e-prf secure, if for
any efficient adversaries A, any k <~ K, and any truly random
function R : M — O, it holds that,

AdVEfA = ’Pr[AF(k") = 1] — Pr[ARO) = 1” <e

We say F is e-swap secure, if the function F defined below is
e-prf secure.

F: MxK— O,F(m,k) :=F(k,m)

Definition 5. Let SKE = (KG, Enc, Dec) be a symmetric key
encryption scheme with symmetric key space K. We say SKE is

e-one time IND-CPA secure with respect to function H (denoted

by IND-1CPA-H) secure, if the blow defined advantage of

every (potential quantum) adversary A against Expt's'\li%lcpA'H

experiment in Figure 9 is bounded by,

1
AdvgNK[E'lcpA'H (A) := Pr[Expt'sl\ll(%lcpA'H (A4)=1] - 5 <e
Definition 6. Let SKE = (KG, Enc, Dec) be a symmetric key
encryption scheme with symmetric key space KC. We say SKE is

e-IND-1$PA-LPC secure, if the blow defined advantage of every
(potential quantum) adversary A against Expt'S'\'KI?E'IWA'LPC

experiment in Figure 9 is bounded by,

1
AdVISNKDE-1$PA-LPC(A) — Pr[EXpt!SI\II(EI)E-wPA-LPC(A) _ 1]75 <e

Exptls’iDE'lcpA'H (A): Expt's’\:(%wPA'LPC(A): RAND(1):
1 b<{0,1} 1 b<E {0,1} my <& {0,1}
2 K KG() K <& KG() 10 m) <& {0,1}!
2 (mg,my) & A() (mg,m3) & A) 11 ¢ <& Enc(K,m})
if |mg| # |m]| if |m§| # m7| 12 return (m(,m},c")
5 return 0 return 0 Lpc(c):
c* <% Enc(K,m}) c* <& Enc(K,m{) 13 ifc=c*
t* < H(K, c") b’ & ARADLE () 14 return 0
b <& A(c*,t*) return [b = b’] 15 return [mg =
return [b = b’] Dec(K, )]

Fig. 9. IND-1CPA-H and IND-1$PA-LPC experiments for SKE =
(KG, Enc, Dec).

APPENDIX B
CBC MODE AND IND-1$PA-LPC SECURITY

The Cipher Block Chaining (CBC) mode is a block cipher
mode of operation invented by Ehrsam et al. in 1976 [9].
The CBC can be divided into two categories: CBCy, whose
initial vector is a string of zero bits, and CBCpg, whose initial
vector is a random bit string. We first recall CBC as an
instance of symmetric key encryption. Let K := {0, 1}/1(N),
M = {0,1}/2 and O := {0,1}/2(MV) respectively denote
the symmetric key space, message space, and output space
of an invertible function F : £ x M — O, where f; and fo
denote arbitrary polynomial functions. Then, both CBCy and
CBCpg are defined in Figure 10. Here, we simply assume that
the input message m of the encryption algorithm always has
the length of a multiple of fo()\). It is straightforward that
CBCy is a deterministic encryption scheme.

The IND-1$PA security of the deterministic CBCy was
proven by Barbosa et al. [2]. Moreover, the IND-CPA security
of the randomized CBCg was proven by Bellare et al. [3].
Below, we prove the IND-1$PA-LPC security of both CBCg
and CBCp based on above two security conclusions.

Theorem 5 (IND-CPA — IND-13PA). Ler SKE =
(KG, Enc, Dec) denote a symmetric encryption scheme. If SKE

is end-P2IND-CPA secure, then SKE is emoz"P-IND-1$PA

ind-1 ind-
secure such that egyg Spa €SKE

Theorem 6 (IND-1$PA = IND-1$PA-LPC). Let SKE =
(KG, Enc, Dec) denote CBCy or CBCr. If SKE is emer®-
IND-1$PA secure and the underlying function F : {0,1}/1() x
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KG(1*): Dec (K, c):
K&K Tyo | Nl yn ety =
2 return K fa(A) Vie {0,--- ,n}
Enc(K,m): 2 fori=1,...,n
T o o |l #n e mst |z = 0 %yl @F (K p)
f2(N) Vie{l,---,n} m<zy |||l an
yo <& SetlV() return m
3 fori=1,...,n
4 yi < F(K,yi—1 ® ;)
S y+yoll - llya
return y

Fig. 10. CBC mode SKE = (KG, Enc, Dec) with symmetric key space
K := {0,1}1(N) for arbitrary polynomial function f1. If SKE = CBCo,
then SetlV() outputs a string of zero bits of length fo(X). If SKE = CBCp,
then SetlV() outputs a random string of length f2(\).

{_0,1}f2()‘) — {0,1}2) s e®-prp secure, then SKE is
eg‘£;$pa'lpc—lND—1$PA—LPC secure such that

ind-1$pa-Ipc
€SKE
l ind-
<2eP® + qrec2 ™M 4 graxo (fm(a;:) ] 920 4 eg'lgEmpa
2

where qo denotes the maximal number of queries to O €
{RAND, LPC} oracles and lax denotes the maximal input to
the RAND oracle.

APPENDIX C
DETAILED DESCRIPTION OF WEBAUTHN 2

In Figure 11, the security parameter A = 128. For each server
S, the associated identifier idg is its effective domain. The
official supported signature algorithms are RSASSA-PKCS1-
v1_5 and RSASSA-PSS. As discussed in Section IV-D, the
list of signature schemes can be extended by PQ compatible
hybrid signature scheme. The underlying hash function H is
SHA-256. We assume that each token has a unique user and
can be registered at most once per server. The Register =
(rChall, rCom, rRsp, rVrfy) sub-protocol is executed as follows.

o rChall(ry,tb, UV): The server S samples a random chal-
lenge nonce 7.ch and a user identifier 7%.uid and initializes
the token biding state 7%.tb and user verification condition
7t UV. Finally, S sets m%.Stexe to running and outputs a
challenge message, see Line 3.

e rCom(idg, mych,tb): The client parses m,, into a server
identifier id, a challenge nonce ch, a user identifier uid, a
supported signature list pkCP and a user verification condition
UV. Next, the client aborts if id # idg. Otherwise, the client
sets the user presence condition UP to true and computes
the hash h of client message m,|, which is defined in Line 8.
Finally, the client outputs the client and command messages
Myl and Mycom, TESpectively, see Line 10.

o rRsp(7%, Mycom): The token T' first parses Mmycom into a
server identifier id, a user identifier uid, a hash value h,
a signature list pkCP, and the user presence and user
verification conditions UP and UV, respectively. Next, T’
picks one supported signature scheme Y. in pkCP with the
highest preference, i.e., with the smallest index possible.
Afterwards, T' checks whether it can support the required

user verification condition UV'. If either step fails, the token
aborts. Otherwise, T generates a public-private key pair using
the key generation algorithm of ¥, initializes the counter
n to 0, samples a random credential identifier cid, and
sets its execution state to accepted. Finally, 7' extends the
registration context as in Line 20, and outputs it together with
a Tesponse message Myrsp, as defined in Line 18. The agreed
content includes the server identifier id, the hash value h,
the credential identifier cid, the counter n, the list pkCP, the
public key pk, the signature scheme ¥, and the user presence
UP and verification UV conditions. The session identifier
is the tuple of the hash of server identifier id, the credential
identifier cid, and the counter n.

. rVrfy(ﬂ'g, Mrcl; Mirsp): The server S parses the client message
My and the response message mys, and executes a few
checks as in Line 26. It outputs abort and decision d = 0
if any check fails. Otherwise, S sets the execution state to
accepted. Finally, S extends the registration context as in
Line 28 and outputs it together with decision d = 1. The
agreed content and the session identifier are defined as the
ones in the rRsp algorithm.

Authenticate = (aChall,aCom, aRsp, aVrfy) is defined next.

o aChall(rk, th, UV): The server S samples a random chal-
lenge nonce 7.ch and initializes its token binding state 7%.tb
and user condition Wg.U V. Finally, S sets wg to running
and outputs a challenge message, see Line 34.

o aCom(idg, mach, tb): The client parses M, into an identifier
id, a challenge nonce ch, and user verification condition UV'.
Next, the client aborts if id # idg. Otherwise, the client
sets the user presence condition UP to true and compute
the hash h of the client message m,, which is defined in
Line 39. Finally, the client outputs the client message m|
and command message Macom, see Line 41.

o aRsp(m7., rcr, macom): The token T first parses the command
message Macom iNto a server identifier id, a hash value h,
and user presence and user verification conditions UP and
UV. Next, T' checks whether the corresponding registration
context exists and whether it can satisfy the user verification
requirement. 7" aborts if either of the above steps fails. Then,
T increments the counter rcr[id].n by 1 and defines the
associated data ad that includes the hash of id, the counter
rcrlid].n, and the conditions UP and UV, followed by
computing a signature o on ad and h using the signing
key rcplid].sk. Finally, T' sets its execution state to accepted
and outputs the response message m,rsp defined in Line 49
along with rcp. The agreed context is defined as the tuple
of the server identifier id, the value h, the counter rcplid].n,
and the user conditions UV and UP. The session identifier
is defined as the tuple of the hash of the server identifier id,
the credential identifier rcp[id].cid, the hash value h, and the
counter n.

o aVrfy(wfg, rCs, Macl, Marsp): The server S parses the client
message 1M, and the response message marsp and executes
checks as in Line 58 if the corresponding registration context
exists. It aborts and produces decision d = 0 if any check
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Register

4

rCom(lds,mrch,tb) /1 2. Client

1C
1

1
1
1
l 5
1
1
1

4

20

L5

2

|

25

26

rChall(r, tb, UV'): // 1. Server

mh.ch <& {0,1}2>, mh.tb < th, 75. UV + UV
mé.uid <& {0, 13542

Myeh — (idg, mg.ch, mg.uid, 7g.pkCP, 5. UV)
Wg Stexe <— running

return m,c,

(id, ch, uid, pkCP, UV') 4~ mych

if id # idg: return L

mya < (ch, tb)

UP < true, h < H(muq)

Mycom < (id, uid, h, pkCP, UP, UV')
return (Micom, Mrdl)

rRsp(Tr%, Mycom): // 3. Token

(i, uid, h, pkCP, UP, UV) = Mrcom
if at least one algorithm in pkCP is supported
3 < pkCP[i] with smallest ¢ possible
else return (L, 1)
if ‘n'%.suppUV = false and UV = true: return (L, 1)
(pk, sk) <& £.KG(1), cid <& {0,1}Z*, n < 0
Mpsp <— (H(id), n, cid, pk, 3, UP, UV)

rerfid] < (uid, cid, sk, n, 3, )
w3..agCon < (id, h, cid, n, pkCP, pk, T, UV, UP) 5
7..sid « (H(id), cid, n)

T
7 Stexe 4— accepted

hcp < H(pkCP) ‘

Authenticate

aChall(rk, tb, UV): // 1. Server

41

mh.ch & {0,1}23 with « th, 7. UV « UV
Mach < (ds, mg.ch, 7. UP,wg. UV)

g .Stexe <— running

return mgc,

aCom(lds,mach,tb) /I 2. Client

(id,ch, UV) < mgch

if id # idg: return L
Macl (Chﬂ:b)

UP < true, h + H(maq)
Macom + (id, h, UP, UV)
return (Macom, Macl)

aRsp(w;, rCT, Macom): // 3. Token

i

(id, b, UP, UV) < MMacom

if rer[id] = L: return (L, rcr)

if 77..suppUV = false and UV = true: return (L, rcr)
rerfid].n < repfid]l.n 4+ 1

ad + (H(id), rer[id].n, UP, UV)

o <& rerlid].X.Sign(rer [id]. sk, (ad, h))

Marsp < (rerlid].cid, ad,| rer[id].hep, | o, rer[id].uid)

ﬂ%.agCon <« (id, h,replid].n, | rep(id].hep, | UV, UP)
wd,.sid « (H(id), rer[id].cid, b, n)

T
7rT .Stexe <— accepted
return (Marsp, rer)

aVrfy(ﬂ's, rcs, Macl, marsp) /I 4. Server

(ch, tb)  mua, (hyn,cid, pk, S, UP, UV) 4 msp o

1fh7éH(|ds)0rn7£00rch7é7rS chortb # 7h.tbor ¥ ¢ 7k .pkCP

or UP #trueor UV # w5 . UV: return (L,0) 58

hcp < H(ms.pkCP)

rescid] « (% .uid, pk, n, [ hep |

wg.agCon <+ (ids, H(mq), cid, n, ﬂ"g‘kaP, pk,X, UV, UP)
mg.sid < (H(id), cid, n)

Tg.Stexe <— accepted

return (rcg, 1)

54 (ch,tb) + myq, (cid, ad, o, uid) < Marsp

return (mrrsm rCT) .
rVrfy (s, Mirct, Mursp): 1/ 4. Server .

(h,n, UP,UV) + ad
if rcg[cid] = L: return (rcg, 0)
if hcp # reg|cid].hep: regcid] «— L and return (rcg, 0)
if m5.ch # chor m5.tb # tbor h # H(idg) or UP # trueor UV # 7. UV
or rcglcid].X.Vfy(rcg[cid].pk, (ad,H(mad)),0) = 0 or n < rcglcid].n:
return (rcg,0)
rcgleid].n « n
.agCon < (ids, H(maq), n, UV, UP)
n.sid < (h, cid, H(mac), )
Ty .Stexe <— accepted
return (rcg, 1)

Fig. 11. Instantiation of ePIA = (Register, Authenticate) with WebAuthn 2 (and WebAuthn 2+ that includes boxed operations) with attestation type None,

fails. Otherwise, S updates the counter in the registration
context and sets the execution state to accepted and outputs
rcs together with decision d = 1. The agreed context and
the session identifier are the same as in aRsp.

APPENDIX D
DETAILED DESCRIPTION OF CTAP 2.1

A. Description of CTAP 2.1 Algorithms

authPowerUp-T: inputs a token state sty and resets each

underlying Pin/Uv Auth Protocol puvProtocol. The counter
m for the consecutive tries for binding phase is set to its
maximum of 3.

getInfo-T': inputs a token session 7. and outputs its version

and the list of the supported Pin/Uv Auth Protocol. We write
info < getInfo-T'(7%.).

obtainSharedSecret-C-start: inputs a client session ﬂé and

token information info = (version, puvProtocollList) and
aborts if version = 2.0. Otherwise, the client session 7er
selects a Pin/Uv Auth Protocol puvProtocol from the list
puvProtocolList and initializes it locally. The execution state
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where Register = (rChall, rCom, rRsp, rVrfy) and Authenticate = (aChall,aCom, aRsp, aVrfy).

of Fé is set to waiting. Finally, this algorithm outputs
the selected Pin/Uv Auth Protocol puvProtocol. We write
puvProtocol < obtainSharedSecret-C-start(77,, info).

obtainSharedSecret-T": inputs a token session 75 and a

Pin/Uv Auth Protocol puvProtocol aborts if puvProtocol
is not supported by the token 7. Otherwise, this al-
gorithm simply outputs the public key of the local in-
stance of puvProtocol. During the execution, the status
of the token session is set to waiting. We write pk <
obtainSharedSecret-T (%, puvProtocol ).

obtainSharedSecret-C-end: inputs a client session Wé and

a public key pk. During the execution, the client ses-
sion produces a shared secret K and a ciphertext c, fol-
lowed by storing the secret K locally in 77,.K. This
algorithm outputs the ciphertext c¢. We write ¢ <
obtainSharedSecret-C-end (7., pk).

setPIN-C': inputs a client session 7% and a PIN pin and

aborts if pin is not in the PIN domain PZN. Otherwise, 77%
encrypts this pin and authenticates the encryption using the
selected Pin/Uv Auth Protocol and the locally stored shared



authPowerUp-T'(str):
64  foreach puvProtocol € str.puvProtocolList
st .puvProtocol .initialize ()
str.m < 3
obtainSharedSecret—C—start(ﬂ%, info):

Parse (version, puvProtocolList) < info
if version = 2.0: return L

select puvProtocol <— puvProtocollList
wé.selectedpuvProtocol <— puvProtocol

‘n'c .selectedpuvProtocol.initialize ()
'“'c .Stexe waltmg
3 7wl .sid = wl,.sid || info || puvProtocol

4 return puvProtocol

obtainSharedSecret-T'(74, puvProtocol ) :
75 if puvProtocol ¢ stp.puvProtocollist: return L
pkr < str.puvProtocol.getPublicKey ()

getInfo-T'(m):

info < (st .version, str.puvProtocolList)
mip.sid <— 7 .sid || info
return info

obtainPinUvAuthToken-C-start(77,, pin):

pinHash « H(pin)

Cph & 7Tc .selectedpuvProtocol. encrypt(‘n‘c K, pinHash)
7Tc Stexe blndStart

ng.sid <=l sid || cpn

return cpp

obtainPin UvAuthToken—T(Tr%7 puvProtocol, ¢, cpp ):

04

T Stexe — Waiting 09

8 mh.sid < mi..sid || puvProtocol || pkr
return pkr

obtainSharedSecret-C-end (71'7c ,pk) :

(c, K) <& ‘n']é .selectedpuvProtocol.encapsulate (pk)
LK+ K
w¢ sid < wly.sid || pk || ¢
return c
setPIN C(Tl'c pin) :
84 if pin ¢ PZN: return L
Cp & 71'JC.selectedpuvProtocol.encrypt(Tré.K7 pin)
t, <& 7r¢ selectedpuvProtocol.authenticate(Tré.K7 cp)
¢ return (cp, ty)
setPIN -T(w, puvProtocol, ¢, ¢p, tp):
8 if puvProtocol ¢ stp.puvProtocolList V sty .pinHash # L: return L
K < stp.puvProtocol.decapsulate(c)
if K = L V sty.puvProtocol.verify (K, ¢p, t,) = false: return L
pin < stp.puvProtocol.decrypt (K, c¢;)
if pin ¢ PZN: return L
sty .pinHash < H(pin)
st .pinRetries < pinRetriesMax
return accepted
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if puvProtocol ¢ str.puvProtocollList V sty .pinRetries = 0
return (L, false)

K < stp.puvProtocol.decapsulate(c)

if K = L: return (L, false)

str.pinRetries «— str.pinRetries — 1

pinHash < st .puvProtocol.decrypt (K, cpn)

if pinHash # stp.pinHash
sty .puvProtocol .regenerate ()
if st.m = 0: authPowerUp-T'(st7): return (L, true)

str.m <— 3, sty .pinRetries <— pinRetriesMax

foreach puvProtocol’ € str.puvProtocolList
st7.puvProtocol’.resetpuvToken ()

74 .bs + 7h.puvProtocol . pt

Cpt & stp.puvProtocol .encrypt (K, TriT.bs)

71'T Stexe bmdDone

mip.sid <— minsid || puvProtocol || ¢ || cpn || cpe || false

return (c,, false)

obtainPinUvAuthToken—C’»end(7%7 Cpt):
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wé.bs “— Tré.seIectedpuvProtocoI.decrypt(ﬂ']é.K, Cpt)
wé.stexe <+ bindDone
J H J 3
g .sid <= 7wl .sid || ¢
return

auth-C(nl,, M):

26

validate-T'(7%-, M,

t <& Tré.seIectedpuvProtocoI.authenticate(wé.bs, M)
return (M, t)
t,d):

if str.puvProtocol.verify (mi.bs, M, t) = true: return d
return rejected

Fig. 12. CTAP 2.1 is an ePACA = (Reboot, Setup, Bind, Auth, Validate) protocol. The flow of ePACA protocol is given in Figure 4.

secret wé.K. This algorithm outputs the ciphertext ¢ and the
authentication tag ¢t. We write (c,t) <> setPIN-C(n;, pin).
setPIN-T": inputs a token session 77, a Pin/Uv Auth Protocol
puvProtocol, two ciphertexts ¢ and c,, and an authentication
tag t,. It aborts if puvProtocol is not supported or the
local pinHash has been set. Then, the token decapsulates
c for a shared secret K and verifies the ciphertext ¢, and
tag ¢t using K. If K cannot be correctly decapsulated or
the verification falls, then this algorithm aborts. If a PIN
pin can be correctly decrypted, then the local pinHash
mh.pinHash is set to hash of pin and the local counter
pinRetries is set to the maximum. Otherwise, this algo-
rithm aborts. In the end, this algorithm outputs a status
status € {accepted, rejected} indicating success or failure.
’ We write status < setPIN-T'(w%., puvProtocol, ¢, ¢, t,).
obtainPinUvAuthToken-C-start: inputs a client session 7,
and a PIN pin. The client session 77, computes the hash
of pin and encrypts it using the selected Pin/Uv Auth
Protocol and the locally stored share secret m/,.K. This
algorithm outputs the encryption c. During the execution,

9In practice, the user confirmation is required in this step. Here, we simply
assume the user confirmation and omit it in the algorithm.
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the status of the client session is set to bindStart. We write
c <& obtainPinUvAuthToken-C-start(w,, pin).
obtainPinUvAuthToken-T": inputs a token session 77}, a
Pin/Uv Auth Protocol puvProtocol, and two ciphertexts ¢
and cpp. It aborts if puvProtocol is not supported by T
or if the local counter pinRetries is 0. Otherwise, session
7 decapsulates ¢ for a key K and aborts if a failure
happens during the decapsulation. Then, 7% decrements the
counter pinRetries by 1 and decrypts c,h using K for a
hash value pinHash. If pinHash matches the locally stored
str.pinHash, then the counter m and pinRetries is set to
their maximum. Otherwise, the local instance puvProtocol
regenerates its key pair. If the counter for the consecutive
retries reaches O, then the token is rebooted. In all cases, the
token resets the pts in all Pin/Uv Auth Protocol instances.
Then, the session 7% sets the pt underlying puvProtocol
as the binding state 7i..bs and encrypts it using K for a
ciphertext c,;. This algorithm outputs c,; and a boolean value
calledReboot indicating whether authPowerUp-T" is invoked
or not. After the successful completion, the status of the token
session is set to bindDone. We write (¢, calledReboot) -
obtainPinUvAuthToken-T (7%, puvProtocol, ¢, ¢,p).



obtainPinUvAuthToken-C-end: inputs a client session 7% and  nitialize, ():

a ciphertext c,;. During the execution, the client decrypts 129
j 30 resetpuvToken, ()

the binding state 7,.bs from ¢,; and the status of the client
session is set to bindDone. '

auth-C': inputs a client session 7/, and a command M. The
client session authenticates M using the selected Pin/Uv
Auth Protocol and the local binding state for a tag ¢. This
algorithm then outputs M and an authorized tag ¢'’. We
write (M, t) < auth-C(7},, M).

validate-T': inputs a token session 774, a command M, an au-
thorized tag ¢, and a user decision d € {accepted, rejected},

51 (pk, sk) <& ECDH.KG() 141

134

and outputs status status = accepted if d = accepted and *

M and t can be verified using the binding state 7..bs and
the Pin/Uv Auth Protocol, which is specified by the tag t
(Cf. footnote 10); and rejected otherwise.

B. Official Instances of Pin/Uv Auth Protocol

CTAP 2.1 officially introduces two instantiations of Pin/Uv
Auth Protocol puvProtocol, as in Fig. 13 and 14. The first,
puvProtocol;, runs initialize; by simply invoking regenerate,
and resetpuvToken;, which further samples a public-private
key pair from ECDH over curve NIST P-256 and samples a
random pt¢ with length pX for p € {1,2} and A = 128 bits.
getPublicKey; outputs the internal public key pk. encapsulate;
computes the key exchange using as input ECDH public key
and its internal private key and applies H; = SHA-256 to
the x-coordinate of the key exchange result for a shared
K, followed by outputting its internal public key and K.
decapsulate; recovers the shared secret K from ciphertext ¢
using its internal private key sk. encrypt; encrypts a message

m using SKE; and a symmetric key K, where SKE; denotes

AES-256-CBC encryption using an all-zero initial vector IV.
decrypt; recovers the message from ciphertext ¢ by using SKE;
and key K. authenticate; authenticates a message m using
K’ by applying Hs to both, where Hy runs HMAC-SHA-256
and truncates the result to the first 128 bits. verify; outputs
true if t = Hy(K’,m), and false otherwise'!.

The second instantiation puvProtocol, runs initializeg,
regenerate,, and getPublicKey, identical to the ones in
puvProtocol;. The resetpuvToken, algorithm outputs a pt
with fixed 256 bits length. The algorithm encapsulate, first
computes the x coordinate of the ECDH exchange of input
public key and internal private key, denoted by Z, followed
by applying Hs to Z and “CTAP2 HMAC key” for a HMAC
key K; and to Z and “CTAP2 AES key” for a AES key
K. Finally, encapsulate, outputs its internal public key as
ciphertext as well as K1 and K. decapsulate, recovers HMAC
key K; and AES key K5 from the input ciphertext c using
its internal private key. encrypt, splits the input K into two
sub-keys K7 and K- where K has length of 256 bits. Then,
it encrypts a message m using SKEz on key K5, where SKE;

101 practice, this authorized tag ¢ also includes information that specifies
the index of Pin/Uv Auth Protocol. Here, we omit this.

n practice, if K’ = pt, then verify; also outputs fails if pt is not in-use.
Note that the usage time of the pt is out of the scope of this paper. We omit
this here and in the following verify, in puvProtocol,.
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getPublicKey, ():
regenerate, () 139 return pk

encrypt, (K, m):
140 ¢ + SKE;.Enc(K,m)
return c
resetpuvToken, (): decrypt, (K, ¢):
pt <& {0, 1}#* 142 m + SKE;.Dec(K, c)
encapsulate, (pk’): 143 returnm ,
7 + XCoordinateOf (sk - pk’) authenticate; (K, m):
K < Hy(Z) ., c+ pk 144t + Ha(K',m)
return (c, K) 145 returnt
decapsulate, (c): verify, (K', m, t):
6 Z + XCoordinateOf (sk - c) 146t + Ha(K',m)
K+ Hi(2) 147 return [t = t']
return K

regenerate; ():

Fig. 13. The first instantiation of PIN/UV Auth Protocol puvProtocol;. The
operation - denotes scalar multiplication.

initializez (): getPublicKey, ():
regenerate, () 163 return pk
resetpuvToken, () encrypt, (K, m):
regenerate, (): 164 Parse (K1, K2) + K
(pk, sk) <& ECDH.KG() st |Kq| = 2X
resetpuvToken, (): 165 ¢« SKEz.Enc(K2,m)
51 t & 0,1 22 166 return c
r { }/ . decrypt, (K, ¢):
encapsulate, (pk'): LT Paree (B Ka) X
T o v a4 ’ arse 1, ££2) <
52 Z <+ XCoordinateOf (sk - pk”) st |K1] = 2X

5

20

K1 + H3(Z, “CTAP2 HMAC key”)
Ko < H3(Z, “CTAP2 AES key”)
K + (K1, Ka2)

c < pk

return (c, K)

s

m < SKEz.Dec (K3, c)
return m
authenticates (K', m):

Parse (K1, Kj) «+ K’

7
decapsulate, (0): R L)
8 Z + XCoordinateOf(sk - ¢) . returzt 1, M
K1 < Hg(Z, “CTAP2 HMAC key”) verify, (K" m, 1)
60 Ko < H3(Z,“CTAP2 AES key”) 5'27,/ )
61 K« (K1,K2) 1 Parse (/KDKQ)FK
return K st K| = 2X

174
175

t/ ~— H4(K1) m)
return [t = t']

Fig. 14. The 2nd instantiation of PIN/UV Auth Protocol puvProtocol,.

denotes AES-256-CBC encryption using a randomized initial
vector IV. decrypt, recovers the message m from ciphertext
c using the key K5, where K, discards the first 256 bits of
K. authenticates applies Hy to key K| and a message m to
produce a tag t, where Hy denotes HMAC-SHA-256 and K}
is the first 256 bits of the input K’. verify, on a key K’, a
message m, and a tag ¢, verifies whether the tag ¢ matches
Hy (K1, m), where K is the first 256 bits of K’.
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APPENDIX E
FULL PRELIMINARIES

Definition 7. Ler G = (g) denotes a cyclic group of
prime order q with generator g. We say the computational
Diffie-Hellman (CDH) problem is eg?qH hard if for all PPT
adversaries A it holds that

Pr(g”" « A(G,g,9%, ¢") : a,b <& Zg] < €51

We say the strong CDH (sCDH) problem is €°1 hard if
for all PPT adversaries A the CDH problem is eég = E%SSH
hard even when A has access to an oracle O,(-,-) that inputs
Y, Z € G and outputs whether Y* = Z.

Definition 8. Let H : M — O denote a function that maps
from message space M to output space O. We say H is e-
collision resistant, if for any efficiency adversaries A it holds
that,

coll-res

Advip 1 :=Pr[(my, ma) < A(1*) such that my,my € M,
mq # mQ,H(ml) = H(mz)] § €

Definition 9. Let F : I x M — O be a function that maps
a key k € K and a message m € M to an output y € O. We
say F is e-prf secure, if for any efficiency adversaries A, any
k <& K, and any truly random function R : M — O, it holds
that,

Adv‘;?:4 = ’Pr[AF(k") = 1] — Pr[ARO) = 1” <e

Definition 10. Let F : K x M — O be a function that maps
a key k € K and a message m € M to an output y € O. We
say F is e-swap secure, if the function F defined below is e-prf
secure.

F: MxK— O,F(m,k) :=F(k,m)

Definition 11. Let F : I x M — O be a function that maps
a key k € K and a message m € M to an output y € O. We
say F is e-dual secure, if F is both e-prf and e-swap secure.

Definition 12. Let F : K x M — O be a function that maps
a key k € K and a message m € M to an output y € O. We
say F is e-prp secure, if
1) for any k € K, F is bijective from M to O, this indicates
that O = M
2) for any k € KC, F(k,m) can be evaluated in polynomial time
for any m € M
3) for any k € K, the inversion F~'(k,y) can be evaluated in
polynomial time for any y € O
4) for any efficiency adversaries A, any k <~ K, and any truly
random invertible permutation f : M — O, it holds that

AdVE®, := | Pr[AFEDFT 0 = 1] prafOF 0 = 1] < e

Definition 13. A digital signature scheme over secret key space
SK, public key space PK, and message space M, is a tuple
of algorithms DS = (KG, Sign, Vfy) as defined below.
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o Key Generation (pk,sk) < KG(1*): takes as input the
public parameter 1* and outputs a public-secret key pair
(pk, sk) € PK x SK .

o Signing o <& Sign(sk, m): takes as input a secret key sk €
SK and a message m € M and outputs a signature o.

o Verification b < Vfy(pk,m,0): takes as input a public key
pk € PK, a message m € M, and a signature o and outputs
a bit {0,1} € {0,1}.

We say a DS is d-correct if for every (pk,sk) <+
KG() and every message m € M, we have Pr[l #
Vfy(pk, m,Sign(sk,m))] < §. In particular, we call a DS
(perfectly) correct if 6 = 0.

Definition 14. Let DS = (KG, Sign, Vfy) be a digital signature
scheme with message space M. We say DS is e-EUF-CMA
secure, if the below defined advantage of every (potential
quantum) adversary A against ExptEgF'CMA experiment in

Figure 15 is bounded by,

AdvELFMA(A) .= PrExptETMA(A4) = 1] < e

Expt[E)LSJF’CMA(.A): SIGN(m):

1 Lsion < 0 5 if m ¢ M: return L
(pk, sk) <& KG() 6 o <% Sign(sk,m)
(m*, %) & ASN(pk) 7 Lsion + Lsien U {m}

4 return [Vfy(pk,m*,0*) Am* & Lsion] ; return o

Fig. 15. EUF-CMA experiment for DS = (KG, Sign, Vfy) with message
space M.

Definition 15. A key encapsulation mechanism scheme over
secret key space SK, public key space PIK, symmetric key
space K, and ciphertext space CT, is a tuple of algorithms
KEM = (KG, Encaps, Decaps) as defined below.

o Key Generation (pk,sk) <& KG(1)): takes as input the
public parameter 1* and outputs a public-secret key pair
(pk,sk) € PK x SK .

o Encapsulation (c, k) <~ Encaps(pk): takes as input a public
key pk € PK and outputs a ciphertext ¢ € CT and a
symmetric key k € K.

o Decapsulation k <+ Decaps(sk, c): takes as input a secret
key sk € SK and a ciphertext ¢ € CT and outputs either a
symmetric key k € IC or an error symbol 1.

0.

We say a KEM is d-correct if for every (pk, sk) < KG()
< 4.

$
we have Pr[k # Decaps(sk,c) : (¢, k) <= Encaps(pk)]
In particular, we call a KEM (perfectly) correct if § = 0.
We define the min-entropy oy, of public keys pk and a.
of the ciphertext ¢ by
o TR 8
Qi = — log ax Pr[pk’ = pk : (pk, sk) < KG()]
o := — log max Pr c=c":(c,K) & Encaps(pk
gC,ECT(pk’sk)&KGO[ (¢, K) ps(pk)]
In terms of the security notions, we recall the standard
indistinguishability under chosen plaintext (IND-CPA). The
IND-CPA security prevents an adversary from distinguishing



the encapsulated symmetric key of a challenge ciphertext from
a random one.

Definition 16. Ler KEM = (KG, Encaps, Decaps) be a key
encapsulation mechanism scheme with symmetric key space
K. We say KEM is e-IND-CCA secure, if the below defined
advantage of every (potential quantum) adversary A against

Expt:yE[?\fCA experiment in Figure 16 is bounded by,
1
IND-CCA IND-CCA
Advkem (A) == | PrExptgen " (A) =1] - 5| < e
Exptpine A (A): DECAPS(c):
I b<& {0,1} if c = c*: return L
2 (pk,sk) & KG() K’ + Decaps(sk, c)
3 return K’

(c*, k§) <& Encaps(pk)

L kA K

5b' <& AP (pk, o k)
return [b = b’]

Fig. 16. IND-CCA experiment for KEM = (KG, Encaps, Decaps) with
symmetric key space K.

Definition 17. A symmetric key encryption scheme over key
space K and ciphertext space CT, is a tuple of algorithms
KEM = (KG, Encaps, Decaps) as defined below.

o Key Generation K < KG(1*): takes as input the public
parameter 1* and outputs a symmetric key K € K .

o Encryption ¢ < Enc(K,m): takes as input a key K € K
and a message m and outputs a ciphertext ¢ € CT.

e Decryption m < Decaps(K, c¢): takes as input a symmetric
key K € K and a ciphertext ¢ € CT and outputs either a
message m or an error symbol 1.

We say a SKE is §-correct if for every K <& KG(), we have
Pr[m # Dec(K,Enc(K,m))] < ¢

In particular, we call a SKE (perfectly) correct if 6 = 0.
In terms of the security, we first recall the standard indistin-
guishability under chosen plaintext attacks (IND-CPA).

Definition 18. Ler SKE = (KG, Enc,Dec) be a symmetric
key encryption scheme with symmetric key space K. We say
SKE is e-IND-CPA secure, if the blow defined advantage of
every (potential quantum) adversary A against Expt's'\&DE’CPA

experiment in Figure 17 is bounded by,

1
Advaig PA(A) := | Pr[Exptigz A (A) = 1] — 5 <e

Exptory <A (A): ENC(mo, m1):

T {0.1) ¢ <& Encaps(K, mp)
o K & KG() return c

5 b &AENC()

I return [b = b’]

Fig. 17. IND-CPA experiment for SKE = (KG, Enc, Dec).

Then, we recall two notions, the one time IND-CPA
(IND-1CPA) security [8] and indistinguishability under one-
time chosen and then random plaintext attack (IND-1$PA)
security [2].

Definition 19. Ler SKE = (KG, Enc,Dec) be a symmetric
key encryption scheme with symmetric key space K. We say
SKE is e-IND-1CPA secure, if the blow defined advantage of
every (potential quantum) adversary A against Expt'sl\'KDE'1CPA

experiment in Figure 18 is bounded by,

1
Adveg " (A) = | Pr[Bxptgge T (A) =1] - 5| <
Definition 20. Let SKE = (KG, Enc,Dec) be a symmetric
key encryption scheme with symmetric key space K. We say
SKE is e-IND-1$PA secure, if the blow defined advantage of
every (potential quantum) adversary A against Expt'SNK%wPA

experiment in Figure 18 is bounded by,

AR TSP () o= | PrExptlR 5P (4) = 1] - 2| < e

Then, we define a new customized notion for SKE: the
IND-CPA security with respect to function H (IND-1CPA-H).
Compared to IND-1CPA security, the attacker additionally
obtains a challenge tag that is produced by applying H to
both a symmetric key, which is same as the one used by the
SKE, and the challenge ciphertext.

Definition 21. Let SKE = (KG, Enc, Dec) be a symmetric key
encryption scheme with symmetric key space K. We say SKE is
e-one time IND-CPA secure with respect to function H (denoted
by IND-1CPA-H) secure, if the blow defined advantage of
every (potential quantum) adversary A against Expt's'\ll(':é’lcpA'H
experiment in Figure 18 is bounded by,
AdvOR I FAR(A) = | PrExptore A (A) = 1] — | <e
We further extend IND-1$PA security to a new notion
IND-1$PA-LPC that additionally gives the adversary the access
to a challenge plaintext checking oracle, which returns whether
the input ciphertext can be decrypted to the challenge plaintext.

Definition 22. Ler SKE = (KG, Enc, Dec) be a symmetric key
encryption scheme with symmetric key space IKC. We say SKE is
e-IND-1$PA-LPC secure, if the blow defined advantage of every
(potential quantum) adversary A against Expt'S'\'K'?E'WPA'LPC

experiment in Figure 18 is bounded by,

1

AdV|SNKDE-1$PA-LPc(A) — Pr[EXptISl\ll<lDE-1$PA-LPC(A) _ 1]_5 <

APPENDIX F
PROOF OF THEOREM 5

Proof. The proof is given by a simple reduction. If there exists
an adversary A that breaks IND-1$PA security of SKE, then
we can construct another adversary B that breaks IND-CPA
security of SKE as follows:

1) B invokes A.
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Expt'S“&%ICPA (A):

1 b+ {0,1}

2 K <& KG()

S (mp,my) S AQ

1 if |m| # |m] |

return 0

c* <& Enc(K,mp)
b’ <& A(c*)
return [b = b’]

IND-1CPA-H
Exptgy e (A):

b <% {0,1}
K <& KG()
5 (mg,mY) <& A()
4 it [mg) # m |
- return 0
6 ¢ <& Enc(K,my)
t* «+ H(K,c")
b’ & A(c*,t*)

(mg, m7) & A()

if [mg] # [m]]
return 0

c* <& Enc(K,m{)

b’ & ARAND(C’()

return [b =b’]

(mg, m7) & A()

if [mg] # [m]]|
return 0

c* <& Enc(K,m})

b, & ARANI),LPC(C*)

return [b = b’]

Exptiy 5PA (A): Exptiyy SPAPC(A): RAND(1):
b <& {0,1} b <& {0,1} my, mh <& {0, 1}
K <& KG() K <& KG() 10 ¢ <& Enc(K,my)

return (m(,m},c’)

Lpc(c):

12

return [mg = Dec(K, c)]

return [b = b’]

Fig. 18. IND-1CPA, IND-1CPA-H, IND-1$PA, and IND-1$PA-LPC experiments for SKE = (KG, Enc, Dec).

2) When A outputs (m§, m5), B returns 0 if m} and m7 do
not have the same length. Otherwise, B forwards (mf, m7)
to its ENC oracles, and returns the response to .A.

3) Whenever A queries RAND oracle with input [, B first
samples mf, m} < {0,1}!. Then, B sends (m{,m}) to
its ENC oracle and receives response ¢’. Finally, B returns
(mg, mi, ) to A.

4) When A outputs b’, B also outputs b'.

It is straightforward that B perfectly simulates IND-1$PA
experiment to .4 and B wins if and only if A wins. Thus, we
have that

ind-1$pa ind-cpa
€SKE = €SKE

APPENDIX G
PROOF OF THEOREM 6

Proof. The proof is given by a sequence of games. Let Adv;
denote the adversary A’s advantage in winning Game 4. It is
straightforward that the adversary A can win only by random

guessing if it outputs mg = mj, which yields the advantage 0.

So, in the proof below, we assume mg # mj. Let +* denote
the smallest index such that the *-th block of m{ does not
equal the one of mj.

Game 0. This game is identical to the original
IND-1$PA-LPC experiment defined in Definition 22. Thus,
we have that _

AdVo _ 6gwl'(<1i51$pa—lpc

Game 1. This game is identical to Game 0 except the
following modification:

1) The challenger C samples a random invertible permutation
f {0,132 — £0,1}/2(0) in advance,

2) Whenever C needs to execute the encryption Enc(K,-) on
some messages, C replaces the underlying computation of
F(K,-) by f(-), and F71(K, ) by f71().

It is straightforward that if A can distinguish Game 0 and
Game 1, then there exists an adversary By that can break the
prp security of F. Thus, we have that

Advg — Adv; < €ef®

Game 2. In this game, the challenger aborts and let A
immediately win if A can query LPC with input ¢ such that
mg = Dec(K,c) but ¢ # ¢*. Let n - fa(A\) denote the length
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of m§ for n > 1. We parse m{ into n blocks such that
mg =z} || - || «7. Similarly, we parse ¢* =5 || --- || v
and ¢ =y || - - - || yn. Note that the condition ¢ # c*. We use
J* to denote the smallest index such that y;« # y7..

We separate the analysis into the following two cases.

a) If b = 0: In this case, m{§ = Dec(K, ¢) = Dec(K, c*)
but ¢ # c¢*. We first claim that j* = 0. Suppose that
j* > 0, which means yo = yg. Note that m{§ = Dec(K,c) =
Dec(K, ¢*), which implies that

wf =y @[ ) =y © fH (), Vie {1, 0}
In particular,
=y @ ) =y5 e f (y1)

By yo = y&, we can observe that y; = f(z} D yo) = f(zT &
y§) = y7. Repeating the steps above, we can further observe
that y; = yr for ¢ = 1,2,...,n step by step. This contradicts
to our condition ¢ # ¢*.

Now, we focus on the first two blocks of the ciphertext ¢ and
¢*. By the equation above, m{ = Dec(K,c) = Dec(K,c*) in
particular implies that y; = f(x{®yo) = f(f~H(y7) DY Do)
Recall that f is a random permutation as defined in Game 1
and that A has no access to f or f~!. Unless the permutation
f has applied to f~1(y7) ®y§ ©yo in the RAND oracle, which
happens with probability at most gganp [ ;2"13;)]2#2(/\), where
Imax denotes the maximal input of the queries to RAND oracle,
the adversary has no information about y; and can guess y;
only by random guessing, which happens at most 2=2(*) per
query. Note that A can query LPC at most grpc times, by
union bound theorem, we know that the adversary can win
by query LPC oracle with probability at most g pc2~ />N +
GRAND I_lem(a)x\) 1 2= 200,

b) If b = 1: In this case, the adversary needs to forge
the ciphertext c¢ that can be decrypted to mg by himself. In
particular, the adversary A needs to forge the (i*-1)-th and i*-th
blocks of the ciphertext such that y;» = f(y;+.1 ® 27 ). Unless
the permutation has applied to y;+.1 @ x}., which happens
with probability at most granp [%Dﬂc 2(N) | the adversary
receives no information about y;- and can only randomly guess,
which happens with probability 2-/2()) per query. Note that
A can query LPC at most ggpc times, by union bound theorem,
we know that the adversary can win by query LPC oracle with

probability at most grpc2” 2N + graxo [ gm(j)]Z_h()‘).




To sum up, we have that

_ Imax 76—
Adv; — Advy < QLpc2 F2(%) + qRAND(me(a)\)—‘2 F2(A)

Game 3. This game is identical to Game 2 except the
following modification:

1) Whenever the adversary A queries LPC with some input c,

the challenger C simply returns 1 if ¢ = ¢*, and 0 otherwise.

Recall that we ensure that the adversary A cannot query LPC
with any input ¢ such that m{§ = Dec(K,¢) but ¢ # c¢*. So,
Game 2 and Game 3 look identical from the adversary’s view
and we have that

AdV2 = AdV3

Game 4. This game is identical to Game 3 except the
following modification:

1) Whenever C needs to execute the encryption Enc(K,-) on
some messages, C replaces the underlying computation of
f() by F(K,-) , and f~1() by F71(K, ).

It is straightforward that if A can distinguish Game 3 and
Game 4, then there exists an adversary By that can break the
prp security of F. Thus, we have that

AdV3 — AdV4 S GErp

Final Analysis. In the end, we analyze the adversary A’s
advantage in winning Game 4 by reduction. Namely, if A can
break Game 4, then we can construct an adversary Bs that
breaks IND-1$PA security of SKE = CBCy as follows:

1) Bs invokes A.

2) When A outputs (mf, m7), Bs forwards it to its challenger.
Later, when B3 receives ¢* from its challenger, B3 forwards
¢ to A

3) When A queries RAND(!), B forwards this query to its
challenger and the response back to A.

4) When A queries LPC(c), B3 returns 1 if ¢ = ¢* and 0
otherwise.

5) When A outputs a bit b’, B3 forwards b’ to its challenger.

It is straightforward that B3 perfectly simulates Game 4 to A
and B3 wins if and only if .4 wins. Thus, we have that

ind-18pa
AdV4 S GQKE P

Combing the statements above, the proof is concluded by

ind-1$pa-lpc
€SKE

l ind-
SQEEFP + QLPc27f2()\) + qRAND’V T “27f2()\) + €g1£E1$pa

fa(N)

O

APPENDIX H
PROOF OF THEOREM |

Proof. The proof is given by a sequence of games. Let Adv;
denotes the advantage of the Compl adversary A in winning
Game <.

Game 0. This game is identical to the original experiment
depicted in Figure 2. It holds that

AdVO = AdV;TE:CompI (A)

Game 1. This game is identical to Game 0 except that the
game aborts let A immediately win if there exist two credential
identifiers that collide with each other. By this, we ensure that
all credential identifiers are distinct. Note that cids are only
sampled in the token’s registration response rRsp algorithm
and that the rRsp algorithm is invoked only when the adversary
A queries REGISTER oracle, which happens at most qregister
times, there are maximal (q‘“g““‘) pairs of cids. Note also that
each cid is independently sampled from the set {0,1}=*. The
collision of cids happens with probability (qRF‘;“F“‘)Q’A. Hence,
it holds that

Advg — Adv; < <QREG215TER) 9—A

Game 2. This game is identical to Game 1 except that
the challenger aborts the game and let A immediately win if
there are two challenge nonces ch during the authentication
phases that collide. By this, we ensure that all challenges
nonce ch sampled in the authentication phases are distinct.
Note that chs in the authentication phase are only sampled in
the server’s authentication challenge aChall algorithm and that
the aChall algorithm is invoked only when the adversary A
queries CHALLENGE oracle, which happens at most gcyarrence
times. There are maximal (“mymor) — G (dummc:—
pairs of chs in the authentication phases. Note also that each
ch is independently sampled in the set {0,1}=*. The collision
of such chs happens with probability at most (qc“AELL““E)Z*A.
Hence, it holds that

Adv; — Advy < <QCHAL2LENGE) 9—2

Game 3. This game is identical to Game 2 except that
the game aborts and the adversary 4 immediately wins if
there exist two hash values H(z1) = H(x2) that collide on
different inputs x; # xo. Note that this is in fact captured by
the collision resistance of the underlying H by definition. Thus,
we have that

Advy — Advs < ePlires

Final Analysis. Now, we analyze the probability that A
wins Game 3. Note that .4 can win only when if one of the
following conditions holds when a server 7 accepts a response
message in the COMPLETE oracle,

1) if{ﬂ(Tl,jl)z(TQ,jg) such that (Tl,jl) 75 (T27j2) and

Il aid — 2 o
mp,-sid = 77 .sid # L



2) if H(Sl,il),(SQ,iQ) S
me sid # L

3) if (S,T) € Lqsh and Aj such that w%.sid =
T < regPartner(S)

4) if 3(57,4),(T",5") such that 7TS, 5|d = 7TT, .sid # 1 and
(S8',7") € Lesh and 775, .agCon # 7TT, agCon
Let Advs 1, Advs.o, Advs s, and Advs 4 respectively denote

the advantage of 4 in winning Game 3 via condition (1), (2),
(3), or (4). Thus, we have that

t. (Sl,il) 7é (Sg,ig) and 7T§;11.Sid =

j .
mp.sid for

AdV3 S I?(la,X({AdV&l7 AdV3.27 AdV3,3, AdV3.4})

Case (1): Note that the session identifier of the token
sessions 77..sid for any (7', 7) includes the credential identifier
cid, which is sampled by the token at the registration phase
and then stored in the registration context. Note also that we
have ensured that all cids sampled by tokens are distinct in
Game 1. So, no session identifiers can be identical across the
token sessions that uses different registration contexts.

Note that the identifier of a token sessions at the registration
phase include the counter n = 0. Note also that the identifier of
a token session at the authentication phase includes the counter
n, which is stored in the registration context and incremented
by 1 before the session identifiers are set. This means, no
session identifiers of different token sessions that makes use
of the same registration context collide due to the increment
of counter n.

To sum up, we have that

AdV3_1 =0

Case (2): First, we can observe that the session identifiers
of each server session 7% includes H(idg). Note that we assume
the identifier idg of each server S is unique and that we have
ensured no collision of the hash output on different inputs. So,
no session identifiers can be identical across different servers.

Note that the session identifier of a server session at the
registration phase does not include the H(m,), while the one
of a server session at the authentication includes H(m,). The
session identifiers of server sessions at the registration phase
and the authentication phases can be easily distinguished. Note
also that we have ensured that all chs are distinct in Game
2 and that no collision of the hash output on different inputs
exists in Game 3. This means, no session identifiers of different
sessions of the same server can be identical.

To sum up, we have that

AdV3,2 =0

Case (3): Note that server session 7% accepts the response
message only when rcg[cid] # L for some cid. Note also that
rcscid] # L is set only in the registration phase and that all
cids are sampled by the tokens followed by sending to the
server session over an authenticated channel. There must be a
token 7" that registers with the server S, which further implies
that there must exist a token 7" such that rcr[S] # L. Thus,
we have T = regPartner(S,4) # L.
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Then, we compute the probability of the occurrence of Case
(3) by reduction. We construct an adversary B that breaks the
euf-cma security of X, which is invoked in the COMPLETE
oracle, by invoking .A. Note that .4 can query REGISTER oracle
at most grpgister times. B first guesses an index y such that the
y-th REGISTER query inputs ((S, 7.regIndex), (T, j),tb, UV)
and that the adversary A can finally wins condition (3) due
to Win-auth(S, ). Note that each session can be constructed
at most once. So, the existence of such y-th query is well-
defined and unique. It’ s obvious that B guesses correctly with
probability at least pr—

Next, B receives a public verification key pk from his
challenger and honestly simulates Game 3 to A except when
answering the following queries:

o The y-th query REGISTER((S,1%), (T, j),tb, UV): Bs hon-
estly simulates this oracle except that he directly uses pk,
the public verification key from his challenger, in the rRsp
algorithm instead of sampling it by himself. Moreover, B
records S :=S and T :=T.

RESPONSE((T', j), Macom ), Where macom = (id, h, UV UP)
for id = idg, T' = T, and some h, UV, UP: B honestly
simulates this oracle except that he queries his signing oracle
on (ad, h) for the signature o instead of computing it by
himself.

CORRUPT(S,T): If (S,T) # (S,T), B simply returns the
rcr[S].sk. Otherwise, B aborts the simulation.

Recall that the server’s session at the authentication phase
is set to accepted only in the COMPLETE oracle. If 5 guesses
the index y correctly, in order to trigger the winning condition,
then A must query COMPLETE((S‘,i),mad,marsp) at some
point for some mac = (ch,tb) and mas, = (cid, ad, o, uid).
Moreover (5Y ,T) € Lgsh indicates that the adversary A has
never queried CORRUPT(S7 T), which further means that the
abortion never happens.

Then, assume that A can win via the
COMPLETE((S,i),mad, Marsp) query for some 4, My,
and myesp. B outputs (m’, o’) where m’ = (ad, H(maq)) and
o’ = 0. It is straightforward that B perfectly simulates Game
3 to A if B guesses the index y correctly.

Note that the session identifier of each token at the au-
thentication phase is part of the map that it produced. The
condition Aj such that ﬂig.sid = ﬂ%.sid indicates that such
Marsp Must not be produced by any token sessions. Further, this
also implies that the message m’ = (ad, h) has never been sent
to the signing oracle. Moreover, m%.stexe = accepted implies
that X2.Vfy(pk, m’, ') = 1. To sum up, B will always win the
euf-cma experiment. Thus, we have that

euf-cma
Advs 3 < GREGISTER €YY

Case (4): First, by Case (1) and (2) we know that there
are no two distinct token (resp. server) sessions that have
the identical non-_L sesswn identifiers. Thus, if there exist
(8',4"),(T",7") such that 7rS/ partner with 77,,, then they are
each other’s unique partner.

Second, we first consider the registration phase. Note that
the registration phase is over an authenticated channel. In



each registration query REGISTER((S,'), (T",4"),tb, UV)
for some tb and UV, 7rS/ will partner with 7rT,, if no abortion
happens Moreover, each message sent by the server session
7rS, will then arrlve at the token session 7rT,, which trivially
indicates that 7TS, agCon = 7rT, agCon.

Finally, we consider the authentication phase. If 7% S, .sid # J_
is set during the authentication phase, then the session 775/

must accepts a response message via the COMPLETE oracle.

By Case (3), we know that 7r5, partner with 77, where T is the

registration partner of S !, except probability at most Advs 3.

Recall that 7rS, and 7rT, are each other’s unique partner. We
have that (7, y) (1,5 ) except probability at most Advs.3.

Note that 7%, .sid = 77, .sid # L indicates that 7%, and 77,
agree on the hash of the server identifier H(idg), the credential
identifier cid, the hash of the client message H(maq), and
the counter n. Recall that the we ensure that the hash values
will not collie on different input. So, the agreement on the
hash of the server identifier H(idg) indicates the agreement
on the server 1dent1ﬁer ids. The adversary A can wins via
Case (4) only when 7TS/ and 7rT, do not have agreement on
the UP and UV conditions. However, note that UP and UV
are included in the associated data, which is an input of the

digital signature verification algorithm in the aVrfy algorithm.

By applying a reduction similar to the one in Case (3), we
know that the adversary can win with probability at most

f-
Advz 3 < (]Rl-:cvlsrl-:RG%J cma,

To sum up, the adversary A can wins Case (4) with
advantage:

f-cma

Advs 4 < Advz 3 4+ Advz g < 2qREGISTER€§]u

Merging the statements above, we have that

AdV3 < HlaX{AdV3 1, AdV3 2, AdV3_37 AdV3.4}

uf-cma
< 2qREGISTEREE

The proof is concluded by

AdV;LIJE:CompI (1>\) < <QREG2[STER> 2_>\ + (qCHAL2LENGE> 2_)\

coll-res uf-cma
+ € + QQREGISTERGZ

APPENDIX [
PROOF OF THEOREM 2

Proof. We give the proof by a sequence of games. Each game
is simulated between a challenger C and an adversary A. Let
Adv; denote the adversary A’s advantage in winning game
i. Let (pkr,i, skt ;) denote the ECDH public key pair owned
and used by 7%.. Let (pkc,j, skc,;) denote the ECDH public

key pair owned and used by 77.. o

Game 0. This game is identical to the ExptPACA experiment.

Hence, it holds that
Advy = AdviRca 4(1%)

Game 1. This game is identical to Game 0 except the
following modifications:

1) At the beginning of this game, the challenger C sets up two
lists Ll-py and Ln,, which are initialized to 0.

2) When the adversary 4 queries SETUP and EXECUTE oracles
such that the challenger C needs to run encapsulate; (pk’)
of a stateful Pin/Uv Auth Protocol puvProtocol;, C first
looks up whether there exists a value K such that (pk’,
puvProtocol,.pk, K) € Ll pp-

If such value does not exist, C then checks for all (u,v) € Ly,
such that u is the x-coordinate of any ECDH point P whether
(pk')PuvProtocoli-sk- — P If any such check succeeds, the
challenger sets K < v and adds (pk’, puvProtocol,.pk, K)
into list Ll py-

Otherwise, C simply samples K < {0, l}l1 uniformly at
random and adds (pk’, puvProtocol,.pk, K) into list Ll-py.
Finally, the challenger replaces the computation of Line 133
and Line 134 in Figure 13 by

K+ K

3) When the adversary A queries SETUP and SEND-BIND-T or-
acles such that the challenger C needs to run decapsulate, (c)
of a stateful Pin/Uv Auth Protocol puvProtocol;, C first
looks up whether there exists a value K such that
(puvProtocol;.pk, ¢, K) € Llpp-

If such value does not exist, C then checks for all (u,v) €
Ly, such that u is the x-coordinate of any ECDH point P
whether ¢PuvProtocoly.sk — p If any such check succeeds,
the challenger sets K + v and adds (puvProtocol, .pk, c, f{)
into list £l py-

Otherwise, C simply samples K < < {0,1}"* uniformly at
random and adds (puvProtocol.pk, ¢, K) into list £l py-
Finally, the challenger replaces the computation of Line 136
and Line 137 in Figure 13 by

K+ K

4) Whenever the adversary A queries random oracle H; with
input u and the random oracle outputs v, the challenger adds
(u,v) into Ly, .

We compute the probability that the adversary A can
distinguish Game 0 and Game 1 by n; ; hybrid games, where
ny,; denotes the number of ECDH public keys that underlie
the stateful Pin/Uv Auth Protocol puvProtocol; of any token
and are sent to the adversary A. Let (pkl,.., ski,.,) denote
the y-th ECDH key pair that are sampled by the underlying
stateful Pin/Uv Auth Protocol puvProtocol; of any token and
are sent to the adversary A for y € [ny1]. Recall that the
same ECDH key pairs of tokens might be repeatedly used by
different sessions and the adversary knows the public keys of
each token’s or client’s session only by querying SETUP and
EXECUTE oracles. Each hybrid game hy.y for y € [ny4] is
simulated as following:

Game hy.0. This game is identical to Game 0 except that at
the beginning of this game the challenger C sets up two lists
Llpy and Ly, which are initialized to (). Whenever the
adversary A queries random oracle H; with input « and the
random oracle outputs v, the challenger adds (u,v) into Ly, .
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The list £lcpy is never used. This is indeed the modification
1 and 4 in Game 1. Obviously, Game 0 and Game hy.0 are
identical from the adversary’s view, and we have:

AdVO = Athy.O

Game hy.y. This game is identical to Game hy.(y-1) except
the following modifications:

1) When A sends any query SETUP or EXECUTE on
input (7,4,C,j,U) such that the underlying Pin/Uv
Auth Protocol protocol of session 7k is a puvProtocol;
with (pkp, skri) = (PkL .., skZ,.,), the challenger
has to execute encapsulate; (pkr ;). Instead of invoking
encapsulate; (pkr ;) directly, C first looks up whether there
exists a value K such that (pkr i, pkc j, K) € Lipn-

If such value does not exist, C then checks for all (u,v) €
Ly, such that u is the x-coordinate of any ECDH point
P whether kak‘y"“"

challenger sets K < v and adds (pkr;, pkc ;,

= P. If any such check succeeds the
K) into list
LSCDH ~

Otherwise, C simply samples K <& {0,1}"* uniformly at
random and adds (pkr ., pke j, K) into list Llepy.
Finally, the challenger replaces the computation of Line 133
and Line 134 in Figure 13 by

K+« K

2) When A sends the query SEND-BIND-T on input (7', ¢, m)
such that (pkr,;, skr;) = (PkL e, SkL\e,) and that m =
c || cpn, the challenger first checks whether there exists a
value K such that (pkr,c, K) € Loy
If such value does not exist, C then checks for all (u,v) €
Ly, such that w is the x-coordinate of any ECDH point P
whether ¢ = P. If any such check succeeds, the challenger
sets K < v and adds (pkr;, ¢, K) into list £l py.
Otherwise, C simply samples K <~ {0,1}" uniformly at
random and adds (pkr ., ¢, K) into list £l
Finally, the challenger C is supposed to execute
decapsulate; (¢). Instead of invoking decapsulate,(c) di-
rectly, C replaces the computation of Line 136 and Line 137
in Figure 13 by

K+« K

Let event E; denote the probability that the adversary A can
distinguish Game hy.(y-1) and Game hy.y. Note that the
modifications between every two adjacent hybrid games are
independent. It holds that

Advhy (1) — Advhyy < Pr[E1], Yy € [n1,1]

Then, we analyze the probability of the occurrence of E;
by reduction. Namely, if F; occurs, then we can construct
an adversary 3; that breaks sCDH assumption over ECDH
by invoking A. On inputs (ECDH, A = ¢%, B = g¢*), By
sets the y-th ECDH public key pk,., among all ECDH
public key underlying any puvProtocol; of all tokens to be
A = g®. Then, B, simulates Game hy.(y-1) honestly, except
the following modifications:

27

1) When A sends B; the w-th query SETUP or EXECUTE
on input (7,7,C,j,U) for w > 1 such that pkrp; is
supposed to be pkY, . B first samples r, < Zg,
where ¢ is the prime order of the the underlying
cyclic group of ECDH and sets pkc; < B - g™ =
gb“w in the obtainSharedSecret-C-end algorithms. Next,
when B needs to run encapsulate, (pkr ;) algorithm in
obtainSharedSecret-C-end algorithm, 53y first looks up
whether there exists a value K such that (pkr,i, pkc ;s
K) € Licpy-

If such value does not exist, for all (u,v) € Ly, such that
u is the x-coordinate of any ECDH point P, 1 queries
its O, oracle on (pkc,j, P). If any response is true, the
challenger sets K < v and adds (pkr.:, pke,j, K) into list
LSCDH -
Otherwise, B; simply samples K <& {0, 1}/ uniformly at
random and adds (pkr i, pke j, K) into list Llpy.
Finally, B; honestly performs the remaining execution
except replacing the computation of Line 133 and Line 134
in Figure 13 by

K« K

2) When A sends the query SEND-BIND-T on input (7,4, m)
such that pkr; = A = g and m = ¢ || ¢pp, By first checks
whether there exists a value K such that (pkrr i, c, K) e
Licon-
If such value does not exist, for each tuple (u,v) € Ly,
such that u is the x-coordinate of any point P on ECDH, B,
queries O, to its challenger on input (¢, P). If any response
from the challenger is true, B; uses the corresponding
value v as the hash H; of x-coordinate of the Diffie-
Hellman exchange of pkr; and c for the subsequent
computation.
If no response from the challenger is true, this means,
cph, 18 a random ciphertext that is produced by A without
knowmg the correct symmetric key K. By simply samples
& {0,1}" uniformly at random and adds (pkr.;, ¢, K)
into list £l py-
Finally, B; simply uses K as the hash H; of x-coordinate
of the Diffie-Hellman exchange of pkr; and c for the
subsequent computation.
Finally, A terminates at some point and is expected to
distinguish Game hy.(y-1) from Game hy.y. For all
(u,v) € Ly, such that u is the x-coordinate of some
ECDH point P and all r, sampled above, By queries
Ou(B - g™, P) to its challenger. If any response is true,
By returns P- A~ to its challenger. Otherwise, 131 outputs
a random cyclic group element on ECDH.

3)

Obviously, By simulates Game hy.(y-1) and Game hy.y to
A perfectly. From the adversary A’s view, the only difference
between Game hy.(y-1) and Game hy.y is whether the key
K is computed from the hash H; of the x-coordinate of
the real Diffie-Hellman exchange or sampled uniformly at
random. If A can distinguish Game hy.(y-1) from Game
hy.y effectively, A must have queried the x-coordinate of
the real Diffie-Hellman exchange of A and B - g"> to the



random oracle H; for some w. This means, B; can always
return P A_T“’ = (B . gT“’)a . A_T“’ = g(lb-'r(LT‘w—(lT‘w = gab
to its challenger. Thus, it holds that

Pr[E1] < egcon

Furthermore, Game hy.n; ; have replaced all shared sym-
metric key K produced by honest clients in encapsulate;
algorithm with a random key K. Thus, Game hy.n; 1 is
identical to Game 1 and we have:

Adv; = Advhy_nL1

Combing the statements above, we have that
CDH
AdVO — AdVl S n1716ECDH

For now, we continue to use the term n; ; and will reduce
it in the subsequent games.

Game 2. This game is identical Game 1 except that the
challenger C aborts the simulation and let A immediately win
if there exists collision between K sampled in Game 1. Recall
that Ks are sampled at most n; ; times. Note that the collision
happens between every two keys with probability at most 271
and that there exists at most ("}') pairs. We have that

Adv; — Advy < (”;1)2—11

Game 3. This game is identical to Game 2 except the
following modifications:

1) At the beginning of this game, the challenger C sets up two
lists £2.py and Ly,, which are initialized to 0.

2) When the adversary .4 queries SETUP and EXECUTE oracles
such that the challenger C needs to run encapsulate,(pk’) of
a stateful Pin/Uv Auth Protocol puvProtocol,, C first looks
up whether there exists values K, and K5 such that (pK',
puvProtocoly.pk, K1, K2) € L2y

If such wvalue does not exist, C then checks
for all ((w,v),v) €  Lp, such that wu is
the x-coordinate of any ECDH point P and

!

u S {“CTAP2 HMAC key”, “CTAP2 AES key”}
whether (pk’)puvProtocolz-sk — P If any such check

succeeds, the challenger queries random oracle Hj
and sets K; <  Hz(u,“CTAP2 HMAC key”) and
Ks  +  Hs(u,“CTAP2 AES key”) and adds (pk’,

puvProtocol,.pk, K1, K2) into list L2py.

Otherwise, C simply samples K, K5 <~ {0,1}"* uniformly
at random and adds (pk’, puvProtocol,.pk, K, f{z) into list
Lcon-

Finally, the challenger replaces the computation of Line 152-
154 in Figure 14 by

K1 — K17K2 — KQ

3) When the adversary .4 queries SETUP and SEND-BIND-T or-
acles such that the challenger C needs to run decapsulate,(c)
of a stateful Pin/Uv Auth Protocol puvProtocoIQ, C first
looks up whether there exists values K7 and K5 such that
(puvProtocoly.pk, ¢, K1, K2) € L2y
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If such value does not exist, C then checks for all
((u,u),v) € Lp, such that w is the x-coordinate of
any ECDH point P and v € {“CTAP2 HMAC key”,
"CTAP2 AES key”} whether cPuvProtocola-sk — P If any
such check succeeds, the challenger queries random oracle
Hs and sets K Hs (u, “CTAP2 HMAC key”) and Ko
H3(u,” CTAP2 AES key”) and adds (pk’, puvProtocol,.pk;,
Ky, KQ) into list £2py-

Otherwise, C simply samples K, Ky <= {0,1}'* uniformly
at random and adds (puvProtocol,.pk, ¢, K1, K3) € L2 pn
into list £2py-

Finally, the challenger replaces the computation of Line 158-
160 in Figure 14 by

K1 (*f(hKQ — f(g

4) Whenever the adversary A queries random oracle Hz with

input u and the random oracle outputs v, the challenger adds

(u,v) into Ly,.

Similar to Game 1, we can compute the probability that
the adversary A can distinguish Game 2 and Game 3 by
n1,2 hybrid games, where n; o denotes the number of ECDH
public keys that underlie the stateful Pin/Uv Auth Protocol
puvProtocol, of any token and are sent to the adversary A.
Thus, we can easily have that

CDH
AdV2 — AdV3 S nl,QESECDH

Game 4. This game is identical Game 3 except that the
challenger C aborts the simulation and let A immediately win
if there exists collision between K 1 or collision between Kg
sampled in Game 3. Recall that Kis and K, both are sampled
at most nq o times. Note that the collision happens between
every two keys with probability at most 27/ and that there
exists at most ("122) pairs. We have that

Advz — Advy < 2(71;’2)213 = <n;72>213+1

Game 5. This game is identical to Game 4 except the
following modifications:

1) At the beginning of this game, the challenger C sets up two

lists £3-py and Ly, which are initialized to (.

2) When the adversary A queries SETUP and EXECUTE oracles

such that the challenger C needs to run encapsulate;(pk’) of
a stateful Pin/Uv Auth Protocol puvProtocol,, where pk’ =
(pky, pk5), C first executes (c2, Z2) < KEM.Encaps(pkj)
and looks up whether there exists a value Z such that (pk’,
puvProtocoly.pky, Zo, Z) € L3y

If such value does not exist, C then checks for all
((u,u’),v) € Lu, such that v is the x-coordinate of any
ECDH point P and v’ = Z, whether (pk/)PuvProtocols sk —
P. If any such check succeeds, the challenger sets Z v
and adds (pkj, puvProtocoly.pki, Za, Z) into list £L3-p,.
Otherwise, C simply samples Z <& {0,1} uniformly at
random and adds (pkj, puvProtocols pkl,Zg,Z) into list

3
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Finally, the challenger replaces the computation of Line 44-46
in Figure 5 by
Z<+— 7

3) When the adversary A queries SETUP and SEND-BIND-T
oracles such that the challenger C needs to run
decapsulate;(¢) of a stateful Pin/Uv Auth Protocol
puvProtocols, where ¢ = (c1,¢2), C first executes Zo
KEM.Decaps(puvProtocol;.ska, c2) and looks up whether
there exists a value Z such that (puvProtocoly.pky, c1, Za,
Z) € Licon-

If such value does not exist, C then checks for all
((u,u'),v) € Ln, such that v is the x-coordinate of any
ECDH point P and u' = Z, whether (c; )PuvProtocols-ski — p,
If any such check succeeds, the challenger sets Z v and
adds (puvProtocols.pky, c1, Za, Z) into list £L3-p,.
Otherwise, C simply samples Z < {0,1}* uniformly
at random and adds (puvProtocols.pky, c1, Za, Z) into list
Licon-
Finally, the challenger replaces the computation of Line 54-
56 in Figure 5 by

7 7

4) Whenever the adversary A queries random oracle Hs with
input u and the random oracle outputs v, the challenger adds
(u,v) into Ly,.

Similar to Game 1, we can compute the probability that
the adversary A can distinguish Game 4 and Game 5 by
n1,3 hybrid games, where n; 3 denotes the number of ECDH
public keys that underlie the stateful Pin/Uv Auth Protocol
puvProtocol; of any token and are sent to the adversary A.
Thus, we can easily have that

CDH
AdV4 — AdV5 S n1,3€ECDH

Game 6. This game is identical Game 5 except that the
challenger C aborts the simulation and let A immediately win
if there exists collision between Z sampled in Game 5. Recall
that Zs are sampled (either uniformly at random or from the
random oracle) at most n; 3 times. Note that the collision
happens between every two keys with probability at most 27
and that there exist at most ("5*) pairs. We have that

Advs — Advg < (";3> 9-1ls

Game 7. This game is identical Game 6 except that the
challenger C aborts the simulation and let A immediately win
if there exists collision between K;s or collision between Kss
derived in encapsulate;. Recall that Kis and K»s both are
produced by Hg(Z, “CTAP2 HMAC key”) in encapsulate, at
most 11,3 times and that Zs are assumed to be distinct from
each other in Game 6. Note that the collision happens between
every two keys with probability at most 27 and that there
exists at most ("4*) pairs. We have that

Advg — Adv, < 2(";’3>2-l6 — (“;3>2—l6+1

Recall that the honest public keys of tokens (resp. the
ones of clients) used in the encapsulate; and decapsulate; for
i € {1,2,3} are sent to adversary A in obtainSharedSecret-T
(resp. obtainSharedSecret-C'-end) algorithm only when an-
swering the SETUP and EXECUTE oracles. So, we have that
n1,1 +N1,2 +n1,3 < gserue + gExECUTE-

Merging the statements above, we can state the upper bound
as:

Advy — Advy

<(n11+n12 + 11 3)eacon + (nl’l)T“ + (n1’2)2_’3+1

2 2
N (n;B) (271 +2—16+1)

CDH
S(CISETUP + qEXECUTE)ETECDH

i (‘JSETUP +2qEXECUTE> 92—min{l1,ls,ls,lc}

Game 8. In this game, the challenger C aborts the game and
lets the adversary A immediately win if there exist two inputs
pin and pin’ during C’s execution such that H(pin) = H(pin’).
This violates the collision resistance of H by definition. Since

H is assumed to be ef_f”'res-collision resistant, we have that

Adv; — Advg < efllres

Game 9. In this game, the challenger C aborts the game
and lets the adversary A immediately win if the challenger
honestly samples two identical ECDH public keys of tokens
or of clients and sends them to the adversary. Recall that each
sampled ECDH public keys are sent to the adversary only in
SETUP or EXECUTE oracles. And one newly sampled ECDH
keys of tokens and one of clients are sent to the adversary in
both SETUP and EXECUTE queries. In total, there are at most
(gserur + gexecure) ECDH public keys of tokens and (gsgrup +
gexecute) ECDH public keys of clients. Note that the collision
happens between every two public keys with probability at
most 279, where ¢ denote the prime order of the underlying
ECDH group, and that there exist at most ((’JSE"'UP+2‘1EXE(’L""L)) pairs
of tokens (resp. of clients). We have that

Advg — Advg < 2 ((qSETUP +2qEXECUTE)> 91

< ((QSETUP +2qEXECUTE)> 9l—q

Game 10. This game is identical to Game 9 except that the
following modifications:

1) The challenger C samples a random pin < at the beginning
of the game but never uses it. The challenger aborts and lets
A immediately win if pin collides with any user pin pin U
for any user U.

2) Whenever the adversary A queries oracle SETUP in-
putting any (7,4,C,j,U), the challenger replaces pin <«
stp.puvProtocol.decrypt (K, ¢,) in the setPIN-T" algorithm
by

pin <= ping;
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3) The challenger aborts the game and lets .4 immediately win
if there exits a collision between pts used in SEND-BIND-T
oracles.

Note that the Setup phase is assumed to be authenticated.
The user U’s pin ping;, which was encrypted by the client, can
always be decrypted by the token.

Moreover, note that the adversary can query NEWU at most
gnewu times and each user pin is sampled from distribution ®
with min-entropy ap. The probability that pin collides with
any other user pin ping; is bounded by gnewy2~®.

Furthermore, note that the pts are random strings of
length )\, 2\, p’ A respectively in puvProtocol;, puvProtocols,
and puvProtocol;. Note also that pts are used only in
SEND-BIND-T oracles. The collision between pts happens
with probability at most (QSEN“'QB‘“”'T)2* min{p,2,u kX

So, we have that

AdVg _ Adle < qNEWU2_a® + <QSEND-2BIND-T) 9 min{,2,0 A

Game 11. This games is identical to Game 10 except the
following modification:

1) Whenever A queries SETUP(T',4,C, j,U) and the challenger
sets the selected Pin/Uv Auth Protocol of the client session T
to be 77..selectedpuvProtocol = puvProtocol; during the
execution, the challenger replaces c, = SKE;.Enc(K, piny;)
in the setPIN-C(rl,, piny;) by & < SKE;.Enc(K,pin),
where pin was sampled in Game 10.

We prove that Game 10 and Game 11 are indistinguishable
from A’s view by ng ; hybrid games, where ny ; denotes the
number of K sampled in SETUP oracle when the underlying
Pin/Uv Auth Protocol is puvProtocol;. Let KV denotes the
y-th K sampled by the challenger C in SETUP oracle when the
underlying Pin/Uv Auth Protocol is puvProtocol;. The hybrid
game hy.y for y € [nz21] is defined below.

Game hy.0. This game is identical to Game 10 and we have
that:
AdVlo = Athy.O

Game hy.y. This game is identical to Game hy.(y-1) except
the following modifications:

1) When A queries SETUP(T', ¢, C, j, U) and that will produce
the y-th K¥ during the game, the challenger replaces
¢p = SKE1.Enc(KY, ping;) in the setPIN-C(w};, ping;) by
¢,  SKE;.Enc(KY, pin).

Let event E5 denote the probability that the adversary A can

distinguish Game hy.(y-1) and Game hy.y. Note that the

modifications between every two adjacent hybrid games are
independent. It holds that

Advhy.(y-1) — Advhy ., < Pr[Es], Yy € [n21]

Then, we analyze the probability of the occurrence of E5 by
reduction. Namely, if F> occurs, then we can construct an
adversary B that breaks IND-1CPA-H; security of SKE; by
invoking A. By simulates Game hy.(y-1) honestly, except for
the query to the SETUP(T,i,C,4,U) that will produce the

y-th KV during the game. To handle this query, 55 executes

following step:

1) By sends (ping,pin) to its challenger and obtains (c,t).
Then, B, sets (c,t) as the output of setPIN-C(nf,, ping;)
algorithm.

Note that we have ensured that all sampled ECDH pub-

lic keys are distinct in Game 9 and that all sampled

Ks in Llpy are distinct in Game 2. It’s easy to

observe that By perfectly simulates Game hy.(y-1) or

Game hy.y. Moreover, By simulates Game hy.(y-1) if

(¢,t) = (SKE;.Enc(KY, ping), Ho (K, ¢)) and Game hy.y

if (¢,t) = (SKE;.Enc(KY,pin),Hs(KY,¢)). Thus, By can

win IND-1CPA-Hy experiment whenever A can distinguish

Game hy.(y-1) and Game hy.y. Thus, we have that

PI"[EQ] < ind-1cpa-Ho

€SKE,

Moreover, Game hy.n, ; have replaced all ¢, in the SETUP
oracles whenever the client chooses puvProtocol;. Thus,
Game hy.ns ; is identical to Game 11 and we have

AdV11 = Advhy.ng,l

Note that all hybrid games are independent. Combing the
statements above, we have that

ind-1cpa-H-
AdV10 — AdV11 S n2,1€SKE1 pa-hiz

Here, we simply keep using the number ns 1, which would
be helpful for us to tighten our security upper bound in the
following games.

Game 12. This games is identical to Game 11 except the
following modification:

1) When A queries SETUP(T, 4, C, j,U), where pin; is not cor-
rupted, and the challenger sets the selected Pin/Uv Auth Proto-
col of the client session 77, to be 7,.selectedpuvProtocol =
puvProtocol, during the execution, the challenger replaces
¢p = SKEs.Enc(Ky, piny) in the setPIN-C(77,, pin;) by
Cp SKE2.Enc([~(27 an), where pin was sampled in Game
10.

We prove that Game 11 and Game 12 are indistinguishable
from A’s view by ng o hybrid games, where ny o denotes the
number of Ky sampled in SETUP oracle when the underlying
Pin/Uv Auth Protocol is puvProtocol,. Let K denote the y-th
K sampled in SETUP oracle when the underlying Pin/Uv Auth
Protocol is puvProtocol,. The hybrid game hy.y for y € [ng o]
is defined below.

Game hy.0. This game is identical to Game 11 and we have:
AdV11 = Advhy.O

Game hy.y. This game is identical to Game hy.(y-1) except
the following modifications:

1) When A queries SETUP(T,i,C, j,U) that will make use
of the y-th f(g for puvProtocol, during the game, the
challenger replaces ¢, = SKEj.Enc(KY,piny) in the
setPIN-C/(77,, ping;) by &, < SKEo.Enc(KY, pin).

Let event F3 denote the probability that the adversary A

can distinguish Game hy.(y-1) and Game hy.y. Note that
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the modifications between every two adjacent games are
independent. It holds that

Advhy (1) — Advhyy < Pr[Es], Vy € [no,2]

Then, we analyze the probability of the occurrence of F5
by reduction. Namely, if E3 occurs, then we can construct
an adversary B3 that breaks IND-1CPA security of SKE; by
invoking \A. B3 simulates Game hy.(y-1) honestly, except for
the query to the SETUP(T,4,C,j,U) and that will produce
the y-th f(é’ for puvProtocol, during the game. To handle
this query, B3 executes the following steps:

1) Bs sends query(ping;, pi~n) to its challenger and obtains c.
Then, Bs sets ¢ as the first output of setPIN-C/(w7,, ping;)
algorithm.

Note that we have already ensured that all ECDH public keys

are distinct in Game 9 and that all used K o are distinct in

Game 4. It’s easy to observe that Bs perfectly simulates

Game hy.(y-1) or Game hy.y. Moreover, B3 simulates

Game hy.(y-1) if ¢ = SKE,.Enc(KY, pin;;) and Game hy.y

if ¢ = SKEy.Enc(KY,pin). Thus, By can win IND-1CPA

experiment whenever A can distinguish Game hy.(y-1) and

Game hy.y. Thus, we have that

ind-1cpa
Pr[E3] < espe,
Moreover, Game hy.n, o have replaced all ¢, in the SETUP
oracles whenever the client chooses puvProtocol,. Thus,

Game hy.ny » is identical to Game 12 and we have
Advlg = Athy.nzy2
Combing the statements above, we have that
ind-1
AdV11 — AdV12 S n272€g1KE2cpa

Here, we simply keep using the number ns 2, which would
be helpful for us to tighten our security upper bound in the
following games.

Game 13. This games is identical to Game 12 except the
following modification:

1) When A queries SETUP(T,4,C, j,U) and the challenger sets
the selected Pin/Uv Auth Protocol of the client session 7TJC
to be 7,.selectedpuvProtocol = puvProtocol; during the
execution, the challenger replaces c, = SKE3.Enc (K3, pin;)
in setPIN-C(7};, ping;) by &, + SKE3.Enc(Ks, pin), where
pin was sampled in Game 10.

Let no 3 denote the number of K> sampled in SETUP oracle
when the underlying Pin/Uv Auth Protocol is puvProtocols.
Similar to the analysis in Game 12, we can easily have that

ind-1cpa
AdV12 — AdV13 S n273€SKE3

Note that ny 1, 12 2, and ny 3 respectively denote the number
of symmetric encryption keys produced by puvProtocol;,
puvProtocol,, and puvProtocol; in the SETUP oracle. More-
over, our CTAP 2.1 only supports these three versions. This
implies that na 1 + 122 + 12,3 < gsgrye. Further, we have that

ind-1cpa-H
AdV10 — AdV13 S n27165KE1 2

ind-1cpa

ind-1cpa
+ 2,265k,

+ N2,3€5KE,

ind-1cpa

ind-1cpa-Ho
» €SKE,

ind-1cpa
< gsgrup maX{GSKEl }

» CSKE,

Game 14. This game is identical to Game 13 except the
following modification:

1) Whenever the adversary A queries SEND-BIND-T(T',¢,m)
oracle, instead of checking the decrypted pinHash ##
str.pinHash in the obtainPinUvAuthToken-T" algorithm, the
challenger checks whether pinHash # H(pin

stT.user)
Note that sty.pinHash = H(ping,. ). Game 13 and Game
14 are indeed identical and we have that:

AdV13 = AdV14

Game 15. This games is identical to Game 14 except the
following modification:

1) When A queries EXECUTE(T, i, C, j,U) and the challenger
sets the selected Pin/Uv Auth Protocol of the client ses-
sions 77, to be w7, .selectedpuvProtocol = puvProtocol,,
the challenger replaces c,, = SKEl.Enc(f(,H(pinU)) in
the obtainPinUvAuthToken-C-start(7},, ping;) by ¢pn
SKE;.Enc(K, H(pin)), where K is the underlying symmetric
key produced by puvProtocol; and that pin was sampled in

Game 10.

We prove that Game 14 and Game 15 are indistinguishable
by m3,1 hybrid games, where n3 ; denotes the number of K
sampled in EXECUTE oracle when the underlying Pin/Uv Auth
Protocol is puvProtocol;. Let KV denotes the y-th K sampled
in EXECUTE oracle when the underlying Pin/Uv Auth Protocol
is puvProtocol; . The hybrid game hy.y for y € [ns 1] is defined
below.

Game hy.0. This game is identical to Game 14 and we have:
AdV14 = Athy_Q

Game hy.y. This game is identical to Game hy.(y-1) except
the following modifications:

1) When A queries EXECUTE(T,i,C,j,U) that will
produce the y-th KY for puvProtocol;, the chal-
lenger replaces c,n = SKE;.Enc(KY,H(piny)) in
obtainPinUvAuthToken-C-start(r¢,, ping;) by Gpn <
SKE;.Enc(KY, pin).

Let event F4 denote the probability that the adversary A can

distinguish Game hy.(y-1) and Game hy.y. It holds that

Advhy. (y-1) — Advpy, < PrEy]

Then, we analyze the probability of the occurrence of E4 by
reduction. Namely, if £ occurs, then we can construct an
adversary B, that breaks IND-1$PA-LPC security of SKE;
by invoking A. B, simulates Game hy.(y-1) honestly, except
for the following queries:

1) When A sends EXECUTE(T,i,C,j,U) that will pro-
duce the y-th KY for puvProtocol; in this phase. To
handle this query, B, sends (H(ping),H(pin)) to its
challenger and obtains ¢. Then, B, sets ¢ as the output
of obtainPinUvAuthToken-C-start(w,, pin;;) algorithm.
The reaming of this query is answered honestly.
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2) When A queries SEND-BIND-T(T,4,m) following the
above EXECUTE(T, 4, C, j, U) query, By separate the cases
depending on whether m = pkc ; || épn.

a) If stp.user # U, then B, simply performs as if the

decrypted pinHash is unequal to H(ping,,. ,cer)-

b) If sty.user = U and m = pkc ; || €pn. then By queries
RAND with input pA to its challenger and obtains
(pty, pty,¢). Then, By sets (¢, false) as the output of
obtainPinUvAuthToken-T (%, puvProtocoly, ¢, c,p).
Meanwhile, By sets mi.bs = pt,,.

If stp.user U but m = pkc; || cpn for

Cpn F# Cpn, then By queries LPC(cp,) to its

challenger. If the response is false, then B,

performs as if the decrypted pinHash does

not match H(ping, . ). Otherwise, B, queries

RAND with input pA to its challenger and obtains

(pty, ptq,¢). Then, By sets (&, false) as the output of

obtainPinUvAuthToken-T (%, puvProtocoly, ¢, c,p).

Meanwhile, By sets wi..bs = pt,,.

3) When A afterwards sends SEND-BIND-C(C,j,m)
following the above EXECUTE(T,i,C,j,U) and
SEND-BIND-T(T’,4,m) queries without abortion, B sets
m5.bs = pty if m =&, and 7},.bs = pt, otherwise.

¢)

It’s easy to observe that B, perfectly simulates Game
hy.(y-1) if ¢, = SKE;.Enc(KY,H(pin;)) and Game
hy.y if ¢, = SKE;.Enc(KY,H(pin)). Thus, By can win
IND-1$PA experiment whenever A can distinguish Game
hy.(y-1) and Game hy.y. Thus, we have

|nd 18$pa-lpc

Pr[Ey] < €SKE,

Moreover, Game hy.nz; have replaced all c,, in the
EXECUTE oracles whenever the client chooses puvProtocol; .
Thus, Game hy.ns ; is identical to Game 15 and we have

Advis = Athy.n3,1

Note that we have assumed all K of puvProtocol; are
distinct in Game 2 and all above hybrid games are independent.
Combing the statements above, we have that

ind-1$pa-Ipc
AdV14 — AdV15 S n3;165KE1

Similar as before, we simply keep using the number ns 1,
which would be helpful for us to tighten our security upper
bound in the following games.

Game 16. This game is identical to Game 15 except the
following modification:

1) When A queries EXECUTE(T,i,C,7,U) and the chal-
lenger sets the Pin/Uv Auth Protocol of the client ses-
sion 7TJC to be 7. selectedpuvProtocoI = puvProtocol,,
the challenger replaces c,), < SKE;. Enc(KQ7 H(ping)) in
the obtainPinUvAuthToken-C-start(r(;, ping) by én <
SKE;.Enc(K 3, H(pin)), where Ky is the underlying symmet-
ric key produced by puvProtocol, and that pin was sampled

in Game 10.

Similar to the analysis in Game 15, let nz o denotes
the number of f(g of authenticate, that are generated in
EXECUTE(T, 4, C, j,U) oracles. We can easily have the equa-
tion below by a sequence of hybrid games.

ind-1$pa-Ipc
AdV15 — AdV16 S n3’QESKE2

Game 17. This games is identical to Game 16 except the
following modification:

1) When A queries EXECUTE(T,i,C,5,U) and the chal-
lenger sets the Pin/Uv Auth Protocol of the client ses-
sion 7rjc to be 77, .selectedpuvProtocol puvProtocol;,
the challenger replaces cp, <> SKE3.Enc(Ks, H(ping)) in
the obtainPinUvAuthToken-C-start(n},, piny;) by ¢pn <&
SKE3.Enc(K3, H(pin)), where K is the underlying symmet-
ric key produced by puvProtocol; and that pin was sampled
in Game 10.

Similar to the analysis in Game 16, let n33 denotes
the number of K5 of authenticate; that are generated in
EXECUTE(T, i, C, j,U) oracles. We can easily have the equa-
tion below by a sequence of hybrid games.

ind-1$pa-Ipc
AdV16 — AdV17 S n3a3€SKE3

Note that there are only 3 kinds of puvProtocols. We have
n31 +n3z2 + 13,3 < gexecure. It holds that

AdV14 — AdV17

ind-1$pa-Ipc ind-1$pa-Ipc ind-1$pa-Ipc
<N3,1€5KE, + 13,2€5kE, + 13,3€5KE,
ind—1$pa Ipc ind-1$pa-lpc _ind-18$pa-lpc
<@ExEcuTE maX{eSKEl ) €SKE, ) €ESKE, }

Game 18. In this game, the challenger C aborts the game
and let A immediately win if there exists a token session 74,
that accepts a malicious c,p, sent by A via SEND-BIND-T
query without corrupting the pin of the user str.user. More
formally and concretely, the challenger C aborts the game and
let A immediately win if there exists a token session 7% such
that

1) the adversary has queried SEND-BIND-T (7,4, m) such that
m = pk || cpp is not included in the output of any query
EXECUTE(T,i,C, 5,U) for any C,j,U

2) wk.pinCorr = false

3) w%.stexe = bindDone and W%.bs # 1
In this case, the input message m of SEND-BIND-T is

forged by .A. Note that all the transcripts of a token 7" that A
eavesdrops are independent of ping; with pin;; # pin and that
A is not allowed to corrupt the user pin ping,,. ., that setups
token 7". The condition ”7r1T Stexe = bindDone and 7%..bs # L~
indicates that the adversary A must encrypt H(ping,, ycer)-
Recall that the pin;; of any honest users U are sampled
randomly following distribution ® with min-entropy ap and
that A can try at most pinRetriesMax times for each token
session 74, A can guess the PiNg;. user TOr €ach token session
mi, correctly with probability at most pinRetriesMax2~%®.
Note also that tokens can be set pin only in SETUP oracles,
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which happens at most gsgrup times. By union bound, we have
that

Advy7 — Advig < gsgruppinRetriesMax2™4®

Final Analysis. Now, let’s finally check 4 can satisfy the
winning conditions.

Note that the win-SUF-t" is set to true in the
VALIDATE(T, i, M, t,d) query only when at least one of the
following four winning conditions

1) the user decision d # accepted, or

2) two distinct client sessions that completed Bind have the
same session identifiers, or

3) two distinct token sessions that completed Bind have the
same session identifiers, or

4) (M,t) was not output by any of 7l»’s uncompromised valid
partners 7, before the setup user of token 7" is corrupted

However, we can observe that

1) d # accepted: This is always false by definition, see
validate-T" algorithm in Figure D-A.

2) E'(Cl,jl), (CQ,‘jQ) such that (Clajl) 7£ (Cg,jg)‘ and
chll.stexe = wgz.stexe = bindDone and 7rjc31.sid = wgz.sid
: Recall that the client sends the randomly sampled
puvProtocol,.pk, which includes ECDH public key, to the
tokens in the EXECUTE oracles. Recall also that we have
ensured that all honestly sampled ECDH public keys are
distinct and that the session identifier is defined as the full
transcript during the execution of Bind algorithm. This means,
two client sessions can never have the same identifier (not
matter whether they are valid or not). Thus, this condition is
always false.

3) H(Tl,ll) (TQ,ZQ) such that (T17’i1) 75 (Tg,@g) and
7rT1 Stege = 7TT .Stexe = bindDone and 7# .sid = 7r§,? .sid:
Note that session identifiers of token sessions includes the
token’s public key pk, the client’s encapsulation c, the
encryption of pinHash ¢, and the encryption of pt c,;. Then,

snd = 77 .sid holds only when (pk',c',cpy,cp) =
(pk2 , ih’ gt) Where (pkl,cl,clljh,clln) is included in the
7t sid and (pk?, ¢, ph, c2;) is included in the 73 .sid. In

partlcular, (pk',c') = (pk?, ¢*) indicates that c,, and ¢,
are encrypted under the same symmetric key. Moreover, in
Game 10 we ensured that there exists no collision between
pts, which further implies that ¢}, # 7, if the underlying
symmetric encryption is correct. Thus, this condition is always
false.

4) for (C',j") < bindPartner(T, ), all of the followmg condi-
tions must hold: a) (C', 4, M,t) ¢ LAUTH, b) 7}, = (L, 1)
or 7"0' .compromised = false, ¢) 7&.pinCorr = false :
According to the condition (2), we know that the adversary
A is not allowed to compromise the binding state of any
client (C’,j") such that Wé,.bs = 7i.bs According to the
condition (3)7%..pinCorr = false and Game 18, we know that
the adversary 4 cannot execute active attack against token
to obtain the token biding state m’..bs. Thus, the adversary
A has no idea about the 7&..bs.
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According to the condition (1) (C’,j', M,t) ¢ Layu, We
know that (M, t) was never output by any of the session 7%.’s
partner. The adversary therefore has to forge the message-tag
pair (M,t). Recall that the tag ¢ is computed by applying
random oracles Hg, Hy, and H7; to the corresponding binding
state 7..bs and message M, respectively in puvProtocol,,
puvProtocol,, and puvProtocol,;. The adversary can only
guess the either the tag directly or the toke binding state
wiT.bs. Moreover, recall that:

a) If the underlying authProtocol is puvProtocol,, then the
adversary A can guess 7’..bs with probability 27#* and
tag ¢t with probability 272

b) If the underlying authProtocol is puvProtocol,, then the
adversary A can guess 7h..bs with probability 272* and
tag ¢ with probability 2%,

c) If the underlying authProtocol is puvProtocols;, then the
adversary A can guess mh.bs with probability 21X and
the tag with probability 27/7.

Thus, the probability that A finds can forge tag ¢ for any
message M in each VALIDATE query is bounded by

—pX -l —2)\ o—I —u'A o=l
max {21}, 2712 972X 9=la 9=i'A o-iry
:27min{p)\,Z)\,y')\,lg,l%h}

Note that the adversary A can attempts only in VALIDATE
oracle, which can be invoked at most gyappare times. By union
bound, we have that

AdvlS < qVALIDATE27 min{pA, 27, 1" Nl2,la,l7}
Combing all statements above, the proof is concluded by:

AdVERER (1)

11-
(qSETUP + QEXECUTE)EECDH + € co res

+ <qSETUP +2qEXECUTE> (227min{l1,l3,l5,ls} + 21711)

+aNewu2 P + (qSEND-BIND'T) 9—min{u,2,u"}x
2

ind-1cpa-Hz ind-1cpa ind-1lcpa
+qserue max{egye; VESKE, 7 €SKEs )

ind-1$pa-lpc _ind-1$pa-lpc _ind-1$pa-Ipc
+QExECcUTE maX{ESKE1 ) €SKE, ) €SKE, }

~+qseruppinRetriesMax2™®

i ’
+qvaLare2” min{pA, 20,4 A 12,07}

APPENDIX J
PROOF OF THEOREM 3

Proof. We give the proof by a sequence of games. Each game
is simulated between a challenger C and an adversary A. Let
Adv; denote the adversary .A’s advantage in wmmng game .

Game 0. This game is identical to the ExptPACA experiment.
Hence, it holds that

Advy = AdviRea 4(1%)

Game 1. This game is identical to Game 0 except that the
following modifications:



1) Whenever a client executes puvProtocol;.encapsulate; on
a token’s public key pk’, the challenger C executes the
following steps:

a) Parse (pki,pkh) « pk'

b) Run (c2, Z3) ¢ KEM.Encaps(pk})

¢) Sample a random Zs in the key space of KEM

d) Replace Z, by Z, for the subsequent execution.

e) Finally, output a ciphertext ¢ = (¢, ¢2) for some ¢;.

2) Whenever a token holding pk”" = (pkY, pkY) such that pk}, =
pkY and needs to execute decapsulate; on ¢’ = (¢f, ¢j) such
that ¢ = cg, the challenger executes decapsulate; honestly
except that C directly sets Zy « Zo.

We prove that A cannot distinguishable Game 0 and
Game 1 by n hybrid games, where n denotes the number of
encapsulations that was output by all tokens in the SETUP and
EXECUTE oracles. Then, we have that n < gsgrup + GExEcUTE-
Let (sk¥., pk¥.) denote the y-th KEM public-private key pair
among all tokens. The Game hy.y for y € [n] is defined as
follows:

Game hy.0 . This game is identical to Game 0 and we have
that

AdVO = Athy.O

Game hy.y . This game is identical to Game hy.(y-1) except
that the following modifications:

1) Whenever A queries SETUP and EXECUTE oracles where
C needs to returns y-th KEM public key pk%. among all
tokens and executes KEM.Encaps(pkY.), the challenger
executes (cz, Z) < KEM.Encaps(pk.) and samples Z,
in the key space of KEM. Next, C replaces Zs by Z, for
the subsequent execution.

2) Whenever C needs to execute KEM.Decaps(sk¥., ¢2), it
directly uses Zy <— Z, for the subsequent execution instead
of computing Z> using KEM.

If A can distinguish Game hy.y from Game hy.(y-1), then
we can construct an adversary 37 that breaks IND-CCA security
of KEM. The IND-CCA experiment executes (pk, sk) <& KG()
and (c*, k§) <~ Encaps(pk) honestly and samples b < {0,1}
and k7 from the key space KC randomly. On input (pk, ¢*, k),
B; runs Game hy.(y-1) honestly except the following modifi-
cation:

1) When the algorithm obtainSharedSecret-T" needs to output
y-th KEM public key pkY., B; uses pk¥. < pk instead of
sampling it using KG()

2) When B; needs to execute KEM.Encaps(pky) in
encapsulate;, B1 simply uses (c2,Z2) < (c*,kf) for
the subsequent execution.

3) When B; needs to execute Zy <— KEM.Decaps(sk¥., ¢) in
decapsulate; algorithm, 3; does not know sk;% and performs
as follows instead:

o If c = c*, then B, simply uses Zy < kj.

o If ¢ # c¢*, then BB; queries its decapsulation oracle DECAPS
on c. When receiving an answer k, By sets Zy < k for
the remaining computation.

It is straightforward that B; perfectly simulates Game
hy.(y-1) if b = 0 and Game hy.y if b = 1. So, By can
win IND-CCA experiment whenever .4 can distinguish Game
hy.(y-1) and Game hy.y. Thus, it holds that

AdVhy. (y1) — Advhy.y < e

Moreover, when all the encapsulated keys of KEM are

replaced by random keys, Game hy.n is identical to Game 1.
Then, we have that

Advpy., = Adv,

Note that all hybrid games above are independent, by union
bound, we have that

nd-cca

d
Advg — Adv; < nﬁizEl\jca < (QSETUP + QEXECUTE)(‘KEM

Game 2. This game is identical to Game 1 except the
following modification:
1) The challenger replaces each function Hs(-, Zg) by a truly
random function f Z> where ng are sampled in Game 1.
We can easily reduce the indistinguishability between Game
1 and Game 2 to the ¢}"*"-swap security of Hs in n hybrid
games, where n denotes the number of Zg in Game 1.
Obviously, it holds that n < gsgrup + ¢Execute- Thus, we have
that

AdV1 AdVg

(QSETUP + qEXECUTE)eH ap

In particular, for any Z < f2,(Z1), we know that Z is
uniformly at random, since f is a truly random function for
any Z, that is sampled by the challenger in Game 1 and not
leaked to the adversary A.

Game 3. This game is identical to Game 2 except the
following modification:

1) The challenger replaces each function H6(Z ,+) by a truly
random function f’, where Zs are derived in Game 2.

Similarly to Game 2, we can easily reduce the indistin-
guishability between Game 2 and Game 3 to the eﬂr(f-prf
security of Hg in n hybrid games, where n denotes the
number of Z produced in Game 2. Obviously, we have that
n < gsgrup + GExecute. Thus, we have that

Advy — Advs < (qSETUP + qEXECUTE)EH;

In particular, for any Ky « fZ(“CTAP2 HMAC key”) and
Ky f’Z(“CTAPZ AES key”), we know that Kys and Kss
are uniformly at random, since f’Z is a truly random function
in Game 2 and Zs are not leaked to the adversary A.

Game 4. In this game, the challenger C aborts and lets
A immediately win if there exists collision between Kis or
Kgs in Game 3. Note that K 1 as well as K2 is derived only
in the SETUP and EXECUTE oracles. So, there are at most
gserur + GExecure keys and (QSt'”P+QEXt(”‘h) pairs. The collision
of every two keys happens K with probability 2%, The same
holds for Kg

Thus, we have that

Advs — Adv, < <qSETUP +2qEXECUTE> 91-ls
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Game 5. In this game, the challenger C aborts and lets A
immediately win if there exists two distinct inputs pin, pin’
during C’s execution such that H(pin) = H(pin’). Note that
this abortion indicates the violation of collision resistance of
H by definition. Since H is eCH°”'res-collisi0n resistant, we have
that

Advy — Advs < eflhres

Game 6. This game is identical to Game 5 except that the
following modifications:

1) The challenger C samples a random pin <& D at the beginning
of the game but never uses it. The challenger aborts and lets
A immediately win if pin collides with any user pin ping
for any user U.

2) Whenever the adversary A queries oracle SETUP in-
putting any (7,4,C,j,U), the challenger replaces pin <
stp.puvProtocol.decrypt (K, ¢,) in the setPIN-T" algorithm
by

pin < ping;

3) The challenger aborts the game and lets .4 immediately win
if there exits a collision between pts used in SEND-BIND-T
oracles.

The analysis for this game is also identical to the Game 10
in the proof of Theorem 2. The only difference is that each pt
is sampled only in {0,1}*'* and there are at most ((sewwpo-T)
pairs of used pts.

QSEND—QBIND»T> 9—H'2

So, we have that
Game 7. This game is identical to Game 6 except the
following modification:

1) When A queries SETUP(T,4,C, j,U) and the challenger C
replaces ¢, «— SKE3.Enc(K>, piny;) in setPIN-C(Wé, ping)
by ¢, < SKE3.Enc(K3, pin), where K> is the corresponding
random key derived in Game 3 and pin is sampled in Game
6.

Similar to the discussion in Game 13 in the proof of
Theorem 2, we have that

Advs — Advg < gnewu2” Y + (

ind-1cpa

Adve — Adv7 < gserur€ske,

Game 8. This game is identical to Game 7 except the
following modification:

1) When A  queries EXECUTE(T,,C,5,U),  the
challenger replaces c,, <  SKEs.Enc(K3,H(ping))
in  obtainPinUvAuthToken-C-start by &, —
SKE3.Enc(K>, H(pfn)), where K is the corresponding key
computed in Game 3 and pin is the one sampled in Game
6.

Similar to the discussion in Game 17 in the proof of
Theorem 2, we have that

ind-18pa-Ipc

Advy — Advg < JEXECUTECSKE,

Game 9. In this game, the challenger C aborts the game and
let A immediately win if there exists a token session 74 that

accepts a malicious cpp, sent by A via SEND-BIND-T query
without corrupting the pin of the user str.user. More formally
and concretely, the challenger C aborts the game and let A
immediately win if there exists a token session 7% such that

1) the adversary has queried SEND-BIND-T (7, 4,m) such that
m = pk || cpp is not included in the output of any query
ExECUTE(T,4,C, j,U) for any C, j,U.

2) wk.pinCorr = false

3) mk.Stexe = bindDone and h.bs # L
The analysis for this game is identical to the one in Game

18 in the proof of Theorem 2. Thus, we can easily have that

Advg — Advg < gspruppinRetriesMax2™®

Final Analysis. Now, let’s finally check 4 can satisfy the
winning conditions.

Note that the win-SUF-t" is set to true in the
VALIDATE(T, i, M, t,d) query only when at least one of the
following four winning conditions

1) the user decision d # accepted, or

2) two distinct client sessions that completed Bind have the
same session identifiers, or

3) two distinct token sessions that completed Bind have the
same session identifiers, or

4) (M,t) was not output by any of 7t’s uncompromised valid
partners 7, before the setup user of token 7" is corrupted

However, we can observe that

1) d # accepted: This is always false by definition, see
validate-T" algorithm in Figure D-A.

2) 3(C1,41),(Co,j2) such that (Ci,j51) # (Ca,j2) and
7r”cl1 Stexe = 7T]C«22.Stexe = bindDone and 7rjcll.sid = Wgz.sid:
Recall that the client receives the honest token’s public key
and sends the encapsulation to the tokens in the EXECUTE
oracles. Note that the KEM has public key entropy o
and ciphertext entropy «.. Note also that EXECUTE can
be invoked at most ggxgcyre times, which means there are
at most (<) public key and encapsulation pair. The
adversary can win via this condition with probability at most
(quléL'U'l‘I:) (2704;;1‘-, + Qfac).

E'(Tl, 2'1)7 (TQ, Zg) such that (Th ’Ll) 7é (TQ, 22) and
7riT11.stex,5 = ﬂé?z.stexe = bindDone and W%.sid = W%.sid:
Recall that the session identifier of token sessions includes the
token’s public key and the client’s encapsulation. 71';11 .sid =
7r§32 .sid indicates that ﬂiTll and ﬂiTzz agree on the token’s public
key and the client’s encapsulation, which further implies the
agreement on the symmetric encryption key of pt. For the
correct symmetric key, this further indicates that the wiTll and
W;EQ produces the same pt, which violates the assumption
that there are no collision between the used pts in Game 6.
Thus, this condition is always false.

for (C’,5') < bindPartner (T, i), all of the following condi-
tions must hold: a) (C’,j', M,t) ¢ Lauru, b) 7%, =(1,1)
or wg,.compromised false, ¢) 7i.pinCorr = false :
According to the condition (2), we know that the adversary
A is not allowed to compromise the binding state of any

3)

4)
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client (C’, ') such that Wé,.bs = nh..bs According to the
condition (3)7r%.pinCorr = false and Game 9, we know that
the adversary A cannot execute active attack against token
to obtain the token biding state 7%..bs. Thus, the adversary
A has no idea about the 7%-.bs.

According to the condition (1) (C’,j', M,t) ¢ Layru, We
know that (M, t) was never output by any of the session 7%-’s
partner. The adversary therefore has to forge the message-tag
pair (M,t). Recall that the tag ¢ is computed by applying
a function H to the corresponding binding state 7i..bs and
message M. The adversary can only guess the either the tag
directly or the toke binding state 7%..bs. Moreover, recall
that:

a) The binding state 7%.bs is sampled from {0,1}*'*. The
adversary A can guess m&..bs with probability 2 KA,

b) The tag is computed by t < Hz(mk.bs, M) for some
message M chosen by the adversary A. Unless the
adversary A can guess the token binding state m&.bs
correctly, it is random from the adversary’s view, which
further implies that ¢ indistinguishable from a random string
due to the eﬂ:—prf security of Hv. Thus, the adversary can
guess tag t correctly with probability at most 277,

Thus, the probability that 4 finds can forge tag ¢ for any

message M in each VALIDATE query is bounded by

prf

’
S\
2 + €y,

+27"

Note that the adversary .4 can attempts only in VALIDATE
oracle, which can be invoked at most gyaLipare times. By
union bound, the advantage that the adversary .4 wins via
condition 4) is bounded by

qVALIDATE(2_H/)\ + Eﬂr: + 2_l7)
To sum up, we have that
Advg < <QEX152CUTE> (27 k4 9ac)
+ qVALIDATE(2_M/>\ + Gﬂr: + 2_17)

Combing all statements above, the proof is concluded by:

SUF-t’

Advpaca 4 (1Y)

< (QSETUP + qEXECUTE)(
“(
“(

ind-1cpa
+qSETUPESKE3 + gexecute€

prf
+ €

ind-cca

swap
€KEM T €

Hs

)

1-1 coll-res —«
> 2770 + €H + gnewu2” M®
JEXECUTE

)2“'A + ( 5 >(2%k 4 9mee)

ind-18pa-Ipc
SKE;

Gserup 1 GEXECUTE
2

GSEND-BIND-T
2

JEXECUTE

+gseruppinRetriesMax2™9® + ( 5

+qVALIDATE(27H/>\ + GEF: + 27l7)
]

APPENDIX K
PROOF OF THEOREM 4

Proof. The proof is given by reduction. If 4 can break the
ua security of X + II, then there must exist adversaries .4;
against auth security of ¥ and A, against SUF-t’ security of
IT such that either or both can win. Let C; and Cy respectively
denote the challengers in auth and SUF-t" experiments. The
adversaries A; and A, simulate the ua experiment to A as
follows:

1) A; and A, initialize lists Lesh, Lavra, Lrecister> LCaLLENGE

and Lggsponse to 0.

2) When A queries REGISTER((S, %), (T, 4,5'), (C,k),tb, UV,

3) When

4) When

d), A, first queries REGISTER((S, ), (T, 7),tb, UV) to Cy
and receives (Mych, Mrcl, Mrcom, Mrsp, d' ). Then, Ag sends its
challenger Co the queries (mycom,t) < AUTH(C, k, Mycom )
and status <~ VALIDATE(T, j/, Mycom, ¢, d). Finally, .A; and
Ay add (S,4,T, 4,75, C, Kk, Mich, Micls Mrcom, t, Mirsp) 1NtO
Lrrcister and return (mrcha Mycls Mrcom T Mirsp, d/)

A queries CHALLENGE((S,1),(C,k),tb, UV),
the adversary A; first queries  Macom &
CHALLENGE((S,14),tb, UV) to C; followed by executing
(Macom,t) <+ aCom(idg, mach,tb). Then, A sends its
challenger Cy the query (macom,t) < AUTH(C, k, Macom )-
Finally, .A; and A2 add (5,4, C, k, Mach, Macl, Macom, t) into
Lcuaiience and return (machymaclymacom7t)-

A queries  RESPONSE((T,7,7"), Macom, t, d),
the adversary Ay first queries  status —
VALIDATE(T, ', Macom,t,d) to its challenger C» and
directly returns | if status # accepted. Then, A; queries
Marsp ¢~ RESPONSE((T,j), Macom) to its challenger C;.
Finally, A; and Ay add (T,7,j', Macom,t, Marsp) into
Lresponse and return marsp.

5) When A queries COMPLETE((.S, ©), Macl, Marsp ), the adver-

6)

sary A; forwards this query to its challenger C; and receives
a boolean value d. If d = 1, then .4; additionally sets the
winning predicate win-ua to be Win-ua(S,¢) and returns d.
For all other queries from A, A; and Ay simply forward
them to C; or C, depending whether they are defined in auth
or SUF-t’ experiment and return the results back to A.

7) When A terminates at some point, A; and A5 both terminate.

Now, we analyze the winning probability of 4; and A,
when A wins. Note that A can win by violating one of the
following cases:

1) The non-_L session identifiers of ePIA token (resp. server)

sessions do not collide with each other, see Line 37 - 40 in
Figure 8.
In this case, .4; also wins by Line 8 - 9 in Figure 2.

2) The partnered token and server sessions must have the

identical agreed content unless the registration context on the
token is corrupted, see Line 42 in Figure 8.
In this case, .4; also wins by Line 12 in Figure 2.

3) The non-_L session identifiers of ePACA token (resp. client)
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sessions that completed Bind algorithm do not collide with
each other, see Line 44 - 45 in Figure 8.
In this case, Ay also wins by Line 9 - 10 in Figure 6.



4)

5)

6)

7

During the registration interaction, The ePIA token and server
sessions must partner with each other and the authorized
command message and tag must have been output by one of
the non-compromised partners of the ePACA token session
without corrupting its setup user, see Line 47 - 50 in Figure 8.
In this case, we separately consider the case whether the con-
dition regarding PIA or PACA sessions is violated. For each
(Sla z, Tl, Y, y,7 Cl, Zy Mychy Mrcom; trcoma mrrsp) € EREGISTER
a) If 7%.sid # 7, .sid, this is impossible since it is orthogonal
to the definition of session partner (and session identifiers).
Recall that partnering identifies token and server sessions
that are successfully communicate with each other and is
achieved via the coincidence of the session identifiers, as
described in Section I'V-C.

b) Otherwise, Ao can trivially win by the Line 11 - 14 in
Figure 6.
The token T that was registered with S, must own an ePIA

session 7% that is partnered with 7% and produce a response

message unless 77s registration context of S is corrupted,see

Line 52 - 56 in Figure 8.

In this case, we separately consider whether there exists j

such that 7% is partnered with 7.

a) If such j does not exist, then .4 can win only when (S,7T') €
Lsh. This means, A; can also win auth experiment by
Line 8 - 8 in Figure 6.

b) Otherwise, such j exists. This means, the adversary .4;
must have queried the oracle RESPONSE(T), j, Macom)
to its challenger C; for some command message
Macom- Recall that such query can only be made when
A queries RESPONSE((T, 7,5'), Macom,t,d) for some
(4, Macom, t, d). So, the adversary .4 wins by the condition
/3(4’, Macom, t, d, Marsp) such that (T, 7, 5", Macom, ¢, d,
Marsp) € Lresponse With probability 0.

The above response message must be produced after an

ePACA session 7} validates some authorized command

Macom and tag ¢ with the approval from user, see Line 58 -

58 in Figure 8.

In this case, the adversary A, can trivially win SUF-t’

experiment by Line 8 - 8 in Figure 6.

The above command m,com and tag ¢t must be authorlized

by a client ePACA session 7/, that is partnered with w% for

some challenge message m, that was produced by the ePIA
session 7%, unless 7f, is compromised or the PIN that sets

up token 7" has been corrupted, see Line 61 - 66 in Figure 8.

We separately consider the cases whether m,com and tag ¢ are

authorized by a client ePACA session wg that is partnered

with W%«I :

a) If (C,k,macom,t) ¢  Laymm for (C,k) <+
bindPartner(T,j’), then Ay can trivially win the
SUF-t" experiment by the Line 11 - 14 in Figure 6.

b) Otherwise (C,k,Macom,t) € Lauru. Note that AUTH
oracle is only queried by A2 when A queries CHALLENGE
or REGISTER oracles and that m,com 1S the command
message at authentication phase. This means, .4 must have
queried CHALLENGE((S’,i), (C,k),tb, UV) for some

(S',i',tb, UV) that outputs macom and t. Moreover, recall
that A has queried RESPONSE((T, 4, 5'), Macom, t, d). By
the definition of PIA session identifiers, we have that
7J.sid = 7%, .sid. Furthermore, recall that 77..sid = 7 .sid.
It then holds that

o
Tg.sid = T.sid = T .sid

Recall that we have ensured that the non-L session
identifiers of PIA token (resp. server) sessions do not
collide with each other in the Condition 1. So, it holds
that (S',¢") = (S,1).

This means, A has queried
CHALLENGE((S, 1), (C, k), tb, UV) for some
tb and UV. Consequently, there must exist
(57 1, C, k, Mach, Macl, Macom, t) € Leuarience  for

some Mach and m,q. The adversary A wins via this case
with probability 0.

To sum up, when every Compl adversary A wins ua
experiment against the composition of the ePIA scheme X
and the ePACA scheme II, then the Compl adversaries A; or
As must be able to win in the auth experiment against the
underlying ePIA scheme ¥ or in the SUF-t" experiment against
the underlying ePACA scheme II, which implies the following
inequality and concludes the proof.

(A1) + AdviUE

IT,Compl

auth

AquEa—i-H,Compl ('A) < AdVZ,Compl

(Az2)
O

APPENDIX L
FLAWS IN BARBOSA ET AL. [2]

In this section, we collect the flaws in the Proof for CTAP 2.0
(See Section D.3 in [2]) and clarify their impact on the security.

1) In Game 1 in [2], Barbosa et al. replace all symmetric
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encryption keys with independent random values and their
strategy is to “apply a hybrid argument to replace these
gsexp + Qexecute Keys one by one by reducing the gap
between every two adjacent hybrid games to the sCDH
security of ECDH”. In particular, they states that each hybrid
game “replaces the k-th key with a random value” and that
the reduction “embeds the challenge group elements g%, ¢°
respectively into (all session oracles of) the corresponding
token 7" and the corresponding client oracle 7,”.

We claim that this is wrong. Recall that the same key pair
might be repeatedly used by a token communicating with
different client sessions and that the adversary can freely
choose the arbitrary inputs of the queries to the SEND and
EXECUTE oracle. The reduction in fact cannot predict the
owner token 7' of the k-th key and therefore cannot “embed
the challenge public key g% into token 7" in advance.

In our proof, we also apply a hybrid argument but our strategy
is to replace all symmetric keys derived from the same public
key of a token instead of only the ”k-th” key in each hybrid
game.

We stress that although these two strategies agree on the
security upper bound, the rationale behind is totally different.



2)

3)

4)

In Game 3 in [2], Barbosa et al. “replace all authenticated tags
t, < Ha(K, ¢,) computed in Setup queries with independent
random values #,,” without any assumption on the underlying
symmetric encryption scheme SKE in the same Setup queries.
Here, c,, encrypts the pin ping; for some user U.

We claim that this is wrong. Recall that the key of the
underlying SKE is also used in the derivation of ¢, in
Setup queries. Let’s see the following trivial construction
of SKE: The encryption algorithm inputs a symmetric key
K and a message m simply outputs ¢ = (K,m). Under
the usage of this SKE, the adversary in Game 2 receives
(CZN t;D) = ((Kv pinU)a HQ(Kv K, pinU))
receives (cp,tp) = ((f(, pinU),t}g for a random ¢,. The
adversary can easily distinguish Game 2 and Game 3 by
checking whether checking whether t, = Ha(cp[1],¢p),
where ¢,[1] denotes the first component of c,. This coun-
terexample shows that the gap of the adversary’s advantage
in winning Game 2 and 3 in [2] is not necessarily negligible.
In other words, the security of the composition of Hy and
SKE using the shared key cannot be simply reduced to the
one of either component using a different key (even assuming
that H’ is modeled as random oracle).

In our proof, we instead rely the reduction on the conjectured
IND-1CPA-H; security of the underlying CBC mode SKE;.
This yields an additional upper bound egiz ™. However,
we stress that it is unknown how to formally reduce the
hardness of IND-1CPA-H; of CBC mode to other standard
assumption. Similar to the argument given by Barbosa et
al, we strongly suggest to block the usage of puvProtocol;,
since using the same key across different primitives is very
dangerous.

In Game 4 in [2], Barbosa et al. “replace all encrypted PINs
¢p computed in SETUP queries with independent random
values ¢,” and reduce the security to the IND-1CPA security
of the underlying CBC mode.

We claim that this is not absolutely true. Note that the
symmetric keys Ks are sampled randomly in their Game 1
and that the challenge ciphertext on each symmetric key K
can be queried at most once in the IND-1CPA experiment.
Once two random symmetric keys collide, the reduction
cannot simulate Game 4 correctly, since it cannot query two
challenge ciphertexts on the same symmetric key.

In our proof, before the reduction to IND-1CPA as
well as IND-13PA-LPC and IND-1CPA-H security, we
ensure that all symmetric keys are distinct in respec-

tive puvProtocol, which yields an additional upper bound
(qSETUP+qEXECUTE)22—mill{l1,l37l5,l6}.

but in Game 3

In Game 5 in [2], Barbosa et al. “replace all encrypted
PIN hashes c,, and encrypted pinTokens c,; computed
in EXECUTE queries with respectively ¢,;, and ¢,; for an
independent random values ¢,” and reduce the security to
the IND-1$PA security of the underlying CBC mode.

We claim that this is wrong. Note that the Bind phase is
not fully authenticated and that the adversary is able to send
arbitrary message to tokens via the send oracle. When a
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token T' receives some (¢, ¢,) # (Cphs Cpt), in order to
simulate Game 4 or 5 perfectly, the reduction is expected to
check whether ¢}, can be decrypted to the PIN hash, which
is the hash of the pin that sets up 7', or not. However, this is
impossible since the reduction does not know the symmetric
key.

In our proof, we rely the corresponding steps to a
new IND-1$PA-LPC security of the underlying CBC
mode with zero or randomized initial vector SKE; for
all i € {1,2,3}, which yields an additional upper
bound gexecure max{&?,félfpa'lpc, e'Snlg'Eljpa_lpc, eg‘}g’Eljpa'lpc}. Of
course, we also formally prove that such security is indeed
achieved by SKE; for all i € {1,2,3} in Section B.
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