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Abstract. We show that we can break SIDH in polynomial time, even with a random starting curve 𝐸0.

1. Introduction

We extend the recent attacks by [CD22; MM22] and prove that there exists a proven polynomial time attack on
SIDH, even with a random starting curve 𝐸0.

Theorem 1.1. We suppose that we are given the following input: we are given a secret 𝑁𝐵-isogeny over a finite field
𝜙𝐵 ∶ 𝐸0 → 𝐸𝐵 along with its images on (a basis of) the 𝑁𝐴-torsion points of 𝐸0, where 𝑁𝐴 and 𝑁𝐵 are smooth
coprime integers. Let 𝔽𝑞 be the smallest field such that 𝜙𝐵, and the points of 𝐸0[𝑁𝐴𝑁𝐵] are defined1. Then we can
recover 𝜙𝐵 in time 𝑂(ℓ8

𝐴 log 𝑞 + ℓ2
𝐵 log2 𝑞) operations where ℓ𝐴 is the largest prime divisor of 𝑁𝐴 and ℓ𝐵 the largest

of 𝑁𝐵.

2. Proof

We suppose here that𝑁𝐴 > 𝑁𝐵. Otherwise, in the context of SIDHwewould attack𝜙𝐴. Another solutionwould
be to guess the image of the 𝑒𝑁𝐴-torsion under 𝜙𝐵 for the smallest 𝑒 such that 𝑒𝑁𝐴 > 𝑁𝐵. Write 𝑁𝐴 = 𝑏𝑁𝐵 + 𝑎
for positive integers 𝑎, 𝑏 > 0. Since 𝑁𝐴 is prime to 𝑁𝐵, the gcds (𝑁𝐴, 𝑎) = (𝑁𝐴, 𝑏) = (𝑁𝐴, 𝑎, 𝑏) ≔ 𝑑, so we get a
relation 𝑁𝐴/𝑑 = (𝑏/𝑑)𝑁𝐵 + (𝑎/𝑑). Since we know the image of the 𝑁𝐴/𝑑 torsion, henceforth, we will assume
𝑑 = 1.

Let 𝛼 be an endomorphism on 𝐸4
0 given by a matrix 𝑀 ∈ 𝑀4(ℤ) such that 𝛼 is an 𝑎-isogeny, ie ̂𝛼𝛼 = 𝑎 Id

where ̂𝛼 is the dual of 𝛼 and is simply given by the transpose of 𝑀 (since integer multiplications are their own dual).
Explicitly we write 𝑎 = 𝑎2

1 + 𝑎2
2 + 𝑎2

3 + 𝑎2
4 and take 𝑀 the matrix of the multiplication of 𝑎1 + 𝑎2𝑖 + 𝑎3𝑗 + 𝑎4𝑘 in

the standard quaternion algebra. Likewise we let 𝛽 be an endomorphism of 𝐸4
𝐵 which is a 𝑏-isogeny.

Let 𝐹 = ( 𝛼 𝛽𝜙𝐵
− ̂𝛽 ̂𝜙𝐵 ̂𝛼 ), where ̂𝜙𝐵 is the dual isogeny 𝐸𝐵 → 𝐸0 of 𝜙𝐵. Since 𝑁𝐴 is prime to 𝑁𝐵, we know

how ̂𝜙𝐵 acts on 𝐸𝐵[𝑁𝐴]. Then the dual ̂𝐹 of 𝐹 is given by ̂𝐹 = ( ̂𝛼 −𝛽𝜙𝐵
̂𝛽 ̂𝜙𝐵 𝛼 ), and we compute ̂𝐹𝐹 = 𝐹 ̂𝐹 =

(𝑏𝑁𝐵 + 𝑎 0
0 𝑏𝑁𝐵 + 𝑎) = 𝑁𝐴 Id. Hence 𝐹 is an 𝑁𝐴-isogeny on 𝐸4

0 × 𝐸4
𝐵 and we can compute its action on the

𝑁𝐴-torsion. It is easy to compute its kernel: using pairings and discrete logarithms in 𝜇𝑁𝐴
(which is easy since 𝑁𝐴

is smooth: they cost 𝑂(√ℓ𝐴)) we reduce to linear algebra over ℤ/𝑁𝐴ℤ. The cost of this step will be dominated by
the following isogeny computation.

We can then compute 𝐹 using an isogeny algorithm in dimension 8. If ℓ is the largest prime divisor of 𝑁𝐴, the
complexity will be dominated by 𝑂(ℓ8) operations over 𝔽𝑞 using [LR22].

Given 𝐹, we recover 𝛽𝜙𝐵, hence 𝑏𝜙𝐵 on 𝐸0 (more precisely we recover its kernel via two evaluations of 𝐹 on a
basis of 𝐸0[𝑁𝐵] suitably embedded into 𝐸4

0 × 𝐸4
𝐵). If 𝑏 is prime to 𝑁𝐵 we directly recover 𝜙𝐵. Otherwise, we only

recover 𝑒𝜙𝐵 where 𝑒 = (𝑏, 𝑁𝐵) and we have to do a bit of backtracking to recover 𝑒
ℓ 𝜙𝐵 on 𝐸0 for ℓ a prime divisor

of 𝑒 and so on until we recover 𝜙𝐵. This involve working over an extension where the points of 𝐸0[ℓ𝑁𝐵] torsion
are defined.
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1We make no further assumptions on 𝐸0 and 𝐸𝐵: we do not require them to be supersingular. In the context of SIDH, 𝑘 will be the

base field 𝔽𝑝2.
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More precisely, since 𝐸0[𝑁𝐵] is defined over 𝔽𝑞 by assumption and ℓ ∣ 𝑁𝐵, this extension is of degree 𝑂(ℓ) (in
fact unless 𝐸0[𝑁𝐵] is already rational, 𝐸0[ℓ𝑁𝐵] is defined over an extension of degree exactly ℓ). We can compute
a basis of 𝐸0[ℓ𝑁𝐵] in time 𝑂(ℓ2 log2 𝑞) using [BCR11] (a summary is in [Rob21, §5.6.1]). This is assuming we
already know the zeta function of 𝐸0, otherwise we need to compute it in 𝑂(log4 𝑞) using the SEA algorithm. We
can evaluate 𝑒𝜙𝐵 on this basis, hence recover the kernel of 𝑒

ℓ 𝜙𝐵 ⊂ 𝐸0[𝑁𝐵
ℓ
𝑒].
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