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Abstract. We propose a countermeasure to the Castryck-Decru attack
on SIDH. The attack heavily relies on the images of torsion points. The
main input to our countermeasure consists in masking the torsion point
images in SIDH in a way they are not exploitable in the attack, but can
be used to complete the key exchange. This comes with a change in the
form the field characteristic and a considerable increase in the parameter
sizes.
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1 Introduction

SIDH [7/4] and SIKE [6] are two of the most important schemes in isogeny-
based Cryptography. Up to 2021, the main (passive) cryptanalysis results on
SIDH/SIKE were Petit’s torsion point attacks [I1] and their improvements [3].
About two weeks ago, Castryck and Decru [I] described a devastating attack on
SIDH that recovers the secret key in SIDH and SIKE, instantiated with the NIST
parameters, in few hours. There are various follow-up speedups [10] by other au-
thors that run in minutes or seconds. The attack exploits the availability of the
endomorphism ring of the starting curve Ey, the torsion point information and
the knowledge of the degree of the secret isogeny. Assuming that the endomor-
phism ring of the starting curve Ej is not provided, a concurrent work by Maino
and Martindale [8] uses similar ideas to show that the SIDH/SIKE parameters
still fall short respect to the various security levels they were suggested for. Few
days later, Damien Robert [I2] extended this same ideas to get a polynomial time
attack even when the endomorphism ring of the starting curve Ejy is unknown.

Contributions. In this note, we present a high level description of a counter-
measure to the Thomas-Decru attack (and extensions by Maino-Martindale and
Damien Robert). Our main input is to hide (up to some extend) the torsion point
images from a malicious adversary. To do so, we scale the torsion point images by
a random uniformly sampled integer. This does not affect the underlying SIDH
key exchange, but prevents adversaries from running the Castryck-Decru attack.

Related work. About a week ago, as a countermeasure to the Thomas-Decru
attack, Moriya [9] suggested Masked-degree SIDH. His main input is to use
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isogenies of non fixed degree, and scale the torsion point images so that the
degree can not be recovered with a Weil pairing computation. Our result is
entirely independent work. We sent a letter to the author to share our ideas
with him immediately (on Monday 08.08.2022) when we saw his preprint. The
two results are similar, but the main objectives are different: Moriya’s main
objectives is to hide the degree of the isogeny while our’s is to hide the torsion
point information. We are working together to have a unique preprint on the
topic, but we thought that making this note public before posting the merged
version of the ideas on eprint would help consolidate the fact that the ideas were
independently discovered by the authors.

2 Masking torsion point images

We refer to[2I8[12] for details about the Castryck-Decru attack and improve-
ments. The latest version of the attack requires two main ingredients:

1. the degree A of the secret supersingular isogeny ¢ : Ey — F;
2. the images ¢(P), ¢(Q) of a torsion basis (P, Q) of the B-torsion Ey[B] where
B is an integer coprime to A such that B > A.

Our aim is to instantiate SIDH such that the direct images ¢(P), ¢(Q) of
P and @ are not available to adversaries, but the key exchange still succeeds:
this means that when given a point R € Ey[B], one should be able to compute
a generator of the group ¢((R)).

Remark 1. Let ¢ : By — E be an isogeny of degree A. Let B be an integer
coprime to A, set Eo[B] = (P, Q). Then

ep(p(P),¢(Q)) = ep(P,Q)*

where eg (-, ) is the Weil pairing. Moreover, if B is smooth, then when given ¢(P)
and ¢(Q), one can recover A = deg ¢ by solving a discrete logarithm problem
between ep(¢p(P),d(Q)) and ep(P, Q). In the whole of this note, the isogeny
degrees and torsion point orders are always smooth.

To achieve our goal, we scale the images ¢(P), ¢(Q) of P and @ of P and @
by a random uniformly sampled integer a € Z/BZ*. That is instead of revealing
#(P), ¢(Q), one reveals [a]p(P), [a]o(Q). We claim that this suffices (modulo
some adjustments of the public parameters).

— The underlying SIDH key exchange succeeds: given R = [z]P + [y]Q, then
([)(a)o(P) + l([a)e(@) = ([alé(@]P + B1Q)) = (alo(R)) = (G(R))
because a € Z/BZ*. Hence Alice and Bob can push their kernels through
the other party’s isogeny successfully.

— To run the Castryck-Decru in this setting, one can either consider the isogeny
¢ or the isogeny ¢ = [a] o ¢ as the target isogeny in the attack. In the second
case, the degree of 1 is d = a?deg¢ = Aa’. Since a was sampled from
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7.)BZ*, then a ~ B, hence d ~ AB?. But then the Castryck-Decru attack is
not efficient because % ~ ﬁ = negl while the attack requires B > d. In the
first case, one can assume that condition B > A is satisfied. Then, to the best
of our knowledge, one needs to recover the exact images ¢(P), ¢(Q) of P and
Q from [a]¢(P) and [a]$(Q) before applying the attack. Pairing computation
and discrete logarithm computation in groups of smooth order can be used
to recover a®> mod B. For the scheme to be secure, one needs that from
the knowledge of > mod B, an adversary should not be able to recover a
mod B. For this, we set B to have at least A (A being the security parameter)
distinct prime factors such that an exhaustive search of the integer a in the
set of all possible square roots of a> mod B should cost O(2*). Note that if
the wrong square root ag is used, then when scaling [a]¢(P) and [a]é(Q) by
ag ", one gets [aay'|¢(P) and [aay ']¢(Q) with aay' # +1 mod b. For the
Castryck-Decru attack to be successful, there should exist an isogeny ¢’ :
Ey — E of degree A such that ¢/ (P) = [aag ']¢(P) and ¢'(Q) = [aagy ']#(Q).
But since A ~ B ~ ,/p, then this happens with negligible probability.

With respect to the previous discussion, we suggest the following variant of
SIDH, that we name M-SIDH: Masked torsion points SIDH).

Setup. Let A\ be the security parameter. Let p = ABf — 1 be a prime such that
A = Hj‘zl {; and B = H;\ZI q; are coprime integers, f;,q; are distinct small
primes, A ~ B ~ ,/p and f is a small cofactor. Let Ey be a supersingular curve
defined over Fp2. Set Eo[A] = (Pa,Q4) and Ey[B] = (Pp,Qp). The public pa-
rameters are Ey, p, A, B, Pa, Qa, Pp, QpB.

KeyGeneration. Alice samples uniformly at random two integer ¢ and « from
Z/BZ>* and Z/AZ respectively. She computes the cyclic isogeny ¢4 : By — E4 =
Eo/ (Pa + []Qa). Her public key is the tuple pk 4 = (Ea, [a]¢a(P5), [a]¢a(@5))
and her secret key is sk4 = «. The integer a is deleted. Analogously, Bob samples
uniformly at random two integer b and g from Z/AZ* and Z/BZ respectively.
His public key is pkg = (Eg, [b]¢p(Pa), [bl¢p(Q4)) Where ¢p : By — Ep =
Ey/ (Pp + [8]@p) and his secret key is skg = /3. The integer b is deleted.

KeyExchange. Upon receiving Bob’s public key (Ep, R4, S,), Alice checks that
ea(Ra,Sa) = ea(Pa, Q)Y for some U such that U/B = u? mod A (U/B
is a square), if not she aborts. She computes the isogeny ¢4 : Eg — Ega =
Ep/ (R4 + []S,). Her shared key is j(Ep 4). Similarly, upon receiving (E 4, Ry, Sp),
Bob checks that eg(Ry, Sy) = ep(Pg,Qp)Y for some V such that V/A = v?
mod B (V/A is a square), if not he aborts. He computes the isogeny ¢z : E4 —
Eap = EA/ <Rb + [B}Sb> His shared key is j(EAB)-

Parameters. For the 128 and 192 bits security levels, Table |1 presents the key
sizes: secret key, public key and compressed public key. The suggested primes



4 Tako Boris Fouotsa
for M-SIDH are

pros = 2% 1+ la56 - 59 — 1
and

Prog = 2% 01 l354- 102 — 1

respectively; where £; is the ith odd prime. Alice uses A = ¢1 - £3---¥€o5x_1 and
Bob uses B = fg - £y - ¥a).

A |p (in bits)| secret key | public key |compressed pk
128| 2,308 |~ 145 bytes|~ 1,734 bytes|~ 1,013 bytes
192 3,723 |~ 233 bytes|~ 2,796 bytes|~ 1,631 bytes

Table 1: Tentative parameters for 128 and 192 bits of security.

Remark 2. The countermeasure in this note was inspired by [5][§3.2, after lemma
1] where Petit’s torsion point attacks were being considered and we had the same
issue in finding the square root of the scalar a® when the image points had been
scaled by some integer a. We showed that when it comes to the Petit’s torsion
point attacks, the attacker does not need to know the exact value of the scalar
a. To the best of our knowledge, this does not seems to be the case for the
Castryck-Decru attack.

Remark 8. In the merged version of this work and [9] (that will be made public
in few weeks, including more details and a further analysis), the integers a and
b will not be sampled from Z/BZ* and Z/AZ*, but from ps(B) and ps(A)
respectively, where

po(N) ={z € Z/NZ*|2> =1 mod N}

is the set of square roots of unity modulo N. This would simplify the respec-
tive pairing checks in the key exchange to ea(Rq,S,) = ea(Pa,Qa)? and
es(Ry, Sy) = ep(Pp,Qp)* respectively. Which is exactly the check done in
SIDH. In fact, the pairing computation reveals no information about the scalar
used in the key generation.
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