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Abstract

In the current paper we investigate the possibility of designing secure blind sig-
nature scheme based on ElGamal signature equation. We define the generalized
construction and analyze its security. We consider two types of schemes with the pro-
posed construction, that cover all existing schemes. For schemes of the first type we
provide generic ROS-style attack that violates unforgeability in the parallel setting.
For schemes of the second type we prove that they do not provide either blindness,
or unforgeability. As the result, we prove that all known ElGamal blind signature
schemes are not secure. Moreover, these results show that the existence of secure El-
Gamal blind signature scheme is potentially possible only for small set of signature
equations and requires the non-standard way of generating the first component of
the signature.
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1 Introduction

Blind signature schemes are widely used in many applications that guar-
antee user anonymity, e.g. e-voting [8] and e-cash [4] systems. They allow the
Requester to obtain a signature for an arbitrary message after interacting
with the Signer in such a way that the Signer does not receive any informa-
tion about either the message or the signature value (blindness property) and
the Requester can compute only one single signature per interaction with the
Signer (unforgeability property).

FElGamal signature scheme [6] is one of the most well-studied and
widely-deployed signature schemes. Thus, development of blind signature
scheme based on it is a relevant task. And sure enough, there exists
a variety of blind signature schemes based on ElGamal signature equa-
tion [5, 10, 12, 13, 14, 17, 19, 20, 21, 24, 25|. However, the unforgeability
of these schemes was not formally proven under some relevant assumptions.



At the same time, no attacks on these schemes were proposed. So, their secu-
rity remains an open question. The only exception is the scheme introduced
in [24], which additionally uses homomorphic encryption and non-interactive
zero-knowledge proof (NIZK) for providing blindness. Its unforgeability was
proven in [16] in the so-called algebraic bijective random oracle model. How-
ever, this scheme is not nearly as interesting for us since it uses the additional
cryptographic mechanisms.

In the current paper we examine the possibility of constructing secure
blind signature scheme based only on ElGamal signature equation. We in-
troduce generalized ElGamal blind signature scheme called GenEG-BS. The
signing protocol in this scheme is fixed only on the Signer side, where the
ElGamal signature generation algorithm is performed for masked hash-value
e generated on the Requester side in an arbitrary way. GenEG-BS construc-
tion covers all existing blind signature schemes based on ElGamal equation
except for the scheme [24], in which the Signer side involves, in particular,
verifying the NIZK proof.

We study the security of the GenEG-BS schemes. It turned out that the
ROS attack [3], that breaks the security of blind Schnorr signature [18], can
be adapted to break several GenEG-BS schemes. We provide the generic ROS-
style attack on these schemes violating unforgeability in the parallel setting
and the necessary condition for its applicability. Further we consider the
schemes that are not vulnerable to the ROS-style attack. More specifically,
we study the particular case of these schemes for which the way of generating
the first component of the signature on the Requester side is fixed. We prove
that such schemes do not provide either unforgeability, or blindness. As the
consequence, we show that all existing GenEG-BS schemes [5, 10, 12, 13,
14, 17, 19, 20, 21, 25| are not secure. Moreover, we identify the form of
ElGamal signature equation that can potentially lie in the heart of the secure
GenEG-BS scheme. However, the construction of such scheme requires the
radically new method of generating the first component of the signature.

2 Basic notations and definitions

By {0,1}* we denote the set of all bit strings of finite length including
the empty string. If p is a prime number then the set Z, is a finite field with
characteristic p. We assume the canonic representation of the elements in 7Z,
as integers in the interval [0...p — 1]. Each non-zero element z in Z, has an
inverse 1/z. We define Z; as the set Z, without zero element.

We denote the group of points of elliptic curve over the field Z, as G, the
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order of the prime subgroup of G as ¢ and elliptic curve point of order ¢ as
P. We denote by H the hash function that maps binary strings to elements
from Z, and assume that all field operations are performed modulo g.

If the value s is chosen from a set .S uniformly at random, then we denote

s & 8. If the variable z gets the value val then we denote x <— wval. Similarly,
if the variable x gets the value of the variable y then we denote x + y. If
the variable x gets the result of an algorithm A we denote x < A.

The blind signature scheme is determined by three algorithms:

— (sk,pk) < KGen: a key generation algorithm that outputs a secret key
sk and a public key pk;

— (b,0) < (Signer(sk), Requester(pk, m)): an interactive signing protocol
that is run between a Signer with a secret key sk and a Requester
with a public key pk and a message m; the Signer outputs b = 1 if
the interaction completes successfully and b = 0 otherwise, while the
Requester outputs a signature o if it terminates correctly, and a fail
indicator L otherwise.

— b < Vf(pk,m,o): a (deterministic) verification algorithm that takes a
public key pk, a message m, and a signature o, and returns 1 if o is
valid on m under pk and 0 otherwise.

3 ElGamal blind signature scheme

Standard ElGamal signature scheme. The generalised ElGamal type sig-
nature scheme was introduced in [11] and further extended in [7]. A key
generation algorithm involves picking random d uniformly from Z; (secret
signing key) and defining Q = dP (public verifying key).

A signing algorithm for message m involves computing hash-value
e = H(m), picking random k uniformly from Z, and defining r value as
kP.x mod q. To ensure functionality and security, certain such values need
to be excluded. The s value is determined from the ElGamal signature equa-
tion. According to [11], ElGamal signature equation is defined as follows:

Ga(r,e,s) -d+ Gi(r,e,s) - k+ Gy(r,e,s) =0, (1)

where Gy, G, Gy are the functions Zg’ — Z, that are affine by z or 271

for all z € {r, e, s}. If there exists a unique s such that the equation (1) is
satisfied, then the signing algorithm returns (r, s) pair as the signature value,
otherwise it returns the fail indicator.



For example, GOST [26] signature equation refers to ElGamal signature
equations, where s is calculated as ke 4 dr, i.e. G4(r,e,s) = r,Gi(r, e, s) =
e, Go(r, e, s) = —s. In [11] all possible ElGamal signature equations are listed
(here the difference between +z and —z and the difference between z and
271 is neglected, where 2z € {r,e, s, k,d}):
ed=rk+s 7: red=k+s 13: (r+ed=k+s
ed =sk+r 8: d=rek+s u: d=(r+ek+s
rd =ek+s 9: sd=k+re 15: sd=k+ (r+e)
rd=sk+e 10: d=sk+re 16: d=sk+(r+e)
sd=rk+e 11: red=sk+1 17: (r+e)d=sk+1
sd=ek+r 12: sd=rek+1 18: sd=(r+ek+1

o> S O R

Figure 1: ElGamal signature equations

In the current paper we rely on this list and do not consider its complete-
ness.
The verify procedure for the message m and the signature (r, s) assumes
verifying the equality
r = R.x mod q,
1

where R = “Gilres) (Ga(r,e,s) - Q+ Gy(r,e,s) - P), e= H(m).

ElGamal blind signature scheme. We define the general ElGamal blind
signature scheme. A key generation algorithm is the same as in the standard
ElGamal signature scheme.

The signing protocol is defined at Figure 2. The value e is always gener-
ated on the Requester side and forwarded to the Signer. The Signer performs
ElGamal signature generating algorithm.

The verify procedure is the same as in the standard ElGamal signature
scheme. We denote all blind signature schemes of this type as GenEG-BS
schemes.

4 Security notions

Blind signature schemes should provide two security properties: unforge-
ability and blindness. In the current section we introduce the corresponding
security notions by defining the threat and the adversary capabilities in each
case. The formal definitions of these notions for two-round blind signature
schemes are introduced, for example, in [9].
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The signing protocol

Signer(d) Requester(Q, m)
&z
R <+ kP

r < R.x mod q
if 3's: Gy(r,e,s)-d+ Gi(r,e,s) - k+ Go(r,e,s) =0
find s

else : return 0

return 1 return (v, s')

Figure 2: GenEG-BS scheme: the signing protocol

Unforgeability. An adversary acts as a malicious Requester and is powered
to run the signing protocol with the Signer, scheduling and interleaving the
sessions in any arbitrary way. In particular, it can open many parallel sessions
with the Signer. It is assumed that the Signer behaves correctly (according
to the protocol).

An adversary’s task (threat), after interacting arbitrary many times with
the Signer and [ of these interactions were considered successful by the Signer,
is to produce more than [ valid (message, signature) pairs. The threat is
considered strong if all messages should be distinct and weak if all (message,
signature) pairs should be distinct.

In some cases the weak notion, in which the adversary is powered to open
only the sequential sessions with the Signer, is considered.

Blindness.  Informally, the blind signature scheme provides blindness if
there is no way to link a (message, signature) pair to the certain execution of
the signing protocol. In other words, the blindness is broken if the particular
protocol execution for some fixed message leads to fixing the signature value
in an unambiguous way or at least to significant narrowing the set of possible
signature values.



Here an adversary acts as a malicious Signer and is powered to run the
signing protocol with the Requester twice. It is assumed that the Requester
behaves correctly (according to the protocol). After two successful interac-
tions the Requester outputs two (message, signature) pairs simultaneously.
If at least one of the interactions failed, the Requester outputs fail indicator.

An adversary’s task (threat) is to link the transcription of the protocol to
the corresponding (message, signature) pair with success probability signif-
icantly greater than 1/2. The unlinkability can be either computational, in
which case we talk about computational blindness, or information-theoretical,
we then talk about perfect blindness.

5 Security of the GenEG-BS schemes

We study the possibility of constructing secure ElGamal blind signature
scheme GenEG-BS. Note that all existing GenEG-BS schemes were introduced
without formal unforgeability proof, the blindness proof is presented only for
some of them. Therefore, the security of these schemes remains an open
question.

Well in our research, we identified two types of GenEG-BS schemes. They
cover all existing schemes of such type [5, 10, 13, 14, 17, 19, 20, 21, 25]. We
show that schemes of both types are not secure and do not provide either
unforgeability, or blindness.

The starting point for distinguishing two types of the GenEG-BS schemes
was the study of the possibility of applying the ROS attack [3| to such
schemes. ROS (Random inhomogeneities in an Overdetermined, Solvable sys-
tem of linear equations) problem was introduced by Schnorr [18| and was
considered intractable for some time. However, later it was reduced to the
(I 4 1)-sum problem, for which Wagner’s [23] generalized birthday algorithm
(with sub-exponential complexity) can be used. Finally, polynomial-time at-
tack against ROS problem (ROS-attack) was proposed in 2020 in [3], that
implies polynomial-time attack against blind Schnorr signature scheme in
case an adversary is able to open [ > [log ¢] parallel sessions with the Signer.
In fact, not only the Schnorr scheme [15] was broken, but also the Okamoto-
Schnorr scheme [15] and the partially blind Abe scheme [1|. Therefore, the
question of the applicability of the attack to the GenEG-BS schemes is quite
natural.

First type. It turned out that the modification of the ROS attack is appli-
cable to a significant number of existing schemes [5, 12, 13, 14, 17, 19, 21, 25].
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We provide the necessary condition for its applicability as the restrictions on
the signature equation.

Condition 1: the signature equation can be represented in the following
way:
E+Yi(re) - Gi(d) + Ya(r, e, 5) - Gald) =0, )

where (G7 and (G functions are affine by d, Y; function significantly depends
on e value and Y5 function is linear fractional by s.

All GenEG-BS schemes with signature equation satisfying the Condition 1
will be called the schemes of Type I. For such schemes we construct generic
ROS-style attack, violating unforgeability, thereby proving the following the-
orem.

Theorem 1. If GenEG-BS scheme satisfies the Condition 1, then it does not
provide unforgeability when the number of parallel sessions | > [log q].

See Section 5.1 for attack description and discussion on Condition 1. Note
that these attack is applicable in the standard model in which the adversary
can open parallel sessions with the Signer. The security of such schemes
relative to the weak adversary that can open only sequential sessions is the
open question.

Second type. Consider ElGamal signature equations for which the Condi-
tion 1 is not satisfied. These are equations 2, 4, 10, 11, 16 at Figure 1, all of
them have the following form:

sk = Fi(r,e)d + Fy(r,e) (3)

or

s 'k = Fi(r,e)d + Fy(r,e), (4)

where Fy and F; functions are affine functions by z or 27! for all z € {r, e}.
Moreover, only one of the functions F; and F; significantly depends on r.

We obtain the result for the particular case of the GenEG-BS schemes
based on these equations, in which the ' component of the signature is
generated on the Requester side in the following way:

R + aR+ BQ +~P, ' <+ R .zmodyq, (5)

where each of the «, 3,y values (called blinding factors) are chosen uniformly
from Z; by the Requester or are equal to zero. We consider exactly uniform
distribution on the blinding factor values, since other distributions seem not
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to allow to reach perfect blindness. All existing schemes known to the authors
assume exactly this way of generation of the ' component (regardless of
the signature equation type). Thus, these results are important in terms of
practice.

Finally, we call GenEG-BS scheme a scheme of Type I1, if:

— the signature equation has the form (3) or (4);
— the 7’ component is generated according to (5).

The only known blind signature scheme of Type II is the scheme, intro-
duced in [10]. However, the attack, violating blindness, on this scheme was
presented in [2|. This attack leads us to consider the following condition.

Let (R,e,s) be the transcription of the signing protocol execution and
r = R.z mod q. Let (1, s’) be the signature value produced by the Requester
for some message m with hash-value ¢/ = H(m) after that execution.

Condition 2: for all possible key pairs (d, @) the equation Fi(r,e) -
Fy(r' €'y = Fi(r',€') - F5(r, e) holds with the overwhelming probability.

Here the probability space consists of all values representing random
choices made by the Signer and the Requester randomized algorithms.

It turned out that this condition provides the criteria to link the given
protocol transcription and the (message, signature) pair. We state the fol-
lowing theorem, see Section 5.2 for its proof.

Theorem 2. If GenEG-BS scheme of Type I satisfies the Condition 2, then
it does not provide blindness.

To the best of our knowledge, there exist no GenEG-BS schemes of Type
II, for which the Condition 2 is not satisfied. This observation allowed us
to prove the following theorem, justifying the impossibility of constructing a
secure blind signature scheme of this type.

Theorem 3. If there exists GenEG-BS scheme of Type 11 that does not satisfy
the Condition 2, then it does not provide unforgeability.

The main idea of the proof is to show that the existence of such scheme
leads either to the secret signing key recovering from the protocol transcrip-
tion and the signature value obtained after the protocol execution, or to the
ability to make valid signatures without secret key knowledge. See Section 5.3
for the full proof.

Summing up, we show that GenEG-BS schemes of Types I and II are
not secure. Which means that if the secure GenEG-BS scheme exists, then
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it is based on the equations (3) or (4) and assumes radically new way of
generating the r’ component, not according to (5).

5.1 ROS-style attack

According to the Condition 1, the signature equation can be represented
as

k+Yi(re) Gi(d) + Ya(r,e,s) - Ga(d) =0

where GG1 and G, functions are affine by d, Y7 function significantly depends
on e value and Y5 function is linear fractional by s.
Verify procedure for message m and signature (r, s) assumes verifying the
equality
r = R.x mod q,

where R = =Yj(r,e) - G1(d)P — Ys(r,e,s) - Go(d)P, e = H(m). Note that
G1(d)P and G(d)P can be computed since G, G functions are affine by d
and ) = dP is known.

The attack, presented below, allows an adversary to construct (I + 1)
valid (message, signature) pairs after [ > [log ¢| successful interactions with
the Signer. The adversary acts as follows:

1. Selects message m; € {0,1}* for which a signature will be forged, let
€ = H(ml)

2. Opens [ parallel sessions, querying the Signer, and receives correspond-
ing points Ry, ..., ;1.

3. Calculates r; = R;.x mod ¢,0 <7< [ — 1.

4. Selects m?,m} € {0,1}*,0 < ¢ < 1 — 1, such that rl, = Yi(r;,€?) #
Yi(ri, er) = rly, where €) = H(m?), el = H(m}).

2 2 2

5. Defines (pg, p1, - - -, p1) as the vector of coefﬁcients placed before x; in the

szxz +/)l
1=0

function f :Zé — Zg; f(xo, ..., 21-1) ZQZ —
zl 10

b,
Note that if x; = r}, then b, = 0, if x; = r}; then V] =

6. Defines Rl Zpl ng1 )

7. Defines r; = R;.x mod q.



-1
8. Defines by, ..., b1 from the following equation: Yi(r;, e;) = > 2'b;.
i=0

bi

9. Defines 1; =13, ,e; = e;',m; = mf, 0 < i <[ — 1; therefore, according

-1 -1
to step b, Yi(r,e) = > piri + pi = > piYi(ri, e:) + pr.
i=0 =

1=0
10. Sends ey, ..., e;_1 values to the Signer in the corresponding sessions;
11. Obtains responses sg, ..., S;_1 such that:

Ri + Yi(?"z', 62') : Gl(d)P + 1/2(7“2',62', Si) : GQ(d)P = 0, 0 < 1 < [—1.

12. Defines s; in such a way that the following equality is satisfied:

-1
Z pi}/Q(Ti) €i, Si) - )/2(777 €, Sl)-
1=0

According to the Condition 1, Y5 function is linear fractional by s. Thus,
the above equation can be represented as a;s; 4+ as = 0, where aq, as are
the fixed values from Z, that depend on d, ¢;, R;, edel 0<i<l—1,
values. If a; # 0, it is possible to efficiently find the s; value such that
the equation is satisfied. If a; = 0, the adversary returns to step 1. For
all ElGamal equations listed at Figure 1, for any fixed signing key d and
for any values e, e?,el,0 < i < [ — 1, selected by the adversary, the
condition a; = 0 holds with the negligible probability over the random
choice of R; values by the Signer algorithm.

13. Outputs {my, (;, s;) }.eo-

Indeed, for 0 < ¢ < [ — 1 signature (ry,s;) is valid for m; by attack
construction, see step 11. Consider the case ¢ = [. Summarize the equations
obtained at step 11 with the corresponding coefficients:

-1 -1 -1
ZPiRi + Zpiyl(ﬂ', e;) - Gi(d)P + ZP@YQ(W, e, s;) - Ga(d)P = 0.
i—0 i—0 i—0
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Subtract and add the term p;G1(d)P in the left part of the equation:

-1
sz — pG1(d)P + <Z piYi(ri,ei) + Pl) -G1(d) P+

N =0
ZRl :leglael)
-1
+ ZPiYZ(Tia ei, i) ‘Ga(d)P = 0.
\7::0 J/
:%(Xelysl)

According to the steps 6, 9, 12, this equation is equivalent to the following
equation:

Rl = _Yi(rlyel) : Gl(d)P - Yé(rlaela Sl) ) GQ(d)P

and R;.x mod ¢ = r; by construction at step 7. Hence, the signature (1, s;)
is valid for my.

The condition [ > [logq]| is needed to make possible the field element
binary representation (see step 8) of length [.

The attack works due to the ability of varying Y (r;, €;) values by message
changing on step 4. This, in turn, is possible because of the summand, that
does not depend on s value, in the equation (2). That explains the form of
the Condition 1.

5.2 Attack on blindness

Consider GenEG-BS schemes of Type 2. Remind that for such schemes
the Condition 2 is satisfied, i.e. the equation

Fi(r,e) - Fy(r' ) = Fi(r',€) - Fy(r,e) (6)

holds with the overwhelming probability.

We claim that such schemes do not provide blindness. Namely, we show
that for fixed protocol transcription and message there exists only the small
set of valid signature values that could be produced during the given protocol
execution. Indeed, if the protocol transcription (R, e, s) and message m are
fixed, then the r = R.z mod ¢ and ¢’ = H(m) values are also fixed. The
equation (6) is affine by " since Fi(r',¢’) and Fy(r’, ') functions are affine
by 7’ and only one of them significantly depends on r’. Thus, 7’ component of
the signature is defined unambiguously from equation (6). Note that «, 3,
are equal to zero or chosen uniformly at random from Z,. The probability
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to choose a, 3, during several protocol executions such that («R + 5Q +
vP).x mod ¢ = 1" is negligible. Therefore, with overwhelming probability
there exists the unique signature that could be produced for message m
during the given protocol transcription.

5.3 Unforgeability attack

Suppose, that there exists GenEG-BS scheme of Type II, for which the
Condition 2 does not hold. It means that there exists an algorithm User,
that works on the Requester side as follows. For arbitrary public key pk, out-
puted by key generation algorithm, arbitrary message m, point R and «, 3,
values, generated according to the distributions specified by the scheme, it
outputs some value e. Then, after receiving the s value, generated according
to (3) or (4), algorithm User outputs a valid signature (17, s") for message m
with the overwhelming probability. Here the probability space consists of all
values representing random choices made by the User randomized algorithm.
Otherwise, it returns the fail indicator.

We construct an adversary A for such GenEG-BS scheme that violates
unforgeability and uses algorithm User. It can interact with the Signer in the
way described in Section 4. The adversary A knows the public key @) and
acts as follows:

1. Selects message m and computes ¢ = H(m).

2. Selects a, 3,7 values uniformly from Z; or defines them equal to zero
(depending on the User algorithm).

3. Opens the session, querying the Signer, and receives point R as the
response, computes r = R.x mod q.

4. Computes ' = (aR + Q) + vP).x mod q.

5. Runs algorithm User, giving it public key @), point R, message m and
a, 3,y values.

6. Receives e value from the User.
7. lf vFi(r,e) — BFy(r,e) = 0, goes to the next step.
If vFi(r,e) — BF5(r,e) # 0, computes
s* = (YEi(r,e) — BEy(r,e)) N (Fi(r,e)Fy(r', €) — Fy(r,e)Fi(r, €))

and checks if the signature is wvalid, computing b =
GenEG-BS.Vf(Q,m, (r',s*)). If b = 1, the adversary A outputs
(m, (r',s*)) pair as the forgery and stops.
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8. Sends e value to the Signer and forwards the obtained s value to the
User.

9. Receives the signature (r’,s") from the User. This signature must be
valid for message m under public key ), thus s’ # s*. If User outputs
the fail indicator, the adversary A stops its work with the fail indicator.

10. If the equation (6) is not fulfilled, computes secret signing key d using
the Algorithm 1 described below. After that, it computes valid signature
(r], s}) for arbitrary message m; # m, using the knowledge of d, and
outputs two pairs (m, (1, s")) and (my, (r], s})). If the equation (6) holds
true, the adversary A stops its work with the fail indicator.

This attack is shown schematically in the Figure 3.

Zo

R select m,a, B,y
E—
Q.R.m,a.p,y
e
compute r',s” D E—
if (r',s” isvalid:
return m,(r',s”
e else:
P
o S
—_—
Sl
>
compute d

return (m,(r', s")), (my, (r1, 51))

Figure 3: Attack on the GenEG-BS scheme of Type II

If the adversary A finishes the work on step 7, it completes successfully 0
interactions with the Signer and outputs 1 forgery. Otherwise, the adversary
A makes 1 successful interaction with the Signer and outputs 2 forgeries,
if User outputs a valid signature and the equation (6) holds true. Accord-
ing to the assumptions of Theorem 3, the probability of Condition 2 (and,
thus, equation (6)) fulfillment and returning the fail indicator by User is neg-
ligible. Thus, the adversary A violates unforgeability with the overhelming
probability.

Algorithm 1. We consider the case when GenEG-BS scheme of Type II is
based on the equation (3), the case of the equation (4) is proved analogously.
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Having a valid signature (r/,s’) for message m with hash-value ¢ and
protocol transcription (R, e, s), the adversary A can construct the following
system of linear equations with respect to unknown £ and d:

{ sk = Fi(r,e)d + Fy(r,e),

s'(ak + Bd +7) = Fi(r',e')d + Fy(r',€'), (7)

where » = R.x mod ¢. The first equation follows from the procedure of s
value computation according to the equation (3). The second equation follows
from the fact, that ' = R'.z mod ¢ = (aR + SQ + 7P).x mod ¢ and the
signature (1, s") is valid, i.e. S'R' = Fy(1',¢")Q + Fy(r', €') P.

Due to the construction of the scheme the system (7) must have a solution
relative to k and d. According to the Kronecker-Capelli theorem [22], a system
has a solution iff the rank of its coefficient matrix A is equal to the rank of
its augmented matrix A’. We write out these matrices for system (7):

B s —Fi(r,e)
A_( s’ S’B—Fl(r’,e’)>’

s ( s —Fi(r,e) Fy(r,e) )
sa §'8—Fi(r'e) Fyr'e)—svy)"
Further we show that rank(A) = rank(A’) = 2. Then the solution of the
system is unique, and A finds secret key d by solving the system.

Suppose the opposite. Let rank(A) = rank(A’) < 1. Then any two
columns of matrix A’, in particular, second and third columns, are linearly
dependent. This means that the determinant of the square submatrix formed
by these columns is equal to zero. We write out this condition:

—Fi(r,e) Fy(r,e) B
S8 —Fi(r' ) Fyr' e)— sy
= Fi(r,e)(s'y — Fy(r', ) — ('8 — Fi(r', e))Fy(r,e) =
= s (vFi(r,e) — BFy(r,e)) — (Fi(r,e)Fy(r', ') — Fy(r,e)Fi(r',€')).
Since the equation (6) is not fulfilled, Fy(r, e)Fy(r', €)= Fo(r,e) Fi(r', €') # 0.
Then if vFi(r,e) — BF3(r,e) = 0, the determinant can not be equal to zero

and we come to the contradiction, from where rank(A) = rank(A’) = 2. Let
vFy(r,e) — BFy(r,e) # 0, then we have the following condition on s':

s' = (VFi(r,e) — BFy(r,e)) " H(Fi(r,e)Fo(r,€) — Fy(r,e)Fi(r', €))) = s*.

0=

However, s’ # s* according to the adversary A construction (see step 9), so
we come to the contradiction and rank(A) = rank(A’) = 2.
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6 Conclusion

The obtained results show that the development of secure ElGamal blind
signature scheme is non-trivial task. There exist no such schemes to date.
If such a scheme potentially exists, then either its Signer side differs from
the one defined in the GenEG-BS scheme, or the method of generating the
first component of the signature on the Requester side is entirely new and
signature equation necessarily has the form (3) or (4).

Therefore, the direction for further research is the analysis of more gen-
eral blind signature constructions based on ElGamal signature equations and
providing either the attacks on them, or their formal security proof.
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