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Abstract. Impossible differential (ID), zero-correlation (ZC), and in-
tegral attacks are a family of important attacks on block ciphers. For
example, the impossible differential attack was the first cryptanalytic
attack on 7 rounds of AES. Evaluating the security of block ciphers
against these attacks is very important but also challenging: Finding
these attacks usually implies a combinatorial optimization problem in-
volving many parameters and constraints that is very hard to solve using
manual approaches. Automated solvers, such as Constraint Program-
ming (CP) solvers, can help the cryptanalyst to find suitable attacks.
However, previous CP-based methods focus on finding only the ID, ZC,
and integral distinguishers, often only in a limited search space. Notably,
none can be extended to a unified optimization problem for finding full
attacks, including efficient key-recovery steps.

In this paper, we present a new CP-based method to search for ID, ZC,
and integral distinguishers and extend it to a unified constraint optimiza-
tion problem for finding full ID, ZC, and integral attacks. To show the
effectiveness and usefulness of our method, we applied it to several block
ciphers, including SKINNY, CRAFT, SKINNYe-v2, and SKINNYee. For the
ISO standard block cipher SKINNY, we significantly improve all existing
1D, ZC, and integral attacks. In particular, we improve the integral at-
tacks on SKINNY-n-3n and SKINNY-n-2n by 3 and 2 rounds, respectively,
obtaining the best cryptanalytic results on these variants in the single-
key setting. We improve the ZC attack on SKINNY-n-n (SKINNY-n-2n)
by 2 (resp. 1) rounds. We also improve the ID attacks on all variants
of SKINNY. Particularly, we improve the time complexity of the best
previous single-tweakey (related-tweakey) ID attack on SKINNY-128-256
(resp. SKINNY-128-384) by a factor of 22257 (resp. 2'%39). On CRAFT,
we propose a 21-round (20-round) ID (resp. ZC) attack, which improves
the best previous single-tweakey attack by 2 (resp. 1) rounds. Using our
new model, we also provide several practical integral distinguishers for
reduced-round SKINNY, CRAFT, and Deoxys-BC. Our method is generic
and applicable to other strongly aligned block ciphers.
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Integral attacks - SKINNY - SKINNYe - CRAFT - SKINNYee - Deoxys-BC



1 Introduction

The impossible differential (ID) attack, independently introduced by Biham et
al. [5] and Knudsen [24], is one of the most important attacks on block ciphers.
For example, the ID attack is the first attack breaking 7 rounds of AES-128 [28].
The ID attack exploits an impossible differential in a block cipher, which usually
originates from slow diffusion, to retrieve the master key. The zero-correlation
(ZC) attack, first introduced by Bogdanov and Rijmen [8], is the dual method of
the ID attack in the context of linear analysis, which exploits an unbiased linear
approximation to retrieve the master key.

The integral attack is another important attack on block ciphers which was
first introduced as a theoretical generalization of differential analysis by Lai
[25] and as a practical attack by Daemen et al. [13]. The core idea of integral
attacks is finding a set of inputs such that the sum of the resulting outputs
is key-independent in some positions. At ASTACRYPT 2012, Bogdanov et al.
established a link between the (multidimensional) ZC approximation and integral
distinguishers [7]. Sun et al. at CRYPTO 2015 [41] developed further the links
among the ID, ZC, and integral attacks. Thanks to this link, we can use search
techniques for ZC distinguishers to find integral distinguishers. Ankele et al.
studied the influence of the tweakey schedule in ZC analysis of tweakable block
ciphers at ToSC 2019 [1] and showed that taking the tweakey schedule into
account can result in a longer ZC distinguisher.

The search for ID, ZC, and integral attacks on a block cipher contains two
main phases: finding a distinguisher and mounting a key recovery based on the
discovered distinguisher. One of the main techniques to find ID and ZC dis-
tinguishers is the miss-in-the-middle technique [5,7]. The idea is to find two
differences (linear masks) that propagate halfway through the cipher forward
and backward with certainty but contradict each other in the middle. However,
applying this technique requires tracing the propagation of differences (resp. lin-
ear masks) at the word- or bit-level of block ciphers, which is a time-consuming
and potentially error-prone process using a manual approach. When it comes to
the key recovery, we should extend the distinguisher at both sides and trace the
propagation of more cryptographic properties taking many critical parameters
into account. In general, finding an optimum complete ID, ZC, or integral attack
usually implies a combinatorial optimization problem which is very hard to solve
using a manual approach, especially when the block size is large and there are
many possible solutions. Therefore, developing automatic tools is important to
evaluate the security of block ciphers against these attacks, mainly, in designing
and analyzing lightweight cryptographic primitives, where a higher precision in
security analysis lets us minimize security margins.

One approach to solving the optimization problems stemming from cryptana-
lytic attacks is developing dedicated algorithms. For instance, in CRYPTO 2016,
Derbez and Fouque proposed a dedicated algorithm [14] to find DS-MITM and
ID attacks. However, developing and implementing efficient algorithms is diffi-
cult and implies a hard programming task. In addition, other researchers may



want to adapt these algorithms to other problems with some common features
and some differences. This may, again, be very difficult and time-consuming.

Another approach is converting the cryptanalytic problem into a constraint
satisfaction problem (CSP) or a constraint optimization problem (COP) and
then solving it with off-the-shelf constraint programming (CP) solvers. Recently,
many CP-based approaches have been introduced to solve challenging symmet-
ric cryptanalysis problems, which outperform the previous manual or dedicated
methods in terms of accuracy and efficiency [20, 30, 37,39,46]. For example, at
EUROCRYPT 2017, Sasaki and Todo proposed a new automatic tool based on
mixed integer linear programming (MILP) solvers to find ID distinguishers [37].
Cui et al. proposed a similar approach to find ID and ZC distinguishers [12].
Sun et al. recently proposed a new CP-based method to search for ID and ZC
distinguishers at ToSC 2020 [42].

Although the automatic methods to search for ID, ZC, and integral attacks
had significant advances over the past years, they still have some basic limita-
tions:

— The CP models for finding ID/ZC distinguishers proposed in [12,37,43] rely
on the unsatisfiability of the models where the input/output difference/mask
is fixed. This is also the case in all existing CP models to search for integral
distinguishers based on division property [15,44] or monomial prediction
[19,22]. However, finding an optimal key recovery attack is an optimization
problem, which is based on satisfiability. Hence, the previous CP models for
finding the ID, ZC, and integral distinguishers can not be extended to a
unified optimization model for finding a complete attack. The previous CP
models for finding ID, ZC, and integral distinguishers also require checking
each input/output property individually. As a result, it is computationally
hard to find all possible distinguishers when the block size is large enough.

— The CP model proposed in [42] employs the miss-in-the-middle technique
to find ID/ZC distinguishers. This approach does not fix the input/output
differences/masks. However, the compatibility between the two parts of the
distinguisher is checked outside of the CP model by iterating over a loop
where the activeness pattern of a state cell at the meeting point should be
fixed in each iteration.

— All previous CP models regarding ID, ZC, and integral attacks only focus
on finding the longest distinguishers. However, many other important fac-
tors affect the final complexity of these attacks, which we can not take into
account by only modeling the distinguisher part. For example, the position
and the number of active cells in the input/output of the distinguisher, the
number of filters in verifying the desired properties at the input/output of
distinguishers, and the number of involved key bits in the key recovery are
only a few critical parameters that affect the final complexity of the attack
but can be considered only by modeling the key recovery part. We show
that the best attack does not necessarily require the longest distinguisher.
Hence, it is important to unify the key recovery and distinguishing phases
for finding better ID, ZC, and integral attacks.



— The tool introduced by Derbez and Fouque [14] is the only tool to find full ID
attacks. However, this tool is based on a dedicated algorithm implemented in
C/C++ and is not as generic as the CP-based methods. In addition, this tool
can not take all critical parameters of ID attacks into account to minimize
the final complexity. As other limitations, this tool can not find related-
(twea)key ID attacks and is not applicable for ZC and integral attacks.

— None of the previous automatic tools takes the relationship between ZC and
integral attacks into account to find ZC distinguishers suitable for integral
key recovery. Particularly, there is no automatic tool to take the meet-in-
the-middle technique into account for ZC-based integral attacks.

Our contributions. We propose a new generic, CP-based, and easy-to-use au-
tomatic method to find full ID, ZC, and integral attacks, addressing the above
limitations. Unlike all previous CP models for these distinguishers, which are
based on unsatisfiability, our CP model relies on satisfiability for finding dis-
tinguishers. This way, each solution of our CP models corresponds to an ID,
ZC, or integral distinguisher. This key feature enables us to extend our distin-
guisher models to a unified model for finding an optimal key-recovery attack.
Furthermore, our unified CP model takes advantage of key-bridging and meet-
in-the-middle techniques. To show the usefulness of our method, we apply it to
SKINNY [3], CRAFT [4], SKINNYe-v2 [31], and SKINNYee [32] and significantly
improve the ZC, ID, and integral attacks on these ciphers. Table 1 summarizes
our results.

— We improve the integral attacks on SKINNY-n-2n and SKINNY-n-3n by 2
and 3 rounds, respectively. To the best of our knowledge, our integral attacks
are the best single-key attacks on these variants of SKINNY.

— We improve the ZC attacks on SKINNY-n-n (SKINNY-n-2n) by 2 (resp. 1)
rounds. We also propose the first 21-round ZC attack on SKINNY-n-3n. Our
ZC attacks are the best attacks on SKINNY in a known-plaintext setting.

— On CRAFT, we provide a 21-round (20-round) single-tweakey ID (resp. ZC)
attack that is 2 (resp. 1) rounds longer than the best previous single-tweakey
attack proposed on this cipher at ASTACRYPT 2022 [40].

— We improve all previous single-tweakey ID attacks on all variants of SKINNY.
We reduce the time complexity of the ID attack on SKINNY-128-256 by
a factor of 22257, Qur ID attacks are the best single-tweakey attacks on
SKINNY-128-128, and all variants of SKINNY-64. We also improved the
related-tweakey ID attack on SKINNY-n-3n.

— We provide the first third-party analysis of SKINNYee by proposing 26-round
integral and 27-round ID attacks.

— We propose several practical integral distinguishers for reduced round of
Deoxys-BC, SKINNY, CRAFT, and SKINNYe-v2/ee (see Table 3).

— Our tool identified several flaws in previous cryptanalytic results on SKINNY
(see Table 2). Our tool is efficient and can find all reported results in a
few seconds when running on a regular laptop. Its source code is publicly
available at the following link: https://github. com/hadipourh/zero


https://github.com/hadipourh/zero

Table 1: Summary of our cryptanalytic results. ID/ZC/Int = impossible dif-
ferential, zero-correlation, integral. STK/RTK = single/related-tweakey. SK =
single-key with given keysize, CP/KP = chosen/known plaintext, CT = chosen
tweak. T: attack has minor issues.

Cipher #R  Time Data Mem. Attack Setting / Model Ref.
9] 98583 96263 949 7.C STK / KP G.3
91 918050 962 9170 D STK / CP [47]
9] 917442 96243 9168 D STK / CP F.3

SKINNY-64-192 23" 2!55:60 97820 9138 ¢ T 180,SK / CP,CT [1]
26 27 261 2172 Int 180,SK / CP,CT H.2

o7 189 963.53 o184 D RTK / CP (27]
97 9183.26  963.64 o172 D RTK / CP F4
91 937282 ol22.81 598 7.C STK / KP G.3
9] ©9353.60 o123 9341 1D STK / CP [47]
9] 9347.35 9122.80 9336 D STK / CP F.3
SKINNY-128-384 06 9344 9121 9340 Int 360,SK / CP,CT H.2
97 9378 9126.03 9368 D RTK / CP [27]
97 9362.61 9124.99 o344 D RTK / CP F.4
18 2126 90265 984 g0 STK / KP  [36]
19 2l19.12 96289 949 7C STK / KP G.2
19 911980 962 ol10 STK / CP [47]
SKINNY-64-128 19 911034 560.86 o104 D STK / CP F.2

207 29750 96840 982 pe T 120,SK / CP,CT [1]
22 20 257:58 9108 ng 120,SK / CP,CT H.1

19 224007 912290 998 ZC STK / KP G.2
19 224180 gl23 9221 D STK / CP [47]
SKINNY—128_256 19 2219.23 2117.86 2208 D STK / CP F.2
22 %6 Ql13:58 9216 py 240,SK / CP,CT H.1
14 252 20258 964 7C STK / KP [36]
16 20271 9635 93780 7 STK / KP G.1
SKINNY-64-64 17 26180 95950 949.60 py STK / CP [47]
17 25 25879 940 D STK / CP F.1
16 2122479 2122.30 274.80 7.C STK / KP G1
SKINNY-128-128 17  2'20-80 9l8:50 997.50 p STK / CP [47]
17 211651 oll6.37 980 D STK / CP F.1
CRAFT 20 212043 96289 9d9 7C STK / KP K.2
21 210653 96099 Hl00 STK / CP K.3
SKINNYee 26 213 266 2108 Int SK / CP,CT 1.3
27 21204 96279 Hl08 p RTK / CP 1.2
SKINN Ye-v2 30 223 205 2228 Int 240,SK / CP,CT H.3




Outline. We recall the background on ID and ZC attacks and review the link
between ZC and integral attacks in Section 2. In Section 3, we show how to
convert the problem of searching for ID and ZC distinguishers to a CSP problem.
In Section 4, we show how to extend our distinguisher models to create a unified
model for finding optimum ID attacks. We discuss the extension of our models
for ZC and integral attacks in Section 5, and finally conclude in Section 6.

Table 2: Attacks with a serious flaw (invalid attacks).

Cipher Attack  #R Setting / Model  Ref. Flaw
SKINNY-n-n  ID 18 STK / CP [45]  Section 4.2
D 20  STK /CP [45] Section 4.2
SKINNY-n-2n g 92 SK / CP, CT [48] Section 3
1D 22 STK / CP [45] Section 4.2
SKINNY-n-3n i 26 SK / CP, CT [48] Section 3

T [48] was published after publishing the first version of our paper.

2 Background

Here, we recall the basics of ID and ZC attacks and briefly review the link
between the ZC and integral attacks. We also introduce the notations we use in
the rest of this paper. We refer to the appendix for the specification of SKINNY
and SKINNYe (Section C), CRAFT (Section K.1), and SKINNYee (Section I.1).

2.1 Impossible Differential Attack

The impossible differential attack was independently introduced by Biham et
al. [5] and Knudsen [24]. The core idea of an impossible differential attack is ex-
ploiting an impossible differential in a cipher to retrieve the key by discarding all
key candidates leading to such an impossible differential. The first requirement
of the ID attack is an ID distinguisher, i.e., an input difference that can never
propagate to a particular output difference. Then, we extend the ID distinguisher
by some rounds backward and forward. A candidate for the key that partially
encrypts/decrypts a given pair to the impossible differential is certainly not
valid. The goal is to discard as many wrong keys as possible. Lastly, we uniquely
retrieve the key by exhaustively searching the remaining candidates.

We recall the complexity analysis of the ID attack based on [10,11]. Let E
be a block cipher with n-bit block size and k-bit key. As illustrated in Figure 1,
assume that there is an impossible differential A, - A, for r, rounds of F
denoted by Ep. Suppose that Ay (A,) propagates backward (resp. forward)
with probability 1 through E; ! (resp. Er) to Ay (Ag), and |Ag| (|Ag|) denotes
the dimension of vector space Ap (resp. Ay). Let ¢y (¢p) be the number of



bit-conditions that should be satisfied for Ay — Ay (resp. A, «+ Ay), ie.,
Pr(Ag — Ay) = 27 (resp. Pr (A, + Ap) = 27%). Moreover, assume that kj
(kr) denotes the key information, typically subkey bits, involved in Eg (resp.
Eyr). With these assumptions we can divide the ID attacks into three steps:

— Step 1: Pair Generation. Given access to the encryption oracle (and possibly
the decryption oracle), we generate N pairs (z,y) € {0,1}?" such that 2@y €
Ag and E(z)®E(y) € Ap and store them. This is a limited birthday problem,
and according to [11] the complexity of this step is:

Ty = max{ min { N2"+1—\A|} ’N2"+1—|AHI—AP} (1)

Ae{Ay, A}

— Step 2: Guess-and-Filter. The goal of this step is to discard all subkeys in
kg U kp which are invalidated by at least one of the generated pairs. Rather
than guessing all subkeys ks U kr at once and testing them with all pairs,
we can optimize this step by using the early abort technique [29]: We divide
ks U kp into smaller subsets, typically the round keys, and guess them step
by step. At each step, we reduce the remaining pairs by checking if they
satisfy the conditions of the truncated differential trail through Fy and Ef.
The minimum number of partial encryptions/decryptions in this step is [10]:

N
Ty + Ty = N + 2lkaUksl T (2)

— Step 3: Exhaustive Search. The probability that a wrong key survives through
the guess-and-filter step is P = (1 — 2’(CB+°F))N. Therefore, the number of
candidates after performing the guess-and-filter is P - 2/%»Y%+| on average. On
the other hand, the guess-and-filter step does not involve k — |kg U kp| bits
of key information. As a result, to uniquely determine the key, we should
exhaustively search a space of size Ty = 28~ ksUkel . p . olksUke| — 9k . p.

Ay

Ir“ rounds kn. Cn truncated differential from Ay to set Ay
VB 3

rp rounds impossible differential distinguisher A, 4 A,

truncated differential from A, to set Ap

Ap

Fig. 1: Main parameters of the ID attack using an r-round impossible differential
distinguisher Ay 4 A.. The distinguisher is extended with truncated differential
propagation to sets Ay, — Ay over ry rounds backwards and A; — Ay over 1y
rounds forward. The inverse differentials Az — Ay and Ar — A, involve kg, ki
key bits and have weight cg, ¢y, respectively.



Then, the total time complexity of the ID attack is:
Tiot = (To + (T1 + T2) Crr + T3) CE, (3)

where Cg denotes the cost of one full encryption, and Cgs represents the ratio
of the cost for one partial encryption to the full encryption.

To keep the data complexity less than the full codebook, we require T < 2™.
In addition, to retrieve at least one bit of key information in the guess-and-filter
step, P < % should hold. Note that Equation 2 is the average time complexity
of the guess-and-filter step; for each ID attack, we must evaluate its complexity
accurately to ensure we meet this bound in practice. To see the complexity
analysis of the ID attack in the related-(twea)key setting, refer to Appendix A.

2.2 Multidimensional Zero-Correlation Attack

Zero-correlation attacks, firstly introduced by Bogdanov and Rijmen [8], are
the dual of the ID attack in the context of linear analysis and exploit a linear
approximation with zero correlation. The major limitation of the basic ZC at-
tack is its enormous data complexity, equal to the full codebook. To reduce the
data complexity of the ZC attack, Bogdanov and Wang proposed the multiple
ZC attack at FSE 2012 [9], which utilizes multiple ZC linear approximations.
However, the multiple ZC attack relies on the assumption that all involved ZC
approximations are independent, which limits its applications. To overcome this
assumption, Bogdanov et al. introduced the multidimensional ZC attack at ASI-
ACRYPT 2012 [7]. We briefly recall the basics of a multidimensional ZC attack.

Let E}, represents the reduced-round block cipher E with a block size of
n bits. Assume that the correlation of m independent linear approximations
(us, ) + (w;, Ep(x)) and all their nonzero linear combinations are zero, where
u, w;,x € Fg, for ¢ = 0,...,m — 1. We denote by [ = 2™ the number of ZC
linear approximations. In addition, assume we are given N input/output pairs
(z,y = Ep(x)). Then, we can construct a function from F% to F5* which maps «
to z(x) = (z0,- .., Zm—1), where z; := (u;, z)+(w;, Ep(x)) for all i. The idea of the
multidimensional ZC distinguisher is that the output of this function follows the
multivariate hypergeometric distribution, whereas the m-tuples of bits drawn at
random from a uniform distribution on F5* follow a multinomial distribution [7].
For sufficiently large N, we distinguish E}, from a random permutation as follows.

We initialize 2™ counters V[z] to zero, z € F3*. Then, for each of the N pairs
(x,y), we compute z; = (u;, ) + (w;,y) for all i = 0,...,2™ — 1, and increment
V[z] where z = (2, ..., 2m—1). Finally, we compute the following statistic:

r- N2" (VI 1)’
Cl-2m & AN 2m )

(4)

For the pairs (z,y) derived from Ej, i.e., y = Ep(x), the statistic T' follows a
x2-distribution with mean pg = (I — 1)% and variance o = 2(1 —1)( 22n:]¥ )2

However, it follows a x2-distribution with mean p; = (I — 1) and variance o7 =




2(l — 1) for a random permutation [7]. By defining a decision threshold 7 =
to + 00Z1—a = M1 — 01Z1—g, the output of test is ‘cipher’, i.e., the pairs are
derived from Ey, if T' < 7. Otherwise, the output of the test is ‘random’.

This test may wrongfully classify F;, as a random permutation (type-I error)
or may wrongfully accept a random permutation as E;, (type-II error). Let the
probability of the type-I and type-II errors be « and . Then, the number of
required pairs N to successfully distinguish F), from a random permutation is [7]:

_ Qn(Zl_a —+ Zl—ﬂ)
VI2—2Z 5

where Z1_,, and Z;_g are respective quantiles of the standard normal distribu-
tion. Thus, the data complexity of the multidimensional ZC attack depends on
the number of ZC approximations, [ = 2", and the error probabilities o and .
To mount a key recovery based on a multidimensional ZC distinguisher for
Ey, we extend Ep, by a few rounds at both ends, £ = Ey o E, o Ey. Given NV
plaintext/ciphertext pairs (p,c = E(p)), we can recover the key in two steps:

()

— Step 1: Guess-and-filter. We guess the value of involved key bits in Ej (Ey)
and partially encrypt (decrypt) the plaintexts (ciphertexts) to derive N pairs
(x,y) for the input x = Ey(p) and output y = E1(c) of Ey,. Assuming that
wrong keys yield pairs (z,y) randomly chosen from F3", we use the statistic
T to discard all keys for which T' < 7.

— Step 2: Exhaustive Search. Finally, we exhaustively search the remaining key
candidates to find the correct key.

The time complexity of the guess-and-filter step depends on the number of
pairs N and the size of involved key bits in Ey and Fp. Given that typically a
subset of internal variables is involved in the partial encryptions/decryptions,
we can take advantage of the partial sum technique [16] to reduce the time
complexity of the guess-and-filter step. Moreover, by adjusting the value of «
and (3, we can make a trade-off between the time and data complexities as a and
[ affect the data, and S influences the time complexity of the exhaustive search.

2.3 Relation Between the Zero-Correlation and Integral Attacks

Bogdanov et al. [7] showed that an integral distinguisher® always implies a ZC
distinguisher, but its converse is true only if the input and output linear masks
of the ZC distinguisher are independent. Later, Sun et al. [41] proposed the
following theorem that the conditions for deriving an integral distinguisher from
a ZC linear hull in [7] can be removed.

Theorem 1 (Sun et al. [41]). Let F' : F} — F3 be a vectorial Boolean func-
tion. Assume A is a subspace of Fy and § € Fy \ {0} such that (o, B) is a ZC
approzimation for any o € A. Then, for any A € Fy, (B, F(x + X)) is balanced
over the set

At ={z €Ty |VYacA: (az)=0}

3 Under the definition that integral property is a balanced vectorial Boolean function
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Fig.2: The STK construction of the TWEAKEY framework.

According to Theorem 1, the data complexity of the resulting integral distin-
guisher is 2"~ where n is the block size and m is the dimension of the linear
space spanned by the input linear masks in the corresponding ZC linear hull.

At ToSC 2019, Ankele et al. [1] considered the effect of the tweakey on ZC
distinguishers of tweakable block ciphers (TBCs). They showed that taking the
tweakey schedule into account can lead to a longer ZC distinguisher and thus
a longer integral distinguisher. They proposed Theorem 2, which provides an
algorithm to find ZC linear hulls for TBCs following the super-position tweakey
(STK) construction of the TWEAKEY framework [23] (see Figure 2).

Theorem 2 (Ankele et al. [1]). Let Ex (T, P) : Fy*™ — F3 be a TBC follow-
ing the STK construction. Assume that the tweakey schedule of Ex has z parallel
paths and applies a permutation h on the tweakey cells in each path. Let (I, I})
be a pair of linear masks for r rounds of Ex, and I, ..., I._1 represents a pos-
sible sequence for the intermediate linear masks. If there is a cell position i such
that any possible sequence Io[i], [1[h=1(1)], [2[h=2(i)], ... [.[h="(i)] has at most
z linearly active cells, then (I, I.) yields a ZC linear hull for r rounds of E.

Ankele et al. used Theorem 2 to manually find ZC linear hulls for several
twekable block ciphers including SKINNY, QARMA [2], and MANTIS [3]. Later,
Hadipour et al. [21] proposed a bitwise automatic method based on SAT to search
for ZC linear hulls of tweakable block ciphers. This automatic method was then
reused by Niu et al. [34] to revisit the ZC linear hulls of SKINNY-64-{128,192}.

2.4 Constraint Satisfaction and Constraint Optimization Problems

A constraint satisfaction problem (CSP) is a mathematical problem including a
set of constraints over a set of variables that should be satisfied. More formally,
a CSP is a triple (X, D,C), where X = {Xy, X1,...,Xp—1} is a set of variables;
D ={Dy,D1,...,Dn_1} is the set of domains such that X; € D;, 0 < i <n—1;
and C = {Co,C1,...,Cnh_1} is a set of constraints. Each constraint C; € C is a
tuple (S;,R;), where S; = {X,,,...,X;, ,} € X and R; is a relation on the
corresponding domains, i.e., R; € D;) X --- X Dy, .

Any value assignment of the variables satisfying all constraints of a CSP
problem is a feasible solution. The constraint optimization problem extends the
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CSP problem by including an objective function to be minimized (or maximized).
Searching for the solution of a CSP or COP problem is referred to as constraint
programming (CP), and the solvers performing the search are called CP solvers.

In this paper, we use MiniZinc [33] to model and solve the CSP and COP
problems over integer and real numbers. MiniZinc allows modeling the CSP and
COP problems in a high-level and solver-independent way. It compiles the model
into FlatZinc, a standard language supported by a wide range of CP solvers.
For CSP/COP problems over integer numbers, we use Or-Tools [35], and for
CSP/COP problems over real numbers, we employ Gurobi [17] as the solver.

2.5 Encoding Deterministic Truncated Trails

Here, we recall the method proposed in [42] to encode deterministic truncated
differential trails. Thanks to the duality relation between differential and linear
analysis, one can adjust this method for deterministic truncated linear trails;
thus, we omit the details for the linear trails. We define two types of variables
to encode the deterministic truncated differential trails. Assume that AX =
(AX][0],..., AX[m — 1]) represents the difference of the internal state X in an
n-bit block cipher E, where n = m - ¢, and AX[i] € F§ for alli =0,...,m — 1.
We use an integer variable AX[i] to encode the activeness pattern of AX[i] and
another integer variable DX[¢] to encode the actual ¢-bit difference value of AX[i]:

0 AX[{]=0 {0} AX[i] =0

) 1 AXTJé] is nonzero and fixed . {1,...,2°=1} AX[i]=1
AX[i] = ) DX[i] € )

2 AX]|i] can be any nonzero value {-1} AX[i] =2

3 AXJi] can take any value {—2} AX[7] =3

Then, we link AX[i] and DX[i] for all i = 0,...,m — 1 as follows:

if AX[i] = 0 then DX[i] =0
elseif AX[i] =1 then DX[i] > 0
elsesf AX[i] = 2 then DX[i] = —1
else DX[i] = —2 endif

Link(AX[i], DX[i]) =

MiniZinc supports conditional expression ‘% f-then-else-endif’, so we do
not need to convert to integer inequalities. Next, we briefly explain the propa-
gation rules of deterministic truncated differential trails.

Proposition 1 (Branching). For F : F§ — F3¢, F(X) = (Y, Z) where Z =
Y = X, the valid transitions for deterministic truncated differential trails satisfy

Branch(AX, DX, AY, DY, AZ,DZ) := (AZ= AX A DZ=DX A AY= AX A DY= DX)

11



Proposition 2 (XOR). For F : F3¢ —» FS, F(X,Y) = Z where Z = X ®Y,
the valid transitions for deterministic truncated differential trails satisfy

if AX+ AY > 2 then AZ=3NDZ= -2

elseif AX+ AY=1 then AZ=1AN\DZ= DX+ DY
elseif AX=AY=0 then AZ=0ADZ=0
elseif DX+ DY <0 then AZ=2ANDZ= —1
elseif DX= DY then AZ=0ADZ=0

else AZ=1N\DZ= DXOD DY endif

XOR(AX, DX, AY, DY, AZ, DZ) :=

Proposition 3 (S-box). Assume that S : F§ — F§ is a c-bit S-box and Y =
S(X). The valid transitions for deterministic truncated differential trails satisfy

S-bom(AX,AY):=(AY#1 N AX+ AY€ {0,3,4,6} A AY> AX N AY— 4X< 1)

For encoding the MDS matrices, see Appendix B. To encode non-MDS ma-
trices, such as the matrix employed in SKINNY, as described in Appendix D, we
can use the rules of XOR and branching to encode the propagation.

3 Modeling the Distinguishers

Although the key recovery of ZC and ID attacks are different, the construction
of ZC and ID distinguishers relies on the same approach, which is the miss-in-
the-middle technique [5,6]. The idea is to find two differences (linear masks) that
propagate halfway through the cipher forward and backward with certainty but
contradict each other in the middle. The incompatibility between these propa-
gations results in an impossible differential (resp. unbiased linear hull).

Suppose we are looking for an ID or ZC distinguisher for F;,, which represents
rp rounds of a block cipher E. Moreover, we assume that the block size of FE isn
bits, where n = m - ¢ with ¢ being the cell size and m being the number of cells.
We convert the miss-in-the-middle technique to a CSP problem to automatically
find ID and ZC distinguishers. We first divide E}, into two parts, as illustrated in
Figure 3: An upper part Ey covering ry rounds and a lower part E}, of r, rounds.
Hereafter, we refer to the trails discovered for Ey (E.) as the upper (lower) trail.
We denote the internal state of Ey (F,) after r rounds by XU, (XL,). The state
XU,, (or XLo) at the intersection of F, and E\ is called the meeting point.

Let AXU, and AXL, denote the activeness pattern of the state variables XU..
and X L,, as shown in Figure 3. Let DXU,. and DXL, denote the actual difference
values in round r of E; and E,. We encode the deterministic truncated differen-
tial trail propagation through Fy and E|, in opposite directions as two indepen-
dent CSP problems using the rules described in Section 2.5. We exclude trivial
solutions by adding the constraints 7" " AXUp[i] # 0 and 37" AXL,, # 0. Let
CSP,(AXUg, DXUy, . . ., AXU,. ,DXU, ) be the model for propagation of deterministic
truncated trails over E; and CSP,(AXLg, DXLy, ..., AXL, ,DXL, ) for E 1.

The last internal state in Ey; and the first internal state of E; overlap at the
meeting point as they correspond to the same internals state. We define some
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Fig. 3: Modeling the miss-in-the-middle technique as a CSP problem

additional constraints to ensure the incompatibility between the deterministic
differential trails of Ey; and E;, at the position of the meeting point:

CSPy;(AXU,, , DXU,, , AXLo, DXLg) :=

(AXU,, [¢] + AXLo[¢] > 0) A AXU, ] =1 A

m—1 m—1
\/ | (AxU, [i] + AXLo[i] < 3) A | Vv \/ | AXLo[i] =1 A = True (©)
=0\ AXU,,[i] # AXLol[i] =0 \DXU,, [4] # DXLo|[]

The constraints included in CSP;; guarantee the incompatibility between the
upper and lower deterministic trails in at least one cell at the meeting point.
Lastly, we define CSP, := CSP; A CSP, A CSPy;, which is the union of all three
CSPs. As a result, any feasible solution of CSP, corresponds to an impossible
differential. We can follow the same approach to find ZC distinguishers.

Although we encode the deterministic truncated trails in the same way as [42],
our method to search for distinguishers has some important differences. Sun et al.
[42] solves CSP; and CSP, separately through a loop where the activeness pattern
of a cell at the meeting point is fixed in each iteration. The main advantage of our
model is that any solutions of CSP, corresponds to an ID (or ZC) distinguisher.
In addition, we do not constrain the value of our model at the input/output or
at meeting point. These key feature enables us to extend our model for the key
recovery and build a unified COP for finding the nearly optimum ID and ZC
attacks in the next sections.

We showed how to encode and detect the contradiction in the meeting point.
However, the contradiction may occur in other positions, such as in the tweakey
schedule (see Theorem 2), leading to longer distinguishers. Next, we show how
to generalize this approach to detect the contradiction in the tweakey schedule
while searching for ZC-integral distinguishers according to Theorem 2.

Consider a block cipher E that follows the STK construction with z parallel
independent paths in the tweakey schedule. Assume that E applies the permu-
tation h to shuffle the position of cells in each path of tweakey schedule. Let
STK,[i] be the ith cell of subtweakey after r rounds. For all i = 0,...,m — 1,
we define the integer variable ASTK,.[i] € {0,1,2,3}, to indicate the activeness
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pattern of STK,[i]. Then we define the following constraints to ensure that there
is a contradiction in the tweakey schedule and the condition of Theorem 2 holds:

CSPTK(ASTK(), ... ,ASTKTD_l) =
rp—1

N > bool2int (ASTK,[h~"(i)] #0) < 2

\} = v (/i1 ASTK, [h 77 (i)] = 0) @
=0 A\ (ASTR[A7(0)] = 1)

=0

1

Equation 7 guarantees that at least one path of the tweakey schedule has at most
z active cells, or it is totally inactive. Finally, we create the CSP problem CSP, :=
CSP,; N\ CSP, A CSPrg to find ZC distinguishers of tweakable block ciphers taking
the tweakey schedule into account. According to Equation 7, if the sequence
of linear masks in the involved tweakey lane has z non-zero values, i.e., {1,2},
then at least one of the taken non-zero values should be 1. We also practically
verified on reduced-round examples that this condition is indeed necessary to
obtain valid ZC-integral distinguishers. This essential condition is ignored in [48];
unfortunately, their claimed distinguishers (and hence their attacks) are invalid.
We contacted the authors of [48], and they confirmed our claim.

In our model for distinguisher, we assume that the round keys are indepen-
dent. Thus, our method regards even those differential or linear propagations over
multiple rounds that cannot occur due to the global dependency between the
round keys as possible propagations. We also consider the S-box as a black box
and do not exploit its internal structure. As a result, regardless of the (twea)key
schedule and the choice of S-box, the ID/ZC/Integral distinguishers discovered
by our method are always valid.

Before extending our models for key recovery, we first show some of the
interesting features of our new model for distinguishers. We can optimize the
desired property by adding an objective function to our CSP models for find-
ing distinguishers. According to Theorem 1, maximizing the number of active
cells at the input of the ZC linear hull is equivalent to minimizing the data
complexity of the corresponding integral distinguisher. Therefore, we maximize
the integer addition of the activeness pattern at the input of the ZC-Integral
distinguisher. Thanks to this feature, we discovered many practical integral dis-
tinguishers for reduced-round Deoxys-BC, SKINNY, SKINNYe-v2, SKINNYee, and
CRAFT. Table 3 briefly describes the specification of our integral distinguishers
for five ciphers. We note that finding integral distinguishers with minimum data
complexity is a challenging task using division property [15,44] or monomial
prediction [19,22], especially when the block cipher employs large S-boxes. How-
ever, our tool can find integral distinguishers with low data complexity by only
one iteration that takes a few seconds on a regular laptop. For a more detailed
comparison between our method and monomial prediction or division property,
see Section M.
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Table 3: Summary of integral distinguishers for some ciphers, cell size ¢ € {4, 8}.

Cipher #Rounds Data complexity Ref.
SKINNY-n-n 10 /11 /12 25:c / 28¢c / glde J
SKINNY-n-2n 12 /13 /14 26:c / 29¢ / glde J
SKINNY-n-3n 14 /15 / 16 27c Jolbe yolSe g
SKINNYe-v2 / SKINNYee 16 / 17 / 18 282 /014 /964 J
CRAFT 12 /13 /14 /15 238 /2% /2% /264 K4
Deoxys-BC-256 5/6 224 /256 L
Deoxys-BC-384 6/7 232 / 964 L

4 Modeling the Key Recovery for Impossible Differentials

In this section, we present a generic framework which receives four integer num-
bers (rg, ry, T, Tr) specifying the lengths of each part in Figure 1, and outputs
an optimized full ID attack for » = ry +ry + 7, + ¢ rounds of the targeted block
cipher. To this end, we extend the CSP model for ID distinguishers in Section 3
to make a unified COP model for finding an optimized full ID attack taking all
critical parameters affecting the final complexity into account.

Before discussing our framework, we first reformulate the complexity analysis
of the ID attack to make it compatible with our COP model. Suppose that
the block size is n bits and the key size is k bits. Let N be the number of
pairs generated in the pair generation phase, and P represents the probability
that a wrong key survives the guess-and-filter step. According to Section 2.1,
P =(1-2"(@+a)N Tet g be the number of key bits we can retrieve through
the guess-and-filter step, i.e., P =279. Since P < 1, we have 1 < g < |k U ky|.
Assuming that (1— 2 (ot )N & o=N-27F Lo Yaye N = gentertlog(9)-0.53,
Moreover, suppose that LG(g) = log,(g) — 0.53. Therefore, we can reformulate
the complexity analysis of the ID attack as follows:

. epteptntl—|A|+L6(g)

min 2 },

To = max Ac{A;,Ar} , Ty < 2",
20n+c,v+n+1—|AB\—\Al‘-|+LG(g)

Ty = gertertlola) 1, — olkaUk|+L6(9) 1y — oh—g (®)
Tior = (To + (1 + T») Cpr + T5) Cp, Tror < 2",
Moy = min {265+CF+LG(Q)7 2‘kBUkF‘}’ Mot < ok
When searching for an optimal full ID attack, we aim to minimize the to-
tal time complexity while keeping the memory and data complexities under the
threshold values. As can be seen in Equation 8, cg, ¢p, |Agl, |Ar|, and |ks U kg,

are the critical parameters which directly affect the final complexity of the ID
attack. To determine (cg, |Ag|), we need to model the propagation of truncated
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differential trails through Ej, taking the probability of all differential cancel-
lations into account. To determine kg, we need to detect the state cells whose
difference or data values are needed through the partial encryption over Eg. The
same applies for partial decryption over E; ! to determine ¢y, | Ag|, ky. Moreover,
to determine the actual size of ky U kg, we should take the (twea)key schedule
and key-bridging technique into account.

4.1 Overview of the COP Model
Our model includes several components:

— Model the distinguisher as in Section 3. Unlike the previous methods,
our model imposes no constraints on the input/output of the distinguisher.
— Model the difference propagation in outer parts for truncated trails

-1
Ap <EL Ay and A, B, Ap with probability one. Unlike our model for the
distinguisher part, where we use integer variables with domain {0, ..., 3},
here, we only use binary variables to encode active/inactive cells. We also
model the number of filters ¢y and ¢ using new binary variables and con-

-1
straints to encode the probability of Ay 2N Ay and A e%v Ap.

— Model the guess-and-determine in outer parts. In this component, we
model the determination relationships over Ey and Ey to detect the state cells
whose difference or data values must be known for verifying the differences
Ay, and A;. Moreover, we model the relation between round (twea)keys
and the internal state to detect the (twea)key cells whose values should be
guessed during the determination of data values over Ey, and Fy.

— Model the key bridging. In this component, we model the (twea)key
schedule to determine the number of involved sub-(twea)keys in the key
recovery. For this, we can use the general CP-based model for key-bridging
proposed by Hadipour and Eichlseder in [18], or cipher-dedicated models.

— Model the complexity formulas. In this component, we model the com-
plexity formulas in Equation 8 with the following constraints:

o]

0):=minscia, a0 {3(cs + e +n+1—]A|+ L6(9))},

1:=cs + e +n+1—|A| — |Ac| + LG(g),

T[0] :=maz {D[0], D[1]}, T[0] < m, (9)
1) :==cs + v + LG(g), T[2]:==|ks Uks| + LG(g), T3]:=k —g,
T:=maz{T{0], T{1], T2], (3]}, T< k.

Lastly, we set the objective function to Minimize T.

All variables in our model are binary or integer variables with a limited
domain except for D and T[i] for ¢ € {0,1,2,3} in Equation 9, which are real
numbers. MiniZinc and many MILP solvers such as Gurobi support maz, and
min operators. We also precompute the values of LG(g) with 3 floating point
precision for all g € {2,...,k}, and use the table feature of MiniZinc to model
LG(g). As a result, our COP model considers all the critical parameters of the
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ID attacks. We recall that the only inputs of our tool are four integer numbers
to specify the lengths of Ey, Ey, E,,, and Ej. So, one can try different lengths for
these four parts to find a nearly optimal attack. We can also modify the objective
function of our model to minimize the data or memory complexities where time
or any other parameter is constrained. One can extend this single-tweakey model
for the related-tweakey setting, as we will show next.

4.2 Detailed model for SKINNY

Next, we show in more detail how to perform each step. To this end, we build
the COP model for finding full related-tweakey ID attacks on SKINNY as an
example. We choose the largest variant of SKINNY, i.e., SKINNY-n-3n with cell
size ¢ € {4, 8} to explain our model (see Appendix C for the cipher specification).
In what follows, given four integer numbers 7y, ry, ry, 7y, we model the full ID
attack on r = r5 + ry + r, + rr rounds of SKINNY, where rp, = ry + r., is the
length of the distinguisher and r5, and r are the lengths of extended parts in
backward and forward directions, respectively.

Model the distinguisher We first model the difference propagation through
the tweakey schedule of SKINNY. For the tweakey schedule of SKINNY, we
can either use the word-wise model proposed in [3] or a bit-wise model (see
algorithm 1). Here, we explain the bit-wise model. The tweakey path of TK1
only shuffles the position of tweakey cells in each round. Thus, for tweakey path
TK1, we only define the integer variable DTK1[i] to encode the ¢-bit difference
in the ith cell of TK1. For tweakey path TKm, where m € {2,3}, we define
the integer variables DTKm,.[i] to encode the ¢-bit difference value in the ith cell
of TKm,., where 0 < ¢ < 15. We also define the integer variables ASTK,[:] and
DSTK,[] to encode the activeness pattern as well as the ¢-bit difference value in
the ith cell of STK,.. Our CSP model for the tweakey schedule of SKINNY is a
bit-wise model. We use the table feature of MiniZinc to encode the LFSRs. To
this end, we first precompute the LFSR as a lookup table and then constrain the
variables at the input/output of LFSR to satisfy the precomputed lookup table.
This approach is applicable for encoding any function that can be represented
as an integer lookup table, such as DDT/LAT of S-boxes. We tested word-wise
and bit-wise models and found the word-wise model more efficient.

In the data path of SKINNY, SubCells, AddRoundTweakey, and MixColumns
can change the activeness pattern of the state while propagating the determinis-
tic differences. Thus, for the internal state before and after these basic operations,
we define two types of variables to encode the activeness pattern and difference
value in each state cell. Next, as described in algorithm 2 and algorithm 6, we
build CSP; and CSP,. We also build the CSP;; according to Equation 6. The
combined CSP model is CSP, = CSP; A CSP, A CSPy; N\ CSPprk. Hence, any
feasible solution of CSP, corresponds to a related-tweakey ID distinguisher for
SKINNY-n-3n. By setting DTK3y in algorithm 1 to zero, we can find related-
tweakey ID distinguishers for SKINNY-n-2n. We can also set DTK1, DTK2(, DTK3
in algorithm 1 to zero to find single-tweakey ID distinguishers of SKINNY.
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Algorithm 1: CSP model for the tweakey schedule of SKINNY
Input: Four integer numbers (rs, v, re, 7'v)
Output: CSPpri
R+—rg+rv+r+m—1;
Declare an empty CSP model M;
M.var < {DTK1[i] € {0,...,2° —1}: 0 <1 < 15};
M.var < {DTK2,[{]] € {0,...,2°=1}:0<r <R, 0<i<15};
M.var <+ {DTK3,[i] € {0,...,2°=1}:0<r <R, 0<i<15};
M.var <+ {ASTK,[i] € {0,1}: 0<r <R, 0<i <7}
M.var < {DSTK,[i] € {0,...,2°—=1}:0<r <R, 0<i< T}
forr=0,...,R; i=0,...,7do

| M.con  Link(ASTK, [], DSTK,[i]);
10 forr=1,...,R; i=0,...15do

11 if ¢ <7 then
12 L M.con < table([DTK2,_1[h(i)],DTK2.[i]], LfsT2);

© 0O N O Uk W N

13 M.con < table([DTK3,_1[h(%)],DTK3,[¢]], Lfsr3);
14 else

15 M.con < DTK2,[i] = DTK2,_1[h(%)];

16 M .con < DTK3,[¢] = DTK3,_1[h(3)];

17 forr=0,...,R; i=0,...7do
18 | M.con + DSTK,[i] = DTKL[h" (i)] & DTK2,[i] & DTK3,[il;

19 return M;

The first operation in the round function of SKINNY is SubCells. However, we
can consider the first SubCells layer as a part of Ey and start the distinguisher
after it. This way, our model takes advantage of the differential cancellation over
the AddRoundTweakey and MixColumns layers to derive longer distinguishers. It
happens if the input differences in the internal state (or tweakey paths) are fixed
and can cancel out each other through AddRoundTweakey or MixColumns. In this
case, we skip the constraints in line 14 of algorithm 2 for the first round, r = 0.

Model the difference propagation in outer parts To model the determin-
—1

E .
istic difference propagations Ay «—— Ay, and A, B, Ap, we define a binary
variable for each state cell to indicate whether its difference value is zero. Since
the SubCells layer does not change the status of state cells in terms of having

zero/nonzero differences, we ignore it in this model.
1

To model the probability of difference propagations Ay E)AU, and A, eE—F~
Ap, note that there are two types of probabilistic transitions. The first type
is differential cancellation through an XOR operation. The second type is any
differential transition (truncated LN fixed) for S-boxes; this is only considered
at the distinguisher’s boundary, at the first S-box layer of Ey or the last of Eg.

Let Z=X @Y, where X,Y, Z € F§. Let AX,AY,AZ € {0, 1} indicate whether
the difference of X,Y, Z are zero. We define the new constraint XOR; to model
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Algorithm 2: CSP; for upper trail in distinguisher of SKINNY

Input: CSPpri.var and the integer numbers 73, 7y
Output: CSP,

1 Toff < Ts;

2 Declare an empty CSP model M;

3 M.var + CSPprk.var;

4 M.var + {AXU.[i] € {0,1,2,3}: 0 <7 <71y, 0<i<15};

5 M.var < {DXU.[i] € {-2,...,2°=1}: 0<r <m;, 0<i<15}

6 M.var < {AYU,.[¢] € {0,1,2,3}: 0<r<r,—1, 0<i<15};

7 Muar < {DYU,[i] € {-2,...,2°=1}: 0<r<ry,—1, 0<:<15};
8 M.var < {AZU,[i] € {0,1,2,3}: 0<r<r,—1, 0<i<15}

9 M.uvar < {DzZU.[i] € {-2,...,2°=1}: 0<r<ry—1, 0<i<15}
10 M.con + 1% AXUo[i] + 3°1° DTKL[i] + 3°1° DTK20 + 3.2, DTK3o[i] > 1;
11 forr=0,...,7r0—1, :=0,...,15 do

[y
N

L M .con  Link(AXU, [¢],DXU, [i]) ALink(AYU,[¢],DYU, [i]) ALink(AZU,[¢],DZU, [i]);

13 forr=0,...,7v—1, :=0,...,15 do

14 L M.con < S-boz(AXU,[i], AYU,[4]);

15 forr=0,...,7ry—1, 1=0,...,7do

16 M .con < XOR(AYU.[i],DYU,[¢], ASTKyz+r[¢], DSTKy, o+ 4], AZUy [i], DZU,[4]);
17 | M.con < (AZU,[i + 8] = AYU,[i + 8]) A (DZU;[i + 8] = DYU.[i + 8]);

18 forr=0,...,7y—1, 1=0,...,3 do

19 I + [AZU,[P[i]], AZU,.[P[i + 4]], AZU,.[P[i + 8]], AZU,.[P[i + 12]]];

20 Iy + [DzU,[P[i]],DZU,[P[i + 4]],DZU,[P[i + 8]],DZU.[P[i + 12]]];

21 0, <+ [AXUT+1 [Z], AXUT+1 [’L =+ 4], AXUT+1 [Z + 8}, AXUT+1 [Z —+ 12]],
22 Oy < [DXUT+1 [Z], DXU, 41 [’L -+ 4], DXU, 41 [7, + 8}, DXUr41 [’L -+ 12]];
23 M.con « Mdiff (I, I, Or, O2);

24 return M;

the difference propagation with probability one through XOR:

XOR; (AX, AY, AZ) := (AZ > AX) A (AZ > AY) A (AZ < AX + AY) (10)
We define a binary variable CB,.[i] (CF,[i]) for each XOR operation in the rth
round of Ey (resp. Ey) to indicate whether there is a difference cancellation

over the corresponding XOR, where 0 < i < 19. We also define the following
constraint to encode the differential cancellation for each XOR operation:

XOR,(AX,AY,AZ,CB) := if (AX + AY =2AAZ=0) then CB=1 elseCB=0 (11)

Algorithm 3 and algorithm 7 describe our model for difference propagation over
Ey and E,. We combine CSPP and €SP into CSPpp = CSPYP A CSPP to model
the difference propagation through the outer parts.

Model the guess-and-determine in outer parts We now detect the state
cells whose difference or value is needed for the filters in Ay — Ay and A, <+ Ap.
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Algorithm 3: CSng difference propagation through Ey for SKINNY
Input: CSPprk.var, CSPy.var and the integer number 7y
Output: CSPP

1 Declare an empty CSP model M;

2 M.var <+ CSPprk.var;

3 M.var < {AXB,[i] € {0,1}: 0 <7 <7y, 0<1i< 15}

4

5

M.var < {AZB,[i] € {0,1}: 0<r<ry—1, 0<i<15}
Movar + {CB,[1]] € {0,1}: 0<r<rs—1, 0<3<19};

6 fori=20,...,15 do

7 | M.con < if AXUp[i] > 1 then AXB,,[i] = 1 else AXB,,[i] = 0;

8 forr=0,...,m;s—1, i=0,...,3 do

AXB,y1[i] AZB,.[P[i]]
o AXB,41[i + 4] AZB,[P[i + 4]] ]
9 M.con + Minvdiff, axB i8] || AzB.[Pi + 8] ;
AXB,41[i + 12] AZB.[P[i + 12]]

10 M .con < XOR,(AZB,[P[i + 4]], AZB,.[P[i + 8]], AXB,41[¢ + 8], CB.[]);
11 M .con < XOR,(AZB.[P[i]], AZB,[P[i + 8]), AXB,41[i + 12], CB..[¢ + 4]);
12 M .con < XOR,(AXB,41[i + 12], AZB,.[P[i + 12]], AXB,41[], CB,.[i + 8]);
13 forr=0,...,7s—1, i=0,...,7 do

14 M .con < XOR:(AZB,[i], ASTK, [i], AXB,[i]);

15 M .con < XOR,(AXB,.[4], ASTK,[¢], AZB,[i], CB,[i + 12]);

16 M.con « (AXB,[i + 8] = AZB,.[i + 8]);

17 return M;

We first discuss detecting the state cells whose difference values are needed.
The difference value in a state cell is needed if the corresponding state cell con-
tributes to a filter, i.e., a differential cancellation. We know that AddRound Tweakey
and MixColumns are the only places where a differential cancellation may occur.
We thus define the binary variables KDXB, [i] and KDZB,.[i] to indicate whether the
difference value of X,[i] and Z,[i] over Ej should be known. We recall that the
difference cancellation through each XOR over Ej is already encoded by CB,.[4]. If
CB,.[i] = 1, then the difference value in the state cells contributing to this differ-
ential cancellation is needed. For instance, if CB,.[i] = 1, then KDZB,.[P[i+4]] =1
and KDZB,.[P[i + 4]] = 1, where 0 < i < 3 and 0 < r < r, — 1. Besides detecting
the new state cells whose difference values are needed in each round, we encode
the propagation of this property from the previous rounds, as in lines 14-17 of
algorithm 4. We also define new constraint (line 11) to link the beginning of
Ey to the end of Ej. For Ey, we also define new binary variables KDXF,.[i] and
KDZF,[i] to indicate whether the difference values of X, [i] and Z,[i] are needed.
Then, we follow a similar approach to model the determination of difference
values.

When modeling the determination of data values, SubCells comes into effect.
We explain modeling the determination of data values over S-boxes in Fy; a
similar model can be used for Ej;. Suppose that Y,.[i{] = S(X,[i]), and the value

20



Algorithm 4: cspy? guess-and-determine through Ey for SKINNY

Input: CSPy.var, CSng and the integer number 73
Output: csP2?
1 Declare an empty CSP model M;
2 M.var + CSP,.var U CSPYP var;
3 M.var < {KDXB.[i] € {0,1}: 0 <7 <, 0<1i¢<15};
4 M.con < {KDXB,[i] < AXB,[i]: 0 <7 <rs 0<4i<15};
5 M.var < {KDZB,[i] € {0,1}: 0<r <ry—1, 0<i<15};
6 M.con < {KDZB,[i] < AZB.[i]: 0<r<rs—1, 0<i< 15}
7 M.var < {KXB.[i] € {0,1}: 0<r <y, 0<i<15};
8 M.var < {KYB,[i{] € {0,1}: 0<r<m—1, 0<i<15};
9 M.var < {IKB,[i| € {0,1}: 0<r<m—1, 0<i<15};
10 for i =0,...,15 do
11 M.con « if AXUo[i] = 1 then KDXB,,[i] = 1 else KDXB,,[i] = 0;
12 | M.con < if AYUo[i] = 1 then KXB,,[i] = 1 else KXB,,[i] = 0;
13 forr=0,...,7s—1, i=0,...,3 do
KDZB,.[P[i]] = AZB,[P[i]]A
14 M.con < i f KDXB,41[i] = 1 then | KDZB,[P[i + 8]] = AZB,.[P[i + 8]]A |;
KDZB,.[P[i 4+ 12]] = AZB,[P[i 4+ 12]]
15 M.con < if KDXB,11[i +4] = 1 then KDZB,[P[i]] = AZB,[P[i]];
KDZB,[P[i + 4]] = AZB,.[P[i + 4]]A
KDZB, [P[i + 8]] = AZB,.[P[i +8]] )’
KDZB,[P[i]] = AZB,[P[i]] A
KDZB,[P[i + 8]] = AZB,[P[i +8]] )’
18 M.con < if CB,[i] =1 then (KDZB,[P[i+ 4]] = 1 AKDZB,.[P[i + 8]] = 1);
19 M.con < if CB.[i +4] = 1 then (KDZB,[P[i]] = 1 AKDZB,[P[i + 8]] = 1);
KDZB,.[P[i]] = AZB,[P[i]] A
20 M.con < if CB.[i + 8] = 1 then | KDZB,[P[i + 8]] = AZB,[P[i + 8]] A [;
KDZB, [Pli + 12]] = 1

16 M.con < i f KDXB,y1[i+8] =1 then <

17 M.con < 4f KDXB,y1[i + 12] = 1 then (

KXB,y1[i] KYB,.[P[i]]
) KXB,y1[i + 4] KYB,.[P[i + 4]] )
21 M.con + Minvdata KXB,1[i +8] |7 | xvB.[Pli+ 8] ;
KXB,41[i + 12] KYB,.[P[i + 12]]

22 forr=0,...,7s—1, i=0,...,7do

23 M .con < KDXB,[i] > KDZB,[];

24 M .con < KDXB,[i + 8] = KDZB, [i + 8;

25 M.con < if CB.[i + 12] = 1 then KDXB,[i] = 1;
26 M.con + (IKB,[i] = KYB,[{] A IKB,[i + 8] = 0);

27 forr=0,...,73 — 1, 1 =0,...,15 do
28 | M.con « S-bowyq(KYB,[i], KXB, [i], KDXB,[i]);

29 return M;
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of AX, is known. If we want to determine the value of AY,[i], e.g., to check a
filter, we need to know the value of X,.[i]. Accordingly, we need the value of X.[i]
if either we want to determine Y, [i], or we want to determine AY,[i]. On the
other hand, if neither data nor difference values after the S-box is needed, we do
not need to know the data value before the S-box. Therefore, we define binary
variables KXB,.[i] and KYB,.[i] to indicate whether the values of X,.[i] and Y,.[i] are
needed. Then, we model the determination flow over the S-boxes as follows:

(KYB,.[i] > KXB,[i]) A (KYB,[i] > KDXB,[i])A

S-bozyq(KXB,[i], KYB, [i], KDXB,[i]) := {(KYB ] < KXB.[i] + KDXB.[1)

We also model MixColumns according to Equation 16 when encoding the deter-
mination of data values over E; and Ey.

We now explain how to detect the subtweakey cells that are involved in the
determination of data values. Let IKB,[i] be a binary variable that indicates
whether the ith cell of subtweakey in the rth round of Ej is involved, where
0<r<rg—1and 0 < i < 15. One can see that IKB.[i] = 1 if and only if
i <7 and KYB,[i] = 1. Otherwise IKB,[i] = 0. We define binary variables IKF, [i]
to encode the involved subtweakey in Ej similarly. Algorithm 4 and algorithm 8
describe our CSP models for the guess-and-determine through Fy and E;. We
refer to CSPap = CSPL? A €SPYY as our CSP model for the guess-and-determine
through the outer parts.

Model the key bridging Although the subtweakeys involved in E; and Ey
are separated by 7, rounds, they may have some relations due to the tweakey
schedule. Guessing the values of some involved key cells may determine the
value of others. Key-bridging uses the relations between subwteakeys to reduce
the number of actual guessed key variables. We can integrate the generic CSP
model for key-bridging over arbitrary tweakey schedules introduced in [18] into
our model. However, the tweakey schedule of SKINNY is linear, and we provide a
more straightforward method to model the key-bridging of SKINNY. We explain
our model for SKINNY-n-3n; it can easily be adapted for the smaller variants.

For the ith cell of subtweakey after r rounds, we have STK, [i] = TK1[h"(i)]®
LFSRY(TK1[h"™(3)])® LEFSRE(TK3[h"(3)]). Accordingly, knowing STK,.[h~" ()]
in 3 rounds yields 3 independent equations in variables TK1[i], TK2[i], TK3[i],
which uniquely determine the master tweakey cells TK1[i], TK2[i], and TK3[i].
Hence, we do not need to guess STK,.[h~"(¢)] for more than 3 different rs. To take
this fact into account, we first define new integer variables IK € {0, ..., 75+ 75 —
1},KE € {0,1,2,3}, and KS € {0,...,48}. Then, assuming that rog = rg +7¢+7L
and z = 3, we use the following constraints to model the key-bridging:

rg—1 rp—1

IK[i] = Y IKB. [ "(i)] + D IKF,[h~ " (0)] for 0 < i < 15,
=0 r=0

CSPip = { if IK[i] > » then KE[i] = z else KE[i] = IK[i] for 0 < i < 15, (12)

15
KS = > KE[i]
1=0
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Model the complexity formulas We now show how to combine all CSP
models and model the complexity formulas. The variable KS in Equation 12
determines the number of involved key cells, corresponding to |kg U kx| = c - KS
involved key bits for cell size c. We can model the other critical parameters of
the ID attack as shown in algorithm 5. We combine all CSP problems into a
unified model and define an objective function to minimize the time complexity
of the ID attack.

Results We applied our method to find full ID attacks on all variants of SKINNY
in both single and related-tweakey settings. Our model includes integer and real
variables, so we used Gurobi to solve the resulting COP problems. Table 1 shows
our results. Our ID attacks’ time, date, and memory complexity are much smaller
than the best previous ID attacks. Notably, the time complexity of our 19-round
single-tweakey ID attack on SKINNY-128-256 (Figure 8, details in Section F.2) is

Algorithm 5: COP model for the full ID attack on SKINNY

Input: Four integer numbers rg, ry, 71, 7e
Output: COP

1 Declare an empty COP model M;

2 M <« CSP, A CSPpp A CSPap A CSPks;

3 Mwvar<«ge{l,...,z-16-c}; /* Corresponding to parameter g */
4 M.var < Cy € {0,...,20 715 + 16} ; /* Corresponding to ¢ */
5 M.var < Cp € {0,...,20 -7 + 16} ; /* Corresponding to ¢ */
6 M.var < W; € {0,...,16} ; /* Corresponding to |As| */
7 M.var < W, € {0,...,16} ; /* Corresponding to |Ag| */
8 M.var < {D[i] € [0,z-16-c]:4 € {0,1,2,3}}; /* For data complexity */
9 M.var < {T[i] € [0,z-16-¢c] : i€ {0,1,2,3}}; /* For time complexity */

[y
o

M.var < Tmaz € [0,2-16 - c];

Muvar  Cy = 37001 577 CB.[i] + 32,2 KXBy, [i];

Muvar < Co = 3 2510 CF,[i] + 307, CFro—1[i] + 3012, KXFolil;
M.var + Wy = 317 AXBy [i];

M.var + We = 3°1°  AXFp,—1[i];

M.con <~ D[0] =0.5- (c(Cs +Cr) +n— c- Wy + LG(g) + 2);

M.con < D[1] =0.5- (c(Cs +C¢) + n — ¢ - W + LG(g) + 2);

M .con - D[2] = min(D[0],D[1]);

M.conD[3]=c-(Cs+Cr) +n+1—c- (Ws+ W)+ LG(g);
M.con «+ T[0] = maz(D[2],D[3]);
J
]

L e e
o N WA W N R
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20 M.con <~ T[1] = ¢ (Cs + Cr) + LG(g);

21 M.con + T[2] = ¢ -KS + LG(g) ; /* Corresponding to |ks Uks| */
22 M.con«+ T[3] =k —g;

N
w

M.con+g<c-KSAg>1,

M.con < Tmaz = maz(T[0], T[1], T(2], T[3));
M.con + (T[0] < n A Trmaz < k);

M.obj <+ Minimize Tpaz;

return M;

NN NN
B BTV ETN
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smaller by a factor of 22257 compared to the best previous one [47]. As another
example, we improved the time complexity of the related-tweakey ID attack on
SKINNY-128-384 by a factor of 21°-3% (Figure 10), with smaller data and memory
complexity than the best previous one [27]. Our tool can discover the longest
ID distinguishers for SKINNY so far in both single and related-tweakey settings.
However, we noticed that the best ID attacks do not necessarily rely on the
longest distinguishers. For instance, our single-tweakey 1D attacks on SKINNY
use 11-round distinguishers, whereas our tool also finds 12-round distinguishers.

We also applied our tool to CRAFT and SKINNYee. On CRAFT, we found
a 21-round ID attack which is 2 rounds longer than the best previous single-
tweakey attack presented at ASTACRYPT 2022 [40]. For SKINNYee, we found
a 27-round related-tweakey ID attack. Our tool can produce all the reported
results on a laptop in a few seconds. Besides improving the security evaluation
against ID attacks, our tool can significantly reduce human effort and error.

We also used our tool to check the validity of the previous results. To do so, we
fix the activeness pattern in our model to that at the input/output of the claimed
distinguisher. Moreover, we constrain the time, memory, and data complexities
to the claimed bounds. An infeasible model indicates potential issues with the
claimed attack. We manually check the attack to find the possible issue in this
case. If the model is feasible, we match the claimed critical parameters with the
output of our tool. In case of any mismatch, we manually check the corresponding
parameter in the claimed attack to ensure it is calculated correctly.

We followed this approach to check the validity of the ID attacks on SKINNY
proposed in [45]. For example, our tool returns ‘unsatisfiable’ when we limit it to
find a 22-round ID attack on SKINNY-n-3n with the claimed parameters in [45].
To figure out the issue, we relax the time/memory/data complexity bounds
and only fix the activeness pattern according to the claimed distinguisher. This
way, our tool returns different attack parameters compared to the claimed ones.
According to [45, Sec. 6], ¢z + ¢x is supposed to be 18¢ for 22-round ID attack on
SKINNY-n-3n with cell size ¢. However, our tool returns ¢z = 6¢ and ¢ = 15¢,
and thus ¢; + ¢y = 21c. Accordingly, the actual probability that a wrong tweakey
is discarded with one pair is about 2721¢. So, the 22-round ID attack on SKINNY-
n-3n in [45] requires more data and thus time by a factor of 23¢. The time
complexity of the 22-round ID attack on SKINNY-64-192 (SKINNY-128-384) in
[45] is 218397 (resp. 237348). As a result, the corrected attack requires more time
than the exhaustive search. We also checked the 20-round ID attacks on SKINNY-
n-2n in [45]. We noticed that a similar issue makes the corrected attack require
more data than the full codebook or more time than the exhaustive search. We
contacted the authors of [45], and they confirmed our claim.

5 Modeling the Key Recovery of ZC and Integral Attacks

Similar to our approach for ID attacks, we can extend our models for the ZC
and integral distinguishers to make a unified model for finding full ZC and ZC-
based integral attacks. One of the critical parameters in the key recovery of
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ZC and integral attacks is the number of involved key cells in the outer parts.
Another effective parameter is the number of involved state cells through the
outer parts. Thus, we should consider these parameters when modeling the key
recovery of the ZC and integral attacks. Moreover, the meet-in-the-middle and
partial-sum techniques are essential to reduce the time complexity of integral
attacks. Therefore, taking these techniques into account, we provide a generic
CP model for key recovery of ZC and ZC-based integral attacks as follows:

— Model the distinguisher as described in Section 3.

— Model the guess-and-determine part by modeling the value paths in
the outer part and detecting the state/key cells whose values are needed in
key recovery.

— Model the key bridging for the key recovery.

— Model the meet-in-the-middle technique for the key recovery of inte-
gral attacks.

— Set the objective function to minimize the final time complexity, keeping
the data and memory complexities under the thresholds.

We only describe modeling the meet-in-the-middle technique. Other modules
can be constructed similarly to our models for ID attacks. Given that there is
no restriction for the output of ZC-integral distinguishers in our model, some
ZC-integral distinguishers might have more than one balanced output cell. With
more than one balanced cell, we might be able to use the meet-in-the-middle
(MitM) technique [38] to reduce the time complexity. For example, we can use
MitM if the ZC-integral distinguisher of SKINNY has two active output cells
in one column, indicating that the sum of these cells is balanced. Then, we can
recover the integral sums of these two cells for any keyguess separately and merge
compatible key guesses that yield the same sum, i.e., that sum to zero overall.

To consider the MitM technique, we model the path values for each output
cell of the distinguisher separately in an independent CP submodel. We also
define a new integer variable to capture the number of involved key cells in each
path. For example, our CP model for integral attacks on SKINNY splits into
16 submodels for the appended rounds after the distinguisher. Each submodel
aims at encoding the involved cells in retrieving a certain output cell of the
distinguisher. We note that these submodels, together with our CP model for
distinguisher, are all combined into one large unified CP model. This way, we
can encode and then minimize the complexity of the most critical path, which
requires the maximum number of guessed keys in the guess-and-filter step. Sim-
ilarly to our CP model for ID attacks, our model for ZC and integral attack
receives only four integer numbers as input and returns the full ZC or ZC-based
integral attack.

We solve our CP models for integral attacks in two steps with two different
objective functions:

— We first solve a CP model to minimize the number of involved key cells.

— Next, we limit the number of involved key cells to the output of the previous
step and solve the CP model with the objective of maximizing the number
of active cells at the input of ZC-integral distinguisher.
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As a result, besides reducing the time complexity, we can reduce the data com-
plexity of the resulting integral attacks. To compute the exact final complexity,
we introduce an additional helper tool, AutoPSy, which automates the partial-
sum technique [16], and apply it as a post-processing step to the CP output.
AutoPSy optimizes the column order in each round of partial-sum key recovery.

We applied our unified framework for finding full ZC and integral attacks
to CRAFT, SKINNYe-v2, SKINNYee, and all variants of SKINNY and obtained
a series of substantially improved results. Table 1 briefly describes our results.
More details on our ZC and integral attacks can be found in Appendices G,
H, and 1.3. As can be seen in Figure 14, Figure 15, Figure 19, the inputs of
the corresponding ZC distinguishers have 4 active cells, and the outputs have
2 active cells. The previous tools which fix the input/output linear masks to
vectors with at most one active cell can not find such a distinguisher.

Our CP models for ZC and integral attacks include only integer variables.
Thus, we can take advantage of all integer programming (IP) solvers. We used
Or-Tools in this application, and running on a regular laptop, our tool can find
all the reported results in a few seconds.

When reproducing the best previous results on SKINNY with our automatic
tool, we again noticed some issues in previous works. The previous ZC-integral
attacks on SKINNY proposed by Ankele et al. at ToSC 2019 [1] have some minor
issues where the propagation in the key recovery part is incorrect. For example,
in the 20-round TK2 attack in [1, Figure 20] between X5, Y15, the last row is not
shifted; in the 23-round TK3 attack in [1, Figure 22], the mixing between Yaq, Zag
is not correct. In both cases, this impacts the correctness of all following rounds.
However, the attacks can be fixed to obtain similar complexities as claimed.

The comparison with those attacks highlights three advantages of our auto-
mated approach: (1) Our approach is much less prone to such small hard-to-spot
errors; (2) Our approach can find distinguishers with many active input cells
(rather than just one as classical approaches), which is particularly helpful in
ZC-integral attacks where a higher input weight implies a lower data complex-
ity; (3) Our approach optimizes the key recovery together with the distinguisher,
which together with (2) allows us to attach more key-recovery rounds (7 vs. 5
for TK2 in [1], 9 vs. 7 for TK3 in [1]).

6 Conclusion and Future Works

In this paper, we presented a unified CP model to find full ID, ZC, and ZC-
based integral attacks for the first time. Our frameworks are generic and can be
applied to word-oriented block ciphers. To show the effectiveness and usefulness
of our approach, we applied it to CRAFT, SKINNYe-v2, SKINNYee, and all mem-
bers of the SKINNY family of block ciphers. In all cases, we obtained a series
of substantially improved results compared to the best previous ID, ZC, and
integral attacks on these ciphers. Our tool can help the cryptanalysts and the
designers of block ciphers to evaluate the security of block ciphers against three
important attacks, i.e., ID, ZC, and ZC-based integral attacks, more accurately
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and efficiently. While we focused on the application to SPN block ciphers, it is
also applicable to Feistel ciphers. Applying our approach to other block ciphers
such as AES or Feistel ciphers is an interesting direction for future work.

Our improved results show the advantage of our method. However, it also has
some limitations. Our CP model for the distinguisher part detects the contradic-
tions in the level of words and does not exploit the internal structure of S-boxes
(i.e., DDT/LAT) to consider bit-level contradictions. Thus, one interesting fu-
ture work is to provide a unified model considering bit-level contradictions. We
note that our CP framework for ID, ZC, and integral attacks is modular. The
key-recovery part of our CP model can be combined with other CP-based meth-
ods for finding distinguishers. For example, regardless of the distinguisher part,
one can feed our CP model for the key-recovery part by a set of input/output ac-
tiveness patterns for the distinguisher part to find the activeness pattern yielding
the best key-recovery attack. Next, one can use a more fine-grained CP model
that detects bit-level contradictions to check if the selected activeness pattern
yields an ID or ZC distinguisher. We recall that in CP models, we can specify
a set of input/output activeness patterns by a set of constraints, and we do not
have to enumerate all possible input/output activeness patterns. Currently, our
tool automatically applies the partial-sum technique as a post-processing step in
integral attacks for a refined complexity analysis. Thus, another interesting fu-
ture work is integrating the partial-sum technique into our CP model for integral
attacks. This way, one may be able to improve the integral attacks further.
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— Supplementary Material —

A Complexity Analysis of the ID Attack in the Related
(Twea)key Setting

In the related (twea)key ID attack, we have access to two encryption (or decryp-
tion) oracles employing the keys K and K & AK, with a known difference AK.
The goal is to retrieve the secret key K. Assume that the differential transition
(AK, Ay) — A, is impossible. We can mount a key recovery attack similar to the
single (twea)key setting. However, in the related (twea)key setting, any structure
is encrypted with two different (twea)keys. On the other hand, any plaintext P
in each structure yields two different pairs ((K, P), (K ® AK, P & AP)), and
(K@ AK,P),(K,P ® AP)). Hence, all formulas in Equation 1 remains un-
changed except for Ty which should be modifed as follows:

Ty = maX{ min {2 N2n+1—m|} 7N2n+1—|A.;—A.,} . (13)
AE{A[MAP}

We can reformulate the complexity analysis to a CSP-friendly form as follows:

min {2
To = max Ac{A;,Ar} , Ty < 2”,
26B+cp+n+1—|AB\—\AFH—LG(g)

cpteptn+1—|A|+16(g)
+_5_1}7

Ty = 20 Fertiele) -, = olkeUkel+L6(9) oy — 9k—9 (14)
Tiot = (To + (Ty + o) Cer + T3) Ci, Tiot < 2%,
Mtot = min {205+CF+LG(9)3 2|kBUkFI} ) Mtot < 2k7

where LG(g) = log,(g) — 0.53.

B Encoding the MDS Matrices

Proposition 4. For M : FJ° — F1°, where M is an MDS matriz and Y =
M(X), the following constraints encode all valid transitions for deterministic
truncated differential trails through M :

MDS(AX, DX, AY, DY) :=

if inX[i]zO then AY[0] = AY[1] =--- = 4Y[g—1] =0

elseif inX[i] =1 then AY[0] = AY[l]=---=4Y[g—1] =1

elseif qZ_:AX[i] =2 /\qz_:DX[i} <0 then AY[0] = AY[1]] =--- = 4AY[g—1] =2
else AY[OEZ A1) =--- ; AY[q — 1] = 3 endif
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Application to SKINNY

C Specification of the SKINNY family of tweakable block
ciphers

The SKINNY family of tweakable block ciphers was introduced by Beierle et al. in
CRYPTO 2016 [3]. Let n and ¢ denote the block and tweakey sizes, respectively.
The SKINNY family has six main members. We use SKINNY-n-t to represent a
member of SKINNY family block ciphers with n-bit block size and t-bit tweakey
size. There are two proposed block sizes, n € {64,128}, and for each block size
there are three tweakey sizes available, t € {n,2n,3n}. The internal state of
SKINNY can be viewed as a 4 x 4 array of cells. Depending on the tweakey size,
the tweakey state can be viewed as a z 4 x4 array of cells, where z = % € {1,2,3}.
We use TK1,TK2, and TK3 to denote the tweakey arrays. The cell size is 4 (or
8) bits when n = 64 (resp. n = 128).

Y, STK, YA Wy Xri1
AC [T 1] 2l
EEEN

Fig. 5: Round function of SKINNY
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As illustrated in Figure 5, each round of SKINNY applies five basic opera-
tions to the internal state: SubCells (SC), AddConstants (AC), AddRound Tweakey
(ART), ShiftRows (SR), and MixColumns (MC). The SC operation applies a 4-bit
(or an 8-bit) S-box on each cell. AC combines the round constant with the in-
ternal state using the bitwise exclusive-or (XOR). In ART layer, the cells in the
first and the second rows of subtweakey are XORed to the corresponding cells
in the internals state. SR applies a permutation P on the position of the state
cells, where P =1[0,1,2,3,7,4,5,6,10,11,8,9,13, 14,15, 12]. MC multiplies each
column of the internal state by a non-MDS matrix M. M and its inverse are as
follows:

Mt =

—_ O = =
[l e M)
——= O =
SO O
_ o O O
O~ = =
SO RO
)

Figure 5 represents the variables we use to denote the internal states of
SKINNY after r rounds. We also use AX, (I'X,) to represent the difference
(resp. linear mask) of state X,.. To denote the ith cell of state X, we use X,[i],
where 0 < i < 15. STK, indicates the subtweakey after r rounds, and FTK, =
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MC o SR(STK,.) which is called the equivalent subtweakey in round r. Figure 6
shows the relation between STK,, ETK,.

The tweakey schedule of SKINNY divides the master tweakey into z tweakey
arrays (TK1,..., TKz) of lengths n bits each, where z € {1,2,3}. Then, each
tweakey array follows an independent schedule. The subtweakey of the ith round
is generated as follows:

STK, = TK1, ift=n
STK, = TK1, @ TK2, if t = 2n (15)
STK, = TK1, @ TK2, ® TK3, ift=3n,

where TK1,,TK2,,TK3,, denote the tweakey arrays in round r and are gen-
erated as follows. First, a permutation h is applied to each tweakey array, such
that TKm,[n] < TKm,_1[h(n)] for all 0 < n < 15, and m € {1,2,3}. Next, an
LFSR is applied to each cell of the first and the second rows of TK2, and TK3,..
For more details on the specification of SKINNY we refer the reader to [3].

0[1/2[3 0[1]2]3
4/5/6/7| |SR| [0]1 2|3
MC|[ "|7/4]5]6

0/123

STK, ETK.,

Fig. 6: Relation between the subtweakey and the equivalent subtweakey

D Encoding the Matrix of SKINNY

Suppose that Y = M(X), where X,Y € F3*, and M is the matrix of SKINNY.
Morever, we compactly represent the constraint encoding the XOR operation
Y[k] = X[i]®X[j], by XOR(AX][i],DX[i], AX[],DX[j], AY[k],DY[k]). The following CP
constraints encode the valid transitions for deterministic truncated differential
trails through M:

AY[1] = AX[0] A DY[1] = DX|

=
>

M3 £ F(AX, DX, AY, DY) i= XOR(AX[1],DX[1], AX[2], DX[2], AY[2],DY[2]) A
T ) xoR(AX[0], DX[0], AX[2], DX[2], AY[3], DY[3]) A
XOR(AY[3], DY[3], AX[3], DX[3], AY[0], DY([0])

Assuming that Y = M~1(X), we use the following constraints to encode the
propagation of deterministic truncated differential trails through M —1:

AY[0] = AX[1] A DY[0] = DX[1] A

Minudif f(AX, DX, AY, DY) = XOR(AX[1],DX[1], AX[3], DX[3], AY[2], DY[2]) A
U xoR(AX[0], DX[0], AX[3], DX[3], AY[3], DY[3]) A
XOR(AY[2], DY[2], AX[2], DX[2], AY[1], DY[1])
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We also use the following constraints to model the propagation of 0-1 differences
with probability one through M, and M ~!:

AY[1] = AX[0] A XORy(AX[1],AX[2], AY[2]) A

Haiff, (X, AY) ::{XDRl(AX[O],AX[2],AY[3]) A XORy (AY[3], AX[3], AY[0])

AY[0] = AX[1] A XORy(AX[1], AX[3], AY[2]) A

Hinvdiffy (AX, AY) ::{XURl(AX[O},AX[3],AY[3]) A XOR, (AY[2], AX[2], AY[1])

Let LX[{] be the actual c-bit value for the linear mask of state variable
X[i] € F§ and, as before, AX[i] denotes the activeness pattern of X[i]. We
also define dummy variables D, and LD, such that D € {0,1,2,3}, and LD €
{-2,-1,0,...,2¢ — 1}. Then, we use the following constraints to encode the
propagation of deterministic truncated linear trails through M, and M '

AY[O
AY[2
MUin(AX,LX,AY,LY):={ XOR(AX[1 ] [1],AX[2],LX
XOR(D, LD, AX[0], LX
XOR(D, LD, AX[3],LX

]= HALY[O]= [
| = A LY|

Minvlin(AX,LX, AY,LY):= ¢ XOR(AX[0],LX[0], AX[3], LX[3],D,LD) A

Let KX[¢], and KY[i] be binary variables to indicate whether the value of X|[i], and
Y'[i] are needed, respectively. Furthemore, assume that D is a binary variable.
We use the following constraints to model the matrix of SKINNY in the guess-
and-determine module:

KY[0] = KX[3] A KY[2] = KX[1] A XOR; (KX[1],KX[2],D)A

- }

Mda.ta(KX,KY) = {XUR1 (D,KX[O],KY[]-]) N XORq (D,KX[ ] [ ]) 16

Minvdata(xx, Ky)— |V =KK[2] AKY[3] =KX(0] A XOR (KX[0] KX([3],D)A "
1nvdata(KX,KY )= XOR, (D, KX[1],KY[0]) A XOR, (D, KX[2],KY[2])
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E The COP Sub-Modules for the ID Attack on SKINNY

Algorithm 6: CSP, for lower trail in distinguisher of SKINNY

Input: CSPpri.var and the integer numbers 73, 7y, 7L

Output: CSP,

Toff < T + Tu;

Declare an empty CSP model M;

M.var < CSPprik.var;

M.var + {AXL.[¢;] € {0,1,2,3}: 0<r <m, 0<i<15}
M.var < {DXL.[i] € {-2,...,2°=1}: 0<r <, 0<4<15}
M.var + {AYL.[i] € {0,1,2,3}: 0<r <r,—1, 0<:<15};
M.var + {DYL.[i] € {—2,...,2°=1}: 0<r<r . —1, 0<i<15};
Mvar < {AZL.[i] € {0,1,2,3}: 0<r<r,—1, 0<i<15};
Muvar < {DZL,.[i] € {-2,...,2°=1}: 0<r<mr —1, 0<i<15};

© 00 N0 A W N -

10 M.con + 1% AXL,, [i] + 3212 DTK1[i] + 3°1°  DTK2 + 3012 DTK3o[i] > 1;
11 forr=0,...,7n,—1, i=0,...,15do
12 | M.con < Link(AXL,[i], DXL, [i]) ALink(AYL,[i], DYL, [i]) ALink(AZL,[i] DZL[i]);

13 forr=0,...,mn,—1, i=0,...,3 do

14 | Iy < [AXL,j1[i], AXLy 1 [i + 4], AXL, 41 [i + 8], AXL, 1 [i + 12]];

15 I [DXLT+1[Z' ,DXLT+1[Z' + 4], DXLT+1[7: + 8}, DXLT+1[’i =+ 12]],

16 0, < [AZL,[P[i]], AZL.[P[i + 4]], AZL, [P[: + 8]], AZL,[P[i + 12]]];
17 0, + [DZL,[P[i]],DZL,[P[i + 4]],DZL.[P[i + 8]],DZL.[P[i + 12]]];
18 M.con + Minvdiff (I1, I, O1, 02);

19 forr=0,...,r,—1, i=0,...,7do
20 M.con < XOR(AZL,[i],DZL,[i], ASTKy o+ [4], DSTKy st [4], AYL,.[], DYL, [4]);
21 | M.con « (AYL,[i + 8] = AZL,[i + 8]) A (DYL,[¢ + 8] = DZL,[i + 8]);

22 forr=0,...,7,—1, i=0,...,15 do
23 | M.con « S-boaz(AYL,[i], AXL,[i]);

24 return M;
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Algorithm 7: CSng difference propagation through Ey for SKINNY

© 0N O Utk W N

e
N = O

funy
w

14

15
16
17

18

Input: CSPpri.var, CSP,.var and the integer numbers rg, ry, s, ¢
Output: CSPP
Toff <= Ts + Tu + 7L}
Declare an empty CSP model M;
M .var < CSPprgk.var;
M.var + {AXF.[i]] € {0,1}: 0<7 <rp 0<1i<15};
Mvar «+ {AZF,[i]] € {0,1}: 0<r<r.—1, 0<i <15}
Mvar + {CF,[i]] € {0,1}: 0<r <r—1, 0<¢<19};
for i =0,...,15 do
| M.con « if AXL,, [i] > 1 then AXFo[i] = 1 else AXFo[i] = 0;

forr=0,...,7—1, ¢=0,...,7do

M .con < XOR, (AXF,[t], ASTK . +r[i], AZF-[3]);
M .con < XOR,(AZF,[i], ASTK, +r[i], AXF,[i], CF,[4]);
| M.con + (AZF.[i + 8] = AXF[i + 8]);
forr=0,...,7,—1,i=0,...,3do
AZF,[Pi]] AXF,41[i]
_ AZF.[P[i + 4]] AXF, 1]t + 4] )
Mecon = Maiffi | | woe (plivg] || axmoafi+g | |
AZF,[P[i + 12]] AXFr i1t + 12]
M .con < XOR,(AZF,[P[i + 8]], AXF,11[¢ + 8], AZF,.[P[i + 4]], CF,[¢ + 8]);
M.con < XOR,(AXFr41[i + 4], AXFry1[i + 12], AZF.[P[i + 8]], CFr[¢ + 12]);
| M.con < XOR,(AXF,t1[i], AXFy41[i + 12], AZF,[P[i + 12]], CF..[i + 16]);
return M;
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Algorithm 8: CSPgd guess-and-determine through Fy for SKINNY

© ® N O Uk W N

N = =
w N = O

14
15

16
17
18
19
20

21
22

23

24

25

26

27
28

29

30

Input: CSP,.var, C'SP?p and the integer numbers rs, 7y, 71, Tr
Output: cspae

Toff <= Ts + Tu + T}

Declare an empty CSP model M;

M. .var < CSP,.var U CSpr.var;

M.var < {KDXF,[i] € {0,1}: 0 <r < 0<i<15};
M.con < {KDXF,[i] <AXF,[i]: 0<7<re, 0<i<15}
M.var < {KDZF,[i] € {0,1}: 0<r<m —1, 0<i< 15}
M.con < {KDZF,[i] < AZF.[i] : 0<r <rp—1, 0<:¢<15};
M.var < {KXF.[i] € {0,1}: 0<r <, 0<1i<15};
M.var < {KYF,[i] € {0,1} : 0<r <rp—1, 0<i<15};
Mvar  {IKF,.[i] € {0,1}: 0<r<r—1, 0 <4 <15}
for i =0,...,15 do

M.con « if AXL,, [i] =1 then KDXFo[i] = 1 else KDXFq[i] = 0;
M.con < if AXL,, [i] = 1 then KXFo[i] = 1 else KXFo[i] = 0;
forr=0,...,7—1, 1=0,...,15 do
| M.con  S-bowya(KXF,[i], KYF,[i], KDXF,[i]);
forr=0,...,/—1, ¢=0,...,7do
M .con < KDZF,[i] > KDXF,[i];
M .con < KDZF,[i 4+ 8] = KDXF,.[i + 8];
M.con < if CF.[i] = 1 then KDZF,[i] = 1,
| M.con ¢+ (IKF,[i] = KYF,[i] A IKF,[i + 8] = 0);
forr=0,...,/—1, ¢=0,...,3 do
M.con < if KDZF,[P[i]] = 1 then KDXF, 1[i + 4] = AXF,41[i + 4];
KDXF,y1[i + 4] = AXF,41[2 + 4]A
M.con < if KDZF,[P[i +4]] = 1 then | KDXF,11[i + 8] = AXF,11[i + 8]A
KDXF,41[i + 12] = AXF,11[i + 12]
KDXF,41[i + 4] = AXF,41[i + 4]A
M.con < if KDZF,[P[i+8]] = 1 then “[_ } +1l . ]
KDXFT+1[Z + 12] = AXFTJrl[Z —+ 12}
KDXF, 41 [i] = AXF,41[i] A
M.con < ifKDZF,[P[i+12]] = 1 then +1U +1li] .
KDXFT+1[1 =+ 12] = AXFT‘+1[Z + 12}
KDXF,y1[i + 4] = AXFrq1[i + 4] A
M.con < if CF,[i + 8] =1 then | KDXFry1[i + 12] = AXFrpa[i + 12] A |;
KDXF,+1[i + 8] = 1
M.con < ifCF,[i+12] = 1 then (KDXF,{1[i + 4] = 1AKDXF,1[i + 12] =
M.con < if CF,[i + 16] = 1 then (KDXF,41[i] = 1 AKDXF,11[i + 12] = 1);
KYF,[PJi]] KXF,y1[i]
KYF,.[P[i + 4] KXF, 1[i+4] | |
Mecon Mdata | | yvp plits) || kxmoifi+g) | |
B KYF,.[P[i 4+ 12]] KXF,y1[i + 12]
return M;

I

)
)

1);

38



F Impossible Differential Attack on SKINNY

As stated in Section 2.1, Equation 2 only gives an approximation for the time
complexity of Guess-and-Filter step in the ID attack. Thus, after finding the
nearly optimum attack using our automated tool, we provide a more detailed
complexity analysis by computing the complexity of each step in Guess-and-
Filter phase more precisely. We also use Lemma 1 in the complexity analysis of
our ID attacks.

Lemma 1. For a given S-box S, and any input/output difference 6;,06, # 0, the
equation S(x @ §;) ® S(x) = d, has one solution on average that can be derived
efficiently. In addition, the inverse of S has a similar property.

F.1 17-round Impossible Differential Attack on SKINNY-n-n

This section details a 17-round attack on SKINNY-n-n that takes the 11-round
impossible differential trail shown in Figure 7 and extends it by 3 rounds in
both directions. Since there is no tweakey used before Wy, the plaintext P can
be recovered by applying MC™!,SR™! AC™!, and SC™! layers on Wy

Pair Generation. The attacker should build 27 structures at W and evaluate
all possible values in seven cells W{[2,4,5,7,8,10,13] for each structure, while
the other cells assume a fixed value. By using 2°F14#| plaintexts, we can have
27+2[4[=1 pairs of plaintexts (P, P). The expected number of the remaining
pairs of ciphertexts (C, C) is approximately N = 22+214s1=1=(n=14:) pairs. Thus,
N = 2251 Thig step needs a total of 27H|4sl = 22+7¢ eperyption calls.

Guess-and-Filter. For each of the N pairs we perform the following steps:

a) Satisfying round 17. Calculate AXi6[11,15] using the values of the cipher-
text pairs. There is no requirement for any tweaked information to compute
these cells here. We get AX16[3] = AXy6[11] = AXy6[15] because of the
MC operation on the active cells in the fourth column of Wi5. Checking
if AX17[11] = AX17[15] will lead to a c-bit filter. From the knowledge of
AYi6[3] and AX16[3], we can determine Yi4[3] by applying Lemma 1. Thus,
we can determine STKi6[3] (due to STK14[3] = Z16[3] ®Y16[3]). Now, we can
calculate AX;6[13] from ciphertext values. Based on the MC operation on
the active cells in the second column of W5, we have AX;6[13] = AX4[5] =
AXig[1]. Similarly, the knowledge of this information and Lemma 1 helps us
to derive the tweakey cells STKjg[1,5]. The time complexity of this step is
N, and the number of tests left for the next step is N27°.

b) Satisfying round 1. From the knowledge of STKig][1,3,5] (from the previous
step), we can uniquely determine ETK][7,10,13]. Therefore, we determine
AY7[7,10,13]. Due to the MC™! operation on the active cells in the first
column of X5, we have AY;[7] = AY1[10] = AY;[13] that will lead to two
c—bit filters. The time complexity of this step is N27¢, and the number of
tests left for the next step is N273.
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Fig. 7: ID attack on 17 rounds of SKINNY-n-n. |ky Uky| = 10-¢, g = 6 - ¢,
cr=06-¢c, Ay =T-¢c, Ap =T7-c.

c) Satisfying round 17. We guess STK14[0, 7]. Hence, we can compute Zi5, and
AZy5 as shown in Figure 7. The time complexity of this step is N27¢, and
the number of tests left for the next step is N27°.

d) Satisfying rounds 16 and 15. We can calculate AX;5[9,13] using the value
of 215[9, 13], and AZ15[9,13] We have AX15[1] = AX15[9] = AX15[13]
because of the MC operation on the active cells in the second column of Wy4.
Checking if AX;5[9] = AX;5[13] will lead to a ¢-bit filter. Given AX;5[1],
we can determine Yi5[1] and so STK;5[1] by applying Lemma 1. Hence, we
can compute AXi4 as shown in Figure 7. The time complexity of this step
is N27¢, and the number of tests left for the next step is N272¢.
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e) Satisfying round 1. From the knowledge of STKig[1,7] (from the previ-
ous steps), we can uniquely determine ETK][5,8]. Therefore, we determine
AY1[5,8]. Due to the MC™" operation on the active cells in the third column
of Xo, we have AY;[2] = AY1[5] = AY;[8]. The equality AY;[5] = AY;[8]
will lead to a ¢-bit filter. From the knowledge of AY7[2] and AX/[2], we can
determine X7[2] by applying Lemma 1. Thus, we can derive ETK][2] (duo
to ETK[2] = W{[2] @ X1[2]). We guess ETK][11], and compute Y7 and AY;
as shown in Figure 7. The time complexity of this step is N27¢ and the
number of tests left for the next step is N272¢.

f) Satisfying round 2. Since we know the value of STKj5[1], we can uniquely de-
termine STK;[0]. We guess STK7[4]. Therefore, we can determine AY3[9, 12].
Due to the MC™! operation on the active cells in the fourth column of Xs,
we have AY5[6] = AY3[9] = AY3[12]. The equality AY5[9] = AY5[12] will
lead to a c-bit filter. From the knowledge of AY3[6] and AX5[6], we can de-
termine X5[6] by applying Lemma 1. Therefore, we can determine the value
of STK;[2] as X2[6] @ Y1[6]. Hence, we can compute AY; and thus, AX;
as shown in Figure 7. The time complexity of this step is N27¢ and the
number of tests to verify the impossible distinguisher is N272¢.

Complexity. Analyzing N pairs has a time complexity of about N %7 17-round
encryptions (it is dominated by step 1). The attack needs a data complexity of
D = N2nt1=[Asl=[A] — gldetl g1 9 (N = 2¢%¢r g1n 2). The total time complex-
ityisT =D+ Nl—l7 +216¢=9 (216¢=9 ig related to ezhaustive search step). Hence,
to optimize the time complexity of the attack, we select g = 5 for ¢ = 4, and
g = 15 for ¢ = 8. Thus, the data, time, and memory complexities of the attack
on SKINNY-64-64 are 25879 25990 and 249 respectively. The data, time, and
memory complexities of the attack on SKINNY-128-128 are 2116-37 211651 " and
280 respectively.

F.2 19-round Impossible Differential Attack on SKINNY-n-2n

This part presents the details of our 19-round attack on SKINNY-n-2n. We ex-
tend the 11-round impossible differential trail illustrated in Figure 8 by 3 and 5
rounds in backward and forward directions, respectively.

Pair Generation. We should build 27 structures at W} and evaluate all possible
values in seven cells Wj[2, 4,5, 7,8, 10, 13] for each structure, while the other cells
assume a fixed value. By using 2°17¢ plaintexts, we can have 2*T1¢~1 pairs of
plaintexts (P, P). The expected number of the remaining pairs of ciphertexts
(C,C) is approximately N = 22+2[4s|=1=(=14c) pairs In our 19-round attack
n = |Ap|, and so N = 2o+214sl=1 — gzt1de—1 This step needs 277 encryption
calls.

Guess-and-Filter. For each of the N pairs we do the following steps:
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Fig.8: ID attack on 19 rounds of SKINNY-n-2n, |ksy U ky| = 26 - ¢, ¢y = 6 - ¢,

cg=15-¢, Ay =7-¢, Ar =16 -¢

a) Satisfying round 19. We can calculate AX;g[11,15] using the values of the
ciphertext pairs. We get AX15[7] = AX;5[11] & AX;5[15] because of the MC
operation on the active cells in the fourth column of Wy7. Given AX;5[7], we
can determine Y315[7] by applying Lemma 1 and the knowledge of AYy5[7].
Now, we can determine STK;g[7] (due to STK:5[7] = Z15[7] ® Y15[7])). Simi-
larly, due to the MC operation on the active cells in the third and the second
column of W7, we can also derive tweakey cells STK;5[6] and STKg[1, 5],
respectively. We guess STKig(0,2,3,4]. Hence, we can calculate Z;7 and
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AZi7 as shown in Figure 8. The time complexity of this step is N2%¢, and
the number of tests left for the next step is N24°.

Satisfying round 18. We can calculate AX;7[15] using the value of Z;7[15],
and AZ37[15]. We have AX;7[15] = AX;7[3] = AX17[7] because of the MC
operation on the active cells in the fourth column of Wig. Given AX;7[3, 7],
we can determine Yi7[3,7] by applying Lemma 1 and the knowledge of the
AY717[3,7]. Now, we can determine STK;7[3,7] (due to Yi7[3] = Z17[3] @
STK17(3], and Y17([7] = Z17[7] ® STK17[7]). Similarly, due to the MC oper-
ation on the active cells in the second and the first column of Wig, we can
also derive tweakey cells STK;7[1,5], and STKi7[4]. We guess STK;7(2, 6].
The time complexity of this step is IN2%¢, and the number of tests left for
the next step is N2%¢.

Satisfying round 17. Based on the previous steps, we can compute the cells
Z16[11,15], and AZ36[11,15], and thus, AX;6[11, 15] (there is no requirement
for any tweaked information of STKjg to compute these cells here). On the
other hand, We have AX5[11] = AX6[15] due to the MC operation on the
active cells in the fourth column of Wiy5. Checking if AXy4[11] = AX16[15]
will lead to a c-bit filter. The time complexity of this step is N25¢, and the
number of tests left for the next step is N25¢.

Satisfying round 18. We guess STK;7[0]. Hence, we can calculate Z;6 and
AZys as shown in Figure 8. The time complexity of this step is N2, and
the number of tests left for the next step is N26¢.

Satisfying round 17. We calculate AX16[15] using the values of Z;4[15], and
AZ16[15]. We have AX16[15] = AX16[3] because of the MC operation on the
active cells in the fourth column of Wi5. Given AXq4[3], we can determine
Y16[3] by applying Lemma 1 and the knowledge of the AY34[3]. Now, we
can determine STKj4([3] (due to Yi6[3] = Z16[3] ® STK16[3]). Similarly, due
to the MC operation on the active cells in the second column of W5, we
can also derive tweakey cells STKg[1,5]. The time complexity of this step
is N2%¢, and the number of tests left for the next step is N26¢.

Satisfying round 1. Since the values of STK;5[0,3,7], and STK;6[1,3, 5] are
known from the previous steps, we can uniquely determine ETK]|7,10,13].
Therefore, we can determine AY;[7,10,13]. Due to the MC! operation on
the active cells in the first column of X5, we have AY1[7] = AY3[10] =
AY7[13] and this will lead to two c—bit filters. The time complexity of this
step is N2%¢, and the number of tests left for the next step is N2%°.
Satisfying round 17. We guess STK4[0, 7]. Hence, we can compute Z;5, and
AZy5 as shown in Figure 8. The time complexity of this step is N2%¢, and
the number of tests left for the next step is N26¢.

Satisfying rounds 16 and 15. We calculate AX;5[9,13] using the values
of Zl5[9, 13], and AZ15[9,13] We have AX15[1] = AX15[9] = AX15[13]
because of the MC operation on the active cells in the second column of Wy4.
Checking if AX15[9] = AX;5[13] will lead to a c-bit filter. Given AX5[1], we
can determine Y35[1] by applying Lemma 1 and the knowledge of the AY75[1].
Now, we can determine STK5[1] (due to Y15[1] = Z15[1]® STKi5[1]). Hence,
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we can compute AXy4 as shown in Figure 8. The time complexity of this
step is N25¢, and the number of tests left for the next step is N25¢.

i) Satisfying round 1. From the knowledge of STK;5(0,1], and STK;6[1, 7], we
can uniquely determine ETK][5,8]. Therefore, we determine AY;[5,8]. Due
to the MC™! operation on the active cells in the third column of X», we have
AY7[2] = AY;[5] = AY1[8]. The equality AY;[5] = AY;[8] will lead to a ¢-
bit filter. Since we know the values of AY;[2] and AX;[2], we can determine
X [2] by applying Lemma 1. Hence, we derive the value of ETK]2]. The time
complexity of this step is N2°¢, and the number of tests left for the next step
is N24c,

j) Satisfying round 1. We know the values of ETK]|0,2,4,5,7,8,10,13] from
the previous steps. We guess ETK][11], and computes Y; and AY; as shown
in Figure 8. The time complexity of this step is N2¢, and the number of
tests left for the next step is N25¢.

k) Satisfying rounds 2 and 3. We know the values of STK;7[0], and STK;5[1]
from the previous steps, so we can uniquely determine STK;[0]. We guess
STK, [4]. Therefore, we can determine AY5[9, 12]. Due to the MC™ ! operation
on the active cells in the fourth column of X3, we have AY3[6] = AY3[9] =
AY5[12]. The equality AY3[9] = AY3[12] will lead to a ¢-bit filter. Since we
know the values of AY;5[6] and AX5[6], we can determine X5[6] and so Z;[2]
by applying Lemma 1. Therefore, we can determine the value of STK;[2]
as Y1[2] ® Z1]2]. Hence, we can compute AX3 as shown in Figure 8. The
time complexity of this step is N2%¢, and the number of tests to verify the
impossible distinguisher is N2°¢.

Complerity. Analyzing N pairs has a time complexity of about N 26“‘16—9 19-round
encryptions. The attack needs a data complexity of D = N27H1—14sl=l4:] —
215¢+1gIn2 (N = 2%F¢gIn2). The total time complexity is T = D + N265 +
232¢=9_ Hence, to optimize the time complexity of the attack, we select g = 21
for ¢ = 4 and g = 42 for ¢ = 8. Thus, the data, time, and memory complexities of
the attack on SKINNY-64-128 are 260-86 2110:34 "a5q 2104 respectively. The data,
time, and memory complexities of the attack on SKINNY-128-256 are 2117-86
2219-23 and 2208 respectively.

F.3 21-round Impossible Differential Attack on SKINNY-n-3n

An 11-round distinguisher is placed between Round 6 to Round 16 to attack 21
rounds of SKINNY-n-3n (see Figure 9). In this attack |k U ke| = 42¢, |Ag| =
|Ap| = 16¢, ¢y = ¢y = 15¢.

Pair Generation. We define a structure as the set of inputs that can take values
in W{. By using 2™ plaintexts, we can have 221 pairs of plaintexts (P, P). The
expected number of the remaining pairs of ciphertexts (C, C) is approximately
N =22"~1 This step needs 2™ encryption calls.
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Fig.9: ID attack on 21 rounds of SKINNY-n-3n. |ky U ky| = 42 - ¢, ¢y = 15 - ¢,

cg=15-¢, Ay =16-¢, Ay =16 - c.

Guess-and-Filter. For each of the N pairs we do the following steps:

a) Satisfying round 21. We guess STK50[0 — 7] and compute Wig as shown in
Figure 9. Here, we have four c-bit filters based on the Wig state. The time
complexity of this step is N23¢, and the number of tests left for the next
step is V24
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b)

Satisfying round 1. We guess ETK[0 — 3,8 — 11] and compute Y7, and AY;
as shown in Figure 9. Due to MC~! operation on the active cells in the first,
the second, and the third columns of X5, we should have AY;[0] = AY;[7] =
AY7[10], AY;[1] = AY1[11], and AY1[2] @ AY;[8] = AY;[15], respectively,
that will lead to four c-bit filters. The time complexity of this step is N22¢,
and the number of tests left for the next step is N28¢.

Satisfying round 2. We guess STK;[0,1,2,6] and compute Y>[1,4,11,14],
and so AY;[1,4,11,14]. Due to MC™" operation on the active cells in the
second column of X3, we have AY3[4] = AY;5[11], and AY3[1] = AY,[11] &
AY5[14] that will lead to two c-bit filters. The time complexity of this step
is N2'2¢_ and the number of tests left for the next step is N210¢.

Satisfying round 2. We guess STK;[3,4, 5] and compute Y3[0, 3, 6,9, 10], and
s0 AY3[0,3,6,9,10]. Due to MC™! operation on the active cells in the first
and the fourth columns of X3, we have AY3[0] = AY3[10], and AY3[3] =
AY5[6] = AY>[9] that will lead to three c-bit filters. The time complexity of
this step is N2!3¢, and the number of tests left for the next step is N210¢,
Satisfying round 2. We guess STK1[7]. We can compute Ys, and AY; as
shown in Figure 9. The time complexity of this step is N2!¢, and the number
of tests left for the next step is N21¢

Satisfying round 20. We calculate AX79[15] using the value of Z14[15], and
AZ19[15]. We have AX19[3] = AX19[7] = AX19[15] because of the MC oper-
ation on the active cells in the last column of Wig. Given AX9[3,7], we can
determine Y19[3, 7] by applying Lemma 1 and the knowledge of the AY74[3, 7].
Now, we can determine STKi9[3,7] (due to Yi9[3] = Z19[3] ® STK19[3], and
Yi9[7] = Z19[7)® STK19[7]). Similarly, due to the MC operation on the active
cells in the second and the first columns of Wig, we can also derive tweakey
cells STKi9[1,5] and STKjg[4], respectively. We guess STKi9[2]. Now, we
can compute AX;g[11,15] that will lead to a ¢-bit filter (due to MC opera-
tion of the fourth column of Wi7). The time complexity of this step is N212¢,
and the number of tests left for the next step is N2

Satisfying round 20. We guess STK19[0, 6]. Thus, we can compute Z1g and
AZg as shown in Figure 9. The time complexity of this step is N23¢, and
the number of tests left for the next step is N2'3¢.

Satisfying round 20. We calculate AX;g[15] using the value of Zg[15]. We
have AX15[3] = AX;g[15] because of the MC operation on the active cells
in the fourth column of Wi7. Given AX;3[3]|, we can determine Yi5[3] by
applying Lemma 1 and the knowledge of the AY;5[3]. Now, we can determine
STK;5[3] (due to Yis[3] = Zi15[3] ® STK;s[3]). Similarly, due to the MC
operation on the active cells in the second column of Wi7, we can also derive
tweakey cells STK1g[1,5]. The time complexity of this step is N213¢, and the
number of tests left for the next step is N23¢.

Satisfying round 3. We know the values of STKx[0, 3, 7], STKis][1,3, 5], and
STKy[5,6,7] from the previous steps. Therefore, we will have STK>[1, 3, 5].
These values help us to compute Ws[1, 3,6, 9, 10] and thus, Y3[7, 10, 13], and
AY3[7,10,13]. Due to MC™! operation on the active cells in the first column
of X4, we have AY3[7] = AY3[10] = AY;3[13] that will lead to two ¢-bit filters.
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The time complexity of this step is N2!3¢, and the number of tests left for
the next step is N2'1¢.

j) Satisfying round 19. We guess STK;g[0,7]. We compute Z17 and AZ;7 as
shown in Figure 9. The time complexity of this step is N2!3¢, and the number
of tests left for the next step is N2'3¢.

k) Satisfying rounds 18 and 17. We calculate AX17[9,13] using the values
of Z17[9,13]. We have AX;7]9] = AX;7[13] = AX;7[1] because of the MC
operation on the active cells in the second column of Wig. The equality
AX77[9] = AX;7[13] will lead to a c-bit filter. Also, since we know AX;7[1],
thus, we can determine Y77[1] by applying Lemma 1 and the knowledge of
the AYi7[1]. Thus, we can determine STK;7[1] (due to Yi7[l] = Zi7[1] ®
STK;i7[1]). Compute AX;6 as shown in Figure 9. The time complexity of
this step is N2!3¢, and the number of tests left for the next step is N2'2¢.

k) Satisfying round 3. We know the values of STK5[0,1], STKis[1,7], and
STKy[3,7] from the previous steps. Therefore, we will have STK>[1,7]. We
guess STK5[2]. These values help us to compute W5[1, 2,4, 8, 10, 14] and thus,
Y3[7,10,13], and AY3[2,5,8]. Due to MC™" operation on the active cells in
the third column of X4, we have AY3[2] = AY;5[5] = AY3[8] that will lead to
two c-bit filters. The time complexity of this step is N2'3¢, and the number
of tests left for the next step is N2'1¢.

1) Satisfying round 3. We can determine the values of STK>[0,1, 3,5, 7], from
the knowledge of STK2[0—3,6,7], STK:5[0,1,3,5,7], and STKy[1—3,5—7].
We also know the value of STK3[2] from the previous step. We just guess
STK,[6] and compute Y3, and AY3 as shown in Figure 9. The time complexity
of this step is N212¢, and the number of tests left for the next step is N212¢.

m) Satisfying round 4. We guess STK3[4] to determine X4[9], AX4[9] and thus,
AY;[9]. Due to MC™ ! operation on the active cells in the fourth column of X,
we have AY[6] = AY,[9]. From the knowledge of AY,[6], we can determine
X4[6] by applying Lemma 1 and the knowledge of the AX,4[6]. Thus, we
can determine the value of STK3[2] due to X4[6] = Y3[2] @ STK;[2]. We
also can determine the value of STK3[0], from the knowledge of STK19[0],
STK;7[1], and STK;[1]. We compute Yy, and AY; as shown in Figure 9. Due
to MC™! operation on the active cells in the fourth column of X5, we have
AX4[9] = AX,[15] that will lead to a c-bit filter. We can compute X5, and
AX;5 as shown in Figure 9. The time complexity of this step is N2'3¢, and
the number of tests to verify the impossible distinguisher is N2!2¢.

Complexity. Analyzing N pairs has a time complexity of about N2'3¢. I 21-
round encryptions. The attack needs a data complexity of D = y/2¢%te+1 gln 2.
The total time complexity is T'= D + M.213C.% + 248¢=9_ Hence, to optimize
the time complexity of the attack, we select ¢ = 21 for ¢ = 4 and g = 40
for ¢ = 8. Thus, the data, time, and memory complexities of the attack on
SKINNY-64-192 are 20243 217442 and 2168 respectively. The data, time, and
memory complexities of the attack on SKINNY-128-384 are 212289 9234735 ap(d
2336 respectively.
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F.4 27-round Related-Tweakey ID Attack on SKINNY-n-3n

This section provides a 27-round ID attack on SKINNY-n-3n in the related-
tweakey setting. Figure 10 illustrates the attack discovered by our tool. In our
27-round attack, we use a related-tweakey impossible differential as:

(AY5, ASTK3) = (00060 - - - 0,000a0 - - - 0) — (AX50) = (0000000600060000),

where a, and b are fixed non-zero differences. There are 2¢ — 1 non-zero different
values for a; we denote them with a;, (i = 1, -+ ,2°—1). For each a;, we have only
a fixed non-zero difference b; for b, a fixed non-zero difference w; for ASTK; [5],
and also a fixed non-zero difference v; for ASTK2,[7].* Therefore, there are 2¢—1
independent distinguishers with fixed non-zero input/output differences for our
27-round attack. If we consider only one of the ID distinguishers in the attack,
then we will need more data to attack. Hence, we can consider all 2¢ — 1 ID
distinguishers according to all possible fixed non-zero values of a in our attack to
improve data complexity. Inspired by [36], we use 2¢—1 lists L;, (i = 1,--- ,2°—1)
for storing pairs. In fact, during the attack procedure, the data related to fixed
non-zero differences (u;, a;, b;,v;) is saved in list L;, (i = 1,--- ,2¢ — 1) and we
continue the attack based on each list. Using this strategy, we can discard more
incorrect keys than using just one distinguisher with the same initial data.

Pair Generation We should build 2% structures at W} and evaluate all possible
values in four cells W([5, 7, 10, 13] for each structure, while the other cells assume
a fixed value. By using 2%14¢ plaintexts, we can have 2278¢~! pairs of plaintexts
(P, P). The expected number of the remaining pairs of ciphertexts (C,C) is
approximately N = 27F214s/=(=14:) pairs. In our 27-round attack n = | A,
and thus, N = 2712/4s] — 92+8¢ Thig step needs a total of 2°T4¢*+1 encryption
calls.

Guess-and-Filter For each of the N pairs we do the following steps:

a) Satisfying round 1. We guess ETK,[5] and compute Y7[5]. Then, we deter-
mine ¢ index such Y;[5] = u; and store the pair in the list L; and repeat this
for the other pairs. Clearly, each pair will be saved in a list, so no filtering
is required in this step. The time complexity of this step is N2¢ and the
number of tests left for the next step is N2°.

b) Satisfying rounds 27, 26, and 25. We guess STKag[0 — 7], ST K5[0 — 7],
and ST K54[0 — 7] and compute Zs3, and AZs3 as shown in Figure 10. Since
AZy3[11] = 0, we have a c¢-bit filter on all lists. The time complexity of this
step is N225¢, and the number of tests left for the next step is N224¢,

c) Satisfying round 24. We calculate AX23[15] using the value of Z3[15], and
AZ53[15]. We have AXs3[3] = AXo3[7] = AXo3[15] because of the MC oper-
ation on the active cells in the last column of Way. Given AXa3(3,7], we can

* We consider the values of ASTK;[5], and ASTKo»1[7], since only these differences
affect our 27-round attack (see Figure 10).
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determine Ya3[3, 7] by applying Lemma 1 and the knowledge of the AY23(3, 7].
Now, we can determine STK>3[3,7] (due to Ya3[3] = Z23[3] ® STK>23[3], and
Yo3[7] = Z23[7)® STK23[7]). Similarly, due to the MC operation on the active
cells in the second and the first columns of Was, we can also derive tweakey
cells STK»3[5] and STKa3[4], respectively. We guess STK»3[1,2]. Now, we
can compute AX95[10,11,14,15] that will lead to two c¢-bit filters (due to
MC operation of the third and the fourth column of Wa;). The time com-
plexity of this step is N225¢, and the number of tests left for the next step
is N224e,

Satisfying round 24. We guess STK»3[0,6]. Thus, we can compute Zss and
AZyy as shown in Figure 10. From the Knowledge of Z2[8], and AZ55[8],
we compute AXo9[8] and so AZy[7] for each pair on list L;. On the other
hand, we have ASTK[7] = AZs[7]. Therefore, for each pair on list L;,
checking if ASTK5;[7] = v;, will lead to a c-bit filter. The time complexity
of this step is N22%¢, and the number of tests left for the next step is N225¢.
Satisfying round 23. We calculate AX92[13] using Za2[13]. We have AX5,[1] =
AXago[5] = AX9[13] because of the MC operation on the active cells in
the second column of Wa;. Given AXas[1,5], we can determine Yas[1, 5]
by applying Lemma 1 and the knowledge of the AY2[1,5]. Now, we can
determine STKa2[1,5] (due to Yao[l] = Zao[l] @ STKao[1], and Yaa[5] =
Z92[5] & STK22[5]). Similarly, due to the MC operation on the active cells
in the third and the fourth column of Ws;, we can also derive tweakey cells
STK2,[2,3]. The time complexity of this step is N2%25¢, and the number of
tests left for the next step is N225¢,

Satisfying round 1. We know the values of STKy4(2,5], STK24[0,6], and
STKy[1], ETKy[5] from the previous steps. Therefore, we do not need to
guess ETK}[10, 13]. The values ETKy[10, 13] help us to compute AY;[10, 13].
Due to MC™! operation on the active cells in the first column of X5, we have
AY1[7] = AY;[10] = AY1[13]. The equality AY;[10] = AY7[13] will lead to
a c-bit filter. From the knowledge of AY7[13], Lemma 1 helps us to derive
ETKy[7]. The time complexity of this step is N224¢, and the number of tests
left for the next step is N224¢,

Satisfying rounds 23 and 22. We guess STK»2[6,7]. We compute Z»; and
AZy as shown in Figure 10. Due to MC! operation on the active cells in
the second column of Wsg, we have AXq1[l] = AX9;[9] = AX9[13]. The
equality AX9;[9] = AXo1[13] will lead to a ¢-bit filter (we can compute these
cells from knowledge of Z21[9,13] and AZ5[9,13]). From the knowledge of
AXo1[1], Lemma 1 helps us to derive STKz;[1]. The time complexity of this
step is N226¢, and the number of tests left for the next step is N22%¢.
Satisfying rounds 22 and 21. We guess STK>1[5] to compute AX5[11]. For
each pair on list L;, checking if AX5[11] = b;, will lead to a ¢-bit filter. The
time complexity of this step is N226¢, and the number of tests left for the
next step is V225,

Satisfying rounds 22 and 21. We guess STKs1[4] to compute AXo[7]. For
each pair on list L;, checking if AX5[7] = b;, will lead to a c¢-bit filter. The
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time complexity of this step is N226¢, and the number of tests left for the
next step is N22°¢.

j) Satisfying rounds 1, 2 and 3. We know the values of ETK,|0,3,4,5,7,9 ~
13], STK;1[0,3,4], and STK>[3] from the previous steps. Therefore, we can
compute Y3 and AY3 as shown in Figure 10. For each pair on list L;, checking
if AY3[3] = a;, will lead to a ¢-bit filter. The time complexity of this step is
N2%5¢_ and the number of tests left to verify the impossible distinguisher is
N224C.

Complezity. Analyzing N pairs has a time complexity of about N 226‘32—77 27-
round encryptions. The attack needs a data complexity of D = 2'¢*+1g1n2. The
total time complexity is T = D + N226.Z 4 248¢=9_Hence, to optimize the time
complexity of the attack, we select g = 9 for ¢ = 4 and g = 23 for ¢ = 8. Thus,
the data, time, and memory complexities of the attack on SKINNY-64-192 are
203.64 918326 and 2172, respectively. The data, time, and memory complexities
of the attack on SKINNY-128-384 are 212499, 2362.61 and 2344 respectively.
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Fig. 10: ID attack on 27 rounds of SKINNY-n-3n in the related-tweakey setting.
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G Multidimensional ZC Attacks on SKINNY

This section explains our multidimensional zero-correlation linear attacks on
reduced-round of SKINNY.

G.1 ZC Attack on SKINNY-n-n
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Fig. 11: ZC attack on 16 rounds of SKINNY-n-n. #Involved key cells: 8

SCH7
8

aih
=
i
o=
o]~
o
i
=

>
=
=

M nonzero M any M involved in key-recovery

If the ZC linear approximation over 9-round SKINNY in Figure 11 cover
rounds 4 to 12, we can attack 16-round SKINNY-n-n by adding 3 rounds before
and four rounds after the distinguisher, as shown in Figure 11. We can divide
the attack procedure into the following steps:

1. Collect N pairs of plaintexts and the corresponding ciphertexts.
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. Allocate a 7c-bit counter No[W{, Z15] for all 29 possible value of [W{, Z15]
and initialize it to zero. Then, calculate the number of pairs of plaintext-
ciphertext with given values W}, and Z;5 and increment the corresponding
counter No[W{, Z15]. In this step, about 21%¢ pairs divide into 2°¢ distinct
values of [W{, Z15], so the Te-bit counter is sufficient.

. Guess 3 cells ETK][3,5,8]. Next, allocate a counter N;[X1, Z;5] for all 2%
possible values of [X1,Z;5] and initialize it to zero. For all 23¢ possible
values of W}, encrypt W/ one round to obtain X; and update the value
Nl [Xl, Z15] = N1 [Xl, ZIS] + No[Wé, Z15] for all 26C values of 215. The time
complexity of this step is equal to 23¢ x 23¢ x 26¢ = 2!2¢ memory access,
because we should guess 3 cells for ET K1, and for 23¢ values encrypt Y; one
round and update N; for 26¢ times.

. Guess 2 cells STK;[3,5]. Next, allocate a counter No[Xo, Z15] for all 28¢
possible values of [Xs,Z;5] and initialize it to zero. For all 23¢ possible
values of X7, encrypt X; one round to obtain X5 and update the value
No[Xa, Z15] = No[Xa, Z15] + N1[X1, Z15] for all 26¢ values of Z;5. The time
complexity of this step is equal to 23¢+2¢ x 23¢ x 26¢ = 214¢ memory access.
. From the knowledge of ETK][3], we can determine the value of STK>[7].
Next, allocate a counter N3[X3, Z;5] for all 27¢ possible value of [ X3, Z;5] and
initialize it to zero. For all 22¢ possible values of X5, encrypt X5 one round
to obtain X3 and update the value N3[X3, Z15] = N3[X3, Z15] + No[Xo, Z15]
for all 2¢ values of Z;5. The time complexity of this step is equal to 2°¢ x
22¢ x 26¢ = 213¢ memory access.

. From the knowledge of STK;[3], we can determine the value of STKj5[5].
Guess 2 cells STK;5[2, 7). Next, allocate a counter Ny[X3, Z14] for all 24¢
possible value of [X3, Z14] and initialize it to zero. For all 26¢ possible val-
ues of Zy5, decrypt Zi5 to obtain Z34 and update the value Ny[X3, Z14] =
N4 X3, Z14] + N3[X3, Z315] for all 2¢ values of X3. The time complexity of
this step is equal to 29¢12¢ x 26¢ x 2¢ = 214¢ memory access.

. From the knowledge of ETK[7], we can determine the value of STKj4[3].
Guess 1 cell STK14[4]. Next, allocate a counter N5[X3, Z13] for all 23¢ possible
value of [X3, Z13] and initialize it to zero. For all 23¢ possible values of Z14,
decrypt Z14 to obtain Z;3 and update the value N5[X3, Z13] = N5[X3, Z13]+
N4[ X3, Zy5] for all 2¢ values of X5. The time complexity of this step is equal
to 27¢F¢ x 23¢ x 2¢ = 212¢ memory access.

. From the knowledge of STKj5[2], we can determine the value of STK;3[0].
Next, allocate a counter Ng[X3, X12] for all 22¢ possible value of [ X3, X15] and
initialize it to zero. For all 22¢ possible values of Z;3, decrypt Z13 to obtain
X2 and update the value Ng[X3, X12] = Ng[ X3, X12] + N5[ X3, Z13] for all 2¢
values of X3. The time complexity of this step is equal to 28¢ x 22¢ x 2¢ = 211¢
MEemory access.

. To recover the secret key, we allocate a counter V2] for 2¢-bit z. For 2%¢
values of [X3, X712, evaluate all 2¢ basis ZC masks on [X3, X12] and get
z. Update the counter V[z] by V[z] = V[z] + Ng[X3, X12]. Calculate the
statistical value T' (Equation 4), if T < 7, the guessed key values are possible
right key candidates.
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The time complexity of this step is equal to 28¢ x 7c x 22¢ times of reading
the 7c-bit memory, because for all of guessed 28¢ keys in previous steps, we
should read 22¢ values of Ng[X3, X12].

10. Do an exhaustive search for all the right candidates. Due to § (the probability
of accepting a wrong key) and the total number of recovered bits being 8¢, the
number of remaining key candidates is 8 x 28¢. Then we exhaustively search
other 16c—8¢ = 8c key bits, the time complexity will be 8x28¢x23¢ = gx216¢
times of 16-round encryptions.

Complezity. In this attack, for ¢ = 4, we set the type-I error probability «
2727 and the type-II error probability 8 =272, then Z;_, = 1.01, and Z;_5 =
0.67. Thus, based on the Equation 5; N = 26135 The decision threshold is
T = g + 09Z1—q- If we consider one memory access as one round encryption
call, then the time complexity of our attack on 16-round SKINNY-64-64 is about
20135 4 (248 4 256 ... 4 244.80) 5 L4 962 — 26271 16_round encryptions. The
required memory complexity is dominated by step 2, which needs about 237-8
bytes.

For ¢ = 8, our key recovery attack on 16-round SKINNY-128-128 needs 21223
known plaintexts, 2227 encryptions, and 274® bytes memory, if we set v = 2727
and B = 277. Furthermore, the success probability of the attack is 1 — a = 0.84.

G.2 ZC Attack on SKINNY-n-2n

If the ZC linear approximations over 9-round SKINNY in Figure 12 cover rounds
5 to 13, we can attack 19-round SKINNY-n-2n by adding four rounds before and
six rounds after the linear approximations, as shown in Figure 12. We divide the
attack procedure into the following steps:

1. Collect N pairs of plaintexts and the corresponding ciphertexts. Guess 13
cells STK;5[0 — 7], and STK;7[0,1,4,6,7] , do the partial decryption and
calculate Zy6 for each pair. Allocate a 4c-bit counter No[W{, Z16] for all 212¢
possible value of [W}, Z16] and initialize it to zero. Next, compute the number
of pairs of plaintext-ciphertext with given values W{, and Z;4 and store it
in No[W{, Z16]. In this step, around 2'%¢ pairs are divided into 2'%¢ distinct
values of [W{, Z16], so 4c-bit counter is sufficient. The time complexity of
this step is equal to N + N x 213¢,

2. Guess 3 cells STK16[2,5, 7). Next, allocate a counter Ny[W(, Zy5] for all 2%¢
possible value of [W{, Z15] and initialize it to zero. For all 25¢ possible val-
ues of Z14, do the partial decryption to obtain Z;5 and update the value
Nl [I/Vé7 Z15] = Nl [Wé, Z15] + No[Wé, Zlﬁ] for all 26C values of WOI The time
complexity of this step is equal to 2(13¢+3¢) 5 96¢ 5 96¢ — 928¢ yhemory access.

3. Guess 2 cells STKi5[3,4]. Next, allocate a counter No[W(, Z14] for all 28¢
possible value of [W{, Z14] and initialize it to zero. For all 23¢ possible val-
ues of Z5, do the partial decryption to obtain Z;4 and update the value
No[W}, Z14]) = No[W(, Z14] + N1[W{, Zy5) for all 26¢ values of Y. The time
complexity of this step is equal to 2(16¢12¢) x 93¢ 5 26¢ — 227¢ memory access.
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Fig. 12: ZC attack on 19 rounds of SKINNY-n-2n. #Involved key cells: 24.

4. We know STK;5[4] and STK;6[2], thus, we can determine the value of STK;4[0].
Next, allocate a counter N3[W(,Yy3] for all 27¢ possible value of [W{, Y13]
and initialize it to zero. For all 22¢ possible values of Zi4, do the partial
decryption to obtain Y13 and update the value N3[W{, Yi3] = N3[W{, Yis] +
No[W{, Z14] for all 26¢ values of Y. The time complexity of this step is equal
to 218¢ x 27¢ x 26¢ = 231¢ memory access.

5. From the knowledge of STK;g[4] and STK;¢[2], we can determine the value
of ETK][2,6]. Also, from STK;g[l] and STK6[7], we determine the value of
ETK][8]. Thus, we just guess 3 cells ETK]0,9,15]. Next, allocate a counter
N4[Y1, Yi3] for all 24¢ possible value of [Y7, Y;3] and initialize it to zero. For
all 26¢ possible values of W{, do the partial decryption to obtain Y; and
update the value N4[Y7, Yi3] = N4[Y7, Yi3] + N3[W{, Yi3] for all 2¢ values of
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Y13. The time complexity of this step is equal to 2(18¢H3¢) 5 96¢ y 9c — 928¢
memory access.

6. From the knowledge of STK;7[6] and STK;5[4], we determine the value of
STK;[6]. Therefore, we just guess 2 cells STK; [0, 2]. Next, allocate a counter
N5[Ya, Y13] for all 23¢ possible value of [Ys, Y73] and initialize it to zero. For all
26¢ possible values of Y7, do the partial decryption to obtain Y5 and update
the value N5[}/2, Ylg] = N5 [YQ, }/13] + ]V4[Y717 Ylg] for all 2¢ values of Y13. The
time complexity of this step is equal to 2(21¢12¢) x 206¢ » 9¢ — 930¢ pemory
access.

7. From the knowledge of STK;g[2] and ETK]0], we determine the value of
STK,[2]. Also, we determine the value of STK>[4] from STK;s[4] and STK;6[2].
Next, allocate a counter N5[Y3, Y13] for all 23¢ possible value of [Y3, Yi3] and
initialize it to zero. For all 23¢ possible values of Y5, do the partial decryption
to obtain Y3 and update the value N5[Y3, Vi3] = N5[V3, Yi3] + Ny[Ys, Yi3] for
all 2¢ values of Y75. The time complexity of this step is equal to 223¢ x 23¢ x
2¢ = 227¢ memory access.

8. Guess 1 cell STK3[6]. Then, allocate a counter Ng[X4, Vi3] for all 22¢ possible
value of [X4,Y13] and initialize it to zero. For all 22¢ possible values of Y3,
do the partial decryption to obtain X4 and update the value Ng[Xy, Yi3] =
N[ X4, Y13]+ N5[Y3, Yis] for all 2¢ values of Y15. The time complexity of this
step is equal to 2(23¢+€) x 92¢ » 9¢ = 227¢ ;memory access.

9. To recover the secret key, allocate a counter V[z] for 2¢-bit 2. For 22¢ values
of [X4,Y13], evaluate all 2¢ basis ZC masks on [X4,Y13] and get z. Update
the counter V[z] by V[z] = V[z] + Ng[X4, Y13]. Calculate the statistical
value T' (Equation 4), if T < 7, the guessed key values are possible right key
candidates. The time complexity of this step is equal to 224¢ x 4¢ x 22¢ times
of reading the 4c¢-bit memory.

10. Do an exhaustive search for all the right candidates. The time complexity of
this step is 3 x 232

Complexity. For ¢ = 4, we set « = 2727 and 8 = 279, then Z;_, = 1.01, and
Z1—g = 2.88. Thus, based on the Equation 5; N = 26289 The decision threshold
is T = g + 09Z1—_o- If we consider one memory access as one round encryption
call, then the time complexity of our attack on 19-round SKINNY-64-128 is about
962.89 | 9114.89 o %9 (2112 4 2108 4.y 9108) o 1% 4+ 2119 — 9119.15 19 1ound
encryptions. The required memory complexity is dominated by step 1, which
needs about 2%° bytes.

For ¢ = 8, by selecting o = 2727 and 8 = 276, our key recovery attack on
19-round SKINNY-128-256 requires 2229 known plaintexts, 224997 encryptions,
and 2°® bytes memory. The success probability of the attacks is 1 — a = 0.84.

G.3 ZC Attack on SKINNY-n-3n

If the ZC linear approximation over 9-round SKINNY-n-3n in Figure 13 cover
rounds 5 to 13, we can attack 21-round SKINNY-n-3n by adding 4 rounds before
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Fig. 13: ZC attack on 21 rounds of SKINNY-n-3n. #Involved key cells: 40

and 8 rounds after the linear approximations, as shown in Figure 13. We can
divide the attack procedure into the following steps:

1. Collect N pairs of plaintexts and the corresponding ciphertexts. Guess 29
cells STK50[0—"7], STK19[0—7], STK15[0— 7], and STK17[0,1,4,6,7] , do the
partial decryption and calculate Z1g for each pair. Allocate a 4c¢-bit counter
No[W{, Z16) for all 212¢ possible value of [W{, Z15] and initialize it to zero.
Next, compute the number of pairs of plaintext-ciphertext with given values
W{, and Z;6 and store it in No[W{, Z16]. In this step, around 21%¢ pairs are
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divided into 2!2¢ distinct values of [W{, Z1¢], so 4c-bit counter is sufficient.
The time complexity of this step is N + N x 229,

. Guess 5 cells ETK]0,2,6,8,9,15] (ETK[6] = ETK][2]). Next, allocate a counter
N1[Y1, Z16] for all 212¢ possible value of [Y7, Z16] and initialize it to zero. For
all 2%¢ possible values of Y;, do the partial encryption to obtain Y; and up-
date the value N1[Y1, Zig] = N1[Y1, Z16] + No[W, Z16] for all 2%¢ values of
Z16. The time complexity of this step is equal to 2(29¢15¢) y 96¢ ¢ 96c — 9d6e,
. From the knowledge of STKx|[0, 6], STK;3[1, 4], and ETK]2, 8], we can deter-
mine the values of STKj4[2, 7). Thus, we guess just 1 cell TK;g[5]. Allocate
a counter Np[Y7, Z15] for all 2°¢ possible value of [Y1, Z15] and initialize it to
zero. For all 26¢ possible values of Z;¢, do the partial decryption to obtain Z;5
and update the value Ny [Y1, Z15] = Nao[Y1, Z15]+N1[Y1, Z16) for all 26¢ values
of Y;. The time complexity of this step is equal to 2(34¢t¢) x 96¢ ¢ 96c — 947c
. Guess 3 cells STK;[0,2,6]. Allocate a counter N3[Ya, Z;5] for all 2°¢ possible
value of [Ya, Z15] and initialize it to zero. For all 25¢ possible values of Y7,
do the partial encryption to obtain Y2 and update the value N3[Ya, Z15] =
N3[Ya, Z15] + Na[Y1, Z15) for all 23¢ values of Zj5. The time complexity of
this step is equal to 2(35¢+3¢) x 96¢ ¢ 93¢ — 947c,

. We can determine the values of STK;5[4] from the knowledge of STKjg[5],
STK;7[6],and STK;[6]. Therefore, guess just 1 cell STK;5[3]. Allocate a
counter Ny[Ya, Z14] for all 2°¢ possible value of [Y3, Z14] and initialize it to
zero. For all 23¢ possible values of Z;5, do the partial decryption to obtain Z;4
and update the value Ny[Ya, Z14] = Ny[Ya, Z14)+N3[Ya, Z15] for all 23¢ values
of Y5. The time complexity of this step is equal to 2(38¢+€) x 93¢ i 93¢ — 945¢,
. We determine the values of T'K14[0] from the knowledge of STK5¢[6], STK:5[4],
and STKjg[2]. Then, allocate a counter Nj[Ya, Yi3] for all 24¢ possible val-
ues of [Ya,Y13] and initialize it to zero. For all 22¢ possible values of Zy4,
do the partial decryption to obtain Y73 and update the value N5[Ya,Yi3] =
N5[Ya, Y13] + N4[Ya, Z15] for all 23¢ values of Y. The time complexity of this
step is equal to 239¢ x 22¢ x 23¢ = 244e,

. From the knowledge of STKy[4,6], STK1s[2,4],and ETK]0,2], we deter-
mine STK>[2,4]. Then, allocate a counter Ng[Y3,Y73] for all 23¢ possible
values of [Y3,Y13] and initialize it to zero. For all 23¢ possible values of Ys,
do the partial encryption to obtain Y3 and update the value Ng[Ys, Yi3] =
Ng[Y3, Y13] + N5[Ya, Yi3] for all 2¢ values of Y13. The time complexity of this
step is equal to 239¢ x 23¢ x 2¢ = 243¢,

. Guess 1 cell STK3[6], and then, allocate a counter N7[Xy, Yi3] for all 22¢
possible values of [X4, Y13] and initialize it to zero. For all 22¢ possible val-
ues of Y3, do the partial encryption to obtain X, and update the value
N7[Xy,Y13] = N7[X4, Vi3] + Ng[Ys, Yis] for all 2¢ values of Yi3. The time
complexity of this step is equal to 2(39¢F¢) x 22¢ x 2¢ — 943¢,

. To recover the secret key, allocate a counter V[z] for 2¢-bit z. For 22¢ values
of [X4, Y13], evaluate all 2¢ basis ZC masks on [X4, Y13] and get z. Update
the counter V[z] by V[z] = V[z]+ N7[X4, Y13]. Calculate the statistical value
T.If T < 7, the guessed key values are possible right key candidates. The
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time complexity of this step is equal to 240¢ x 4¢ x 22¢ times of reading the
4c-bit memory.

1. Do an exhaustive search for all the right candidates. The time complexity of
this step is equal to 8 x 28¢.

Complexity. For ¢ = 4, we set « = 2727 and 8 =277, then Z;_, = 1.01, and
Z1_p = 2.41. Thus, based on the Equation 5; N = 262:63 The decision threshold
is T = g + 09Z1—q. If we consider one memory access as one round encryption
call, then the time complexity of our attack on 21-round SKINNY-64-192 is about
962.63 | 9178.63 4 % (2184 42188 Ly 0172 4 9172) % 4 9185 _ 9185.83 91
round encryptions. The required memory complexity is dominated by step 1,
which needs about 24° bytes.

For ¢ = 8, by selecting o = 2727 and 8 = 274, our key recovery attack on
19-round SKINNY-128-384 requires 2'22-3! known plaintexts, 237232 encryptions,
and 2?® bytes memory. The success probability of the attack is 1 — o = 0.84.
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H Integral Attacks on SKINNY

In this section, we transform ZC linear hulls into integral distinguishers to obtain
integral attacks for SKINNY in the single-key/chosen-tweak setting.

H.1 ZC-Integral Key-Recovery Attack on 22-Round SKINNY-n-2n

Our tool finds a ZC distinguisher for 14 rounds (labelled as rounds 1 to 14
in Figure 14), combined with one free initial round (round 0) and a final key
recovery phase over 7 rounds (15 to 21). In this distinguisher, the tweakey cell
8 is only active in at most z = 2 cells (‘any’ in STK7, ‘active’ in STKy). At
the input to the distinguisher, 4 cells are active. Thus, we can convert it to
an integral distinguisher [1] with data complexity 24 (16=4+2) = 256 where the
values in the active input cells and the 2 tweakey cells with index 8 iterate over
all values. The inactive input cells are constant, the other tweakey cells form the
4-2-15 = 120-bit key. Then, the distinguisher’s outputs in Wi4[14] sum to zero.
We can trivially prepend 1 round because the addition of the equivalent tweakey
does not change the input structure (key cell 8 is not involved), and all other
operations in the first round are unkeyed.

Key recovery. For the key recovery, we separately recover the sums in Xj5[2]
and X75[14] using the partial-sum technique [16] and merge the results following
the meet-in-the-middle approach [38]. The procedures for both sums are sum-
marized in Table 4. For each sum, we start with Step 0 by storing the obtained
ciphertexts (after unwrapping the last linear layer, i.e., Z31) together with their
corresponding chosen tweakey values. For the tweakey, we either store the re-
quired subtweakey values (i.e., STK»1[6]) or, if the index is involved more than
z = 2 times, the input tweakey values from which all subtweakeys can be re-
constructed. In each of the following steps in round r, we guess one column of
involved subtweakey STK, and replace the stored values of this column in Z,. by
those (potentially fewer) in W,._;. If a subtweakey index is involved more than
z = 2 times, we only guess the first z times and derive the remaining values
afterwards. In each round, we reorder the column order if necessary to minimize
the complexity of this round; that is, we first handle columns with fewer key
guesses and a stronger reduction in the MixColumns step.

Complezity. The complexity of each step is determined by the number of guessed
key cells so far and the number of new stored cells (for memory) or previously
stored cells (for time). We use the number of S-box lookups as unit for the time
complexity, as customary in previous attacks (although in reality, the memory
accesses would likely be more expensive). Overall, we obtain a mapping from
values of the sum in X;5[2] to corresponding 292 key candidates with complexity
2106.7 " and for the sum in X;5[14] for 2%¢ candidates with complexity 21028,
These can be merged to obtain 21204 = 2116 key candidates that produce zero-
sums. This remaining keyspace can either be brute-forced (complexity 2!16), or
the attack can be repeated 3 times (complexity 3 - 21067 = 21083 plug merging
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plus 2120-34 = 2108) " A5 merging can be done efficiently, the total complexity is
less than 2'19 encryptions equivalents for 22-round SKINNY-64-128 with 120-bit
keys. The same approach yields a complexity of 3.2216-5.3 4 9240-3-8 _ 9216 {4
22-round SKINNY-128-256 with 240-bit keys.

H.2 ZC-Integral Key-Recovery Attack on 26-Round SKINNY-n-3n

We follow the same approach as above with 4 active input cells, where tweakey
cell index e is only active z = 3 times (‘any’ in STK7, STKy, ‘active’ in STK1)
in the 16 distinguisher rounds labelled 1 to 16 plus the free initial round 0. We
append 9 rounds for key recovery for a total of 26 rounds. The distinguisher
and key recovery are illustrated in Figure 15, with key-recovery details given in
Table 5.

Complezity. The combined complexity of recovering Xi7[1] and X;7[13] from
24+ (16-4+43) — 960 (atq is 217248 4 917249 — 9168.2 \We repeat the attack 2
times and then brute-force the remaining keyspace of 2180724 = 2172 candidates,
which dominates the complexity for 26-round SKINNY-64-192 with 180-bit key.
For 26-round SKINNY-128-384 with 360-bit key, the complexity is 22172-48 4
22:172-4.9 — 93402 her repetition; with 2 repetitions, the brute-force complexity
of 2360-28 — 9344 opceryptions dominates.

H.3 ZC-Integral Key-Recovery Attack on 30-Round SKINNYe-v2

SKINNYe-v2 is essentially SKINNY-n-4n with cell size ¢ = 4, so we follow the
same approach. The distinguisher (with target tweakey cell £) and key recovery
are illustrated in Figure 16, with key-recovery details given in Table 6. The com-
bined complexity of recovering X19[2] and X19[14] from 24(16=4+4) — 264 qata
is 2232757 4 2228-5.6 — 9226.3 (plys memory accesses). We repeat the attack 2
times and then brute-force the remaining keyspace of 2240724 = 2232 candidates,
which dominates the complexity for 30-round SKINNYe-v2 with 240-bit key.
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Table 4: Complexity of partial-sum key-recovery for 22 rounds of SKINNY-n-2n.

(a) Recovery of X15[2] (7] in Figure 14) with total complexity 2''2753 = 21067,

Step Guessed KeysxData=Mem Time Stored Texts

0 20 x 256 = 256 256 Z1[0-15]; STK21[6]

1-4  STK»1[0-5,7] 228 x 256 =284 284=65  yy,010-7,9,12-15]

5  STKa20[0,4] 236 5 256 = 292 992=6.9  7,,[1-3,5-7,10,11,13-15]; Wio[0, 8, 12]
6  STKaz[l,5] 244 252 = 996 9100-6.9 7, 12.3,6,7,10,11,14,15]; W10, 8,12, 1, 13]
7 STK»0[2,6] 252 x 2% = 296 2l04-6.5 7, 13,7,11,15]; Wio[0,8,12,1,13,6, 14]
8  STKx[3,7) 260 5 44 — 9104 9l04=6.5  yy 010,8,12,1,13,6,14,3,7,11, 15]

9  STKi9[0] 264 x 240 — 9104 910875 7. 401,3,5,6,9,10, 13, 14, 15]; W15[12]
10  STKio[l,5] 272 x 232 — 104 9l12-6.5 7 .13 6,10,14,15]; Wig[12,5, 13]

11 STKi9[6] 276 x 232 =108 9l08-6.9 7 13 15]; Wig[12,5, 13,2, 6, 10]

12 STKig[3] 280 x 228 9108 ol12=75  yy.012,5,13,2,6, 10, 15]

13 STKis[4] 284 x 220 —9gl04  9l12=6.9 7 125,13, 14]; Wir[4]

14 STKis[5] 288 x 216 =104 9108=75 7 .[2,14]; Wir[4, 9]

15 STKis[2] 292 x 212 Z9o104  9l08=7-5  yy7 .14 9 14]

16 - 292 y 94 _ 996  5104-6.9 Wiel7]

17 - 292 o 94 _ 996 296-85 -2

18 o 292 x 24 — 296 29678,5 X15[2]

(b) Recovery of X15[14] (L in Figure 14) with total complexity 2108752 = 271028,

Step Guessed KeysxData=Mem Time Stored Texts

0 - 20 x 256 = 256 256 Z21[0-15]; STK19(4], STK2116]

1-4  STK»:[0-5,7] 2% x 256 = 28% 284765 STK 4[d]; Wyo[0-8,10-15]

5  STKa20]0,4] 236 x 256 = 992 992-6.5  7,,11-3,5-7,9,10,13-15]; STK19[4]; Wio[4,12]

6  STKa[2,6] 244 % 252 = 296 9100-65  7,101,3,5,7,9,13,15]; STK10[4]; Wio[4,12,2,6,14]
7 STK20[3,7) 252 x 248 9100 9104-6.9 7, 11,5,9,13]; STK10[4]; Wio[4,12,2,6,14,11,15]
8  STKa[l, 5] 260 x 248 — 9108 9l08=6.5 oK 4[4]; Wiol4,12,2,6,14,11,15,1,5,9,13]

9 - 260 x 240 =100 9l08=7-5 7 .011,2,5,7,9,11, 13, 14, 15]; W1s[8]

10 STKi[1,5] 268 x 232 —9100  9l08=6.5 7 g2 7,11, 14, 15]; W1g[8, 5, 13]

11 STKi9[2] 272 x 228 =2100  ol04=T5 7 ,[7,11,15]; Wis[8, 5,13, 14]

12 STKio[7] 276 x 224 =100 9l04=6.9 yy 118 5 13,14, 3, 7]

13 STKi5[6] 280 x 216 — 996 9104=6.9 7 .13 4 15]; Wir[6]

14 STKis[4] 284 x 216 =100 9100=85 7, 13 15]; Wir[6, 0]

15 STKis[3] 288 x 212 =100 ol04=7-5  yy, 16,0, 15]

16 - 288 x 28 = 296 210075z . [5]; Wig[12]

17 STKi7[5)] 292 28 —2100 2l00-85 119 1]

18 STKi6[1] 296 5 2% —2100 9l04-T5 193]

19 _ 296 x 24 =2100 210078.5 X15[14]
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Fig. 15: ZC-based integral attack on 26 rounds of SKINNY-n-3n.
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Table 5: Complexity of partial-sum key-recovery for 26 rounds of SKINNY-n-3n.

(a) Recovery of X17[1] (7] in Figure 15) with total complexity 2'7-2.

Step Guessed KeysxData=Mem Time Stored Texts

0o - 20 x 200 = 260 260 Z95[0-15]; STK23[1], STK25[0]

1-4  STKas[1-7] 228 x 260 = 288 28876.7  opi,3[1]; Was[0-15]

5-8 STK24[0-7] 200 x 260 =2120  9120=6.T7 gy, [1]; Was[0-15]

9 STK23[0,4] 268 x 200 =2128 9128=6.7 7,113 5-7,9-11, 13-15]; STK23[1]; Wa2[0, 4, 8,12]
10 STKa3[5] 272 x 200 Z9132  9132-6.7 7, .19 36,7, 10,11, 14, 15]; Wa2[0,4,8,12,1,5,13]
11 STK»23[2,6] 280 x 256 =2136  ol40=6.7 7, .13 7 11,15]; W20, 4, 8,12, 1,5,13,2,6, 14]

12 STK23[3,7] 288 x 256 =244 oM4-6.7 yy..10,4,8,12,1,5,13,2,6,14,3,7,11,15]

13 STK22[0,4] 296 x 252 =248 o152-71  7,,11,2,3,5,6,7,9,10,13, 14, 15]; W20, 12]

14 STKap[1,5] 2104 x 244 =148  9156-=6.7 7, 12 36,7, 10, 14, 15]; Wa1[0, 12, 5, 13]

15 STK23[2,6] 2112 x 244 =2156  9l56=6.7 7,,[3 7 15]; Wa1[0, 12, 5,13, 2,6, 10, 14]

16 STK22[3,7] 2120 x 2% =216+ 2164=71 yy,.10,12,5,13,2,6,10, 14, 3,11, 15]

17  STK»1[0,4] 2128 x 236 =2164 9172-6.7 7, 193 5,9,13, 14, 15]; Wao[4, 12]

18 STK21[5] 2182 236 9168 ol68=7-1  7,112,3,14,15]; Wao[4, 12,1, 5, 9]

19  STK»1[2] 2136 5 232 — 9168 17277 7, 1[3,15]; Wao[4, 12,1, 5,9, 14]

20 STK21[3] 2140 5 928 — 9168 l7T2=7-T  yy,014,12,1,5,9, 14, 15]

21 STK20[4] o144 5 924 9168 oIT2=T.7  7,,(1,7,11,13, 15]; Wig[8]

22 STK[l] 2148 5 920 _ 9168 Sl7T2=7-7 7, 0[7,11,15]; Wig[8,13]

23 STK20[7) 2152 5 212 9164 ol7T2=7-1  py 418 13,7]

24 o 2152>< 24 :2156 2164—7.1 W18[6]

25 STK1s[5] 9156 o 94 _ 9160  9160-8.7 Wir[1]

26 _ 2155>< 24 =2160 216078.7 X17[1]

(b) Recovery of X17[13] (I in Figure 15) with total complexity 2'°7-1.

Step Guessed KeysxData=Mem Time Stored Texts

0o - 20 x 200 = 960 260 Za5[0-15]; STK19[3], STK21[7], STKa23[1]

1-4  STKas5[1-7] 228 200 — 988 988-6.7 g 4[3], STK21[7], STKa23[1]; Ways[0-15]

5-8 STKa24[0-7] 260 5 260 —9o120 9120=6.7 oK 4[3], STK21[7], STK23[1]; Wa3[0-15]
9-12 STK23[0,2-7] 288 x 260 =28 ol48=6.T g 53], STKo1[7]; Waa[0-7,9-15]

13 STKas[l, 5] 296 x 200 9156 9156-6.7  7,,[0,2-4,6-8,11,12,14,15]; STK19[3], STK21[7]; Wa1[1, 5, 13]
14 STKas[2, 6] 2104 5 960 — 9164 9164=7-1  7,,[0,3,4,7,8,11,12,15]; STK19[3], STK21[7]; Wa1[l, 5,13, 10, 14]
15 STK2»[3,7] 2112 5 952 9164  9l72-6.7  7,,0,4,8,12]; STK19[3], STK21[7]; Wa1[1, 5,13, 10, 14, 7, 15]
16  STK2»[0,4] 2120 5 952 9172 9l7T2=6.7  gK 4[3], STK21[7]; Wai[l,5,13,10,14,7,15,0,4,8,12]
17 - 2120 5 44 9164 oI7T2-7.7  7,1[0,1,4,6,8,10,12, 13, 14]; STK10[3]; Wao[11]
18 STK2:[0,4] 2128 5 936 9164 9172-6.7 7, [1,6,10,13,14]; STK19[3]; Wao[11,4,12]

19  STK»[1] 2182 5 932 —ol64  ol68=T.7  7,,[6,10,14]; STK19[3]; Wao[l1,4,12,13]

20  STKo2:[6] 2136 5 228 9164 9l68=T-1 Gk 4[3]; Waoll1,4,12,13,2,6]

21 STKa0[5] 2140 5 920 — 9160 ol68—7-1 7, ,[2,7,14]; STK10[3]; Wio[5]

22 STK20[2] o144 5 916 9160 l64=T.7 7, ,[7]; STK19[3]; Wig[5, 14]

23 STK20[7] 2148 5 216 9164 9l64=8.7 gk 4[3]; Wig[5, 14, 3]

24 - 2148 5 916 9164 9l64=8.7 7 ,[3,15]; STK19[3]; W1g[0]

25 Q48 98 _9l56  9l64=T.7 yy 1g 5]

26 _ 2148>< 24 :2152 215677.7 W17[12]

27 o 2148>< 24 =2152 215278.7 X17[13]
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Fig. 16: ZC-based integral attack on 30 rounds of SKINNYe-v2.
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Table 6: Complexity of partial-sum key-recovery for 30 rounds of SKINNYe-v2.

(a) Recovery of X19[2] (7] in Figure 16) with total complexity 2232757 = 22263,

Step  Guessed KeysxData=Memo Time Stored Texts
0o - 20 x 204 = 964 204 Z29[0-15]; STK25[6], STK27[5], STKa9[3]
1-4  STKz9[0-2,4-7] 228 x 264 = 292 29269 STKy5[6], STK27[5]; Wag[0-15]
5-8 STKag[0-7] 200 5 204 = 2124 9124-6.9 gy, (6], STK27[5]; War[0-15]
9-12  STK27[0-4,6-7] 288 x 264 = 2152 915269 gk, (6], Wag[0-15]
13-16  STK26[0-7] 2120 5 264 — o184 9184=6.9 gy, L[6]; Was[0-15]
17 STK25[0,4] 2128 5 964 — 9192 9l192-6.9 7,11 3 57,9-11,13-15]; STKa5[6]; W240, 4, 8, 12]
18  STKas[2] 2182 5 960 — 9192 9196-6.9 7,11 3,5,7,9,11, 13, 15]; Was[0, 4, 8,12, 2,6, 14]
19  STK25(3,7] 2140 5 256 — 9196 9200-6.9 7, .11 5 9 13]; W40, 4, 8,12,2,6,14,3,7,15]
20  STK»s[1,5] 2148 5 956 — 9204 9204-6.9 w7, ,10,4,8,12,2,6,14,3,7,15,1,5,9,13]
21 STK24[0,4] 2186 5 256 — 9212 9212-7.3  7,11,2,3,5,6,7, 10,11, 13, 14, 15]; Wa3]0, 8, 12]
22 STKa4[l,5] 2164 5 252 — 9216 9220-7.3 7, 12.3,6,7,10,11,14, 15]; Wa3(0,8,12,1,13]
23 STK24[2,6] 2172 5 944 — 9216 9224-6.9 7, [3,7,11,15]; Wa3[0,8,12,1,13,6, 14]
24 STK24[3,7] 2180 5 944 — 9224 9224-6.9  yy,.00,8,12,1,13,6, 14,3, 7, 11, 15]
25 STK,s[0] 2184 x 240 = 9224 92879 7,401,3,5,6,9,10,13, 14, 15]; Waa[12]
26  STKa3[l,5] 2192 5 932 — 9224 9232-6.9 7,136, 10, 14, 15]; Wa2[12, 5, 13]
27 STKa3[6] 2196 5 932 — 9228 9228-7.3  7,.[3,15]; Wa2[12,5,13,2,6,10]
28  STK23[3] 2200 5 928 — 9228 9232-7.9  yy),(12,5,13,2,6, 10, 15]
29  STKao[4] 2204 5 920 — 9224 9232-T:3  7,,[2,5,13, 14]; Way [4]
30  STKa22[5] 2208 5 216 — 9224 9228=7.9  7.,(2,14]; Wa1[4, 9]
31  STK22[2] 2212 5 912 — 9224 9228-7.9 ) 114,9,14]
32 - 2212 X 24 — 2216 2224—7.3 W20[7]
33 _ 2212 X 24 — 2216 221678.9 W19[2]
34 o 2212 X 24 — 2216 221678.9 X19[2]

(b) Recovery of X19[14] (L4 in Figure 16) with total complexity 2228756 = 22224,

Step  Guessed KeysxData=Memo Time Stored Texts
0o - 20 x 204 = 964 204 Z29[0-15]; STK23[4], STK25(6], STK27[5], STK29[3]
1-4  STKag[0-2,4-7] 228 x 264 = 292 292769 STKy3[4], STK25[6], STK27[5]; Wag[0-15]
5-8  STKas[0-7] 260 x 264 = 2124 9124-6.9 gy, .14], STK25[6], STK27[5]; War[0-15]
9-12  STK27[0-4,6-7) 288 x 264 = 2152 915269 gp, (4], STKa5[6]; Wae[0-15]
13-16  STK26[0-7) 2120 5 904 — 9184 9184-6.9 gy . (4], STKy5[6]; Was[0-15]
1720 STK25[0-5,7] QM8 5 964 — 9212 9212=6.9 G, [4]; Way[0-8,10-15]
21 STK24[0,4] 2156 5 256 — 9212 9220-6.9 7, 113 5-7,9,10,13-15]; STK23[4]; Was[4,12]
22 STK24[2,6] 2164 5 252 — 9216 9220-6.9 7, 11,3,5,7,9,13,15]; STKa3[4]; Wasl4,12,2,6,14]
23 STK24[3,7] 2172 248 — 9220 9224-7.3  7,,[1,5,9,13]; STK23[4]; Wa3l4,12,2,6,14,11,15]
24  STKoaq4[1,5] 2180 5 248 — 9228 9228-6.9 gy 4[4]; Wasl4,12,2,6,14,11,15,1,5,9,13]
25 - 2180 5 940 — 9220 9228-7.9  7,.01,2,5,7,9, 11,13, 14, 15]; Was[8]
26  STK»3[l,5] 2188 232 — 9220 9228-6.9 7,2, 7,11, 14, 15]; Wa2[8, 5, 13]
27 STK3[2] 2192 5 928 — 9220 9224-7.9  7,.[7,11, 15]; Wa2[8, 5,13, 14]
28  STKa3[7) 2196 5 924 — 9220 9224-7.3 ) )(8,5,13,14,3,7]
29  STKas6] 2200 5 216 — 9216 9224=T7.3  7,,[3, 4, 15]; Wa1[6]
30  STKas[4] 2204 5 916 — 9220 9220-8.9 7, ,[3,15]; Wa,1[6, 0]
31  STK22[3] 2208 5 212 — 9220 9224-7.9 76,0, 15]
32 - 2708 5 98 = 9216 220779 7., [5]; Wao[12]
33 STK»1[5] 2212 x 28 = 2220 9220-8.9 4112 1]
34 STKx[1] 2216 24 = 2220 9224-T.9 4113
35 o 2216 X 24 — 2220 222078.9 X19[14]
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I Application to SKINNYee

1.1 Specification

SKINNYee, proposed by Naito et al. [32], is a 64-bit tweakable block cipher with
128-bit key K = Ky || K31 || K2 || K3 and 259-bit tweak. The design is closely
related to SKINNY in a TK4 setting, where the tweak is split into a 256-bit tweak
that serves as a SKINNY tweakey to generate 32-bit round subtweaks ST',. added
to the top half of the state in round r, and a 3-bit domain separation tweak that
influences the round constants. The domain separation tweak plays no role in
our analysis and we assume it to be constant. The key generates 32-bit round
keys K,o4 which are added to the bottom half of the state (see Figure 17).

X5 Y. STT||KT%4 Ly W, XT+1
0123 G
89 a/b| |AC [>>2
cldje f >3

Fig. 17: Round function of SKINNYee

1.2 27-round Related-Tweak ID Attack on SKINNYee

This section explains our 27-round ID attack in the related-tweak setting on
SKINNYee. Figure 18 illustrates the attack discovered by our tool. In this attack,
we can obtain the equivalent key EKj by applying FKy = MC(SR(Kye4)) in the
first round.

Pair Generation. We should build 27 structures at W and evaluate all possible
values in 12 cells W{[0,1,3-7,9-11, 14, 15] for each structure, while the other
cells assume a fixed value. By using 22748 plaintexts, we can have 221961 pairs
of plaintexts (P, P). The expected number of the remaining pairs of ciphertexts
(C,C) is approximately N = 2%+2[4s[=(n=[A:) — 92484 pairg. This step needs
27+48+1 encryption calls.

Guess-and-Filter. For each of the N pairs we do the following steps:

a) Satisfying round 27. We guess Kogy4[3,7] and compute the last column
of AXQG. Checking if AX26[3] = AX?GW] = AX26[15] will lead to two 4-
bit filters (due to MC operation on Was).We guess Kogyq[1,5] and com-
pute the second column of AXss. Checking if AXqg[l] = AXo[13], and
also AXq6[5] & AXg6[9] = AXg6[1] will lead to two 4-bit filters.We guess
Ko6%4[0,4] and compute the first column of AXss. Checking if AXq6[4] =
AXog[11] will lead to a 4-bit filter.We guess Koagoa[2,6] and compute the
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third column of AXs. Now, we can determine AZss and Zss as shown in
Figure 18. Furthermore, checking if AZy5[6] = ASTo504[6] will lead to a
4-bit filter. The time complexity of this step is about N2'2, and the number
of tests left for the next step is N28.

Satisfying round 26. We guess Ko594[5] and compute the second column of
AXos. Checking if AXo5[1] = AXo5[5] = AXo5[13] will lead to two 4-bit
filters (due to MC operation on Way). We guess Ko594[3, 7] and compute the
last column of AXs5. Checking if AXs5[3] = AXa5[11] = AXo5[15] will lead
to two 4-bit filters. We guess Koso4[4]. Now, we can determine AZs, and
Za4 as shown in Figure 18. The time complexity of this step is N2%, and the
number of tests left for the next step is N28.

Satisfying round 25. We guess Ka50,4[5] and compute AXay[1]. Checking if
AXo4[l] = AXo4[13] will lead to a 4-bit filter (due to MC operation on the
active cells in the second column of Wa3). We guess Koso4[9] and determine
AZy3 and Zas as shown in Figure 18. Furthermore, checking if AZs3[4] =
ASTH394[4] will lead to a 4-bit filter. The time complexity of this step is
N28, and the number of tests left for the next step is N28.

Satisfying round 1. In this attack, we use the equivalent key EK;y by ap-
plying EKy = MC(SR(Kyy4)) in the first round. Therefore, FKy[0,1,2,3] =
[Ko%4[2] @ Koa[5], Koga[3] ® Koga[6], Koga[0] © Koga[T], Koga[1] @ Koga[4]],
EKo[8,9,10,11] = Kgpa[2,3,0,1], and EKo[12,13,14,15] = Kp4[0, 1,2, 3.
We know the value of Koyo4[1](= Koza[l]) from the previous steps. There-
fore, we will have EKy[11, 13]. The knowledge of EKy[11] help us to determine
AY7[11] and thus AW [9]. Also, without guessing any key, we can determine
AY7[4] and so AW;[5]. Checking if AW;[5] = AW,[9] will lead to a 4-bit
filter (due to MC™! operation on the active cells in the second column of
Xs3). We can determine AW7[7] without guessing any key. Next, we guess
EKy[3,9] and determine AW;[3,11]. Due to MC™! operation on the active
cells in the last column of Xy, we have AW;[3] = AW1[7] = AW, [11]. This
will lead to two 4-bit filters. We guess EKy|0, 10] and determine AW[0, 8].
Checking AW;[0] = W;[8] lead to a 4-bit filter. The knowledge of EKy|0]
and Koy94[5](= Kgoua[5]) help us to determine Kyoy[2] (since EKp[0] =
Konal5] @ Ko%a[2]) and so EKj[14]. We guess EKy[1]. The knowledge of
EKy[14] and EKy[1] help us to determine AW;[1,13]. Without guessing any
key, we can also determine AW, [5]. Now, due to MC™! operation on the ac-
tive cells in the second column of X5, we have AW, [5] = AW, [1]& AW, [13].
This will lead to a 4-bit filter. Next, we guess EKy[2] and determine Y7 and
AY; as shown in Figure 18. The time complexity of this step is N2'2, and
the number of tests left for the next step is N2'2.

Satisfying rounds 2 and 3. We guess K194][0-2] and determine Ys, and AY;
as shown in Figure 18. We know K59,4[0-5, 7] from the previous steps. There-
fore, we can determine AWs, leading to three 4-bit filters (due to MC~! on
X3). Therefore, we can determine AY3 and the equality AY3[0] = AST394[0]
will lead to a 4-bit filter. Due to MC™* operation on X4, we have AY3[6] =
AY3[9] = AY3[12] and so this will lead to two 4-bit filter. The time com-

70



224 and the number of tests left for the next step is

plexity of this step is N
N.

e) Satisfying round 4. We guess K39,4[0-2, 6] to obtain AY5[2] and here we will
have a 4-bit filter. The time complexity of this step is N2!¢, and the number

of tests left to verify the impissible distiguisher is N2'2.

Complerity. Analyzing N pairs has a time complexity of about N 224.% 27-round
encryptions. The attack needs a data complexity of D = N27H1—14sl=l4:] —
26lgIn2 (N = 2%%%gIn2). The total time complexity is T = D + N22*2Z +
2128=9_ Tence, to optimize the time complexity of the attack, we select g = 5.
Thus, the data, time, and memory complexities of the attack on SKINNYee are
20279 1 9123.04 " and 2198 respectively.

1.3 26-Round ZC-Integral Attack on SKINNYee

We apply a similar approach as in Section H to derive a ZC distinguisher for 18
rounds (labelled as rounds 1 to 18 in Figure 19) with an initial free round and a
final key recovery phase over 7 rounds (19 to 25). The target tweakey cell is f,
only active in z = 4 cells. Thus, we can convert it to an integral distinguisher [1]
with data complexity 24 (16=4+4) = 264 \where the values in the active input cells
and the 4 tweak cells with index f iterate over all values. The rest of the tweak
is constant, as is the secret 128-bit key.

Key recovery and complexity Key recovery works as in Section H, except that the
key is now added to the lower half of the state, while the upper half is updated
with the constant tweak, which only needs to be stored once and thus does not
impact the memory complexity. The procedures for both sums of X19[2] and
X19[14] are summarized in Table 7. One repetition of the attack has an overall
time complexity of about 221989 = 2108:9 encryptions and reduces the key space
to 2128—4 = 2124 candidates; with 4 repetitions, only 2''2 candidates remain to
brute-force. The intersection of these sets can be done relatively efficiently, so
the overall complexity is about 4-2'09-9 12112 — 2113 epcryption equivalents and
4264 = 266 data.
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Table 7: Complexity of partial-sum key-recovery for 26 rounds of SKINNYee.

(a) Recovery of X19[2] (7] in Figure 19) with total complexity 21671 = 21089,

Step Guessed KeysxData=Memo Time Stored Texts
0o - 20 x 204 = 2% 204 Z55[0-15]); STas(6]
1 Ka5[0,4] 28 x 264 = 272 27267 7,5[1-3,5-7,9-11, 13-15]; STa5[6]; W24]0, 4, 8, 12]
2 Kos[2,6] 216 x 260 = 276 28067 7,601,3,5,7,9,11, 13, 15]; Way[0,4,8,12,2,6, 14]
3 Kos[3,7] 2%* x 256 = 280 28467 7,:01,5,9, 13]; Wayl0,4,8,12,2,6,14, 3,7, 15]
4 Kos[1,5] 232 x 2°6 = 288 28867 1,400,4,8,12,2,6,14,3,7,15,1,5,9, 13]
5  Kogl4] 236 x 256 — 292 292-71  7,401,2,3,5,6,7,10,11, 13, 14, 15]; Was3[0, 8, 12]
6 Koyl5) 240 x 252 = 292 29671 7,402,3,6,7,10, 11, 14, 15]; Wa3[0, 8,12, 1, 13]
T Ko4[2,6] 2% x 2% = 292 2l00-6.7 7, 13,7,11,15]; W30, 8,12,1,13,6, 14]
8  Ko4[3,7] 2°0 x 2% = 2100 9l00-6.7 yy,010,8,12,1,13,6,14,3,7,11,15]
9 Kosl4] 200 5 240 — 9100 9104=7.7 = 7,.11,3,5,6,9,10,13, 14, 15]; Was[12]
10 Kag[l,5] 268 x 232 = 2100 9108=6.T 7, .13 6,10, 14, 15]; Wa2[12, 5, 13]
11 Ko3[7] 272 x 228 — 2100 9l04=7.T  7,.16, 10, 14]; Wa2[12, 5,13, 15]
12 Ka3[2,6] 280 x 228 = 2108 9l08=7-1 yy,,012,5,13,15,2,6, 10]
13 Kao[0,4] 288 x 220 = 2108 9l16=T.1 7, .12,5,13, 14]; Way[4]
14 Koaa[5] 292 x 216 — 2108 = ol12=7.7T  7.,12, 14]; Wa1[4, 9]
15 Ka2[6] 296 5 212 = 2108 olI2=7.T 7,1 (4,9,14]
16 296 X 24 — 2100 2108—7.1 W20[7]
17 296 x 94 = 2100 9l00-=8.7 o]
18 _ 296 X 24 — 2100 210078.7 Xlg[?]

(b) Recovery of X19[14] ((d in Figure 19) with total complexity 2''677! = 21089,

Step Guessed KeysxData=Memo Time Stored Texts
0o - 20 x 204 = 264 2064 Za5[0-15]; STa3([4], STa5[6]
1-4  Kos[0-7] 232 x 264 = 296 296-6.T  gT,.04]; Woy[0-8,10-15]
5 Ko4[0,4] 2%0 x 256 = 296 9l04=6.7 7, 11-3,5-7,9, 10, 13-15]; STa3[4]; Was[4,12]
6 Ko4[2,6] 218 x 252 = 9100 9l04=6.7 7, 11,3,5,7,9,13,15]; STas[4]; Wa3[4,12,2,6, 14]
7 KoulT) 202 x 248 — 2100 9104=T.1 7, [1,5,9,13]; STas[4]; Was[4,12,2,6,14, 11, 15]
8  Koyg[l1,5] 200 x 248 = 9108 9l08=6.7  gp .[4]. Was[4,12,2,6,14,11,15,1,5,9,13]
9 Kozl[4] 204 5 240 — 9104 oN2-7.7  7..01,2,5,7,9,11,13, 14, 15]; Was[8]
10 Ka3[l1,5] 272 x 232 = 2104 9l12=6.7 7,15 711, 14, 15]; Wasl8, 5,13]
11 Ko3[6] 276 x 228 — 2104 9l08-7.7  7,.[7,11, 15]; Wa2[8,5, 13, 14]
12 Kog[3,7] 28% x 224 = 2108 9l12=71 yy,,18.5,13,14, 3, 7]
13 - 284 x 224 — 2108 9l08=8.7  7,,[3,6,10, 14, 15]; W2, [0]
14 Kao[2,6] 292 x 216 = 2108 olI6=7-1  7,,13,15]; W21[0, 6]
15 Koo[7] 296 5 212 = 2108 ol12-7.7 w110, 6, 15]
16— 296 28 = 2104 9l08=7.T = 7, [5]; Wao[12]
17 - 296 x 98 = 9104  9l04=8.7 yy, 119 q)
18 -~ 996 « 94 _ 9100 9104—7.7 Wio[13]
19 296 X 24 — 2100 2100—8.7 X19[14]
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J Integral Distinguishers for SKINNY, SKINNYe-v2, and
SKINNYee

Here, we propose new integral distinguishers for SKINNY, SKINNYe-v2 and SKIN-
NYee. We use our new automatic tool to discover these distinguishers. Our model
maximizes the number of active cells at the input of the ZC distinguisher to
minimize the data complexity of the corresponding integral distinguisher. The
Figures 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, and 31 illustrate our discovered
ZC-Integral distinguishers. We convert the ZC to an integral distinguisher by
inverting the activeness pattern at the ZC distinguisher’s input. More precisely,
plaintext words with active linear masks take a fixed value, and plaintext words
with zero linear masks take all possible values. Moreover, the tweakey cells in-
volved in the attack take all possible values, and the remaining tweakey cells
take a fixed value. Consequently, the linear combination of the active output
words forms a balanced Boolean function over the input set.

Yo STK, Zo
sc 'Y H_N
uJ H | |

Y, STK, Zy

Y3 STK; Zs

"
. g
B9 B
LE.;
ngﬁt

Ys STKs Zs
D

[ ]
sC ¥ |
4]
U B gE B

e o] st

sc by
L] AC [e]c[dT8] P2
[bloff]al e

[ fixed M nonzero M any

Fig. 20: ZC-Integral distinguisher for 10 rounds of SKINNY-n-n. STK|5] is active at
most one time. X10[5] @ X10[13] is balanced. Data complexity: 2°°¢, ¢ € {4, 8}.
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Fig. 21: ZC-Integral distinguisher for 11 rounds of SKINNY-n-n. STK(9] is active at
most one time. X11[6] @ X11[14] is balanced. Data complexity: 2°°¢, c € {4, 8}.
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Fig. 22: ZC-Integral distinguisher for 12 rounds of SKINNY-n-n. STK5] is active at
most one time. X12[6]® X12[10]® X12[14] is balanced. Data complexity: 21 ¢ € {4, 8}.
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Fig. 23: ZC-Integral distinguisher for 12 rounds of SKINNY-n-2n. STK|[0] is active at
most two times. X12[5] @ X12[13] is balanced. Data complexity: 2°°¢, ¢ € {4, 8}.
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Fig. 24: ZC-Integral distinguisher for 13 rounds of SKINNY-n-2n. STK|[9] is active at
most two times. X13[5] @ X13[13] is balanced. Data complexity: 2°°¢, c € {4, 8}.
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Fig. 25: ZC-Integral distinguisher for 14 rounds of SKINNY-n-2n. STK|1] is active at
most two times. X14[7] @ X14[15] is balanced. Data complexity: 2'*, ¢ € {4, 8}.
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T T B R e
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Fig. 26: ZC-Integral distinguisher for 14 rounds of SKINNY-n-3n. STK|0] is active at
most three times. X14[6] ® X14[10] ® X14[14] is balanced. Data complexity: 27°.
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[ fixed M nonzero M any

Fig. 27: ZC-Integral distinguisher for 15 rounds of SKINNY-n-3n. STK|[9] is active at
most three times. X15[6] @ X15[10] & X15[14] is balanced. Data complexity: 910,

STKw  _Zyo

O fixed M nonzero W any

Fig. 28: ZC-Integral distinguisher for 16 rounds of SKINNY-n-3n. STK|[1] is active at
most three times. X16[7] © X16[15] is balanced. Data complexity: 2'%°¢ ¢ € {4,8}.
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L Xg Yy STKy 7 Wy Xo Yo STKy Zy Wy Xio

Hixed Mnonzero W any

Fig. 29: ZC-Integral distinguisher for 16 rounds of SKINNYee/SKINNYe-v2. STK|1] is
active at most four times. X16[7] @ X16[15] is balanced. Data complexity: 232.

STK,

STKy X, - Yy - Z) W, X,

Hfixed Muonzero  Many

Fig. 30: ZC-Integral distinguisher for 17 rounds of SKINNYee/SKINNYe-v2. STK|9] is
active at most four times. X17[7] @& X17[15] is balanced. Data complexity: 244
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Fig. 31: ZC-Integral distinguisher for 18 rounds of SKINNYee/SKINNYe-v2. ST K 4] is
active at most four times. X15[4] @ X1s[12] is balanced. Data complexity: 254,
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K Application to CRAFT

K.1 Specification of CRAFT

CRAFT is a lightweight tweakable block cipher proposed in ToSC 2019 by Beirle
et al. [4]. Tt receives a 64-bit plaintext, 128-bit key, plus a 64-bit tweak and ap-
plies 32 rounds to produce a 64-bit ciphertext. The internal state of CRAFT is
arranged row-wise in a 4 x 4 array of nibbles. Figure 32 illustrates the round
function of CRAFT which applies five basic operations to the internal state: Mix-
Columns (MC), AddRoundConstant (ARC), AddTweakey (ATK), PermuteNibbles
(PN), and S-box (SB).

Xr Yr RTT%4 Zr Wr XT+1
170123J—>E)—L0123 s>1pf[cld|e
“4567 0/1]2]3 4567%# a|9|8|b| |SB|.|
> 8|9|a|b 415|6(7 8|9]a|b ™ 6(5(4|7]||AC
> c|d|e|f| [8]|9]a|b| [c|d|e|f <<11230U

cld|e|f

Fig. 32: Round function of CRAFT

The tweakey schedule of CRAFT receives a 128-bit key K and a 64-bit tweak
T. It divides K into two halves Kj||K7, and generates four round tweakeys
TK() = K() D T, TK1 = Kl D T, TK2 = KO D Q(T), and TK3 = K1 D Q(T),
where @ is a nibble-wise permutation. Then, the ith round of CRAFT uses T' K94
as the round tweakey. We refer the reader to [4] for more details.

K.2 Multidimensional ZC Attack on CRAFT

This section explains our multidimensional ZC attack on CRAFT. Our tool finds
a ZC distinguisher for 13 rounds (labeled as rounds 3 (after MC) to 15 in Fig-
ure 33), combined with 3 initial rounds (0 to 2) and a final key recovery phase
over 4 rounds (16 to 19). What follows explains the key recovery phase in detail.

Collect N pairs of plaintext and the corresponding ciphertexts. Guess 11
cells RTyy4]0 — 2,7,9,10, 14], and RT1994[0,2,8,10 — 12,14,15], do the partial
encryption and calculate Y3[5] for each pair. Allocate a 16-bit counter No[Y3, Z19]
for all 2*® possible value of [Y3, Z19] and initialize it to zero. Next, compute the
number of pairs of plaintext-ciphertext with given values Y3, and Z;9 and store
it in No[Y3, Z19). The time complexity of this step is equal to N + (N x 244) x 2
20-round encryptions.

Table 8 displays the details of each partial decryption step. In Table 8, the
second column lists the guessed subkey cells in each step. The third column
indicates the time complexity of the corresponding step. We calculate the values
of the intermediate states and display them in the ”Computed States” column.
The counter Nz;] records the number of pairs that could produce the given

81



(IEL)

-

(25

o ¢
]

(EER)
]

o
)
5
52
[T
|1
-
S
sz | 5
( oy
¥V VvV
|
>0
5
52
i’
[ ]
7

Y
= M%‘ﬁ =
=
zlgj
o
=53]
sEal gl hodsf
oze) 5
Hiiﬂ
E55)
(25
g
]

X Zg W Xy Y7 Tr%4 Z7 WX
h h

cla£]5 - B cla£]5 - sB
o892 - AC o892 b AC
b13|7/4 e U b13|7/4 e U
601d 601d

X Yy BTy Zs Wy Xy Yy RTyga Zo Wy Xio

= — = —

0123 - B 0123 - sB .
4567 s AC 4567 b AC
8l9[ab e U 8l9]ab e U
cldlet 5 cldlet

S deld) -y cde I I

i Xio Yo RTiona _ Zio Wio X1q Yy RTuga  Zy Wiy X12

| — — = —

i clalfls - 58 clalfls s sal,|
o892 - AC o892 s AC
b|3]7]4 b U b|3]7]4 <1 UJ
601d 601d

Xi2 Y12 RTi294  Z1o Wiz Xi3 Yis RTi394  Z13 Wis Xig
— — o
0[1]2[3 o] sB 0[1]2[3 ] sel[ | |
4567 - AC 4]5(6]7 S Al |
89ab <ij UJ 89ab <p | mU)
cldlef cldlef
X4 Yiu  RTugs Zu Wig Xis Yis  RTisga _ Zis Wis X6
R T 1 " Hlm T [
| clalf ] SB gl SB
T o890 w AC b AC
L] [ |elal7 [ b= uJ > U [l
601
{ Xi6 Yie  RTiena _Zis Wie Wiz Xis
o — " PN
[T ] fora[213] (| | o] sB f> SB,|
456 - AC b AC
L] L] [819alsl [ 1] =Y uJ ! uJ
B
Xis Yis  RTisga  Zig Wis Wio Xoo
= —
o SB > SB
- AC AC
o - -

M nonzero M unknown Il involved cells in key-recovery

Fig.33: ZC attack on 20 rounds of CRAFT. #Involved key cells: 22.

Table 8: Decryption procedure of the ZC attack on 20-round CRAFT.

Step Guessed Time Computed States Counter Size
RTy9%4[0-2,7,9,10, 14],

0 RTroa[3-5.13] N x 244 z1=Y3[5]|Z10[0,2,3,5,8,10-15]  No[z1] 2*8
1 RTyo%4[0,2,8,10-12,14,15] 2%4+32 5 248 4, —V3[5]|Z18(1,6, 7,9, 13-15] Ni[zp] 232
2 RTig%4[6,13,15] 276+12 5 932 x3=Y3[5]|Z17[0, 8,11, 12] Nolzs] 220
3 - 288 X 220 Tq :Y3[5]|le[7, 15] N3 [Z4] 212
4 - 288 5 212 x5 =Y3[5]| X16[7) Ny[zs] 28
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intermediate state for each possible value of x;. In the last two columns, we
show the counter and its size.

To recover the secret key, allocate a counter V[z] for 8-bit z. For 2% values
of [Y3, X16], evaluate all 8 basis ZC masks on [Y3, X16] and get z. Update the
counter V[z] by V[z] = V[z] + N4[Y3, X16]. Calculate the statistical value T
If T < 7, the guessed key values are possible right key candidates. The time
complexity of this step is equal to 238 x 16 x 28 times of reading the 16-bit
memory. Finally, do an exhaustive search for all the right candidates. The time
complexity of this step is 8 x 2128,

Complexity. In this attack, we set the type-I error probability a = 2727 and the
type-11 error probability 8 = 279, then Z;_, = 1.01, and Z;_5 = 2.88. Thus,
based on the Equation 5; N = 26289, The decision threshold is 7 = g+ 0021 —q.
If we consider one memory accesses as a one round, then the time complexity of
our attack on 16-round CRAFT is about 26289 4 (2106-89 5 35 4 (2124 4 9120 4
e 2100) 5 Loy 2119 = 912043 90_round encryptions. The required memory
complexity is about 24 bytes for counters.

K.3 21-round Impossible Differential Attack on CRAFT

Our tool finds an impossible differential distinguisher for 13 rounds (labeled as
rounds 4 to 16 in Figure 34), combined with a key recovery phase over four initial
rounds (rounds 0 to 3) and four final rounds (17 to 20).

Pair Generation. We should build 2 structures at Y and evaluate all possible
values in eleven cells Y5[1-3, 7-10, 12-15] for each structure, while the other cells
assume a fixed value. By using 22744 plaintexts, we can have 2%+88~1 pairs of
plaintexts (P, P). The expected number of the remaining pairs of ciphertexts
(C,C) is approximately N = 25+214s/=1=(n=[A]) — 92467 pairs This step needs
27+44 epcryption calls.

Guess-and-Filter. For each of the N pairs we do the following steps:

a) Satisfying round 20. we can determine AXyy as shown in Figure 34 with-
out guessing any key. Therefore, we will have a 16-bit filter. Then, we
guess RT509%4[2,6,9,10,12,14, 15] and determine AY34[0,1,5,8,13], and so
AX19[8,13] that will lead to a 12-bit filters. Now, we guess RT5094[0,1,7,8,13]
and determine Z19 and AZ19 as shown in Figure 34. The time complexity
of this step is N22°, and the number of tests left for the next step is N22°.

b) Satisfying round 1. We know the values of RT5p54[0-2,6-10,12-15] from the
previous step. Therefore, we do not need to guess RTgo4[0-2,6-10, 12-15].
Thus, we can determine AX[0-6, 11-13] as shown in Figure 34. Due to MC™*
operation on the active cells in the last three columns of Y7, the equalities
AXl[l] = AXl [13], AXl [2] = AXl [6], and AXl [3] = AXl [11] will lead to
a 12-bit filter. We guess RTyo4[3] to determine AX;[14] and filter a 4-bit
(due to equality AX;[14] = AX;[2]). We guess RTyy4[4] and determine Y;
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Fig. 34: ID attack on 21 rounds of CRAFT, |ksUks| = 25-¢, ¢y = 10-¢, ¢, = 10-¢,
Ay =11-¢, Ar =11-¢

and AY; as shown in Figure 34. The time complexity of this step is N2!2,
and the number of tests left for the next step is N2'2.

c) Satisfying round 2. We guess RT19,4[0,14] to determine AX5[3,15]. Due
to MC™! operation on the active cells in the last column of Y3, the equal-
ity AX5[3] = AX,[15] will lead to a 4-bit filter. We guess RTy94[11] to
determine AX,[7]. Due to MC™" operation on the active cells in the last
column of Y3, the equality AX,[7] = AX3[3] will lead to a 4-bit filter. We
guess RTy4[4] to determine AX5[10]. Due to MC™! operation on the ac-
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tive cells in the third column of Y3, we have AX5[10] = AX,[2]. From
the knowledge of AX5[2] and also AW;[2], we can determine W;[2] and so
Z1[13] by applying Lemma 1. Thus, we can determine RT}9,4[13] (due to
RTy94[13] = Z1[13] @ Y1[3]). The time complexity of this step is N220, and
the number of tests left for the next step is N22°.

d) Satisfying round 3. In this step, we can compute the cells AX3[0,4] (since
we know RT794[0,4], and also RT}9,4[10,15] based on the previous steps).
On the other hand, We have AX3[0] = AX3[4] due to the MC™" operation
on the active cells in the first column of Y3. Checking if AX3[0] = AX;[4]
will lead to a 4-bit filter. The time complexity of this step is N22°, and the
number of tests left for the next step is N2'6.

e) Satisfying round 20. We guess RT19,4[8]. We also know the value of RT1gu;4[13]
from the previous steps. Hence, we can calculate AYy5[2,6]. Due to MC op-
eration on the active cells in the third column of Xis, the equality AY35[2] =
AY15[6] will lead to a 4-bit filter. The time complexity of this step is N22°,
and the number of tests left for the next step is N216.

) Satisfying round 20. We guess RT19%4[15]. Due to MC operation on the ac-
tive cells in the third column of X;g, we have AY15[2] = AYjs[14]. Thus, we
have AW:g[3] = AW;g[13] and so we can determine AW;5[3] from the knowl-
edge of AW15[13]. On the other hand, we can determine AX;9[3] from the
knowledge of AY19[3] and AYig[11]. Therefore, AW15[3] and also AX19[3],
can help us to determine X19[3] by applying Lemma 1. Now, we can calcu-
late RT19%4[3] as RT19%4[3] = Z19[3] ® (Y19[11] & Y19[15] ® X19[3]). The time
complexity of this step is N22°, and the number of tests left for the next
step is N220,

g) Satisfying rounds 20, 19, and 18. We know the values of RT9940,3,8,11,13,15]
and also RT1gy4[7,14,15] from the previous steps. We guess RT1g94[12] to
determine AYi7[3,11]. Due to MC operation on the active cells in the last
column of X7, the equality AY17[3] = AYy,[11] will lead to a 4-bit filter.
The time complexity of this step is N224, and the number of tests left for
the next step is N22°.

h) Satisfying rounds 2 and 3. In this step, we can compute the cells AX3[12]
(since we know RT594[1], and also RT;,4[12] based on the previous steps).
On the other hand, we have AX3[0] = AX3[12] due to the MC™! operation
on the active cells in the first column of Y3. Checking if AX3[0] = AX35[12]
will lead to a 4-bit filter (we also know AX3[0] from the previous steps).
We guess RT194[2,5]. Now, we know the values of RTjgy[0,2-5,11-14],
RT5%4(1,2,9,10,15], and also RT39%4[5,12] from the previous steps. There-
fore, we can obtain AX4[1,9]. Due to MC~?! operation on the active cells in
the second column of Yy, the equality AX,[1] = AX,[9] will lead to a 4-bit
filter. The time complexity of this step is N224, and the number of tests to
verify the impossible distinguisher is N220.

. . . . . 24 5
Complexity. Analyzing N pairs has a time complexity of about N2°*.52 21-

round encryptions. The attack needs a data complexity of D = 257¢gIn2. The
total time complexity is 7' = D + N2 2 4 212879, Hence, to optimize the time
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complexity of the attack, we select g = 23. Thus, the data, time, and memory
complexities of the attack on CRAFT are 26099 210633 "anq 2190 regspectively.

K.4 Integral Distinguishers for CRAFT

The Figures 35, 36, 37, and 38 represent our ZC-Integral distinguishers for 12
to 15 rounds of CRAFT. We use the same rule as in Section J to convert a ZC
to an integral distinguisher. The behavior of the ZC distinguishers of CRAFT
depends on the starting round. We denote the starting round by 0ffset, where
Offset € {0,1,2,3}. For example, when 0ffset = n, the round tweakey TK,
is used in the first round of distinguisher.
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Fig. 35: ZC-Integral distinguisher for 12 rounds of CRAFT. Offset = 2. RTK[b| is
active at most one time. Wi1[1] ® W11[10] is balanced. Data complexity: 228,
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Fig. 36: ZC-Integral distinguisher for 13 rounds of CRAFT. Offset = 1. RTK[b| is
2%,

active at most one time. Wi2[1] ® W12[10] is balanced. Data complexity:
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Fig.37: ZC-Integral distinguisher for 14 rounds of CRAFT. 0ffset = 0. RTK|b] is
active at most one time. Wi3[1] @ W13[10] is balanced. Data complexity: 2°°.
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Fig. 38: ZC-Integral distinguisher for 15 rounds of CRAFT. 0ffset = 3. RTK|b] is
active at most one time. Wi4[1] ® W14[10] is balanced. Data complexity: 264
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L Application to Deoxys

Deoxys-BC is a tweakable block cipher based on the tweakey framework, which
employs the round function of AES in the data path. Unlike the other ciphers in
this paper, the internal state of Deoxys-BC is arranged columnwise in a 4 x 4
array of bytes. Deoxys-BC has two main versions: Deoxys-BC-256, and Deoxys-
BC-384 that use 256-bit and 384-bit tweakey, respectively. We applied our tool
to find the integral distinguisher to this block cipher. The Figures 39, 40, 41,
and 42 illustrate the discovered ZC-based integral distinguishers for this cipher.
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Fig. 39: ZC-Integral distinguisher for 5 rounds of Deoxys-BC-256. RT'K[4] is active at
most two times. Wiy[11] is balanced. Data complexity: 22*.

Fig. 40: ZC-Integral distinguisher for 6 rounds of Deoxys-BC-256. RT'K[6] is active at
most two times. W5[9] is balanced. Data complexity: 2°°.
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Fig. 41: ZC-Integral distinguisher for 6 rounds of Deoxys-BC-384. RT'K[6] is active at
most three times. W5[12] is balanced. Data complexity: 252,
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Fig. 42: ZC-Integral distinguisher for 7 rounds of Deoxys-BC-384. RT K [2] is active at
most three times. Ws[3] is balanced. Data complexity: 25%.
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M Comparison of Our Method and Division Property

This section compares our method to search for integral distinguishers with
division property (DP) or its enhanced version, i.e., monomial prediction (MP).
We consider three aspects of automatic tools for finding integral distinguishers:
The perfectness of the distinguisher model from the theoretical point of view (can
it find all possible integral properties?), the efficiency of the model in practice,
and the possibility of extending the distinguisher model to a unified model for
finding the integral attack.

— As clarified in Section 2.3, the link between ZC and integral distinguisher
is based on the definition of a balanced vectorial Boolean function. But
DP/MP takes advantage of the algebraic degree/structure of the Boolean
function to find integral distinguishers. Thus, we can not claim that our new
automatic tool can find all the integral distinguishers theoretically discover-
able by DP/MP. However, in what follows, we explain that its converse is
also true in practice. Thus, both techniques are independently useful. Our
tool can be even more useful for strongly aligned block ciphers.

— According to [22], MP is a theoretically perfect method to detect integral
properties. But, it can be computationally hard to find a possible integral
property with the DP/MP when it comes to practice. For example, while all
output bits could be unbalanced, a linear combination of some bits/words can
be balanced [26]. Still, checking all linear combinations for the input/output
bits is computationally challenging. Thus, theoretically perfect methods such
as DP/MP can miss the integral property due to limited search space.

— One of the significant advantages of our model is that it does not fix the
input/output masks, and hence automatically considers all combinations of
input/output words. We can also set an objective function to optimize a de-
sired property for the input/output masks. In addition, taking the internal
structure of S-boxes are not necessary for strongly aligned ciphers. There-
fore, our word-oriented model seems sufficient to find a nearly optimum inte-
gral distinguisher/attack on strongly aligned block ciphers. As evidence, our
16-round (resp. 14-round) integral distinguisher for SKINNY-64-192 (resp.
SKINNY-64-128) is better than the best previous one in [34] by a factor of
212 in data complexity. In the previous models, such as [34] and DP, one has
to (exhaustively) serach the space of input/output masks. For instance, if we
want to find our integral distinguisher with DP or bit-wise ZC models in [34],
the number of possible input masks with 60 active bits (48 bits in plaintext
and 12 bits in tweak) is more than (Zg) ~ 24879 Although some heuris-
tic approaches have been proposed to search for minimum data complexity
integral distinguishers based on DP, such as [15], the complexity of these
methods still increases very quickly with the number of constant bits. Thus,
we might have to try many configurations before finding the first one yield-
ing the integral distinguisher. However, our method returns this low data
complexity distinguisher in one run, taking less than a second on a regular
laptop, without the need to check many different possible configurations.
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— All of the SMT/SAT/MILP models for DP/MP rely on the unsatisfiability
of the models. Conversely, the key recovery model is an optimization prob-
lem based on the underlying model’s satisfiability. Consequently, building a
unified SMT/SAT/MILP/CP model to find integral attacks using DP/MP
is still impossible. However, our new model is based on the satisfiability of
the model, i.e., any solution of our distinguisher model yields an integral
distinguisher. This is our method’s main advantage, letting us extend our
model for integral distinguisher to a unified model to find an integral at-
tack (optimized for key recovery) in Section 5. This key feature is still not
achievable by DP/MP techniques.

— Note that the conventional division property can not consider the (twea)key
schedule since XORing with constant does not change the division prop-
erty. In contrast, our ZC-integral tool can consider the key schedule to find
integral distinguishers. Thanks to this feature, we found many new low data-
complexity integral distinguishers in the single-key and chosen tweak setting
for SKINNY (see Table 3). Only the new variants of DP, e.g., MP, can con-
sider the key schedule. However, DP/MP may not be efficient enough for
ciphers with large S-boxes or dense linear layers, e.g., AES, Deoxys, and
SKINNY-128, particularly if we want to check different linear combinations
of input/output individually. For example, according to [26], 232 — 1 inequal-
ities are needed to model the MDS of AES in DP. Furthermore, taking the
internal structure of S-boxes is unnecessary for strongly aligned block ci-
phers such as SKINNY, AES, Deoxys, MANTIS, and CRAFT. Therefore,
compared to DP/MP, our technique can be even more useful in the integral
analysis of strongly aligned block ciphers.
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