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Abstract.

We present the first fully collusion resistant traitor tracing (T T) scheme for identity-based inner product func-
tional encryption (IBIPFE) that directly traces user identities through an efficient tracing procedure. We name
such a scheme as embedded identity traceable IBIPFE (EI-TIBIPFE), where secret keys and ciphertexts are com-
puted for vectors u and v respectively. Additionally, each secret key is associated with a user identification infor-
mation tuple (Z,id, gid) that specifies user index i, user identity id and an identity gid of a group to which the user
belongs. The ciphertexts are generated under a group identity gid’ so that decryption recovers the inner product
between the vectors u and v if the user is a member of the group gid’, i.e., gid = gid’. Suppose some users linked
to a particular group team up and create a pirate decoder that is capable of decrypting the content of the group,
then the tracing algorithm extracts at least one id from the team given black-box access to the decoder.

In prior works, such TT schemes are built for usual public key encryptions. The only existing TIPFE scheme
proposed by Do, Phan, and Pointcheval [CT-RSA’20] can trace user indices but not the actual identities. Moreover,
their scheme achieves selective security and private traceability, meaning that it is only the trusted authority that
is able to trace user indices. In this work, we present the following TT schemes with varying parameters and levels
of security:

(1) We generically construct EI-TIBIPFE assuming the existence of IBIPFE. The scheme preserves the security
level of the underlying IBIPFE.

(2) We build an adaptively secure EI-TIPFE scheme from bilinear maps. Note that EI-TIPFE is a particular case
of EI-TIBIPFE, which does not consider group identities.

(3) Next, we construct a selectively secure EI-TIBIPFE from bilinear maps. As an intermediate step, we design
the first IBIPFE scheme based on a target group assumption in the standard model.

(4) Finally, we provide a generic construction of selectively secure EI-TIBIPFE from lattices, namely under the
standard Learning With Errors assumption.

Our pairing-based schemes support public traceability and the ciphertext size grows with /71, whereas in the

IBIPFE and lattice-based ones, it grows linearly with n. The main technical difficulty is designing such an ad-

vanced TT scheme for an IBIPFE that is beyond IPFE and more suitable for real-life applications.

Keywords: embedded identity, traitor tracing, inner product functional encryption, identity-based inner product
functional encryption
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1 Introduction

A traditional traitor tracing (TT) [CFN94] scheme is a multi-receiver system that helps to
detect a malicious user that deceives the broadcasters by creating a pirate decryption box.
More specifically, contents are encrypted under a public key mpk and each authorized user
indexed with j is given a sophisticated secret key sk to recover the contents. Consider a sce-
nario where a collection of dishonest users, called traitors, embeds their secret keys into a
pirate decoder which decrypts the ciphertext for unauthorized users, thereby causing a sig-
nificant loss to the content providers. To prevent such impermissible theft, there is a tracing
algorithm that uses a dedicated tracing key key to identify the traitors in the system. The trac-
ing algorithm is called public or private, depending on whether the key is available publicly
or kept secret.

In literature, TT schemes are mainly explored in the context of usual public key encryp-
tion (PKE) [CFN94,BF99,SW98,KD98,CFNP00,FT01,SSW01,CPP05,BF99,TT01,KY02a,KY02b,
FNP07, BP08, BZ17, LPSS17, ABP*17] or identity-based encryption (IBE) [ADML"07, PT11,
GMS12]. Recently, Do, Phan and Pointcheval [DPP20] bring this feature of traceability into
the setting of a more fine-grained encryption mechanism called functional encryption (FE)
[BSW11]. In particular, they define and construct a traceable inner product functional en-
cryption (TIPFE) scheme where secret keys are generated for tuples (j, #) representing user
indices and vectors. The ciphertexts are computed for some vectors v in such a manner that
the decryption reveals nothing about the message v except the inner product (u, v). Suppose
many secret keys sk; , for a fixed vector u are provided to different users having distinct in-
dices. It may happen that some of these users create a pirate decoder embedding their own
secret keys in order to sell it for personal interests. Therefore, anyone from outside can learn
the inner product using the pirate decoder. The tracing algorithm of TIPFE is employed to
identify such dishonest users in the system.

Following the usual tracing procedures [BSW06,BF99], Do et al. [DPP20] design their trac-
ing algorithm to find out a set Tindex containing the traitor’s indices associated with the se-
cret keys of IPFE. In order to find the actual traitors, the indices in 7™ are mapped back
to the identities of traitors. Thus, the central authority must maintain a map or a look-up ta-
ble to discover the identities linked to the indices of T™"4¢%, Additionally, the key generation
process of [DPP20] encodes the identities as codewords or vectors (having the same length
as the IPFE vectors), and the tracing algorithm needs to access the list of these codewords.
This makes the key generation inherently stateful, which not only dilutes the whole purpose
of tracing but is inconvenient for many practical scenarios. Further, a TIPFE like [DPP20]
which supports private tracing is more restrictive since only the central authority can find
out the traitors’ identities. On the other hand, even if the map is made publicly available,
then users’ anonymity would be fully compromised.

Nishimaki, Wichs and Zhandry [NWZ16] address this issue by constructinga T T scheme
that directly traces users’ identities publicly from a decoder box. However, their TT scheme is
built upon an adaptively-secure collusion-resistant public key FE scheme for general circuits
with compact ciphertexts. All known constructions of such FE schemes depend on the ex-
istence of either multilinear maps [GGH™ 13] or indistinguishability obfuscation (10) [BV16].
Although |0 has been built from well-founded assumptions [J1.S21] through a long sequence
of works, the construction is highly complex and relies on various cryptographic tools. Nev-
ertheless, it has not yet reached the arena of implementable primitives. To avoid the route of
full-fledge FE or 10, Goyal et al. [GKW19] developed new and more efficient public/private
fully collusion resistant traitor tracing schemes from standard assumptions based on paring
and lattices. However, these TT schemes can trace users’ identities only in plain PKEs. The
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only existing TIPFE of [DPP20] is proven secure in the selective indistinguishability model
and achieves private tracing (that can trace only user indices) under the decisional bilinear
Diffie-Hellman (DBDH) assumption. Hence, there is no known technique for implementing
such an advanced identity tracing mechanism in the case of IPFE with a realistic security
model. This motivates us to the following question:

Is it possible to construct an efficient, adaptively secure fully collusion resistant TIPFE scheme
where the user identification information can be embedded into the secret keys such that the
tracing algorithm publicly traces the indices associated with traitors’ secret keys as well as
their identities?

We further investigate more realistic applications of TIPFE. In the current structure of
TIPFE, the ciphertexts do not contain any information about the source of the message.
As a result, the sender can not be recognized during decryption, although it is an essen-
tial and desirable feature for any PKE scheme. To capture this phenomenon, consider a
natural scenario where many broadcasters (or data suppliers) encrypt their data using the
same TIPFE. Then, users having secret keys from one broadcaster can decrypt the content
of others. Further, in the context of tracing, this means the tracing must be run across all the
users’ identities even when the decoder is created to cheat a specific broadcaster. A naive
way to resolve this problem is to sample individual TIPFE system for each of these broad-
casters. However, this requires maintaining a huge database for storing parameters of all the
TIPFE systems, and complications may arise in managing certificates. Such shortcomings
of TIPFE can be surpassed by introducing identities assigned to the broadcasters and en-
abling them to encrypt contents under their own individual identities. A secret key is now
associated with an additional broadcaster’s identity, which restricts the user to decrypt only
the content of that broadcaster. This is motivated by the notion of an identity-based TT (IB-
TT) scheme [ADML"07]. However, all existing IB-TTs can only trace user indices (but not
their identities), and hence possesses similar limitations regarding tracing as in the TIPFE
of [DPP20]. Hence, in continuation with the above open problem, we are further motivated
to answer the following question:

Is it possible to construct an efficient fully collusion resistant TIPFE scheme where a user’s
secret key is additionally associated with the subscribed broadcaster’s identity, and messages
can be encrypted under broadcasters’ identities such that only its’ subscribed users can view

the content while the tracing algorithm privately/publicly traces the traitors’ indices along

with their identities?

Our Contributions. In this work, we affirmatively answer to the above questions. More pre-
cisely, we make the following contributions.

Embedded Identity TIPFE. We formally introduce the notion of embedded identity TIPFE
(EI-TIPFE) inspired from the primitive of EI-TT introduced in [GKW19]. We further extend
this notion to identity-based |IPFE (IBIPFE) [ACGU20] and define a more generalized primi-
tive called embedded identity traceable |BIPFE (EI-TIBIPFE). It additionally encodes broad-
caster’s identity, referred to as group identity here after, into a secret key and enables en-
crypting message vectors under group identities. We emphasize that only user identities are
traced in EI-TIBIPFE from a pirate decoder designed for a specific group identity.

To construct EI-TIPFE or EI-TIBIPFE, we formalize an intermediate primitive called em-
bedded identity private linear |BIPFE (EIPL-IBIPFE). Also, we observe that EIPL-IPFE can
be viewed as a particular case of it where the group identities are omitted. We show that
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EI-TIBIPFE or EI-TIPFE can be achieved generically from EIPL-IBIPFE or EIPL-IPFE respec-
tively. Hence, the answer to the above questions boils down to construct the intermediate
primitive EIPL-IBIPFE.

EIPL-IBIPFE from IBIPFE. We present a generic construction of EIPL-IBIPFE from IBIPFE,
which preserves the security of the underlying IBIPFE. It can publicly trace user identities
from the pirate decoder. The ciphertext size and length of the public key grow linearly in
both the numbers of users n and the length of embedded user identities k.

EIPL-IPFE from pairing. We propose an adaptively secure EIPL-IPFE in a composite order
pairing group based on a DBDH-like assumption called the joint Decisional 3-party Diffie-
Hellman (joint-D3DH) assumption. It supports public tracing with more efficient system pa-
rameters. Specifically, the size of ciphertexts and the master public keys grow linearly with

vn, Vk.

EIPL-IBIPFE from pairing. We propose a selectively secure EIPL-IBIPFE in a composite-
order pairing group based on the joint-D3DH assumption. We follow a two steps approach —
in the first step, we build an IBIPFE scheme based on the (plain) Decisional Bilinear Diffie-
Hellman (DBDH) assumption, and in the second step, we upgrade the IBIPFE to EIPL-IBIPFE
that also supports public traceability. Moreover, the EIPL-IBIPFE enjoys similar efficiency as
our EIPL-IPFE.

We note that our IBIPFE is built upon a target group assumption, namely DBDH, in the
standard model. All existing group-based IBIPFEs are either relying on source group as-
sumptions [ACGU20,AGT21] or built in the random oracle model [DSP19]. It is well-known
that target group assumptions are qualitatively weaker than the source group ones [Frel0,
DKW21]. Hence, it is worth mentioning that our IBIPFE is the first instantiation of a FE
scheme beyond IPFE that is designed from a simple target group assumption in the stan-
dard model.

EIPL-IBIPFE from lattices. Lastly, we propose a generic construction of selectively secure
EIPL-IBIPFE assuming the existence of mixed FE (MFE) and attribute-based |PFE (ABIPFE).
Both of these primitives are known from the learning with error (LWE) assumption. We in-
stantiate our EIPL-IBIPFE using the ABIPFE of [LLW21] and the MFE of [CVW™18]. This
yields a post-quantum secure EI-TIBIPFE with ciphertext size m- (n+ k + k') - poly(1) and
public key size m - poly (7).

Like [BSW06, Frel0, BZ17, BW06, GKRW18, CVW* 18, NWZ16, GKW19], our EI-TIPFE or
EI-TIBIPFE schemes are fully collusion resistant meaning that there is no bound on adver-
sary’s secret key queries. In particular, for our lattice-based EI-TIBIPFE scheme, the collusion
bound is set to be the total number of users in the system, which is similar to the collusion
resistant setting of [NWZ16].

The joint-D3DH assumption. Our joint-D3DH assumption is a natural generalization of
the commonly used D3DH assumption [BSW06, GKW19]. Let G be a cyclic group of order
N = p- q with subgroups G, G; and e : G x G — Gr be an efficiently computable bilinear
map. The D3DH assumption is stated as follows:

abc} ~ {ga’gb,gc’gr}

Let gp, g4 are two generators of G, and G, respectively. Inspired from the joint-symmetric
external Diffie-Hellman (joint-SXDH) assumption introduced by Lin et al. [[V16], we now

geG abcr—27y: g8 g%
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generalize the D3DH assumption. More specifically, the joint-D3DH assumption considers
the joint distribution of elements {g?, gib, & lieip.q With the same exponents a,b,¢ — Zy.
Note that, in the symmetric pairing groups, elements of two subgroups G, and G, are not

pairable in the sense that e(gy, gg) =1 for any a, b. Therefore, by the same spirit of D3DH,
the distribution of {g,‘;bc , gf;bc} is possibly indistinguishable from {gy,, g/} for r — Zx - this is

exactly our joint-D3DH assumption. We state the assumption as follows:

b b
8 8 &1 8 } N {gz‘o” 85 &5 gé’}

a b c r
abe 85 80 8¢ 84

8,€G,,8,€Gy; a,b,c,r —Zn: {
p prdq q gg’gcb/’gg’ gq

Table 1: Comparison between Traceable FEs

Size of the component Tracing Identity
Scheme| Assum. (Func., Sec.)
Impk]| ‘ Ict] ‘ sk mode trace

(pp20)] DBDH | m@n+poly) | me-polyty | poly() |Private| (PFE,Seh) | x |
Joint- D3DH|{m- v n-k-poly(A)| m-vn-k-poly(1) logn + poly(1) Public | (IPFE, Adp) v
Our IBIPFE m-n-k-poly(d) m-n-k-poly(d) k' +k-poly(1) Public |(IBIPFE, Adp)| Vv
work | 1oint-D3DH |m- v -k-poly(1)| m-vn-k-poly(A) log i+ poly(A) Public | (IBIPFE, Sel) | v
LwWE? m-poly(A) m-(n+k+k')-poly(1)|(logn+ k+ k') - poly(A) | Private | (IBIPFE, Sel) | v

n: number of user; m, k, k': dimension of input vector, user identity and group identity respectively; Func., Sec.: functional-
ity and security model; Sel, Adp: selective, adaptive respectively. [f] We instantiate our LWE-based EI-TIBIPFE using the
MFE scheme of [GKW18] and the ABIPFE scheme of [LLW21]. Therefore, the parameters of our LWE-based scheme are
directly aligned to [GKW18, LLW21].

Finally, we summarize our results in the following Theorem.

Theorem 1 (Informal) Assuming IBIPFE/joint-D3DH/LWE assumption, there exist an adap-
tively/selectively(adaptively)/selectively secure EI- TIBIPFE (EI- TIPFE) scheme with public/ pub-
lic/private tracing algorithm that can trace user identities from a pirate decoder.

Recently, Zhandry [Zha21] proposed white-box tracing mechanism for PKE which allows the
tracer to inspect the implementation of decoder and prevents some attack scenarios that are
inherent to black-box traitor tracing such as availability of the decoder to an outsider. On the
other hand, we stress that this work is motivated to design efficient black-box traitor tracing
scheme with public/private tracing for specific FEs which are fully collusion resistant. We
leave the problem of extending Zhandry’s work to construct white-box traitor tracing for FE
as an interesting future work.

2 Technical Overview

We start by reviewing the embedded identity traitor tracing (EI-TT) scheme of Goyal et al.
[GKW19] which is referred to GKW-TT from now on. The tracing algorithm of GKW-TT is
designed to trace traitors’ identities directly in PKE via an intermediate primitive called em-
bedded identity private linear broadcast encryption (EIPL-BE). We extend their framework
from PKE to IPFE and define the notion of embedded identity traceable IPFE (EI-TIPFE) for
tracing identities of traitors in an IPFE system.

We further generalize the notion of EI-TIPFE to embedded identity traceable identity-
based IPFE (EI-TIBIPFE) which allows to trace users that belong to a specific group. We
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generically construct EI-TIBIPFE from an intermediate primitive embedded identity private
linear IBIPFE (EIPL-IBIPFE). This step is inspired from the approach of [GKW19]. We em-
phasize that EI-TIPFE is a particular case of EI-TIBIPFE and one can similarly achieve it
from EIPL-IPFE (which is again a specific case of EIPL-IBIPFE).

2.1 The Tracing Mechanism of GKW-TT

Goyal et al. [GKW19] design EI-TT schemes from various standard assumptions. The core
idea of [GKW19] was to extend the framework of private linear broadcast encryption (PL-BE)
[BSW06] and introduce the notion of EIPL-BE. An EIPL-BE consists of a setup, encryption,
special encryption, and decryption algorithms. The difference between PL-BE and EIPL-BE
is in the special encryption which is associated with the index-position-bit tuple (i, ¢, b),
whereas in [BSW06] the special encryption is associated only with the index i. More formally,
EIPL-BE works as follows:

Setup(l", n,1%) — (msk, mpk, key): The setup algorithm outputs a master key pair and a
special encryption key.

KeyGen(msk, j,id) — sk: It generates a secret key sk for the tuple (j,id).

Enc(mpk, M) — ct: The normal encryption algorithm encrypts a message M and outputs a
ciphertext ct.

SplEnc(key, M, (i, ¢, b)) — ct: The special encryption algorithm encrypts a message M to
index-position-bit tuple (i, ¢, b).

Dec(sk,ct) — ¢/ L: If ct is a ciphertext of normal encryption then the decryption recovers
the message and if ct is a special encryption ciphertext then sk can decrypt it as long as one
of the conditions (j > i) or (j=iA ¢ =1) or (j =iAidy =1-b) holds (where id, denotes the
/-th bit of id).

At a high level, the role of EIPL-BE is similar to the role of PL-BE in the tracing mecha-
nism of [BSWO06]. Apart from restricting decryption by secret keys {sk jtj=i (as in [BSW06]),
the extended functionality of EIPL-BE is capable of preventing a secret key sk ;4 to decrypt
a ciphertext associated with the tuple (j, Z,id,). The former feature enables the tracing algo-
rithm to find out the indices of traitors and the later discover the corresponding identities.
We discuss the security notions required for tracing in the context IBIPFE.

2.2 Definition of Embedded Identity Traceable IBIPFE

We first discuss the algorithms of traceable IPFE (TIPFE) (which does not embed user iden-
tities in the secret keys) introduced by Do et al. [DPP20]. A TIPFE consists of five PPT algo-
rithms (Setup, KeyGen, Enc Dec, Trace). The setup algorithm receives the number of users
n, the length of vectors m, and outputs the master secret key msk, a tracing key key, and the
master public key mpk. In the key generation phase, a user gets a secret key sk, associated
with a user index i and a predicate vector u € Z". The encryption algorithm outputs the ci-
phertext ct, for the message vector v € Z™. In decryption, the secret key holder computes
(u,v) from the ciphertext ct, using her/his secret key sk,,. The tracing algorithm, given or-
acle access to a pirated decoder box 2,, associated with a vector u, uses (the tracing key)
key, a tracing parameter ¢(-), a pair of message vectors (v®, 1)), and extracts a set of indices
Tindex — [n] related to the traitors.



The main downside of the tracing algorithm is that indices in 7" are traced back to the
actual identities through a central map, which becomes problematic for many applications.
To overcome this limitation, we extend the notion of TIPFE into embedded identity TIPFE
(EI-TIPFE) where the users’ secret keys are associated with index-identity pair (j,id) such
that id can be a binary string of length k. Second and the essential change is in the tracing
algorithm which now directly extracts a set T'9 containing the identities of traitors. Hence,
there is no need of such unnecessary map of TIPFE.

We note that the encryption of EI-TIPFE is performed independently of the sender’s
identity, hence receivers are unaware of the source of plaintexts. Moreover, in real applica-
tions, it is often the case that a group of users (e.g. employees) possesses a group identity (e.g.
the company in which they work). This motivates us to define the notion of embedded iden-
tity traceable IBIPFE (EI-TIBIPFE) where the secret keys of users are additionally associated
with a group identity gid € {0, 1}* and the ciphertexts are computed under a group identity
gid’. The decryption successfully recovers the inner product if these two group identities are
the same, i.e. gid = gid". The tracing becomes more efficient since the pirated decoder box
9, works with a specific gid and one need to only trace over the set of users that linked with
the gid, instead of the set of all users in the system. More formally, our EI-TIBIPFE scheme is
defined as follows:

Setup(1?,n, 1%, 1¥,1™) — (msk, mpk, key): The setup algorithm generates master key pairs
and a tracing key.

KeyGen(msk, i,id, gid, u) — sk,: It generates secret keys of users with index-identity pair
(i,id) and a group identity gid.

Enc(mpk,gid’, v) — ct,: It encrypts a vector v under a group identity gid’.

Dec(sky,ct,) — {/L: The decryption recovers the inner product {u, v) if gid = gid’; other-
wise returns L.

Traceg"(key,lﬁ,gid,u, v @ M0y T'd: Tt outputs a set T4 = {0, 1}* of the identities of
traitors belong to the group identity gid.

We say that the tracing is correct if it does not falsely accuse an honest user as traitor and
T'd is a subset of the identities of released secret keys. EI-TIBIPFE can be viewed as a partic-
ular case of EI-TIBIPFE when gid = gid’ always holds. In other words, one can independently
define EI-TIPFE from EI-TIBIPFE where KeyGen, Enc, Trace?* do not take a group identity as
input and decryption with honestly generated secret keys is always successful.

2.3 The framework of EIPL-IBIPFE for tracing identities in IBIPFE

The backbone of our EI-TIBIPFE construction is the notion of EIPL-IBIPFE. The concept
of EIPL-IBIPFE is inspired by the primitive of EIPL-BE introduced by [GKW19] for tracing
traitors in PKE. We extend their framework from PKE to FE, more specifically to IPFE or
even richer functionality of IBIPFE. Instead of encrypting an integer message, EIPL-IBIPFE
encrypts an integer vector from Z™ under a group identity gid’ and generates secret keys cor-
responding to a vector of the same length for users with index-identity pair (j,id) belonging
to a group having identity gid. The encryption has two modes — the normal mode is simi-
lar to the encryption of EI-TIBIPFE and the special mode is used for tracing purpose. More
formally, our EIPL-IBIPFE is defined as follows:
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Setup(1?, n,1%,1%,1™) — (msk, mpk, key): The setup algorithm outputs a master key pair
and a special encryption key.

KeyGen(msk, j,id,gid, u) — sk,: It generates the secret key sk, associated with the tuple
(j,id) and a group identity gid.

Enc(mpk,gid’, v) — ct,: The normal encryption algorithm encrypts a message vector v un-
der the group identity gid'.

SplEnc(key, gid’, v, (i, ¢, b)) — ct,: The special encryption algorithm encrypts a message
vector v for index-position-bit tuple (i, ¢, b). If (the special encryption key) key is publicly
available then it is called public EIPL-IBIPFE; otherwise it is known as private EIPL-IBIPFE.

Dec(sky,ct,) — &/ L: Ifct, is a ciphertext of normal encryption then the decryption recovers
the message when gid = gid’ holds. On the other hand, the user can decrypt a special encryp-
tion ciphertext ct, if sk,, satisfies the conditions (j > i) or (j=iAf¢=1)or (j=iAid;=1-D)
where id, be the ¢-th bit of id.

We now observe that EI-TIBIPFE can be directly obtained from EIPL-IBIPFE. The Setup,
KeyGen, Enc, Dec algorithms of both the primitives works exactly in similar fashion. We briefly
discuss the tracing procedure. Before that, we formalize the following security properties for
our EIPL-IBIPFE by combining the security notions of two primitives EIPL-BE [GKW19] and
IBIPFE [ACGU20] :

— Normal-hiding. Enc(mpk, gid*, v) =, SplEnc(key, gid*, v, (1, L, 0)).

— Index-hiding. SplEnc(key, gid*, v, (i*, L,0)) =, SplEnc(key, gid*, v, (i* +1, L,0)) if an adver-
sary is not given a key for (i*,id, gid*, ).

— Lower identity-hiding. SplEnc(key,gid", v, (i*, 1,0)) =, SplEnc(key,gid*, v, (i*,£*,b*)) if
an adversary is not given a key for (i*,id, gid*, u) such that id« = b*.

— Upper identity-hiding. SplEnc(key,gid*, v, (i*, ¢*, b*)) =, SplEnc(key, gid*, v, (i* +1, 1,0))
if an adversary is not given a key for (i*,id, gid*, u) such that id,« =1 - b*.

— Message-hiding. SplEnc(key, gid*, v'?, (i*, 1,0)) =, SplEnc(key, gid*, vV, (i*, L,0)) if all the
secret keys associated to (i = i*,id,gid”, u) satisfy the condition (v'?, u) = (v, u).

We call an EIPL-IBIPFE selectively/adaptively secure subject to the selection of the challenge
tuple (gid*, v@, vV) by an adversary before/after the setup and pre-ciphertext key queries.
The above security properties of EIPL-IBIPFE facilitates revealing a traitor’s identity in a bit-
by-bit manner. The role of a special encryption algorithm is similar to that of the indexed-
encryption algorithm of [BSW06] except it provides an additional feature that disables the
decryption ability of users upon a single bit of the identity. In more detail, the tracing mech-
anism follows a two-step process:

1. Index tracing. The first step is similar to the usual PI-BE or EIPL-BE [BSW06, GKW19],
where the indices of dishonest users’ are traced. Formally, for each indices i € [n + 1], it
finds the probability ﬁil.”d of the decoder box for successfully decrypting special encryp-
tions to the tuple (i, L,0). It outputs Index ={i € [n+ 1] : ﬁil."d and ﬁil.rldl are noticeably far}.

2. Identity tracing. The second step is a sub-search technique which is performed to trace
the identity for each i € Index. It checks whether the ¢-th bit in a (possibly) traitor’s iden-
tity is zero or one for all index positions ¢ € [k]. Formally, for each i € Index, and ¢ € [k],
it finds the probability 6];‘; of the decoder box for successfully decrypting special encryp-

tions to the tuple (i, ¢,0).



Finally, for each ¢ € [k], it setsid, = 0 if ﬁil.”d and 571.% are noticeably far; otherwise 1. The index
tracing phase identifies the possible indices of traitors using the index-hiding property. In the
second step, the lower identity-hiding and the upper identity-hiding properties ensure that
estimate é/;‘?[ is either close to ﬁil.”d or ﬁii’ldl, which indeed enables it to extract the correct bit
of id, with high probability.

We show that the tracing algorithm of our EI-TIBIPFE proceeds in a similar fashion as
it is run in [GKW19], However, we need to be extra careful due to the extended functional-
ity of IBIPFE. For instance, the “Index tracing" step requires to employ the message-hiding
property that allows the decoder to decrypt a ciphertext in our setting. On the other hand,
[GKW19] uses the message-hiding property to entirely restrict the decoder in decrypting a
ciphertext.

Finally, one can observe that EIPL-IPFE is a particular case of EIPL-IBIPFE with gid = gid’,
otherwise one may ignore the group identity from the above definition to translate it into
EIPL-IPFE.

2.4 EIPL-IBIPFE from IBIPFE

We first describe our generic construction of EIPL-IBIPFE from any existing IBIPFE such as
pairing or lattice-based IBIPFE of Abdalla et al. [ACGU20]. In an IBIPFE, secret keys are gen-
erated for an identity-vector pair (gid, #) and ciphertexts are computed for another identity-
vector pair (gid', v) such that decryption recovers the inner product (u, v) if the two identities
match, i.e. gid = gid’. Given a set of secret keys for {(gid, w)}, it is hard to distinguish between
encryptions of vy and v; under gid" if (u, vy) = (u, v1) holds for all the secret keys whenever
gid = gid’.

Our EIPL-IBIPFE construction is inspired by the approach of building EIPL-BE using
only a PKE scheme [GKW19]. We replace the underlying PKE with an IBIPFE scheme, which
transforms their generic EIPL-BE into an EIPL-IBIPFE. This construction provides useful in-
sights for designing more efficient EIPL-IBIPFE from pairing (presented later in this section).

Setup(1*,n,1%,1%,1™): {IBIPFE.msk; ;5 IBIPFE.mpk; , ,} — IBIPFE.Setup (1*,1,1¥), Sets
mpk = {IBIPFE'mpki,l,b}(i,(,b)E[n]><[k]X{O,l}’ key = mpk and msk = {IBIPFE-mSki,[,b}(i,f,b)E[n]X[k]X{O,l}'

KeyGen(msk, i,id, gid, u): IBIPFE.sk; ¢4, < IBIPFE.KeyGen (IBIPFE.msk; ¢4,, gid, u) for all
e [k‘], Sku = {|B|PFE.Ski/’id[}[€[k].

Enc(mpk,gid', v): {vi,f}(i,[)E([n]X[k—l]) — Zm, Vifk= U—Zlg;i Vi, |B|PFE.Cti’['b — IBIPFE.Enc
(IBIPFE.mpki,&b,gid’, Ul'y[), Ctv = {lBlPFE-Cti,Z,b}(i,l,b)e([n]x[k]x{O,l})-

SplEnc(key, gid’, v, (i*,€*,b*)): For i = i*,v;} = v—Z’(f;% vigelse vi — 2" 1f(i,4,b) #
(i*,0%,b"), 0 pp = Vi, else U; pp — 2™, ct;pp — IBIPFE.Enc (IBIPFE.mpk; , p,gid’, ¥ /),
cty ={cti ¢ b}, 0, p)e(n)x (k1 x10,1) -

Dec(sky,cty): {(u,v; o)} oeixy < IBIPFE.Dec({IBIPFE.sk; ¢ id,} ek, {IBIPFE.ct; ¢id,}eeix)), if gid
=gid’ and Vi € [n], outputs (u, v) = > reik (W, Vi p).

We note that it is sufficient to generate 2nk many key pairs of IBIPFE since the group
identity (having size k’ in the construction) is not required to trace. Thus, the size of the ci-
phertexts in our EIPL-IBIPFE grows linearly with the maximum number of users n and the
length of the user identities k. In other words, each 7 slot of the ciphertext contains k inde-
pendent and disjoint components of the IBIPFE sub-ciphertexts. Thus, a user can perform
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decryption for each n slot by only looking at its dedicated IBIPFE component in the cipher-
text. Since all the IBIPFE ciphertexts are independently created, the security of EIPL-IBIPFE
directly follows from the security of IBIPFE. For instance, consider the message-hiding se-
curity where special encryptions of two message vectors v¥ and v to the tuple (i*, L,0)
under gid' must be indistinguishable if all secret key queries for the tuple (i,id, gid, u) satis-
fies the condition that whenever i = i* and gid = gid*, it holds that (v @, u) = (v'V, u). Note
that, for i = i*, the vector vl(ﬁk) = v - Z’lf;} v; ¢ is encrypted under mpk; ; ;, using IBIPFE
where f is either 0 or 1. Therefore, for all i = i*, it holds that (vlg?]z, u) = (v;lli, u), and hence
the message-hiding security follows from the security of IBIPFE.

2.5 EIPL-IPFE from pairing

The generic construction discussed above is not a desirable solution to obtain EI-TIBIPFE
as the ciphertext size linearly grows with the number of users in the system. In search of a
more efficient solution, we investigate non-generic group based constructions of EIPL-IBIPFE.
However, first we consider a simpler situation where the group identity is absent. That is, we
present a pairing-based construction of EIPL-IPFE which will lead to an EI-TIPFE scheme.

Our starting point is the pairing-based EIPL-BE scheme by Goyal et al. [GKW19], which
builds upon the PL-BE scheme by Boneh et al. [BSWO06]. Let us first recall the EIPL-BE scheme.
In what follows, we denote an element g of the group G of order N = p- g (where p, g are the
primes) and a vector @ = (ay, ..., a,), we denote (g%,..., g%") by g*. For two vectors a and b,
we denote (g4, b) = g“"b). Let e be a bilinear map define as e: G x G — Gr, and G, G4 be the
subgroups of G of orders p and g respectively. Suppose, there are n parties indexing each by
i € [n] which is represented as a pair (x, y) € [v/n] x[y/n]. We say that i; = (x1, y1) > iz = (X2, )2)
if either x; > xp or (X1 = X2 A y1 > ).

Setup(1%,n,1%): Chooses 8 hp —Gp; 85 hg — Gy :8=8p8qh=hphg; p— Zy and for all
x € [vn],ry,ay — Zy. Compute E; = gg,Ex =g, Fy=h"~,Gy=e(g,8)%, Egx = ggr",Fq,x —
hgrx,Gq,x = e(gq,gq)ﬁ“x; For each (y,4,b) € ([v/n] x [k] x{0,1}),¢y,0,5, 00,0 — ZN, Yo, — Zp.
Hyop=8g700Vop= hoco, \7“, = g‘sﬂbg;['b. Outputs key = mpk,

EX! Fx; va Hy,[,bvvf,br {aX) rx}xy
mpk = [ Eg, , ;msk =

Esx, Fur, G V, c
q,x 'q,x» Yq,x . ¢,b WOb {y,l,b}y,l,b

KeyGen(msk, i,id): i = (x,y), K = g%+ xXectu neide Qutputs sk = (x, ,id, K).
Enc(mpk, M): ct — SplEnc(key, M, (1, 1,0)). Outputs cty,.
SplEnc(key, M € Gr, (i*,€*,b*)): i* = (x*,y*); 1,t — Zy; for all x € [V/n], sy, ex, [x — Zn;

Wy,0,b) Vy,t,b <~ ZNY(y,¢,b) € [\/ﬁ] x [k] x {0, 1}.
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Ry Ry Ay Iy role in decryption

x> x* E;xx Fff; Ei;‘t M- Gflsj‘c successful decryption for i > i*

successful decryption for
x=x*|Ey |  FYT gt M-GL* (i>i*)Vv((i,0) =" 1)
V((i,idg) = (i*,1-b"))

x<x*| g hs<T gt e(g,g)fx unsuccessful decryption
Cyep Cyob
(7> y*)v successful decryption for
t . hWy,e,bT Wy,e,b * . —(i*
V= y* A, D) £ (€%, b*) Hy,gyb h g (x>x*)v((i,0)=0", )V

((G,idp) = (G*,1-b"))

(y<y"Vv Hy e BT
((,4,b) = (y*, €*,b*)) v b

~U .
glreb.v, L‘[‘b successful decryption for x > x*
V, :

Outputs ct= ({Rx,ﬁx, Ay, Lty {Cy,g'b, éy,ﬁ,b}y,[,b)

Ii-e(Ry[1reii) Cy,ejid,)

Dec(sk,ct): M= — _
(sk,ct) e(Ry,[Trek) Cy,eia,)-e(K, Ax)

The EIPL-BE of [GKW19] makes use of the generic construction of EIPL-BE from PKE
and consider 2k different subsystems of the PL-BE scheme by Boneh et al. [BSW06]. Note
that, while all the subsystems share the same {ay, rx} ¢/, €ach of it possesses own {c), =
>.¢ Cy,e,p} values so that the key generation algorithm can select appropriate {c,} values for
each identity id. This prevents mixing terms of different secret keys to create a hybrid key.
Inspired from the approach of EIPL-BE, we upgrade the system to make it capable of en-
crypting vectors instead of a single integer. To do so, we make use of the DDH-based IPFE
scheme by Agrawal et al. [ALS16]. More specifically, the components Ey, Fy, Gy, Eg x, Fg,x, Gg,x
along with ay, ry are now upgraded to vectors. Additionally, we consider a vector ¥, < Z};
(whose role is similar to a, in the GKW scheme). It helps us to argue the adaptive security of
the implicit IPFE scheme. Armed with these ideas, we construct EIPL-IPFE as follows:

Setup(1*,n,1%,1™): Samples gp, hp, f — Gpi g, hg, fg — Gq: 8 = 8p&qr = hyphg, f = fu fy;

For all x € [/n], chooses ff — Znry, @y, Wy — Z}}, computes E; = gg,zq = fé/B)Ex = g™ Fy =
hrx,Gx = e(g, g)“x,Wx = e(f,f)"’x,Eq,x = ggrx’qux = hgrx’qux = e(gq,gq)ﬁ“x, Wq,x = e(fq;fq)ﬁwx;
Forall (y,¢,b) € [vn] x [k] x{0,1},8¢,p, Cy,e,p — ZN,Ye,p — Zp, computes Hy,g = g0, Vp ), =
hoth, Vy )y = g‘sfvbg,y‘b. Sets key = mpk,

ghf, Ey, F,, Gy, W, Hy,é,br {ay, r, Wyl
mpk = , , ,msk =

EqpZq | |Eqx Fgx Ggx Wox| | Ve Ve b {cyentyen

KeyGen(msk,i,id, u): i = (x,y), Ki = gt kecm&stiar; K, = f@w. Outputs sky =
(x, ,1d, K1, K2).

Enc(mpk, v): ct, — SplEnc(key, v, (1, L,0)). Outputs ct,.

SplEnc(key, v, (i*,€*,b*)): i* = (x*,y"), 1,t — Zy; for all x € [\/n], samples sy, Ky, ey, dy
—ZN; Oy, fx — ZY; Wy0p Vy,ep — L for all (y, £, b) € [Vnl x [k] x {0,1}.
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Ry | R, | Ax | By I role in decryption

* E;’fx F;"; Ef;‘ Zg"t e(gq,gq)”'G;fj‘C'th?;‘ successful decryption for i > i*

successful decryption for
x=x| BB el g)” Gy W >V ((,0 =" 1)
V((i,idp) = (i*,1-b*))

x < x*|g%x |nOxT | gexl| flx e(g, @fx-e(f, N unsuccessful decryption
Cyeh Cyep
e ] g | ST
Y=y AW, b)#*,b*) | nb g ((i,id[)zéi*,l—b'*))
w T
(0, IE)J/:(};),;* b)) H;'[%Z];,,:[Yb . glrtb. VZ“IV]'[’h successful decryption for x > x*

Outputs cty = ({Ry, Ry, Ay, By, It x, {Cy,0,5, Cy 0,0} y,0,1)

(Iy,uy-e(Ry,[Trek C}./l,é,idg)

e(Ry, reri é;fmd[).e(Kl,Ax).e(Kz,Bx) .

Dec(sky,cty): n= Outputs (u, v) =logn
The normal hiding security directly follows from the construction of the EIPL-IPFE scheme.

The main intuition behind the index-hiding security proof is that if an adversary does not
have a secret key for the index i* = (x*, y*) then the factor of Cy+ ,; which belongs to G,
can be chosen undetectably, added, and removed. Similar techniques are used while proving
the lower identity-hiding and upper identity-hiding security notions. In the message-hiding
security, an adversary can not distinguish between the special encryption of the challenge
vectors ¥, (V) to the index-position-bit tuple (i* = (x*, y*), L,0) with the restriction that
the adversary is allowed to query secret keys for i = i* satisfying (w9 uy = (v, u). We en-
counter some challenges while plugging the DDH-based IPFE of [ALS16] into our settings
and discuss why the plain DBDH assumption is not sufficient to prove the message-hiding
security. The main difference is that there are several IPFE systems encrypting the message
vector for each index-factor x € [/n] where some of these use G, as the base group (when
x > x*) and others use the whole group G (when x = x*). Furthermore, all of these systems
share the same randomness t. Thus, we can not apply the plain DBDH assumption to ar-
gue the message-hiding security. Hence, we consider the joint-D3DH assumption inspired
from the joint-SXDH assumption proposed by Lin et al. [LV16]. The joint-D3DH assumption
helps us simulating terms like gf], g" with the same randomness ¢ < Z, which in turn abets
to overcome the barrier faced in the security reduction. Since for each i < i*, it holds that
(w9 uy = (v, uy, we can argue the message-hiding security of EIPL-IPFE by leveraging the
security of the implicit IPFE system for each index-factor x € [y/n] for which decryption is
successful. We provide a detail security analysis in Sec. 6.2. Finally, we note that the size of the
ciphertext grows linearly with /7 and vk, similar to previous TT schemes [BSW06, GKW19].
Next, we discuss how to extend the EIPL-IPFE to EIPL-IBIPFE for adding the group identities
into the system.

2.6 Extending EIPL-IPFE to EIPL-IBIPFE

The notion of IBIPFE provides more finer access control than IPFE and, hence it is more
challenging to construct. A natural first attempt is to build EIPL-IBIPFE generically from
EIPL-IPFE and an IBE scheme. However, any such attempt would fail to provide the message-
hiding security due to common mix and match attacks. More specifically, a mixed secret key
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obtained by combining an authorized IBE key with an unauthorized IPFE key can be used
to decrypt an undesirable ciphertext. Thus, it is advisable to build such a scheme in a non-
generic manner.

It is not hard to see that the above construction of EIPL-IPFE (or EIPL-BE) encrypts the
message vectors in the target group. Thus, one needs to have an IBIPFE scheme based on a
target group assumption so that it is well fitted into the GKW EIPL-BE system. However, all
known pairing-based IBIPFE schemes [AGT21, ACGU20] are based on dual system encryp-
tion mechanisms and hence naturally depend on various source group assumptions (such
as subgroup decision assumptions). We follow a two step approach - in the first step, we
construct an IBIPFE scheme based on the plain DBDH assumption and then in the second
step, we plug in our IBIPFE into the GKW EIPL-BE system — to achieve our goal of building
EIPL-IBIPFE. Note that the second step indeed takes inspiration from the transformation of
EIPL-IPFE from EIPL-BE.

Step I. IBIPFE from a target group assumption. Our starting point is the Water’s IBE [Wat05]
based on the plain DBDH assumption in the standard model. We upgrade their scheme in a
natural way to enable encrypting vectors under a given identity.

Setup(l/‘,lk',lm): Samples g, g, 1 — G, u= (u;) — Gk,, a — Z;’f.
81 =8% g =gy Outputs mpk = (g1, 82, 1/, u,g), msk = go.

KeyGen(msk,gid € {O,I}k’,y): V={ielk'l:gid; =1}, Hgid) = u'[ljey wi €G, 1 — Zp. dy =
(g2,y)-H(gid)",dy = g". Outputs sk, = (dy, dy).

Enc(mpk,gid’,x): Samples 1 — Z,. C; = e(g,82)*"**,C, = g',C3 = H(gid")". Outputs cty =
(C1,Co, C3).

e(ds,C3)
e(d1,C2) "

Dec(sky,cty): If gid = gid’, then (x,y) =(Cy, )

At a very high level, for proving the indistinguishability security of the above IBIPFE, we
partially rely on the ideas of [AGT21] where they use dual system encryption techniques to
prove the security of their attribute-based IPFE scheme based on source group assumptions.
However, we aim to prove security based on the plain DBDH assumption, and hence there is
no known way to use dual system encryption methodologies with such an assumption. We
consider a sequence of hybrids and suppose that the challenge message vectors are x©, x(1)
and the challenge identity is gid*. The reduction begins by sampling a random orthogonal
(full rank) matrix F satisfying the condition F- (x© — x1)) = ¢; where e, is the first canonical
basis vector. Accordingly the master key component a is switched to F' &. As the full rank
matrix F is chosen uniformly at random, this transformation is statistically indistinguishable
to the adversary’s view. We observe that the challenge vectors are used in this hybrid to gen-
erate the master key pairs. Hence, we consider the selective security model where the adver-
sary is restricted to submit the challenge messages before seeing any public parameter of the
system. In the next hybrid, we use the DBDH assumption in order to hide the information of
the challenge bit. Given a DBDH instance (g4, g, g¢, g%bc), the adversary extends the group
elements into vectors as g“,gb,gC where a = (a, ap,...,ay),b=(b,...,b),c = (c,...,c). It al-
lows us to embed the DBDH-instance into the master keys. In the secret key query phase,
we define identity encoding functions based on gid* (similar to [Wat05]) to correctly sim-
ulate the accepting and non-accepting key queries. Finally, to simulate the challenge ci-
phertext we implicitly set g = g” and ¢ = ¢ so that ciphertext component C; transforms
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to e(g, g)FT'("’_bbe”be(O)) due to the choice of F, where w represents the component wise
multiplication of the vectors a, b and c. Now, observe that the challenge bit b only occurs in
the first entry of (w — bbe; + bFx?) and at the same time the DBDH-challenge element abc
is encoded in the first entry of w. Hence, the security of our IBIPFE follows from the plain
DBDH assumption. In Appendix B, we give the full security analysis with selective identity for
simplicity of exposition, however, we emphasize that using the techniques of [Wat05, BR09]
one can prove the security with adaptive identity.

Step I1. EIPL-IBIPFE from EIPL-BE and our IBIPFE. In the second step, we combine the
GKW EIPL-BE and our IBIPFE in a similar fashion that has been followed while building the
EIPL-IPFE. Recall that, in EIPL-IBIPFE, the users are linked with different group identities.
Therefore, the secret key of a user is now associated with a user’s identity id, a group identity
gid’, and the message vector v is encrypted under a group identity gid'. The encoding H(gid")
appears the groups G and G, during encryption. Thus, we can not directly use our |IBIPFE for
building EIPL-IBIPFE. To overcome this obstacle, we define a projection H, of the identity
encoding function H into the subgroup G, of G as follows:

Given group elements: 19;,, {19p,i}i€[k/],1927, {0g,i}iepk with 9’ = 19;,19'07,19,- =10,,i04,i
define: H(gid) = 9' [ | 9;, Hy(gid) = 9, [ ] 94,
i€V i€V
where 7 = {i € [k'] : gid; = 1}. Equipped with this ideas, we describe below our EIPL-IBIPFE:

Setup(1t, n,1%,1%,1™): Samples &p hp, fp, 05, 0p,i — Gp foralli € [K'], gg, hg, fq, 97,94, —

Gq forall i € [K'] such that g = gp8q, h = hphg, f = fpfq, 0" = 0,040 = (0),i04,:); Forall x €

[\/ﬁ];,ﬁ;?‘_ IN, Ty, @y, Yy — Z?\?; Eq = gg’Ex = g?rx’Fx = h?rx’Gx = e(g; g)“", Y, = gwx,Eq,x =
g Py = W Gy = gy, )P, Yy, = ghV; For each (y,£,b) € [y/n] x [k] x {0, 1}, sam-
ples 8¢,p,Cyep — ZN,Ye,p — Zp and computes Hy g, = gt Vy )y = h000,V, ), = g‘sfvbg;"'b.
Outputs key = mpk,

Eqﬂ?,;ﬁc’lﬁy Ex; Fx; er Yx Hy,(,b K {axrrxny}x;
y y , MSK =

B ~ .
19,{19%,}1' Egyx Fgx, Ggx, Yg,x N Ve, Voo b r,{¢y,e.b}y,0,0

mpk =

KeyGen(msk, i,id, gid,u): i = (x,y),7 = {i € [K] : gid; = 1}, H(gid) = 9'[];cy 9;; computes
K= g<ax,u>+r<rx.u)2ze[k1 Cy,[,id[;Kz — f(l[/x,u> ‘H(gid)", K3 = gr. Sets sky, = (x, y,id, gid, K1, Kz, K3).

Enc(mpk,gid’, v): ct, — SplEnc(key, v, (1, L,0)). Outputs ct,,.

SplEnc(key, gid’, v, (i*,€*,b*)): i* = (x*,y*),T,t — Zy.Foreach x € [/n], samples sy, dy, ex —
ZN; Oy [ — Z}’V“, randomly chooses wy, ¢ p, Vy,¢,p — Zn for all (y,¢,b) € [v/n] x [k] x {0,1}.
Returns ct, = ({Rx, Ry, Ay, By, I}y, {Cy,i,b» Cy,é,b}y,f,b)
Dec(sky, ct,): If sk, is authorized, then it computes
3 (I, w) 'e(Rx»Hle[k] CJ'/‘,[,idg)

e(Ry, Tloepy é;f&id[) ce(Ky, Ay) - e(Ko, Ay) - e(Ks, By)

n ,outputs (u, v) =logn

We consider selective security for our EIPL-IBIPFE where the adversary submits both the
challenge message vectors and the challenge group identity before receiving any public pa-
rameter of the system. The security analysis is more involved and challenging in EIPL-IBIPFE.
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Ry | Ry | Ay By I role in decryption

successful decryption
for (i > i*) with gid = gid’
successful decryption for
(i>i*)v (i, 0 =0%1)
v((i,idp) = (i*,1-b"))
with gid = gid’

x> x* (B | Py | B | Hy(gidPort | e(gq, 8907 - G - e(fg, Y00

x=x*| EY |FyT | g%t | Higid)! | e(g,8)? GL™* -e(f, Yy) !5

x < x*|g%x |hoxT | gext H(gid’)d" e(g,g)fX-e(f,f)fx unsuccessful decryption

Cyeb Cyeb

successful decryption
H}ﬁjlbhw%bf glineb (x>x*)Vv((i,0)=3G* L)V
((5,idg) = (i*,1- b))

(y>y v
(y=y"Al,b) #(£*,b™))

* Ht . h“’y.&hT .
<y v 1,0,b Wy GUROD successful decryption for
((yvgrb):(y*ré*rb*)) ’V;Zyjl) § 4b x>x*

For instance, the index-hiding security game of EIPL-IPFE (or EIPL-BE of [GKW19]) does not
allow an adversary «f to query a secret key for the challenge index i*, however, it is not the
same for EIPL-IBIPFE. In this case, o can ask for a secret key for a vector u associated to the
tuple (i*,id, gid # gid™) where gid™ is the challenge group identity. Our idea is to introduce an
additional randomness 7 that is multiplied with the term ¢y =} y¢ (¢ ¢y,¢,.d, When a secret key
for (i,id, gid) is generated (as shown in the construction). Observe that the same randomness
is used to randomize H(gid) while computing the secret key component K;. This enables us
to simulate the secret keys for tuples of the form (i*,id, gid # gid*) using the (modified) Deci-
sional 3-party Diffie-Hellman assumption [BSW06]. The message-hiding security is proved
utilizing the techniques used in our IBIPFE, however, we need to rely on the joint-D3DH as-
sumption instead of the plain DBDH assumption to surpass the same difficulty faced in the

case of EIPL-IPFE. We provide a detailed security analysis with all the five security notions
of EIPL-IBIPFE in subsection 7.2.

2.7 EIPL-IBIPFE from LWE

We propose a generic construction of EIPL-IBIPFE from the LWE assumption. We use two
primitives attribute-based IPFE (ABIPFE) [PD21, LIW21] and mixed functional encryption
(MFE) [CVW™18] as the building blocks which have been built under the LWE assumption
with different security levels.

The notion of ABIPFE is a more generalized version of IBIPFE. In ABIPFE, secret keys
are generated with respect to a vector u and a policy €, and ciphertexts are computed for a
message vector v and an attribute att such that decryption recovers (u, v) if € (att) = 0. An
MFE scheme can be viewed as a dual of standard FE in which a secret key is associated with a
message M, and a ciphertext is associated with a (boolean) function f. Additionally, in MFE,
there are two encryption algorithms — PK-Enc and SK-Enc. The public encryption PK-Enc
encrypts the public parameters while the secret encryption SK-Enc encrypts the circuit f by
the master secret key. The decryption algorithm in an MFE scheme outputs f(M) € {0, 1}.

We extend the framework of EIPL-BE [GKW19] to support inner product functionality
by replacing the underlying ABE with an ABIPFE scheme [PD21, LLW21]. Additionally, we
embed the group identity into the ABIPFE system to achieve our goal of EIPL-IBIPFE. We
now describe our generic EIPL-IBIPFE construction. Let us consider two schemes such as
ABIPFE = (Setup;, KeyGen;,Enc;,Dec;) and MFE = (Setup,, KeyGen,, PK-Ency, SK-Enc,, Dec))
and let x =log(nkk’).
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Setup(1}, n, 1, 1%, 1m); Computes (msk;, mpky) < Setup, (14,1, 15); (msky, mpka) < Setup,
(1*,1%). Sets mpk = (mpk;, mpk,); msk = (msk;, msky)

KeyGen(msk, i,id, gid, #): Computes sk, — KeyGena(msky, (,id, gid)), sk; — KeyGen; (mskj,
6,id,gid -, -), u) where

1—Decy(sky,ctp), if gid=gid

Cg.. . Ct , 'd/ =
i,id,gid (Ct2,81d) {1, elsewhere

Outputs sk, = sk;
Enc(mpk,gid’, v): ct, — PK-Enca(mpk,), ct; — Ency(mpky, (ctp,gid"), v). Sets ct,, = cty.

SplEnc(msk, gid’, v, (i*, €%, b")): Compute cty — SK-Enca(msky, fi g« + oig") Where

if(j=i*+ 1)V (3i* %)=,V (@*ide) =
fi o0 g Urid, gid) = 4 (j,1-b*) A (gid = gid")
0, otherwise

and ct; — Ency (mpk,, (ct, gid"), v). Outputs ct, = ct;.

Dec(ct,,sky): (u,v) = Decy(sky,cty).
Relying on the security of ABIPFE and MFE, we prove that our EIPL-IBIPFE is selectively
secure. The complete security analysis is provided in subsection 8.2.

Instantiation using ABIPFE of [LLW21] and MFE of [GKW18]. While the work of Goyal et
al. [GKW18] proposes a construction of an MFE scheme for log-depth circuits which is suffi-
cient for our EIPL-IBIPFE, but the (most suitable) ABIPFE of Lai et al. [LLW21] is proven se-
cure with only a bounded number of accepting keys. Furthermore, the ciphertext size grows
additively with the number of accepting keys®. By accepting keys we mean the secret keys
that can successfully decrypt the challenge ciphertext. Interpreting it into our setting, this
indeed implies that our EIPL-IBIPFE has a bounded number of users (i.e., the parameter n)
and the ciphertext size grows additively with n and k. This eventually prevents us to allow an
exponential number of users in the system, and thus the complexity leveraging technique
of [GKW19] can not be employed to eliminate the indices i from EI-TIBIPFE. Although com-
plexity leveraging techniques are common in literature, it incurs a considerable amount of
security loss in the system and hence may not be a practical solution for dropping the in-
dices. Lastly, we emphasize that it is not at all a drawback of our transformation, rather a
limitation of existing ABIPFEs [PD21, LLW21]. If one can achieve an ABIPFE scheme with
logn size ciphertexts in future, then our EIPL-IBIPFE will yield an EI-TIBIPFE having opti-
mal size parameters.

3 Preliminaries

Notations: Let A be the security parameter that belongs to the set of natural numbers, 1
denotes its unary representation, and poly(1) be a polynomial in A. For a prime p, let Z,,
denotes the field Z/pZ. For a set S, we use the notation s — S to indicate the fact that s is

3 The ABIPFE of [PD21] supports a single accepting key, so it can not be used in our transformation.
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sampled uniformly at random from a finite set S. We write x — & to denote that the ele-
ment x is sampled at random according to the distribution &. For any natural number n,
[n] denotes the set {1,2,...,n}. We use a bold lower-case letter e.g., a to denote a vector,
and a bold upper-case letter e.g., A denotes a matrix. The i-th element of the vector a is
expressed as a;, and (i, j)-th element of a matrix A is represented by a; ;. The transpose of
a matrix A is denoted by A'. Let u, v € Z™, then the inner product between the vectors is
defined as (u, v) = Z;’i L UiV; € Z. A function negl : N — R is said to be a negligible function
if negl(1) = A~“M, An algorithm A is said to be a probabilistic polynomial time (PPT) algo-
rithm if it is modeled as a probabilistic Turing machine that runs in time poly(A). If for any
PPT adversary «f such that |Prlef (1, X) = 1] = Prl/ (11, V) = 1]| is negligible in A, then we
say that the two distributions are indistinguishable, denoted by X = Y.

3.1 Bilinear Group

A bilinear group BG = (p,q,N = p-q,G,Gr, g, e(-,-)) consists of the two primes p, g, two mul-
tiplicative (source and target) groups G,Gr (respectively) with the order |G| = |Gr| = N, g as
the generator of the group G and a bilinear map e: G x G — Gr. It satisfies the following:

— bilinearity: e(g% g") = e(g,g)* forall g€ G, a,be Zy and
— non-degeneracy: e(g, g) is a generator of Gr.

A bilinear group generator ¥gg. Gen(11) takes the security parameter A and outputs a bilinear
group BG = (p, q,N,G,Gr, g, e(,-)) with a A-bit composite integer N = p - q. We consider G,
and G, as the subgroups of G and their orders p and q respectively.

3.2 Complexity Assumptions

Let BG = (p, g, N,G,Gr, g, e(-,-)) — 9pc.gen (1) be a bilinear group with composite order N =
p - q. We define a series of source and target group-based assumptions [BSW06, GKW19].

Assumption 1 (Modified-1 Decisional 3-party Diffie-Hellman Assumption) (modified-1
D3DH) For every PPT adversary <, there exists a negligible function negl(-) such that

[BGygp) gq; ga) gby
prep BG; 8§y — Gp; g — Gg; a, b, c, 1 — Zp;

=<

+negl(1)

N |~

Pr =$2¢ gc gbz gb3 gb4 :b
p’op ’op ’op

Pe b To = g% Ty = ghib — 10, 1}

gp ?gp yTb

Assumption 2 ((Plain) Decisional Bilinear Diffie-Hellman Assumption) (DBDH) For every
PPT adversary <, there exists a negligible function negl(-) such that

[BG) ) LZ’ b! IBG, ‘_G;a,b,c,r‘_ZN;
o |, |BC 888N g S

: +negl(1)
g Ty To=e(g,g) " Ty =e(g,g)";b—1{0,1}

DN | =~

Assumption 3 (Modified-2 Decisional 3-party Diffie-Hellman Assumption) (modified-2
D3DH) For every PPT adversary <, there exists a negligible function negl(-) such that

BG, gp, 84, &1 &p» BG; g, — Gy 80 — Gg;a,bc,r —Zp;| 1
Pr | o p qz p’op —b: p proq q p S§+negl(7t)
g5 & To Ty = gab%; T = gl;b — 10,1}
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Assumption 4 (Diffie-Hellman Sub-group Decisional Assumption) (DHSD) For every PPT
adversary <, there exists a negligible function negl(-) such that

BG; g = gpgq; h = hphy;
[BG)gvh)gp’gq)ggyhg) . gp)hp(_Gp;gq!hq‘_Gq;

Pr <o/ =b
gbg;‘;yhb) Tb a,b,C‘—ZN;

IA

N =

+negl(A)

To—Gg; Ty — Gb— (0, 1)

Assumption 5 (Bilinear Sub-group Decisional Assumption) (BSD) For every PPT adversary
<, there exists a negligible function negl(:) such that

B BG; g = gpgqs h = hyphy;

)gygpygcp

Pr | o/ =b: g, —Gp;8g—Gy8—G | =
e(Ty, 8)

1
— (A
2 negl(1)
To—Gp; T1 —G;b —{0,1}

Assumption 6 (Relaxed 3-party Diffie-Hellman Assumption) (R3DH) For every PPT adver-
sary of , there exists a negligible function negl(-) such that

BG; 8y — Gp; 8qg — Ggs
[EBG;gygp»gq; .
Pr| o/ =b: a,cth;a,(/w—zq; <

. +negl(A)
878,84 8p 18,8 To

1
2
Ty=g% % Ti — G;b—1{0,1)
Assumption 7 (Joint Decisional 3-party Diffie-Hellman Assumption) (joint D3DH) For ev-
ery PPT adversary <f , there exists a negligible function negl(:) such that

[EBG;gp ‘_Gp;gq <—Gq;a,b,c,r —7Zn;

BG, gy, 84, 8% 85,
Pr .,Qf gp gq gp gp

I\

SR

=b: T, = ggbc; T\ = g); + negl(1)

gcrga)gb)gc)(TbySb)
P So=gabe; 81 =glib—10,1)

3.3 Identity-Based Inner Product Functional Encryption

An identity-based inner product functional encryption (IBIPFE) scheme consists of four PPT
algorithms IBIPFE = (Setup, KeyGen, Enc, Dec) which works as follows:

Setup(14,1%,1™) — (msk,mpk): On input the security parameter A, a length k of identities
and a vector length m (as unary), the trusted authority generates a master secret key msk and

a master public key mpk.

KeyGen(msk,id, u) — sk,: The trusted authority takes as input the master secret key msk,
an identity id € {0, 1}¥, a vector u € Z™, and outputs a secret key sky.

Enc(mpk,id’, v) — ct,: The encryption algorithm takes as input the master public key mpk,
an identity id" € 0,1} and a message vector v € Z™. It outputs a ciphertext ct,,.
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Dec(sky,ct,) — {/L: The decryption algorithm uses a secret key sk, to decrypt the cipher-
text ct,. It either outputs a decrypted value ¢ on successful decryption or a symbol L indi-
cating decryption failure.

Correctness. An IBIPFE = (Setup, KeyGen, Enc, Dec) scheme is said to be correct if for all
Ak, meN, u,veZ™, identity id € {0, 1}¥, there exists a negligible function negl such that the
following holds
(msk, mpk) — Setup(1%,1%,1)
Pr | Dec(sky,cty) = (u,v): sk, — KeyGen(msk, id, u) =1-negl(1),
cty — Enc(mpk,id, v)

where the probability is taken over the random coins of Setup, KeyGen and Enc of IBIPFE.
Definition 1 (Adaptive security of IBIPFE) An IBIPFE scheme is said to satisfy an adaptive
indistinguishability-based (Adp-IND-CPA) security if for every PPT adversary <, there exists a
negligible function negl such that for every A € N, the following holds,

(msk, mpk) < Setu p(l/l, 1k 1m)

1
Pr | o7 KeyGen(msk,-,) (ct,, ) =b: (id*, (0, p1)) — orKeyGen(msk,) (mpl) | < >t negl(A),
b —1{0,1};ct ) — Enc(mpk,id®, v(®))

with the following restriction on the key generation oracle.

— KeyGen Oracle: All queries of «f should be of the form (id, w) satisfying the condition (u, v'?)
(u, vD) ifid =id*.

Definition 2 (Selective security of IBIPFE) An IBIPFE scheme is said to satisfy the selective
indistinguishability-based (Sel-IND-CPA) security if for every PPT adversary <f, there exists a
negligible function negl such that for every A € N, the following holds,

(d*, v@, vy — ozt

IA

N | =

Pr | gzKeyGenimsk)ce )=b:  (msk,mpk) — Setup(1%,1¥,1™) +negl(1),

b — {0, 1}t ) — Enc(mpk,id*, p())

with the following restriction on the key generation oracle.
— KeyGen Oracle: All queries of «f should be of the form (id, u) satisfying the condition (u, v®)
(u, vV ifid = id*.

Remark 1 (IPFE) If we omit the identity from the above syntax of IBIPFE, then it yields the
primitive of inner product functional encryption (IPFE).

3.4 Attribute-Based Inner Product Functional Encryption

An attribute-based inner product functional encryption (ABIPFE) scheme for a class of func-
tions &) = {€ : ¥ — {0,1}}, a predicate space & and a message space % consists of four
PPT algorithms ABIPFE = (Setup, KeyGen, Enc, Dec) and details about these algorithms are
given below.
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Setup(11,1™) — (msk,mpk): On input the security parameter A, a vector length m (as
unary), the trusted authority generates a master secret key msk and a master public key mpk.

KeyGen(msk, ¢, u) — sk,: The trusted authority takes input the master secret msk, a func-
tion € € ¥, a vector u € Z™ and outputs a secret key sk.

Enc(mpk,att, v) — ct,: This encryption algorithm takes as input the master public key mpk,
an attribute att € %} and a message vector v € Z". It outputs a ciphertext ct,, .

Dec(sky,ct,) — ¢{/L: The decryption algorithm uses a secret key sk, to decrypts the ci-
phertext ct,. It either outputs a decrypted value ¢ on successful decryption or a symbol L
indicating failure.

Correctness. An ABIPFE = (Setup, KeyGen, Enc, Dec) scheme is said to be correct if for all

AmeN, € e F,,att € A, u,v e Z™, there exists a negligible function negl such that the
following holds,

(msk, mpk) < Setup(1%,1™)

Pr | Dec(sky,cty) = (u, v) A€ (att) =0: sk, — KeyGen(msk,€,u) | =1—negl(1).

cty — Enc(mpk, att, v)
where the probability is taken over the random coins of Setup, KeyGen and Enc of ABIPFE as
described above.
Definition 3 (IND-CPA Security) An ABIPFE scheme is said to satisfy IND-CPA security if
for every PPT adversary <f , there exists a negligible function negl such that for every A € N the
following holds,

(msk, mpk) — Setup(1%,1)

1

Pr|of(ct,m) = b: (att*, @, pV)) — g7KeyGenmske) (mpl) | < 5t negl(A)

b — {0, 1};ct, — Enc(mpk, v®)

with the following restriction on the key generation oracle.
— KeyGen Oracle: All queries of «/ should be of the form (€, ) satisfying the condition (u;, v'®)
= (u;, vy if € (att*) = 0.
3.5 Mixed Functional Encryption

A mixed functional encryption (MFE) scheme for a class of functions & = {Z}; and mes-
sage spaces .4 = {M}, where f: 4} — {0,1} consists of five PPT algorithms MFE = (Setup,
KeyGen, PK-Enc, SK-Enc, Dec) and details about these algorithms are given below.

Setup(14,1¥%) — (msk,mpk): On input the security parameter A as unary and a functionality
index k, the trusted authority outputs a master secret key msk and a master public key mpk.

KeyGen(msk, M) — skps: On input the master secret key msk, a message M € ./, the trusted
authority generates the secret key sky,.
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PK-Enc(mpk) — ct: This normal public key encryption algorithm takes input the master
public key mpk and outputs a ciphertext ct.

SK-Enc(msk, f) — ct: The secret encryption algorithm takes input the master secret key
msk, a function f € & and it generates the ciphertext ct.

Dec(skps,ct) — {0,1}: On input the secret key sk, a ciphertext ct, the decryptor outputs a
single bit between 0 and 1.

Correctness. A MFE = (Setup, KeyGen, PK-Enc, SK-Enc, Dec) is said to be correctifforall A, k €
N, M € .4, there exists negligible functions negl;, negl, such that the following holds,

(msk, mpk) — Setup(1%,1¥)
Pr | Dec(skps,ct) =1: sky — KeyGen(msk, M) | =1—negl;(4),

ct — PK-Enc(mpk)

(msk, mpk) — Setup(l’l, 1%)
Pr | Dec(skys,ct) = f(M):  sky — KeyGen(msk,u) | =1—negly(1)
ct — SK-Enc(msk, f)

where the probability is taken over the random coins of Setup, KeyGen, PK-Enc and SK-Enc
of MFE as described above.

Definition 4 (g-bounded Restricted Function IND (F-IND)) Let q(-) be a fixed polynomial.
A MFE scheme is said to be q-bounded restricted function indistinguishability (F-IND) security
if for every stateful PPT adversary <f , there exists a negligible function negl such that for every
A €N the following holds,

(lk,f(O),f(D) - 'Q{(l/l)

IA

N —

Pr 'QfKeyGen(msk,-),SK-Enc(msk,-) (Ctb) =p: (mSk, mpk) - Setup(l/l’ 1]6) + negl(l),

b—{0,1};ctp — SK-Enc(mpk,f(b))

with the following oracle restrictions then a MFE is said to satisfy F-IND security:

- o can make at most q queries to SK-Enc(msk, -) oracle.

— All queries M of «f to KeyGen(msk, -) oracle should satisfy f© (M) = O (M).

- o/ must make all (at most q) SK-Enc(msk, ) oracle queries before making any query to
KeyGen(msk,-) oracle.

Definition 5 (g-bounded Restricted Accept IND (A-IND)) Let q(:) be a fixed polynomial. A
MFE scheme is said to be q-bounded restricted accept indistinguishability (A-IND) security if
for every stateful PPT adversary <f, there exists a negligible function neg| such that for every
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A €N the following holds,

dKeyGen(msk,-),SK—EnC(mSk,-) (Ctb) —b: (msk, mpk) - Setup(lA, lk)
Pr <

b — {0,1};ctg — PK-Enc(mpk)

+ negl(A),

N | =

ct; — SK-Enc(mpk, f*)

with the following oracle restrictions then a MFE is said to satisfy F-IND security:

- of can make at most q queries to SK-Enc(msk, -) oracle.

— All queries M of «/ to KeyGen(msk,-) oracle should satisfy f*)(M) =1 and f(M) =1 for
every query f to SK-Enc(msk, -).

- of must make all (at most q) SK-Enc(msk, ) oracle queries before making any query to
KeyGen(msk, -) Oracle.

3.6 Embedded Identity Private Linear Inner Product Functional Encryption

An EIPL-IPFE for a message vector space % = {%)},¢n, an identity space .92 = {{0, 13k
k € N} consists of five PPT algorithms EIPL-IPFE = (Setup, KeyGen, Enc, SplEnc, Dec) and
details about these algorithms are given below.

Setup(l", n,1%,1™) — (msk, mpk, key): The trusted authority takes as input the security
parameter A, the index space n, the ‘identity space’ parameter k, a vector length parameter
m, and outputs a master secret key msk, a master public key mpk and a key key. The master
public key mpk and the key key are made public while the master secret key msk is kept secret
to the trusted authority.

KeyGen(msk, i,id, u#) — sk,: On input the master secret key msk, an index i € [n], an iden-
tity id € {0, 1}* and a vector u € Z™, the trusted authority outputs a secret key sk,.

Enc(mpk, v) — ct,: This algorithm is run by an encryptor by taking input as mpk, a message
vector v € Z"" and generates a ciphertext ct, associated to the vector v.

SplEnc(key, v, (i, £, b)) — ct,: This algorithm outputs a ciphertext ct, by taking input as key,
a message vector v € Z™ and index-position-bit tuple (7,4, b) € [n+ 1] x ([k] U{L}) x {0, 1}. If
key = mpk then EIPL-IPFE is called public key EIPL-IPFE, else called private key EIPL-IPFE.

Dec(sky,ct,) — ¢/ L: On input the ciphertext ct, and the secret key sk, the decryptor out-
puts a decrypted value ¢ or a symbol L indicating failure.

Correctness. An EIPL-IPFE = (Setup, KeyGen, Enc, SplEnc, Dec) scheme is said to be cor-
rect if there exists negligible functions negly, negl, such that for all A,n,k,m e N, v e 2™,
i € [n+1],j € [n], an identity id € {0, 1}¥, ¢ € (k] U {L}), b € {0, 1}, the following holds.

(msk, mpk, key) — Setup(1%, n, 1¥,1™)
Pr [ Dec(sky,cty) = (u, v) : sk, — KeyGen(msk, j,id, u) =1-negl; (1),

cty — Enc(mpk, v)
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f(j=i+1)Vv(i,0)=(j,L)v(iidy) = (j,1- b), then the following property holds,

(msk, mpk, key) — Setup(1*, n, 1¥,1™)
Pr | Dec(sk,,ct,) = (u,v) : sk, — KeyGen(msk, j,id, u) =1-negl,(1),
cty < SplEnc(mpk, v, (i, 4, b))

3.7 IND-CPA security of EIPL-IPFE

Let g(-) be a fixed polynomial. The security definitions for EIPL-IPFE are a generalization
from the g-query security notions of EIPL-BE [GKW19], which we discuss below.

Definition 6 (g-query Normal Hiding Security) If for every stateful PPT adversary <, there
exists a negligible function negl such that for every A € N the following holds,

a1k 1m — o ah
(msk, mpk, key) — Setup(lA, n, 1k 1m)

Pr dKeyGen(msk,-,-,-),SpIEnc(key,-,~,~) (Cts,b)) —b: v (_‘Q{KeyGen(msk,-,-,-),SpIEnc(key,-,-,~,-) (mpk)| ==+ negl(A),

N =

b {0, 1};ct£?) — Enc(mpk, v)

ctg}) — SplEnc(key, v, (1, L,0))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query
normal hiding security:

— SplEnc Oracle: ¢ can make at most q(1) queries of the form (v, (1,¢,7)).
— KeyGen Oracle: All queries of «/ should be of distinct indices. That is, if o/ makes the queries
(iy,idy, 1), (i2,id2, o), ..., (ix,idy, uy), then i, # i, when a # b for every a,b € [x].

Definition 7 (g-query Index Hiding Security) Iffor every stateful PPT adversary </, there ex-
ists a negligible function negl such that for every A € N the following holds,

17,15,1m i) — o2 (Y

(msk, mpk, key) — Setup(1*, n,1%,1)

IA

N | —

Pr dKeyGen(msk,~,-,-),SpIEnc(key,-,-) (Cts,b)) —b: v dKeyGen(msk,-,-,~),SpIEnc(key,-,-,-) (mpk) + neg|(/1),

b —{0,1};ct? — SplEnc(key, v, (i*, 1,0))

ctg,l) «— SplEnc(key, v, (i* +1,1,0))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query index
hiding security:

— SplEnc Oracle: «f can make at most q(1) queries of the form (v, (i,¢,7y)), where the index i
must be equal to either i* ori* + 1.

— KeyGen Oracle: All queries of «f should be of distinct indices and should not be of the form
(i*,id, u). That is, if of makes the key queries (iy,idy, wy), (iz,id2, Up), ..., (ix,idx, ), then
iq#ip whena# b foreverya,be [x] andi, #i* foreveryac [x].
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Definition 8 (g-query Lower Identity Hiding Security) [ffor every stateful PPT adversary </,
there exists a negligible function neg| such that for every A € N the following holds,

1", 151,17, i%, 0%, b*) — 2 (1Y)
(msk, mpk, key) — Setup(l/l, n,1%,1m)

Pr dKeyGen(msk,~,-,~),5p|Enc(key,~,-,~) (Ctg,b)) =p: v— dKeyGen(msk,-,~,-),Sp|Enc(key,-,~,-) (mpk) < -+ neg|(/1),

1
2
b —{0, 1};ct£,0) «— SplEnc(key, v, (i*, 1,0))

ct(l,l) — SplEnc(key, v, (i*,€%,b%))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query lower
identity hiding security:

— SplEnc Oracle: «f can make at most q(1) queries of the form (v, (i,¢,7y)), where the index i
must be equal toi*.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id, u) such thatidy« = b*. That is, if &/ makes the key queries (i,idy, uy), (iz,idz, up), ...,
(ix,idx, W), then i, # i, when a# b for every a,be [x] and i, #i* or (idg) ¢+ # b* for every
ac€ [x].

Definition 9 (g-query Upper Identity Hiding Security) Ifforevery stateful PPT adversary </,
there exists a negligible function neg| such that for every A € N the following holds,

.

an,1k1m i* 0%, b*) — 24

(msk, mpk, key) — Setup(ll, n,1%,1m)

IA

D=

Pr dKeyGen(msk,-,y-),SpIEnc(key,-,-,-) (ctﬁ,b)) =pb: pv— dKeyGen(msk,-,y),SpIEnc(key,-,~,~) (mpk) + negl(/l),

b — {0, 1};ct(,9) — SplEnc(key, v, (i* +1, 1,0))

ct!l) — SplEnc(key, v, (i*,0*,b*))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query
upper identity hiding security:

— SplEnc Oracle: «f can make at most q(1) queries of the form (v, (i,¢,7y)), where the index i
must be equal to either i* ori* + 1.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id, u) such thatidy« = 1—b*. That is, if &/ makes the key queries (iy,idy, uy), (iz,id2, uy),
voos (i, idy, uy), then i, # i, when a # b for every a,b e [x] and i, # i* or (idg) ¢y #1—b*
foreverya € [x].

Definition 10 (g-query Message Hiding Security) [fforevery stateful PPT adversary </, there
exists a negligible function negl such that for every A € N the following holds,
(17,1517, i%) — o/ (1Y)

b oy KeyGentmsky- ) SplEnelkey, (et ) =b:  (msk, mpk, key) — Setup(1%,n,1¥,1™)
T

IA

N =

+ negl(A),
(U(O), v(l)) - dKeyGen(msk,-,-,-),SpIEnc(key,-,-,-)(mpk)

b — {0, 1};ct, @ — SplEnc(key,, v™®, (i*, 1,0))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query mes-
sage hiding security:

25



— SplEnc Oracle: ¢ can make at most q(A) queries of the form (v, (i,¢,y)), where the index i
must be equal to i*.

— KeyGen Oracle: All queries of <f should be of distinct indices and the form of (i,id, u) for
i = i* satisfying the condition (u,v?) = (u,vV). That is, if «/ makes the key queries
(iy,idy, 1), (i2,id2, u), ..., (ix,idy, wy), then i, # i, when a # b for every a,b € [x], and
ifig=i" then (u, vy = (u, v(1)>f0r any a € [x].

3.8 Embedded Identity Traceable Identity-Based Inner Product Functional Encryption

An embedded identity traceable identity-based inner product functional encryption (EI-TIBIPFE)
scheme consists of five PPT algorithms EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace), work-
ing as follows:

Setup(l", n, 1%, lk/, 1™) — (msk,mpk, key): The trusted authority takes as input the secu-
rity parameter A, an index n, a user identity space parameter k, a group identity space pa-
rameter k', a vector length parameter m and generates the master secret key msk, a master
public key mpk and, a tracing key key.

KeyGen(msk, i,id, gid, u) — sk,: On input the master secret key msk, user index i € [n], a
user identity id € {0, 1}¥, a group identity gid € {0, 1}* and a vector u € Z™, the trusted author-
ity outputs a secret key sk,,.

Enc(mpk,gid’, v) — ct,: The encryption algorithm takes input the master public key mpk, a
group identity gid' € {0, l}k,, a message vector v € Z", and produces a ciphertext ct,.

Dec(sky,ct,) — &/ L: The decryption algorithm is run by taking input a secret key sk, and a
ciphertext ct,. It either outputs a message ¢ on successful decryption or a symbol L indicat-
ing decryption failure.

Trace?" (key, lﬁ,gid, u,v®,vV) — T: This algorithm has oracle access to a program 2,
associated with the vector u, it takes as input the tracing key key, a group identity gid, the
predicate vector u, two message vectors v, ¥ and outputs a set of identities T < {0, 1}¥.
We call the tracing as public or private depending on whether key is equal to mpk or it is kept
secret.

Correctness. An EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace) scheme is said to be correct
ifforall A, n,k,k',neN, i € [n], id € {0,1}¥, gid € {0, 1}¥ and v, u € Z™, there exists a negligible
function negl satisfying gid = gid’ such that the following holds,

(msk, mpk) — Setup(l’l, n, 1%, lk’, 1™
Pr [ Dec(sky,cty) = (u,v): sk, — KeyGen(msk, i,id, gid, u) >1-negl(1)
cty — Enc(mpk, gid, v)
where the probability is taken over the random coins of Setup, KeyGen and Enc of EI-TIBIPFE.

Definition 11 (Adaptive Security of EI-TIBIPFE) An EI-TIBIPFE is said to satisfy adaptive
indistinguishable-based (Adp-IND-CPA) security if for every PPT adversary <, there exists a
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negligible function negl such that for every A € N the following holds:

(msk, mpk, key) — Setup(ll, n,1%,1% 1M
1
Pr dKeyGen(msk,w,-,-) (Ctv(b)) —b: (U(O), v(”,gid*) - dKeyGen(msk,.,-,-;)(mpk) =< 5 + negl(ﬂt)

b — {0, 1};ct & — Enc(mpk, gid*, v®)

with the following restriction on the key generation oracle.

— KeyGen Oracle: All queries of «¢ should be of form (i,id, gid, w) with i € [n], id € {0,1}*,gid €
{0, 13¥ and ifgid = gid* then (u, vy = (u, v®) holds.

We can similarly define the Sel-IND-CPA security of EI-TIBIPFE (alike to Definition 2) where
the adversary submits the challenge tuple (v©, vV, gid*) before it receives the public param-
eters.

Definition 12 (Security of Tracing) Forany non-negligible functione(-), polynomial p(-) and
for all PPT adversary <f, consider the experiment Exptf;l'T’Bl’D FEQAp) defined in Fig. 1. The
tracing security of the scheme EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace) is defined as
follows:

a7, 15,18 1) — ozt
(msk, mpk, key) — Setup(1?, n, 1%, 1% 1)
@, u, v, vM) gid*) — o700

1
T — TraceZu (key, 1€, gid*, u, @ 1)

Lol

The oracle O(-) has the msk hardwired in it and on query (i, id, gid, u) the oracle runs KeyGen(msk, i,id, gid, u) and sends
the output iff the index i was not queried before, otherwise it sends L. Let ‘?1'[‘) be the set of all users identities (id’s) queried
by «f associated with the vector u. The above model defines the adaptive tracing security. In case of selective tracing, </
selects (gid*, v©®, »(1) before setup and it outputs the decoder @y, after it queries some secret keys.

Fig. 1: ExptE) TIBIPFE(11 )

Based on the above experiment in Fig. 1, we define the following events and corresponding
probabilities.

— Good-Decoder: Pr[@y(ct,w) = b: b — {0,1},ct,w — Enc(mpk,gid*, v™)] = 1 +e(1)
Pr-G-Dy e p(1) = Pr[Good-Decoder A p(A) = A1

- Cor-Tr:T#PNATc %g
Pr-Cor-Trg e, »(A) = Pr[Cor-Tr].

- Fal-Tr: T ¢ A%
Pr-Fal-Try ¢ »,(A) = Pr[Fal-Tr]

The EI-TIBIPFE is said to satisfy secure tracing if for any PPT adversary </, polynomial q(A)
and non-negligible function €(-), there exists negligible functions negl,, negl, satisfyinge(A) >
1/q(A) with the following conditions,

Pr-Fal-Trg e »(A) < negly, Pr-Cor-Try e »(A) =2 Pr-G-Dy ¢ (1) —negl,

Note that the notion of EI-TIPFE is a particular case of EI-TIBIPFE where we simply ignore
gids used in the syntax of EI-TIBIPFE.
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3.9 Embedded Identity Private Linear Identity-Based Inner Product Functional
Encryption

An EIPL-IBIPFE for a message vector space % = {%,},¢n, user identity space .£9 = {{0, 1}
k € N} and a group identity space 4.2 = {{0, 1}¥ : k' €N} consists of five PPT algorithms
EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc, Dec) and details about these algorithms are
given below.

Setup(1?, n, 1%, lk’, 1™) — (msk,mpk, key): The trusted authority takes as input the secu-
rity parameter A, the index space n, the ‘user identity space’ parameter k, the ‘group identity
space’ parameter k’, a vector length parameter m, and outputs a master secret key msk, a
master public key mpk and a key key. The master public key mpk and the key key are made
public while the master secret key msk is kept secret to the trusted authority.

KeyGen(msk, i,id,gid, u) — sk,: On input the master secret key msk, an index i € [n], an
user identity id € {0, 1% a group identity gid € {0, l}k, and a vector u € Z™, the trusted author-
ity outputs a secret key sk,.

Enc(mpk,gid’, v) — ct,: This algorithm is run by an encryptor by taking input as mpk, a
group identity gid’, a message vector v € Z™ and generates a ciphertext ct,, associated to the
vector v.

SplEnc(key, gid’, v, (i, ¢, b)) — ct,: It outputs a ciphertext ct,, by taking input as key, a group
identity gid', a message vector v € Z" and index-position-bit tuple (i,4,b) € [n+ 1] x ([k]U
{1}) x {0,1}. If key = mpk then EIPL-IBIPFE is called public key EIPL-IBIPFE, else called pri-
vate key EIPL-IBIPFE.

Dec(sky,ct,) — ¢/ L: Oninput the ciphertext ct,, secret key sk,, decryptor outputs the mes-
sage ( or a symbol L indicating failure.

Correctness. An EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc, Dec) scheme is said to be cor-
rect if there exists negligible functions negly, negl, such that for all A, n,k,k',meN, ve 2™,
i € [n+1],j € [n], user identity id € {0, 1}, group identity gid € {0, ¥, 0 ((klu{l}),be (0,1},
the following holds,

(msk, mpk, key) — Setup(1*, n, 1, 1%, 1m)
Pr | Dec(sky,ct,) =(u,v): sk, — KeyGen(msk, j,id, gid, u) =1-negl (1),
cty — Enc(mpk, gid, v)

f(j=i+1)v(i,f)=(j,L)Vv(i,idy) =(j,1 - b) then the following holds,
(msk, mpk, key) — Setup(1*4, n, 1, 1¥,1m)

Pr [ Dec(sky,cty) = (u, v) : sk, — KeyGen(msk, j,id, gid, u) =>1-negl,(A).
cty — SplEnc(key, gid, v, (i, 4, b))

3.10 IND-CPA security of EIPL-IBIPFE

Let g(-) be a fixed polynomial. The security definitions for EIPL-IBIPFE is a generalization
from the g-query security notions of EIPL-BE [GKW19] as given below.
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Definition 13 (g-query Normal-Hiding Security) Iffor every stateful PPT adversary </, there
exists a negligible function neg| such that for every A € N the following holds,

1", 15,18, 1m) — o (1Y
(msk, mpk, key) — Setup(14, n, 1, 1¥,1m)
Pr ‘dKeyGen(msk,-,y-;),SpIEnc(key,-,~,-)(Ct(yb)) =b: (gid*, V) — dKeyGen(msk,~,~,~,~),Sp|Enc(key,~,~,~)(mpk)

IA

N |~

+ negl(A),
b — {0, 1};ct£9) — Enc(mpk, gid*, v)
ctE,l) — SplEnc(key, gid*, v, (1, L,0))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
normal-hiding security:

— SplEnc Oracle: ¢ can make at most q(A) queries of the form (gid*, v, (1,2,7)).

— KeyGen Oracle: All queries of «/ should be of distinct indices. That is, if o/ makes the queries
(iy,idy,gidy, ), (i2,ido, gidy, o), ..., (ix,idk,gid,, uy), then i, # i, when a # b for every
a,be [x].

Definition 14 (g-query Index-Hiding Security) If for every stateful PPT adversary <, there
exists a negligible function negl such that for every A € N the following holds,

17,15, 1,17, %) — 7 (1)
(msk, mpk, key) — Setup(1%, i, 1%, 1K 1m)

Pr dKeyGen(msk,-,-,-;),SpIEnc(key,-,~,-) (Ct(,,b)) =p: (gid*, V) — dKeyGen(msk,v,~,v,~),SpIEnc(key,v,~,~)(mpk) <+ neg|(/1)’

N =

b —{0,1};ct? — SplEnc(key, gid*, v, (i*, L,0))
ctg,l) «— SplEnc(key, gid*, v, (i* +1,1,0))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
index-hiding security:

— SplEnc Oracle: o can make at most q(A) queries of the form (gid*, v, (i,¢,y)), where the
index i must be equal to either i* ori* + 1.

— KeyGen Oracle: All queries of «f should be of distinct indices and should not be of the form
(i*,id,gid*, w). That is, if o/ makes the key queries (iy,idy,gid;, w1), (i2,id2,gid,y, up), ...,
(ix,idx, gid,, uy), then i, # i, when a # b for every a,b € [x] and i, # i* when gid, = gid”
forevery a € [x].

Definition 15 (g-query Lower Identity-Hiding Security) If for every stateful PPT adversary
<, there exists a negligible function negl such that for every A € N the following holds,

(17,15, 1%, 1M, i%, 0%, b*) — o (1)
(msk, mpk, key) — Setup(l’l, n, 1k, lk/, 1)
Pr dKeyGen(msk,-p,-;),SpIEnc(key,-,~,-)(Ct(vb)) =b: (gid*, V) — dKeyGen(msk,~,~,~,~),Sp|Enc(key,~,~,~)(mpk)

IA

N =

+ negl(A),
b —{0,1};ct? — SplEnc(key, gid*, v, (i*, L,0))
ctg,l) «— SplEnc(key, gid*, v, (i*,¢*, b*))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
lower-identity hiding security:
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— SplEnc Oracle: «f can make at most q(A) queries of the form (gid*, v, (i,£,y)), where the
index i must beequaltoi*.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the
form (i*,id, gid*, u) such thatid,« = b*. That is, if o/ makes the key queries (i1,id;, gid,, uy),
(i2,id2,gidy, up), ..., (ix,idy, gid,, uy), then i, # i, whena # b foreverya,be [x] andi, #i*
or (idg) ¢+ # b* whengid, = gid* for every a € [x].

Definition 16 (g-query Upper Identity-Hiding Security) If for every stateful PPT adversary
</, there exists a negligible function negl such that for every A € N the following holds,

(17,15, 1K,1m, %, 0%, b*) — o (1Y)
(msk, mpk, key) — Setup(14, n, 1%, ¥ 1m)
Pr VQ{KeyGen(msk,-,-,-,-),SpIEnc(key,-,-,-) (Ct(,,b)) =p: (gid*, V) — dKeyGen(msk,-,-,-,-),SpIEnc(key,-,-,-)(mpk)

IA

DN —

+ negl(A),
b — {0, 1};ct59) «— SplEnc(key, gid*, v, (i* + 1, 1,0))
ctg,l) — SplEnc(key, gid*, v, (i*, €%, b*))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
upper identity-hiding security:

— SplEnc Oracle: </ can make at most q(A) queries of the form (gid*, v, (i,?,y)), where the
index i must be equal to either i* ori* +1.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id,gid*, w) such thatidy« = 1—b*. That is, if «/ makes the key queries (iy,idy,gid;, u),
(ip,id2, gids, up), . .., (ix,1dy, gid,, uy), then i, # i, when a # b foreverya,b € [x] and i, # i*
or (idg) o« # 1 — b* whengid, = gid”* for every a € [x].

Definition 17 (q-query Message-Hiding Security) Iffor every stateful PPT adversary </, there
exists a negligible function negl such that for every A € N the following holds,

(1", 15, 1%, 1™ i) — o2 (1Y)
dKeyGen(msk,-,~,‘,~J,SpIEnc(key,-,~,‘) (Cty(b)) =b: (msk, mpk, key) - Setup(l’l, n, lk, lk’, lm)

(gid*, p©@ My — °<2¢KeyGen(msk,-,~,-,-),SpIEm‘.(key,-,~,-)(mpk)

1
Pr < 3 + negl(A),

b — {0, 1};ct e — SplEnc(key, gid*, v, (i*, L,0))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
message-hiding security:

— SplEnc Oracle: o/ can make at most q(A) queries of the form (gid*, v, (i,¥,y)), where the
index i must beequaltoi*.

— KeyGen Oracle: All queries of <¢ should be of distinct indices and the form of (i,id, gid, u)
for i = i* satisfying the condition (u, vy = (u, vW) ifgid = gid*. That is, if &/ makes the
key queries (iy,idy,gidy, uy), (iz2,id2,gids, u2), ..., (ix,idx,gid,, wy), then i, # i, when a # b
foreverya,be [k, and ifi, = i* and gid,, = gid* then (u, v?) = (u, vV) for any a € [x].

Note that, the above security notions are described as the Adp-IND-CPA security model.
In case of Sel-IND-CPA security model, </ is restricted to submit gid* before setup for Def-
initions 13 - 15 whereas <« also submits the message vectors pair (v, v1’) along with gid*
before seeing any public parameters. We can similarly define EIPL-IPFE (see Definition 3.6)
and its security notions by ignoring the group identities from the above definitions.
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4 EI-TIBIPFE from EIPL-IBIPFE

Consider an EIPL-IBIPFE scheme EIPL-IBIPFE = (EIPL-IBIPFE.Setup, EIPL-IBIPFE. KeyGen,
EIPL-IBIPFE.Enc, EIPL-IBIPFE.SplEnc, EIPL-IBIPFE.Dec) for a message space % = {#}}1en,
a predicate space & = {%1}1en, @ user identity space .#2 = {0,1}* and a group identity space
9992 =1{0,1}* . In the following, we provide our EI-TIBIPFE scheme with the same message
vector space, user identity space, and group identity space. Depending on the special en-

cryption algorithm of the underlying EIPL-IBIPFE scheme, this generic construction of our
EI-TIBIPFE is called public EI-TIBIPFE or private EI-TIBIPFE.

Setup(l",n,lk,lk’,lm) — (msk,mpk, key): The algorithm runs EIPL-IBIPFE setup algo-
rithm as (msk, mpk, key) — EIPL-IBIPFE.Setup(lA,n,lk,lk',lm). Outputs master secret key
msk, master public key mpk and tracing key key.

KeyGen(msk, i,id, gid, u) — sk,: The trusted authority runs the EIPL-IBIPFE key genera-
tion algorithm, and generates the secret key as sk,, — EIPL-IBIPFE.Key Gen(msk, i,id, gid, u).

Enc(mpk,gid’, v) — ct,: An encryptor runs the EIPL-IBIPFE encryption algorithm, and out-
puts the ciphertext as ct, < EIPL-IBIPFE.Enc(mpk, gid’, v).

Dec(sky,ct,) — §/ L: The decrptor runs the EIPL-IBIPFE decryption algorithm, and out-
puts { — EIPL-IBIPFE.Dec(sky,cty) or L indicating the failure.

Trace@“(key, lﬁ,gid, u,v®, vy — T: Consider two algorithms Index-Trace and ID-Trace
defined in Fig. 2 and Fig. 3. First, the Index-Trace algorithm runs for each index i € [n] and
find a collection of indices set T'"9¢% such that the Index-Trace algorithm outputs 1 corre-
sponds to these indices. Next, the ID-Trace algorithm runs on the index set Tindex and uses
the decoder box to find the required identity of the particular indexed user. Next the tracing
algorithm runs ID-Trace algorithm for all indices i € 79, and for each index i where the
ID-Trace algorithm does not output L. The tracing algorithm adds the output of ID-Trace
algorithm to the identity-set of traitors T.

1. Set T'"de<:= @ Fori=1to n.

— Compute (b, p q) — In_dex—Trace(key, 1ﬁ,gid, u, v, oD ).
— Ifb=1, set T"dex .= Tindex ((j p, g)}.

2. Set T'"4eX:= @ For {(i, p, q)} € T,
— Compute id — ID-Trace(key, 16(1_1),gid, u,v® vD ).
- Set T:=Tuid.
3. Return 7.
Correctness. This follows from the correctness of the underlying EIPL-IBIPFE = (Setup,
KeyGen, Enc, SplEnc, Dec) scheme. If gid = gid’, the decryptor correctly decrypts the cipher-

text using a legitimate secret key; otherwise, it returns L.

31



1
Algorithm: Index-Trace(key, 1¢W , gid, u, v©@ M

Inputs: Key key, parameter ﬁ, a group identity gid, a vector u, messages v, vW, index i.
Output: 0/1
Itsets N = A-n/e, count] = county = 0. For j =1 to N, it computes the following:

- Itchooses b; — {0,1} and computes ct! ©p EIPL-IBIPFE.SplEnc(key, gid, v (i,1,0)) and sends ctl(bj) to 9y. Let
v v

! 1
b] — @u(cty(hj)).

If b’j = b then count; = count; +1, else count; = county — 1.

Computes ct? — EIPL-IPFE.SplEnc(key, gid, v(bf), (i+1,1,0)) and sends ctz(b  to Du. Let b'j — @u(ctz(b .)).
v v J v J

If b’j = b]— then county = county + 1, else county = county — 1.

(bj)

If countl&countg > €

count; count
4 output (1, =51, =52)

, else output (0, L, 1).

Fig. 2: Index-Trace

1
Algorithm: ID-Trace(key, 1¢W , gid, u, vg, v1, (i, p, 9))

Inputs: Key key, a group identity gid, parameter Tlﬂ)’ avector u, message pair v, ¥U, index i, probabilities p, g.
Output: id € {0, l}k
Itsets N=A-n/e, and county =0 for £ € [k]. For ¢ =1 to k, it proceeds as follows:
1. For j =1to N, it computes the following:
— Itchooses bj — {0,1} and computes ct! e EIPL-IBIPFE.SplEnc(key, gid, v(bi), (i,¢,0)) and sends ct? ;) to Du.
v/ v/
1
Let b’j — @“(Ctv(hﬂ)'
- If b’j = bj then county = county + 1, else count, = count, — 1.

Next, let id be an empty string. For £ =1 to k, do the following:
1. Tf 259 > SOUNY setid, = 0. Else setidy = 1.

Finally, output id.

Fig.3: ID-Trace

4.1 Security Analysis
In this subsection, we provide a detailed proof of our EI-TIBIPFE scheme as discussed above.

Theorem 2 If the our EIPL-IBIPFE scheme is 1-query secure as per Definitions 13 to 17, then
the above EI-TIBIPFE scheme is secure as per Definitions 11 and 12.

Proof. We prove this theorem by combining following Theorems 3 and 4.

Theorem 3 (Security of indistinguishability) Ifour EIPL-IBIPFE scheme be a0-query secure
EIPL-IBIPFE scheme as per Definitions 13 to 17, then our public/private EI-TIBIPFE scheme
is secure as per Definition 11.

Proof. We would like to point out that the scheme EI-TIBIPFE is IND-CPA secure even if the
EIPL-IBIPFE scheme satisfies only g-query security. Let us assume that 7 be the least integer
indexed queried by the adversary of TIBIPFE to the KeyGen oracle. As per Definition 11, all
other queried keys by <f to the oracle is of the form (j,id, gid, #) where j = 7 and satisfying
the relation (u, v?) = (u, vV). Also it note that, the adversary «/ can not query for a secret
key corresponding to the index position less then 7. A high level proof sketch is given below.

32




We construct a sequence of 27 + 3 hybrids experiments to prove IND-CPA security. The
sequence of hybrids starts with the Hybrid Hy, which is exactly the same as IND-CPA game.

Hybrid Hj: In this hybrid, the adversary first selectively chooses the challenge group iden-
tity gid* before the challenger sends the master public key mpk to the adversary <f. Next, the
adversary sends a challenge message vectors v, ¥ from to the challenger. The challenger
2B generates the challenge ciphertext as ct, o — EIPL-IBIPFE.Enc(mpk, gid*, v'?) and sends
itto «/.

Hybrid H; (for i € [7]): This hybrid is identical to the previous hybrid, except that the chal-
lenge ciphertext is a special encryption to the index-position-bit tuple (i, L,0) associated
with the vector v?. i.e., ct, 0 — EIPL-IBIPFE.SplEnc (key, gid*, v?, (i, L,0)).

Hybrid H;: This experiment is identical to the hybrid H; o except the challenge message
vector is vV instead of the vector v?, i,e., the challenge ciphertext is generated as ct,a) —
EIPL-IBIPFE.SplEnc(key, gid™, v (1,1,0)).

Hybrid H;_;;,(for i € [7]): This experiment is identical to the previous hybrid H; except
that the adversary gets the challenge ciphertext ct,a) — EIPL-IBIPFE.SplEnc(key, gid*, vV,
(r—i+1,1,0)) corresponding to the tuple (1 —i+1,L,0).

Hybrid H;: This hybrid is similar to hybrid H; ; expect the challenge ciphertext is of the form
ct,m — EIPL-IBIPFE.Enc(mpk,gid*, v1).

For any PPT adversary «, let ps () be a function of A that denotes the probability of « out-
putting 0 in Hybrid H,. Note that p.s o — p. 2 is the advantage of ¢ in the IND-CPA security
game.

Claim 1. 1f the scheme EIPL-IBIPFE is 0-query normal-hiding secure as per Definition 13,
then for any PPT adversary <, there exists a negligible function negl(-) such that |p. o —
Psz,1,0l < negl(A).

Proof of Claim 1. Since, the adversary can not query for the secret key corresponding to the
index position i < 7. Since we assume that it holds the normal-hiding security, so the adver-
sary can not learn anything about the challenge bit b’ from the EIPL-IBIPFE.Enc(mpk, gid*, v @)
and EIPL-IBIPFE.Enc(mpk,gid*, v©, (1, L,0)) with non-negligible advantages.

Claim 2. 1f the scheme EIPL-IBIPFE is 0-query index-hiding secure as per Definition 14,
then for any PPT adversary </, there exists a negligible function negl(-) such that forall A € N
and i € [7], |psy,i-1,0 — Patiol < negl(A).

Proof of Claim 2. Since all the key queries are made by the adversary to the key generation or-
acle corresponds to the index greater then or equal to 7. So the adversary can not decrypt the
special encryption of EIPL-IBIPFE.SplEnc(key, gid*, v©, (i, L,0)) for i € [r]. The above prob-
abilities difference directly follows from g-query normal-hiding security of EIPL-IBIPFE.

Claim 3. 1f the scheme EIPL-IBIPFE is 0-query message-hiding secure as per Definition 17,

then for any PPT adversary </, there exists a negligible function negl(-) such that |p. ;0 —

pd,r,ll = negl(/l)-

Proofof Claim 3. Although, adversary gets the secret key for the index 7, but from the message-
hiding security (u, vy = (u, vV). Therefore, the adversary can not extract the challenge bit

b from the inner product values. So, the above probabilities difference directly follows from

the g-query message-hiding security of EIPL-IBIPFE.
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Claim 4. 1f the scheme EIPL-IBIPFE is 0-query index-hiding secure as per Definition 14,
then for any PPT adversary </, there exists a negligible function negl(-) such that forall A e N
and i € [1], [P, 7-i+11 — Pet,r-i1] < negl(A).

Directly follows from index-hiding security as Claim 2.

Claim 5. If the scheme EIPL-IBIPFE is 0-query normal-hiding secure as per Definition 6,
then for any PPT adversary <, there exists a negligible function negl(:) such that |pz; -
P11l < negl(A).

Directly follows from index-hiding security as Claim 5.
Combining the above claims, we get proof of Theorem. 3. m|

Theorem 4 (Security of Tracing) Let us consider an EIPL-IBIPFE scheme is 1-query secure as
per the Definitions 13 to Definition 17, then our traceable identity-based inner product func-
tional encryption scheme TIBIPFE is secure as per the Definitions 12.

Proof of the tracing is similar to the [GKW19], but for completeness we include this proof
into the Appendix A.

5 EIPL-IBIPFE from IBIPFE

Consider IBIPFE = (IBIPFE.Setup, IBIPFE.KeyGen, IBIPFE.Enc, IBIPFE.Dec) be an identity-
based inner product functional encryption scheme with the predicate space & = {¥}}1en

and a message space % = {#},en. In the following, we discuss the generic construction of
EIPL-IBIPFE from IBIPFE.

Setup(l"‘,n,lk,lk/,l"’) — (msk, mpk, key): On input the security parameter A, identity
parameter k, length of the vector m and index space n, the trusted authority performs the
following steps:
— run the IBIPFE setup algorithm 2nk times and generates {IBIPFE.msk; ¢ ,, IBIPFE.mpk; , .}
— IBIPFE.Setup(1*,1™,1¥) for all (i, ¢, b) € [n] x [k] x {0, 1}.
— set the master secret key msk = {IBIPFE.msk; ¢ 1} (i ¢.p)etnix[k1x10,1; @and the master public
key mpk = {IBIPFE.mpk; ; ,}(i ¢, b)ern1x [k1x 0,1} With the key key = mpk.

KeyGen(msk, i,id,gid, u) — sk,: On input the master secret key msk, an index i € [n], an
user identity id € {0,1}¥, a group identity gid € {0,1}¥, and a vector u € Z™, the algorithm
executes the following steps:
— run IBIPFE key generation algorithm k times, and then it generates IBIPFE.sk; /g, <
IBIPFE.KeyGen (IBIPFE.msk; ¢i4,,gid, u) for all £ € [k].
— output the secret key sk, = (id, gid, {IBIPFE.sk; i, }ce(k1)-

Enc(mpk,gid’, v) — ct,: To encrypt the vector v € Z™, the encryptor performs the following
mechanism:
— randomly choose v; y — Z™ forie[n],fc[k—1] andsetv; = v — Z’lf;} vie Yi€|n].
— run the IBIPFE encryption algorithm 2nk times and generate IBIPFE.ct; ¢, — IBIPFE.Enc
(IBIPFE.mpk; , p,gid", v; ¢) for all (i, ¢, b) € ([n] x [k] x {0,1}).
— output the Ciphertext cty = {IBIPFE-Cti,[,b}(i,[,b)e([n]x[k]x{O,l})-
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SplEnc(key,gid, v, (i*,£€*,b*)) — ct,: The encryption algorithm first parses the key key be
as defined during setup and possess the following steps:
— choose n - (k —1) uniformly random vectors as v; y — Z™ for i € [n], ¢ € [k — 1], Next, set

Vi i as _ p e
b v-Yi v, ifizi*
Vik= B }
—7m otherwise

where v; . — Z" represents sampling v; ; as a random vector.
— set the vectors v; ¢ j, as:

_ Uiy if (i,4,b) #(i*,¢%,b")
Vipp=
Leb — 7™ otherwise

— run the IBIPFE encryption algorithm 2nk times and generate the ciphertext ct; », —
IBIPFE.Enc(IBIPFE.mpki,g,b,gid’, v p) forall (i,4,b) € ([n] x [k] x {0,1}).
— Finally, output cty = {ct; ¢ p} (i, ¢,p)e((n1x k] x{0,1)) -

Dec(sky,ct,) — ¢/ L: To decrypt the ciphertext ct,, this algorithm performs as follows:
— run the IBIPFE decryption algorithm and compute

z¢ — IBIPFE.Dec(IBIPFE.sk; ¢4,,IBIPFE.ct; ¢iq,) for all £ € [k].

— output{ =3 /e k) Z¢-

5.1 Correctness.

If gid = gid' then it proceeds as below, otherwise returns L. Note that, for all i € [n], Z],le Vi
= v in normal encryption. Therefore,

k k k
{(u,v) = Z (u,v; )= Z IBIPFE.Dec(IBIPFE.sk; ¢,4,, IBIPFE.ct; ¢i4,) = Z Zy.
[ZI [ZI [:1

In special encryption we note that,
(i= it + Hv(i,bt)= (i*,[* =1)v (i*,idg*) =(i,1 —b*) - ﬁi,l,b =Vje-
Thus, for i = i*, we have v = Z’;zl v; ¢. Therefore,
k
(W, vy =) (u,vippy if (=" +DV(E,0=0"¢"=1)v (" idp)=(,1-b")
0=1
k k
= Z IBIPFE.Dec(IBIPFE.sk; ¢,4,, IBIPFE.ct; ¢i4,) = Z Zy.
=1 /=1
5.2 Security Analysis

Here, we prove the security of our generic EIPL-IBIPFE construction from IBIPFE.

Theorem 5 Ifthe underlying IBIPFE = (IBIPFE.Setup,|BIPFE.KeyGen, IBIPFE.Enc, IBIPFE.Dec)
scheme is IND-CPA secure, then our EIPL-IBIPFE =(Setup, KeyGen, Enc, SplEnc, Dec) scheme
is secure as per Definitions 13 to 17.
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Proof. We prove the above theorem by combining of following Lemmas 1 to 5. The proof
of each lemma holds directly from the IND-CPA security of underlying IBIPFE scheme. We
also note that our construction preserve the security level of the underlying IBIPFE, i.e., the
proposed EIPL-IBIPFE is selectively or adaptively secure if the IBIPFE is so. Next, we discuss
the formal proof.

Lemma 1 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the normal-hiding security as per the Definition 13.

Proof. The distribution of normal encryption and special encryption ciphertexts are iden-
tical since the special encryption algorithm runs on input (i*,¢*, b*) i.e., it computes Sp-
|Enc(key, gid*, v, (i*,¢*,b*)) with i* =1, ¢* = L. Therefore, v; s = v;, for all i,¢,b as the
condition (i >i*) v ((i=i*)A (¢l #¢* vb#Db*))isequivalent to i > 1. O

Lemma 2 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the index-hiding security as per the Definition 14.

Proof. We will prove this security of indistinguishability via. IND-CPA security of the under-
lying IBIPFE scheme. Recall that the index-hiding security requires the special encryption to
(i*,1,0) is indistinguishable from the special encryption to (i* +1, L, 0) if the adversary is not
provided with a key of the form (i*,id, gid*, u). In the table below, we represent the IBIPFE
ciphertexts that are different in the special encryptions to (i*, L,0) and (i* + 1, L,0).

SplEnc(key, gid*, v, (i*, 1,0)) SplEnc(key, gid*, v, (i* +1,1,0))

ctjx r.0 — IBIPFE.Enc(mpk;« 1 o,gid", w)|ct;« i o < IBIPFE.Enc(mpk;= . o,gid™, w)

ctjx 1 — IBIPFE.Enc(mpk;= ;. 1,gid*, w)|ct;« i 1 — IBIPFE.Enc(mpk;= ; 1,gid*, w)

where w = v—Z’;;% Vi ¢ where w — 7.

Note that, according to the game restriction, &/ can not query to KeyGen oracle for an
IBIPFE secret key corresponding to the index-group identity pair (i*,gid*). Therefore, «f is
not allowed to make any IBIPFE secret key of the form IBIPFE.sk;- /i, for a vector u which
corresponds to the challenge group identity gid*. Hence, by IND-CPA security of the under-
lying IBIPFE scheme, we first change the ciphertext ct;« ;o to encrypt a random vector w
instead of encrypting v — Z’,f;} v;+ ¢ and then change the ciphertext ct;« ; to encrypt the
same random vector w instead of encrypting v — Z’(f;% v;« o. We observe that we can apply
the IND-CPA security even if (u, v) # (u, w) as in all the queried secret keys of </ we have
gid # gid*. Hence, the index-hiding security follows from the IND-CPA security of the IBIPFE
scheme. m]

Lemma 3 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE satisfies
the lower identity-hiding security as per the Definition of 15.

Proof. We recall that in the lower identity-hiding security it is required that the special en-
cryption to (i*, 1,0) is indistinguishable from the special encryption to (i*,¢*, b*), given that
the adversary does not have a secret key for (i*,id,gid", u) such that ids» = b*. In the table
below, we represent the IBIPFE ciphertexts that are different in the special encryptions to
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SplEnc(key,gid*, v, (i*, L,0)) SplEnc(key,gid*, v, (i*,¢*,b*))

Cti*,[*,b* — IBIPFE.Enc(mpki*,g*,b*,gid*,w) Cti*,[*,b* — |B|PFE.EnC(mpkl‘*’g*,b*,gid*, w)

where w=v—Y p2p v;+ ¢ where w — 7™

(i*,1L,0)and (i*,¢*,b").

We observe that no IBIPFE secret key is generated using msk;» ¢+ p+ for a pair (gid*, u) with
idg« = b*. Therefore, depending on the IND-CPA security of the IBIPFE, we can change the
ciphertext component ct;» ¢« p+ in SplEnc(key, gid*, v, (i*,L,0)) from encrypting the vector
w=v-) .4 Vi~ toarandom vector w — Z™. Hence, the proof follows. O

Lemma4 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the upper identity-hiding security as per the Definition 16.

Proof. We recall that in the lower identity-hiding security it is required that the special en-
cryption to (i*,¢*, b*) is indistinguishable from the special encryption to (i* + 1, L,0), given
the adversary does not have a secret key for (i*,id, gid*, u) such thatid,» = 1— b*. In the table
below, we represent the IBIPFE ciphertexts that are different in the special encryptions to
(i*,¢*,b*)and (i* +1,L,0).

SplEnc(key,gid*, v, (i*,¢*,b*)) SplEnc(key,gid*, v, (i* +1, 1,0))

ctix px 1_p — IBIPFE.Enc(mpk;« g« 1_p=,gid", w)|ct;s px 1_p+ <~ IBIPFE.Enc(mpk;« g+ j_p+,gid™, w)

where w=v—Y 4o+ Vs ¢ where w — 7™

Using a similar argument as above, one can show that the IND-CPA security of IBIPFE en-
sures the indistinguishability of SplEnc(key, gid*, v, (i*,¢*,b*)) and SplEnc(key, gid*, v, (i* +
1,1,0)). O

Lemma5 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the message-hiding security as per the Definition 17.

Proof. The message-hiding security requires that the special encryptions of v® and vV to
the same tuple (i*, L,0) under gid” are indistinguishable if all the secret key queries of the
form (i = i*,id,gid*, u) must satisfy (u, v¥) = (u, v'V). In the table below, we represent the
IBIPFE ciphertexts that are different in the special encryptions of v® and v'.

SplEnc(key, gid*, v @, (i*, 1,0)) SplEnc(key, gid*, vV, (i*, 1,0))
ct;2 t.  — IBIPFE.Enc(mpk;« ., p,gid*, v; )|ty | — IBIPFE.Enc(mpk;« i p,gid*, v} ;)
for be {0,1} for be {0,1}
where vl(f)]l =0 lef;% v; ¢ foralli=i* | where vl(lli = - Z’;;% v; ¢ foralli=i*
Note that, any secret key for the tuple (i = i*,id,gid*, #) must satisfy (u, vl@p = (u, vlgl,b.
Therefore, ctgg) . p and ctﬁ.? ., are indistinguishable for b € {0, 1}, i = i*, by the IND-CPA secu-
rity of the IBIPFE. ]

Hence, the proof follows. m]
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6 Adaptively secure EIPL-IPFE using Bilinear Maps

Let us assume ¥pg.gen be a bilinear group generator of a composite order group N = p-q
where p, g be two prime integers. Now, we describe our EIPL-IPFE = (Setup, KeyGen, Enc,
SplEnc, Dec) scheme based on bilinear map.

Setup(1%,n,1%,1™) — (msk,mpk, key): A trusted authority takes a security parameter A,
the identity space parameter k, index space parameter n and message vector length m as
input and executes the algorithm as follows:

sets 71 = [\/%1 and 71 = [%1.

samples a bilinear group BG = (p, 4, N = p- q,G,Gr, e(-,-)) — 9c.Gen(171).

chooses random generators gy, hy, f € Gpand g4, hy, f4 € G4. Itsets g = 8,84, h = hyphy, f =
I»fq € G. Also, samples some random exponents as follows:

Vlekl,be{0,1}, Spp—ZN,Yep—Zp
Vyelnl,lelkl,be{0,1}, cyep—2Zn
Vjelml,x€[Rl, ryj, Qxj,Wxj—2ZN

samples § — Z, and sets

BG, h, g, f,Eq = gg,Zq = ff
Eyj=8"1,Fxj=h"J,Gy;=e(g 8",

.Brx,j

Brx,j .
Egxj=8q ' Faxj=hg " Gguxj= e(gq 8q)Pi

mpk = . _
Wa.x,j = e(fq, f)PVx3, We,j = e(f, )+ el jetm)
{Hy,0,p = 8}y, 0, )l x (k] x (0,1}
V,,=g0enot v, = héé,b}
{ Lh=8Ep o Veb (0, )elkix (0,1}
G, 81Ty, j»Ax, j, Wx, jtxeln), jelml»
msk = & U jp A jp Yo jixelnl, jelm) , key =mpk

{Cy,0,b} (y,0,b)el i) x [k] x{0,1}
— Finally, it publishes the master public key mpk and keeps the master secret key msk secret

to itself.

KeyGen(msk, i,id, u) — sk,: On input the master secret key msk, an index i € [n], an iden-
tity id € {0, 1}* and a vector u € Z™, the trusted authority proceeds as follows:

— consider (x, y) € [11] x [12] be the unique row wise representation of index i (for any i € [n],
its corresponding indices can be defined as y=i mod 7 and x = [%1)
- it generates the secret key sk, = (x, y,id, K = (K1, K2)) where

(ry,u)
Ky =glow. ( I1 Hy,l,id[) ; Ky = fYer
lelk)

Enc(mpk, v) — ct,: The encryption algorithm is the same as special encryption algorithm
(SplEnc) when run on index-position-bit tuple (i*,¢*,b*) = (1, L,0).
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SplEnc(key, v, (i*,€*,b*)) — ct,: The encryptor takes input as key, a vector v € 2", index-
position-bit tuple (i*, ¢*, b*) and performs the following steps:

- let (x*, y*) € [71] x [11] be the unique row-wise representation of the index i *.
— chooses random exponents as

Vjelml, 0j,vj,pj—2Zn, T,t€ZN, VXE[N], Sx,ex,Ky, [rx,dx—2ZN
VJ/€ [ﬁ]yg € [k])be {0)1}) wy,[,br Vy,[,b - ZN

- forall x € [71], j € [m] and (y, 4, b) € [71] x [k] x {0, 1}, it generates the following components
as described in the Table 2 and Table 3.

Table 2: Computing row components for x € [71], j € [m]

Ryj | Rx,j | Ax | Bx Iy, j
% | oSy SxT Sxl| Kyt Vi, lSx yfKx
x> X Eq,x'j Fq'x,j ES" |2, |e(gq 89)7 Gq,x,j qux,].

— ¥ Sx SxT Sxt| £Kxt Vi Sx . Ky
xX=x Ex,j Fx,j gt fix e(g 8" nyj Wx,j

x<x* g BT g0 | | elg, )01 elf, I

Table 3: Computing column components for (y, ¢, b) € [11] x [k] x {0, 1}

C C
y,[,b y,[,b
Y>yIVy=y A@D £E, DY) HE R T gt

* = (y*, 0* b* to L pWyebT  VRObT | qwy ey UROD
<y YvWwe,b) =" ¢*b%) Hy,é,b hWy V(,b g V&b

— outputs the ciphertext ct, associated with the vector v as

xe(nl, jelm]’

ct= {Ru.js Ry, j» Ax Br L}

{c r“”Cy”’b}(y,&b)e[mx[k]x{o,l}

Dec(sky,ct,) — &/ L: The decryptor uses a secret key sk, to decrypt the ciphertext ct,,.
Then, it computes

. uj
I jetm Lx,j" - T jeim €(Ra, 5 Teein Cy/)id[)

jerm Ry, j, eeri ny][’id[) -e(Ky, Ay) - e(Kz, By)

n

In all group-based IPFE schemes [ALS16, ABCP15], it is assumed that the inner product
values lies in a polynomial range. It is also the same for our scheme. Therefore, after recover-
ing n, we compute inner product value ¢ through an exhaustive search over the range of the
inner product values, i.e., it returns ¢ =logn.

6.1 Correctness
Theorem 6 If all the components are generated as above algorithms, then our propose EIPL-
IPFE scheme is correct with non-negligible probability.

Proof. Consider the secret key sk, = (x, y,id, K) corresponding to the index i = (x, y), an iden-
tity id and a vector u. We know that K = (K; = g'*™ - ([]yeiy Hy,0id,) ™, Ko = fWot)
and consider a ciphertext ct, is an encryption of a vector v and index-position-bit tuple
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(i*,¢*,b*). It consists of ct, = ({Ry,j, Rx,j, Ax, Bx, I, j}x,j» {Cy,e,5, Cy,0,0}y,0,0). From the defi-
nition of EIPL-IPFE, correctness holds or the decryption oracle gives the outputs (u, v) if
@z=i*+1)v((@E*¢*)=(,L1) v((i*ide) = (i,1—b")). Consider i* = (x*, y*). Let the index,
identity pair (i, id) satisfies the above restrictions. Depending on the representation of i, we
consider the following cases:

Case 1: x > x™ In this case, we have all the row components for all x € [71], j € [m] as Ry j =
Eq e Ry j= F;x;] Ay = ES" ,By = Z;"t,lx,j =e(gq 89" -Gf;fc,j . Wq”;x] The decryption does
not depend whether y > y* or not, we can compute the following components from the
Table 2 and Table 3. First consider (y > y*) v (y = y*) A (¢,b) # (¢*,b™)) , then we compute
following components:

il (R I1 ¢

Jjelmi

_ 1—[ (ggrxjsx 1_[ gcyfridétujhwy'[vidiruj
Jjelm] le(k]

— e(gq’ gq)ﬁsxf<uvrx>2k[k] Cy,i,id[ . e(gq: hq)ﬁ5x7<urrx> X eelkl Wy,e,id, (1)

[T L% = e(gg, g =icm " - e(g,, gq) =it Pa,jtscu; -e(fg, f) Fictm PYi et

jelm]

= E(gq) gq)<u’v> : e(gq;gq)ﬁtsﬂax’u) . e(fq,fq)ﬁth<vau> (2)

~ . ~uj
H e (vaj’ I] Cy,z,idg
Jjelm] lelk]

= e(hy, gq)ﬁSxT(rx,WZ[e[kJ Wy,eid, 3)

— l—[ e(hgrx,ijT, l—[ gwy,[,id(uj

Jjelm] lek]

e(KI, Ax) = e(g(axyu>+<rxyu> Z[e[k] Cy,f,idg , ggsxt)

= e(g g )ﬁsxt<axru> . e(g g )ﬁsxl‘(rx,u) ZéE[k] Cy,?,id[ (4)
e(Kz,Bx) = e(f(lllx Ju) fﬁKx e(fq,fq)ﬁth(le,u) (5)

Therefore, we get that for every ¢ € [k], j € [m],
Ui

[Tjeim) e(Rx,j» [Teerk Cy]g id[)
0

Hje[m]e(Rx]»H[e yhd;)

So, from Equ. 2,4,5,6 we have,

= e(gq, gq)ﬁsx u,ry) Z[e[k] Cy,l,id( (6)

. Ui
[Ticim Le,j " - Tl jepm €Ra, jy e rr) nyjgyid[)
o~ ~u'
[Tjeim eRy,j, [eein Cy,][yid[) -e(Ky, Ax) - e(Ky, By)
e(gq 8)""

K(ry,u) Zle[k] Cy,f,id[

= e(gg, gq)P ! Reem Cntidy = e(g4, 8)™"

e(gq 897"
Finally, it returns loge(g,, g4)"".

Now, we consider (y < y*) Vv ((3,4,b) = (y*,€*,b")), then we compute the following compo-
nents.

I (R ¢,

jelm] le(k]
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_ l_[ e(ggrx,jsx’ l_[ gcy,g_id[tujhwyyg,id[ruj thé,id[Uy,l,idguj)
] Ce(kl
)ﬁsx Ku,re) Yoetiy Cyeid, | e(gq, hq)ﬁSxT<u,rx>Z€€[k](Wy,[,id[ +0¢,d, Vy,0id,) )

jelm

=e(8q,8q

H e(ﬁx,]‘, H CVJL/t,j[,idg)

jelm] le(k]

=[] e

hﬁrx,]SxT’ l—[ gw%['ld[ Uj 'gﬁf'ld[ VyeidpUj g;hd[ ye,idy j)
jelm]

le[k]
= e(hy, gq)ﬁsxﬂrx,u) Zretk) Wy,eid, +00id, Vy,eid, 8)

In this case also,

uj
Hjc—:[m] e (Rx,]" [eeri Cy [,id;)

- — e(gq’gq)ﬁsx“uvrx)Zle[k] Cy,tid,
Hje[m]e(Rx]»H(e yéld/)

So, correct decryption follows as previous.

Case 2: (Otherwise) In this case, the correctness needs to hold if (i*,¢*) = (i, L) v (i*,idy+) =
(i*,1—idy+) or we can writeas (x =x")A ((y > y*)V(y=y* A, b) £ (€*,b")))

[1 e|Rx, H Cyéldf) [1 e(grx’jsx’ I1 gcy"’id’mjhwy'[’idﬂuj)

Jjelml Jjelm Celk)
= e(g, g)Sxt<uyrx>Z[€[k] Crtide . g(g, h)sxr<u,rx>Zee[k1 Wy,eid, 9)

[ e|Rej 1 Cye.d,) 11 e(hrx'fw, [ g“’”vidﬂj)

jelm] Ce(k] clml ek
= e(h’ g)SxT<rxyu>Z[e[k wyyg,,d[ (10)
e(Ky, Ay) = e(g<ax,u>+(rx.u>25em Ctidg | gt
= e(g’ g)Sxt<axyu> . e(g’ g)Sxt<rx,u>Zl€[k] Cy,[,id[ (11)
e(Kz, By) = e(f¥1, fr)
= e(f, HPsttvem 12
H Ix]uj =e(g, g)<"'”>e(g, g) th(aqu>e(f’ f) K (W 5, 1) (13)

Jjelm]

By the same computations as case 1, the correctness of EIPL-IPFE holds. O

6.2 Security Analysis

This section shows the adaptive security of our EIPL-IPFE from the bilinear map. To prove
the security, let us consider the following Theorem.

Theorem 7 If the assumptions 3,4,5,6 and 7 hold over the bilinear group BG, then our EIPL-
IPFE scheme is secure as per the Definition 6 to 10.
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Proof. To prove the security of our scheme, we show that our construction satisfies all five
security properties. We significantly modify the proof technique of [BW06, GKW19] to com-
patible it with our scheme. Before going the main idea of the proof technique, we would like
to focus that since our EIPL-IPFE consists of a public key special encryption algorithm thus,
the adversary does not need to query to EIPL-IPFE challenger for the special encryption
queries or ciphertext queries. Therefore, the adversary only performs secret key queries to
the challenger throughout security game.

Lemma 6 (Normal-hiding) Our EIPL-IPFE is normal-hiding secure as per the Definition 6.

Proof. Since the distribution of normal encryption’s ciphertext and special encryption’s ci-
phertext for the index-position-bit tuple (1, L,0) are the same, thus the definition of normal-
hiding security follows from construction. O

Lemma 7 (Index-hiding) Ifthe assumptions 3,4,5 and 6 hold over the bilinear group BG, then
our EIPL-IPFE is the index-hiding secure as per the Definition 7.

Proof. As per the definition of index-hiding game, we show that adversary can not distin-
guish between the special encryption to the index-position-bit tuple (i*, 1,0) and (i* +1, L
,0). For the index position i* = (x*, y*), the adversary can not query to the key generation
oracle for the secret keys.

Now if y* = 71, then we have i* + 1 = (x* +1,1) otherwise, i* +1 = (x*, y* + 1). Similar to
the [BW06, GKW19], we break down the proof into two parts based on whether y = 7 or not.
To prove this security, we consider following two claims 6 and 7.

Claim 6. For y* < 7, the special encryption corresponding the index-position-value tuple
((x*,y*),L1,0) and ((x*, y* + 1), L,0) are indistinguishable.

Proof of claim 6. To prove the above claim, we consider 2k + 1 sequences of hybrid games
as Ho and Hjj where ¢ € [k] and b € {0,1}. The hybrid Hy corresponds to the index-hiding
security game where the challenge ciphertext is an encryption to the index-position-bit tu-
ple (i* = (x*,y*),L1,0) and H;j is same as Hy except the column component Cy« ¢ j for
(4,b) € [0 —1] x {0,1} and for ¢ = Z, b= E, we take uniform random element from G,,.

Table 4: Computing column components of the ciphertext in Hybrid Hj ;

Cyeb Cye,b

>yIVy =y ne>0yv

. - HY . hWyenT Wy,e,b
(y=y*Al=0Ab>Dh) »4b &

<y IV=y*Al<Oyv
(y:y*/\Z:i/\bSE)

Vy,!,bT
’

t KWy T wj,h.‘vvy,f,h
Hj - hEVE0TV, 1 g0V y

Here, the hybrid Hy ; corresponds to the index-hiding game in which the challenge cipher-
text is an encryption of the index-position-bit tuple (i* +1, L,0) = ((x*, y* + 1), L,0). Itis also
required that the hybrid Hy and H; o are indistinguishable. In the following, we show that the
hybrid Hpj and the hybrid Hp,j 1 3,1) moq» are indistinguishable. This same proof tech-
nique has been used to show all the consecutive hybrids are indistinguishable. By combining

all indistinguishability of hybrids, the claim 6 follows.

Hj 5= Hp 51 (5+1) mod2 : SUppose on contrary, there exists a PPT adversary </ which can
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distinguish between the hybrid Hj; and hybrid Hy 5 | 5.1y moq» With non-negligible ad-
vantages. We construct a PPT reductlon algorithm 28 which breaks the modified-2 D3DH
assumption 3 with the same non-negligible advantages as follows:

Let the reduction algorithm 28 first receives the modified-2 DBDH assumption 3 chal-
lenges from the challenger as

b p?
([BG)gp)gq)A: gg;B = gprc = g;)D = gp ) T)
where T is either g“bc or a random element in the subgroup G, of prime order p. Next, %8

receives the challenge tuple (1*,1%,1%,1™,i* = (x*, y*)) from the adversary </ where y* < 7.
Now, £ generates the master public key by using the modified-2 D3DH instances and sends
it to «/. Next, the adversary makes adaptively secret keys queries for distinct indices except
i* and sends the challenge message vector v to the challenger. In the following, we show
how does 28 simulates the master public key and how to answer the queried secret keys and
the challenge ciphertext from the challenge instances. Finally, «/ outputs its guess, which %
uses to break the modified-2 D3DH assumption 3.

As this reduction plays over the subgroup G, with the challenger, thus it can choose any
components from the subgroup G, by itself. We implicitly set the exponents rj, x+ j, $p,x+ and
Kp,x* @S DTy x* j, Spx+ /b and K p / b? respectively where the exponents Tp,x*,j»Kp,x* Sp,x+ are
chosen uniformly random from the subgroup Gp and set hy, = B = gS, fr= B% for some
random exponent dy < Zy, t, = a-b, Cry 05 = C Cpyr 7F where ¢ 0B «— Z . With these
exponents, we correctly simulate the master pubhc key, secret keys and the challenge group
elements T that can be programmed in the challenge ciphertext components Cy b

Public key simulation. Sample two random generators hy, f; < G4 such that h; = gg Jfq =

gg' and where the exponent d,d’ — Zy. Additionally, it chooses the random exponents as
follows:

V[ € [k])be {O) 1}) 6[,17 - ZN)’Y[,b - Zp
Vy€ [ﬁ],ﬁ € [k])be {O) 1}) Ey,[,b - ZN
Vjelml,xelnl, Tyj @xj¥xj—2ZN
Samples f — Zy and computes the following public key components for all x € [7], j € [m]

and (y,4,b) € [n] x [k] x {0,1} as

e gttt (B i x £ 2,
Y B gq)7x,j otherwise.’ ! (Dhqﬁx’j otherwise.’

(Cgp)er if (,£,b) = (y*,0,D),
Hyep= : .
(8p&q) " otherwise.
Challenger 2 set the master public key as

d
BG,g = gp8q. 1= 808, f =B [, Eg=g), 72, = g5,

Eyj,Fyj,Gyx,j=e(g, g%/,

BTy i BTy, .
x],Fq'x'j = hq % Gq,x,j = e(gq,gq)ﬁa’x,], ,

Egxj=8q

mpk = ' '
Wx,j = e(B I\IL‘q,Bd1 fq)wx']’ qux;j = e(fq’fq)ﬁu/x,j

xe(n), je[m]

{Hy,0,b} (3,0, b)e ) x [K]x{0,1}>
7 Ye,
{Vz,b = g0t g, V=

5[,b}
(¢,b)e[k]x{0,1}
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All the public key components can be computed using the modified-2 D3DH assumption 3
challenge instances.

Secret Key simulation. In the secret key generation, adversary can not query for the se-
cret key corresponding to the index position i* = (x*, y*) to the key generation oracle. To
answer these queries, challenger returns the secret key sk, corresponding to the tuple (i =
(x,y),id, u) as follows:

g(ax,u) g(ﬁcyu) Y vtk Cye,id,

ifx#x*y#y*
Ky = { gt (Bgy) Mo e ntidy if x=x*,(y#y" vid; # b)
g<ax,u>g(ﬂ,u)Z#;cy,[,id[ (ng)<rx.u)cy],z if x # x* A (y,idg) — (y*,E)

Ky = (BY fo) V=

Challenge ciphertext simulation. 28 makes the simulation of the challenge ciphertext as
follows:
Vje [ml,0;,vj,¢pj— 2N, TELN,tg—LN
Vxe[nl, ey fv,dx—2ZN,Ky,Sx —ZN
Vyelnl,lelkl,be{0,1}, Wy rp Vyep—2ZN

Now, the challenger 98 simulates the row and column components of the challenge cipher-
text as follows:

Table 5: Computing row components of the ciphertext for x € [7], j € [m].

Rx,j Rx,j Ay By Ix,j
* Sy SxT §x[q ixtq v tqu . tq%x
X>X a.5,j Fq,x,j Eq Zq e(gq,8q) Gq,x,j Wq,x,j

e(g,g)" -e(g, Agy )"

) ?x,jgx ?x,jgxr t‘l Ex tll dlfx
x=x"|g (Bhq) (Agg )™ | (Afg") e(f, ALV s

x<x*| g% | Bhg) T | gt | fh | elg @)l i -e(f, HIx0

Table 6: Computing column components of the ciphertext for (y,¢, b) € [n] x [k] x {0, 1}

Cyeb Cyep
* % 7\ ~ _ . ~
>y )l’(y =yoA ¢ >~[)V g;yf,bfq RWyenT ACneb!T . g Wy
(y=y*ANl=¢Ab>D)
Y=y Al=TAb=D gSyf'bt‘i R Wyeb . TCyeb glren
* % A ~ ~
<y );’(J’ e ne <~[)V g;yvf,bfq T @yeh .gZJ’v“ glrtb
(y=y"ANl=0Ab<D)

After generation of all the ciphertext components, challenger sends these to the adver-
sary f, then «f guess b’ and sends it to & and it simply forwards it as its guess to the
modified-2 D3DH challenger.

Analysis of Simulation. If T = gl‘}bc, then 28 simulates the view of the hybrid Hj j; otherwise
if T is randomly sampled from the subgroup G, then % simulates the view of the hybrid

HZ+E—1,(E+1) mod 2+ 50 if &/ wins with the advantage €(-), then 28 breaks the modified-2 D3DH
assumption with same advantage.

Claim 7. If y* = 7, the special encryption to the index-position-bit tuple ((x*, y*), L,0) and
((x*+1,1),L1,0) are indistinguishable.
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Proof of claim 7. To prove the above claim, we consider a sequence of hybrids. In the follow-
ing, we discuss about these hybrids.

Hybrid 1. This hybrid corresponds to the index-hiding game in which the challenge cipher-
text is a special encryption to the index-position-bit tuple (i* = (x*, y*), L,0) for y* = 7.

Hybrid 2. The hybrid is exactly same as hybrid 1 except that the challenge ciphertext is
a special encryption to index-position-bit tuple (i* = (x*,y* +1), L,0) for y* = 7. In gen-
eral, as y* = 7, the special-encryption algorithm does not encrypt to the position (x*, y* +
1)generally. However, this the algorithm can be naturally extended to encrypt such specific
position.

Hybrid 3. Hybrid 3 is identical to the previous hybrid 2 except that the row component I ;
for x = x* of the special encryption as mentioned in the following Table 7.

Table 7: Computing row components of the ciphertext for x € [7], j € [m]

Rx,j Rx,j Ax | By Ix,j
* | oSx SxT Sxl| Kyt Vi Sy yrtKx
x> X Eq,x,j Fq,x,j Eq Zq e(gq,gq) J Gq,x,j Wq,x,j
— 4k Sx SxT Sxt| FKxt Vi tSx  ypKx
X=X Ex,j Fx,j gt ffxt e(g @) Gx,j nyj L

x<x*| g7 (RS TVi| gox | fhx | e(g, @< Pie(f, £)fxi

where L = e(gy, g)* for z€ Z,, is randomly chosen.

Hybrid 4. Hybrid 4 is identical to hybrid 3 except that the row component of challenge ci-
phertext as in Table 7, where L = e(g, g)* with z as a random exponent from Z .

Hybrid 5. Hybrid 5 is same as hybrid 4 except that the row components in the Table 8 which
we mention below.

Table 8: Computing row components for x € [7], j € [m] in Hybrid 5

Rx,j Rx,j Ax | By Ix,j
> x* Esx ] str ) Esxt kat e , vj.Gtsx .-Wth.
a5l Faxj|Ba |%a" |*8a 89 QX g

x<x*|gSOi | STV | gex fdx e(g, g)fx(/’j -e(f, f)fxd’j

Hybrid 6. The hybrid 6 is similar to the hybrid 5 except that the column components to the
index-position-bit tuple ((x*, y* =1),¢* =1, b* = 0) of the challenge ciphertext.

Hybrid 7. The hybrid 7 corresponds to the index-hiding game in which the challenge ci-
phertext is a special encryption to the index-position-bit tuple ((x* +1,1), L,0) for y* = 7.

In the following, we have proved that adversary’s advantage for all the consecutive hy-
brids is negligible in the security parameter which completes the proof of the claim 7.

Hybrid 1 = Hybrid 2: The indistinguishability proof of the hybrid 1 and hybrid 2 is identi-
cal to the claim 6.
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Hybrid 2 =~ Hybrid 3: Suppose on contrary, there exists a PPT adversary «f that distinguishes
between the above two hybrids with €(-) advantages. Then we construct a PPT reduction al-
gorithm which breaks the DBDH assumption with the same advantages as follows:

The reduction algorithm 48 first receives the DBDH challenge from the challenger as

(BG) gp) gq;A = gg;B = gzv C = g;» T = e(gp;g)z)

where z is either abc or a random element from Zy. Next, in the setup phase, adversary re-
ceives the challenge tuple (14,17,1%,1™,,i* = (x*, y*)) from adversary «f satisfying the con-
dition y* = 7. We now apply the reduction games with its challenger in the subgroup G,
thus it can choose all the elements from the subgroup G, by itself. Now, %8 generates the
master public key using the instances of DBDH assumption and sends it to the adversary
/. Next, the adversary makes the polynomially many secret key queries to the key gener-
ation oracle corresponding to any index except i* and vector u. In the following, we show
how 28 simulate the master public key, secret keys and challenge ciphertext from the DBDH
instances. Finally, o outputs its guess, which is used to break the DBDH assumption. For
x = x*, our approach is to implicitly set the exponents rp, v« j = btj, ap »+ j = abkvj, t, = ¢ for
all v; < Zy. Additionally, it implicitly sets ¢y, ¢, = Cp,y,¢,p — a for all (y, €, b) € [n] x [k] x {0, 1}.
According to the exponents as given above, the challenger simulates the master public key
components, the secret keys and the challenge ciphertext components. In the challenge ci-
phertext, the challenge group elements T can be programmed in the challenge ciphertext
component Iy j.

Public key simulation. It chooses random exponents d,d; from Zy such that h = g4, f =
g%. To generate the master public key, it also chooses the random exponents as follows:

V[E[k],bE{O,l}, 6[,b<_ZN)Y€,b<_Zp
Vyelnl,l€lkl,be{0,1}, Cyrp—2Zn
Vjelml,x€lnl, Txj Qxj,Vxj—2ZN

Also, it samples d, f — Zy and for all (y, ¢, b) € [n] x [k] x {0, 1} computes

~ (gpgq)'fx'j if x #x%, B (gpgq)dfxvf if x # x*,
Exj= Big i : YT pdrj 9T e
g4 otherwise.’ B%ig, otherwise.

. — e(gpgq»gpgq)&x'j if x # x*,
" e(A, B)<i e(gq gq)ﬁw otherwise.

Sets the master public key

BG,g = gpga =8 f=g" Zy=f1 E;=gb,

Ex,jy Fx,j) Gx,jy

p
Eqxj=8q

25 0n
Wy,j = e(g, &)1, Wy x,; = e(fq, f) PV

rx‘ijq,x,j = hﬁﬂfx'j) Gq,x,j = e(gq) gq)ﬁ&x'];
mpk =

xe[nl, je[m]

{Hyop= A_lgcy’[’b}(y,&b)e[ﬁ]x[k]x{o,l},
{Vz,b = g0t gl Vypy = h‘sfvb}

(¢,b)e[k]x{0,1}
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Secret key simulation. The adversary «/ can not query to the challenge index position i* =
(x*, y*). Challenger 28 returns secret key to the adversary associated to the query tuple (i =
(x,),id, u) as

K g<&xyu>+<i:xyu> Z[E[k] EJy,f,id[ A-k(?x,lﬂ if x # x*,
1 - @ i T, » C i C. 1
g;ax ) +(Fx, 1) X e Crtide peu Lo Creid,  otherwise.

Ky = g™ ¥=" for all x

Challenge ciphertext simulation. The challenger 4 can compute all the column compo-
nents corresponding to the index position (y, ¢, b) € [r2] x [k] x {0, 1} on its own since G, sub-
group components are random in Cy, ¢ p, C y,¢,b terms, and for computing over the subgroup
Gy, all the required components challenger 28 already knows. For x < x*, all the row com-
ponents Ry j, va, j»Ax, By, I, j are chosen random but for x > x* all the row components are
formed over the subgroup G, which 9 knows. The challenger 28 will simulate the challenge
ciphertext for x = x* as follows:

Table 9: Computing row component of the ciphertext for x = x*

‘ Ry, ‘ ﬁx,j ‘ Ay ‘ By ‘ Iy,

~ _ e(8,8)"1 - e(gq, 8q)™xi™ "
x= x* (Btjg:]Xv]')gx (Btjg;xvj)d‘[:{x (Cg;q)gx (Cg‘t;)dl‘l?x ~e(C,gp)d%"7"'f?x . Tktjgx

-e(gq, gq)dfﬁ/x’j?x ta

where the exponents $y+,X+, T € Zy and t; — Z are sampled uniformly at random. Finally,
% gets the guess bit b’ from < and it simply forwards it to the DBDH challenger.

Analysis of simulation. If T = e(g), g)?b¢, then 2 simulates the view of hybrid 2 else the ad-
versary’s view same as hybrid 3 for T = e(gy, g)* for any random z from Zy. Therefore, if 98
breaks the DBDH assumption 3 with e(-) advantages then </ wins the game with same ad-
vantages.

Hybrid 3 = Hybrid 4: To show the indistinguishability of two hybrids 3 and 4, we use simi-
lar proof technique of [BW06, GKW19]. Here, we discuss the underlying approaches. Let us
consider that 28 receives the challenges of Bilinear Subgroup Decisional (BSD) assumption
5 from the challenger consisting a bilinear group BG, e(7, g§) where T is either a random el-
ement from the subgroup G, or an uniform element from the group G. Then, 28 computes
all the components of the master public key mpk honestly and forwarded it to the adver-
sary <f . After seeing mpk, adversary can query for a secret key to the key generation ora-
cle. Finally, 8 computes all the challenge ciphertext components honestly except the value

Syex b

I« j=e(g g Vﬁ'b) -Gx*,] e(g, T)-e(f, f)¥=/*" where T is taken from BSD challenge assumption
5.If T < Gy, then simulator’s view is same as hybrid 3 otherwise if T < G then 2 perfectly
simulates as hybrid 4. Therefore, if o/ wins with the advantage €(-), then 98 breaks the as-
sumption 3 with same advantages €(-).

Hybrid 4 = Hybrid 5: Suppose on contrary, there exists PPT adversary «/ that distinguishes
between the hybrid 4 and hybrid 5 with the non-negligible advantage €(-), then we construct
a PPT reduction algorithm which breaks the assumption 6 with the same non-negligible ad-
vantages as follows.
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The reduction algorithm 28 first receives the R3DH challenge instances from the chal-
lenger as

~ 2 ~ —~—
BG,9p€6p,07€64,A=09g,B=9,-97,C=9;,-95,D=9,",T)

where T is either ggzc or a random element from the subgroup G,. Next, the challenger %8

receives the challenge tuple (14,17,1%,1,i* = (x*, y*)) from the adversary «/. Then, 2 gen-
erates the master public keys and sends it to adversary. After seeing the public parameters, </
can adaptively query to the key generation oracle corresponding to the tuple (i = (x, y), u,id).
Then the adversary uniformly chooses a challenge message vector pair v@, v and sends it
to 8. Challenger randomly chooses a bit b € {0,1} and generates the challenge ciphertext
ctg,b). In the following, we describe how does the challenger simulate the master public key,
secret keys and the challenge ciphertext using the R3DH assumption 6 instances. Finally, the
adversary & outputs a guess bit which breaks the R3DH assumption 6. Since the reduction
plays the game with challenger in the subgroup G, so it choose most components in the
subgroup G, by itself. Although, the challenge components of B, C are some part belonging
to the subgroup G,. Thus some of their exponents will also implicitly depends on the @ and
¢ terms. In the following, we implicitly set the exponents as

% s

7
— — _ q9x7,] —
gp - gp gq - A’ rqrx*rj - a ’ rva*vj - rp,x*,j»

Sq’x* =, Sp’x* :E, Kq,x* :]./a, Kp’x* :]./ﬁ, tq:a, tp:a,

Sy=Sy/a;x, =K /aforall xe[A] —{x*}

where 7y x+ j,Tg,x,j — Zn and for all x € [n] — {x*}, Sy, K — Zy. Additionally, the reduction
algorithm samples the exponents uniformly random from Zy. As the reduction algorithm
does not know the factorization, so at any instant we do not sample the exponents from G,
and G, individually. So instead of this we sample an exponent directly from Z, and it need
to make sure that the distributions are not disturbed.

Public key simulation. To generate the public key it chooses the random exponents as fol-
lows:

V[E[k],bE{O,l}, 5[,b‘_ZN)Y€,b<_Zp
Vyelnl,le€lkl,be{0,1}, cyrp—2Zn
Vjelml,xelnl, Txj, qxjWxj—2ZN

Also, we choose the exponents d,d,, f — Zy to compute all the remaining components of
the master public key for all x € [71], j € [m] and (y, ¢, b) € [7i] x [k] x {0,1} and set h = g%, f —
g6d1.

BT, j 5

B APTxjif x # x*, B (gpA)Fx,j if x #x7%, Fg,x,j =Eff,x,j,
G 9q elsewhere.’

(gpgq)a’f elsewhere.’ Fx_j:Ei].,

2y
GCIJC,]' =e(4, A)ﬁax’j; Wq,x,j =e(A, A)ﬁdl Vi
Gx,j = e(@pAgpA™, W, ;= e(g,A,g,A)".
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So, its master public key set as

[BG’gzgpA’h:gd»f:gdlrEq:Aﬁ,Zq:Adlﬁ,
Ex,j Fx,j» Gx,j» Wy, js

)
mpk = Eq,x,j»Fq,x,j’ Gq,x,j» Wq,x,j xelfl, jelml

{Hy, 0,0 = (@pA) PO} (3,0, p)e i) x (K] x (0,1}

{Ve,b = g0t gl Vyp = h‘s“’}

(€,b)e[k]x{0,1}

Secret key simulation. In the secret key generation, the adversary « is not allowed to query
for the challenge index position i* = (x*, y*) to the key generation oracle. 28 answers the
secret key associated to the index position i = (x, y), identity id and the predicate vector u as

given below.
o g(ax,u) . (gpA)<Fx.u>Zze[k1 Cyeid, if x # x*,
1= (ay,u) ( (e, ) Y vk Cy.e,idy h i
g 9p9q) otherwise.

K = (gpA)d1<"’"’“> for all x
Challenge ciphertext simulation. To generate the challenge ciphertext, 28 chooses the ran-
dom exponents as follows:
Vjelml,oj,vj,¢j—2Zn, TELp,
Vxelnl, ex,fr,dx—2ZN,Sx,Kx— 2N,
Vyelnl,lelkl,bef0,1}, Wy p Vyep— ZN.

Now, 4 computes following row and column components as follows:

Table 10: Computing row components of the ciphertext for x € [71], j € [m]

Rx,j Rx,j Ax By Ix,j

o5 | Brdre x| pe = ; = T
x> x* gsr Jsx ggr TxjS%| A3 | pd1fRx e(gq,gq)vJe(A, A)ﬁax,]sxe(A'A),Bdkau/x_]
x=x*| €™ | T | DT g Ads e(g g% xe(g, )11 fx
< x* gEXUj gd§xrvj g°x gdldx e(g’g)fx(l’je(g,g)dffpjfx

Table 11: Column components computation for (y, ¢, b) € [n] x [k] x {0, 1}

Cyeb ‘ Cyeb

Bny['b hwyyj,ng;yy/.b ‘gl?)%[yb

Vye [

Analysis of simulation. For T = ggzc , % simulates the hybrid 4, otherwise if T is randomly
chosen from the group G, then 28 simulates the view of hybrid 5. Therefore, for the case of
x =x* and x < x*, the adversarial view of the hybrids 4 and 5 will be indistinguishable. If 28
breaks R3DH assumption 6 with the advantage ¢(-) then «/ wins with same advantage.

Hybrid 5 = Hybrid 6: To prove the hybrid 5 and 6 are indistinguishable, let us consider (272 k+
1) sub-hybrid Hj, Hyj,E for (3, ?,b) € [7] x [k] x {0,1}. In this game the sub-hybrid H, corre-
sponds to the hybrid 5 as described above. Now the sub-hybrid H 5,00 is same as the hy-
brid Hy except the column components in the Challenge Clphertext Cyep for y <y and
(1, 4,b) € {7} x [€ =1] x {0,1} and for y = ,¢ = £,b < b have a random element in the sub-
group G,. The column components are generated as described below in the Table 12.
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Table 12: Computing column components of ciphertext for the sub-hybrid H; 75

Cyeb Cye,b

>NV =Fal> Oy

_ N HY ) pWreb? glned
(y=FAl=Tnb=D) »eb

Y<PHVy=Frl<byv

. ~ t b.hwy.l,bf . V;EMT gneb. ‘7;2“’
(y=JANl=¢Ab<D) ’ ’

Hy, .

In the following, we show that the sub-hybrid H; 75 is indistinguishability with the sub-
hybrid Hy’ 7+h-1.(h+1) mod2: Note that, the sub hybrid H; ;o is identical with the main hybrid
6. It is also required that the sub-hybrid Hy ~ Hj¢,1 and sub-hybrid Hj 1 = Hys1,1,0. We
show that the sub-hybrid H;75 and H5 7, 5-1,(5+1) mod2 are indistinguishable whose tech-
niques are similar to prove the indistinguishability of all the consecutive sub-hybrids for all
(3,4, b). By combining all the proof of sub-hybrids, the main two hybrids (hybrid 5 and hy-
brid 6) are indistinguishable.

Sub-hybrid H; 55 = Sub-hybrid Hy 5 5-1,(5+1) mod2* SUPPOse on contrary, there exist a PPT
adversary that distinguish between the sub-hybrid H. 5.0b and sub-hybrid Hy/, F45-1,(B+1) mod2
with the non-negligible advantage €(-). We construct a PPT reduction algorithm 2 which
can break the D3DH assumption 3 with same non-negligible advantage as described below.

From the challenger, the reduction algorithm 28 receives the following instances as
([BG) gp) gqy A = gz’B = g’%y C = g’cg) T)

abc
p

receives the challenge tuple ar1m 1k 1m i* = (x*, y*)) from the adversary «f where y* = 7.
Now, 28 generates the master public key using the D3DH assumption 3 instances and sends
it to the adversary. Then, the adversary can adaptively make queries for the secret keys of
distinct indices except i* and sets the challenge ciphertext ct(,,b). In the following, 28 simu-
lates the master public key, secret keys and the challenge ciphertext. Finally, & outputs its
guess, which 28 uses to break the assumption 3. Since, the reduction plays with the chal-
lenger over the subgroup G, thus it can choose everything from the subgroup G, by itself. It
now implicitly sets the exponents as ¢, = a- b, Cp 5,05 =C Ep, 500 where the exponent Ep, 500

where T is either g;”¢ or a random element in the subgroup G, of prime order p. Next, it

is chosen uniformly at random and also set and &), = B = g’?. By using these exponents, %
simulates the master public key, secret keys and the group elements T can be programmed
in the challenge ciphertext components Cy 7

Public key simulation. To simulate the master public key, 28 sets h, = gg where d — Z and
chooses the random exponents as follows:

Ve [kl,bef0,1}, 8op—ZnYer—Zp
Vyelnl,felkl,be{0,1}, Cyrp—2ZnN
Vjielml,xe€lnl, ryj,axVxj—2ZN
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It also samples ,d;,d, — Zn and sets g = gp84, h = hyhyg = Bhg = gﬁg?,f =fpfq= ggl ggz.
All the components of the master public keys are generated as follows:

d
BG, g = gp&q 1= Bhg, [ = gL Eq= g0, Zg = ) = gh™

Eyx,j = 8", Fy,j=h"I,Gy,j=e(g 8",

ﬁrx,' Bry, i )
Eqxj=8q Faxj=hg " Ggxj= e(gq»gq)ﬁax'f,

mpk = ‘ ‘
Wx,j = e(f; f)Wx,], Wq,x,j = e(gq,gq)ﬂd%wx’j

xe[nl, je[m]

{Hy,0,b} (3,0, b)e ) x [k x{0,1}>
{Vé,b = g‘s"’bg;[’h, Veb = héfvb}

(€,b)e[k]x{0,1}

All the components can be generated using the challenge D3DH instances of assumption 3.

Secret key simulation. 28 answers the secret keys associated to the index i = (x, y), identity
id and the predicate vector u as given below.
P g(ax,u) _g<rx,u> Z[¢icf[,id[ (ng)(rx.mcy,ai] if (y,idg) = (7, E)’
g(ax,u) .g<rx,u>Zee[k] Cye,id, otherwise.
K2 — gd<1’/xyu>

In the secret key query phase, the adversary «f is not allowed to key query corresponding to
the challenge index position i* = (x*, y*).
Challenge ciphertext simulation. Challenger 98 chooses the random exponents as follows

Vje [m],aj,vj,(,bj —ZnN, T, tg€ LN,
Vxe[n], erex»fx’dx;sx‘_ZN
V_VE [ﬁ])g € [k])be {0)1}) wy,é,b’ vy,é,b - ZN

Now, for all x € [7], j € [m], challenger can compute following row and column components
as in Table 13, 14 respectively.

Table 13: Computing row components of the ciphertext for x € [71], j € [m]

Ryj | Ryj | Ax | Bx I,

o
I, Kyl . Sxl, lgK
x> x*|ES | FST R i g o Vi Gyt
g@xj| " qxj|"q a (89-84) @ gx]

x<x*| g0 |pSTVi| gex fdx e(g, g)fx¢j -e(f, f)fx(/’j

Table 14: Computing column components of the ciphertext for (y, ¢, b) € [n] x [k] x {0, 1}

Cy,ep Cy,ep
y>nvly=ynt>0) ggy!,btq BWyebT A—Ey_g,b/TgLT/yj_b
V(y=ynl=€0nb>D)

y= j‘/'/\ ¢ = Z/\ b= E ggyyf,btq h‘[wy,[,b TEJ/.f,b gwﬂ_b
(y<37)v(y:)7/\€<f) gy'['btthwy'['bg;y'l'b gﬁ’y.f.b

V(y=JAl=0Ab<Db)
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Analysis of simulation. For T = g,‘jbc, then «f gets the view of the challenge ciphertext
as the sub-hybrid Hy 7, 5-1,(5+1) mod2’ otherwise for any other random group elements from
the sub-group G, the adversary &/ gets the view of sub-hybrid Hy 75 If the adversary «/
wins with an advantage €(-), then 28 can break the modified-2 D3DH assumption 3 with the
same advantages.

Hybrid 6 = Hybrid 7: Suppose on contrary, there exists a PPT adversary «/ that can distin-
guish the hybrid 6 and hybrid 7 with non-negligible advantage €(-). Now, we construct a PPT
reduction algorithm 28 that breaks the DHSD assumption 4 with same advantage as follows:

The reduction algorithm 2 first receives the challenge instances of assumption 4 from
the challenger as

(BG,g:gpgq,h: hphq,A:gg,B = hZ,C:gbglC],D: hb, T)

where T is either sampled as T = gg or T = g with d — Zy. Next, % receives the challenge
tuple (14,17%,1%,17, i* = (x*, y*)) from the adversary for y* = 7i. In the following, 28 simulates
the master public key from the DHSD instances of assumption 4 and sends it to the adversary
/. Then, of creates adaptively secret key queries for the distinct indices except i* and sets
the challenge ciphertext ctg,b). Using the instances of assumption 4, 98 successfully simulates
the secret keys and the challenge ciphertext. Finally, « outputs its guess, which 28 uses to
break the DHSD assumption 4. In this proof, the reduction plays with its challenger in the
subgroup G, thus it can choose everything from the subgroup G, by itself. To prove this
indistinguishability, 8 first implicitly sets the random exponents as

B=a, sxri1=d-Sys1, Ye b =C Yoo, 006 =b-Yep+060p

where the exponents Y j, 5, ¢,p are uniformly chosen from Z . Also, 28 implicitly sets h* = g"
where 7 be any random exponent from Z . Using the DHSD instances, the challenge group
element T can be programmed to compute the row component I+ j.

Public key simulation. Challenger 28 chooses the random exponents as follows:

VOelkl,belo, ), brp—2ZN,Tep—2Zp
VJ/E[ﬁ];fE[k],bE{O,I}; Cy,[,thN
V] € [m]yx € [ﬁ]) rx,j; ax,j;Wx,j A ZN

It chooses randomly an exponent d’ — Zy and sets f; = gf;’. In the following, 98 computes
the master public key using the DHSD challenge instances as follows:

BG,g h, f,Eq= A Zg = A%,
Ex,j = grx'j)Fx,j = hrx'j’Gx,j = e(gr g)ax'jr

Eq,x,j = Arx’j;Fq,x,j = Brx'j,Gq,x,j =e(4, gq)“x,j,

mpk = W (f f)V/xj W, (A )d,zw J
i=e\f, "y j =€ y o
X, a%] 8aq xe[Al,jelm]
{Hy, 0.0 = 8V} (3,0, b)elmx (K1 (0,1}
V0= Sep CT’“, Vo= hgz,bD?z,b}
{ th=8 ob (0, b)ElkIx (0,1}

Secret Key Simulation. In this phase, 8 answers the queried secret keys sk, for the tuple
(i=(x,y),id, u) where i #i* as given below
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(ry,u)
Kl = g<ax,u> : ( H H%[,idg) ’ KZ = f(![lx,u)
lelk]

Challenge ciphertext simulation. 98 chooses the random exponents as follows:
V] € [m]r O'j,'\/j,(,bj - ZN) TE ZNr [ — ZN!

Vxe [ﬁ]) ex;fx:‘gx; dx,Kx - ZN:
Vyel(nl,l€lkl,be{0,1}, wyp Vyep—2ZnN,

In the following Table 15, 16, we compute the row and column component of the challenge
ciphertext.

Table 15: Computing row components of the ciphertext for x € [7], j € [m]

Ryj | Ryj | Ax| Bx Iy
Sx*+1 E's} ] F’s}n. E's}t Zth v, Syt ‘.WIKX'
X axj| Yqxj q | B8 Gy Wy
_ SxTx,j | 78xTx,j7 | T3xt| £IK vj . Sx@y it tKx
Xx=x*+1|T"%) | T35 i TSxt| fiKx o(g, g)Vi - e(T, g)**%xi nyj
x<x*+1| g0 | Vi | gox | fldx | (g, g) i e(f, )l i

Table 16: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

‘ Cy,e,b ‘ Cytb
V(y,€,b) € [71] x [k] x {0, 1}\H;,,',,-g‘”ﬂvb”

gw)/.[yh

After seeing the challenge ciphertext, 98 receives a guess bit b’ from .« which is forwarded as
its guesses to the DHSD challenger.

Analysis of simulation. If T = gf;, then 28 simulates the view of hybrid 6 otherwise, if T is
randomly chosen element from the group G. Then 2 simulates the view same as hybrid
7. Therefore, if o/ wins the with non-negligible advantages €(-) then 2 breaks the DHSD
assumption 4 with same advantage. Hence, proof of the Lemma 7 is complete. O

This concludes the proof of index-hiding security. ]

Lemma 8 (Lower identity-hiding) Ifthe assumptions 3 holds over the bilinear group BG, then
our EIPL-IPFE satisfies the lower identity-hiding security as per the Definition 8.

Proof. The lower-identity security requires that no PPT adversary can distinguish between
the special encryption to the index-position-bit tuple (i* = (x*, y*),¢*,b*) and (i* = (x*,y*), L
,0) with non-negligible advantages and given the adversary does not have a secret key for
(i*,id, u) such that idy» = b*. This proof technique is similar to that used in Lemma 6. Here,
we just exclude the intermediate hybrids as mention in the previous proof. Let (i* = (x*, y*),
2%, b*) be the challenge tuple provided by the adversary <. The hybrid Hy« j+ corresponds
to the exactly the same as the lower identity-hiding game in which the challenge cipher-
text is a special encryption to the index-position-bit tuple (i* = (x*, y*),¢*, b*) and similarly
hybrid Hp is the same as the lower identity-hiding game for the index-position-bit tuple
(i* =(x*,y"),L,0). So, the indistinguishability proof of the special encryption for the index-
position-bit tuple (i* = (x*, y*),L1,0) and (i* = (x*, y*), £*, b*) are similar to the Lemma 6.
In the following, we discuss about the secret key simulation where the reduction algo-
rithm 28 answers the all permissible secret keys corresponding to the tuple (i,id, u) as per
the lower identity security game. From the security restriction of this game, the adversary
can not query for the secret key corresponds to the index i* and the identity id such that
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idg» = b*. So all the key queries are in the form either i # i* or id, # b*.

Secret key simulation. The secret key sk, corresponding to the tuple (i, id, u) are as follows:
— ForiZi*ie, xZx*ANy#y*
K = g(ax,u) . g(?vaZée[kJ Z'Vy,i,id[’ K = (Bdl fq)(ilfxym
— For, x=x")A(y#y* vidy #b")
K = g<lxx,u) . (ng)<'7xvu>2k[k] Ey,(,id[’ K> = (Bd1 fq)(Wx:u>
— For, xZx)A(y=y* Aidys =b")
Ky = g<ax’u>+<r"’">2’#* Cntidg (ng)<r"’u>5y"’*"dz* K> = (Bdlfcf)w'"’”>

Note that, in the second case, the adversary can ask for the secret keys corresponding to
the index i*, which can be answered as long as the queried identity must satisfy ids- # 0.
Since the lower identity-hiding game requires the adversary not to ask the key queries in
this form (i*,id) with idg«.j+, then the reduction algorithm can perfectly simulate the low
identity-hiding game so that this scheme satisfies the security of the lower identity-hiding
security assuming the modified-2 D3DH assumption 3 holds.

It completes the proof of lower identity-hiding. O

Lemma 9 (Upper identity-hiding) Ifthe assumptions 3,4,5 and 6 hold over the bilinear group
BG, then our EIPL-IPFE satisfies the upper-identity hiding security as per the Definition 9.

Proof. We will prove this Lemma 9, via a sequence of hybrid games as discuss below. Re-
call that, the upper-identity security requires that no PPT adversary can distinguish between
the special encryption to the index-position-bit tuple (i*,¢*,b*) and (i* + 1, L,0) with non-
negligible advantages and given the adversary does not have a secret key for the tuple (i*,id, u)
such thatidy,» =1 - b*.

Hyb, : The hybrid corresponding to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y*),¢*,b").

Hyb, : The hybrid is the similar as the Hyb; except that the columns components as the
table below.

Table 17: Computing column components of the ciphertext for (y,#, b) € [n] x [k] x {0, 1}

Cyeb Cyeb

>y =y ALAY HE R glrob

* * px Ty, FVne,
V<YV O =" D |HL ROV, PO | gl T 0

In words, we can say that, the ciphertext component Cy+ ¢« 1_p+ also includes the random
elements in the subgroup G, whereas in Hyb; only Cy+ o« + for index i* included a random
elements in the subgroup G,,.

Hyby; : This hybrid consists some sub-hybrids Hyb; ;; where (¢,b) € [k] x {0,1} is the same

as Hyb, except that the column components in the challenge ciphertext components are
as in following Table 18. In words, we can say that the ciphertext components Cy« ¢, for
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Table 18: Computing column components of the sub-hybrid Hyb; 73

Cyeb Cyeb
(y>y" v
(y — y* N [Z] U {é*})v H;,['bhwy,f,b'[ gWy,[,b
(y=y*Al=0ADb>D)
(y<y"v
~ TV
(_V — y* AleE [[_ 1] U {[*})V H}i'[’hhwy’[‘b‘[ V['by'['h gwy,l,h
Y=y*Al=0Ab<D)

¢<?,or¢=27andb< b include a random component in the subgroup G,,.

Hyb, : This hybrid is similar as the previous sub-hybrid Hybs i ; except that the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y* + 1), L,0). Note
that, if y* = 7, it also recall that the special-encryption algorithm can be directly extended to
encrypt to such position.

Hyb;. This hybrid corresponds to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to index-position-bit tuple (i* + 1, L,0). Note that, if y* # 7
then hybrids 4 and 5 are already identical.

Next, we discuss the indistinguishability of the above hybrids. By combining above consec-
utive hybrids, the upper identity-hiding security holds.

Hyb, = Hyb,: The proof of the indistinguishability of the hybrids Hyb; and Hybs is identi-
cal to that Claim 6 and Lemma 8.

Hybg 75 ~Hybs 7.5 1 541) mod2: If the modified-2 D3DH assumption 3 holds, then there

does not exists any PPT adversary can distinguish between the Hyb; ;7 and Hyb, 7.5 1 5.1 mod2
non-negligible advantage.

First note that, Hyb, ;; is identically equals to Hyb, 7. 7_; 5.1 mod 2 fOT ¢ = ¢*. Otherwise, ac-
cording to the key query there have two cases:

Case 1. Adversary makes key query of the index tuple (j,id) with j =i* Aid; = b.

To prove the indistinguishable in that case, Suppose on contrary, there exists a PPT adversary
o/ which can distinguish the Hyb; ;; and the Hyb; 7,5 | 541) modq2 With non-negligible ad-
vantage €(-). We construct a PPT reduction algorithm 2 which breaks the modified-2 D3DH
assumption 3 with the same non-negligible advantage as follows:

2
(BG,g,,,gq,A:gl‘j,B:gS,C:g;,D:gé’ ,T)

abe or a uniformly random element from the subgroup Gp. Next, 2 re-

where T is either gy,

ceives a tuple (1*,17,1%,1™,(i*,¢*,b*)) from the adversary «# and then % simulates the
master public key and sends it to the adversary. After seeing mpk, the adversary makes poly-
nomial times key queries for the secret keys of distinct index positions. After simulating the
public keys, secret keys and the challenge ciphertext, the adversary finally outputs a bit b’
as guess which 28 uses to break the assumption 3. As the reduction plays the game with its
challenger in the subgroup G, so any elements it can choose from the subgroup G, by itself.
Let us implicitly set the exponents as below

tp = Clb, rp,x*,j = b'fp,x*.j; Cp,y*,[*,b* =C+ Ep,y*,é*,b*;
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Sp,x* = Sp'x*/b; Cp’ *,Z,E =—C+ Cp’y*,Z,E; Kp'x* = prx*/ab

y
where 7, x+, 7, Sp,x*» 'Ep) A K p,x+ and €y, ¢ p+ are the random exponents. Also, we implicitly

set h, =B = gf,’. and f, = B for some exponent d; — Zy. Setting the exponents allows to
simulate the public key, secret key exactly as well as the challenge group elements T which
can be programmed in the challenge ciphertext components C AL

Public key simulation. Let us consider two random group generators hy, f; € G, by sam-
pling random exponent d, d' € Z such that h, = gf; fq= gg’. To simulate the public key,
additionally chooses the following exponents
Vlelkl,be{0,1}, bop—2ZN,Yep—Zp
Vy € [ﬁ],f € [k]) b € {O) 1}! By,[,b - ZN

Vjelml,xelnl, Txj axj¥xj—ZN

It samples § — Zy and choose random generator f; < G, and sets f; = gf;” for some d’ €
Z . Next, 98 computes the master public key’s components by using the modified-2 D3DH
instances of assumption 3.

g ifx#xt, (Bhg)™i if x # x*,
)= F

e (Dhq)aw‘ elsewhere.’

(B gq)7xvf elsewhere.’

Cgoth i (3,0,b) = (y*, €%, b"),
B — 2
H}’y[.b: C_lgcy‘['h lf (J/;f,b) = (y*1[> b)y Wx:j = e(qu’qu)dlwx’j Vx
glrob elsewhere.

Italso computes Eq x,j = g1, Fy,j = Iy ™, G = e(g, €)%, Gy,uj = €(8q, 8)P¥1, Wy, =

e(fy) fq)ﬁ”’xv/’ and sends the master public key as

BG,& = gy8q h = Bhy, [ =B f1,Eq=gb, 7, = 7,
Ex,ijx,erx,ijx,j;

mpk = Eqrxrj’ quxrj’ quxrj’ Wq’x’j xe[A] ]E[m]

{Hy,0,b} (3,0, )€l x [k x{0,1}>

{Ve, Vf'b}w,b)e[klx{o.l}

Secret key simulation. 2 answers the secret key sk, = (x, y,id, K1, K») query for the tuple
(i =(x,y),id, u) as follows:

g(ax,u> ,g<?x,u> Yretk Cy,e,id, ifx#x,y#y",
glanw . (ng)<7xru>21€[k] Cutidy if x = x*, V# Y
K =+ g(ax,u> . (Hée[k] Hy,é,id[)<Fx’u> if x # x*’y — y*,
g(ax,u> . (ng)<rxru>2€€[k] Creide  if = i"‘,idg# b,ids # b*,
glanw . (ng)<7x:u>>:(6[k] Cyiidp  ifj = i*,id; = b,id,s = b*.

K= (Bdlfq)“”x'“> for all x.

There have some restrictions over the key queries to the key generation oracle i.e.,
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— Adversary & can not query for the tuple (i,id, #) to the key generation oracle such that
i=i"Aidg #Db*.

— In case-1 adversary also makes an query for the tuple (i, id, u) where i = i* A id 7= b.Ifan
adversary makes a key query for the challenge index-identity-vector tuple i = i* Aid; # b,
then challenger strictly aborts the upper identity-hiding experiment.

Ciphertext simulation. To generate the ciphertext, the challenger chooses the exponents as
follows.
TEZN, tg—2Zn, Vjelml, 0j,vj,¢j—1Zny,
Vxel(n], ey frdxKy, Sx—Zn,
Vyelnl],¢e€lk]l,be{0,1}, lﬂf)yyg)b, Vyob— Zy.

Now, the challenger computes the row and column components as the tables below.

Table 19: Computing row components of the ciphertext for x € [71], j € [m]

Ry, Ry Ay By Iy
3, ST Sxlg Kxlq v: Sxlg Rxlq
x>x" EX il Faxg Eq Zq 8q:80) ' G j Wonj
S| st s ey k| €8 8)Y -elg, Agg) i
x=x* gsxTX,] (th)sxrx,]T (quq)sx (B lqu)Kx 2 - q .
e(B, B)1Vxikx . e(fy, f)Vxikxta
x<xt| g0 | RS | g | Bh St | elg @i e, I

Table 20: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

Cyeb Cyeb

>y IV =y Al>Ov S
Y=y *ACE01Uil* v R
(y=y*Al=0Ab>D)

A Cneb!T g Wy

c, [3 D
g »obtq WTWy.eb . T—l

y=y*Al=0Ab=b q A Cnen!T . gWyep

<y IV =y rl<Oyv
y=y*Alell-1u{l*v
(y=y*Al=0Ab<h)

Cye,bt, ] Uyt,b
»oblq pTWyrp . »t,
84 A

gw)’j,h

After seeing the challenge ciphertext 2 receives a guess bit b’ from « and % forwards it to
the modified-2 D3DH challenger. If T = g";bc, then 98 simulates the view of Hyb; 7.5 1 5.1) mod2
otherwise, if T is uniformly choose a group element from the subgroup G, then 28 simulates
the view of Hyb, ;5. Thus, if the adversary o wins with the advantage ¢(-) then 98 breaks the
assumption 3 with same advantage.

Case 2. Adversary makes key queries for the index j and identity id such that (j # i* vid; =
1-D).

Since in this case, the adversary is allowed to secret key query for the index j such that
j #i* and an identity id satisfies the conditions id; # bAidg+ = b*. So, we can use the same
proof strategy as used in Claim 6 and 8 where the reduction algorithm does not need to know
the value of the group element g<r’“* Wy mib for answering the key queries. The proof tech-
nique is similar with the proof of Claim 6 and Lemma 8.

Hybs =~ Hyb, : Since, the hybrid 3 and hybrid 4 hold directly. Therefore, no PPT adversary
can distinguish between these two hybrids with non-negligible advantage.
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Hyb, =~ Hyb; : The indistinguishable of the Hyb, and Hybs can be classified into two cases.
Case 1. If y* # 71, then both the Hyb, and Hybs are identical.

Case 2. For y* = 7, then the indistinguishability of hybrid 4 and hybrid 5 is followed from
a sequence of hybrid games which is similar as the claim 7. In particular, the hybrid Hyb, is
similar to the hybrid 2 and Hybs is identical with the hybrid 7 as described in the claim 7.
Thus, this indistinguishability follows from the claim 7.

This concludes the upper identity-hiding security game. m]

Lemma 10 (Message-hiding) Assuming the joint-D3DH 7 holds over the bilinear group BG,
the our EIPL-IPFE satisfies message-hiding security as per the Definition 9.

Proof. The message-hiding security requires that the special encryptions of v©® and v
to the same tuple (i*,1,0) are indistinguishable if all the secret key queries of the form
(i = i*,id, u) must satisfy (u, v¥) = (u, v'V). To prove of the above Lemma 10, we consider
the following hybrid games.

Hybrid 1. The hybrid corresponds to the message-hiding game in which the challenge ci-
phertext is a special encryption of the vector v® to the index-position-value tuple (i*, L,0).

Hybrid 2. This hybrid is similar to the hybrid 1 except that the row components I, ; for x > x*
as mentioned in the following Table 21.

Table 21: Computing row components of the ciphertext for x € [7], j € [m]

Ryj | Ryj | Ax | Bx Iy j
x> x| B F By Z5x! e(gq,gq)y;m -e(gg, Ax)®%i - e(fg, By) V5]
x=x* E;x] F)SC),C]T gsxt | frat e(g,g)“;h) -e(g, Ay) i - e(f, By) Vi
x<x* ggxgi BSxTVj gox | fo e(g,g)fxd)j

Hybrid 3. Hybrid 3 is same as hybrid 2 except that the row components B, for x = x* as men-
tioned in the Table 22 below.

Table 22: Computing row components of the ciphertext for x € [71], j € [m]

Rx,j Rx,j Ax By Ix,j
t ] ® , ,
x> x* E;),Cx,j ;";] E;x q ng([”) e(gq,gq)yl -e(8g, Ax)*®i - e(fg, Bx)Vxi

- )
x=x* E;Scx] F;;‘].T gt | (g, )i - e(g, Ax) @i -e(f, By)¥ri

x<x*|g5oi |pSTVi| gex | fix e(g, g)x?i

where ' is uniformly chosen from Z . From hybrid 3, the adversary can not extract any in-
formation about the challenge bit b from the row component I ; for all x € [7], j € [m].
Next, we discuss the indistinguishability of the above hybrids.

Hybrid 1 = Hybrid 2: From the hybrid 1, we modify the challenge ciphertext generation pro-
cess by using the master secret key {(ry,j, @x, j, ¥x,j)}xe(ni, jeim)- First, the challenger 28 com-
putes all the ciphertext components as
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Gypx,j = €(8q, 8)P™"%01 Gy j = e(g, g™
Wq,x,j = e(fq,fq)ﬁKxﬂl’x'j Wx,]. - e(f’ f)Kx“Vx,j

for arandomly chosen f, sy, kx, t — Zpn. For x > x*, 98 uses the master secret keys to compute
I+ j as below:

Iyj=e(gq,8q) ]] e(8q, 8g) < 1%x1 - e(fy, f) Vi
— e(gq’gq) f ) e(gq’ Bsxt )chj e(fq»fﬁKx )U/xj
= e(gq;gq) Ui e(gq’Ax)axj 'e(fq;Bx)wxj

Also, for x = x*
= e(g,9)") - e(g, )i - e(f, f)x Vi
( )

=e(g, 8" -e(g, g™ i e(f, fPr<")Vxi
( )
=e(g,8)" -e(g, A" -e(f, BV
Itis clearly observed that the above distribution of challenge ciphertext ct .e) = ({Ry, j, Ry, j»

Ay, By, I, j}xe(, jetm1» {Cy,0, Cy,0,b} (3,0, bye 7 x (k1 x{0,1}) Temains unaltered in the hybrid 2. So we
can argue that these two hybrids 1 and 2 are indistinguishable.

Hybrid 2 = Hybrid 3: In this hybrid we modify the the challenge ciphertext ct e = ({Ry,;,

Rx ],Axy By, Ix ]}xe il jelml» {Cyﬂ b y,[ b}(yé b)e[7] x [k] x{0, 1}) as
_ pBry(t+1)
By=fg " for x > x*

where t' — Z . Other remaining ciphertext components are similarly generated as hybrid 1.
In the following, it will be shown that if the joint-D3DH assumption 7 holds over the bilinear
group BG, then this modification should not significantly affect the adversary’s view.

Suppose on contrary, there exists a PPT adversary «f that distinguishes between the hy-
brid 2 and 3 with non-negligible advantages. We construct a PPT reduction algorithm which
breaks the joint-D3DH assumption 7 with same non-negligible advantages as follows.

The reduction algorithm 28 first receives the challenges of joint-D3DH assumption 7
from the challenger as

(IBGygp)gqul:gga])AZZgz)Bl gquZ_gp)Cl gq)CZ_gp)(T S))

t+t Sr+t

¥:
Next, the challenger receives the challenge tuple (1}, n, lk, 1,i* = (x*,y")) from the adver-
sary </ . We apply the reduction game with its challenger in the subgroup G, for x = x*. Sets

where (7, S) is either (g“bc, g“bc) orarandom element (g, ) from G, xG, with ' — Z .

» %

fq= gf;", fr= gZ” where dj, d; are sampled randomly from Z . We also implicitly set the ex-
ponentsdy =d,=a,t;=1t,=candkgx = b-Kgx,Kpx = b-Kp xWherex, x, K, are chosen at
random for x = x*. Setting exponents this way;, it allows us to simulate the master public key,
secret key and challenge ciphertext as well as the group elements 7, S can be programmed in
the challenge ciphertext component I ; for x = x™.

Public key simulation. To simulate the public key, first chose random exponents as follows:

V¢ e [kl,be{0,1}, 6g,b<—ZN,)/g,b <—Zp
Vyelnl,lelkl,bef0,1}, ¢yep—2ZN
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Vjelml,x€lnl, ryj @) ¥xj—2ZN

It samples f — Zy. Next, it computes all public key components are given below.

BG,h, & = gp&q, [ = A1 A2, Eq=gh, Z, = AV,

Ex,j = grx'j’Fx,j = hrx,j, Gx,j = e(g; g)ax'j;

PBry, i PBry, i .
Eq,x,j = gq xijq,x,j = hq X]) Gq,x,j = e(gqy gq)ﬁax'];

mpk = . _
Wy, j = e(A1, A)PV=i, Wy ; = e(A) Ap, Ay Ap) V')

xe(nl,jelm]

{Hy, 0.0 = 8} (y,0,b)elm x (K1 x (0,1}
{Vz,b = g0 g’ Vo = hé“’}

(€,b)e[k]x{0,1}

Note that, all the public key terms should be computed using the joint-D3DH instances of
assumption 7.

Secret key simulation. The challenger 4 answers the secret key sk, = (x, y,id, K, K2) cor-
responding to the tuple (i = (x, y),id, u) where K3, K, is computed as follows

(rx,u)
Kl = g<ax’u> . ( H Hy,[,id[) if (x= x*) V(x= x* ANy = y*),
le(k]

Ky = Vo1 = (A A)) Vo,

Note that, the adversary can key queries for the index i such that i > i* whenever (u, v¥)
=(u, vy,
Ciphertext simulation. The challenger 28 chooses the random exponents as follows:

Vje [m]y O'j,Vj,(Pj ‘_ZNy T, tp ‘_ZNr
Vxe [ﬁ]» ex;f)msx’?x - ZN’
Vyelnl,l€lkl,be{0,1}, wyp Vyep—2ZN.

Next, challenger 28 uses the joint-D3DH assumption 7 challenge instances to simulate the
challenge ciphertext, which mention in Tables 23 and 24.

Table 23: Computing row components of the ciphertext for x € [7], j € [m]

Ryj | Ryj | Ax By Ly j

x>x*|ES G F |G TPRx e(gq,gq)";'m ~e(gq, Ax) ™I - e(Ar, By) Vi
x=x* Efjfj F;,xjr (C1C)% | (STYRx e(g,g)”;b) -e(g, Ax) ™% - (A1 Ag, Bx) V'
x<x*|ghOi [ps V| gex (A} Ag)Px e(g,g)fx(pf .e(f’f)fx‘lﬁj

Table 24: Computing column components of the ciphertext for (y, %, b) € [71] x [k] x {0, 1}
‘ Cyeb ‘ Cyep

(C1Cp)rtb . Wyt bT ‘ glnth

Y=>yIvy =y Al,b")# ", b))
W <YV D) =", 0%, b") ‘(Cl Cp) vt - Wt T .y \ glnth el

If (T,S) = (ggbc,ggbc), % simulates the view of hybrid 2, otherwise if (T,S) = (gf,”,,g;”’
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for random ¢’ — Zy;, then 28 simulates the view of hybrid 3. Therefore, if o/ wins with the
advantage €(-), then 2 breaks the joint-D3DH assumption 7 with same advantage.

In this hybrid, we claim that the challenge ciphertext ct,,« perfectly hides the bit b € {0, 1}.
Recall that, for all x > x*, we have

()
Ix;j = e(gQ’gq) Uj : e(gqrAx)ax'j . e(fq’Bx)Wx,j
_ v® Bsxtyay ; KB+t ;
=e(gq,84) fb) -e(8q, Eqg ) -e(fg, 2 )7
X . 2 ’ i d
= e(gqygq)vfm -e(8q, 8q)"* 10 - e(gq, gg) P W ilas £ = gy
2 ! i
— e(gq,gq) U]. +dq1<xﬁt Vx,j | e(gq)gq)ﬁSXtax'j . e(gq,gq)d?ﬂ(xﬁth,j

For all j € [m], we consider
® _ 0, g2 ' ) _ 0, 2 /

2;" = v+ dgk o fryy,; = z® =t +dgxfry ey

To prove that z®) does not reveal any information about b € {0, 1} to any legitimate adversary,
we consider v = v — vV mod N and generates a (m — 1) dimensional subspace with its Z,,

basis Ve ZE\’]"_D XM as

orth(v) ={ueZy : (u,v) =0 mod N}

={uezy :(u, vy =, v'Yy mod N}

Let choose a vector # ¢ orth(v) in a deterministic manner and set a m x m invertible matrix
Vas
~ \"
V=
i‘iT
To prove, z® does not reveal any information about the challenge bit b € {0, 1}, it is suffices
to prove that V- z® information-theoretically hides the bit b. As V- v©@ = V. p(@| the first
(m—1) rows of V-z® are clearly independent of b. We now concentrate on the last row of the
product V-z® e,
@O, ) + Bdit k. (W, ) (14)
We have to show that from the Equation 14, adversary can not learn any information about
the challenge bit b.
Let (r), a%, w9) e Z[¥ x 77 x 7!} denotes a tuple of vectors satisfying the relation

Sxl pa/Kxl ﬁsxta?c,j ) ﬁthu/?cyj}
{Gq,x,j Wq,x,j —e(gq,gq) e(fq;fq) jeim)

and the secret key sk, = (x, y,id, K7, K3) associated with a tuple (i, id, u) are given below

(ri,w

0 0

K1:g<“x’">-( [] Hy,[,id[) , K= [
lelk]

Since all the key queries vector u € orth(v), the joint distribution of the secret key is
{r2+u-v,a9€—,u-t-v modN,w?C+y-v mod N: peZn}

where (= loge(gq_ gq) € fq» fq). Therefore, the conditional distribution of ,Bd?] 'Ky (W, ) mod N
becomes

{ﬁdf,t’Kx'(q/?C+u-v,ﬁ) mod N: pu€ Zy}
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= {Bd 1K (@, W)+ p(w, ) : € Z )} (15)

Since, # ¢ orth(v), so (v, ) # 0 and ¢’ # 0 with a high probability. So from the Equation 15, it
is uniformly distributed over Z . Therefore, the term ,Bdé 'y (Wy,t)y mod N information
theoretically hides the inner product (v® u) in the inner product (z® u)y mod N. From
the component B, = ff Kl s x*, the adversary can not extract the information about
(t+ t'). So information theoretically S« (¢ + t') hides (f + t') as « is uniformly chosen from
Zn.

By the similar argument for x = x*, we can say that the challenge ciphertext hides the
information about b.

This concludes the proof of message-hiding. ]

7 Selectively secure EIPL-IBIPFE using Bilinear Maps

Let us assume ¥pG.gen be a bilinear group generator of a composite order group N = p - ¢q
where p, g be two prime integers. Now, we describe our EIPL-IBIPFE = (Setup, KeyGen, Enc,
SplEnc, Dec) scheme using bilinear map.

Setup(l’l, n, 1%, lk/, 1™) — (msk,mpk, key): A trusted authority takes a security parameter
A, the user identity space parameter k, group identity space parameter k', index space pa-
rameter n and message vector length m as input and executes the algorithm as follows:

sets 71 = [\/%1 and 71 = [%1.

samples a bilinear group BG = (p, g, N = pq,G,Gr, e(-,-)) — 9c.Gen(171).

chooses random generator g, hy, f, € G, and g4, hy, fq € G4 and sets g = g,84, h = hyhg,
f = fpfq €G. Also, it randomly chooses some exponents as follows:

VOe[kl,be{0,1}, 6op—2ZN, Yoo —Zp
Vjelml,xeln]l ryj,axjVxj—2ZN

samples 9, — G, 9y, — G4 such that 9’ = 9,0, € G and a k'-length vector 9 = (9,) ek =
(0p,i04,i)icik’y Wwhose each 9, ;,94,; are chosen at random from the subgroups G,, G, re-
spectively. Let gid be a k'-bit string representing a group identity, where gid; denotes the
i-th bit of gid and 7 < {1,2,...,k’} be set of all i for which gid; = 1. Consider two iden-
tity encoding functions H,H, be defined as H(gid) = (9,97) [1iey 9p,i04,; and Hy(gid) =
1927 HieV 19q,i for gld €Y I9D.

chooses 8,7 — Z,. and sets

IEBG! h»g;f)al’ﬂfrﬂv{"9gyi}i€[k’]rH)quEq = ggv

Ex,j — g?rx'j’Fx,j — h?rx,j, ny]. = gWx,j,

_ N _ 8 _ ﬁU/x,j
Egxj= 8q v Fax,j= hq Ygx,j= 84

mpk = 0 Py
Gy j=e(8,8)",Ggx,j=e(8q 8q) " xe[7l, je[m]
{Hy,e,b = 87"}y, 0, byetimxk1x (0,1}
‘7 — 5[1, Y[,b’v :h(‘)‘g,b}
{ (b =8""8p »Vib (€, b)e[k]x{0,1}
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G! 1) ?y {rx,j»ax,j»Wx,j}xe[ﬁ],je[m]r
msk = , key =mpk.

{Cy,0,b} (3,0, bRl x [k]x{0,1}
- Finally, it publishes the master public key mpk and keeps the master secret key msk secret
to itself.

KeyGen(msk, i,id,gid, u) — sk,: On input the master secret key msk, an index i € [n], an
user identity id € {0, 1}¥, an group identity gid € {0,1}¥, and the input vector u € Z™, the
trusted authority proceeds as follows:

consider (x, y) € [71] x [71] be the unique row wise representation of index i (for any i € [n],
its corresponding indices can be defined as y =i mod 7 and x = [%1).

choosesarandom 7 — Zy andsetsr =7 -T.

computes H(gid) = 9'[];ey 9; where 7 = {i : i-th entry of gid is equals to 1}.

outputs the secret key sk, = (x, y,id, gid, K = (K1, K3, K3)) where

P(ry,u)

K = g(ax,m ( H H ,&idg) , Ko = f(llfxyu> 'H(gid)r, K = gr
le(k]

Enc(mpk,gid’, v) — ct,: The encryption algorithm is the same as special encryption algo-

rithm (described below) when run on index-position-bit tuple (i*,¢*,b*) = (1, L, 0).

SplEnc(key, gid’, v, (i*,€*,b*)) — ct,: On input a key key, a group identity gid’, a message
vector v € Z"" and index-position-bit tuple (i*, £*, b*), the encryptor performs the algorithm
as follows:

- let (x*, y*) € [71] x [711] be the unique row-wise representation of the index i *.
— choose random exponents as

VjE[M], O'j,Vj,(,b]'<—ZN, T,IEZN, VXE[ﬁ], Sx»ex»fxrdx‘_ZN
Vyelnl,lelkl,be{0,1}, wyrp Vyep—2ZN

- forall x € [71], j € [m], (3,4, D) € [711] x [k] x {0, 1}, it generates the following components as
described in the Table 25 and Table 26.

Table 25: Computing the row components for x € [7], j € [m]
v | Rej | Ax By Iy

*| oS SxT Sx 4 Bsxt vi.ats D
xX>x Eq),cx,j qu,cx,j Eg4 Hy(gid yBsx e(gq,8q) 7 .Gq’;,j.e(fq,Yq,x']) x

. B . : t
x=x* E;fj F;fj’ g5t H(gid")s*! e(g,g)”f~fo;~e(f,yx,,-)”x

x<x*| g RV g | Higid) % e(g, )i -e(f, 143

R

Table 26: Computing column components for (y, 4, b) € [r1] x [k] x {0, 1}

C C
»l,b »e,b
>y =y A@D £E D) HE R T gt

_ t Wy pT V000 T | _w ~Uyl,b
<y vV(e,b)=(y*,¢*b") Hy,é,b'h yl.b ’V[,b g yv’vb-V[‘b

— outputs the ciphertext ct, associated to the vector v as

Ct _ {Rx,ijx,j,Ax’Bx,Ix,j}xe[ﬁ]’je[m];
v=

{c fyb’Cyfrb}(y,&b)e[ﬁlx[k]x{o,l}
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Dec(sky,ct,) — &/ L: The decryptor uses the secret key sk, to decrypts the ciphertext ct,,. It
computes

. u]'
jem L T jem (R o e €, 4,)

[jeim eRej Trerr € g,) - €K1, Ax) - €(Kz, Ay) - €(Ks, Bx)

n

Finally, it returns logn.

7.1 Correctness

In this subsection shows the correctness of our EIPL-IBIPFE from the bilinear map, which is
discussed in Sec. 7.

Theorem 8 (Correctness) If all the components are generated as above algorithms, then our
EIPL-IBIPFE scheme is correct with non-negligible probability.

Proof. Consider the secret key sk, = (x, y,id, gid, K) corresponding to the index i = (x, y), an
user identity id, a group gid, and a predicate vector u. We know that

K=K =g"“"-([] Hypia)" " Kz = f¥*"Hgid)", Kz = g"
le(k]

Here, the ciphertext ct,, which is an encryption of a vector v and index-position-value tuple
(i*,¢*,b*). It consists of {Ry,j, Ry, j, Ax, Bx, Iy, j}x,j» {Cy,0,5,Cy 00} y,00- Let i* = (x*, y*). From
the definition of EIPL-IBIPFE, correctness holds or the decryption oracle gives the outputs
(u,vyifgid =gid'and (i = i*+1) v ((i*,¢*) = (i, L)) v((i*,idg+) = (i,1-b*)). Consider the index
position 7, an user identity id and the group identity gid which satisfies the above mention
constraints then from the representation of i, we can consider the following cases:

Case 1: x > x*. In this case, we have all row components for all x € [7i],j € [m] as Ryj =
x x xl ; x L= i Isx N ESx

Ey iRej=F A= By’ By = Hy(@id)’*", I, = e(gq,89)" - G,y ;- e(fg, Yqx,7)"*. The

decryption does not depend whether y > y* or not, we can compute the following compo-

nents from the Table 25 and Table 26.
First, we consider (y > y*) v (y = y*) A (¢,b) # (£*, b)) and simplify the following com-
ponents.

IT e

Jjelm]

. uj _ ﬁ?rx,jsx Cyeid, tUj 1, Wy 0id, TU]
Ry j, H Cy,i,idg)_ H e(gq , H g ylide " ptrtidg T
lelk) jelm] lelk]

= e(gq, gq)ﬁ?Sxt(MJk) ZZEUC] Cy,/,id[ . e(gq, hq)ﬁ?SxT(M,fx) Zle[k] wy’gyid[ (16)

l_[ Ix,juj = e(gq, gq)zje[m] “ivi. e(gq, gq)zje[m]ﬁtsxax’juj 'e(fq» gq)ZjE[M] P jtsu;

jelm]

= e(gq, gq)<u'v> . e(gq, gq)ﬁsx“ax’u) . e(fq, gq)ﬁ[sx“pmu) an

[T e

jelm]

= e(hq’ gq)ﬁ?SxT(l’x;u) Z[e[k] wy,g,id[ (18)

5 ~Uj _ PTry, jSxT Wyeid, Uj
Rx’], 1_[ Cy,[ﬂd[)_ H e(hq , H g YEidp =]

le(k) jelm] lelk)
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Also, we have

e(Ky, Ay) = e(gq,gq)ﬁsxt(ax.m -e(gg, gq)ﬁ?sxt(rx.wZzs[k] Cy,tid, (19)
e(Ky, Ay) = e(fy, )P " V=™ . e(H, (gid), g )P " (20)
e(Ks, By) = e(g", Hy (gid)P*") = e(gq, Hy(gid)P*"" 21)

Therefore, we get that for every ¢ € [k], j € [ml],
"

H]E[m] e (ny]) H[E[k] Cy,jfﬂd[)
~ ~U;j

H]e[m] e (Rx,]y H[E[k] Cy,j[JdZ)

So, from Equations 18,19,20,21,22 we have,

= e(gq’ gq)ﬁ?Sxt(M,fx) Zle[k] Cy,é,id[ (22)

. uj
Hjerm Iy it 'Hje[m e(Ry,j, [1rern Cy[id,)

H](—:[m] e(Rx]»Hée[k |d) e(KI;Ax) e(KZ;Ax) e(KI-_’;»Bx)

(u,v)

ﬁfsx[<urrx>z,[e[k] Cy,i,id[ . e(gq;gq)

)<u,V>
e(gy, gq)ﬁ?sxt(l‘x,lDZee[k] Cy,eid,

=e(gq 8q) =e(gq 8¢

Now we consider (y < y*) v ((3,¢,b) = (y*,¢*,b")). Then, we compute the following compo-
nents.

[1 e

e| Ry |1 Cym,)

jelm] lelk]
_ H ﬁrrxjsx l_[ gcyg,d[tujhwyg,d['rujhrﬁg,d[vy[,d[u])

Jjelm] lek)
_ e(gq’gq)ﬁ?Sxt<u,rx>Z[€[k] Cyeid, -e(gg, hq)ﬁ?sxr(u,rx>2/e[k](wy,z,id, +0¢,id, Vy,e,id,) (23)
l_[ e erj’ Cy’[ |d[)
jelm] ek
= H e h's?r"‘js"r H gwy.f,id,“j.g5z,idg"y,z,idguj.g;""de”yv&ide”f)

)
jelm] e[kl

_ e(hq, gq)ﬁ?sxﬂrx,u) Yreik(Wy,eid, +00,id, Vy,tid,) (24)
In this case also,
Uj
Hj(—:[m] e (Rx,j’ eein Cyé id,)
u
H]e[mw(Rpoée[kl yz.d,)

So, correct decryption follows as previous.

= e(gq, gq)ﬁ?s_xt(u,rx> Z[dk] Cy,[,id[

Case 2: Otherwise. From the Tables 25 and 26, we have Ry j = E}* Rx j= FS"T Ay = g%t

B, = H(gid)**!, and I j=e(g gV - ”x -e(f, Yx])”x then the correctness holds if (i*,¢*) =

(i, L) v (i*,idg+) = (i*,1 —idy+) or we can write itas (x = x")A((y >y )vV(y=y" A, b) #
(¢*,b*)))

il (R Il i,

jelm]

l_[ e(g?rx‘jsx’ l_[ gcy/,id[tujhwyy[‘idfruj
Jjelm] le(k]
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= e(g, g)?sx Hu,r) Yeek) Cy,eid, | e(g, h)?sxr(u,rx)zk[k] Wy,rid, 25)

HJe(ﬁx'j’él_[;c] @'ﬁjd[): y e(hrx,ﬂﬂ’ [] g"remet
€

Jjelm jelmi lelk]
— e(h, g) SxTAry, W) ¥ pek] Wy,e,id, (26)
e(Ki, A= e(g, g)le‘(llx,u) ce(g, g)fsxt(rx,WZle[k] Cytidy 27)
e(Kz, Ay) = e(f¥=" -H(gid)", g%")= e(f, g)*' V=" . e(H(gid), g)**"" (28)
e(Ks, By) = e(g", H(gid)**") = e(g, H(gid))**" (29)
[T 1" =e(g, @)™ -e(g, &) " - e(f, ) ¥~ (30)
jelm]
From the similar computation as Case 1, the correctness of EIPL-IBIPFE holds. O

7.2 Security Analysis

This section shows the selective security of our EIPL-IBIPFE from the bilinear map. This
construction is discussed in Sec. 7.

Theorem 9 Ifthe assumptions 1,7,4,5, and 6 hold over the bilinear group BG, then our EIPL-
IBIPFE is selectively secure as per Definition 13 to 17.

Proof. We prove that our EIPL-IBIPFE satisfy all five security properties which we discuss
in Sec. 7. We significantly modify the proof technique of [BW06, GKW19] to fit this into our
scheme. Before going the main idea of the proof technique, we would like to focus that since
our EIPL-IBIPFE consists of a public key special encryption algorithm thus, the adversary
does not need to special encryption queries to EIPL-IBIPFE challenger. Therefore, the ad-
versary only performs secret key queries to the challenger throughout the security game.

Lemma 11 Our EIPL-IBIPFE satisfies normal-hiding security as per the Definition 13.

Proof of Lemma 11. Since the distribution of normal encryption’s ciphertext and special en-
cryption’s ciphertext for the index-position-bit tuple (1, L,0) are same, thus the definition of
normal-hiding security follows from scheme. O

Lemma 12 If the assumptions 1,4,5, and 6 hold over the bilinear group BG, then our EIPL-
IBIPFE satisfies the index-hiding security as per the Definition 14.

Proof of Lemma 12. As per the definition of index-hiding game, we show that the adver-
sary can not distinguish between the special encryption of the index-position-value tuple
(i*,1,0) and (i* +1, L,0). Note that, the adversary is not allowed to query for the secret keys
corresponding to the index position i* = (x*, y*) and the group identity gid* at a time.

If y* =7, we have i* +1 = (x* + 1,1) otherwise, i* +1 = (x*, y* + 1). Similar to [BW06,
GKW19], we consider two cases based on whether y = 2 or not. To prove this security, we
consider following two claims 8 and 9.

Claim 8. For y* < 71, the special encryption to the index-position-bit tuple ((x*, y*), L,0) and
((x*,y* +1),L1,0) are indistinguishable.

Proof of claim 8. To prove the above claim, we consider 2k + 1 sequences of hybrid games
as Ho and Hjj where ¢ € [k] and b € {0,1}. The hybrid Hy corresponds to the index-hiding
security game where the challenge ciphertext is a special encryption to the index-position-
bit tuple (i* = (x*, y*), 1,0) and Hj is same as Hy except the column component Cy- ¢, for
(¢,b) € [?— 1] x {0,1} and for ¢ = Z b= E,We take uniform element from G,,.

66



Table 27: Computing column components of the ciphertext in Hybrid Hj; j,

Cyeh Cyeb

* ok P
b>yviy=yint=0v H;/[b.hwy/,lﬂ greh

(y=y*Al=0Ab>D)

Y<yIVy=y*rl<Ov - .
L pWye Ty hobt | qwy e {77000
Hy - hEVE0TV, 18700V

y=y*Al=0Ab<Dh)

Here, the hybrid Hj; corresponds to the index-hiding game in which challenge cipher-
text is a special encryption to the index-position-bit tuple (i*+1, L,0) = ((x*, y*+1), L,0) and
itis also required that the hybrid Hy and H, g are indistinguishable. In the following, we show
that the hybrid Hj ; and the hybrid Hy, ;| 311y moq ar€ indistinguishable. This same proof
technique are used to show all the consecutive hybrids indistinguishable. By combining all
indistinguishability of hybrids, the claim 8 follows.

Hz 5= Hp, 51 (h+1) mod2 : SUPpose on contrary, there exists a PPT adversary o that can dis-

tinguish between the hybrid Hj j and hybrid Hp,; | 3.1) moq2 With non-negligible advan-
tage €(-). We construct a PPT reduction algorithm 28 which breaks the assumption 1 with the
same advantages as follows.

Let the reduction algorithm 28 first receives the modified-1 D3DH assumption 1 chal-

lenge instances from the challenger as

2 2 3 4 3
(IBG)gp’gqu:gZyB:gS)C:g;’D:gz )E:g£ C,F:g,l; )G:gil; )H:gll; C» T)

abc
p

receives the challenge tuple (1t 17 1k, lk/, 1™,i* = (x*, y*),gid*) from the adversary <f where
y* < n. Now, 98 generates the master public key by using the modified-1 D3DH instances of
assumption 1 and sends it to <. Next, the adversary makes adaptively secret keys queries for
distinct indices i and the group identity gid except i*,gid" and sends the challenge message
vector v to the challenger. In the following, we show that how does 28 generate the master
public key and how to answer the queried secret keys and the challenge ciphertext from
the challenge instances. Finally, &/ outputs its guess, which 2 uses to break the modified-1
D3DH assumption 1.

where T is either g7”¢ or a random element in the subgroup G, of prime order p. Next, it

Since, this reduction plays over the subgroup G, with its challenger, thus it can choose
any required elements from the subgroup G,. We implicitly set the exponents as rp x+ ; =
b-Tp,x+,j and sp x» = Sy 5+ /b, T = b* where the exponents 7, x+ j,$p,x+ are chosen uniformly
random from the group G,. Also we set h, = B = gl;,fp = B%, tp=a-b, Coy b = c-Ep'y*j_’bv
for some uniformly chosen d; — Zy, Ep,y*, b Z . With these exponents, 9 correctly sim-
ulates the master public key, secret keys and as well as the challenge group elements T that

can be programmed in the challenge ciphertext components ny 7b

Public key simulation. The challenger 98 chooses two random generators hy, f; <— G4 such

that h, = gg g = gg' where the exponents d,d’ € Z  are sampled randomly. Additionally, it
chooses the random exponents as follows:

Vlelkl,be{0,1}, bop—2ZN,Yep—Zp
Vyelnl,lelkl,be{0,1} Cypp—2Zn
Vjelml,xelnl Tyj,axjV¥xj—2ZN
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Next, it samples f8,7; — Zy and computes the following public key components for all x €
(1], j € [m] and (y,4,D) € [n] x [k] x {0, 1} as

T4 Fej % Tq e %
Ex= (Dg, )= if x # x%, P (icrl)~11fx;£x,
(th")’x’f otherwise .

? 7o, . xrj -
(ngq)rx,] otherwise .

| (Cgperif (y,¢,b) = (y*,¢,D)
Hob = (8p8q) %" otherwise

Challenger % samples group elements 9),,9),; from G, for all i € [k'] and 9;,34,; from G,

forall i € [k] such that H(gid) = 9,9, [Ticy 9p,i04,i = 9' [liey 9, Hq(gid) = 9 [1iey 04, where

9'=9,0,€6,9=(9)) € GX'. Finally, 2 sets the master public key as

[EB([,‘,,g: gpgq,h = g]l;gg,f: Bdlfq;
9,9,7,9= 0, 0° }ieqer, . Hg, By = g1,

Eyj,Fyj,Gy,j=e(g, g%/,
mpk = [ Eg,x,j = ggrqrx’j,Fq.x.j - hgrqrx,j’ Ggxj = e(gq,gq)ﬁax,j, ,

. BY i
Y, i=gVui, Y, = J
xj =8 axj = 8q xe[nl, jelm]

{Hy,0,b} (3,0, b)e ) x k] x{0,1}»

{V[,b = g(sf,bg;(’b’ V[,b = héf,b}

(¢,b)e[k]1x{0,1}

All the public key components can be computed using the challenge instances of modified-1
D3DH assumption 1.

Secret Key simulation. To answer these queries, challenger returns the secret key sk, corre-
sponding to the tuple (i = (x, y),id, gid, u) as follows: Note that the adversary is not allowed
to secret key queries corresponding to the tuple (i*,id, gid*, u) to the key generation oracle.
If gid = gid*, then adversary can not query for the secret key corresponding to the index
i*. To generate the secret keys the challenger computes H(gid*) = (19’1,19'6,]'[1-@/* 0p,i0q,i1) =

*

dr d . . - . . . .
8y' 84" where 7" associated with the non-zero indices associated with the group identity
gid® and d;,d; — Zy. The challenger 9% chooses a random value 7 — Zy and set r =7 - 7.
Then it simulates the secret keys as follows:

g<ax,u) (DgZ;Q)(nyu) Zée[k] Ey,l,id[ if x # x*,y # y*’
K, = glewmw (Fg;Q)<7x:u>Z€€[k] Cy,e,id, if x=x*(y#y*Vvid, #b),
7o P Tg (ToWC 70 . . 7
g(“xru> (Dg;q)<rx;u>24¢[ Cy,[,ld[ (Eg;q) r u>cy’[,|d[ lfx # x* A (y’ |d2) — (y*,b)’

K2 — (Bdlfq)<nyu>(Ddfg32*?Q)7for aH XE€E [ﬁ], K3 — (DgZQ)7

For gid = gid*, adversary can query for the secret key corresponding to the index i*. In the
following, 28 generates the secret keys for this case.

Tq{F, ) Xeeik) Cyidy , Y, 78y Cy,Zid - (F : ; b
P g<ax,u>gq ) ) C(F&eztCptide [ v0idgy (Fe,w) ifx=x*y=y"id;=b
g(axngrq(rx,u) etk Cyeid, F(?x,u) Y tetkr Cyeid,
q

ifx:x*,y:y*,idi;ég
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Without loss of generality, we assume that the adversary makes the maximum number of
Q queries with the challenge group identity gid* and challenge index i *. Now, the simulator
chooses an integer k; — [k'], sets an integer s = 10Q, arandom k’-length vector z = (z;) — z¥
and a value z' — Z;. Additionally, the simulator also chooses a random value w’ — Zy and
an uniformly random k’-length vector w = (w;) — Z%. All these values are kept secret to the
simulator.

Letus consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} = 1.
Let V* ={iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7 *. Then set }_ ¢y« z; = ks — Z' for uniformly chosen k| € [k]. Now, we define
the function K(gid) as

0, ifzZ+Y;ep2z;=0 mods

K(gid) = {

1, elsewhere

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid(#
gid®) it becomes non-zero. Additionally, we set two functions as F(gid) = N—sk; +z'+ X ;cy z;

and J(gid) = w' + ¥;ey w;. The simulator assigns the public parameters 9’ = fN-Kis+2'. g’ =

d, d — dp,i dg,i
gy’ gq”’ and 9; = frigti=g,” gq"’ . Now 28 answers secret key components K3, K3 as follows:

J(gid) o~ E
K2 — g_<wxru> F(gid) ‘Ddl rgZZ rqr
J(gid)
— g_“,’x’u)ﬁH(gld)r
(yx,w

= Yo ( FrEd gl(gid))_ E(gid) ( frEid) gl(gid))r

(Yx,u)

= fYow ( fF(gid) g](gid))r__F(gi )
!
= fWow ( frEid gl(gid))’

= Y= H(gid)"
{(Yx,u) _ (Y x,u) /

F(aid) F(oid) r

K3 = (D7g2"?) g Ted =g " Fed =g

We implicitly set r’ = r — 2’{ gi’;?. So from the construction of K function, we get K(gid) # 0

for any key query corresponding to the group identity gid. This implies that the function
F(gid) #0 mod N for any identity (since we assume N > sk; for any reasonable value of N, s
and k’l). To prove this, we need the following Lemma 16.

Challenge ciphertext simulation. 28 makes the simulation of the challenge ciphertext as
follows:

Vjelml,o;,vj,¢j—2Zn, TEZN,tg— ZN,
Vxelnl, ex, frx,dx—2ZN Ky, Sx—ZN,
Vyelnl,¢e€lk]l,be{0,1}, Wy,e,by Vy,e,b — ZN,»
For the challenge group identity gid*, % computes H(gid") = (9,0, [Tiey+ 9p,i04,i) = g;,if gZ;
for some d;,d; € Zy and Hq(gid*)'6 = 19/['76]'[1-57/* ﬁg,i. Now, for all x € [71], j € [m], challenger
computes the row and columns components as follows:
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Table 28: Computing row components of the ciphertext for x € [7], j € [m].

Ry j Ry j Ay By Iy,
_ - ~ ~ vj, tqu .
x>x| By | OFT By [Hy(gid*)Pla “8089)" Gy j
X, » X, ] e(fquq,x,j)tqsx

DFx,jgx FFXJ?XT

G0y, 35
f o~ ar ity s Yx,jrSx.
x=x" TqTx,jSx| TqTx,jSxT (quzi)sx A ngz BN

e(g,g)" -e(g, Agy
e(A, BY VIS e(fy, gg)VxitaSs

x<x*| g% |(Bhy)STVi| g% (gzl g™ e(g, % -e(f, 1<

Table 29: Computing the columns components for (y, 4, b) € [7] x [k] x {0, 1}

Cyeb Cyeb
(y>y*) V(y:y’:k /\€>~€)V gzy'['btqhﬁ/y,/,br A_Ey,f.blr .gﬁ/y,f,h
(y=y*A0=0Ab>D) 1
y=y*Al=CAb=h ggy%htﬂ KTy . TCyeb glrth
(y<y*viy= yj N4 <~[)V gsy'i'b[q ) hTLT/y,[,b ~gZy’[‘h gwy,!,b
(y=y*Al=0Ab<D)

After generating all the ciphertext components, challenger sends these to the adversary <,
then «f guess a bit b’ and sends it to 2. It simply forwards it as the guess to the modified-1
D3DH challenger of assumption 1.

Analysis of simulation. If T = gl‘fbc, then 28 simulates the view of the hybrid is similar as
Hj;, otherwise if T' is random group elements from G, the view of the hybrid is similar as
Hz, 5 1 (h+1) mod2- Thus, if & wins with the advantages €(-) then 98 breaks the modified-1
D3DH assumption 1 with the same advantages.

Claim 9. If y* = 7, then the special encryption to the index-position-bit tuple (x*, y*, L,0)
and ((x* +1,1), L,0) are indistinguishable.

Proof of claim 9. To prove the above claim, we consider a sequence of hybrids games. In the
following, we discuss about these hybrids.

Hybrid 1. This hybrid corresponds to the index-hiding game in which the challenge cipher-
text is a special encryption to the index-position-bit tuple (i* = (x*, y*), L,0) for y* = 7.

Hybrid 2. The hybrid is same as hybrid 1 except that the challenge ciphertext is a special
encryption to the index-position-bit tuple (i* = (x*, y* + 1), L,0) for y* = 7. Note that, the
special-encryption algorithm does not generally encrypt to position (x*, y* +1 = 71+ 1), how-
ever the algorithm can be naturally extended to encrypt to such position.

Hybrid 3. Hybrid 3 is same as the previous hybrid 2 except that the row component I+ ; as
mentioned in the following Table 30.

Table 30: Computing row components for the ciphertext x € [71], j € [m]

Rx,j Rx,j Ay By Ix,j

* | oSx SxT Syl ERY Vi Sy |y ISk
x> Xx Eq,x,j Fq,x,j Eq Hq(g|d WP3xtle(gq, gq)" Gq,x,j Yq,x,j

Lk N SxT Se b s k\Sy L vi ~ISx ISy
xX=x Ex),(j Fxfj g>*"| H(gid™)>* e(g 8 ]'(’x,j'Yx,j -L

x<x|g7T | TV g | Higid )% | e(g, )/ -e(f, I

where L = e(g), g)* and z is randomly chosen from Z,,.
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Hybrid 4. Hybrid 4 is identical to hybrid 3 except that the row component of the challenge
ciphertext as the Table 30. Here we consider L = e(g, g)° with z is a random exponent from
Zn.

Hybrid 5. Hybrid 5 is the same as hybrid 4 except that row component in the challenge ci-
phertext as in Table 31 mentioned below.

Table 31: Computing row components of the ciphertext for x € [71], j € [m]

Ry,j | Ry,j | Ax By Iy j

% | oSx SxT Sxt -*ﬁst Vi Sy yIsx
xX>Xx Eq,x,j Fq,x,j Eq Hq(g|d )Pxtle(gg, gq)" Gq,x,j Yq,x,j

x<x*| g oi | RSTVi| gér | H(gid")% | e(g, @< -e(f, HlxPi

Hybrid 6. The hybrid 6 is similar to the hybrid 5 except that the column components to the
index-position-bit tuple ((x*, y* =1),¢* =L, b* = 0) of the challenge ciphertext.

Hybrid 7. The hybrid 7 corresponds to the index-hiding security game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple ((x* +1,1), L,0) for y* = 7.

In the following, we prove that the adversary’s advantage for all the consecutive hybrids
is negligible in the security parameter which completes the proof of the claim 9.

Hybrid 1 = Hybrid 2: The indistinguishable proof of the hybrid 1 and hybrid 2 is identical to
the claim 8.

Hybrid 2 = Hybrid 3: Suppose on the contrary, there exists a PPT adversary < that distin-
guishes between the above two hybrids with the non-negligible advantages e(1). We con-
struct a PPT reduction algorithm that breaks the modified-1 D3DH assumption 1 with same
non-negligible advantages as follows:

The reduction algorithm 2 first receives the DBDH challenges from its challenger as
given below.

(BG) gp» gq;A = gg;B = gzr C = g;) T = e(gp;g)z)

where z is either abc or a random element from Zy. Next, in the setup phase, adversary
receives the challenge tuple (A 1m 1k 1m j* = (x*,y%),gid*) from the adversary «f satisfy-
ing the condition y* = 7. Since, the reduction game plays with its challenger in the sub-
group G, thus it can choose any elements from G, by itself. Now, 98 generates the mas-
ter public key using the given instances and sends it to the adversary <. Then, the ad-
versary can not make secret keys query corresponding the index i* and gid* at a time. In
the following, we show how does % simulate the master public key, secret keys and chal-
lenge ciphertext from the given instances. Finally, «/ outputs its guess, which is used to
break the DBDH assumption. For x = x*, our approach is to implicitly set the exponents
I'px*,j = btj,apx+ j = abkrtj, t, = cwheret; — Zy forall j € [m] . Additionally, we implicitly
set Cy¢,p = Cp,y,e,p — aforall (y,€,b) € [1] x [k] x {0,1}. According to the exponents as given
above, the challenger simulates the master public key, the secret keys and the challenge ci-
phertext components.

Public key simulation. To generate the master public key, it chooses the random exponents
as follows:

V€€[k],b€{0,1}, 6€yb<_ZN)Y€,b(_Zp;
Vye[ﬁ]wﬂe[k],bE{O,l}, Ey;[,thN)?hZN;
V]E[m],xe[ﬁ]’ fo’j,ax’j,wx’j(—ZN’
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Additionally, it samples random group elements 9}, 9,; € G, for all i € [k'], 97, 94,: € G4 for

all i € [k'] such that 9' = 19’1,19’67,1‘) = (0p,i9q,1)icik) € G¥, and also choose random integers
d,d,,p—Zyforall (y,4,b) € [11] x [k] x {0,1}. Then 98 computes

(gpgy) v ifx#x* R if x # x*
Exj =1 pt; Juin? herwi Froj =9 nea dFp :
(B'g,")" otherwise (B'i%g, ™) otherwise
) e(8p8q 8p8y) " if x # x*
ol e(A, B)kTti e(gq gq)ax'f otherwise

Sets the master public key

BG,g =gp8q h = gd’f: gd1’
97,9, = 0,100 }ieww, H,Hg, Eq = gh

ﬁﬁx,j

Ex,j»Fx,j»Gx,j;Eq,x,j :gq )

mpk = quxvj = hﬁWX,j’ Gqﬁﬁj = e(gq’gq)ﬁax'j» ’

Uy ﬁ{/}x,'
YX,j:gwx‘],Yq,X,j:gq J

xe[nl, jelm]

{Hy,op = AT 8900 0 pyetixikix (0,1}

{Vé,b = g0 gl V= h‘s“’}

(€,b)e[k]x{0,1}

Secret key simulation. The challenger 28 generates the secret key sk, corresponding to the
adversary’s query tuple (i = (x, y),id, gid, u) as below.

First consider gid = gid”, then the adversary can not query for the secret key associated
with the index position i *.

p g<&x,u>+?<Fx,u>Zze[k1 Cyeidy A—T(Fx, 1) if x # x*
1= g;ax,u>+r<rx,u)2z€[k1 Crtidy pPew Leeiti Ctid,  otherwise

K, = gd1<‘7’xv">H(gid)r Vxe(nl, Ks=g"

where r =7-7 and 7 is randomly chosen from Z 5. Note that, the adversary </ is not allowed
to query for the secret key corresponding to the pair (i* = (x*, y*),gid").

If gid # gid”®, then the adversary can query for the index position i*. Then the challenger
generates the corresponding secret keys as below

(@, W) +T(Fx, W) Xpe k) Critidy 17 Civid, s
Kl =g [Br<tyu>2€e[k] Ciie,idy ifx=x"

q
As the previous case, we assume that the adversary makes the maximum number of Q queries,
the challenge group identity gid* and challenge index i *. Now, the simulator chooses an in-
teger ki — [k'], sets an integer s = 10Q, a random k'-length vector z = (z;) — 7 and a value
z' — 7. Additionally, the simulator chooses a random value w’ — Z, and an uniformly ran-
dom k'-length vector w = (w;) — Z%. All these values are kept secret to the 8.

Letus consider 7* € {1,2,..., k'} be the set of all i for which the challenge identity gid;‘ =1.
Let V* = {iy, io,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7*. Sets ¥ ;ey - 2; = k| s — z’ for uniformly chosen k] € [k']. Now, we define the
function K(gid) as
0, ifz+Y;ey2i=0 mods
1, elsewhere

K(gid) = {
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So, from the above definition of the function K, we can say K(gid*) =0 and for all gid(;é gid™)
it becomes non-zero. Additionally, we set two functions as F(gid) = N — sk} + 2z’ + Zley/ zi

and ](gld) w+Y ey wi. The s1mulator assigns the public parameters 19’ fN kys+2 gw, =

gp gq and 9; = f*igWi = gp gq '. Now 28 answers remaining secret key components as

J(gid)
K g <Wx u>Fg'd)H(g|d)r
) ) (lllx_,m ) ) r
= fWow) ( fEEd gngnd)) Fgid) ( FrEid gl(gld))
(Px,u)

= Yo ( FrEd gl(gid))r_ Fgid)

!
= fYow ( frEid) gJ(gid))’

— f(V’x u>H(gid)rl
_lyxw _lyxw '
K3 — g g F(gid) — g Fgid) — gr

We implicitly set r’ = r — g’(gl 3 - So from the construction of K function, we get K(gid) # 0

for any key query corresponding to the group identity gid. This implies that the function
F(gid) #0 mod N for any identity (as we assume N > sk for any reasonable value of N, s
and k’l) To prove this, we need the following Lemma 16.

Challenge ciphertext simulation. The challenger 4 can compute all the column compo-
nents corresponding to (y, ¢, b) € [n] x [k] x {0, 1} on its own, since G, subgroup components
are randomin Cy, ¢ p, va,g, p terms and for computing remaining terms over the subgroup G,
the required exponents are already known to the challenger 98. For x < x*, all the row com-
ponents Rx,j,}?x,j, Ay, By, Iy, j are chosen randomly, but for x > x*, all the row components
are formed over the subgroup G, which it knows. For the challenge group identity gid*, the

challenger computes H(gid") = (9,0,) [1jey+ (0p,j94,)) = gp ng for some d;,d; € Zy. Then
the challenger 2 simulates the challenge ciphertext for x = x* as follows:

Table 32: Row component generation for x = x*
‘ Rx,j ‘ ﬁx,j ‘ Ax ‘ By ‘ Ix,j

Selg

e(g, )" e(gq,gq)““

(Cdl gtq 2)5
Trlcsxtj e(f Cg W)U/x]Sx

x=x* (Bt]g X])FSX (Btlg Xj)drsxr (Cgtq)s‘

where the exponents §y+, 7, f; are randomly sampled from Z y. Finally, 98 gets the guess bit
b’ from o/ and it simply forwarded it to the DBDH challenger.

Analysis of simulation. If T = e(gp,g)“bc, then 28 simulates the view of hybrid 2 else if
T = e(gp, g)* for any random z from Zy, adversary’s view same as hybrid 3. Therefore, if
</ wins the game with advantages €(-), then 28 breaks the DBDH assumption with the same
advantages.

Hybrid 3 = Hybrid 4: To show the indistinguishability of two the hybrids 3 and 4, we use a
similar proof technique of [BW06, GKW19]. Here, we discuss the underlying approaches. Let
us consider that 28 receives the Bilinear Subgroup Decisional (BSD) assumption 5 challenge
instances from the challenger consisting the bilinear group BG, e(T, g) where T is either a
random element from the subgroup G, or a uniform element from the group G. Then %
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computes all the components for the master public key mpk honestly and forwarded it to

the adversary. After seeing mpk, adversary can query for the secret key to the key genera-

tion oracle. Finally, 28 computes all the challenge ciphertext components honestly except
Sy b

the value I+ ; = e(g, 8) U;b) -Gx*,j ce(g, T)-e(f, gV« " where T is taken from BSD challenge
of assumption 1. If T < G, then simulator’s view is same as hybrid 3 otherwise, if T — G
then 28 perfectly simulates as hybrid 4. Therefore, if o/ wins with the advantage €(-), then %
breaks the assumption 5 with same advantage €(-).

Hybrid 4 = Hybrid 5: Suppose on the contrary, there exists PPT adversary «/ that distinguish
between the hybrid 4 and hybrid 5 with the non-negligible advantage e(-). Then, we construct
a PPT reduction algorithm which breaks the R3DH assumption 6 with same non-negligible
advantages.

Let the reduction algorithm 8 first receives the challenges of R3DH assumption 6 from
the challenger as

~ 2 ~ —~—
BG, 9y €6p,07€64,A=09g,B=9,-07,C=9,"95,D=9,",T)

where T is either gf,zc or a random element from the subgroup G,. Next, the challenger %

*

receives the challenge tuple an, 1k 1% 1m j* = (x*,y%),gid") from «f. Then, & generates
the public keys and sends it to the adversary. After getting the public parameters, </ can
adaptively query to the key generation oracle corresponding for the tuple (i = (x, y),id, gid, u).
Next the adversary uniformly chooses a challenge message vector pair v?, ! and sends it
to 98. To answer the challenge ciphertext, 28 randomly chooses a bit b € {0, 1} and generates
the challenge ciphertext ctg,b). In the following, we describe how does the challenger simulate
the master public key, the secret key and the challenge ciphertext using the assumption 6
instances. Finally, the adversary «/ outputs a guess bit which breaks the assumption 6. As,
the reduction plays the game with the challenger in the subgroup G, so it chooses all the
components from the subgroup G, by itself. Although, in the challenge instances of B,C
some parts belong to the subgroup G, but their exponents depends on d and ¢ terms. In the
following, we implicitly set the exponents as

& =0p 8qg=4A Tgx*,j = Tqx,jla Tpx*,j = Tp,x*,j»
qux* :C, Sp,x* :6, tq:a, pr:ﬁ,
forall x € [n] — {x*},sx =Sc/a

where 7, v+ j, Tq,x*,j — Zn and for all x € [71] — {x*}, Sy — Zy. Additionally, the reduction algo-
rithm samples the exponents uniformly random from Z . Note that, the reduction algorithm
does not know the factorization so at any point, we do not sample these exponents from G,
and G, separately, but instead of sample any exponents directly from Z and make sure that
the distributions are not affected.

Public key simulation. To generate the public key, 28 chooses the random exponents as fol-
lows:

V¢ € [k],be{0,1}, 6€,b — ZN»Yé,b — Zp
Vyelnl,¢elkl,bef0,1}, cyrp—2ZN
Vjelml,xelnl, Ty axjWxj—2ZN

Also, it chooses the exponents d, 3,7 — Zy to compute all the remaining components of
the master public key. For all x € [71], j € [m] and (3,4, b) € [71] x [k] x {0,1}, 28 computes the
following components.

74



X,j =

. APTTwjif x # x*, - (@pA) 7o if x # x*.
e elsewhere.

ggﬂxyj (gpgq)??x'j elsewhere.
Foxj= EZ,,C,,-, Ggxj = e(A, AP, ¥, 5= APV,
Fx,]‘ = Ed Gx,j = e(gpA,gpA)ax']', Yx']. = (gpA)wx’j,

X,j’
Also, we choose random group elements ﬁg,ﬁp,i € G, for all i € [k'] and 19’67,195,,,- € G, for all
i € [k'] such that H(gid) = (0,,0,) [1iey (9p,i04,:) = 9'[liey i and Hy(gid) = 97 [Ty 04,i cor-
responding to any group identity gid. Now, the challenger 98 sets master public key as
BG, g =gpA h=g% f=g%,
ﬁf,ﬁ’, 9= (9;), {ﬁg,i}ielk’]'H’ Hq,Eq = Aﬁ,
Ex,j; Fx,jr Gx,j» Yx,j»
EqxjpFaxp GanpYaxi) oo

{Hy,e,p = @pA) PP} (3,0, p)elmilx (k1 (0,1}

{Ve,b = gl gl Vyp = h(s“’}

(¢,b)e[k]x{0,1}

Secret key simulation. First, 8 computes H(gid) = 9'[[;cy 9; = gd/ =(gpA) 4’ for some d’ —
Zp. In the query phase, the adversary «/ is not allowed to query for the challenge index
and group identity i* = (x*,y*),gid” together. If gid = gid*, % answers the secret key sk,
corresponding to the tuple (i,id, gid, u) as given below. Note that, the adversary is not allowed
to secret key query for the index position i*.

. g<ax,u> . (gpA)?(Fx.WZ/e[k] Cveide if x # x*,
1= g(ax,u) . (gpgq)?(i;x.ln 2 relk) Cy,e,idy otherwise. °’

K> = (g A ¥="H(gid), Kz=g'.

If gid # gid®, then the secret keys corresponding to the index i* looks as
Ky = g% (g g,) T Remntia if x = x* y = y* = 7i

To simulate the keys components K, and K3, challenger similarly constructs the function F, ]
and K functions as mentioned in the hybrid 2 to hybrid 3 indistinguishability proof. Also, %
sets similar public key parameters 9’ and 9;’s. It answers the remaining secret key compo-
nents as follows:

- Jigid)
K,=g W’x’u)F(gid)H(gid)r

(yx,w

= o) ( FrEd gl(gid))_ E(gid) ( frEid) gl(gid))r
r_(lllx,u)
= flwem ( fEEiD gl(gid)) Fgid)

= fWom ( fF(gid) gl(gid))

:f(llfxywH(gid)T/
_{yxw r— (Yx,w) li
Kz=g' g Fed =g’ Fed =g"

rl
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As in the previous argument, we implicitly set r’' = r — 2’(' gi’;?. Therefore, from the construc-

tion of K function, we get K(gid) # 0 for any key query corresponding to the group identity
gid. This implies the function F(gid) # 0 mod N for any identity (since we assume N > sk;
for any reasonable value of N, s and ki). To prove this, we need the following Lemma 16.

Challenge ciphertext simulation. To generate the challenge ciphertext, 4 chooses the ran-
dom exponents as follows

VjE[m],O'j,Vj,(,bj@ZN, T,?pEZN,
Vx e [n], ex)fxrdx‘_ZN;gx‘_ZN»
Vye [ﬁ])ge [k])be {0) 1}) L’Dy’[yb, ﬁy,[,b - ZN'

For the challenge identity gid*, 8 computes H(gid*) = (9') [I;ey+ 0i = g;,if g;iz* = ng A% and

H,(gid*)P = 8;‘,6 Miey+ 192,1. = ggd; = AP% forsome d;', d} € Zy. Now, for all x € [7i], challenger

computes the row and column components as follows.

Table 33: Computing row components of the ciphertext for x € [71], j € [m]

Ry j Ry j Ay | By Iy j

x> x| gly g ABS | A% S | e(gy, gV e, A5k e(a, Ay
=t e | it | pr |pdi Td5 e(g,g)ifxe(g, ) M9 fx
x<xt| g0 | gdSTvj | gex | gdidy e(g,g)x%i e(g, )93 fx

Table 34: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

‘ Cye,b ‘ Cyeh

Yy € [7i]| BSvéb hwy,f.bfgzﬂ'b gwy,!,b

Analysis of simulation. For T = ggzc , #8 simulates the hybrid 4, otherwise if T is randomly
chosen from the group G, then 98 simulates the view of hybrid 5 as the target row ‘= x*’ will
be indistinguishable from the less than row ‘< x*’. Therefore, if 9 breaks the R3DH assump-
tion with the advantage €(-) then <« wins the game with the same advantages.

Hybrid 5 = Hybrid 6: To prove the hybrid 5 and 6 are indistinguishable, let us consider (272 k+
1) sub-hybrid H, Hy.ZE for ()7,!7,5) € ([n] x [k] x {0,1}). In this game the sub-hybrid Hy cor-
responds to the hybrid 5 as described above. Now the sub-hybrid Hy ¢, is same as the hy-
brid Hy except that the column components in the challenge ciphertext C,,, , for y < y and
(1,4, b) € {7} x [ —1] x{0,1} and for y = 7, ¢ = £, b < b have a random element in the subgroup
Gp. The column components are generated as described below in the Table 35.
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Table 35: Computing column components of the ciphertext in sub-hybrid H;, 7 5.0h

™

Cy,e,b 1,0.b

Y>PVy=Frl>0Ov

" _ Ht . hWyebT gwy.l,h
(y=JAl=0Ab=D) ybb

Y<PHVy=Frl<bv

o pWyebT et | cwy e FUr0D
(y=yAl=0Ab<Dh) " PR Ve 87 Ve

»l,b

In the following, we show that the sub-hybrid H; 75 s indistinguishability with the sub-
hybrid H 5,045-1,(b+1) mod 2" Note that, the sub-hybrid H; ; g is identical to the main hybrid 6.
It is also required that the sub-hybrid Hy = Hp ¢ and sub-hybrid Hy k1 = Hy11,1,0. We now
show the here the sub-hybrid H; 75 and H 7, 5-1,(5+1) mod2 aTr€ indistinguishable whose
techniques are used to prove the indistinguishability of all the consecutive sub-hybrids for
(»,¢,b) € [n] x [k] x {0,1}. By combining all the proofs of sub-hybrids our required hybrids 5
and 6 will be indistinguishable.

Sub-hybrid Hy 75 = Sub-hybrid H 7,545-1,(5+1) mod2: SUPPOse on the contrary, there exist a
PPT adversary «f that dlStll’lgUlSheS the sub- hybrid H~y 7 p and sub-hybrid Hy’ F45-1,(5+1) mod2
with the non-negligible advantage €(-). We construct a PPT reduction algorithm 2 which can
break the modified-2 D3DH assumption 3 with same non-negligible advantage as described
above. From the challenger, the reduction algorithm 28 receives the following instances as

([BG) gp; gq,A: g;gl’B = gS’C = g;’ T)

where T is either g“b ¢ or arandom element in the subgroup G,, of prime order p. Next, it re-
ceives the challenge tuple a*, 17,1k, lk’, 1™, x*, y*,gid*) from the adversary «f where y* = 7.
Now, # generates the master public key using the modified-2 D3DH instances and sends
it to the adversary. Then the adversary can adaptively make queries for the secret keys of
distinct indices except the pair (i*,gid"). In the following, 98 generates the master public key,
secret keys and the challenge ciphertext. Note that, finally o/ outputs its guess, which 2 uses
to break the given modified-2 D3DH assumption 3. Since the reduction plays with the chal-
lenger over the subgroup G, thus it can choose any elements from the subgroup G itself. It
now implicitly sets ¢, = a-b, h, = B = gp and Ch5.05 = 5,00 where the exponent cp 5.0k
is chosen uniformly random. By using these exponents ,%_’ 51mulates the master public key,
secret keys and the group elements T can be programmed in the challenge ciphertext com-
ponents Cy, i

Public key simulation. To generate the master public key, 2 sets hy = gg for d € Zx and
chooses the random exponents as follows:

Ve [kl,be{0,1}, S¢p—2ZNn,Yep—Zp
Vyel(nl,l€lkl,be{0,1}, Cyrp—2Zn
Vielml,xelnl, ryj,axVxj—2ZN

Also, it chooses random group elements 9),,9),; € G, for all i € [k'] and 9;,04,; € G, for all
i € [k] such that H(gid) = (8),9,) [Tiey Op,i ﬁq,, =9 ]'[,57/19 and H,(gid) = 19’671‘[,@7/1967,,- cor-
responding to any group 1dent1ty gid. It also samples B,7,di,d, — Zy and sets g = g,84,

h=hyhy=Bhg = gllg . gg,f = fofq= ggl gf;z. All the components of the master public keys
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are generated as follows:

BG,g = gpgq h=Bhy, f = g*,
19’,1‘);;3,19 = (94, {8§,i}ie[k'1»H»Hq’Eq = gg
Eyj=g"",Fyj=h"01,Gyj=e(g g%
mpk =14 Eqx,j = gg?rx'j'quxyj = hs?rx’j’ Gax,j = e(gq’gq)ﬁax'j’
BYx,j

Y. : = U/x,j’Y .=
xj =8 q,%,] g”/ xe[Al, je[m]

{Hy,¢,b}(y,0,b)eli) x (K] x{0,1}>
{Ve,b = g‘s"bg;[’b, Vo= h‘s/'b}

(€,b)e[k]x{0,1}
All the components are generated from the challenge D3DH instances.

Secret key simulation. In the query phase, the adversary «f is not allowed to query for the
challenge index i* and the group identity gid” together. If gid = gid*, 8 replies the secret key
to «f corresponding the index i(# i*) as

K {g<ax,u> ,gﬂrx,u)):#ﬁy,z,idg (ng)<?x;u>8)~,’[7,l~7 if (y,idp) = (7, b),

g<ax,u> g (ro, i) Leeik) Cyeid, otherwise.

Ky = g" " H(gid)’", Ks=g'

where 7 — Zy and set r = 7 - 7. In the secret key query phase, adversary < is not allowed to
secret key query for the index position i* = (x*, y*). If gid # gid*, then & can query for the
secret for the index position i*. Then the secret keys are generated as

X - gleet) .gi“x’") Z[#iEJ:['idf (ng)m'u)g?:ﬁ ify=y=nnid;= b,
g<ax.u> _gr<rx,u>Zee[k1 Cyeid, ify=y=7nnA idi?f b,

To simulate the other keys components, the challenger similarly construct the function F,]
and K functions as mentioned in hybrid 2 to hybrid 3 secret key simulation phase. Also, %
sets similar public key parameters 9’ and 9;’s. It answers the remaining secret key compo-

nents as follows: "

J
K2 — g_<1//xru>%H(gld)r

(Px,u)

T
= fyaw ( FrEd gl(gid)) F(gid) ( frEid gl(gid))’
{(Yx,u)

= flwemw ( fF(gid) gl(gid))r__F(gid)

= fwew ( e gJ(gid))"
= Y= " H(gid)"

r _ (Wx_,w r— (Illx_,u) .
KS =g -8 F(gid) — g F(gid) = g

As in the previous argument, we implicitly set r’ = r — g’{ gi,c?))' Therefore, from the construc-

tion of K function, it implies that K(gid) # 0 for any key query corresponding to the group
identity gid. This implies the function F(gid) # 0 mod N for any identities (since we assume
N > sk} for any reasonable value of N, s and k}). To prove this, we need the following Lemma
16.
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Challenge ciphertext simulation. Challenger 28 chooses the random exponents as follows.

Vjielml,oj,vj,¢pj—2ZnN, TELN,tg— 1IN
Vxe[n], ex;fx;dx; Sx— 4N
VJ/E [ﬁ])g € [k])b € {0) 1}! wy,f,b’ vy,f,b - ZN

. ok o dr d;
For the challenge identity gid*, % computes H(gid") = (9,9,) [1icy+ 9p,i04,: = §p' ;° and

Hq(gid*)ﬁ = 19/(36]'[1-67/* 195 ;= ggdz* for some d{', d; € Zn. Now, for all x € [7], j € [m], the chal-

lenger can compute following row and column components.

Table 36: Computing row components of the ciphertext for x € [71], j € [m]

Ryj | Ryj | Ax Bx Iy,

s SxT Sxlq - 1 Byt vi ~Sxlg syt
x>x*E£&ijmiEq Hﬂgd)ﬁxQegwng.G%Lfethamﬂxq

x< x* gsxaj thTVj

g% | Hgid)% e(g, )i -e(f, pxPi

Table 37: Computing column components of the ciphertext for (y, ¢, b) € [n] x [k] x {0,1}

Cy,eb Cyeb

(y>j")V()/={/\[>f)V ggy"'bt”’hwﬂ'” Afgy,[,h/'[.gwy,l,b
(y=JANl=0Ab>D)

y=yAl=0Ab=Dh gf;y"'bt”’ BT Wyeb TEyeb glren

Y<PHVy=Frl<bv

Cyebtq , Tiv Uy,0,b i
PELYG pTWy 0 p e, Wy b
&g h*“rtbeg, g

(y=yAl=0Ab<D)

Analysis of simulation. For T = gl‘jbc, then o gets the view of the challenge ciphertext as
the sub-hybrid H 7. 5-1,(5+1) mod2’ otherwise for any random group elements from the sub-
group G, the adversary «f gets the view of the sub-hybrid H; 7 5- Therefore, if o breaks the
modified D3DH assumption 1 with non-negligible advantage then it also wins the game with
the same advantage.

Hybrid 6 =~ Hybrid 7: Suppose on the contrary, there exists a PPT adversary «f that can dis-
tinguish between the hybrid 6 and hybrid 7 with non-negligible advantage €(-). Now, we con-
struct a PPT reduction algorithm 28 that breaks the DHSD assumption 4 with the same ad-
vantage.

The reduction algorithm 28 first receives the DHSD challenge instances of assumption 4
from its challenger as

where T is either sampled as T = gg or T = g%, where d is a random exponent sampled as
d — Zy. Next & receives the challenge tuple (1t 171k, lk,, 1™, x*, y*, gid*) from the adver-
sary for y* = 71. Now, 98 generates the master public key from the instances of assumption 4
and sends it to the adversary. Then, adversary is not allowed to make adaptively secret key
queries for the tuple (i*,id, gid*, u). Now, 28 simulates the secret keys and the challenge ci-
phertext using the instances of DHSD assumption 4. Finally, o/ outputs its guess, which %
uses to break the assumption 4. In this proof, the reduction plays with its challenger in the
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subgroup G, thus it can choose any components from the subgroup G, by itself. Let us con-
sider, 48 first implicitly sets the random exponents as f = a, Sy*+1 = d-Sx*+1,Ye,p = C*Y¢,p and
Oep=b-Yep+ 5, ¢,» Where the exponents Yy, p, 5, ¢,p are uniformly chosen at random. Also, 8
implicitly sets h" = g” where 7 be any random exponent from Zy. In this simulation, the
challenge group element T can be programmed in the challenge ciphertext to compute the
row components for x = x* + 1.

Public key simulation. Challenger 28 chooses the random exponents as follows:
Veekl,bel0,1}, Sop—ZnTeb—Zp
V_VE [ﬁ]’g € [k]yb € {0) 1}) Cy,[,b - ZN’
Vjelml,xel[nl, ryj @y, Wxj—ZN.
It samples d’,7 — Zy such that f; = d' . It also samples random group elements 1‘);9,19’7,,- €
Gp for all i € [k'] and 97,04, € G4 for all i € [k'] such that H(gid)? = (O ) ey Op,i0q,i =
' [Tiey 9; and Hy(gid) = f)q [liey 94,i corresponding any group identity gid. We write f)f =

g, = Ae, ﬁﬁ = g, = APi where p,p; — Z In the following, 8 computes the master public
Components usmg the challenge instances of assumption 4 as

BG, g, h, f, 9,99 =0);, 10 }ieyr,H,Hg, Eg = A,

Ex,j = grrx’erx,j = hr x']’Gx,j = e(g» g)ax'j,
EC],X,j = Aer,]"Fq’x’j = Ber-j,Gq,x,j = e(A’gq)aij’ )

mpk= Wi Yy, i
Yy j=8",Yquxj= AT xelal, jelm)
{Hy,0,b = 8402} (3,0, el < [K1x10,1}»
V, . = g00b CTeb V) ) = hgz,bD?é,b}
{ th=8 ¢b (,b)elk]x{0,1}

Secret Key Simulation. The challenger 28 answers the adversary’s queried secret keys corre-
sponding to the tuple (i,id, gid, u).

If gid = gid*, the adversary can not make any secret key queries for the index i *. Therefore,
the secret keys corresponding to the index i(# i*) are generated as follows:

(ry,u)
K = g<ax,u> ( H Hy,[,idg) , K= f(Wx;u>H(gid)r, K3 = gr
le(k)

where 7 is randomly sampled from Z y such that r = 7-7. Note that, in this case the adversary
can not query for the secret key corresponding to the index i*.

If gid # gid”*, the adversary can make secret key query index position i*. In that case, %
answers the secret key sk, as follows

Iy, u)
Ky =gleen. (]'[ H,g,d[) ifx=x*y=y"
lelk)

The other secret keys are similarly generated as the previous hybrid. For gid # gid*, chal-
lenger construct the identity encoding functions F,J and K similarly. Now, 28 answers the
remaining secret keys components K>, K3 looks as follows:

J(gid)

K = g Yo" e H(gid)"
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_lyxw
= fWew) ( frEid gl(gid)) Fgid) ( FrEd gl(gid))’

{(Yx,u)

= fYou) ( FrEd gngid))r‘ Flgid)

!
= fWow ( FrEid gl(gid))’

— f(‘l’x u)H(gid)r'
_lyxw r— (W x,u) I}
K3 — g g F(gld) — g F(gid) — gr

(W, u)

. . . . . , _
As the similar argument, we can implicitly set r' = r — Fd -

Challenge ciphertext simulation. 98 chooses the random exponents as follows:

Vje [m]; Uj;Vj»ij <_ZN’ nychNy
Vxe [ﬁ]) ex:fx;gx;dx‘_ZN
VJ/E [ﬁ])[ € [k])b € {0) 1}) wy,l,b) Uy,l,b — ZN

Forthechallengeldentltygld* H(gid* )—(19’ 19’)Hl€7* ﬁp,ﬁq,—gp gq =g4 anqu(gld )=

19’ [Tiey+9q,i = gq for some d*,d",d; — Zn. So, Hq(gld )8 = A% Now, row and columns
components of the challenge mphertext are generated as in Table 38, 39.

Table 38: Computing row components of the ciphertext for x € [71], j € [m]

Ryj | Ryj | Ax| By Ix y
x>x*+1 szxj ij;:j B A% | e(gg,gq) " -Gl -e(fy, S Vns

qx]
x=x* + 1| TS xj | TSxTxj®| Sxt| d" ¢ e(g, g -e(T,g)S"avat-e(f, T)!Vx,jSx

x<x*+1| g9 | BS¥TVi | go |H(gid*)% e(g, &) Pie(f, HlxPi

Table 39: Computing column components of the ciphertext for (y,#, b) € [71] x [k] x {0, 1}

‘ Cyeb ‘ Cyeb
Y(y,¢,b) € [n] x [k] x {0, 1}‘H)€J'b,gwy,é,b7l

gwyf,h

After seeing the challenge ciphertext, 28 receives a guess bit b’ from </ and it simply forwards
that as its guess to the challenger of assumption 4.

Analysis of simulation. Finally, if T = ggl, then 2 simulates the view of the hybrid 6, oth-
erwise, if T is randomly chosen element from the group G then 28 simulates the view same
as hybrid 7. Therefore, if o/ wins with the non-negligible advantages e(-) then 98 breaks the
DHSD assumption 4 with the same advantage. Hence proof of the Lemma 9 is complete. O

This concludes the proof of index-hiding security. O

Lemma 13 (Lower identity-hiding) If the modified D3DH assumption 1 holds over the bi-
linear group BG, then our EIPL-IBIPFE satisfies the lower identity-hiding security as per the
Definition 15.

Proof. We recall that in the lower identity-hiding security it is required that no PPT adver-
sary can distinguish between the special encryption to the index-position-bit tuple (i* =
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(x*,¥%),€*,b*)and (i* = (x*, y*), L,0) with non-negligible advantages. In its key query phase,
the adversary is not allowed to secret key query for the tuple (i* = (x*,y*),id,gid*, u) such
that idy« = b*. This proof technique is nearly identical to that of Lemma 8. Here, we just ex-
clude the intermediate hybrids as mentioned in the previous proof. Let (i* = (x*, y*),¢*,b*)
be the challenge tuple provided by the adversary «/. Then the hybrid Hy+ j+ corresponds
to the exactly same as the lower identity-hiding game in which the challenge ciphertext
is a special encryption to the index-position-bit tuple (i* = (x*,y*),¢*,b*) and similarly
the hybrid Hp,; is same as the lower identity-hiding game for the index-position-bit tuple
(i* =(x*,y"),L1,0). So the indistinguishability proof to the tuple (i* = (x*, y*),L,0) and (i* =
(x*,¥%),€*,b*) are similar to the Lemma 8.

In the following, we discuss the secret key simulation where the reduction algorithm 28 an-
swers all permissible secret keys corresponding to the tuple (i,id,gid, u) as per the lower
identity-hiding security game. From the security restriction of this game, the adversary can
not query for the secret key corresponds to the tuple (i* = (x*, y*),idy» = b*,gid*, u). So all
the key queries are of the form either i # i* oridy+ # b* or gid # gid™.

Secret key simulation. To answer the secret key corresponding to the tuple (z id, gid, u), %

samples a random value 7 — Zy and sets r = 7- 7 and it computes H(gid") = 8p ggz for some
d;,d, — Zy. Note that, the adversary is not allowed to query for the secret key correspond-
ing to the tuple (i*,id, gid*, u) such that id,+ = b*.

If gid = gid*, &/ can not query for the secret key corresponding to the index i* such that
id* = b*. In the following Table 40, 9 generates all possible keys corresponding the tuple
(i,id, gid, u).
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conditions

sub-conditions

secret keys

on (x,y)
Ky K3 K3
g(axvu). v dFF 7o~
x#x*Ay#y") (Do eetts Bt (Bh f) V=t (DN g2 )T (Dggh"
q
- g @y, uy,
Tq\(Fx,W) Xpzex Cypi NG
(1 #1*) A (dg = b)n| EEEAY=y") | (Dgg) T St | g gy (pdf gliTyT| - (Dgg")T
(gid = gid") (Egy) ot
g @y Uy,
(x=x* Ay #y") (Fgrq)<rx,u)Zl¢z* Cyeidy . (Bdlfq)("’"'")-( lg dy q)r (Dg 0T
(Fg q)<rx:u>cy[* b*
.. . (ay,u) o
(i=i*)A(dgx #b*)A g\t . AP ;o
(gid = gid*) (=x)A(y=y") (Fg?q)@,uizs[k] Cyeidg (BY f)¥em . (DY g’ (Dgg""
(ax,)+74 T, W) (o, ,u)
=i Alidge =BIANey ) 2y (Fx u>zw*£-d . ~pe ) ESarF 3T | 7 rqr -
(gld;fgld*) = y=y F e »hidg . g (gid) . D% gq (D"'g )g (gid)
H\™» »e*,b*
g(axvu). Y T o=
(x#X"Ay#y A (Dg?Q)<’~‘x»u>ZZ€[k] yeid, (Bdlfq)(wx'u) (D% ng Hr (ngq)r
q
(ay,u), -
x=x*Ay#£y) 7 (ng:u>2[5 i (Bdlfq)(TIfxyu).(Dd]* gdz*?q)f (Dg;q)?
(i #i*)Alidgs #b*)A (Fgg) i q
(gld Zgld*) g ax, Uy,
#x*Ay=yh) (Dg’q)<rxyu>2f#* iy . (B f,) W (D% gjz*?q)? (Dg;”)F
(D )<rx’u>cy[* id px
(i=i")A <ax u)+7 (P, 10) )
id * _ ¥ % q : —(Wy, )M w5 dXTgT _lyxw
((I;iii ;gﬁdll)\ =y gé“x;“).F<FXvu)Z[€[k] Ceid, | 8 Yortired 'Ddlrng ! (Dr q )-g HEd
(ay,u) .
g : _ J(gid) e AFPT _wxmw
CAXDNYEYI Py Fotd TeeiByeia, | 8 et riga . pdi T2 T (P g7 . g T
q
(ay,u)
I4 . J(gid) T o= (px,u)
—_— * N O _ <V’ ) : a*7 d2rqr rqr “Fed)
(i #i*) Alidge = b*)A =Xy # ) (Fg[) P ZeenBrio, |8 TUrED - DATg,t T |(DTgy ) g FED
(gid #gid™) g E .
* * Tq (Fx, Uy gz % Cyr)id —(y u)M A*F Ay TyT {Yx,u)
x#X)ANY=y") (ng)A e g W F(gld).Dlrngq (DV ‘i)g F(gid)
Tq\(Fy,U)C, p* p*
(Egg") " nemb
g(axyu)
(x#X)A(y=y%) (Dgrq)“’“’mz“” Cutidg . g‘“/’x'“)é(é'.ﬂ) .Ddffg;i;?q? (DFngF)-g_ o
q(Tx, )Ty p* id
(Dg ) HEde
(ay,u) .
.. . 8 : _ J(gid) s dFTT _ e x _{wxw
(i# l*);\(ldézif b*)A[(x #X*) A (y #y™) (Dg?q)m,u)Zzs[k] Cyeid, | 8 Vot rga . pdi rgjz ra’ (Drg:,qr)'g Fgid)
(gid # gid™) 9
g g . i g(“}(vu). =~ )M = dFFF £ F _(yxw
(x=x)A@#y") (Fg?q)(Fx,WZfs[k]Ey,e.id, g Vet Fgid -Ddlrng 7 (DTg q )-g Feid)
q

Table 40: Simulated secret keys used in the lower identity-hiding game

For gid # gid*, 2 generates the K3, K3 secret key components as follows:

We assume that the adversary makes the maximum number of Q queries and the chal-
lenge group identity gid* and challenge index i
— [K'], sets an integer s = 10Q, a random k'-length vector z = (z;) — Zfl and a value
z' — Z;. Additionally, the simulator also chooses a random value w' — Z and a uniformly

ky

*. Now, the simulator chooses an integer

random k'-length vector w = (w;) — Z%. All these values are kept secret to the simulator.
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Letus consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} = 1.
Let V* = {iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7 *. Then set }_ ¢y« 2z; = ks — Z' for uniformly chosen k| € [k]. Now, we define
the function K(gid) as

K(gid):{o’ ifzZ/+Y,c72;=0 mods

1, elsewhere

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid(#

gid®) it becomes non-zero. Additionally, we set two functions as F(gid) = N—sk;+2'+ X ;cy zi

and J(gid) = w' + ¥;cy w;. The simulator assigns the public parameters 9’ = fN-kis+2'. g’ =
d, d, Cwe  dpi dgi -

g, g,  and 9; = f¥gi = g,”" g,"". Now %8 answers remaining secret key components as

J(gid) s~ PPN
K2 — g_<1”xru> F(gid) . Ddl rgjz Tqm
J(gid)
_ g—(lllx,u> _F[ggid) H(gid)’
(Yx,u)

= Yo ( FrEd gl(gid))_ E(gid) ( freid) gl(gid))r

(Yx,u)
ey ( pFeid) J(Eid) " TE
_f Yx f g g g
r/

= flwew ( frEid gl(gid))
= fY=H (gid)"

(Wx,u) _{yxw /

F(aid) F(oid) r

K3 = (D7g2q7) .g_ F(gid) — g Flgid) — g

We implicitly set r’ = r — 2’{ gi’:;. So from the construction of K function, we get K(gid) # 0

for any key query corresponding to the group identity gid. This implies that the function
F(gid) #0 mod N for any identity (since we assume N > sk; for any reasonable value of N, s
and k’l). To prove this, we need the following Lemma 16.

Thus, the above shows that the reduction algorithm can perfectly simulate the lower
identity-hiding game, thereby implying that the scheme satisfies lower identity-hiding se-
curity, assuming that the modified D3DH assumption 1 holds.

Lemma 14 (Upper identity-hiding) Iftheassumptions 1,4,5 and 6 hold over the bilinear group
BG, then our EIPL-IBIPFE satisfies the upper identity-hiding security as per the Definition 15.

Proof. The upper identity-hiding security requires that no PPT adversary can distinguish be-
tween the special encryption to the index-position-bit tuple (i*,¢*, b*) and (i* + 1, L,0) with
a non-negligible advantage. In the security experiment, the adversary makes only one secret
key query for some index position and it is not allowed to make only key query for the tuple
(i*,id,gid", u) such thatid,« = 1 — b*. To prove the Lemma 14, we consider a sequence of hy-
brid games as discuss below.

Hyb, : The hybrid corresponding to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y*),¢*,b").

Hyb, : The hybrid is the similar as the Hyb; except that the column components as the table
below.
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Table 41: Computing column components for (y, 4, b) € [11] x [k] x {0, 1}

Cyeb Cyeb

Y>yIVy=y ALACY HE Rt glreb

* % g% t w T SUyeb| _w ~Uyeb
<TI0 = CN|HE - 00T v 000 | glonen 7y

In words, we can say that the ciphertext component Cy« ¢+ 1+ also includes random ele-
ments from the subgroup G, whereas in Hyb; only Cy« ¢+ ,+ for the index position i* include
arandom element from the subgroup G,,.

Hyb, ; ; where (¢,b) € [k] x {0,1}: This hybrid is same as Hyb, except that the column com-
ponents in the challenge ciphertext are computed as the following Table 42. In words, we can
say that the challenge ciphertext ciphertext components Cy+ ¢, for £ < l,or¢=Candb<b
include a random component from the subgroup G,,.

Table 42: Computing column components for the sub-hybrid Hyb; 7

Cyeb Cyeb

y>y" v
Y=y ACelllue Y | Hy,  hROPTgtnth
(y=y*A€=0ADb>D)

(y<y"v

~ TV
(}/:y* A€ [[71] u{ﬁ*})v H)l;yéythy,[,bTV&byl.b gLUy,[,h
y=y*Al=0Ab<D)

Hyb, : This hybrid is similar to the previous sub-hybrid Hybs i ; except that the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y* + 1), L,0). Note
that, here y* = 711 could be equal to 7. In that case, the special-encryption algorithm can be
directly extended to encrypt such position.

Hyb;. This hybrid corresponds to the upper identity-hiding game in which the challenge
ciphertext is an encryption to the index-position-bit tuple (i* + 1, L,0). Note that if y* # 7,
then the hybrids 4 and 5 are already identical.

Next, we discuss the indistinguishability of the above hybrids.

Hyb, = Hyb,: The indistinguishability proof of the hybrids Hyb; and Hybs is identical to that
of Claim 8 and Lemma 13.

Hyb; 75 = Hybs 7.5 1 541) mod: 1f the modified-1 D3DH assumption 1 holds, there does not
exists any PPT adversary that can distinguish between the sub-hybrid Hyb, ; ; and the sub-
hybrid Hyb; 7,5 1 G41) mod2 With non-negligible advantage. For, ¢ = ¢*, then sub-hybrid
Hyb, ;3 is identically equals to sub-hybrid Hyb; 7,5 1 G11) mod2- Otherwise, according to
the key query there have two cases.

Case 1. Adversary makes a key query for index tuple (j,id,gid, u) such that j = i* Aid; =
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b Agid = gid*.

Suppose on contrary, there exists a PPT adversary «f which can distinguish between the
sub-hybrids Hyb, ;3 and Hyb, 7,5 1 5.1 moq» With non-negligible probability. We construct
a PPT reduction algorithm 28 which breaks the assumption 1 with same non-negligible ad-
vantage as

b v? p? b p* b
BG, 8p, 8y A=8yB=8,C=g, D=8, ,E=8,  F=g,,G=g, H=g,°T)

abc
p

ceives a challenge tuple (14,17, 1k, 1’“', 1", (i*,¢*,b")) from «f . Then, 9 generates the master
public key and sends it to «/. After seeing mpk, the adversary makes polynomial numbers
of secret keys for the distinct index positions i under some admissible conditions. Then %
simulates the public keys, secret keys and the challenge ciphertext and sends it to <. Finally,
the adversary outputs a bit b’ as guess which 2 uses to breaks the assumption 1. As the re-
duction plays the game with its challenger in the subgroup G, so everything it can choose
from the subgroup G, by itself. Let us implicitly set the exponents as below

where T is either g7”¢ or an uniformly random element from the sub-group G,. Next, 28 re-

t,U = ab, rp,x*,j = b'?p,x*,j; cp,y*,[*,b* =C+ Ep,y*,l*,b*;

= 12 -7 . = .
rp— b y Sp'x* —Sp,x*/b, Cp,y*y[yb— c+ p’y*y[yb
where 7p x+,j, Spx* €, » 73, and Cp,y+ ¢+ p+ are the random exponents. Also, we implicitly set

hy,=B= gé’ and f, = B for d, uniformly chosen from Z . Setting the exponents allows to
simulate the public key, secret key exactly as well as the challenge group elements T, that
can be programmed in the challenge ciphertext components, Cy* i

Public key simulation. The challenger 98 chooses a random group generator h, € G, by
sampling random exponent d € Zy such that h,; = gf;. To generate the public key, 28 addi-
tionally chooses the following exponents

Vlelkl,be (0,1}, Sop—Zn, Yo —Zp,
Vyel(nl,€lkl,be{0,1}, Cyrp—2Zn,
Vjelml,x€Rl, Txj Qxj¥xj—ZN-

It samples 3,7, < Zx and chooses the random generator f; from the subgroup G, such that

fq= gg' for some d' € Z. Then, 8 computes the components of the master public key by
using the instances of modified-1 D3DH assumption 1.

. {(Dg?)fx'f if x # x, [ FR i x# x
=108

- -~ = 9 Yy i=g¥" Vx
(F g;‘f)rx,j elsewhere.’ o {(Gh;")’x,j elsewhere o

Cgttv  if (y,0,b) = (y*,0*,b*)
Hypp=14 C gt if(y,€,b) = (y*,7,b)
glnth elsewhere

The challenger also computes Eg x,j = gsr"rx’j yFgxj= hgrqrx’j and Gy,j = e(g,8) %/, Gy x,j =

e(8q,8q)P™1, Yy 5 = ggw"’j. Then it samples the elements 9),,0),; € G, forall i € [k'], 97, 04,; €
Gy for all i € [k] such that 9" = 19',)19'67 and 9 = (9;) = (9,,i94,). Let us, consider two identity
encoding function H,H, be defined as H(gid) = 9'[1;cy 9i, Hy(gid) = 97 [1;ey 94,i- Finally, it
publishes the master public key as
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BG,g = gy8q h=Bhy, f = BUf,,

' 9P 9 (9P h
0,94,9,10, Jiew), H,Hg, Eq = 84
Ex,j:Fx,j;Gx,j»YX.j’

mpk =
Eqx.jFax,j» Gaxjr Yo j xe[n], je[m]

{Hy,0,b} (3,0, )€ x k] x{0,1}»

{Ve, V&b}w,b)e[k]x{o,l}

Secret key simulation. To answer the secret key sk,, corresponding to the tuple (i,id, gid, ),
9B samples a random value 7 — Zy and sets r = 7- 7 and for the challenge group identity
gid®, it computes H(gid*) = ng gjz* where di" , dz* — Zy. In the secret key query phase, «f is
not allowed to secret key query corresponding to the tuple (i*,id,gid", u) such that id,+ #
b*. Now, % simulates the following secret keys in the Table 43 corresponding to the tuple
(i,id, gid, u).

To simulate the secret keys components K, and K3 for the case gid # gid”®, we assume that
the adversary makes the maximum number of Q queries and the challenge group identity
gid” and challenge index i*. Now, the simulator chooses an integer k; — [k'], sets an integer
s = 10Q, a random k'-length vector z = (z;) — Zfl and a value z' — Z,. Additionally, the
simulator also chooses a random value w’' — Zy and a uniformly random k’-length vector
w=(w;) — Z%. All these values are kept secret to the simulator.

Letus consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} = 1.
Let V* = {iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7 *. Then set }_ ¢y« z; = k; s — Z' for uniformly chosen k| € [k]. Now, we define
the function K(gid) as

K(gid) = {0, ifzZ/+Y,c92;=0 mods
1, elsewhere
So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid(#
gid®) it becomes non-zero. Additionally, we set two functions as F(gid) = N—sk; +2'+ X ;cy z;
anld ](gid) = w' + ¥ ;ey w;. The simulator assigns the public parameters 9’ = fN-Kis+2'. g’ =
8, 8,  and 9; = f4ighi = g;,i” ! gjq'i. Now 28 answers remaining secret key components as

J(gid) ~ A*7TF
KZ — g_“”mu) F(gid) . Ddl rgjz Tqr
J(gid)
— g—(lllx,w F(ggid_) H(gid)r
(Yx,u)

= fivou ( FrEid gl(gid))_ Figid) ( frEid) gl(gid))r
r_(!llx.u)
F(gid)

= flYouw ( fF(gid) gl(gid)) gid
. . ]‘,

= flwow ( frGid gl(gld))

:f(V’xM)H(gid)r'

~ (Yx,u) (Y x,u) ’
_ 7 rqr —Toa . I - T
KS = (D gq ) ‘g F(gid) = g Fgid) = g

We implicitly set r’ = r — g’(’gi’:)). So from the construction of K function, we get K(gid) # 0

for any key query corresponding to the group identity gid. This implies that the function




conditions

sub-conditions

secret keys

on (x,y) &idg
K K K3
g(axvu). A*Fr = T~
x#X)IANY#£Y") (Dg?’i)ﬁx,u)ize[k] Cyeid, (B fq)wlx'm'(Ddl 84 nr (ngq)r
q
(i # )N g, ¢ AT 7o)
(idgs = b*)n| X=X )A(y#y") (Fng)(Fx,IDZzE[k] Cyeid, (B4 fq)<wx'u>'(Dd1 8q" o’ (Dgg""
Sk
fgid =g (xZx*)A(y=y*)In|glexn) . Tq (T ) L teti Cytidg d; 7, 7,
. - 8 gq _ B (Bdlf )(Wx,u>.(Dd;g 2”7)? (Dgrti)?
(|d[7;é b) '(EDZZEIIC] Cytidy ) (Fx,u) q 9 q
(ax,u)
(x#x)A(y=y")IA g s diT FarF
(idj = ) (Dg;")<Fx'">Zk[k] Cyid, (Bdlfq)<wx,u> (D% g Y (ng“l)r
g<axvu). * d*? ~ ’f ~
x#X)IANY#Y) (Dg?q)ﬁx.u)Zzslk] Cyeid, (Bdlfq)(wx’m (D% ng o (ngq)r
q
(i;ﬁi*)A g<a;mu). v d¥F. ~
(|d[* £ DA (x=x*) /\(y;éy*) (Fg?q)(Fx,u>Z[g[k] Ey,[,id[ (Bdlfq)(llfx,lD .(Ddl qu Q)r (Dg )r
. _ sk
(gid = gid™) e TVAG= A g(ax Y grq(Fx,lee k1 Cy,z,id, ge diF, 7
& d fy(Wau) (pdy g% TayT "
(d;=1) (1 ka[k] Eyiaey Py | B S) wow (DA g2 "7 (Dgg"
(ax,u)
(x;éx*)/\(y=y*)/\ - glEon. v dXF, = Ty =
(id; # ) (gl T Eeetn Oty (B fg) Vet (DN gt 7| (Dgg)
(l = l*)/\ * * (ay,u)
. (,X,':)C )/\(y=y )/\ R g yup, v dXT, = 7, =
il g ez (gl P Eeen Sreia, | (B f e (DY gg DT (Dggh”
(i=i)A : . (@ow
- K x=x) A=y R gl Ta.7
g =D (g1 To ZecFrcia, | (B fa) V< - (D g ARl A
gid=gi
(ax,u),
G=iA |@=x) A =y5A g B PPV S A I . 2 .
(g =b")n|  Gdz=Dh) (Fgly T Zecw Eneia, | 8 Vel DT (D5 e
. - % T (T, u) ) Cy,0i
(gid # gid™) (x=x*)/\()/~= J/*)/\ g(a u>g q\T'x Celkl Cylidy —(Wx'wp(gfj)) a7 Ay 74T F T 7(1:’(,xivdu)>
(Idi¢ b) [FZ[E[k] Cyeid, _H](rx,u) § gid) . D% 8q (D 8q )-g Fe
(@, u)
R 8 } J(gid) B _lyxu
XZXIANGZ£YS) .(Dg’rj”’)<l~‘x,u>2k[k]Ey,/,id[ g ~We M i 'Ddlrng “ " rqr).g Fei)
(I #i")A glaow J(gid) 7 _dyTqT TqT P
(idp« #b*)A| =X IN(y#y") '(Fg?q)(ﬁc,u)ZIe[kl Seid, |8 ~We W Egs . pdi rgjz o (Drg;qf).g— e
(gid # gid™)
xEX)A(Y=y)A| glow ”)grq(rx'um/e[klcy['d[ ~Wow $ES  arF T | F rqf -~
(IdE =b) [nge[kl Cyeid, .E—l](vau) g Figid) . p%1 gq D'g, )-8 F(gid)
x#X)AY=y)A glaomw L Pl PR o R 2oL
(idz;ﬁg) .(Dg;d)<l7x,u>2[e[k]Ey,!,id[ g ~WeEgd 'Ddlrngrqr (D,g;qf).g Hed
(ay,u)
g g
x#XIANY#£Y) .(Dg’r\q)<7x,u>2[s[k]Ey,[,id[ g (wx’mF(gg'd)‘Ddlrgszrqr (Drg;qf).g e
14
G #i*)A glaxmw J(gic) - @ O A 2 )
(g = b")n| =X A# YY) .(Fg?q)(Fx,u)Z[e[k] Byt g—w/x,u) Feid) _Ddl*rg;iz 4T (Drg;"r)'g_ Fgid)
(gid # gid*) b
(x#x)A(y=y") glx. e P A 7
(ldE:E) (D ?q)<?x;u>2[5[k Ey[id[ 8 (V’x'“}y(gm) .Ddl rgZZ o’ (Drg;qr)g i)
&p
(P, W) Xvelk) Cy,e,id
(x;éx*)/\(y=y*) g(a u>gr‘f ybidy = J(gid). e g _{yxw
y YUt} 1 d o :
(id; # b) [DZ[E”C] Cytidg . (ot g Fgid . D ﬂng q (D ‘7 )-g Feid

Table 43: Simulated secret keys used in upper identity-hiding game
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F(gid) #0 mod N for any identity (since we assume N > sk; for any reasonable value of N, s
and k}). To prove this, we need the following Lemma 16.
There have some restrictions over the key queries to the key generation oracle i.e.,

— Adversary &/ can not query for the tuple (i,id,gid, u) such that i = i* Aidy # b* Agid =
gid®.

- In Case 1, the adversary can make a query for the tuple (i,id, gid, u) where i = i* Aid; =
bA gig = gid”™. If the adversary makes a key query for the challenge index position i* with
id; # b and gid = gid®, then the challenger 28 aborts.

Ciphertext simulation. To generate the challenge ciphertext, the challenger chooses the ex-
ponents as follows.

V] € [m]) O'j,'Vj,(,b]' - ZN) T, tq — ZN)
Vx€ [ﬁ]! ex’fx»dxrgx‘_ZN
Vy € [ﬁ])g € [k])be {0) 1}) wy,[,b) vy,[,b - ZN

* *

For the challenge group identity gid*, 28 can compute as H(gid*) = 9'[T;cy+ 0; = gz’” gj” and

=1k ! d* * *
H,(gid )P = 196',8 [Tiey~ 1‘)2,1. = gq", where dg,d,, € Zy. Now, the challenger generates row and
columns components as the tables below.

Table 44: Row components computation for x € [7], j € [m]

Rx,j Rx,j Ax By Ix,j
. Syt
N _ _ vji.gxta .
* Sx SxT Sxlq s 1% B3y L, e8q,8q) a,x,j
X>X Eq,x,j Fq,x,j Eq Hq(g|d YPSxiq

e(fg, Yg,x, )"

R ~ e~ Vi lg\Syay, ;.
I (Dg;q)mx_j (Fh;q)gxrx,jr (Ag;qﬁx Ad;fxg;iqsxtq e(g, 8" e(g, Agy )"0

e(B, AUV e(fy, o)V

x < x* g§x¢7j BTV gox H(gid*)dx e(g, g)fx¢j .e(f,f)fﬂbj

Table 45: Column components computation for (y, ¢, b) € [11] x [k] x {0,1}

9!

Cyeb 1,0,b

>yIVy=y*Al>0v

y=y* ALEDIUIL DV g;y""bt’i . hWyenT A—Zy,i.b/fgﬁ/y,z,b

(y=y*Al=0Ab>D)

gcy,l,btq . thTJyj,h . T71 A_Ey,i,h/‘[gwy,/,b

y=y*Al=0Ab=Dh q

* % 7 -
<y Ivy=y"al<lv ggﬂybt,, h,@y’&hg;ﬂ_b g Tyt

=y*Ale({-11U*YAb<b)
After seeing the challenge ciphertext the adversary guess a bit b’ and it forwarded to a
modified-1 D3DH challenger of assumption 1.
Analysis of simulation. If T = gf,‘b ¢ then 98 simulates the view of sub-hybrid Hyb; 7.5 1 5,1 mod2

otherwise if T is a random group element from the subgroup G, then 28 simulates the view
of sub-hybrid Hyb, 7 ;. Therefore, if the adversary «/ wins the game with an advantage €()
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then 28 breaks the assumption 1 with same €(-) advantage.
Case 2. (otherwise) The proof technique is similar to the proof of Claim 8 and Lemma 13.

In this case, we use the same proof strategy as used in Claim 8 and Lemma 13, where the
reduction algorithm does not need to know the value of the group element g’ "+ "™ y*mZ5 for
answering the key queries.

Hybs; = Hyb, : The proof of the above indistinguishability of hybrids Hybs and Hyb, are iden-
tical. No adversary can not distinguish between these hybrids with non-negligible advan-
tage.

Hyb, = Hybs : The indistinguishable of the hybrids Hyb, and Hybs can be classified into two
cases.

Case 1. If y* # 71, then both the hybrids Hyb, and Hyb; are identical.

Case 2. For y* = 71 then the indistinguishability follows from the sequence of hybrid games
which is similar to the claim 9. In particular, Hyb, as described above is similar to the hybrid
2 and Hybs is identical with the hybrid 7 as described in the claim 9. Thus this indistinguish-
able follows from the claim 9.

This concludes the upper identity-hiding security game.

Lemma 15 If the joint-D3DH assumption 7 holds over the bilinear group BG, then our EIPL-
IBIPFE satisfies the message-hiding security as per Definition 17.

Proof. Suppose, of is a PPT adversary against the message-hiding security of the our EIPL-
IBIPFE scheme. We construct an algorithm 28 for breaking the joint-D3DH assumption that
uses «f as a subroutine. To prove the message-hiding security, we consider two hybrid games.
The first game is same as the original game message-hiding as in definition 17. In the next
game, we change the distribution of the master public key, secret key and the challenge ci-
phertext, where we first sample a random vector 9, and set w, = F' 9, for some x € [7]. The
matrix F is a full rank matrix chosen such that F(v@ — v(V) = e; where v?, vV are the chal-
lenge message vectors submitted by the «# and e; denotes a m length vector as (1,0, ...,0) .
Assuming the joint-D3DH assumption 7 holds over the bilinear group BG, we show that the
adversary can distinguish between the challenge ciphertexts with negligible probability.

Game 0: The game is same as the message-hiding as per Definition 17.

Game 2: The game is exactly same as the previous game except for each identity gid, the
challenger samples the master secret key msk as follows:
(a) Samples uniformly random vector Wy = (¥x,1,¥x,2, "+, ¥x,m) forally, j € Zy and x € [7].
(b) Samples a uniformly chosen full rank matrix F € Z7*™ satisfying the relation F(v® —
v) = e; where v©@, v are the challenge messages vectors of length m.
(c) Sets . =F', instead of sampling uniformly random as in Game 0.
In the adversary’s view, the master public key mpk, secret key associated with the tuple
(i,id, gid, u) where i = i* and the challenge ciphertext ct is simulated as below.

Public key: All the components of mpk are generated similarly as Game 0 except Y, j =
(ggF"’x) jand Yy ;= (gF¥%) j where (g); represents the j-th group elements from the vector

g: (gl’gZ)---)gm)-
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Secret key: We consider 7 < {1,...,k'} be the set of all i for which the i-th component of
queried group identity is non-zero i.e., gid; = 1. The secret key sk,, components correspond-
ing to the tuple (i, id, gid, u) is set as

Kl = g<&x’u>( H H ,[,id[)ﬂrmw; Kz — f<u~lx’Fu>H(gid)r, KS — gr
le[k]

Challenge ciphertext: For the challenge group identity gid*, consider ¥ * < {1,..., k'} be the
set of all i such that gid; = 1. All the components of the ciphertext except Ay, By, Iy ; for
x> x* and x = x* are similarly generated as the Game 0.

Table 46: Computing row components of the ciphertext for x € [71]

Ryj | Ryj | Ax By Iy

X . T 0) _ 0) _,,(1) T
x> x| E | Fe g™ | Hy(@id") 5P | (elgg, g™ ¥ 0@ o(gg, fpPreF O]

x=xt| B | EY gt | H@id) | (g g T o, it

I

X,] X,]

x< x| g5 5| ges | ) e(g,8)x%i - e(f, p?i

Since, F € Z7*™ is an orthogonal matrix, then the following two distributions are equiv-
alent.

Wiy —ZY, xe (Al ={F Py — Z¥, x € [Al}

Therefore, the advantage of any PPT adversary « can distinguish between the Game 0 and
Game 1 with negligible probability.

Public key simulation: Without loss of generality, we assume that the adversary makes the
maximum number of Q queries and the challenge group identity gid* and challenge index
i*. Now, the simulator chooses an integer ki — [Kk'], sets an integer s = 10Q, a random k'-
length vector z = (z;) — Z’SC, and a value z’' — Z;. Additionally, the simulator also chooses a
random value w' — Zy and a uniformly random k’-length vector w = (w;) — Z%. All these
values are kept secret to the simulator.

Letus consider 7* € {1,2,..., k'} be the set of all i for which the challenge identity gid;‘ =1.
Let 7* = {iy, i2,...,ix}. Now, we choose the z; values from z which correspond to the index
set 7* and then set 5+ z; = k}s — 2’ for uniformly chosen k] € [k']. Now, we define the

function K(gid) as
_ 0, ifz+Y;ey2i=0 mods
K(gid) =
1, elsewhere
So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid(#
gid®) it becomes non-zero. Additionally, we set two functions as F(gid) = N—sk; +z'+ Z iev Zi

/

and ](gld) w +Y ey wi. The 51mulator assigns the public parameters 9’ = fN kys+2' -g¥ =

gp gq and 9; = ffigWi = gq ', From the adversarial perspective, the distribution of the
public parameters is 1dent1cal to the real construction.

Suppose on the contrary, there exist a PPT adversary «f that can distinguish between the
Game 0 and Game 1 with non-negligible advantage €(-). Then, we construct a PPT adversary
98 that breaks the joint-D3DH assumption 7 with the same non-negligible advantage. Let us
consider, 4 gets an instance

BG,Ap =g, Dp= gp, =8, Aq=84 Dq= gq,Cq 87 Sp=8pSq=8g)
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of the joint-D3DH assumption 7, where BG = (p,q, N, G,Gr, g,e(-,-)) is a group descrip-

tion. The elements a,d, ¢,T — Zy are random integers and the elements g,, g, are either

gl‘,’dc , gf;dc or random group elements from the subgroups G, G, respectively. In the follow-

ing, we discuss the simulation of master public key mpk. Before going to the simulation, %
computes

ApAq :ngZ:ga =A; Dqu :gggg :gd =D; Cqu :glc]gg :gC: C

Therefore, the challenge component is either S = S,S; = g or a random element from the
group G. The algorithm 28 works as follows:
The adversary %8 implicitly sets the following vector of length m as

ax:(a,ax,Z;---;ax,m); d: (d)---)d); C:(C,...,C)

where it random samples ay o, ..., dx,m — Zn. We define the notion #© v by component wise
multiplication of the vectors u and v. In this case, ao d = (ad, ax.d,..., ax,nd) = da. To
generate the public key, we implicitly set ¥, = a, and randomly chooses some exponents as
follows:

Vlelkl,be{0,1}, Srp—2ZN, Yoo —Zp
Vyelnl,lelkl,bef0,1} cyrp—2Zn
Vjelml,xelnl ryjaxj—2Zn

Additionally, consider gy, hy, f,, are generators of G, and g4, hg, f; are generators of the
group G, and randomly chose 8,7 — Z . Then, it sets the master public key as

BG,h,g, f =g =D, fy :gg =Dy,
'B B _ P
19/}19(,7 }19} {ﬁq,i})Hqu)Eq - gq
Eyj=g ", Fyj= "), Gy j = e(g,8)™
mpk = [ Eq.x,j = ggrrx'j’Fq,xJ = hgrrx’j’quxvj = e(8g 8)P ™

L Fla X — ﬁFTax .
Yx,] = (g x)]; Yq,x,] = (gq )]; xelal, jelm]

{Hy,0,b = 8402} y,0, el < K1x10,1}»

{%,b = g0t gl Vyp = h‘s“’}

(€,b)e[k]x{0,1}

Here, the exponent g4x, gf;x are computed as

g = (g, g™, g™ = g gq = (80,84 8 = 84

Hence, the public key components are properly generated by using the joint-D3DH instances
as described above.

Secret key simulation: 98 answers the secret key sk, associated to the tuple (i,id, gid, u) as
describe below. We consider two cases. Before going further, we consider 7 < {1,...,k'} be
the set of all j such that gid; = 1. Let i = (x, y) be the row wise representation with i > i*.

Case 1. If the group identity gid # gid*, 28 simulates the secret key as follows:

(ry,u)
Ki= g<“"’">( [1H ,iyidg)
lelk)
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_ J(gid) X
K2 — g <avau>_F(gid)H(gld)r
_ {ax,Fu)

= flaxFu) ( fF(gid) g](gid)) F(gid) ( fF(gid) g](gid))r

(ax,Fu)

= flaxFu) ( fF(gid) gl(gid))r " FEd

_ flasFw ( e gl(gid))"

= flacF(gid)” = FOFO(gid)”

1
KS — gl‘g—((avax,Zn-~»ax,m);Fu>'m
{ax,Fu)
=g Fgo =g"
(ﬁ’x;Fu}

We implicitly set r’ = r — Tigid) - So from the construction of K function, it can conclude
that K(gid) # 0 for any key query corresponding to the group identity gid. This implies that
the function F(gid) #0 mod N for any identities (as we assume N > sk for any reasonable
value of N, s and ki). To prove this, we need the following Lemma 16.

Case 2. If gid = gid*, 98 responds the secret keys as follows:

7Ty, u)
Ky = gmx’")( I1 Hy,[,idg)
le(k]

K, = g ( FF(Eid") gl eid ))r)
_ g<ux®d,Fu) (fF(gid*)g
= @2z ), Pt ( FEEidD gl(gid*))r)

_ f(ax,Fu) (fF(gld )g](gld ))r)

K3 = gr

I(gid*))r)

where the second equality follows from the fact that (a, © d,Fu) = du with p € Z is known

to the challenger 28. So from the formation of the matrix F, we have F(v¥ — v)) = e; and

for gid = gid*, the queried secret key associated with the vector u satisfies the condition

(v — pD uy = 0. Therefore, we have (e;, Fu) = 0 which implies that the inner product (a, © d,Fu) =
((ad,ax»d,ax3d,..., ax,nd),Fu) = dy for some pe Zy.

Challenge ciphertext simulation: To the generates the challenge ciphertext, 28 chooses the
random exponent ¢ — Zy and implicitly set ¢ = c. In the following, we show that how 98 sim-
ulates the challenges ciphertext using the joint-D3DH instances.

Forx=x",A;= Cgs"

B, = Cgsxlq(gid )
=H,(gid*)?**' [Since, N-k|s+2'+ Y zi=N=pqg = féV: 1]
iev*
T (Ev© - dFT (@2, 0x,m
Ixrf:Ich,j: (e(gq,gq)F (Fv be1)e(gq’gq)ﬁsxcaxe(gq’g; F(a,ay,....ax, ))ﬁsx)j

T (g0 _ T
— (e(gq,gq)F (Fv bel)e(gq’gq)ﬁsxcaxe(gq’gq)ﬁsxch (a,ax,g,...,ax,m))j

93



T () _ T
= (e(gLI!gLI)F (v be1)e(gq’gq)ﬁsxcaxe(gq’fq)ﬁsch (a'ax’z""’ax'm))j

T Ep O .
- (e(gq’gq)F EvO-be (g, )P % e(gy, f) P "’x)j

For x = x*, Ay = C%, B, = CSJ@&d")

X, .
J

FT(FU(O)—bel) sxchT(a,axyz,...,ax,m))

e(g, 8)°*%e(g, g ;
e(g, g)F vV -ben g(g oysicasp(q f)SxCFT(“'“X'Z’""“x"”))j
e(g, g)FT(FU[O)—bel)e(g, g)Sxtaxe(g, f)Sx[FTlpx)j

Table 47: Simulation of row components of the challenge ciphertext for x € [7]

Ryj | Rej | Ax By Iy
% | oSy SxT Bsx | ~BsxI(gid™) 1
xX>Xx Eq,x,j Fq,x,j Cq Cq Ixj
x=x*| B | FST | ¢8| ¢sdJ@id) 2
xj | Txj xj

x<x*| g% [pSTVi| géx | @) le(g, g)x0i oD, D))

Table 48: Computing column components of the ciphertext for (y, %, b) € [n] x [k] x {0, 1}

Cyeb Cy.eb

Y>yIVy =y A@D AW Hy RO g

* (¥ pF p* t Wy pT YWY | wy ey TURED
<y )vmeb)=y*,0%,b%) Hy, ) REPeTY, 7 gtV

Guess. If of guesses the challenge bit b — {0, 1} correctly, then 28 returns 1 otherwise it out-
puts 0. We consider w, = dc(a, ayxp,...,axm) = (1,dcayp,...,dcay,,) where g¥ and gZ] are
the challenge elements. If 7 = adc, then all the secret key and the challenge ciphertext is
properly distributed. In particular, the challenge ciphertext is an encryption of message vec-
tor v, Therefore, in this case, </ outputs b = b’ with advantages % + negl(1) where negl(A)
is the advantage of o/ in the message-hiding security game of the EIPL-IBIPFE. Otherwise,
if 7 is randomly generated from Z then the challenge ciphertext components I ; uniform
element from the target group Gr. So the & can not get any information about the challenge
bit b from this component. So, &/ wins the game with the probability % Hence, from the
hardness assumption 7, it can conclude that « has a non-negligible advantage against the
proposed EIPL-IBIPFE scheme achieves the selective security. This completes the message-
hiding security. O

Therefore, it concludes the security of our EIPL-IBIPFE. O

Lemma 16 For any Q-secret key query corresponding to the identities gid,, gid,, ..., gid, to the
key generation oracle, the probabilities ofK(gid©) = 1 with z'+¥ jey+ zi = k1 s is non-negligible

forall?.

94



Proof. For any set of g-queries corresponding to the identities gid,,gid,,...,gid, and the
challenge identity gid*, we compute the following probability.

Q
Pr| A\ Kgid) =iz + Y z,-):k;s]
/=1 eV
Q
=Pr| A K(gid?) = 1/K(gid*) = 0)
/=1
Q
={1-Pr |\ K(gid?) = 0)[K(gid*) = 0)

/=1
Q
> 1—ZPr[(K(id(“):0)|K(gid*):0)])
(=1
= 1—9):0.9
N

We can optimize the last equation by setting s = 10Q (as we did in the simulation), where Q
is the maximum number of queries. The above result shows that for all queried identities in
the key generation oracle except the challenge identity gid*, the K values should be equal to
1 with overwhelming probability. ]

8 EIPL-IBIPFE from ABIPFE and MFE

Let us consider ABIPFE = (ABIPFE.Setup, ABIPFE.KeyGen, ABIPFE.Enc, ABIPFE.Dec) be an
attribute-based IPFE scheme for a class of functions %), a predicate space &) and a message
space %) and MFE = (MFE.Setup, MFE.PK-Enc, MFE.SK-Enc, MFE.KeyGen, MFE.Dec)
be a mixed FE for a class of functions ;. We provide a generic transformation of EIPL-
IBIPFE from ABIPFE and MFE. Let k be the functionality index representing the function
class {f; ¢ b gia} defined in the special encryption algorithm below.

Setup(1%,n,1%,1%¥,1™) — (msk, mpk, key): On input integers A, k, k/, m, n as unary, the
setup algorithm performs the following steps:

— runs the setup algorithm of ABIPFE and computes its master public and master secret
key pair as (ABIPFE.msk, ABIPFE.mpk) «— ABIPFE.Setup(1#,1™,1¥**') where x = k() is
the length of an MFE ciphertext. )

— runs the setup algorithm of MFE and computes (MFE.msk, MFE.mpk) — MFE.Setup(1%, 1%).

— outputs mpk = (ABIPFE.mpk, MFE.mpk), msk = (ABIPFE.msk, MFE.msk), key = msk.

KeyGen(msk, i,id,gid, u) — sk,: The key generation algorithm takes input the master se-
cret key msk = (ABIPFE.msk, MFE.msk), an index i € [n], an user identity id € {0, 1% a group
identity gid € {0, l}k,, and a vector u € Z™. It performs as follows:

computes MFE.sk; ig ¢i¢ — MFE.KeyGen(MFE.msk, (i,id, gid)).
define a circuit €; g gid (-, -) as

1 — MFE.Dec(MFE.sk; iy o.q, MFE.ct) if gid = gid’
Giid gid(MFE.Ct,gid/) = ec( SKjid,gid ct) ifg .g|
- 1 otherwise.

— computes ABIPFE.sk, — ABIPFE.KeyGen(ABIPFE.msk, €} id gid (-, ), t).
returns sk, = ABIPFE.sk,.
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Enc(mpk,gid’, v) — ct,: The encryption algorithm takes input the master public key mpk =
(ABIPFE.mpk, MFE.mpk), a message vector v € Z™ and a group identity gid'. It performs the
following mechanisms:

— computes MFE.ct — MFE.PK-Enc(MFE.mpk).
— computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid"), v).
— returns ct, = ABIPFE.ct,.

SplEnc(key,gid', v, (i*,£*,b*)) — ct,: On input key = msk, message vector v € Z™, a group
identity gid’, a index-position-bit tuple (i*,¢*,b*), the special encryption algorithm per-
forms the following steps.

— construct a function f;. ps gid’(j’ id, gid) as follows:

1, if(jzi*+Dv(@E*e") =, v
fie 00 b gia' (i, gid) = (i*,idg=) = (j,1 - b*) A (gid = gid")
0, otherwise
— computes MFE.ct — MFE.SK-Enc(MFE.msk,fl-*,[*,b*)gid/).

— computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid"), v).
— returns ct, = ABIPFE.ct,

Dec(sky,ct,) — ¢/ L: On input the secret key sk, and ciphertext ct,, the decryptor runs the
ABIPFE and returns the output ABIPFE.Dec(sky,cty).

8.1 Correctness.

For any A,n € N, a message vector v € %), the master public key, master secret key pair
(ABIPFE.msk, ABIPFE.mpk) — ABIPFE Setup(1%,1™,1¥*¥) and (MFE.msk, MFE.mpk) — MFE.
Setup(lA, 1%), the secret keys are generated from ABIPFE keys as sk, = ABIPFE.sk,, for i € [n].
In the following, we discuss two types of correctness in our proposed scheme.

1. Normal encryption. If gid = gid’ then, for any ciphertext computed as ABIPFE.ct, —
ABIPFE.Enc(ABIPFE.mpk, att, v) where att = (MFE.ct, gid’). From the correctness of ABIPFE
scheme, we can write,

ABIPFE.Dec(sky, cty) = (u, v) if €} id gia (MFE.ct, gid) =0

which follows from the correctness of our underlying decryption algorithm of MFE scheme
as MFE.Dec(MFE.sk; jg gia, MFE.ct) = 1.

2. Special encryption. If gid = gid’, then for any ciphertext computed as ABIPFE.ct, —
ABIPFE.Enc(ABIPFE.mpk, att, v) where att = (MFE.ct, gid’). From the correctness of MFE
scheme,

MFE.Dec(MFE.sk; 4 gid, MFE.SK—Enc(MFE.msk,fi,&ﬁ’gid,))
= MFE.Dec(MFE.sk; id gid, MFE.PK-Enc(MFE.mpk)) = 1

i.e., fie pr b gia (1) id, gid) = 1-6; iq gid(MFE.ct,gid") = 1 this implies that €; g gia (MFE.ct, gid")
= 0. So, from the correctness of ABIPFE, we have that with all but negligible probability,

ABIPFE.Dec(sky, cty) = (i, v)
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8.2 Security Analysis

This section shows the IND-CPA security of our EIPL-IBIPFE from LWE. To prove this, we
consider the following Theorem. 8.

Theorem 10 If the underlying ABIPFE is IND-CPA secure and the MFE scheme is secure as
per Definitions 4, 5, then our EIPL-IBIPFE scheme is secure as per Definitions 13 to 17.

Proof. We prove this theorem by using the following Lemmas 17 to Lemma 21.

Lemma 17 Ifthe underlying MFE scheme is 1-bounded restricted A-IND secure, then our EIPL-
IBIPFE scheme achieves 1-bounded normal-hiding security as per Definition 13.

Proof. We prove the normal-hiding security depending on the 1-bounded restricted A-IND
security of MFE scheme. Let 98, be an A-IND adversary of the underlying MFE scheme. On
receiving (1%, 1%, gid*,1™, n) from <, it sets the parameter k as in the MFE scheme (which
is the functionality index of the function class containing f; /s 54iq) and set the challenge
function f* = fi; | o gid*)- By performing the following steps, % simulates the normal-hiding
game.

Simulation of 23, (1’_6, f:

Public key simulation:

1. The MFE challenger creates the challenge for 2 as follows.
1.1 Generates (MFE.msk, MFE.mpk) — l\/lFE.Setup(l’l, 1%).
1.2 Choose b — {0,1}.
1.3 Run encryption algorithm and generates MFE.cty — MFE.PK-Enc(MFE.mpk), MFE.ct;
— MFE.SK-Enc(MFE.msk, f*).
1.4 The challenger sends (MFE.mpk, MFE.ct) to 93;.

2. % chooses (¢', ') — ([k] U{L}) x {0,1} and makes a SK-Enc query for fa,0.p gid)- It Te-
ceives a ciphertext MFE.ct from its challenger.

3. %, computes (ABIPFE.msk, ABIPFE.mpk) —ABIPFE.Setup(14,1™, 1¥*K').

4. %8, sends mpk = (ABIPFE.mpk, MFE.mpk) to «/.

Secret key simulation:

5. o/ can make queries (i,id, gid, u) to KeyGen oracle.
5.1 % sends (i,id,gid) tuple to its challenger to get MFE secret key as MFE.sk; iq gid <
MFE.KeyGen(MFE.msk, (i,id, gid)).
5.2 9B constructs the circuit 6; 4 gid(,-) and sends ABIPFE secret key as ABIPFE. sk, —
ABIPFE.KeyGen(ABIPFE.msk, 6} iq,gid, #) t0 <.

Special encryption simulation:

6. </ can make at most one SplEnc query for (v,gid*, (1,4, 8)). Then %, responds to the
query as follows.
6.1 If (¢, B') # (¢, B), then return L.
6.2 %, uses the attribute (MFE.ct, gid*) corresponding to the function fa.e B gid") obtain
in Step 2 and computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid®), v).
6.3 % sends ct, = ABIPFE.ct, to <.
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Note 1. 98, needs to guess (¢, ) in advance successfully to answer the </’s query. Thus,
it makes a polynomial security loss of m The reduction algorithm need to guess the
value ¢, we extend the analysis to prove g-bounded EIPL-IBIPFE (adaptive) security as-
suming that the g-bounded restricted MFE security for a constant g. One more obser-
vation is that a g-bounded EIPL-IBIPFE selective security can be proven directly from

g-bounded restricted MFE security without any security loss.

Challenge ciphertext simulation:

7. of now sends the challenge message v to 98, and %8, produces the respond as follows.
7.1 9% uses the attribute (MFE.cty, gid*) obtain in Step 1 and then computes the cipher-
text ABIPFE.ct, — ABIPFE.Enc (ABIPFE.mpk, (MFE.ctg, gid"), v).
7.2 % sends ct = ABIPFE.ct, to <.

Post-challenge key-query simulation:

8. <of canrepeat key generation phase, special encryption query phase if SplEnc oracle is not
queried before.

Guess:

9. Finally, o/ submits a guess bit b’ which is then output of %8, for its own guess.

Analysis of simulation. Note that, 98; is an admissible adversary for 1-query restricted A-IND
security of MFE. It correctly simulates the normal-hiding security game for the adversary <.
Thus if «/'s advantage is non-negligible then %8, breaks the A-IND security of MFE schemes
with non-negligible advantage. m|

Lemma 18 Ifthe underlying MFE scheme is 1-bounded restricted F-IND secure, then our EIPL-
IBIPFE scheme achieves the 1-bounded index-hiding security as per Definition 14.

Proof. We prove the index-hiding security game depending on the 1-bounded restricted F-
IND security of MFE scheme. Let 8, be an F-IND adversary of the underlying MFE scheme.
On receiving (1%,1% 17,17 gid*,i*) from </, it sets the parameter k as in the MFE scheme
and take the challenge functions as f© = fi;« | o gia*), fO = fi+41,1,0,gid*)- In the following,
9, performs the following steps to simulate the index-hiding game.

Simulation of%Z(lk,f(o),f(l)) :

Public key simulation:

1. The MFE challenger creates the challenge for 98, as follows.
1.1 Generates (MFE.msk, MFE.mpk) — MFE.Setup(1*4,1%).
1.2 Choose b — {0, 1}.

1.3 Computes MFE.ct, — MFE.SK-Enc(MFE.mpk, f®).
1.4 The challenger sends (MFE.mpk, MFE.ctp) to %>.

2. 9B, samples uniformly (', ¢', ') — {i*,i* + 1} x ([k] U{L}) x {0,1} and makes a secret en-
cryption SK-Enc queryfor fj 1 g1 5iq* and receives a ciphertext MFE.ct from its challenger.

3. 9%, computes (ABIPFE.msk, ABIPFE.mpk) — ABIPFE.Setup(1%,17, 15+,
4. 9B, sends mpk = (ABIPFE.mpk, MFE.mpk) to <.
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Secret key simulation:

5. o/ can make queries {(7,id, gid, u)} with (7, gid) # (i*,gid") to KeyGen oracle.
5.1 %, sends (7,id,gid) tuple to its challenger to get MFE secret key as MFE.sk; ig giq —
MFE.KeyGen(MFE.msk, (7,id, gid)).
5.2 98, constructs the circuit 6; iq gid (-, -) and sends the ABIPFE secret key to the adversary
as ABIPFE sk, — ABIPFE.KeyGen(ABIPFE.msk, € d gid, #) to <.

Special encryption simulation:

6. < can make at most one SplEnc query for (v, gid*, (t,4, B)) with 7 € {i*,i* + 1}. Then %,
responds to the query as follows.
6.1 If (7,¢,B8) # (i’,¢', B, then return L.
6.2 9B, uses the attribute (MFE.ct, gid™) corresponding to the function fi; ;. p',gid*) obtain
in Step 2 and computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct,gid*), v).
6.3 %, sends ct, = ABIPFE.ct, to «¢.

Note 2. As %, needs to guess the correct (7,7, ) from the set {i*,i* + 1} x ([k] U {L1}) x
{0, 1} before the adversary « makes any query to SplEnc oracle. So, it makes a polynomial

. 1
security loss of 775

Challenge ciphertext simulation:

7. o/ now sends the challenge message vector v to %, and %, produces the respond as
follows.
7.1 %, uses the attribute (MFE.cty, gid*) obtain in Step 1 and then computes ABIPFE ci-
phertext as ABIPFE.ct, — ABIPFE.Enc (ABIPFE.mpk, (MFE.cty, gid™), v).
7.2 %B, sends ctg,b) = ABIPFE.ct, to <.

Post-challenge secret key simulation:

8. of canrepeat key generation phase special encryption query phase if SplEnc oracle is not
queried before.

Guess:

9. Finally, o/ submits a guess b’ which is the output of 98, for its own guess.

Note that, f©(z,id,gid) = f®(z,id, gid) for all queries (,id,gid) made by 9, in key queries.
Since (1,gid) # (i*,gid™) we have,

fO@,id,gid) = fi+ | o gia* (7,id, gid) = 0

fO,id, gid) = fi 41,1 0,gig* (7,1d, gid) :0}1 (T<i")A(gid#gid’)

fO@,id,gid) = fi+ | o gia* (7,id, gid) = 1
f(l) (T, |d, g|d) = .fl'*+].,J_,0,gid* (T, |d,g|d) = 1

Analysis of simulation. Thus 2, is an admissible adversary for 1-query restricted F-IND se-
curity of MFE scheme. If b = 0 then the challenge ciphertext corresponds to the index i* and
if b = 1 then it corresponds to the index i * + 1. Thus, 98, simulates ¢ except for a polynomial
security loss of m. Thus if «/’s advantage is non-negligible then %, breaks the F-IND se-
curity of MFE schemes with non-negligible advantage. In other words, if the advantage of «/
is non-negligible € in the index-hiding game, then %, breaks the F-IND security of MFE with

probability of 775 o

}ﬁw>iﬁAgngMﬂ
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Lemma 19 Ifthe underlying MFE scheme is 1-bounded restricted F-IND secure, then our EIPL-
IBIPFE scheme satisfies the 1-bounded upper identity-hiding security game as per Definition
16.

Proof. We prove the upper identity-hiding security depending on the 1-bounded restricted
F-IND security of the MFE scheme. Let %3 be an F-IND adversary for the underlying MFE
scheme. On receiving (1%,1%,17,17,gid*, i*, ¢*, b*) from <, it sets the parameter k as in the
MFE scheme and sets the challenge functions as {9 = fi.,) | ogia®s f" = fis p+ b+ gia*- B3
performs the following simulation as follows:

Simulation of 5 (1F, f©, f)

Public key simulation:

1. The MFE challenger creates the challenge for %83 as follows.
1.1 Generates (MFE.msk, MFE.mpk) — MFE.Setup(1%4,1%).
1.2 Choose b — {0, 1}.

1.3 Computes MFE.ct, — MFE.SK-Enc(MFE.mpk, f®)).
1.4 The challenger sends (MFE.mpk, MFE.ctp) to 93s.

2. %Bsselectsrandomly (i, ', B') — {i*,i*+1} x ([k]U{L}) x{0, 1} which makes a SK-Enc query
for fir 1 g1 gia* and receives a ciphertext MFE.ct from its challenger.

3. %5 computes (ABIPFE.msk, ABIPFE.mpk) — ABIPFE.Setup(1%,17, 15+,
4. %3 sends mpk = (ABIPFE.mpk, MFE.mpk) to «/.

Secret key simulation:

5. o/ can make queries (7,id, gid, u) to KeyGen oracle with the restriction that, if 7 = i* then
idy« = b*.
5.1 %3 sends (7,id,gid) tuple to its challenger to get MFE secret key as MFE.sk; iq gid —

MFE.KeyGen(MFE.msk,(7,id, gid)).
5.2 93 constructs the circuit € 4 giq (-, -) and sends the ABIPFE secret key as ABIPFE sk, —

ABIPFE.KeyGen (ABIPFE.msk, € iq,gid, ) to <.

Special encryption simulation:

6. «f can make at most one SplEnc query for (v,gid*, (t, ¢, )) where 7 € {i*,i* + 1}. Then %3
responds to the query as follows.
6.1 If (r,¢,p) # (i, ¢', '), then return L.
6.2 % uses the attribute (MFE.ct, gid*) corresponding to the function fire f gid* obtained
in Step 2 and computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid®), v).
6.3 %3 sends ct, = ABIPFE.ct, to «¢.

Note 3. Note that, %3 needs to guess the correct (7, ¢, ) from the set {i*,i* + 1} x ([k] U
{1}) x {0, 1} before the adversary </ makes any query to SplEnc. Hence, we have a polyno-
mial security loss of m.

Challenge ciphertext simulation:

7. of now sends the challenge message v to 983 and %3 produces the respond as follows.
7.1 %s uses the attribute (MFE.ctp,gid*) obtained in Step-1 and computes ABIPFE ci-
phertext as ABIPFE.ct, — ABIPFE.Enc (ABIPFE.mpk, (MFE.cty, gid™), v).
7.2 %3 sends ctg,b) = ABIPFE.ct, to «.
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Post-challenge secret key simulation:

8. of canrepeat key generation phase special encryption query phase if SplEnc oracle is not
queried before.

Guess:
9. Finally, «f submits a guess b’ which is then the output of %8s for its own guess.

Note that, f©(z,id,gid) = fV(7,id, gid) for all queries (,id, gid) made by %5 in the secret key
query phase should satisfy the conditions that if (7, gid) = (i*,gid*) then id,« # b*.

FOw,id gid) = fi 11,1, 060" (7,1d, gid) = 0} if (T <i") A (idg+ = %)
f(l) (T, |d,g|d) = fi*,é*,h*,gid* (T, |d,g|d) =0 /\(gld # g'd*))

fO@,id,gid) = fix 111 0gia* (T,id, gid) = 1

FO,id,gid) = fie e gigr (7, id,gid) = 1 }lf (7> 1%/ (gid = gid");

Analysis of simulation. Thus, %83 is an admissible adversary for 1-query restricted F-IND
security of MFE scheme. If b = 0 then the challenge message corresponds to (i* +1,.L1,0)
and if b = 1 then it corresponds to the index (i*,¢*, b*). Hence, %3 simulates </ except for
a polynomial security loss of m. Thus if «¢'s advantage is non-negligible then %3 breaks
the F-IND security of MFE schemes with non-negligible advantage. In other words, if the
advantage of </ is non-negligible ¢(-) in the upper identity-hiding game, then %5 breaks the

F-IND security of MFE with probability of 775 O
Lemma 20 Ifthe underlying MFE scheme is 1-bounded restricted F-IND secure, then our EIPL-
IPFE scheme achieves the 1-bounded lower identity-hiding security as per Definition 15.

Proof of above Lemma 20 is similar with the Lemma 19.

Lemma 21 Ifthe underlying ABIPFE scheme is IND-CPA secure, then our EIPL-IBIPFE scheme
achieves 1-bounded message-hiding security as per Definition 17.

Proof. We prove the message-hiding security based on the IND-CPA security of ABIPFE
scheme. Let 985 be an adversary against IN D_—C PA of ABIPFE. On receiving (1%, lk’, 1m1", i,
gid®, v pyW) from o, it sets the parameter k as the MFE scheme and simulates «f as follows.

Simulation Of@f}(lk, 1,17, 1% 1% i*,gid*, v©@ pMy:

Public key simulation:

1. %Bs receives ABIPFE.mpk from ABIPFE challenger.

2. It generates (MFE.msk, MFE.mpk) <—MFE.Setup(1’l, 1’_6).
3. Then %5 sends mpk = (ABIPFE.mpk, MFE.mpk) to <.

Secret key simulation:

4. of makes secret key queries for (,id, gid, u) to KeyGen oracle and 95 responds as follows.
4.1 Generates MFE.sk; iq siq — MEF.KeyGen(MFE.msk, (i,id, gid)).
4.2 Construct 6; g gid () using MFE sk; iq ¢ia and sends %6 iq gid (-, ) to ABIPFE challenger.
4.3 Ttreceives ABIPFE.sk, — ABIPFE.KeyGen(ABIPFE.msk, € iq gid, #) and sent it to 7.
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Special encryption simulation:

5. o/ can make at most one SplEnc query for (v,gid*, (i*,¢,y)) to which %5 responds as
follows.
5.1 Computes f;: /s, qiq* and generates MFE.ct — MFE.SK-Enc(MFE.msk, fi« ¢ 5id*)-
5.2 %s computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid), v) and sends it
to .

Challenge ciphertext simulation:

6. </ submits two challenge message vectors v®, v such that for the tuple (i,id, gid, u)
queried in Step 4 we have (u, vy = (u, vy, Bs generates the challenge ciphertext as
follows.

6.1 %5 computes the function f;: | (4 and sends the challenge attribute as MFE.ct —
MFE.Enc(MFE.msk, fi« | o4id*) (One observation is that if %5 sends the challenge at-
tribute at the beginning of the experiment then we only need a selective secure ABIPFE
scheme).

6.2 %5 sends (MFE.ct,gid™), v vy to the ABIPFE challenger and gets ABIPFE cipher-
text as ABIPFE.ct ) «— ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid*), »®).

6.3 %5 sends the challenge ciphertext as ct ) = ABIPFE.ct @ to the adversary.

Post-challenge secret key simulation:

7. o can repeat Step 4 with same restriction given in key query phase and special encryp-
tion query phase if SplEnc oracle is not queried before.

Guess:
8. Finally, «f submits a guess b’ which is then the output of %8s for its own guess.

Analysis of simulation. First, we note that the challenge attribute att = (MFE.ct, gid*) corre-
sponds to f« | g 4id*- Any secret key query of the form {%€ ig gid (-, -), u} to the ABIPFE satisfies
the following:

1, if(i=i*)A(gid=gid")

6 id.gid MFE.ct, gid*) =
i,id,gid & {0, otherwise

Thus, for each secret-key query (6 dgid(-,*), u) of the ABIPFE-adversary %5 it holds that
either € ;4 gid(att) = 0 or (u, v @y = (u,vW). Hence, the %5 is an admissible adversary of
ABIPFE. Therefore, the message-hiding security of EIPL-IBIPFE follows from Sel-IND-CPA

security of the ABIPFE scheme. O
This concludes the proof of the Theorem 8.2. O
References

ABCP15.  Michel Abdalla, Florian Bourse, Angelo De Caro, and David Pointcheval. Simple functional encryption schemes
for inner products. In IACR International Workshop on Public Key Cryptography, pages 733-751. Springer, 2015.

ABP*17.  Shweta Agrawal, Sanjay Bhattacherjee, Duong Hieu Phan, Damien Stehlé, and Shota Yamada. Efficient public
trace and revoke from standard assumptions. In Proceedings of the 2017 ACM SIGSAC Conference on Computer
and Communications Security, pages 2277-2293, 2017.

ACGU20. Michel Abdalla, Dario Catalano, Romain Gay, and Bogdan Ursu. Inner-product functional encryption with
fine-grained access control. In International Conference on the Theory and Application of Cryptology and In-
formation Security, pages 467-497. Springer, 2020.

ADML*07. Michel Abdalla, Alexander W Dent, John Malone-Lee, Gregory Neven, Duong Hieu Phan, and Nigel P Smart.
Identity-based traitor tracing. In International Workshop on Public Key Cryptography, pages 361-376. Springer,
2007.

102



AGT21.

ALS16.

BB04.

BF99.

BPO08.

BRO9.

BSWO06.

BSW11.

BV16.

BWO06.

BZ17.

CFN94.

CFNPO00.

CPPO05.

Cvw+18.

DKW21.

DPP20.

DSP19.

ENPO7.

Frel0.

FTO01.

GGH™13.

GKRW18.

GKW18.

GKW19.

GMS12.

JLS21.

KD98.

KYO02a.

Shweta Agrawal, Rishab Goyal, and Junichi Tomida. Multi-party functional encryption. In Theory of Cryptog-
raphy Conference, pages 224-255. Springer, 2021.

Shweta Agrawal, Benoit Libert, and Damien Stehlé. Fully secure functional encryption for inner products, from
standard assumptions. In Annual International Cryptology Conference, pages 333-362. Springer, 2016.

Dan Boneh and Xavier Boyen. Efficient selective-id secure identity-based encryption without random oracles.
In International conference on the theory and applications of cryptographic techniques, pages 223-238. Springer,
2004.

Dan Boneh and Matthew Franklin. An efficient public key traitor tracing scheme. In Annual International
Cryptology Conference, pages 338-353. Springer, 1999.

Olivier Billet and Duong Hieu Phan. Efficient traitor tracing from collusion secure codes. In International
Conference on Information Theoretic Security, pages 171-182. Springer, 2008.

Mihir Bellare and Thomas Ristenpart. Simulation without the artificial abort: Simplified proof and improved
concrete security for waters’ ibe scheme. In Annual International Conference on the Theory and Applications
of Cryptographic Techniques, pages 407-424. Springer, 2009.

Dan Boneh, Amit Sahai, and Brent Waters. Fully collusion resistant traitor tracing with short ciphertexts and
private keys. In Annual International Conference on the Theory and Applications of Cryptographic Techniques,
pages 573-592. Springer, 2006.

Dan Boneh, Amit Sahai, and Brent Waters. Functional encryption: Definitions and challenges. In Theory of
Cryptography Conference, pages 253-273. Springer, 2011.

Zvika Brakerski and Vinod Vaikuntanathan. Circuit-abe from lwe: unbounded attributes and semi-adaptive
security. In Annual International Cryptology Conference, pages 363-384. Springer, 2016.

Dan Boneh and Brent Waters. A fully collusion resistant broadcast, trace, and revoke system. In Proceedings of
the 13th ACM conference on Computer and communications security, pages 211-220, 2006.

Dan Boneh and Mark Zhandry. Multiparty key exchange, efficient traitor tracing, and more from indistin-
guishability obfuscation. Algorithmica, 79(4):1233-1285, 2017.

Benny Chor, Amos Fiat, and Moni Naor. Tracing traitors. In Annual International Cryptology Conference, pages
257-270. Springer, 1994.

Benny Chor, Amos Fiat, Moni Naor, and Benny Pinkas. Tracing traitors. IEEE Transactions on Information
Theory, 46(3):893-910, 2000.

Hervé Chabanne, Duong Hieu Phan, and David Pointcheval. Public traceability in traitor tracing schemes. In
Annual International Conference on the Theory and Applications of Cryptographic Techniques, pages 542-558.
Springer, 2005.

Yilei Chen, Vinod Vaikuntanathan, Brent Waters, Hoeteck Wee, and Daniel Wichs. Traitor-tracing from lwe
made simple and attribute-based. In Theory of Cryptography Conference, pages 341-369. Springer, 2018.
Pratish Datta, Ilan Komargodski, and Brent Waters. Decentralized multi-authority abe for dnfs from Iwe. In
Annual international conference on the theory and applications of cryptographic techniques, pages 177-209.
Springer, 2021.

Xuan Thanh Do, Duong Hieu Phan, and David Pointcheval. Traceable inner product functional encryption. In
Cryptographers’ Track at the RSA Conference, pages 564-585. Springer, 2020.

Edouard Dufour-Sans and David Pointcheval. Unbounded inner-product functional encryption with succinct
keys. In International Conference on Applied Cryptography and Network Security, pages 426-441. Springer,
2019.

Nelly Fazio, Antonio Nicolosi, and Duong Hieu Phan. Traitor tracing with optimal transmission rate. In Inter-
national Conference on Information Security, pages 71-88. Springer, 2007.

David Mandell Freeman. Converting pairing-based cryptosystems from composite-order groups to prime-
order groups. In Annual International Conference on the Theory and Applications of Cryptographic Techniques,
pages 44-61. Springer, 2010.

Amos Fiat and Tamir Tassa. Dynamic traitor tracing. Journal of CRYPTOLOGY, 14(3):211-223, 2001.

Sanjam Garg, Craig Gentry, Shai Halevi, Amit Sahai, and Brent Waters. Attribute-based encryption for circuits
from multilinear maps. In Annual Cryptology Conference, pages 479-499. Springer, 2013.

Rishab Goyal, Venkata Koppula, Andrew Russell, and Brent Waters. Risky traitor tracing and new differential
privacy negative results. In Annual International Cryptology Conference, pages 467-497. Springer, 2018.
Rishab Goyal, Venkata Koppula, and Brent Waters. Collusion resistant traitor tracing from learning with errors.
In Proceedings of the 50th Annual ACM SIGACT Symposium on Theory of Computing, pages 660-670, 2018.
Rishab Goyal, Venkata Koppula, and Brent Waters. New approaches to traitor tracing with embedded identities.
In Theory of Cryptography Conference, pages 149-179. Springer, 2019.

Fuchun Guo, Yi Mu, and Willy Susilo. Identity-based traitor tracing with short private key and short ciphertext.
In European Symposium on Research in Computer Security, pages 609-626. Springer, 2012.

Aayush Jain, Huijia Lin, and Amit Sahai. Indistinguishability obfuscation from well-founded assumptions. In
Proceedings of the 53rd Annual ACM SIGACT Symposium on Theory of Computing, pages 60-73, 2021.

Kaoru Kurosawa and Yvo Desmedt. Optimum traitor tracing and asymmetric schemes. In International Con-
ference on the Theory and Applications of Cryptographic Techniques, pages 145-157. Springer, 1998.

Aggelos Kiayias and Moti Yung. Traitor tracing with constant transmission rate. In International Conference on
the Theory and Applications of Cryptographic Techniques, pages 450-465. Springer, 2002.

103



KYO02b.

LIW21.

LPSS17.

LV16.

NWZ16.

PD21.

PSNTO06.

PT11.

SSWO1.

SW98.

TTO1.

Wat05.

Zha2l.

Kaoru Kurosawa and Takuya Yoshida. Linear code implies public-key traitor tracing. In International Workshop
on Public Key Cryptography, pages 172-187. Springer, 2002.

Qiqi Lai, Feng-Hao Liu, and Zhedong Wang. New lattice two-stage sampling technique and its applications
to functional encryption-stronger security and smaller ciphertexts. In Annual International Conference on the
Theory and Applications of Cryptographic Techniques, pages 498-527. Springer, 2021.

San Ling, Duong Hieu Phan, Damien Stehlé, and Ron Steinfeld. Hardness of k-lwe and applications in traitor
tracing. Algorithmica, 79(4):1318-1352, 2017.

Huijia Lin and Vinod Vaikuntanathan. Indistinguishability obfuscation from ddh-like assumptions on
constant-degree graded encodings. In 2016 IEEE 57th Annual Symposium on Foundations of Computer Sci-
ence (FOCS), pages 11-20. IEEE, 2016.

Ryo Nishimaki, Daniel Wichs, and Mark Zhandry. Anonymous traitor tracing: how to embed arbitrary informa-
tion in a key. In Annual International Conference on the Theory and Applications of Cryptographic Techniques,
pages 388-419. Springer, 2016.

Tapas Pal and Ratna Dutta. Attribute-based access control for inner product functional encryption from Iwe.
In International Conference on Cryptology and Information Security in Latin America, pages 127-148. Springer,
2021.

Duong Hieu Phan, Reihaneh Safavi-Naini, and Dongvu Tonien. Generic construction of hybrid public key
traitor tracing with full-public-traceability. In International Colloquium on Automata, Languages, and Pro-
gramming, pages 264-275. Springer, 2006.

Duong Hieu Phan and Viet Cuong Trinh. Identity-based trace and revoke schemes. In International Conference
on Provable Security, pages 204-221. Springer, 2011.

Jessica N Staddon, Douglas R Stinson, and Ruizhong Wei. Combinatorial properties of frameproof and trace-
ability codes. IEEE transactions on information theory, 47(3):1042-1049, 2001.

Douglas R Stinson and Ruizhong Wei. Combinatorial properties and constructions of traceability schemes and
frameproof codes. SIAM Journal on Discrete Mathematics, 11(1):41-53, 1998.

Wen-Guey Tzeng and Zhi-Jia Tzeng. A public-key traitor tracing scheme with revocation using dynamic shares.
In International Workshop on Public Key Cryptography, pages 207-224. Springer, 2001.

Brent Waters. Efficient identity-based encryption without random oracles. In Annual International Conference
on the Theory and Applications of Cryptographic Techniques, pages 114-127. Springer, 2005.

Mark Zhandry. White box traitor tracing. In Annual International Cryptology Conference, pages 303-333.
Springer, 2021.

A Security Analysis of Tracing

In this section, we present the security analysis of tracing of Theorem 4.

Proof. Correctness of Tracing. Next, we show that the false trace probability is bounded by
a negligible function, and the correct trace probability is close to the probability of «/ out-
putting an e-successful decoding box for some non-negligible €(-). This proof technique is
inspired from the Goyal et al. [GKW19] tracing mechanism.

Let us consider the following notations for the further proof of this Theorem. Given any
pirate decoder box 2 and messages v'%, vV for all i € [n + 1], ¢ € [k], suppose

pﬁml =Pr|9(ct,m)=b:

ct, @ — EIPL-IPFE.SplEnc(key, gid, v, (i, L, 0)),
p?L =Pr|2(ct,m)=b: *
b—{0,1}

ct, & — EIPL-IPFE.SplEnc(key, gid, v¥, (i, ¢,0)),
p?é =Pr|D(ct,w)=b: °
b —1{0,1}

ct,w < EIPL-IPFE.Enc(mpk, gid, v®),

b—1{0,1}

The above probabilities are computed depending on the randomness used in the special en-

cryption.
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False Trace Probability. Now we will prove that probability of the false tracing by the Trace
algorithm is negligible. Now, we prove the following Lemma.

Lemma 22 [f the scheme EIPL-IBIPFE is a 1-query secure as per Definitions 13 to 17, then
for every PPT adversary &/, polynomial q(-) and non-negligible function €(-), there exists a
negligible function negl(-) such that for all A € N satisfyinge(1) > 1/q(A),

Pr-Fal-Trg ¢ (1) < negl(A)
, where Pr-Fal-Try ¢ () is defined in Definition 12.

Proof. Let S < [n] x{0,1}*x {0, 1}¥ x & be the set of query tuples by the adversary « for secret
keys and Sj,4ex be the set of indices queried by the adversary «f for secret keys, and let 2 be
the decoder box output by /.

For i € [n],¢ € [k] and gid = gid*, we define events

2. .9 P
Aj -Pi,L_Pi+1,¢>€/8”

2 LD D
BYy i PiL—Dig>e€l16n

2 D )
Cl',é,upr . pi,[ - pi_;_LJ_ > 6/16]’1
. 9
Diff-Adv™ v A? v B?[ Iwr V C?f upr
i€[nN\Sindex ~ (id)eS,Ce(k] s.t.idp=1 77" (i,id)eS, le[k] s.t.idp=0 '

For simplicity of notations, we will drop dependence on decoder 2 whenever clear from
context. Next, note that the probability of the event false trace can be rewritten (using union
bound) as follows by conditioning on the events defined above

Pr[Fal-Tr] < Pr[Fal-Tr|Diff-Adv] + )_ Prli ¢ Singex A Aj]

ie[n]

(B g wr Aidg = 1)
+ Y Prl3de{o,}¥st G idesa|
(i,0)eln]x [k] V(Cigupr Aidp = 0)

Now, we will show that each term is bounded by a negligible function.

Claim 10. For every PPT adversary «f, there exists a negligible function negl, (-) such that for
all A € N, Pr[Fal-Tr|Diff-Adv] < negl, (1).

Proof. Here we give a high level sketch of proof. The proof follows from Chernoff bounds
and similar to Lemma 4.4 of [GKW18], and Lemma 5.3 of [GKRW18]. Note that the tracing
algorithm outputs a user identity which was not allowed to key query by the adversary iff the
event Fal-Tr occurs. Recall that the tracing algorithm first trace the key indices of the cor-
rupted keys then trace the corresponding identities. There are two sources of error in incor-
rect tracing. First, during step one of tracing the algorithm might incorrectly include some
index i ¢ Sj dex in the traitor’s index-set Tindex 1 the second phase of the tracing procedure,
it may happen that this outputs a non-corrupt identity id for some index i € Sjnqex, that is for
some i € Sindex the ID-Trace algorithm traces the id incorrectly at least one bit position. By us-
ing the union bound, we can represent it as follows: (recall that T and T""®* are introduced
in the description of Trace algorithm)

Pr[Fal-Tr|Diff-Adv] < Z Pr[Fal-TrAi ¢ Sindex A @p,q:(i,p,q) € Ti"dex) | Diff-Adv]

ie[n]

+ Y Pr[Fal-Tra3id,id: (id,id) € SAid € T Aid, # id/|Diff-Advl.
(i,Deln]x (k]
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In the above inequality, the first term on the right side bounds the type 1 error (i.e., faulty
step one tracing) and the second term bounds the type 2 error (i.e., faulty step two tracing).
Now we explictly discuss about the first term. Note that, if event

Diff-Adv occurs = Vi ¢ Sipngex, A; occurred
This, it must hold that for every i € [n]
Prli ¢ Sindex A 3P, q : (i, p, @) € ™) |Diff-Adv] < 270,

Using Chernoff bound we can argue that A; provides that p; | — pi+1,1 <€/8n and event
@p, q: (i, p, q) € T4 suggest that p; | — pi41,1 >€/4n where p denotes the corresponding
estimate computed by the tracing algorithm.

We now concentrate the second term. For a fixed index-position pair (i, ¢) corresponding
a particular event where the ID-Trace algorithm outputs identity of a traitor id,(# id). Here,
the adversary can able to query for the secret keys associated to the index-position pair (i, id).
Note that, in each index position & is allowed to ask secret only one at a time. Therefore, by
conditioning on the event Diff-Adv we get that for every (,id) € S, ¢ € [k], event Diff-Adv; ¢ x
always occurs where X = lwr ifidy = 1 else X = upr.

Therefore, for all (i,id) € S, ¢ € [k] the following probability always satisfy:

Pr(3id,id: (id,id) € SAid € T Aidy # id/|Diff-Adv] < 2700,

If we assume that (i,id,¢) and let id;, = 1. From the Chernoff bound the above inequality
holds as since we know that event B; occurs thus we have Pi, 1L — Pi,¢ < €/16n and the event
id e T Aid, = 0 suggests that pi, 1L — Pi,¢ > €/8n. Therefore, combining all the above inclusion
we get that

Pr[Fal-Tr|Diff-Adv] < n-27%W 1 p. k. 270D = negl, (1)

O
Claim 11. If our EIPL-IBIPFE is a 1-query index hiding secure as per Definition 14, then for

every PPT adversary «, polynomial g(-) and non-negligible function e(-), there exists a neg-
ligible function negl, (-) such that for all A € N satisfying e(1) > 1/g(A) and i € [n],

Pr[i ¢ Sindex A Diff-Adv;] < negl, (1),
where 7 is the index bound chosen, and Sj,4ex is the set of indices queried by <.

Proof. The proof of this claim follows from the Lemma 4.5 of [GKW18] and Lemma 5.4 of
[GKRW18]. ]

Claim 12. 1f our EIPL-IBIPFE scheme is a 1-query lower and upper identity hiding secure
as per Definitions 15 and 16, then for every PPT adversary «/, polynomial ¢g(-) and non-
negligible function €e(-), there exists a negligible function negl;(-) such that for all A € A" sat-
isfyinge(A) > 1/g(A) and i € [n], € € [k],

) ‘ . (BiAidp=1)V
Pr{3id€{0,1}" s.t. (i,id) € SA < negl; (7).
(C; Aid; = 0)

where 7 is the index bound chosen, and S is the set of all queried tuple by «/ in of the form
(i.id,gid, u).
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Proof. Suppose there exists a PPT adversary <, polynomial g(-) and non-negligible function
€(+), 6(-) such that for all A € N satisfying €(1) > 1/g(A) and i’ € [n], ¢’ € [k],

(Bjr pr W Aid r=1)V
Prldide 0 1k st Gidye Sa | Y >5(A).
(Ci’,é’,upr/\id[’ =0)

Then we can use &« to build a PPT reduction algorithm 28 that breaks the upper/lower iden-
tity hiding security property of EIPL-IPFE. The reduction algorithm 28 first receives the chal-
lenge group identity gid* with the challenge message vector pair v@, v from the adver-
sary and forwards it to EIPL-IBIPFE challenger. Then it gets 1”,1* from the adversary. It
chooses a index i — [n], position ¢ € [k], and bit b € {0,1}, and sends the challenge index-
position-bit tuple (i, #,0) and (1", 1%, lk,, 1) to the EIPL-IBIPFE challenger. It then receives
the EIPL-IBIPFE public key pk from the challenger, which it sends to </ (the reduction al-
gorithm randomly guess (i’,¢') as well as b’ = 0 it interacts with EIPL-IBIPFE challenger,
otherwise if b = 1 it interacts with EIPL-IBIPFE upper identity-hiding game). Then </ makes
secret key queries for the tuple (j,id,gid, w), if j = i*, id, = b* and gid = gid™, then % aborts
and sends a random bit as guess bit to the EIPL-IBIPFE challenger. Else, on key query for
(j,id,gid, u) from <, the reduction algorithm 28 forwards (j,id,gid, u) to the EIPL-IBIPFE
challenger, if gid = gid*, EIPL-IBIPFE’s challenger generates his response and sends it to
9B then it forwards the challengers response to the adversary. After all key queries, the ad-
versary outputs a decoding box 9,, to 4 and then 28 chooses two random bits «, . Then,
2 sends message v'¥ as its challenge message, and receives challenge ciphertext ct* from
EIPL-IBIPFE challenger. It also queries the EIPL-IBIPFE challenger for a special-encryption
of v'¥ to the index-position-value tuple (i,#,0) if 8 = 0, else for (i + b, L,0). Let ct be the
challenger’s response. Finally, 28 runs decoder box 2, on ct and ct* independently, and if
Dyu(ct) = ct*, it outputs b’ = B, else it outputs b’ = 1 — f as it guess. Since in the upper iden-
tity/lower identity-hiding security 28 is an admissible adversary, in other words if b = 0 then
lower identity-hiding else it achieves upper identity-hiding security respectively. As 98 does
not query for the secret key corresponding to the tuple (j,id, gid, #) such that id, = b. Also,
28 can make only one query to the special encryption oracle to the index-position-bit tuple
(i,¢,0) and (i + b, L,0). Therefore, from the Lemma 4.1 and 4.5 of [GKW18] and Lemma 5.4
of [GKRW18], we compute the advantage of the reduction algorithm is at least ﬁ . (ﬁ)z.

Thus the claim follows. O
Therefore, it follows that the probability of the false trace is at most negl(1) + - negl, (1) +
nk-negl(A). m|

Correct trace probability. In the following, we show that if the adversary outputs a good
decoder, then the tracing algorithm outputs a non-empty set T with negligible probability.
The correctness of the tracing follows from the Lemma 22. We provide a formal reduction for
the correct trace in the following.

Lemma 23 If our EIPL-IBIPFE is 1-query secure as per Definitions 13 to 17. Then for every
PPT adversary </, polynomial q(-), there exist a negligible function negl such that A € N,e(1) >
1/q(A) such that

Pr-Cor-Trg ¢ (1) = Pr-G-Dy (1) — negl(A)

where Pr-Cor-Try ((-) and Pr-G-D o (1) are defined in Definition 12.

Proof. First we analysis that teh tracing algorithm outputs a non-empty index set T. As it is
known that if the event Good-Decoder occurs occurs then p'?r () = 1/2 + ¢ for some non-

negligible function €(-). Let Sjpdex S with p?L - p%LL.l/Z + A. From Claim 10, for all i € Sj,,qey
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we have 1
€
Pr(py) — i, < 1n) = 20w [using Chemnoff bound] P

where p represents the corresponding estimate evaluated by tracing algorithm. From the
message-hiding and normal-hiding security, we have

fort =1, p?yj_sll2+neg|2()t), pzml—p?fj_sneglg(/l).

Recall that in the message hiding security game, all key queries for the tuple (t.id,gid", u)
must satisfy the fact that (u, vy = (u, vV for all T = i. For some negligible functions negl,,
negls. Therefore, we can write

p? L —p? | =e—negly(1) —negls(A) > €/2

Therefore, Sihgex # ¢ Whenever the event Good-Decoder occurs. So from the above Equation
31, it can be concluded that whenever Good-Decoder occurs then

T 2 by A Y (i, p,q) € T p— g >e/4n]

Therefore, for every (i, p, g) tuple, from ID-Trace algorithm it outputs some identity id. Since
for all ¢ € [k], either p?g > (p + q)/2 then the algorithm put id, = 1 otherwise, it outputs

idy = 0. Therefore, Tindex #¢ = T # ¢. Hence, it follows that
Pr[T # ¢l = (1 - n-negl; (1)) -Pr-G-Dy (1) = Pr-G-Dy ¢ (1) — negl(A).
From Lemma 22, we conclude that
Pr-Cor-Try ¢ (1) = Pr-G-D ¢ (1) — negl(A)

This conclude the proof.
The concludes the proof of EI-TIBIPFE security Theorem 2 follows. m]

O

B IBIPFE from DBDH

In this section, we present our construction of IBIPFE from the DBDH assumption. Techni-

cally, we extend the framework of Water’s IBE [Wat05] and add inner product functionality

into it for building our IBIPFE. It consists of four PPT algorithms IBIPFE = (Setup, KeyGen, Enc, Dec)
and details about these algorithms are given below.

Setup(lﬂ, 1™, 1"’) — (msk, mpk): On input the security parameter A, a vector length m
and identity space parameter k', the trusted authority generates a master secret key msk and
a master public key mpk. The algorithm performs as follows:

— Consider a bilinear group BG — CgBG.Gen(l/l) where BG = (p, g,G,Gr, e(;,+)) and G is a prime

order group with order p.

Chooses a random generator g € G and a random group element g, from the group G.
Sets g1,; = g% and g,; = gZ“ " for all i € [m], where a;’s are the random exponents chosen

from the field Z,,.

Additionally, the authority chooses a random group element u' € G and a random k'-

length vector u = (u;) € GX whose elements are chosen at random from G.

Sets the master public key mpk = ({glyi};’i 82 u',u, g) and the master secret key msk =

({g2,172,)-
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KeyGen(msk,gid, y) — sk,: The trusted authority takes the master secret key msk, a vector
¥ € Z™ and an identity gid € .#9 as input and outputs a secret key sk, corresponding to the
vector y and identity gid. This algorithm performs as follows:

- Let gid be an k’-bit string representing an identity, where gid; denotes the i-th bit of gid
and 7 < {1,2,...,k'} be set of all i for which gid; = 1. We consider an identity encoding
function H: #9 — G be defined as H(gid) = u'[] ;e u; for gid € #2 where .#9 be the set
of identities.

- Chooses r < Z,,.

— Outputs the secret key sk, = (d1, d») where d; = géa’wH(gid)’, d,=g"

Enc(mpk,gid’, x) — ct,: On input as master public key mpk, a message vector x € Z™. an

identity gid', the encryption algorithm executes the following steps:

- Choose arandom value ¢ from Z,,.

— Outputs the ciphertext cty as

cty = (C1 =e(g, gz)a“'x, C, = gt, Cs = H(gid) t)

Dec(sky,cty) — L or (x,y): The decryptor uses his secret key sk,, to decrypt the ciphertext
cty and outputs a decrypted value { or a symbol L indicating failure. Decryptor computes
e(dy, C3)

(=/(Cy,y)- —e(dl,Cg)

Correctness. If gid = gid’, then correctness holds as follows:

e(ds, C3)
e(dy, Cy)
(@t+x,y) e(g", H(gid)")
e(g "V H(gid)", g")
e(g,H(gid)"’
e(go, g)H @Y e(H(gid), g)"*

(=(CLy)-

=e(g,8)

= e(g,82)" " -e(g, g™ -

= e(g, g2)™Y

B.1 Security Analysis

In this subsection, we discuss the selective security of our IBIPFE scheme in the standard
model.

Theorem 11 If the plain DBDH assumption 2 holds over the bilinear group BG, then our
IBIPFE scheme is selective secure as per the Definition 2.

Proof. Suppose </ be a PPT adversary against the selective security of our IBIPFE scheme.
We construct an algorithm 28 for breaking the DBDH assumption that uses «f as a subrou-
tine. To prove Theorem 11, we consider two games. The first game is the same as the original
selective security game of IBIPFE as per Definition 2. In the next game, we change the dis-
tribution of the master public key, secret keys, and the challenge ciphertext where we first
sample a random vector & and set & = F' &. The matrix F is a full rank matrix chosen such
that F(x© — xW) = (1,0,---,0) T where x@,x are the challenge message vectors submitted
by the . Assuming DBDH holds in the bilinear group BG, we show that the adversary has a
negligible advantage in distinguishing between the challenge ciphertexts.
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Game 0: This game is exactly same as selective security of IBIPFE.

Game 1: The game is same as the previous game except for each identity, the challenger

samples the master secret key msk as follows:

(a) Samples uniformly random vector & = (&, a2, -+, a,,) for each a; € Z.

(b) Samples a full rank matrix F € Z/"*™ satisfying the relation F(x® - x) = (1,0,---,0)"
where x©, x!) are the challenge message vectors of length m.

(c) Sets a = F' & instead of sampling uniformly random as in the Game 0.

In adversary’s view, the master public key mpk, secret key sk, is associated to a vector y with

an identity gid and the challenge ciphertext ct s < Enc(mpk, gid*, x®) are simulated as fol-

lows:

Public key: mpk = gFT‘i.
Secret key: For secret key query corresponding to the identity gid and predicate vector y,
we consider ¥ < {1,---, k'} be the set of all i for which gid; = 1. Then, the secret key sky =

(gé&,FJOH(gld)r, gr)
Challenge ciphertext: For challenge identity gid*, let 7* < {1,---, k’} be the set of all i for
which gid} = 1.

(1) _ 4.(0) (0)
Cl — e(g’ gz)at+b(x x)+x Cg — gt
= e(g, g)" @b C3 = H(gid")'

Since, Fe ZZ“ " is an orthogonal matrix, then the following two distributions are identical.
lw:a—2Z}=F a:a—2)

Therefore, the advantage of any PPT adversary « in distinguishing between Game 0 and
Game 1 is negligible in the security parameter A.

Without loss of generality, we assume that the adversary makes maximum Q number
of secret keys queries and the challenge identity gid*. In this case, the simulator chooses a
random integer k — [k'] and sets an integer s = 10Q. Then, it chooses a random k’-length
vector z = (z;) — Zfl and a value z' — Z;. Additionally, simulator also chooses a random
value w' — 7 p and arandom k’-length vector w = (w;) — Z’;,,. All these values are kept secret
to the simulator.

Letus consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} =1.
Let V™ ={iy, iy,..., ix}. Now, we choose the z; values from z corresponding to the collection of
indices 7*. Sets }_;cy+ zi = ks— z' for uniformly chosen ke [k']. Now, we define the function

K(gid) as
0, ifz+Y;ey2i=0 mods

K(gid) =
Eid) {1, elsewhere

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gidA (#
gid®) it becomes non-zero. Additionally, we set another two functions as F(gid) = p — sk +

7'+ Y iey zi and J(gid) = w' + Y ;cy w;. The simulator assigns the public parameters u’ =

gf ksra -g”” and u; = g,' - g". From the adversarial perspective, the distribution of the pub-

lic parameters is identical to the real construction.

Now, we construct a PPT adversary 28 that breaks the DBDH assumption 2 with non-
negligible advantage.

We construct a PPT reduction 98 which breaks the DBDH assumption 2 with non-negligible
advantage. The reduction algorithm 28 first receives the DBDH challenge from the chal-
lenger as (BG, g“,gb,gc,e(g, g)") where BG = (q, g, 82,6, Gr,e(:,-) is a group description,
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a,b,c — Z, are random integers and the element e(g, g)* € Gr is either e(g, 2)¢ or a ran-
dom group element from the target group Gr. In the following, we discuss about the simula-
tion of the master public key, queried secret keys and the challenge ciphertext. The algorithm
9B works as follows:

Public key simulation: The adversary 9 implicitly sets the following vectors of length m

as a=(a,a,...,a,),b=bb,...,b),c=(cc,...,C)
where it randomly samples ay, ..., a;, — Z4. Let us consider the notation #® v by component

wise multiplication of the vectors # and v. In this case, the notation aob = (ab, axb, ..., anmb) =
ba. To generated the public key, 28 implicitly set @ = a and returns the master public key as
T
mpk = (g" %, g2 = g" v/, g]
where the exponent g is computed as follows:
g*=(g%g"%,...g" =g
Note that, ay, ..., a,, are distributed uniformly over Z ; and hence the public key components
are properly simulated by using the DBDH instances.

a

Challenge ciphertext simulation. To generate the challenge ciphertext, 4 chooses the ran-
dom exponent ¢ — Z, and implicitly sets ¢ = . We now show that how does 98 simulate the
challenge ciphertext by using the DBDH instances.

Cl — e(g, g)FTbc(a,ag ..... am) . e(g, g)FT(—bbe1+be<0)) C2 — gt — gc
=e(g, gz)FT(c(a,az,...,am)—be1+Fx(°)) Cs = gc](gid*) — H(gid*)c
— e(g’ gz)FT(c(a,ag ..... am)—be1+Fx(O))
= el(g, gz)FT(&t—beﬁFx(O))

Secret key simulation. 98 answers the secret key sk, associated to an identity gid and a pred-
icate vector y as described below.

We consider two different cases based on queried identity gid. For an identity gid, con-
sider 7 < {1,..., k'} be the set of all i for which gid; = 1.

Case 1: If gid # gid*, %8 simulates the secret key as follows:

By using the technique of Boneh and Boyen [BB04] and Waters IBE [Wat05] scheme, 28
randomly chooses r < Z,, then it simulates the secret key sk, = (d, d,) associated to an
identity gid and a vector u as

d; = g—%-(a,Fy)(u/ H u;)"
i€V
F(gid) ](gld)) Satn (gF(gld) J(gid)yr

F(gid) ](g|d)) FT;Q')

_ géa JEy) (g

(a,Fy)
=8 (&,
(a,Fy)

= gza Fy)H(g|d) Flgid)
dy = grg—<(a,a;_»,...,am),Fy)m
= gr—(a,Fy) F(glid)
=8

r=(@Fy) i

We implicitly set r’ = r — (&,Fy)@. So, from the construction of K function, we can con-
clude that K(gid) # 0 for any key query corresponding to the identity gid. This implies that

111



the function F(gid) # 0 mod N for a particular identity (as p > sn for any reasonable values
of p, n and s). To prove the above conclusion, we need the following Lemma 24.

Case 2: If gid = gid", in this case, 28 responds the secret key sk, as follows:

dy = gbu(gi(gid ) gl(gid)*)r

— g<a®b,Fy> (gg(gid*)g](gid*))r

— g(b(a,az ..... am),Fy) (gg(gid*)g](gid*))r
_ gé(a,az ..... am),Fy) (g;:(gid*)gl(gid*))r
_ gé(a,az ..... am),Fy) (gg(gid*)gl(gid*))r
_ géavo (gg(gid*)gl(gid*))r

_ gé&,Fy)H(gid*)r

dzzgr

where the second equality follows from the fact that (a ® b,Fy) = by and p € Z 4 is known to
the challenger 8. From the formation of F, we have the relation F(x® — xV) = (1,0,...,0)" =
e;. Since in this case, gid = gid™ so, the queried secret key vector y should satisfy the re-
lation (x® —xW y) = 0. Therefore, we have (e;,Fy) = 0 which implies that ((a© b),Fy) =
((ab,azxb,...,a,b),Fy) = buforany uez,.

Guess. If of guesses the challenge bit b — {0, 1} correctly then 28 returns 1 otherwise it out-
puts 0. We consider w = bc(a, a, ..., an) = (1,bcay, ..., bcan,) where e(g, g)* is the challenge
element. If 7 = abc, then all the secret keys and challenge ciphertext are properly distributed.
In particular, the challenge ciphertext is an encryption of the message vector x). Therefore,
in this case, «f outputs b’ = b with advantages % +negl(1) where negl(A) is the advantage of </
in the selective security game of the IBIPFE. Otherwise, if 7 is randomly generated from Z,,
then the challenge ciphertext component C; uniform element from the target group Gr. So,
&/ can not get any informations about the challenge bit b from this component. So, «/ wins
the game with the probability % Hence, from the hardness of DBDH assumption, it can con-
clude that o/ has a non-negligible advantages against the proposed |IBIPFE scheme achieves
the selective security. This completes the proof.

Lemma 24 For any Q-secret key query corresponding to the identities gidV,gid®, ..., gid@

to the key generation oracle, the probabilities of Kgid?) = 1 with 2 + ¥ ;ey+ zi = ks is non-
negligible for all ¢.

Proof. For any set of Q-queries corresponding to the identities gid, gid®, ..., gid @ and the
challenge identity gid*, we compute the following probability.

Pr

Q ~
A\ Kgid) =11+ ¥ zi):ks]
/=1 ieVv*

Q
N\ K(gid?) = 1|K(gid*) = 0)
/=1

:(1—Pr

=Pr

Q
V K(gid¥) = 0)|K(gid*) = 0)
/=1

|
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Q
> (1 -y pr [(K(gid(’)) =0)K(gid*) = 0)])
/=1

~(1-% =09

N

We can optimize the last equation by setting s = 10Q (as we did in the simulation), where Q
is the maximum number of queries. This above result shows that for all queried identities in

the key generation oracle except the challenge identity gid, the K values should be equals to
1 with overwhelming probability.
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