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Abstract.

We present the first fully collusion resistant traitor tracing (T T) scheme for identity-based inner product func-
tional encryption (IBIPFE) that directly traces user identities through an efficient tracing procedure. We name
such a scheme as embedded identity traceable IBIPFE (EI-TIBIPFE), where secret keys and ciphertexts are com-
puted for vectors u and v respectively. Additionally, each secret key is associated with a user identification infor-
mation tuple (Z,id, gid) that specifies user index i, user identity id and an identity gid of a group to which the user
belongs. The ciphertexts are generated under a group identity gid’ so that decryption recovers the inner product
between the vectors u and v if the user is a member of the group gid’, i.e., gid = gid’. Suppose some users linked
to a particular group team up and create a pirate decoder that is capable of decrypting the content of the group,
then the tracing algorithm extracts at least one id from the team given black-box access to the decoder.

In prior works, such TT schemes are built for usual public key encryptions. The only existing TIPFE scheme
proposed by Do, Phan, and Pointcheval [CT-RSA’20] can trace user indices but not the actual identities. Moreover,
their scheme achieves selective security and private traceability, meaning that it is only the trusted authority that
is able to trace user indices. In this work, we present the following TT schemes with varying parameters and levels
of security:

(1) We generically construct EI-TIBIPFE assuming the existence of IBIPFE. The scheme preserves the security
level of the underlying IBIPFE.

(2) We build an adaptively secure EI-TIPFE scheme from bilinear maps. Note that EI-TIPFE is a particular case
of EI-TIBIPFE, which does not consider group identities.

(3) Next, we construct a selectively secure EI-TIBIPFE from bilinear maps. As an intermediate step, we design
the first IBIPFE scheme based on a target group assumption in the standard model.

(4) Finally, we provide a generic construction of selectively secure EI-TIBIPFE from lattices, namely under the
standard Learning With Errors assumption.

Our pairing-based schemes support public traceability and the ciphertext size grows with /71, whereas in the

IBIPFE and lattice-based ones, it grows linearly with n. The main technical difficulty is designing such an ad-

vanced TT scheme for an IBIPFE that is beyond IPFE and more suitable for real-life applications.

Keywords: embedded identity, traitor tracing, inner product functional encryption, identity-based inner product
functional encryption
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1 Introduction

A traditional traitor tracing (TT) [CFN94] scheme is a multi-receiver system that helps to
detect a malicious user that deceives the broadcasters by creating a pirate decryption box.
More specifically, contents are encrypted under a public key mpk and each authorized user
indexed with j is given a sophisticated secret key sk to recover the contents. Consider a sce-
nario where a collection of dishonest users, called traitors, embeds their secret keys into a
pirate decoder which decrypts the ciphertext for unauthorized users, thereby causing a sig-
nificant loss to the content providers. To prevent such impermissible theft, there is a tracing
algorithm that uses a dedicated tracing key key to identify the traitors in the system. The trac-
ing algorithm is called public or private, depending on whether the key is available publicly
or kept secret.

In literature, TT schemes are mainly explored in the context of usual public key encryp-
tion (PKE) [CFN94,BF99,SW98,KD98,CFNP00,FT01,SSW01,CPP05,BF99,TT01,KY02a,KY02b,
FNP07,BP08,BZ17,L.PSS17, ABP" 17] or identity-based encryption (IBE) [ADML*07, GMS12,
PT11]. Recently, Do, Phan and Pointcheval [DPP20] bring this feature of traceability into
the setting of a more fine-grained encryption mechanism called functional encryption (FE)
[BSW11]. In particular, they define and construct a traceable inner product functional en-
cryption (TIPFE) scheme where secret keys are generated for tuples (j, #) representing user
indices and vectors. The ciphertexts are computed for some vectors v in such a manner that
the decryption reveals nothing about the message v except the inner product (u, v). Suppose
many secret keys sk; , for a fixed vector u are provided to different users having distinct in-
dices. It may happen that some of these users create a pirate decoder embedding their own
secret keys in order to sell it for personal interests. Therefore, anyone from outside can learn
the inner product using the pirate decoder. The tracing algorithm of TIPFE is employed to
identify such dishonest users in the system.

Following the usual tracing procedures [BSW06,BF99], Do et al. [DPP20] design their trac-
ing algorithm to find out a set Tindex containing the traitor’s indices associated with the se-
cret keys of IPFE. In order to find the actual traitors, the indices in 7™ are mapped back
to the identities of traitors. Thus, the central authority must maintain a map or a look-up ta-
ble to discover the identities linked to the indices of T™4¢%, Additionally, the key generation
process of [DPP20] encodes the identities as codewords or vectors (having the same length
as the IPFE vectors), and the tracing algorithm needs to access the list of these codewords.
This makes the key generation inherently stateful, which not only dilutes the whole purpose
of tracing but is inconvenient for many practical scenarios. Further, a TIPFE like [DPP20]
which supports private tracing is more restrictive since only the central authority can find
out the traitors’ identities. On the other hand, even if the map is made publicly available,
then users’ anonymity would be fully compromised.

Nishimaki, Wichs and Zhandry [NWZ16] address this issue by constructinga T T scheme
that publicly traces users’ identities from a decoder box. However, their TT scheme is built
upon an adaptively-secure collusion resistant public key FE scheme for general circuits with
compact ciphertexts. All known constructions of such FE schemes depend on the existence
of either multilinear maps [GGH " 13] or indistinguishability obfuscation (10) [?]. Although IO
has been built from well-founded assumptions [JLS21] through a long sequence of works, the
construction is highly complex and relies on various cryptographic tools. Nevertheless, it has
not yet reached the arena of implementable primitives. To avoid the route of full-fledge FE or
|0, Goyal, Koppula, and Waters [GKW19] developed new and more efficient public/private
fully collusion resistant traitor tracing schemes from standard assumptions based on paring
and lattices. However, these TT schemes can trace users’ identities only in plain PKEs. The
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existing TIPFE of [DPP20] is proven secure in the selective indistinguishability model and
achieves private tracing (that can trace only user indices) under the decisional bilinear Diffie-
Hellman (DBDH) assumption.

We further investigate more realistic applications of TIPFE. In the current structure of
TIPFE, the ciphertexts do not contain any information about the source of the message. As
a result, the sender can not be recognized during decryption, although it is an essential and
desirable feature for any PKE scheme. If many broadcasters (or data suppliers) encrypt their
individual data using the same TIPFE scheme then users having secret keys from one broad-
caster can decrypt the content of others. Further, in the context of tracing, this means the
tracing must be run across all the users’ identities even when the decoder is created to cheat
a specific broadcaster. A naive way to resolve this problem is to sample individual TIPFE sys-
tem for each of these broadcasters. However, this requires maintaining a huge database for
storing parameters of all the TIPFE systems, and complications may arise in managing cer-
tificates. Such shortcomings of TIPFE can be surpassed by introducing identities assigned to
the broadcasters and enabling them to encrypt contents under their own individual identi-
ties. A secret key is now associated with an additional broadcaster’s identity, which restricts
the user to decrypt only the contents of that broadcaster. This is motivated by the notion of
an identity-based TT (IB-TT) scheme [ADML*07].

To see how capable is a TIPFE having ciphertexts encrypted under sender’s identities

in solving various cryptographic problems, we consider a specific application scenario as
follows. Suppose the central Department of Health (DOH) of a country authorizes certain
labs to perform a clinical trail of any drug in order to create a medicine as early as possi-
ble. Each lab (playing the role of a broadcaster) encrypts the clinical data of their manu-
factured medicine under their lab-id and scientists from different labs receive secret keys
directly from DOH to compute on the encrypted data and learn important characteristics of
the medicine produced by their own labs. Such statistical analysis or findings should be kept
secret within a lab until the medicine is approved by DOH due to several reasons including
financial profits, dignity of the lab. During the trial it may happen that a scientist of a par-
ticular lab X is compromised and (s)he creates a decoder box by embedding the secret key
to sell out sensitive data about the medicine manufactured by lab X. To prevent this, DOH
can employ a broadcaster-identity-based TIPFE and encodes an identification information
of each scientist into their secret keys which is a tuple of the form (index number, employ-id,
lab-id/name) in order to facilitate tracing such culprits via a dedicated algorithm. This mo-
tivates us toward the following question:
Open Problem. Can we construct an efficient fully collusion resistant broadcaster-identity-
based TIPFE under a standard assumption where the user identification information can be
embedded into the secret keys such that the tracing algorithm publicly/privately traces the in-
dices associated with traitors’ secret keys along with their identities?

Our Contributions. In this work, we affirmatively answer to the above question. More pre-
cisely, our contributions are as follows.

Embedded Identity TIPFE. We formally introduce the notion of embedded identity TIPFE
(EI-TIPFE) inspired from the primitive of EI-TT introduced in [GKW19]. We further extend
this notion to identity-based IPFE (IBIPFE) [ACGU20] and define a more generalized primi-
tive called embedded identity traceable |BIPFE (EI-TIBIPFE). It additionally encodes broad-
caster’s identity, referred to as group identity here after, into a secret key and enables en-
crypting message vectors under group identities. We emphasize that only user identities are
traced in EI-TIBIPFE from a pirate decoder designed for a specific group identity.
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To construct EI-TIPFE or EI-TIBIPFE, we formalize an intermediate primitive called em-
bedded identity private linear |BIPFE (EIPL-IBIPFE). Also, we observe that EIPL-IPFE can
be viewed as a particular case of it where the group identities are omitted. We show that
EI-TIBIPFE or EI-TIPFE can be achieved generically from EIPL-IBIPFE or EIPL-IPFE re-
spectively. Hence, the answer to the above question boils down to construct the intermedi-
ate primitive EIPL-IBIPFE. We build EIPL-IBIPFE under various standard assumptions with
varying security levels and efficiency which eventually leads to the following constructions:
EI-TIBIPFE from IBIPFE. We present a generic construction of EI-TIBIPFE from IBIPFE,
which preserves the security of the underlying IBIPFE. It can publicly trace user identities
from the pirate decoder. The ciphertext size and length of the public key grow linearly in
both the number of users 7 and the length of embedded user identities k.

EI-TIPFE from pairing. We propose an adaptively secure EI-TIPFE in a composite-order
pairing group based on the standard decisional 3-party Diffie-Hellman (D3DH) [BW06,BSW06]
and subgroup decision assumptions. It supports public tracing with more efficient system
parameters. Specifically, the size of ciphertexts and the master public keys grow linearly with
V1, Vk. Further, the secret key size varies logarithmically with respect to the number of users
in the system.

El-TIBIPFE from pairing. We propose a selectively secure EI-TIBIPFE in a composite-order
pairing group based on the standard D3DH and subgroup decision assumptions. In contrast
to the EI-TIPFE, constructing EI-TIBIPFE is more technical since it provides a finer access
control over the computation on encrypted data. We follow a two steps approach —in the first
step, we build an IBIPFE scheme based on the (plain) DBDH assumption in a prime-order
pairing group, and in the second step, we upgrade the IBIPFE to EI-TIBIPFE supporting pub-
lic traceability. The EI-TIBIPFE enjoys similar efficiency as our EIPL-IPFE, notably the size
of ciphertext and master public keys grow with /7 and V'k.

We note that our IBIPFE is built upon a target group assumption, namely DBDH, in the

standard model. All existing group-based IBIPFEs are either relying on source group as-
sumptions [ACGU20,AGT21] or built in the random oracle model [DSP19]. It is well-known
that target group assumptions are qualitatively weaker than the source group ones [Frel0,
DKW21]. Hence, it is worth mentioning that our IBIPFE is the first instantiation of a FE
scheme beyond IPFE that is designed from a simple target group assumption in the stan-
dard model.
EI-TIBIPFE from lattices. Lastly, we propose a generic construction of selectively secure
EI-TIBIPFE assuming the existence of mixed FE (MFE) and attribute-based |PFE (ABIPFE).
Both of these primitives are known to exists under the post-quantum secure learning with
errors (LWE) assumption. By instantiating our EI-TIBIPFE using the ABIPFE of [LLW21] and
the MFE of [CVW™ 18], we yield a post-quantum secure EI-TIBIPFE where the ciphertext and
public key sizes scale linearly with n and k. In Table 1, we depict the efficiency, functionality
and hardness assumptions of our traceable FEs and compare the matrices with that of the
TIPFE of [DPP20].

While the work of Goyal et al. [GKW18] proposes a construction of a MFE scheme for
log-depth circuits which is sufficient for our EI-TIBIPFE, but the (most suitable) ABIPFE of
Lai et al. [LLW21] is proven secure with only a bounded number of accepting keys. Further-
more, the ciphertext size grows additively with the number of accepting keys®. By accepting
keys we mean the secret keys that can successfully decrypt the challenge ciphertext. Inter-
preting it into our setting, this indeed implies that our EI-TIBIPFE has a bounded number
of users (i.e., the parameter n) and the ciphertext size grows additively with n and k. This

3 The ABIPFE of [PD21] supports a single accepting key, so it can not be used in our transformation.



Table 1: Comparison between Traceable FEs

Size of the component Tracing Identity
Scheme [Assum. (Func., Sec.)
Impk| Ict| sk mode trace

[DPP20]| DBDH | m(n+ poly(A)) m - poly(A) poly(1) Private| (IPFE, Sel) x
D3DH [m-vn-k-poly(Q)| m-vn-k-poly(A) logn + poly(A) Public | (IPFE, Adp) N
Our |IBIPFE| m-n-k-poly(d) m-n-k-poly(1) k' + k- poly(1) Public |(IBIPFE, Adp)| Vv
work D3DH [m-vn-k-poly(Q)| m-vn-k-poly(d) logn + poly(1) Public | (IBIPFE, Sel) v
LWET m-poly(l) |m-(n+k+k')-poly(A)|(logn+k+k')-poly(1)|Private | (IBIPFE, Sel) | v

n: number of user; m, k, k': dimension of input vector, user identity and group identity respectively; Func., Sec.: functional-
ity and security model; Sel, Adp: selective, adaptive respectively. [t] We instantiate our LWE-based EI-TIBIPFE using the
MFE scheme of [GKW18] and the ABIPFE scheme of [LLW21]. Therefore, the parameters of our LWE-based scheme are
directly aligned to [GKW18, LLW21].

eventually prevents us to allow an exponential number of users in the system, and thus the
complexity leveraging technique of [GKW19] can not be employed to eliminate the indices
from EI-TIBIPFE. Although complexity leveraging techniques are common in literature, it
incurs a considerable amount of security loss in the system and hence may not be a practi-
cal solution for dropping the indices. Lastly, we emphasize that it is not at all a drawback of
our transformation, rather a limitation of existing ABIPFEs [PD21,LLW21]. If one can achieve
an ABIPFE scheme with logn size ciphertexts in future, then our generic construction will
yield an EI-TIBIPFE having optimal size parameters.

Like [BSW06, Frel0, BZ17, BW06, GKRW18, CVW* 18, NWZ16, GKW19], our EI-TIPFE or
EI-TIBIPFE schemes are fully collusion resistant meaning that there is no bound on adver-
sary’s secret key queries. In particular, for our lattice-based EI-TIBIPFE scheme, the collusion
bound is set to be the total number of users in the system, which is similar to the collusion
resistant setting of [NWZ16]. On the technical side, we extend the framework of Goyal et
al. [GKW19] from tracing the traitors who only have the ability to create a decoder box that
decrypts a normal PKE-ciphertext to tracing more elegant and powerful traitors capable of
producing a decoder box that decrypts an IBIPFE-ciphertext under a similar set of standard
source-group based assumptions used in prior works [BW06, GKW19]. In other words, the
decoder box we handle in this work is more sophisticated in the sense that the secret keys
which are embedded into the box can perform linear computation over encrypted data and
the outputted information could have financial importance as discussed in the above appli-
cation. Finally, we summarize our results in the following Theorem.

Theorem 1 (Informal) Assuming IBIPFE/D3DH/LWE assumption, there exist a fully collu-
sion resistant adaptively/selectively(adaptively)/selectively secure EI- TIBIPFE (EI-TIPFE) scheme
with public/public/private tracing algorithm that can trace user identities from a pirate de-
coder.

Recently, Zhandry [Zha21] proposed white-box tracing mechanism for PKE which allows the
tracer to inspect the implementation of decoder and prevents some attack scenarios that are
inherent to black-box traitor tracing such as availability of the decoder to an outsider. On the
other hand, we stress that this work is motivated to design efficient black-box traitor tracing
scheme with public/private tracing for specific FEs which are fully collusion resistant.



2 Technical Overview

We start by reviewing the embedded identity traitor tracing (EI-TT) framework of Goyal et
al. [GKW19] which is referred to GKW-TT from now on. The tracing algorithm of GKW-TT
is designed to trace traitors’ identities directly in PKE via an intermediate primitive called
embedded identity private linear broadcast encryption (EIPL-BE). We extend their framework
from PKE to IPFE and define the notion of embedded identity traceable IPFE (EI-TIPFE) for
tracing identities of traitors in an IPFE system.

We further extend the notion of EI-TIPFE to embedded identity traceable identity-based
IPFE (EI-TIBIPFE) which allows to trace users that belong to a specific group. We generi-
cally construct EI-TIBIPFE from an intermediate primitive embedded identity private linear
IBIPFE (EIPL-IBIPFE). This step is inspired from the approach of [GKW19]. We emphasize
that EI-TIPFE is a particular case of EI-TIBIPFE and one can similarly achieve it from EIPL-
IPFE (which is again a specific case of EIPL-IBIPFE).

The Framework of GKW-TT. Goyal et al. [GKW19] design EI-TT schemes from various
standard assumptions. The core idea of [GKW19] was to extend the framework of private
linear broadcast encryption (PL-BE) [BSW06] and introduce the notion of EIPL-BE. An EIPL-
BE consists of a setup, encryption, special encryption, and decryption algorithms. The dif-
ference between PL-BE and EIPL-BE is in the special encryption which is associated with
the index-position-bit tuple (i, ¢, b), whereas in [BSW06] the special encryption is associated
only with the index i. More specifically, the user secret keys are generated for a tuple (j,id)
and a message is encrypted under a tuple (i, ¢, b) using a tracing key (secret or public) such
that decryption is successful as long as one of the conditions (j > i) or (j =iA¥¢ =1) or
(j =iAnidg =1-b) holds (where id, denotes the ¢-th bit of id).

At a high level, the role of EIPL-BE is similar to the role of PL-BE in the tracing mecha-
nism of [BSW06]. Apart from restricting decryption by secret keys {sk;} j<; (as in [BSW06]),
the extended functionality of EIPL-BE is capable of preventing a secret key sk; iy to decrypt
a ciphertext associated with the tuple (j,¢,ids). The former feature enables the tracing algo-
rithm to find out the indices of traitors and the later uncover the corresponding identities
in a bit-by-bit manner. We discuss the security notions required for tracing in the context
IBIPFE.

2.1 Definition of Embedded Identity Traceable IBIPFE

Inspired by the usual TT schemes, Do et al. [DPP20] introduced the notion of traceable IPFE
(TIPFE) where user secret keys and ciphertexts are computed for vectors u and v € Z" re-
spectively such that decryption only recovers the information (u, v) and nothing else about
the message vector v. Additionally, an index number referring to the identity of a user is en-
coded into his/her secret key. When a decoder box 9,, associated with a vector u is found, a
tracing algorithm given a black-box access to the decoder can be employed to extract a set of
indices T'"9®*, The tracing algorithm is said to be correct if T'"9¢¥ includes only the indices of
users who embedded their secret keys into the decoder box.

The main downside of the tracing algorithm is that indices in T™9¢* are traced back to the
actual identities through a central map, which becomes problematic for many applications.
To overcome this limitation, we extend the notion of TIPFE into embedded identity TIPFE
(EI-TIPFE) where the users’ secret keys are associated with index-identity pair (j,id) such
that j € [n] and id can be a binary string of length k. Second and the essential change is in the
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tracing algorithm which now directly extracts a set T'9 containing the identities of traitors.
Hence, there is no need of such unnecessary map of TIPFE.

We note that the encryption of EI-TIPFE is performed independently of the sender’s
identity, hence receivers are unaware of the source of plaintexts. Moreover, in real applica-
tions, itis often the case that a group of users (e.g. employees) possesses a group identity (e.g.
the company in which they work). This motivates us to define the notion of embedded iden-
tity traceable IBIPFE (EI-TIBIPFE) where the secret keys of users are additionally associated
with a group identity gid € {0, 1}* and the ciphertexts are computed under a group identity
gid’. The decryption successfully recovers the inner product if these two group identities are
the same, i.e. gid = gid’. The tracing becomes more efficient since the pirated decoder box
9, works with a specific gid and one need to only trace over the set of users that linked with
the gid, instead of the set of all users in the system. More formally, our EI-TIBIPFE scheme is
defined as follows:

Setup(1t, n, 1%, 1¥,1™m) — (msk, mpk, key): The setup algorithm generates master key pairs
and a tracing key.

KeyGen(msk, i,id, gid, u) — sk,: It generates secret keys of users with index-identity pair
(i,id) and a group identity gid.

Enc(mpk,gid’, v) — ct,: It encrypts a vector v under a group identity gid'.

Dec(sky,ct,) — {/L: The decryption recovers the inner product {u, v) if gid = gid’; other-
wise returns L.

Trace@“(key,lﬁ,gid,u, v @ p®y T9: It outputs a set T'd < {0,1}* of the identities of
traitors belong to the group identity gid.

We say that the tracing is correct if it does not falsely accuse an honest user as traitor and
T'd is a subset of the identities of released secret keys. EI-TIBIPFE can be viewed as a partic-
ular case of EI-TIBIPFE when gid = gid’ always holds. In other words, one can independently
define EI-TIPFE from EI-TIBIPFE where KeyGen, Enc, Trace?* do not take a group identity as
input and decryption with honestly generated secret keys is always successful.

2.2 The framework of EIPL-IBIPFE for tracing identities in IBIPFE

The backbone of our EI-TIBIPFE construction is the notion of EIPL-IBIPFE. The concept
of EIPL-IBIPFE is inspired by the primitive of EIPL-BE introduced by [GKW19] for tracing
traitors in PKE. We extend their framework from PKE to FE, more specifically to IPFE or
even richer functionality of IBIPFE. Instead of encrypting an integer message, EIPL-IBIPFE
encrypts an integer vector from Z™ under a group identity gid’ and generates secret keys cor-
responding to a vector of the same length for users with index-identity pair (j,id) belonging
to a group having identity gid. The encryption has two modes — the normal mode is simi-
lar to the encryption of EI-TIBIPFE and the special mode is used for tracing purpose. More
formally, our EIPL-IBIPFE is defined as follows:

Setup(1%, n, 1%, 1¥,1™) — (msk, mpk, key): The setup algorithm outputs a master key pair
and a special encryption key.

KeyGen(msk, j,id,gid, u) — sk,: It generates the secret key sk, associated with the tuple
(j,id) and a group identity gid.



Enc(mpk,gid’, v) — ct,: The normal encryption algorithm encrypts a message vector v un-
der the group identity gid'.

SplEnc(key, gid’, v, (i, ¢, b)) — ct,: The special encryption algorithm encrypts a message
vector v for index-position-bit tuple (i, ¢, b). If (the special encryption key) key is publicly
available then it is called public EIPL-IBIPFE; otherwise it is known as private EIPL-IBIPFE.

Dec(sky,ct,) — §/L: Ifct, is a ciphertext of normal encryption then the decryption recovers
the message when gid = gid’ holds. On the other hand, the user can decrypt a special encryp-
tion ciphertext ct, if sk,, satisfies the conditions (j > i) or (j=iA¢=1)or (j=iAidy=1-D)
where id, be the ¢-th bit of id.

We now observe that EI-TIBIPFE can be directly obtained from EIPL-IBIPFE. The Setup,
KeyGen, Enc, Dec algorithms of both the primitives works exactly in similar fashion. We briefly
discuss the tracing procedure. Before that, we formalize the following security properties for
our EIPL-IBIPFE by combining the security notions of two primitives EIPL-BE [GKW19] and
IBIPFE [ACGU20]:

— Normal-hiding. Enc(mpk, gid*, v) =, SplEnc(key, gid*, v, (1, L, 0)).

— Index-hiding. SplEnc(key, gid*, v, (i*, L,0)) =, SplEnc(key,gid*, v, (i* +1, L,0)) if an adver-
sary is not given a key for (i*,id, gid", u).

— Lower identity-hiding. SplEnc(key,gid", v, (i*, 1,0)) =, SplEnc(key,gid*, v, (i*,£*,b*)) if
an adversary is not given a key for (i*,id, gid*, u) such that id« = b*.

— Upper identity-hiding. SplEnc(key, gid*, v, (i*, ¢*, b*)) =, SplEnc(key, gid*, v, (i* +1, 1,0))
if an adversary is not given a key for (i*,id, gid*, u) such that id,« =1 - b*.

— Message-hiding. SplEnc(key, gid*, v'?, (i*, 1,0)) =, SplEnc(key, gid*, vV, (i*, L,0)) if all the
secret keys associated to (i = i*,id,gid”*, u) satisfy the condition (v'©, u) = (v, u).

We call an EIPL-IBIPFE selectively/adaptively secure subject to the selection of the challenge
tuple (gid*, v@, vV) by an adversary before/after the setup and pre-ciphertext key queries.
The above security properties of EIPL-IBIPFE facilitates revealing a traitor’s identity in a bit-
by-bit manner. The role of a special encryption algorithm is similar to that of the indexed-
encryption algorithm of [BSWO06] except it provides an additional feature that disables the
decryption ability of users upon a single bit of the identity. In more detail, the tracing mech-
anism follows a two-step process:

1. Index tracing. The first step is similar to the usual PI-BE or EIPL-BE [BSW06, GKW19],
where the indices of dishonest users’ are traced. Formally, for each indices i € [n + 1], it
finds the probability ﬁil.”d of the decoder box for successfully decrypting special encryp-
tions to the tuple (i, L,0). It outputs Index = {i € [n+ 1] : ﬁii"d and ﬁil.rldl are noticeably far}.

2. Identity tracing. The second step is a sub-search technique which is performed to trace
the identity for each i € Index. It checks whether the ¢-th bit in a (possibly) traitor’s iden-
tity is zero or one for all index positions ¢ € [k]. Formally, for each i € Index, and ¢ € [k],
it finds the probability 671'(,14 of the decoder box for successfully decrypting special encryp-
tions to the tuple (i, ¢,0).

Finally, for each ¢ € [k], it setsid, = 0 if ﬁil.”d and 671.‘} are noticeably far; otherwise 1. The index
tracing phase identifies the possible indices of traitors using the index-hiding property. In the
second step, the lower identity-hiding and the upper identity-hiding properties ensure that
estimate é;d[ is either close to ﬁil.”d or ﬁii”fl, which indeed enables it to extract the correct bit

of id, with high probability.



We show that the tracing algorithm of our EI-TIBIPFE proceeds in a similar fashion as
it is run in [GKW19], However, we need to be extra careful due to the extended functional-
ity of IBIPFE. For instance, the “Index tracing" step requires to employ the message-hiding
property that allows the decoder to decrypt a ciphertext in our setting. On the other hand,
[GKW19] uses the message-hiding property to entirely restrict the decoder in decrypting a
ciphertext.

Finally, one can observe that EIPL-IPFE is a particular case of EIPL-IBIPFE with gid = gid',
otherwise one may ignore the group identity from the above definition to translate it into
EIPL-IPFE.

2.3 EIPL-IBIPFE from IBIPFE

We first describe our generic construction of EIPL-IBIPFE from any existing IBIPFE such as
pairing or lattice-based IBIPFE of Abdalla et al. [ACGU20]. In an IBIPFE, secret keys are gen-
erated for an identity-vector pair (gid, #) and ciphertexts are computed for another identity-
vector pair (gid', v) such that decryption recovers the inner product (u, v) if the two identities
match, i.e. gid = gid'. Given a set of secret keys for {(gid, u)}, it is hard to distinguish between
encryptions of vy and v; under gid’ if (u, vy) = (1, v1) holds for all the secret keys whenever
gid =gid’.

Our EIPL-IBIPFE construction is inspired by the approach of building EIPL-BE using
only a PKE scheme [GKW19]. We replace the underlying PKE with an IBIPFE scheme, which
transforms their generic EIPL-BE into an EIPL-IBIPFE. This construction provides useful in-
sights for designing more efficient EIPL-IBIPFE from pairing (presented later in this section).

Setup: {IBIPFE.msk; ¢, IBIPFE. mpk; ,,} — IBIPFE.Setup (14,1",1F),
Sets mpk = {IBIPFE.mpk; 4 ;}; ¢,p, key = mpk and msk = {IBIPFE.msk; ¢ 5} ¢,p-

Key Generation: |BIPFE.sk; ¢4, — IBIPFE.KeyGen (IBIPFE.msk; ¢q,, gid, #) and sets sk, =
{IBIPFE.sk; ¢d,}e-

Normal Encryption: {v; ;} — 72" forall (i,¢) € ([n] x[k—1]), v; . = v—Z’,f;i vi¢, IBIPFE.ct; o1
— IBIPFE.Enc (IBIPFE.mpk; 4 ,,gid", v; ¢), cty = {IBIPFE.ct; ¢ p}i 0,

Special Encryption: Fori=i*,v; = v—Zlg;% vigelsev; — 2™ 1f(i,0,b) # (i*,0*,b*), Vi pp =
Vi, else ﬁi,gyb — 7™M, Cti,g,b — |IBIPFE.Enc (|B|PFE.mpkiy(,b,gid,, ﬁi,f,b)» cty = {Cti,ﬁ,b}i,&b-

Decryption: {{u,v; )}, — |BIPFE.Dec({IBIPFE.sk; ¢;4,}¢, {IBIPFE.ct; siq,}¢), if gid = gid’ and
Vi € [n], outputs (u, v) =} se(i (U, Vi ).

We note that it is sufficient to generate 2nk many key pairs of IBIPFE since the group
identity (having size k' in the construction) is not required to trace. Thus, the size of the ci-
phertexts in our EIPL-IBIPFE grows linearly with the maximum number of users n and the
length of the user identities k. In other words, each 7 slot of the ciphertext contains k inde-
pendent and disjoint components of the IBIPFE sub-ciphertexts. Thus, a user can perform
decryption for each n slot by only looking at its dedicated IBIPFE component in the cipher-
text. Since all the IBIPFE ciphertexts are independently created, the security of EIPL-IBIPFE
directly follows from the security of IBIPFE. For instance, consider the message-hiding se-
curity where special encryptions of two message vectors v¥ and v(" to the tuple (i*, L,0)
under gid® (which is challenge group identity) must be indistinguishable if all secret key
queries for the tuple (i,id, gid, u) satisfies the condition that whenever i > i* and gid = gid",
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it holds that (v©, u) = (v, u). Note that, for i = i*, the vector vi =pP — Zk lvl ¢ is en-

crypted under mpk; ., using IBIPFE where f§ is either 0 or 1. Therefore, forall i > i*, it holds

that (v(o) u) = (v(l) u), and hence the message-hiding security follows from the security of
B PFE

2.4 EIPL-IPFE from pairing

The generic construction discussed above is not a desirable solution for EI-TIBIPFE as
the ciphertext size linearly grows with the number of users in the system. In search of a more
efficient solution, we investigate non-generic group based constructions of EIPL-IBIPFE.
However, first we consider a simpler situation where the group identity is absent. That is, we
present a pairing-based construction of EIPL-IPFE which will lead to an EI-TIPFE scheme.

Our starting point is the pairing-based EIPL-BE scheme by Goyal et al. [GKW19], which
builds upon the PL-BE scheme by Boneh et al. [BSWO06]. Let us first recall the EIPL-BE scheme.
In what follows, we denote an element g of the group G of order N = p- q (where p, g are the
primes) and a vector a = (ay, ..., a,;), we denote (g“,..., g%") by g. For two vectors a and b,
we denote (g%, b) = g“””). Let e be a bilinear map define as e: G x G — Gr, and G, G4 be the
subgroups of G of orders p and q respectively. Suppose, there are n parties indexing each by
i € [n] which is represented as a pair (x, y) € [v/n] x [y/n]. We say that i1 = (x1, y1) > iz = (X2, y2)
if either x1 > x; or (x1 = X2 A y1 > ¥2).

The EIPL-BE of [GKW19] makes use of the generic construction of EIPL-BE from PKE
and considers two subsystems of the PL-BE scheme by Boneh et al. [BSW06] for each bit of
an identity, in total, there are 2k subsystems. While all the subsystems share the same set of
randomness {ay, 'y} associated to x, each of it possesses an individual and independently
sampled random value {cy, = }./ ¢y ¢ 5} so that the key generation algorithm can select an ap-
propriate c), value for each identity id. This prevents mixing terms of different secret keys to
create a hybrid key. Inspired from this approach, we carefully upgrade the system of EIPL-BE
to make it capable of encrypting vectors v € Z' instead of a single integer. To do so, we make
use of the DDH-based IPFE scheme by Agrawal et al. [ALS16]. More specifically, for each
component v, we consider 2k subsystems of [BW06] or m subsystems of GKW-TT. In our
EIPL-IPFE, all the subsystems share a set of randomness {a, ry, ¥} and each of it is linked
to an independent random value c,. The message vector is encoded in the target group, in-
stead of a source group as in GKW-TT. More precisely, our EIPL-IPFE works as follows.

Setup: The setup algorithm generates E, = gg,Zq = f;f,Ex =g"™,Gy=e(g, )%, Wy=e(f, NV,

Egv= 80" Gy = e(gq, 89)P% Wy x = e(fy, f)P¥+ for all x € [\/n] With f — Z; @y, Wi, Iy —
Z7; by choosing the random generators gy, f» and g, f; from the groups Gp,Gq respectively
such that g = 8,84, f = fpfq-Itsamples c. o, — Zy for all (3,4, b) € [/n] x [k] x {0,1} and sets
Hy,p = g»*r. The master public key, the master secret key consist of the followmg compo-
nents

Ey, Gy, Wy {ay, ry, Wylx

mpk = {Eq,Zq}, ,{Hy’[’b}yj,b ,msk =

Egyx Ggx, Wy . {cyentyen

and the tracing key key is the public key itself.

Key Generation: The secret key component corresponding to the index i = (x, y), the identity
id and the vector u contains Kj = g¢, K» = f¥ where p = (@, u) + (ry, ) ¥ s Cy,e,id, and
© = (Yy, u). Sets sk, = (x, y,id, K1, K2).
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Special Encryption: The special encryption encrypts a message vector v for the tuple (i* =
(x*,y*), €%, b*) using the tracing key key. Samples t,x, sy — Zy and the algorithm works as
follows:

— For x > x*, computes Ry, = Ef;_‘x,Ax = Ef;‘t,Bx = Zg"t and I = e(g4,89)" - Gf;;‘c . thf;" and
these components are used to the successful decryption whenever i > i*.

— For x = x*, it sets Ry = Ey*, Ay = g%, By = f**" and I, = e(g4,8¢)" " G- W s These
components are used for the successful decryption whenever (i > i*) v ((i,¢) = (i*, L
DV ((i,idp) = (i*,1-Db")).

— For unsuccessful decryption, i.e., x < x*, vectors Ry, I, are randomly chosen from G”* and
Ay, By are random elements from G.

- If(y>y*)or ((y=y")A(,Db) # (¢*,b")) the column component Cy ¢, is generated as
H ; ¢p Otherwise Cy ¢, = H ; ¢.p" p where h, is random element in G,. This column com-
ponent is used in the successful decryption phase whenever (x > x*) v ((i,¢) = (i*, L
)V ((G,ide) = (%, 1-b%)).

Finally, it outputs the ciphertext ct, = ({Rx, Ax, By, It}x, {Cy,¢,p}y,¢,). The normal encryption
is the same as special encryption when run with (i*,¢*,b*) = (1, 1,0).

Decryption: By pairing Ry, C}': rid,’ Ay, Kj and By, K, the decryption outputs the inner prod-
(Ix,u)-e(Rx,[1re(i) C;[‘id[)

e(K1,Ayx)-e(Kz,Bx)

We omit some terms for a simplified representation of the scheme. The normal-hiding
security directly follows from the construction of the EIPL-IPFE scheme. The main intu-
ition behind the index-hiding security proof is that if an adversary does not have a secret
key for the index i* = (x*,y*) then the factor of C,: s, which belongs to G, can be cho-
sen undetectably, added, and removed. Similar techniques are used while proving the lower
identity-hiding and upper identity-hiding security notions. In the message-hiding security,
an adversary can not distinguish between the special encryption of the challenge vectors
v®, v to the index-position-bit tuple (i* = (x*, y*), L,0) with the restriction that the ad-
versary is allowed to query secret keys for i = i* satisfying (v uy = (v, u). We encounter
some challenges while plugging the plain DDH-based IPFE of [ALS16] into our settings. The
main difference is that there are several IPFE systems encrypting the message vector in a
subgroup of Gt for each index-factor x € [/n] whereas the the IPFE of [ALS16] encodes mes-
sage vectors in a pairing-free group. Furthermore, all of these IPFE systems share the same
randomness ¢ which is independent of the index under consideration and plays the role of
tying together the x and y-components of the ciphertext that belongs to both source and
target groups. We first carefully embed the D3DH assumption into the keys and ciphertext
components before applying the information-theoretic argument of [CS98, ALS16] for the
case of i = i* where it holds that (v®, u) = (v, u). This enables us to argue the message-
hiding security of EIPL-IPFE by leveraging the security of the implicit IPFE system for each
index-factor x € [y/n] for which decryption is successful. On the other hand, we note that
there is no information of the message vector present in the ciphertext components that are
associate with the indices i < i*. Finally, we note that the size of the ciphertext grows linearly
with v/n and V'k, similar to previous TT schemes [BSW06, GKW19]. Next, we discuss how to
build EIPL-IBIPFE by adding the group identities into the system basing our EIPL-IPFE as
an initial footstep.

uct (u, v) as (u,v) =log

2.5 Construction of our EIPL-IBIPFE

The notion of IBIPFE provides more finer access control than IPFE and, hence it is more
challenging to construct. A natural first attempt is to build EIPL-IBIPFE generically from
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EIPL-IPFE and an IBE scheme. However, any such attempt would fail to provide the message-
hiding security due to common mix and match attacks. More specifically, a mixed secret key
obtained by combining an authorized IBE key with an unauthorized |IPFE key can be used
to decrypt an undesirable ciphertext. Thus, it is advisable to build such a scheme in a non-
generic manner.

It is not hard to see that the above construction of EIPL-IPFE (or EIPL-BE) encrypts the
message vectors in the target group. Thus, one needs to have an IBIPFE scheme based on
a target group assumption so that it is well fitted into our EIPL-IPFE system. However, all
known pairing-based IBIPFE schemes [AGT21, ACGU20] are based on dual system encryp-
tion mechanisms and hence naturally depend on various source group assumptions (such
as subgroup decision assumptions). We follow a two step approach — in the first step, we
construct an IBIPFE scheme based on the plain DBDH assumption and then in the second
step, we carefully plug in the IBIPFE into our EIPL-IPFE system — to achieve our goal of
building EIPL-IBIPFE.

Step I. IBIPFE from a target group assumption. Our starting point is the Water’s IBE [Wat05]
based on the plain DBDH assumption in the standard model. We upgrade their scheme in
a natural way to enable encrypting vectors under a given identity. Although the construc-
tion is simple, it is an interesting extension of [Wat05] and motivates to build primitives like
attribute-based IPFE from target-group based assumptions in future.

Setup: Samples g, g, U —G, u=(u;) — Gk', a — Z;,".
81 =8% g =gy Outputs mpk = (g1, 82, t/', u, g), msk = go.

Key Generation: V = {i € [k'] : gid; =1}, H(gid) = u' [[;ey u; €G, 1 — Zp,. di = (g, ¥)-H(gid)", d> =
g". Outputs sk = (d1, d>).

Encryption: Samples t — Z,,. C, = e(g, 2)*'**,C, = g', C3 = H(gid")". Outputs ct, = (Cy, Cy, C3).

e(dp,C3)

Decryption: 1f gid = gid’, then (x, y) = (Cy, y) - AL

At a very high level, for proving the indistinguishability security of the above IBIPFE, we
partially rely on the ideas of [AGT21] where they use dual system encryption techniques to
prove the security of their attribute-based |IPFE scheme based on source group assumptions.
However, we aim to prove security based on the plain DBDH assumption, and hence there is
no known way to use dual system encryption methodologies with such an assumption. We
consider a different approach. Suppose that the challenge message vectors are x'?, x!) and
the challenge identity is gid*. The reduction begins by sampling a random orthogonal (full
rank) matrix F satisfying the condition F- (¥ — xV)) = e; where e, is the first canonical basis
vector. Accordingly the master key component a is switched to F' &. As the full rank matrix
F is chosen uniformly at random, this transformation is statistically indistinguishable to the
adversary’s view. We observe that the challenge vectors are used in this hybrid to generate
the master key pairs. Hence, we consider the selective security model where the adversary is
restricted to submit the challenge messages before seeing any public parameter of the sys-
tem. In the next hybrid, we use the DBDH assumption in order to hide the information of
the challenge bit. Given a DBDH instance (g%, g?, g°, g%bc), the adversary extends the group
elements into vectors as g“,gb,gc where a = (a, as,...,a,),b=(b,...,b),c = (c,...,c). It al-
lows us to embed the DBDH-instance into the master keys. In the secret key query phase,
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we define identity encoding functions based on gid* (similar to [Wat05]) to correctly sim-
ulate the accepting and non-accepting key queries. Finally, to simulate the challenge ci-
phertext we implicitly set g, = g” and ¢ = ¢ so that ciphertext component C; transforms
to e(g, g)FT'(w‘bbe“be(O)) due to the choice of F, where w represents the component wise
multiplication of the vectors a, b and c. Now, observe that the challenge bit b only occurs in
the first entry of (w — bbe; + bEx®) and at the same time the DBDH-challenge element abc
is encoded in the first entry of w. Hence, the security of our IBIPFE follows from the plain
DBDH assumption. In Appendix B, we give the full security analysis with selective identity for
simplicity of exposition, however, we emphasize that using the techniques of [Wat05, BR09]
one can prove the security with adaptive identity.

Step I1. EIPL-IBIPFE by extending EIPL-IPFE with our IBIPFE. In the second step, we
extend our EIPL-IPFE using the above IBIPFE. Recall that, in EIPL-IBIPFE, the users are
linked with different group identities. Therefore, the secret key of a user is now associated
with a user’s identity id, a group identity gid’, and the message vector v is encrypted under
a group identity gid". The encoding H(gid') appears the groups G and G4 during encryption.
Thus, we can not directly use our IBIPFE for building EIPL-IBIPFE. To overcome this obsta-
cle, we define a projection H, of the identity encoding function H into the subgroup G, of G
as follows: ) , o
Given group elements: 1‘)p, {'Bp,i}ie[k’]’ﬁq» {0g,itie) with 9" = 19p19q,19,- =0p,i0q,i

define: H(gid) = ¢’ H/ﬂi,Hq(gid) =1, ]law

1€ 1€

where 7 = {i € [k'] : gid; = 1}. Equipped with this ideas, we describe our EIPL-IBIPFE as
follows.

Setup: The setup algorithm generates E; = gg,Ex = g™ G, = e(g,8)%, Y, = g¥~, Egy =

gg?rx,Gq,x = e(gq,gq)ﬁ“X, Y. = ggwx for all x € [v/n] with B,7 «— Zy; @y, 1y, Wy — Z}] by

choosing the random generators g, f, and gg, f; from the groups G,, G4, respectively such

that g = g,84, f = fpf4- To encode the group identity gid, randomly samples ’92,”961,1' — Gy

and ﬁ;,ﬁp,i — G, for all i € [k'] such that ¢’ = 1‘);719’67,19 = (9p,i0q,)i. It samples cypp — Zn

and sets H,, ¢, = g»*? for all (y,4,b) € [v/n] x [k] x {0,1}. The master public and secret key
pair contains following components

E, 99| | E., G, Y (@, T, W)

_ q» Vg X X X _ X' X XJIX»

mpk_ ’ ’{Hy’ﬁ’b}y!yb y mSk—

B ~
0, {ﬁq,i}i Eq,xy Gq,x; Yq,x r, {Cy,[,b}y,[,b

X

and the tracing key key is the master public key itself.

Key Generation: The secret key component corresponding to the index i = (x, y), the identity
id, a group identity gid and the key vector u contains group elements as K; = g¢, K, = f% -
H(gid)? and K3 = g? where @ = (@, ) + 7(ry, ) ¥ pe (k) Cy,0,id, and @ = (W, u). Sets sk, =
(x,y,id,gid,Kl,Kz,Kg).

Special Encryption: The special encryption encrypts the message vector v for the group

identity gid’ and the tuple (i* = (x*, y*),€*, b*) using the tracing key key. Samples sy, t — Zn
and this algorithm works as follows:

— For x > x*, computes R, = Ef;fx,Ax = Ej;‘t,Bx = Hq(gid')ﬁsxt and I, = e(g4,84)" - G;fﬁ-

e(fq, Y4,x)"* and these components are used to successful decryption whenever i > i*

and gid = gid’.
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~ For x = x*, it sets Ry = E;*, Ay = g%, B, = H(gid)%*" and I = e(g4, §7)" - Gy - e(f, Y1) 1.
These components are used for the successful decryption whenever (i > i*) v ((i,4) =
(i*, L) v ((i,idy) = (i*,1—b*)) and gid = gid'.

— For unsuccessful decryption, i.e., x < x*, vectors Ry, I, are randomly chosen from G"* and
Ay, By are random elements from G.

- If (y > y*) or ((y = y*) A (€,b) # (£*,b")) the column component C), ¢, is generated as
H ; ¢p Otherwise Cy ¢, = H ; ¢.p" p where h, is random element in G,. This column com-
ponent is used in the successful decryption phase whenever (x > x*) v ((i,¢) = (i*, L
)V ((G,ide) = (%, 1= b")).

Finally, it outputs the ciphertext ct, = ({Rx, Axy By, I}, {Cy, 0.} y0, b)- The normal encryption
is in fact a special encryption for the tuple (1, L,0).

Decryption: By pairing Ry, C )’/‘ Cidy
(L, w)-e(Ry,[1reix) Cr iy ) €(K3,Bx)

log e(Kl'i‘:ie&‘é’:(Zx) if gid = gid’.

We consider selective security for our EIPL-IBIPFE where the adversary submits both the
challenge message vectors and the challenge group identity before receiving any public pa-
rameter of the system. The security analysis is more involved and challenging in EIPL-IBIPFE.
For instance, the index-hiding security game of EIPL-IPFE (or EIPL-BE of [GKW19]) does not
allow an adversary «f to query a secret key for the challenge index i*, however, it is not the
same for EIPL-IBIPFE. In this case, < can ask for a secret key for a vector u associated to
the tuple (i*,id, gid # gid*) where gid” is the challenge group identity. Our idea is to random-
ize the id-dependent term ¢, = ¥ se(k) Cy,¢,id, using the newly introduced randomness 7 for
secret keys associated to the tuple (i*,id,gid # gid®). This eventually restricts the adversary
in extracting any unwanted information about the message from such key queries. On the
other hand, the message-hiding security is proved utilizing the techniques that we devised
while proving the security of IBIPFE. However, we need to rely on the D3DH assumption and
extend the proof techniques of IBIPFE from prime-order group to composite-order group
setting to make it compatible with the system of EIPL-IBIPFE. Although the top-level idea
is inspired from the proof analysis of [GKW19], we can not directly use their techniques be-
cause our EIPL-IBIPFE provides more finer access control and the adversary is more pow-
erful in the sense that it is entitled to query secret keys decrypting the challenge ciphertext.
Overall, our technique extends the framework of GKW-TT from tracing traitors in PKE to
tracing more sophisticated traitors in the context of IBIPFE.

Ay, K1; Ay, K> and By, K3, the decryption outputs (u, v) =

2.6 EIPL-IBIPFE from LWE

We propose a generic construction of EIPL-IBIPFE from the LWE assumption. We use two
primitives attribute-based IPFE (ABIPFE) [PD21, LIW21] and mixed functional encryption
(MFE) [CVW™18] as the building blocks which have been built under the LWE assumption
with different security levels.

The notion of ABIPFE is a more generalized version of IBIPFE. In ABIPFE, secret keys
are generated with respect to a vector u and a policy €, and ciphertexts are computed for a
message vector v and an attribute att such that decryption recovers (u, v) if € (att) = 0. An
MFE scheme can be viewed as a dual of standard FE in which a secret key is associated with a
message M, and a ciphertext is associated with a (boolean) function f. Additionally, in MFE,
there are two encryption algorithms — PK-Enc and SK-Enc. The public encryption PK-Enc
encrypts the public parameters while the secret encryption SK-Enc encrypts the circuit f by
the master secret key. The decryption algorithm in an MFE scheme outputs f(M) € {0, 1}.
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We extend the framework of EIPL-BE [GKW19] to support inner product functionality
by replacing the underlying ABE with an ABIPFE scheme [PD21, LLW21]. Additionally, we
embed the group identity into the ABIPFE system to achieve our goal of EIPL-IBIPFE. The
core idea is to encrypt a tuple (i*,¢", b*,gid') using the MFE to get a ciphertext which is
then used as the attribute of ABIPFE. On the other hand, the decryption algorithm of MFE
is embedded into the policies of ABIPFE. Therefore, at the time of decryption, we can check
using the ABIPFE if a secret key corresponding to the tuple (i, id, gid) satisfies the condition
for decrypting the ciphertext to an inner product value. Finally, relying on the security of
ABIPFE and MFE, we prove that our EIPL-IBIPFE is selectively secure.

3 Preliminaries

Notations: Let A be the security parameter that belongs to the set of natural numbers, 1
denotes its unary representation, and poly(1) be a polynomial in A. For a prime p, let Z,,
denotes the field Z/pZ. For a set S, we use the notation s — S to indicate the fact that s is
sampled uniformly at random from a finite set S. We write x — & to denote that the ele-
ment x is sampled at random according to the distribution &. For any natural number n,
[n] denotes the set {1,2,...,n}. We use a bold lower-case letter e.g., a to denote a vector,
and a bold upper-case letter e.g., A denotes a matrix. The i-th element of the vector a is
expressed as a;, and (i, j)-th element of a matrix A is represented by a; ;. The transpose of
a matrix A is denoted by AT. Let u,v € Z™, then the inner product between the vectors is
defined as (u,v) = Z;?i L U;iV; € Z. A function negl : N — R is said to be a negligible function
if negl(1) = A7“M, An algorithm A is said to be a probabilistic polynomial time (PPT) algo-
rithm if it is modeled as a probabilistic Turing machine that runs in time poly(A). If for any
PPT adversary < such that |Pr[ef (1}, X) = 1] - Pr[«Z(1}, Y) = 1]| is negligible in A, then we
say that the two distributions are indistinguishable, denoted by X = Y.

3.1 Bilinear Group

A bilinear group BG = (p,q,N = p-q,G,Gr, g, e(:,)) consists of the two primes p, g, two mul-
tiplicative (source and target) groups G, Gt (respectively) with the order |G| = |Gr| = N, g as
the generator of the group G and a bilinear map e : G x G — Gr. It satisfies the following:

— bilinearity: e(g%, g") = e(g,g)* forall g€ G, a,be Zy and
— non-degeneracy: e(g, g) is a generator of G7.

A bilinear group generator YBG.Gen (1Y) takes input the security parameter A and outputs
a bilinear group BG = (p,q,N,G,Gr, g, e(:,+)) with a A-bit composite integer N = p - q. We
consider G, and G, as the subgroups of G and their orders p and g respectively.

3.2 Complexity Assumptions

LetBG = (p,q,N,G,Gr, g, e(-,*)) — 9BG.Gen (1" be a bilinear group with composite-order N =
p - q where p, g be two prime integers. We define a series of source and target group-based
assumptions [BSW06, GKW19].

Assumption 1 (Decisional 3-party Diffie-Hellman) (D3DH) For every PPT adversary <f , there
exists a negligible function negl(-) such that

BG, g, BG; g, — Gy; 8, — Gy a,b,c,r — Zg;
pr | o7 8q)8p —p- 8p p'8q q q

gd,8b,85, Ty To = g% T = gl;b — 10,1}

=

+negl(A)

N |~
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Assumption 2 (Modified-1 Decisional 3-party Diffie-Hellman) (modified-1 D3DH) For ev-
ery PPT adversary <f , there exists a negligible function negl(:) such that

IBGr gp! gq) g;; gg)

BG; gy — Gy 8qg — Gy a, b, c, 1 — Zy;
2 3 4 . »op proq q = p
Pr |« g;,gg,gz,gg :

1
Sz+neg|(ﬂt)

b2c b3c TO = g;bc; Tl = g;); b — {0) 1}
gp ’gp ’Tb

Assumption 3 (Modified-2 Decisional 3-party Diffie-Hellman) (modified-2 D3DH) For ev-
ery PPT adversary </, there exists a negligible function negl(:) such that

BG, gy, 84,82 82, BG; gy — Gp; §q — Ggsa, b, e, 1 — Zp;
pr | o 8p 8q:8p» 8p — b 8p p'8q q p

g5, 8l Ty Ty= g% Th = ghib — (0,1}

=<

+negl(A)

N | =~

Assumption 4 ((Plain) Decisional Bilinear Diffie-Hellman) (DBDH) For every PPT adversary
<, there exists a negligible function negl(-) such that

BG, g, g%, o?, BG; g — G;a, b, c,r — Zn;
pr | o 888 b g N 3

: + negl(1)
g% Ty To=e(g, )" Ty =e(g,g) ;b —1{0,1}

1
2

Assumption 5 (Diffie-Hellman Sub-group Decisional) (DHSD) For every PPT adversary </,
there exists a negligible function negl(-) such that

BG; g = gp&qi h = hphy;
[BGY ’h) M ) alha} !h (_G; )h <_G;
pr | o 81 8p 8q 8q Ng :b:gp P pr8q:"q q
g’gp, h", Ty a,b,c —Zn;

IA

DN =

+negl(A)

T()<—Gq;T1<—G;b<—{O,1}

Assumption 6 (Bilinear Sub-group Decisional) (BSD) For every PPT adversary <, there ex-
ists a negligible function negl(-) such that

BG; g = gpgq; h = hphy;
[EBG;g;gp,gq;
Pr o :[’ng*Gp;gq*Gq;g*G; =
e(Ty, 8)

+ negl(1)

SR

To‘—Gp;Tth;bh{O,l}

Assumption 7 (Relaxed 3-party Diffie-Hellman) (R3DH) For every PPT adversary </, there
exists a negligible function negl(-) such that

B BG; gy — Gp; &g — Ggs

)g)g )gy

Pr (o S, j (z =b: a,C—2Zp;a,c—2Zg;
878,84 18y 8p8q To

IA

N =

+ negl(1)

Ty=g% T — Ggib—1{0,1)
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3.3 Identity-Based Inner Product Functional Encryption
An identity-based inner product functional encryption (IBIPFE) scheme consists of four PPT
algorithms IBIPFE = (Setup, KeyGen, Enc, Dec) which works as follows:

Setup(l", lk, 1) — (msk, mpk): On input the security parameter A, a length k of identities
and a vector length m (as unary), the trusted authority generates a master secret key msk and
a master public key mpk.

KeyGen(msk,id, u) — sk,: The trusted authority takes as input the master secret key msk,
an identity id € {0, 1}*, a vector u € 2™, and outputs a secret key sk,.

Enc(mpk,id’, v) — ct,: The encryption algorithm takes as input the master public key mpk,
an identity id" € 0,1} and a message vector v € Z™. It outputs a ciphertext ct,,.

Dec(sky,ct,) — ¢/ L: The decryption algorithm uses a secret key sk, to decrypt the cipher-
text ct,. It either outputs a decrypted value ¢ on successful decryption or a symbol L indi-
cating decryption failure.

Correctness. An IBIPFE = (Setup, KeyGen, Enc, Dec) scheme is said to be correct if for all
ALk, meN, u,veZ™ identity id € {0, 1}¥, there exists a negligible function negl such that the
following holds
(msk, mpk) — Setup(l’l, 1%,1m)
Pr | Dec(sky,cty) = (u,vy: sk, — KeyGen(msk,id, u) =1-negl(1),
cty — Enc(mpk,id, v)

where the probability is taken over the random coins of Setup, KeyGen and Enc of IBIPFE.
Definition 1 (Adaptive security of IBIPFE) An IBIPFE scheme is said to satisfy adaptive
indistinguishability-based (Adp-IND-CPA) security if for every PPT adversary </ , there exists a
negligible function negl such that for every A € N, the following holds,

(msk, mpk) < Setu p(l’l, 1k 1m)y

1
Pr | o7 KeyGen(msk,-) (ct,, ) =b: (id*, (0, p1)) — orKeyGen(msk,) (mpl) | < S+ negl(A),
b —1{0,1};ct ) — Enc(mpk,id”, ()

with the following restriction on the key generation oracle.
— KeyGen Oracle: All queries of «/ should be of the form (id, u) satisfying the condition (u, v¥)
(u, vW) ifid =id*.

Definition 2 (Selective security of IBIPFE) An IBIPFE scheme is said to satisfy selective
indistinguishability-based (Sel-IND-CPA) security if for every PPT adversary <f, there exists
a negligible function negl such that for every A € N, the following holds,

(d*, v@, D) — 7t

IA

N | =

Pr dKeyGen(msk,-,-) (Ctv(b)) =b: (msk, mpk) — Setup(l/l’ 1k, 1m) + negl(/l),
b {0, et o) < Enc(mpk,id*, p(®)

with the following restriction on the key generation oracle.
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— KeyGen Oracle: All queries of «f should be of the form (id, u) satisfying the condition (u, v®) =
(u, vy ifid = id*.

Remark 1 (IPFE) If we omit the identity from the above syntax of IBIPFE, then it yields the
primitive of inner product functional encryption (IPFE).

3.4 Attribute-Based Inner Product Functional Encryption

An attribute-based inner product functional encryption (ABIPFE) scheme for a class of func-
tions &) = {€ : ¥ — {0,1}}, a predicate space & and a message space % consists of four
PPT algorithms ABIPFE = (Setup, KeyGen, Enc, Dec) and details about these algorithms are
given below.

Setup(11,1™) — (msk,mpk): On input the security parameter A, a vector length m (as
unary), the trusted authority generates a master secret key msk and a master public key mpk.

KeyGen(msk, ¢, u) — sk,: The trusted authority takes input the master secret msk, a func-
tion € € ¥, a vector u € Z™ and outputs a secret key sk,.

Enc(mpk,att, v) — ct,: This encryption algorithm takes as input the master public key mpk,
an attribute att € %} and a message vector v € Z". It outputs a ciphertext ct,, .

Dec(sky,ct,) — §/L: The decryption algorithm uses a secret key sk, to decrypts the ci-
phertext ct,. It either outputs a decrypted value { on successful decryption or a symbol L
indicating failure.

Correctness. An ABIPFE = (Setup, KeyGen, Enc, Dec) scheme is said to be correct if for all
AmeN, € e F,,att € A, u,v e Z™, there exists a negligible function negl such that the
following holds,

(msk, mpk) — Setup(l’l, 1)

Pr | Dec(sky,cty) = (1, v) A€ (att) =0: sky — KeyGen(msk,€,u) | =1-negl().

cty — Enc(mpk,att, v)

where the probability is taken over the random coins of Setup, KeyGen and Enc of ABIPFE as
described above.

Definition 3 [IND-CPA Security] An ABIPFE scheme is said to satisfy IND-CPA security if for
every PPT adversary </, there exists a negligible function negl such that for every A € N the
following holds,

(msk, mpk) — Setup(1%,1)
1
Pr|of/(ct,m) =0b: (att*, v@, pV) — a7 KeyGenmsk:) (mpk) | < 5 + negl(1)
b — {0, 1};ct, — Enc(mpk, v®)

with the following restriction on the key generation oracle.

— KeyGen Oracle: All queries of < should be of the form (€, u) satisfying the condition (u;, v'?)
= (u;, vy if € (att*) = 0.
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3.5 Mixed Functional Encryption

A mixed functional encryption (MFE) scheme for a class of functions & = {Z}; and mes-
sage spaces .4 = {4}, where f : 4} — {0,1} consists of five PPT algorithms MFE = (Setup,
KeyGen, PK-Enc,SK-Enc, Dec) and details about these algorithms are given below.

Setup(l’l, 1% — (msk, mpk): Oninput the security parameter A as unary and a functionality
index k, the trusted authority outputs a master secret key msk and a master public key mpk.

KeyGen(msk, M) — skp;: On input the master secret key msk, a message M € ./, the trusted
authority generates the secret key sky,.

PK-Enc(mpk) — ct: This normal public key encryption algorithm takes input the master
public key mpk and outputs a ciphertext ct.

SK-Enc(msk, f) — ct: The secret encryption algorithm takes input the master secret key
msk, a function f € % and it generates the ciphertext ct.

Dec(skps,ct) — {0,1}: On input the secret key sk, a ciphertext ct, the decryptor outputs a
single bit between 0 and 1.

Correctness. A MFE = (Setup, KeyGen, PK-Enc, SK-Enc, Dec) is said to be correctifforall A, k €
N, M € .4, there exists negligible functions negl;, negl, such that the following holds,
(msk, mpk) — Setup(l’l, 1%)
Pr | Dec(skp,ct) =1: sky — KeyGen(msk, M) | =1-negl;(4),

ct — PK-Enc(mpk)

(msk, mpk) — Setup(1%,1%)
Pr | Dec(skps,ct) = f(M): sk — KeyGen(msk,u) | =1—negly(A)
ct — SK-Enc(msk, f)

where the probability is taken over the random coins of Setup, KeyGen, PK-Enc and SK-Enc
of MFE as described above.

Definition 4 (g-bounded Restricted Function IND (F-IND)) Let g(-) be a fixed polynomial.
A MFE scheme is said to be q-bounded restricted function indistinguishability (F-IND) security
if for every stateful PPT adversary </, there exists a negligible function negl such that for every
A €N the following holds,

(lk,f(O),f(D) - .$2¢(1/1)

Pr | o7 KeyGen(msk,),SK-Encmsk)(cepy =b:  (msk, mpk) — Setup(1%, 1)

IA

N —

+ negl(A),
b—{0,1};ctp — SK-Enc(mpk,f(b))

with the following oracle restrictions then a MFE is said to satisfy F-IND security:

- o can make at most q queries to SK-Enc(msk, ) oracle.
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— All queries M of of to KeyGen(msk, -) oracle should satisfy f© (M) = f3 (M).
- of must make all (at most q) SK-Enc(msk,-) oracle queries before making any query to
KeyGen(msk, -) oracle.

Definition 5 (g-bounded Restricted Accept IND (A-IND)) Let q(-) be a fixed polynomial. A
MFE scheme is said to be q-bounded restricted accept indistinguishability (A-IND) security if
for every stateful PPT adversary <f, there exists a negligible function negl such that for every
A €N the following holds,

b &{KeyGen(msk,-),SK—Enc(msk,-) (Ct[,) =b: (msk, mpk) - Setup(lA, lk)
T

IA

DN | =

+ negl(A),
b — {0,1};cty — PK-Enc(mpk)

ct; — SK-Enc(mpk, f*))

with the following oracle restrictions then a MFE is said to satisfy F-IND security:

- o can make at most q queries to SK-Enc(msk, ) oracle.

- All queries M of o« to KeyGen(msk, ) oracle should satisfy f(*)(M) =1and f(M) =1 for
every query f to SK-Enc(msk, -).

- of must make all (at most q) SK-Enc(msk,-) oracle queries before making any query to
KeyGen(msk,-) Oracle.

4 Definition: Embedded Identity Private Linear IPFE

An EIPL-IPFE for a message vector space % = {%)},¢n, an identity space .#92 = {{0, 1}k
k € N} consists of five PPT algorithms EIPL-IPFE = (Setup, KeyGen, Enc, SplEnc, Dec) and
details about these algorithms are given below.

Setup(l", n,1%,1™) — (msk, mpk, key): The trusted authority takes as input the security
parameter A, the index space n, the ‘identity space’ parameter k, a vector length parameter
m, and outputs a master secret key msk, a master public key mpk and a key key. The master
public key mpk and the key key are made public while the master secret key msk is kept secret
to the trusted authority.

KeyGen(msk, i,id, u) — sk,: On input the master secret key msk, an index i € [n], an iden-
tity id € {0,1}* and a vector u € Z™, the trusted authority outputs a secret key sk,.

Enc(mpk, v) — ct,: This algorithm is run by an encryptor by taking input as mpk, a message
vector v € Z" and generates a ciphertext ct, associated to the vector v.

SplEnc(key, v, (i, ¢, b)) — ct,: This algorithm outputs a ciphertext ct, by taking input as key,
a message vector v € Z™ and index-position-bit tuple (i, ¢, b) € [n+ 1] x ([k] U {L}) x {0,1}. If
key = mpk then EIPL-IPFE is called public key EIPL-IPFE, else called private key EIPL-IPFE.
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Dec(sky,ct,) — ¢/ L: On input the ciphertext ct, and the secret key sk, the decryptor out-
puts a decrypted value ¢ or a symbol L indicating failure.

Correctness. An EIPL-IPFE = (Setup, KeyGen, Enc, SplEnc, Dec) scheme is said to be cor-
rect if there exists negligible functions negly, negl, such that for all A,n,k,me N, v € 72,
i€ [n+1],j € [n], an identity id € {0, 1}¥, ¢ € (k] U {L}), b € {0, 1}, the following holds.

(msk, mpk, key) — Setup(l’l, n,1%,1m)
Pr | Dec(sk,,cty) = (u, v) : sky — KeyGen(msk, j,id, u) =>1-negl; (1),
cty — Enc(mpk, v)

If(j=zi+1)v(i,4)=(j,L)Vv(,idy) =(j,1-b), then the following property holds,

(msk, mpk, key) — Setup(l’l, n,1k,1m)
Pr [ Dec(sky,cty) = (u, v) : sk, — KeyGen(msk, j,id, u) =>1-negly(A),
cty — SplEnc(mpk, v, (i, 4, b))

We now formalize the IND-CPA security notions of EIPL-IPFE. Letq(-) be a fixed polynomial.
The security definitions for EIPL-IPFE is a generalization from the g-query security notions
of EIPL-BE [GKW19] as given below.

Definition 6 (g-query Normal Hiding Security) If for every stateful PPT adversary «/, there
exists a negligible function negl such that for every A € N the following holds,

an,1k,1m) — o7

(msk, mpk, key) «— Setup(lA, n, 1% 1m)
Pr dKeyGen(msk;;;),SplEnc(key,-,-,-) (Cts,b)) —pb: v— dKeyGen(msk,-,~,-),Sp|Enc(key,-,-,-,-) (mpk)

IA

DN =

+ negl(A),

b~ {0, 1};ct£9) — Enc(mpk, v)

etV — SplEnc(key, v, (1, 1,0))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query
normal hiding security:

— SplEnc Oracle: of can make at most (1) queries of the form (v, (1,2,7)).
— KeyGen Oracle: All queries of «/ should be of distinct indices. That is, if o/ makes the queries
(iy,idy, 1), (i2,id2, ), ..., (ix,idyx, uy), then i, # i, when a # b for every a,b € [x].

Definition 7 (g-query Index Hiding Security) Iffor every stateful PPT adversary </, there ex-
ists a negligible function negl such that for every A € N the following holds,

(17,1%,1m i) — o2 (1Y)

(msk, mpk, key) — Setup(1*, n,1%,1™)

IA

N | =

Pr 'Q{KeyGen(msk,-,-,~),SpIEnc(key,~,-) (Ctszb)) =pb: p— .Q{KeyGen(msk,-,~,-),Sp|Enc(key,-,-,~) (mpk) + neg|(/1),

b —{0,1};ct'? — SplEnc(key, v, (i*, L,0))

ct!! — SplEnc(key, v, (i* + 1, 1,0))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query index
hiding security:
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— SplEnc Oracle: ¢ can make at most q(A) queries of the form (v, (i,¢,y)), where the index i
must be equal to eitheri* ori* +1.

— KeyGen Oracle: All queries of ¢ should be of distinct indices and should not be of the form
(i*,id, u). That is, if &/ makes the key queries (iy,idy, uy), (i2,id2, u), ..., (ix,idy, uy), then
iq#ip whena# b foreverya,be [x] andi, #i* forevery ac [x].

Definition 8 (g-query Lower Identity Hiding Security) Ifforevery stateful PPT adversary </,
there exists a negligible function neg| such that for every A € N the following holds,

A", 1%, 18,17, i*, 0%, b*) — o/ (1Y)
(msk, mpk, key) — Setup(l’l, n,1%,1m)

Pr dKeyGen(msk,~,-,-),Sp|Enc(key,-,-,~) (Ctg,b)) —b: v— dKeyGen(msk,-,~,-),Sp|Enc(key,-,~,-) (mpk)

IA

N~

+negl(A),

b—1{0,1};ct? — SplEnc(key, v, (i*, L,0))

cty) — SplEnc(key, v, (i*,£*, b*))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query lower
identity hiding security:

— SplEnc Oracle: «f can make at most q(1) queries of the form (v, (i,¢,7y)), where the index i
must be equal to i*.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id, u) such thatid,- = b*. That is, if o/ makes the key queries (iy,idy, uy), (i2,id2, u2), ...,
(ix,idy, uy), then iy # i, when a # b for everya,be [x] and i, # i* or (idg) ¢« # b* for every
ac€ [x].

Definition 9 (g-query Upper Identity Hiding Security) If for every stateful PPT adversary </,
there exists a negligible function neg| such that for every A € N the following holds,

A" 1K1m, 0%, 0% b*) — 4 (1M
(msk, mpk, key) — Setup(lA, n, 1%, 1m)
Pr $2¢KeyGen(msk,-,~,~),Sp|Enc(key,-,-,-) (CtS;b)) =pb: v— dKeyGen(msk,-,-y),SplEnc(key,-,-,v) (mpk)

IA

N =

+negl(1),

b — {0, 1};ct(v0) — SplEnc(key, v, (i* +1,1,0))

cts,l) «— SplEnc(key, v, (i*,¢*,b*))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query
upper identity hiding security:

— SplEnc Oracle: «f can make at most q(1) queries of the form (v, (i,¢,7)), where the index i
must be equal to eitheri* ori* +1.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id, u) such thatidy~ = 1—b*. That is, if o/ makes the key queries (iy,id, uy), (i2,id2, up),
ooy (I, idy, uy), then i, # i, when a # b for every a,b € [x] and i, # i* or (id,)p #1—Db*
foreverya € [x].
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Definition 10 (g-query Message Hiding Security) [ffor every stateful PPT adversary </, there
exists a negligible function neg| such that for every A € N the following holds,

a1k 1m %) — (M

o KeyGen(msk,) SplEncikey,) (et ) = b: (msk, mpk, key) — Setup(1*,n,1%,1™)
Pr

IA

N |~

+ negl(A),
(U(O), 1) — dKeyGen(msk,-,~,~),Sp|EnC(key,-,'w)(mpk)

b — {0, 1};ct,m — SplEnc(key,, v®, (i*, 1,0))

with the following oracle restrictions then an EIPL-IPFE scheme is said to satisfy q-query mes-
sage hiding security:

— SplEnc Oracle: «f can make at most q(1) queries of the form (v, (i,¢,7y)), where the index i
must beequal toi*.

— KeyGen Oracle: All queries of <f should be of distinct indices and the form of (i,id, u) for
i = i* satisfying the condition (u,v?) = (u,v"). That is, if « makes the key queries
(iy,idy, 1), (i2,id2, u), ..., (ix,idy, W), then i, # i, when a # b for every a,b € [x], and
ifig=1i" then (u, vy =(u, v(1)>f0r any a € [x].

5 Definition: Embedded Identity Private Linear IBIPFE

An EIPL-IBIPFE for a message vector space % = {#,},en, a predicate vector space & =
{Z1}ren, a user identity space 2 = {{0,1}* : ke N} and a group identity space 4.92 =
{{0,1}* : kK’ € N} consists of five PPT algorithms EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc,
Dec) and details about these algorithms are given below.

Setup(l", n, 1%, lk/, 1™) — (msk,mpk, key): The trusted authority takes as input the secu-
rity parameter A, the index space n, the user identity space parameter k, the group identity
space parameter k', a vector length parameter m, and outputs a master secret key msk, a
master public key mpk and a key key. The master public key mpk and the key key are made
public while the master secret key msk is kept secret to the trusted authority.

KeyGen(msk, i,id,gid, u) — sk,: On input the master secret key msk, an index i € [n], an
user identity id € {0, 1}¥, a group identity gid € {0, 1}* and a vector u € Z™, the trusted author-
ity outputs a secret key sk,.

Enc(mpk,gid’,v) — ct,: This algorithm is run by an encryptor by taking input as mpk, a
group identity gid’, a message vector v € Z™ and generates a ciphertext ct, associated to the
vector v.

SplEnc(key, gid’, v, (i, ¢, b)) — ct,: It outputs a ciphertext ct,, by taking input as key, a group
identity gid’, a message vector v € Z™ and index-position-bit tuple (i,¢,b) € [n+ 1] x ([k] U
{1}) x {0, 1}. If key = mpk then EIPL-IBIPFE is called public key EIPL-IBIPFE, else called pri-
vate key EIPL-IBIPFE.

Dec(sky,ct,) — {/L: On input the secret key sk, the ciphertext ct, decryptor outputs ei-
ther a decrypted value { or a symbol L indicating failure.

Correctness. An EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc, Dec) scheme is said to be cor-
rect if there exists negligible functions negly, negl, such that for all A, n,k,k',meN, ve 2™,
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i € [n+1], ] € [n], user identity id € {0, 1}, group identity gid € {0, ¥, 0 ((klu{l}),be (0,1},
the following holds,

(msk, mpk, key) «— Setup(1%, n, 1, 1¥,1m)
Pr | Dec(sky, cty) =(u,v): sk, — KeyGen(msk, j,id, gid, u) =1-negl, (1),
cty — Enc(mpk, gid, v)

f(j=i+1)v(i,0)=(j,L)Vv(iidy) = (j,1—- b) then the following holds,

(msk, mpk, key) — Setup(14, n, 1%, 1%, 1)
Pr [ Dec(sky,cty) = (u, v) : sk, — KeyGen(msk, j,id, gid, u) =1-negly(A).
cty < SplEnc(key, gid, v, (i, 4, b))
We now formalize the IND-CPA security notions of EIPL-IBIPFE. Let g(-) be a fixed polyno-

mial. The security definitions for EIPL-IBIPFE is a generalization from the g-query security
notions of EIPL-BE [GKW19] as given below.

Definition 11 (g-query Normal-Hiding Security) Iffor every stateful PPT adversary </, there
exists a negligible function negl such that for every A € N the following holds,

am, 15,18, 1m) — o (1
(msk, mpk, key) — Setup(14, n, 1¥, 1¥,1m)
Pr dKeyGen(msk,-,~,-,~),SpIEnc(key,-,~,-)(Ct(vb)) =b: (gid*, V) — dKeyGen(msk,~,~,~,-),SpIEnc(key,~,-,~)(mpk)

IA

DN =

+ negl(A),
b — 10, 1};ct? — Enc(mpk, gid*, v)
ctE,D — SplEnc(key, gid*, v, (1, L,0))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
normal-hiding security:

— SplEnc Oracle: «f can make at most q(A) queries of the form (gid*, v, (1,4,7)).

— KeyGen Oracle: All queries of «/ should be of distinct indices. That is, if o/ makes the queries
(i1,idy,gidy, uy), (iz,id2, gidy, ), ..., (ix,idy,gid,, ux), then i, # i, when a # b for every
a,bex].

Definition 12 (g-query Index-Hiding Security) If for every stateful PPT adversary <f, there
exists a negligible function neg| such that for every A € N the following holds,

1", 1%, 1,17, %) — 2 (1)
(msk, mpk, key) — Setup(1%, n, 1%, 1K, 1m)

Pr dKeyGen(msk,-,-,-;),SpIEnc(key,-,v,-) (Ct(,,b)) =p: (gid*, V) — 'QfKeyGen(msk,v,~,~,~),SpIEnc(key,~,~,~)(mpk) <+ neg|(/1)’

N =

b — {0, 1};ct(,?) «— SplEnc(key, gid*, v, (i*, 1,0))
ct'Y — SplEnc(key, gid*, v, (i* + 1, 1,0))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
index-hiding security:

— SplEnc Oracle: o can make at most q(A) queries of the form (gid*, v, (i,¢,y)), where the
index i must be equal to either i* ori* + 1.
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— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id,gid*, w). That is, if o/ makes the key queries (iy,idy,gid;, w), (iz,idy,gid,, up), ...,
(ix,idx, gid,, uy), then iy # i, when a # b for every a,b € [x] and i, # i* when gid, = gid*
foreverya € [x].

Definition 13 (g-query Lower Identity-Hiding Security) If for every stateful PPT adversary
<, there exists a negligible function negl such that for every A € N the following holds,

(17,15, 15,1m, 0%, 0%, b*) — o (1Y)
(msk, mpk, key) — Setup(ll, n, 1k, lkl, 1m)
Pr dKeyGen(msk,-;,-;),SpIEnc(key,-,~,-)(Ct(yb)) =b: (gid*, V) — dKeyGen(msk,~,~,~,~),Sp|Enc(key,~,~,~)(mpk)

IA

N~

+ negl(A),
b —{0,1};ct? — SplEnc(key, gid*, v, (i*, L,0))
ct') — SplEnc(key, gid*, v, (i*, €*, b*))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
lower-identity hiding security:

— SplEnc Oracle: «f can make at most q(A) queries of the form (gid*, v, (i,¥,y)), where the
index i must beequaltoi*.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the
form (i*,id, gid*, u) such thatid,~ = b*. That is, if o/ makes the key queries (i1,id;, gid,, uy),
(ip,id2, gids, up), . .., (ix,1dy, gid,, uy), then i, # i, when a # b foreverya,b e [x] and i, # i*
or (id,) o+ # b* whengid, = gid™ for every a € [k].

Definition 14 (q-query Upper Identity-Hiding Security) If for every stateful PPT adversary
<, there exists a negligible function negl such that for every A € N the following holds,

(17, 1%, 1K 1m0 b*) — o (11
(msk, mpk, key) — Setup(1%, n, 1%, lk,, 1)

Pr dKeyGen(msk,~,-,-,~),Sp|Enc(key,~,~,~) (Ct(l,b)) =b: (gid*, V) — dKeyGen(msk,~,-,-,~),Sp|Enc(key,~,~,~)(mpk) < = +negl(A),

N | —

b — {0, 1};ct'?) — SplEnc(key, gid*, v, (i* +1,1,0))
cts}) — SplEnc(key, gid*, v, (i*,¢*,b*))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query

upper identity-hiding security:

— SplEnc Oracle: «¢ can make at most q(A) queries of the form (gid*, v, (i,¢,y)), where the
index i must be equal to either i* ori* + 1.

— KeyGen Oracle: All queries of </ should be of distinct indices and should not be of the form
(i*,id,gid™, w) such thatidy« = 1 —b*. That is, if «/ makes the key queries (iy,idy,gid;, u),
(i2,id2,gidy, up), ..., (ix,idy, gid,, uy), then i, # i, whena # b foreverya,be [x] andi, #i*
or (idg) ¢+ # 1 —b* whengid, = gid”* for every a € [x].

Definition 15 (g-query Message-Hiding Security) Ifforevery stateful PPT adversary <f , there
exists a negligible function neg| such that for every A € N the following holds,

(17,1518, 1M %) — o7 (1Y)
o KeyGen(msk,-,+,),SplEnc(key, ) (ct,m) =b: (msk, mpk, key) — Setup(1%, n, 1, 1K 1my -

1
Pr -
(gid*, V(O), v(l)) — o KeyGen(msk,,-,-,),SplEnc(key, ") (mpk) 2

+ negl(1),

b — {0, 1};ct,,m — SplEnc(key, gid*, v, (i*, L,0))

with the following oracle restrictions then an EIPL-IBIPFE scheme is said to satisfy q-query
message-hiding security:
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— SplEnc Oracle: «f can make at most q(A) queries of the form (gid*, v, (i,£,y)), where the
index i must beequaltoi*.

— KeyGen Oracle: All queries of ¢ should be of distinct indices and the form of (i,id, gid, u)
for i = i* satisfying the condition (u, vy = (g, v W) ifgid = gid*. That is, if &/ makes the
key queries (iy,idy,gidy, uy), (i2,id2,gids, u2), ..., (ix,idx,gid,, ), then i, # i, when a # b
foreverya,be [k, and ifi, = i* andgid, = gid* then (u, v?) = (u, vV) for any a € [x].

Note that, the above security notions are described as the Adp-IND-CPA security model. In
case of Sel-IND-CPA security model, < is restricted to submit gid* before setup for Defini-
tions 11 - 15 whereas < also submits the pair of message vectors (v©, 1)) along with gid”
before seeing any public parameters in Definition 15. We similarly define EIPL-IPFE (see Sec-
tion 4) and its security notions by ignoring the group identities from the above definitions.

6 Definition: Embedded Identity Traceable IBIPFE

An EI-TIBIPFE for a message vector space % = {%)} 1¢n, a predicate vector space & = {Z1} 1en»
a user identity space .#2 = {{0, 1}*: keN} a group identity space ¥4.¢92 = {{0, l}k, k' eN}
consists of five PPT algorithms EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace) and details
about these algorithms are given below.

Setup(1?,n, 1%, 1¥,1M) — (msk, mpk, key): The trusted authority takes as input the secu-
rity parameter A, an index n, a user identity space parameter k, a group identity space pa-
rameter k', a vector length parameter m and generates the master secret key msk, a master
public key mpk, and a tracing key key.

KeyGen(msk, i,id, gid, u) — sk,: On input the master secret key msk, user index i € [n],
a user identity id € {0,1}%, a group identity gid € {0,1}*, and a vector u € Z"™, the trusted
authority outputs a secret key sk,.

Enc(mpk,gid’, v) — ct,: The encryption algorithm takes input the master public key mpk, a
group identity gid' € {0, l}k,, a message vector v € Z", and produces a ciphertext ct,.

Dec(sky,ct,) — {/L: The decryption algorithm is run by taking input a secret key sk, and
a ciphertext ct,. It either outputs a decrypted value { or a symbol L indicating decryption
failure.

Trace” (key, lﬁ,gid, u,v®, yM) — T: This algorithm has oracle access to a program 2,
associated with the vector u, it takes as input the tracing key key, a group identity gid, the
predicate vector u, two message vectors v @ pM® and outputs a set of identities T < {0, 1}k,
We call the tracing as public or private depending on whether key is equal to mpk or it is kept
secret.

Correctness. An EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace) scheme is said to be correct
ifforall A, n, k, k', meN, i€ [n],id € {0, 1}*, gid € {0, 1}¥ and v, u € Z™, there exists a negligible
function negl satisfying gid = gid’ such that the following holds,

(msk, mpk) «—Setup(l’l,n,lk,lk’,lm)
Pr | Dec(sku,cty) = (w,v):  sky — KeyGen(msk, i,id, gid, u) >1—negl(A)

cty — Enc(mpk,gid, v)

where the probability is taken over the random coins of Setup, KeyGen and Enc of EI-TIBIPFE.
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Definition 16 (Adaptive Security of EI-TIBIPFE) An EI-TIBIPFE is said to satisfy adaptive
indistinguishable-based (Adp-IND-CPA) security if for every PPT adversary </, there exists a
negligible function negl such that for every A € N the following holds:

(msk, mpk, key) — Setup(l/l, n, 1%, lk,, 1)

Pr | o7 KeyGen(msk,-,-) (ct,m)="b: @@, pD gid*) — orKeyGenmsk,.) (mpk) | < = +negl(1)

N —

b — {0, et o) < Enc(mpk, gid*, r(®)

with the following restriction on the key generation oracle.
— KeyGen Oracle: All queries of «¢ should be of form (i,id,gid, u) with i € [n], id € {0,1}*,gid €
{0, 13¥ and ifgid = gid* then (u, vy = (u, v®) holds.

We can similarly define the Sel-IND-CPA security of EI-TIBIPFE (alike to Definition 2) where
the adversary submits the challenge tuple @, v, gid®) before it receives the public param-
eters.

Definition 17 (Security of Tracing) Forany non-negligible functione(-), polynomial p(-) and
for all PPT adversary <f, consider the experiment Expté’;';l'T’Bl’D FEQ4p) defined in Fig. 1. The
tracing security of the scheme EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace) is defined as
follows:

1 a7 1k1K 1m — e ah

2. (msk,mpk, key) — Setup(1*, n, 1%, 1K', 1)

3. @uu, v(O), V(U,gid*) — 00

4. T — TraceZu (key, lﬁ,gid*,u, v©@ )y
The oracle O(-) has the msk hardwired in it and on query (i, id, gid, &) the oracle runs KeyGen(msk, i,id, gid, u) and sends
the output iff the index i was not queried before, otherwise it sends L. Let y“@ be the set of all users identities (id’s)
queried by «f associated with the vector u. The above model defines the adaptive tracing security. In case of selective
tracing, < selects (gid*, v@, v1)) before setup and it outputs the decoder @y, after it queries some secret keys.

Fig. 1: Exptg'T'B'PFE(l’l, b)

Based on the above experiment in Fig. 1, we define the following events and corresponding
probabilities.

— Good-Decoder: Pr(2,(ct,®) = b:b —{0,1},ct, @ — Enc(mpk,gid™, v®)] > % +e(N),
Pr-G-Dy ¢ (A) = Pr[Good-Decoder A p(1) = ILS{;‘@H.
- Cor-Tr: T#PpAT Sy, Pr-Cor-Try e ,(A) = Pr[Cor-Trl.

59’
- Fal-Tr: T ¢ %}, Pr-Fal-Try ¢ »(A) = Pr[Fal-Tr]

The EI-TIBIPFE is said to satisfy secure tracing if for any PPT adversary <, polynomial q(1)
and non-negligible function e(-), there exists negligible functions negl,, negl, satisfyinge(1) >
1/q(A) with the following conditions,

Pr-Fal-Tre e »(A) < negly, Pr-Cor-Try e »(A) =2 Pr-G-Doy ¢ p(A) —negl,

Note that the notion of EI-TIPFE is a particular case of EI-TIBIPFE where we simply ignore
gids used in the syntax of EI-TIBIPFE.
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7 EI-TIBIPFE from EIPL-IBIPFE

Consider an EIPL-IBIPFE scheme EIPL-IBIPFE = EIPL-IBIPFE.(Setup,KeyGen,
Enc,SplEnc, Dec) for a message vector space % = {#)},cn, a predicate vector space & =
{Z2}ren, a user identity space 9 = {{0, 1}*: ke N} and a group identity space ¢.¢9 =
{0, 1}’“/ : k' € N. In the following, we provide our EI-TIBIPFE scheme with the same mes-
sage vector space, user identity space, and group identity space. Depending on the special
encryption algorithm of the underlying EIPL-IBIPFE scheme, this generic construction of
our EI-TIBIPFE is called public or private EI-TIBIPFE.

Setup(l",n,lk,lk/,lm) — (msk,mpk, key): The algorithm runs EIPL-IBIPFE setup algo-
rithm as (msk, mpk, key) — EIPL-IBIPFE.Setup(1*, i, 1%, 1K, 1m), Outputs a master secret key
msk, a master public key mpk and a key key.

KeyGen(msk, i,id, gid, u) — sk,: The trusted authority runs EIPL-IBIPFE key generation
algorithm, and generates the secret key as sk,, — EIPL-IBIPFE.Key Gen(msk, i,id, gid, u).

Enc(mpk,gid’, v) — ct,: Anencryptor runs the EIPL-IBIPFE encryption algorithm, and out-
puts the ciphertext as ct, — EIPL-IBIPFE.Enc(mpk,gid’, v).

Dec(sky,ct,) — §/ L: The decrptor runs the EIPL-IBIPFE decryption algorithm, and out-
puts { — EIPL-IBIPFE.Dec(sky, cty) or L indicating the failure.

Trace@"(key, lﬁ,gid, u, v @, vW) - T: Consider two algorithms Index-Trace and ID-Trace
defined in Fig. 2 and Fig. 3. First, the Index-Trace algorithm runs for each index i € [n] and
find a collection of indices set T'"9¢% such that the Index-Trace algorithm outputs 1 corre-
sponds to these indices. Next, the ID-Trace algorithm runs on the index set 7""9¢*, and uses
the decoder box to find the required identity of the particular indexed user. Next the tracing
algorithm runs ID-Trace algorithm for all indices i € T4, and for each index i where the
ID-Trace algorithm does not output L. The tracing algorithm adds the output of ID-Trace
algorithm to the identity-set of traitors T.

1. Set Tdex.— & Fori=1to n.

— Compute (b, p q) — In_dex-Trace(key, lﬁ,gid, u, v oD ).
— Ifb=1, set T"dex .= Tindex ((j p, g)}.

2. Set T'"4e<:= @ For {(i, p, q)} € T,

— Compute id — ID-Trace(key, le(lﬂJ ,gid, u, v @ p@ .
— SetT:=Tuid.
3. Return T.

7.1 Correctness
The correctness of EI-TIBIPFE follows from the correctness of the underlying EIPL-IBIPFE

scheme. If gid = gid’, the decryptor correctly decrypts the ciphertext ct, using a legitimate
secret key sk, and obtains (u, v); otherwise, it returns L.
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1
Algorithm. Index-Trace(key, 1¢W , gid, u, v©@ M
Inputs: Key key, parameter ﬁ, a group identity gid, a vector u, messages v, vW, index i.
Output: 0/1
Itsets N = A-n/e, count] = county = 0. For j =1 to N, it computes the following:
— It chooses bj — {0,1} and computes ctl(b 5 EIPL-IBIPFE.SplEnc(key, gid, v(bi),(i,J_,O)) and sends ctl(b , to Du.
v/ v/

Now 2y, outputs b’j.

If b;. = b then count; = count; +1, else count; = count; — 1.

Computes ctz(bj) — EIPL-IPFE.SplEnc(key, gid, v®) (i+1,1,0)) and sends ctz(bj) to 9y. Let h’]. — @u(ctz(hj)).
v 14 v

If b’j = b then county = count;y + 1, else county = county — 1.

If countl&countg > £

county countg)
4n N ’* N

, output (1, , else output (0, L, 1).

Fig.2: Index-Trace

1
Algorithm. ID-Trace(key, 1¢W , gid, u, vg, v1, (i, p, 9))

Inputs: Key key, a group identity gid, parameter TI/I)’ avector u, message pair v©®, v index i, probabilities p.q.
Output: id € {0, 1}¥
Itsets N=A-n/e, and county =0 for ¢ € [k]. For ¢ =1 to k, it proceeds as follows:
1. For j=1to N, it computes the following:
- Itchooses b — {0,1} and computes ct! . < EIPL-IBIPFE.SplEnc(key, gid, v(®7 (i, ¢,0)) and sends ctl(b]_) to Dy.
v v
Now 2 outputs b’j.
- If b’j = bj then count, = county + 1, else count, = count, — 1.
Next, let id be an empty string. For ¢ = 1 to k, do the following:
1. If% > %, setidy =0.Else setidy = 1.
Finally, output id.

Fig.3: ID-Trace

7.2 Security Analysis

Theorem 2 If our EIPL-IBIPFE scheme is 1-query secure as per Definitions 11 to 15 (in the
adaptive/selective model), then the above EI-TIBIPFE scheme is secure as per Definitions 16
and 17 (in the adaptivel/selective model).

Proof. We prove this theorem by combining following Theorems 3 and 4 in the adaptive
model and the proof in selective setting will follows similarly.

Theorem 3 (Security of indistinguishability) If our EIPL-IBIPFE be a 0-query secure EIPL-
IBIPFE scheme as per Definitions 11 to 15, then our EI-TIBIPFE scheme is secure as per Defi-
nition 16.

Proof. We would like to point out that the scheme EI-TIBIPFE is IND-CPA secure even if the
EIPL-IBIPFE scheme satisfies only 0-query security. Let us assume that 7 is the least integer
index queried by the adversary of EI-TIBIPFE to the KeyGen oracle and (gid”*, v @ pM) be the
adversary’s challenge tuple. As per Definition 16, all secret key queries of <f to the KeyGen
oracle is of the form (j,id,gid, u) where j = 7 and satisfying the relation (u, v'?) = (u, vV)
whenever gid = gid*. Further all the secret keys are associated with distinct indices.

We construct a sequence of 27 + 3 hybrid experiments to prove the theorem. The se-
quence of hybrids starts with the hybrid Hy and ends with hybrid Hy, which are exactly the
same as IND-CPA game of EI-TIBIPFE where the challenger encrypts v® and vV respec-
tively. For any PPT adversary «, let p.s x(-) be a function of A that denotes the probability
of o/ outputting the challenge bit in Hybrid H,. It is sufficient to show that |p o — po 2l is
negligible in A.
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Hybrid Hy: It is the real IND-CPA game where the challenger computes the ciphertext ct, o —
EIPL-IBIPFE.Enc (mpk, gid*, v?) and sends it to <.

Hybrid H; (for i € [7]): This hybrid is identical to the previous hybrid, except that the chal-
lenge ciphertext is a special encryption of v©® to the tuple (i,L,0), ie, ctyo <
EIPL-IBIPFE.SplEnc(key,gid*, v, (i, L,0)).

Since the indices associate to the queried secret keys are all distinct, the normal-hiding
security of EIPL-IBIPFE guarantees that EIPL-IBIPFE.Enc(mpk, gid*, v®) and EIPL-IBIPFE.
SplEnc(mpk,gid*, v, (1, L,0)) are computationally indistinguishable except with a negligi-
ble advantage. Therefore, for any PPT adversary «f, it holds that |p.s 0 — pes,1,0l < negl(A).

For i € [t — 1], by index-hiding security, the distributions EIPL-IBIPFE.SplEnc (mpk, gid®,
v® (i, 1,0)) and EIPL-IBIPFE.SplEnc(mpk, gid*, v® (i+1,1,0) are computationally indis-
tinguishable since the < is not allowed to query a secret key with j = i. Therefore, we have
|Per,io— Per,i+1,0] < negl(A) for i € [T — 1] and by the property of triangular inequality, it holds
that [pw,0 — Per,r,0l < negl().

Hybrid H;: This hybrid is identical to the hybrid H; except that the challenge ciphertext is
generated as ct, o) — EIPL-IBIPFE.SplEnc(key,gid*, vV, (7, L,0)).

Observe that, for the index 7, the adversary may obtain some secret keys generated for
gid” to decrypt the ciphertext of hybrids H; o and H;. However, by the restriction on such se-
cret key queries, we have (u, v@) = (u, v'V). Hence, the message-hiding security of EIPL-IBIPFE
ensures that [pos 1 — por,r,0l < negl(A).

Hybrid H;_;,,(for i € [7]): This experiment is identical to the previous hybrid H; except
that the adversary gets the challenge ciphertext ct,a) — EIPL-IBIPFE.SplEnc(key, gid*, vV,
(tr—i+1,1,0)) corresponding to the index-position-bit tuple (r —i+1,1,0). For i = 1, the
hybrid H; ) is exactly identical with the hybrid H;.

Also as before, the index-hiding security of EIPL-IBIPFE ensures that |py 71— j+11 — Par,r—in] <
negl(A) foreach i € [T —1].

Hybrid H;: This hybrid is similar to hybrid H; ; expect the challenge ciphertext is of the form
ct,m — EIPL-IBIPFE.Enc(mpk,gid*, v'"). Again, by the normal-hiding security of EIPL-IBIPFE,

we have |py11 — P 2] < negl(A).
Finally, combining the above claims and using the triangular inequality, we conclude the
proof. m|

Theorem 4 (Security of Tracing) If our EIPL-IBIPFE scheme is 1-query secure as per the Def-
initions 11 to 15, then our EI-TIBIPFE is secure as per the Definition 17.

The security proof of tracing is provided in Appendix A.

8 EIPL-IBIPFE from IBIPFE

Consider IBIPFE = (Setup, KeyGen, Enc,Dec) be an identity-based inner product functional
encryption scheme with the predicate space Z = {¥}}1en and a message space % = {#)} yen.
In the following, we discuss the generic construction of EIPL-IBIPFE from IBIPFE.

Setup(l",n, 1%, lk’, 1) — (msk, mpk, key): The setup algorithm performs the following
steps:
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— runs the IBIPFE setup algorithm 2nk times and generates {IBIPFE.msk; ¢ ,,, IBIPFE.mpk; ; ,}
— IBIPFE.Setup(1*,1™,1¥) for all (i, ¢, b) € [n] x [k] x {0, 1}.

— sets the master secret key msk = {IBIPFE.msk; ¢ p}(i ¢, b)en] = [k1x 10,1} @and the master public
key mpk = {IBIPFE.mpk; ; ,}(i ¢, b)e1n1x [k1x 10,1} With the key key = mpk.

KeyGen(msk, i,id, gid, u) — sk,: The key generation algorithm executes the following steps:

— runs IBIPFE key generation algorithm k times and generates IBIPFE.sk; ¢4, — IBIPFE.
KeyGen(IBIPFE. msk; ,i4,, gid, u) for all £ € [k].
— outputs the secret key sk,, = (id, gid, {|BIPFE.sk; s id,} re(k1)-

Enc(mpk,gid’, v) — ct,: The normal encryption algorithm works as follows:

— randomly chooses v; y — 7" for i € [n], £ € [k — 1] and set v; . = v—Z’[f;} vi¢e Yi€|[n].

— runs the IBIPFE encryption algorithm 2nk times and generate IBIPFE.ct; o, — IBIPFE.Enc
(IBIPFE.mpk; , p, gid', v; ¢) for all (i, ¢, b) € ([n] x [k] x {0,1}).

— outputs the ciphertext ct, = {IBIPFE.ct; ¢} ,¢,p)e(n1x [k x{0,11)-

SplEnc(key,gid', v, (i*,£*,b*)) — ct,: The special algorithm proceeds as follows:

— chooses n- (k—1) uniformly random vectors as v; y — 2" for i € [n], £ € [k — 1], Next, sets
V; i as

v-Yt v, ifizi*
Vik= B }
—7m otherwise

where v; . — Z" represents sampling v; ; as a random vector.
— sets the vectors v; ¢, as:

. Vi if(i,¢,b) #(i*,¢*,b")
Viv b= m )
A otherwise

— runs the IBIPFE encryption algorithm 2nk times and generate the ciphertext ct; o, —
IBIPFE.Enc (IBIPFE.mpki)&b,gid’, v;op) forall (i,4,b) € ([n] x [k] x{0,1}).
— outputs cty = {Cti z,b}(i,0,b)e((nlx [k x{0,1})-

Dec(sky,ct,) — ¢/ L: To decrypt the ciphertext ct,, this algorithm performs as follows:

— runs the IBIPFE decryption algorithm and compute

Zp — |BlPFE.DeC(lBlPFE.skiyg,id[, |B|PFE.Cti,[,idé) for all ¢ € [k].
— outputs { =Y se (k) 2¢-

8.1 Correctness

Ifgid = gid' then it proceeds as below, otherwise returns L. Note that, forall i € [n], Z’;:l Vig=
v in normal encryption. Therefore,

k k k
(u,vy = Z (W, v; ¢) = Z IBIPFE.Dec(IBIPFE.sk; ¢,4,, IBIPFE.ct; ¢iq,) = Z Zyp.
/=1 = /=1

/=1

In special encryption we note that,

(=i +1)V(Q,0) =" 0" =1)v(i*ide) = (i,1-b*) = bjpp =,
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Thus, for i = i*, we have v = Z'lf:l v; ¢. Therefore,

k
(,v) = Z(u, Vigpy if (=" +1D)V(i,0)=0"¢"=L)v(i"idp)=(i,1-b")
/=1

k k
= Y IBIPFE.Dec(IBIPFE.sk; ¢ q,, IBIPFE.ct; sja,) = Y 2.
l=1 /=1

8.2 Security Analysis

Here, we prove the security of our generic EIPL-IBIPFE construction from IBIPFE.

Theorem 5 If the underlying IBIPFE = (Setup, KeyGen, Enc, Dec) scheme is IND-CPA secure,
then our EIPL-IBIPFE =(Setup, KeyGen, Enc, SplEnc, Dec) scheme is secure as per Definitions
11 to 15.

Proof. We prove the above theorem by combining of following Lemmas 1 to 5. The proof
of each lemma holds directly from the IND-CPA security of underlying IBIPFE scheme. We
also note that our construction preserve the security level of the underlying IBIPFE, i.e., the
proposed EIPL-IBIPFE is selectively or adaptively secure if the IBIPFE is so. Next, we discuss
the formal proof.

Lemma 1 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the normal-hiding security as per the Definition 11.

Proof. The distribution of normal encryption and special encryption ciphertexts are iden-
tical since the special encryption algorithm runs on input (i*,¢*, b*) i.e., it computes Sp-
|Enc(key, gid*, v, (i*,¢*,b*)) with i* =1, ¢* = L. Therefore, v; s = v;, for all i,¢,b as the
condition (i >i*) vV ((i=i*)A(l #€* vb#b*))isequivalent to i = 1. O

Lemma 2 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the index-hiding security as per the Definition 12.

Proof. We will prove this security of indistinguishability via. IND-CPA security of the under-
lying IBIPFE scheme. Recall that the index-hiding security requires the special encryption to
(i*,L,0) is indistinguishable from the special encryption to (i* +1, L,0) if the adversary is not
provided with a key of the form (i*,id, gid*, u). In the table below, we represent the IBIPFE
ciphertexts that are different in the special encryptions to (i*, L,0) and (i* + 1, L,0).

SplEnc(key, gid*, v, (i*,1,0)) SplEnc(key, gid*, v, (i* + 1, 1,0))

Cti*,k,O «— IBIPFE.Enc(mpkl-*’k,O,gid*, W) Cti*,k,O — IBIPFE.Enc(mpki*’k’o,gid*, W)
Cti*,k,l «— IBIPFE.Enc(mpkl-*,k,l,gid*, W) Cti*,k,] «— IBIPFE.Enc(mpki*’k’l,gid*,w)

where w = v—Z’!f;% Vi ¢ where w — 7™,

Note that, according to the game restriction, </ can not query to KeyGen oracle for an
IBIPFE secret key corresponding to the index-group identity pair (i*,gid*). Therefore, <« is
not allowed to make any IBIPFE secret key of the form IBIPFE.sk;- /4, for a vector u which

33



corresponds to the challenge group identity gid*. Hence, by IND-CPA security of the under-
lying IBIPFE scheme, we first change the ciphertext ct;« ;o to encrypt a random vector w
instead of encrypting v — Z’,f;} v;+ ¢ and then change the ciphertext ct;: j,; to encrypt the
same random vector w instead of encrypting v — Z’[f;% v;+ ¢. We observe that we can apply
the IND-CPA security even if (u, v) # (u, w) as in all the queried secret keys of </ we have
gid # gid*. Hence, the index-hiding security follows from the IND-CPA security of the IBIPFE
scheme. ]

Lemma 3 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE satisfies
the lower identity-hiding security as per the Definition 13.

Proof. We recall that in the lower identity-hiding security it is required that the special en-
cryption to (i*, 1,0) is indistinguishable from the special encryption to (i*,¢*, b*), given that
the adversary does not have a secret key for (i*,id,gid", u) such that id,» = b*. In the table
below, we represent the IBIPFE ciphertexts that are different in the special encryptions to
(i*,1,0)and (i*,¢*,b").

SplEnc(key, gid*, v, (i*,1,0)) SplEnc(key, gid*, v, (i*,¢*,b*))

Cti*,[*,b* — |B|PFE.EnC(mpki*,g*,b*,gid*, w) Cti*,[*,b* — IBIPFE.Enc(mpki*,g*,b*,gid*,w)

where w=v—Y p1¢+ vj* ¢ where w — 7™

We observe that no IBIPFE secret key is generated using msk; ¢+ ;+ for a pair (gid™, u) with
idg« = b*. Therefore, depending on the IND-CPA security of the IBIPFE, we can change the
ciphertext component ct;» ¢« p+ in SplEnc(key, gid*, v, (i*,L,0)) from encrypting the vector
w=v-) s Vi~ to arandom vector w — Z™. Hence, the proof follows. O

Lemma4 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the upper identity-hiding security as per the Definition 14.

Proof. We recall that in the lower identity-hiding security it is required that the special en-
cryption to (i*,¢*, b*) is indistinguishable from the special encryption to (i* +1, L,0), given
the adversary does not have a secret key for (i*,id, gid*, u) such thatid,» = 1 - b*. In the table
below, we represent the IBIPFE ciphertexts that are different in the special encryptions to
(i*,¢*,b*)and (i* +1,L,0).

SplEnc(key,gid*, v, (i*,0%,b*)) SplEnc(key,gid*, v, (i* +1,1,0))

Ctix p* 1-p* — IBIPFE.Enc(mpki*,[*yl_b*,gid*,w) Ctix px 1_p* — IBIPFE.Enc(mpki*,g*'l_h*,gid*,w)

where w=v—3Y 2o+ vj* ¢ where w — 7™

Using a similar argument as above, one can show that the IND-CPA security of IBIPFE en-
sures the indistinguishability of SplEnc(key, gid*, v, (i*,£*, b*)) and SplEnc(key, gid*, v, (i* +
1,1,0)). O

Lemma5 Assuming the underlying IBIPFE is IND-CPA secure, then our EIPL-IBIPFE scheme
satisfies the message-hiding security as per the Definition 15.
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Proof. The message-hiding security requires that the special encryptions of v® and v! to
the same tuple (i*, L,0) under gid* are indistinguishable if all the secret key queries of the
form (i = i*,id, gid", u) must satisfy (u, v¥) = (u, v'V). In the table below, we represent the
IBIPFE ciphertexts that are different in the special encryptions of v® and v'.

SplEnc(key, gid*, v @, (i*, L,0)) SplEnc(key, gid*, vV, (i*, L,0))
ct? . p — IBIPFE.Enc(mpk;s rp,gid*, vi) |t} — IBIPFE.Enc(mpk;s ., gid*, vi})
forbE{O 1} forbE{O 1}

where v(o) =v© Z v, ¢ foralli=i* where vu) =M - Z v, ¢ foralli=i*

Note that, any secret key for the tuple (i > i*,id,gid", u) must satisfy (u, v(O)) = (u, v(l))
Therefore, ct(o) kb and ct(l) kp are indistinguishable for b € {0,1}, i = i*, by the IND—CPA secu-
rltyoftheIBIPFE O

Hence, the proof follows. O

9 Adaptively Secure EIPL-IPFE using Bilinear Maps

Let us assume %G Gen be a bilinear group generator of a composite-order group N = p- g
where p, g be two prime integers. In the following, we describe our EIPL-IPFE = (Setup, KeyGen,
Enc, SplEnc, Dec) scheme based on bilinear map.

Setup(l’l, n,1%,1™) — (msk, mpk, key): The setup algorithm executes as follows:

sets 71 = [\/%] and 7= [7].
samples a bilinear group BG = (p, g, N = p- q,G,Gr,e(-,")) — 9pg.gen(11).
chooses random generators gy, hy, fp € Gpand g4, hy, f4 € G4. Itsets g = 8,84, h = hphy, f =
Ipfq € G. Also, samples some random exponents as follows:
Vle [k]>b € {0) ]-}y 6[,1) - ZN)Y[,I) - Zp
Vyelnl,elkl,be{0,1}, cyep—2ZN
Vjelml,xelnl, ryj @y Wxj—2ZN

samples § — Z, and sets

[Bthqu—gq,Zq fq,

Exj :grx'j)Fx,j = h x'j)Gx,j = e(g)g)ax'j)

pr
Egxj=8q

Wq,x,j = e(fq;fq)ﬁwx’j; Wx,j = e(f,f)u/x,j

xj)Fq,x,j = hgrx’jy Gq,x,j = e(gq) gq)ﬁax’j;
mpk =

xe[7), jelm]

{Hy,0p = 8P} (y,0,b)e (7] x (k] x (0,1}

7 Yeb
{V[,b = g‘s“’gp Ve =

5£,b}
(4,b)e[k]x{0,1}
G; &, {rx,jy ax,j»’Wx,j}xe[ﬁ],je[m] »
msk = , key =mpk
{Cy,0,b} (3,0, b7l x [k1x{0,1}
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- outputs mpk, msk, key.

KeyGen(msk, i,id, u) — sk,: The key generation algorithm proceeds the following steps:

- consider (x, y) € [11] x [11] be the unique row wise representation of index i (for any i € [n],
its corresponding indices can be defined as y=i mod 7 and x = [%1)

- itgenerates the secret key sk, = (x, y,id, K = (K1, K»)) where K} = g<“x'”>-(]'[g€[k] Hyyid,
and K, = fwlx’u).

)(rx,u>

Enc(mpk, v) — ct,: The encryption algorithm is the same as special encryption algorithm
(SplEnc) when run on index-position-bit tuple (i*, ¢*, b*) = (1, L,0).

SplEnc(key, v, (i*,€*,b*)) — ct,: The special encryption algorithm performs the following
steps:

- let (x*, y*) € [71] x [11] be the unique row-wise representation of the index i *.
— chooses random exponents as

Vjelml, 0j,vj,¢j—2Zn, T,t€ZN, VXE[N], Sx,ex,Ky, frx,dx—2ZN
VJ/E [ﬁ]yé € [k])be {O) 1}) wy,[,b’ Vy,[,b - ZN

- forall xe [n], j € [m] and (3,4, b) € [71] x [k] x {0, 1}, it generates the following components
as described in the Table 2 and Table 3.

Table 2: Computing row components for x € [71], j € [m]

Rx,j RX,]' Ay | By Ix,j

% | pSx SxT Sxt| Kyt Vi lSx yiKx
x> X Eq,x'j Fq'x,j ES" |2, |e(gq 89)7 Gq,x,j qux,].

— ¥ S. SxT Sel| eyt Vi s K
X=X Ex)fj Fxfj g f x E(gq,gq) J .Gx,;.Wx,jx

x<x* ngU'j hSXTVj gex fdx e(gyg)fxﬁbj,e(f,f)fx(bj

Table 3: Computing column components for (y, ¢, b) € [11] x [k] x {0, 1}

‘ Cyeb ‘ Cyeb

>y =y AGD AW H R ‘ glner

Vy,e,bT
,

* (% pE Pk t w T
(J/<y )V(J’jyb)—(y ,é rb )) ‘Hy,[,bh »lb .V[b

Wyeh . Uyt
gV,

- outputs the ciphertext ct, associated with the vector v as

t, = {Rx,ijx,ijx,BxyIx,j}xe[ﬁ],je[m];
v =

{C ,0,b) Cyvfyb}(y,(,b)e[ﬁ]x[k]x{o,l}
Dec(sky,ct,) — ¢/ L: The decryptor uses a secret key sk, to decrypt the ciphertext ct,.
Then, it computes
. Uuj
Hje[m] Ix,ju] 'HjE[M] e(Rx.j’erlk] Cy,]f,id[)

jerm e(Rx,j, eeri ny][’id[) -e(Ky, Ay) - e(Kz, By)

n

Outputs { = loge(gq’gq) 7.
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9.1 Correctness

Theorem 6 If all the components are generated as above algorithms, then our propose EIPL-
IPFE scheme is correct with non-negligible probability.

Proof. Consider the secret key sk, = (x, y,id, K) corresponding to the index i = (x, y), an iden-
tity id and a vector u. We know that K = (K = g{®v® . (Teex Hyyg,id[)“x'“),Kz = fWomw)
and consider a ciphertext ct, is an encryption of a vector v and index-position-bit tuple
(i*,¢%,b*). It consists of cty = ({Ry,j, Rx,j, Ax, Bx, I,j}x,j» {Cy,0,0)Cy,0,b}y,0,). From the defi-
nition of EIPL-IPFE, correctness holds or the decryption oracle gives the outputs (u, v) if
@zi*+1)v(@*e")=(>,L)v((i*idy) = (i,1-Db")). Consider i* = (x*,y*). Let the index,
identity pair (i, id) satisfies the above restrictions. Depending on the representation of i, we
consider the following cases:

Case 1: x > x*: In this case, we have all the row components for all x € [72], j € [m] as Ry, j =
Eq e Ry = F;’“;] A, = ES" By = Z;xt,lx,j =e(gq 89" -G;f;,j . W;igfj. The decryption does
not depend whether y > y* or not, we can compute the following components from the
Table 2 and Table 3. First consider (y > y*) v ((y = y*) A (¢,b) # (£*,b")), then we compute
following components:

[]e

— Sxt{u,ry) Y. Cyri
e|Rej 11 )’!,idi) = e(gg, g+ re Lotk Cutidy

j€lm] le[k] e(gq’ hq)ﬁSxT(u,rx) Y vtk Wye,id, D
H Ix,].uj: e(gq’gq)<u,l!> . e(gq,gq)ﬁt&c(axyu) . e(fq,fq)ﬁth<l[Ix,u> (2)

jelm]

H Rx], l_[ yé,id[) = e(hq,gq)ﬁsx'f<rxru>zf€[k] Wy,eid, 3)

jelm] lelk]

e(Ky,Ay) = e(gq’gq)ﬁsxt<axyu> -e(gy gq)ﬁsxt(rx,u)zk[k] Cyeid, @

e(Kz, Bx) = e(fci»]Ccf)ﬁ'““t("'“‘> 5)

Therefore, we get that for every ¢ € [k], j € [m],
wi
Hje[m] e (Rx,j» e Cy,]é,idg)

[ljerm e (Rx,j; [Teek Cy,f,idg)

= e(g,, gq)ﬁsx Hu,rx) Xeei) Cy,e,id, (6)

So, from Eq. 2,4,5,6 we have,

. u;j
jetm T, T jerm e(Ra jo Teer C, 14,

n=
H]E[m] e(Rx J? H[e[k] y[ idy ) e(Kl) Ax) e(KZ) Bx)
(u,v)
_ Bsxt{u,r) ¥eei) Cy,eid, €(8q84) — (u,v)
e(gq’gq) ! e(gq’gq)ﬁsx“rxﬂl) 2retk) Cyeid, e(gq’gq)

Finally, it returns loge(gq) g1
Next, we consider (y < y*) Vv ((,¢,b) = (y*,¢*,b™)), then we compute the following compo-
nents.

Hu,r) Yrei Cy,0,id,

= e(gq’ gq)ﬁsx

[1 e|Rs I1 €,
J 0id
( ety

Jj€lm] e(gy, hq)ﬁSxT(u.rx>Z(e[k1(Wy,e,id, +00,id, Vy,eid,) @)
5. ~Uj _ BsxT{Tx, W) Y ek Wy e,id, +0¢,id , Vy,0,id

11 e(Rx'f’ [l Cy,ﬁ,idé’)_e(hq’gq) e R a0t Uiy ®)

Jjelm] lelk]
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In this case also,
uj
Hje[m] e (Rx.j’ [ee € [,idg)

)

Hje[m] e (Rx,]" H[E[k] Cy,[,idg)

),Bsx Hu,rx) Y refk) Cy,eidy

So, correct decryption follows as previous.
Case 2: Otherwise: In this case, the correctness needs to hold if (i*,¢*) = (i, 1) v (i*,idy+) =
(i*,1—idg+) or we can write as (x =x*) A (y>y*)V(y=y* A, b) # (£*,b%)))

I] e

. uj _ Sx U, ry) Yrerk) Cy,e,id, .
ny], H Cy,[,id[) = e(g, g) x X €[k] Cy,id,

jelm] Celk] e(g, h)sxﬂu,rx)De[k] Wy,eid, 9)
[1 e|Rej I1 G;Q,idz) = e(h, g)*" o Lot ntie, (10)
jelm] le(k]
H Ix'].uj — e(gq’gq)w.v)e(g’ g) tsx(txx,u>e(f’ f 1K (W, ) (11)
ég—?ﬂ A)=e(g 8 Sxt{@y, ) | e(g, g) Sx I, 1) X etk Cy,e,id, (12)
e(Kp, By)=e(f, )" V=1 (13)

Using the Eq. 9,10,11,12,13 and the same computations as Case 1, the correctness of EIPL-
IPFE holds. O

9.2 Security

Theorem 7 Ifthe assumptions 1,3,5,6, and 7 hold over the bilinear group BG, then our EIPL-
IPFE scheme is adaptively secure as per Definitions 6 to 10.

Proof. To prove the security of our scheme, we show that our construction satisfies all five
security properties. We significantly modify the proof technique of [BW06, GKW19] to com-
patible it with our scheme. Before going the main idea of the proof technique, we would like
to focus that since our EIPL-IPFE consists of a public key special encryption algorithm thus,
the adversary does not need to query to EIPL-IPFE challenger for the special encryption
queries or ciphertext queries. Therefore, the adversary only performs secret key queries to
the challenger throughout the security game.

Lemma 6 Our EIPL-IPFE satisfies normal-hiding secure as per the Definition 6.

Proof. Since the distribution of normal encryption’s ciphertext and special encryption’s ci-
phertext for the index-position-bit tuple (1, L, 0) are the same, thus the definition of normal-
hiding security follows from construction. m|

Lemma 7 Ifthe assumptions 3,5,6 and 7 hold over the bilinear group BG, then our EIPL-IPFE
satisfies the index-hiding secure as per the Definition 7.

Proof. As per the definition of index-hiding game, we show that adversary can not distin-
guish between the special encryption to the index-position-bit tuple (i*, L,0) and (i* +1, L
,0). For the index position i* = (x*, y*), the adversary can not query to the key generation
oracle for the secret keys.

Now if y* = 71, then we have i* + 1 = (x* + 1,1) otherwise, i* + 1 = (x*, y* + 1). Similar to
the [BW06, GKW19], we break down the proof into two parts based on whether y = 7 or not.
To prove this security, we consider following two claims 1 and 2.
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Claim 1. For y* < 1, the special encryption corresponding to the index-position-bit tuple
((x*,y*),L1,0) and ((x*, y* + 1), L,0) are indistinguishable.

Proof of claim 1. To prove the above claim, we consider 2k + 1 sequences of hybrid games
as Hy and HZE where ? € [k] and be {0,1}. The hybrid Hj corresponds to the index-hiding
security game where the challenge ciphertext is a special encryption to the index-position-
bit tuple (i* = (x*, "), 1,0) and Hjy j is the same as Hy except the column component Cy- ¢,

for (¢,b) € [f —1] x {0,1} and for ¢ = !7, b < b, choose an uniform random element from Gp.

Table 4: Computing column components of the ciphertext in Hybrid Hj ;

Cyeb Cyeb

>yIVy=y*nl>0v

~ - HY hWyenT Wy,e,b
(y=y*Al=0Ab>Dh) »tb &

<y IV =y Al<byv it

~ - Wy Ty VROt | qwy o p VR0
(y:y* ANC=C0Ab<D) »¢,b )b g ¢b

Here, the hybrid Hj, corresponds to the index-hiding game in which the challenge ci-
phertext is an encryption of the index-position-bit tuple (i* + 1, 1,0) = ((x*,y* +1),.L1,0). It
is also required that the hybrid Hy and H, o are indistinguishable. In the following, we show
that the hybrid Hy; and the hybrid Hz ;| 311y moq2 are indistinguishable. This same proof
technique is used to show that all consecutive hybrids are indistinguishable. By combining
all indistinguishability of hybrids, the claim 1 follows.

Hy 5= Hp 5 1 (5+1) mod2 : SUppose on contrary, there exists a PPT adversary </ which can

distinguish between the hybrid Hjj; and hybrid Hz,;_; 5,1) mod» With non-negligible ad-
vantages. We construct a PPT reduction algorithm 28 which breaks the modified-2 D3DH
assumption 3 with the same non-negligible advantages as follows:

Let the reduction algorithm 2 first receives the modified-2 D3DH assumption 3 chal-
lenges from the challenger as

([BG’gp,gq’A: gZ’B = gz,c: g;,D: ggz, T)

abc
p

receives the challenge tuple ar1m 1k 1m i* = (x*, y*)) from the adversary of where y* < 7.
Now, % generates the master public key by using the modified-2 D3DH instances and sends
it to «f. Next, the adversary makes adaptively secret keys queries for distinct indices except
i* and sends the challenge message vector v to the challenger. In the following, we show
how does 28 simulates the master public key and how to answer the queried secret keys and
the challenge ciphertext from the challenge instances. Finally, «/ outputs its guess, which %
uses to break the modified-2 D3DH assumption 3.

As this reduction plays over the subgroup G, with the challenger, thus it can choose any
components from the subgroup G, by itself. We implicitly set the exponents rj, y+ j, $5,x* and
Kp,x* @S DTy x* j, Spx+ /b and K p / b? respectively where the exponents Tp,x*,j»Kp,x* Sp,x+ are
chosen uniformly random from the subgroup G, and set h, = B = gS, fp= B4 for some
random exponent d; — Zy, t,=a-b, ¢ i ih= C'gp,y*,ZE where ¢ @b LN- With these
exponents, we correctly simulate the master public key, secret keys and the challenge group
elements T that can be programmed in the challenge ciphertext components Cy*, i

where T is either g7”¢ or a random element in the subgroup G, of prime-order p. Next, %
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Public key simulation. Sample two random generators hg, f; < G4 such that h,; = gf;, fa=

gg' where the exponent d,d’ — Z. Additionally, it chooses the random exponents as fol-
lows:

Vle[kl,bef0,1}, bop—2ZN,Yeo —Zp
VJ/E [ﬁ]rg € [k]ybe {0; 1}! Zy,[,b - ZN
Vje[m], xel[n], ’fx,j;ax,j;Wx,j‘_ZN

Samples f — Zy and computes the following public key components for all x € [7], j € [m]
and (y,4,b) € [n] x [k] x {0,1} as

Ey,= {(8p8q)7x'f ifx#x" o {(th)'fx,,- if x # x*,

(B gq)7x,j otherwise.’ w (Dhq)Fx,j otherwise.’

[ (cgprerit (y,0,b) = (y*,,b),
»6b= (gpgq)gﬂvb otherwise.

Challenger 2 set the master public key as

dl
BG,g = gp8q h =848 f =B f1.Eq=gh, Z,= g ",

Ey j, Fy,j,Gyx,j = e(g, )%/,

BTy, BTy, j _
Egxj=8q " Faxj=lg " Gaxj = e(8q 89", :

mpk = ' .
Wx,]' = e(Bdlfq,Bdlfq)V’xd, Wq,x,]- = e(fq,fq)ﬁu’x,j

xe[nl, jelm]

{Hy,e,b} (y,0,b)elm x [k]x10,1}»
{Ve,b = gotv gl Vp = h5fvb}

(€,b)e[k]x{0,1}

All the public key components can be computed using the modified-2 D3DH assumption 3
challenge instances.

Secret key simulation. In the secret key generation, adversary can not query for the se-
cret key corresponding to the index position i* = (x*, y*) for the key generation oracle. To
answer these queries, challenger returns the secret key sk, corresponding to the tuple (i =
(x,y),id, u) as follows:

g(axyu>g<Fx:u>Zle[k] Ey,l,idg lfx # x*’y ;é y*
Ky =< glaww (ng)(?x,lt)&e[k] Cy,id, if x = x*, (y # y* Vid; # b)
g(lxx,u)g<7xyu>25¢,70y,[,id[ (ng)<rx,u) vibif x #£ x* A (y,idg) _ (y*,E)

Ky = (BY fo) V=

Challenge ciphertext simulation. 28 makes the simulation of the challenge ciphertext as
follows:

Vje [m],O'j,Vj,([)j —7ZN, TEZN, lq —ZnN
Vxe [ﬁ], ex»fx»dx — ZN>%x,§x (_ZN

Vyelnl,lelkl,be{0,1}, Wyrp Vyep—2ZN
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Now, the challenger 98 simulates the row and column components of the challenge cipher-
text as follows:

Table 5: Computing row components of the ciphertext for x € [7], j € [m].

Rx,j Rx,j Ax Bx Ix,j
x| pSx 5T Sxlq Kxlq Vi IqSx ] tgKx
X>X Eq,x,j Fq,x,j Eq Zq e(8q,8q)"7 Gq,x,j Wq,x,j

. 13 .3
e(gq, 8q)"7 - e(g, Agg ) T+
e(f, Af;q)dlwx,j?x

x<x*| g5 (th)gxwf g% £ e(g, )i -e(f, )9

x=x* g7x_j§x (th)‘fxyj:fx‘[ (Ag;ﬂ)fx (Af;q)dlﬁx

Table 6: Computing column components of the ciphertext for (y, ¢, b) € [n] x [k] x {0, 1}

Cyeb Cyeb

W>yIvVy =y al>0v gfy,z.btqhu’;y“r

"~ - y A~ CnenlT .gwy,z,b
(y=y*Al=¢Ab>D)

Y P z -
»ebtq TWy,¢,b Cyt,b Wy ¢.b
g4 hTWyeb . TCye, gt

<y IVy=y*nt<bv gEy_“,tq.
(y=y*Al=0Ab<Db) a1

y=y*Al=0Ab=b

w Vy,e,b
TWyep . U0 Wytb
h'*y 8p gy

After generation of all the ciphertext components, challenger sends these to the adver-
sary <f, then «f guess b’ and sends it to & and it simply forwards it as its guess to the
modified-2 D3DH challenger.

Analysis of Simulation. If T = gl‘}bc, then 28 simulates the view of the hybrid Hj j; otherwise
if T is randomly sampled from the subgroup G, then % simulates the view of the hybrid
Hj\ 5 1.(+1) modz- S0 if & wins with the advantage €(-), then 98 breaks the modified-2 D3DH
assumption with the same advantage. O

Claim 2. 1f y* = 7, the special encryption to the index-position-bit tuple ((x*, y*), L,0) and
((x*+1,1),L,0) are indistinguishable.

Proof of claim 2. To prove the above claim, we consider a sequence of hybrids. In the follow-
ing, we discuss about these hybrids.

Hybrid 1. This hybrid corresponds to the index-hiding game in which the challenge cipher-
text is a special encryption to the index-position-bit tuple (i* = (x*, y*), L,0) for y* = 7.

Hybrid 2. The hybrid is exactly same as hybrid 1 except that the challenge ciphertext is a
special encryption to index-position-bit tuple (i* = (x*, y* + 1), L,0) for y* = 7. In general,
as y* = 7, the special-encryption algorithm does not encrypt to the position (x*, y* + 1) gen-
erally. However, this algorithm can be naturally extended to encrypt such specific position.

Hybrid 3. Hybrid 3 is identical to the previous hybrid 2 except that the row component I ;
for x = x* of the special encryption as mentioned in the following Table 7, where L = e(g), §)*
for z € Z,, is randomly chosen.

Hybrid 4. Hybrid 4 is identical to hybrid 3 except that the row component of challenge ci-

phertext as in Table 7, where L = e(g, g)* with z as a random exponent from Z .
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Table 7: Computing row components of the ciphertext for x € [7], j € [m]

Rej | Rxj | Ax | Bx L
% | pSx SxT Sxt| Kyt Vi, lSx yfKx
>X Byl Fari|Fa |%a” |€8a8a) TG Wy

— F S, SxT Sxt| £Kyt vi ~ISx 1K,
xX=x Ex’fj Fxfj gt f*xtl e(gq, gq) ”'(’x,}"Wx,jq‘

x<x*| g [TV | ger | e | elg, @ ie(f, I

Hybrid 5. Hybrid 5 is the same as hybrid 4 except that the row components in the Table 8
which we mention below.

Table 8: Computing row components for x € [7], j € [m] in Hybrid 5

Rx,j ﬁx,j Ayx | Bx Ix,j

% | pSx SxT Sxt| Kyt Vi Sy prtKx
x> X Eq,x,j Fq,x,j Eq Zq e(gq,8q) 7 Gq,x,j Wq,x,j

x=xt| g0l |nSeTVi| gex | flx | e(g, x5 e(f, I3

Hybrid 6. The hybrid 6 is similar to the hybrid 5 except that the column components to the
index-position-bit tuple ((x*, y* =1),¢* =L, b* = 0) of the challenge ciphertext.

Hybrid 7. The hybrid 7 corresponds to the index-hiding game in which the challenge ci-

phertext is a special encryption to the index-position-bit tuple ((x* +1,1), L,0) for y* = 7.
In the following, we have proved that the adversary’s advantage for all the consecutive

hybrids are negligible in the security parameter which completes the proof of the claim 2.

Hybrid 1 = Hybrid 2: The indistinguishability proof of the hybrid 1 and hybrid 2 is identi-
cal to the claim 1.

Hybrid 2 =~ Hybrid 3: Suppose on contrary, there exists a PPT adversary «f that distinguishes
between the above two hybrids with €(-) advantages. Then we construct a PPT reduction al-
gorithm which breaks the modified-2 D3DH assumption with the same advantages as fol-
lows:

The reduction algorithm 28 first receives the modified-2 D3DH assumption 3 challenges
from the challenger as

(BG, g, 84 A= 85, B=g5,C=g5,T=el(gy 87

where z is either abc or a random element from Zy. Next, in the setup phase, adversary
receives the challenge tuple ar1m 1k 1m i = (x*,y™)) from adversary «/ satisfying the
condition y* = 77. We now apply the reduction games with its challenger in the subgroup
Gp, thus it can choose all the elements from the subgroup G, by itself. Now, 28 generates
the master public key using the instances of modified-2 D3DH assumption 3 and sends it
to the adversary «/. Next, the adversary makes the polynomially many secret key queries
to the key generation oracle corresponding to any index except i* and vector u. In the fol-
lowing, we show how 2 simulate the master public key, secret keys and challenge cipher-
text from the modified-2 D3DH instances. Finally, o/ outputs its guess, which is used to
break the modified-2 D3DH assumption. For x = x*, our approach is to implicitly set the
exponents ry, x« j = btj,ap x+ j = abkvj, t, = c for all v; — Zx. Additionally, it implicitly sets
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Cy,e,b = Cp,ye,p—aforall (y,4,b) € [n] x [k] x {0, 1}. According to the exponents as given above,
the challenger simulates the master public key components, the secret keys and the chal-
lenge ciphertext components. In the challenge ciphertext, the challenge group element T
can be programmed in the challenge ciphertext component I~ ;.

Public key simulation. It chooses random exponents d,d; from Zy such that h = g%, f =
g%. To generate the master public key, it also chooses the random exponents as follows:

Ve [kl,bel0,1}, 8op—ZnYe—Zp
Vyel(nl,lelkl,be{0,1}, Cyrp—2Zn
Vjelm] xe[n], 'fx,jﬁx,jﬂ?x.j‘—ZN

Also, it samples d, f — Zy and for all (y, ¢, b) € [n] x [k] x {0, 1} computes

_J(epg™i ifx#xr, [ (gpgg)?Ti it x# 1%,
Ex,j— BY Ty, . x,j = de. ATy o
&g otherwise.’ B%ig, otherwise.

o e(§p8q 8p8a) ™ if x # x¥,
" e(4,B)kie (gq,gq)ax,j otherwise.

Sets the master public key

BG, g = gpgq h=8".f=8".2, :fcf,Ec/ =g§,
Ex,j’Fx,j; Gx,j,
Eq’x’j = ggrx‘j’Fq’x’j = hﬁ?x,j’ Gq,%j = e(gq?gq)ﬂ&x'j)
Wx,j=e(g 8], Waxj = elfq Jm ] o i
Hyop= A7 €50} (0 et kix 0,15
{V[,b = g(s[,bg;[,b’ V[yb — hﬁg,b}

(¢,b)e[k]x{0,1}

Secret key simulation. The adversary < can not query to the challenge index position i* =
(x*, y*). The challenger 28 returns secret key to the adversary associated with the query tuple
(i =(x,y),id, u) as follows:

« g<&x,u>+<7x,u> Lren Cyeid, g—k(Fx,u) if x # x*,
1= g;ax,uH(rx,u)Zze[k] Creide pea) Leeir Crtid,  otherwise.

K> = g4 %o for all x

Challenge ciphertext simulation. The challenger 4 can compute all the column compo-
nents corresponding to index-position-bit tuple (y, ¢, b) € [1] x [k] x {0, 1} on its own since G,
subgroup components are random in Cy,¢,p, éy,g,b terms, and for computing over the sub-
group G, all the required components challenger 28 already knows. For x < x*, all the row
components Ry, j, va, j»Ax, By, I, j are chosen random but for x > x*, all the row components
are formed over the subgroup G, which 2 knows. The challenger 28 will simulate the chal-
lenge ciphertext for x = x* as follows:

43



Table 9: Computing row component of the ciphertext for x = x*

‘ Rx,j ‘ Rx,j ‘ Ax ‘ By ‘ Ix,j

- B e(gq,gq)”f ~e(gq,gq)a"'f§xtq
X = x* (Bt] g;x,j)gx (Btjg[rlx»f)d‘[§x (Cg;q)§x (Cg;‘/I)dﬂ?x ~e(C, gp)d%i&x'j?x . Tktjgx

-e(8q» gq)dizi’xyj’?x Ig

where the exponents §y+,Xy+,7 € Zy and t; — Z are sampled uniformly at random. Finally,
the challenger 98 gets the guess bit b’ from < and it simply forwards it to the modified-2
D3DH challenger.

Analysis of simulation. If T = e(g),, g)?v¢, then 2 simulates the view of hybrid 2 else the ad-
versary’s view same as hybrid 3 for T = e(g), g)* for any random z from Zy. Therefore, if %8
breaks the modified-2 D3DH assumption 3 with €(-) advantages then </ wins the game with
the same advantages.

Hybrid 3 = Hybrid 4: To show the indistinguishability of two hybrids 3 and 4, we use simi-
lar proof technique of [BW06, GKW19]. Here, we discuss the underlying approaches. Let us
consider that 28 receives the challenges of Bilinear Subgroup Decisional (BSD) assumption
6 from the challenger consisting a bilinear group BG and the component e(7, g), where T
is either a random element from the subgroup G, or a uniform element from the group G.
Then, 98 computes all the components of the master public key mpk honestly and forwards
it to the adversary «f . After seeing mpk, adversary can query for a secret key to the key gener-
ation oracle. Finally, 8 computes all the challenge ciphertext components honestly except
the value I+ j = e(g,8)" - Gix]t e(g,T)-e(f, f)V=i*<" where T is taken from BSD challenge
assumption 6. If T — G, then simulator’s view is same as hybrid 3 otherwise if T < G then %
perfectly simulates as hybrid 4. Therefore, if o/ wins with the advantage €(-), then 98 breaks
the assumption 6 with same advantages €(-).

Hybrid 4 = Hybrid 5: Suppose on contrary, there exists PPT adversary « that distinguishes
between the hybrid 4 and hybrid 5 with the non-negligible advantage €(-), then we con-
struct a PPT reduction algorithm which breaks the R3DH assumption 7 with the same non-
negligible advantages as follows.

The reduction algorithm 28 first receives the R3DH challenge instances from the chal-
lenger as

~ 2 ~ ~—~
([EBG;Qp€Gp»gq€quA:gZ,B:gZ'gZ ,C:gz.gg,D:ggc, T)

where T is either ggzc or a random element from the subgroup G,. Next, the challenger %

receives the challenge tuple ar 171k 1m i = (x*, y*)) from the adversary «/. Then, 28 gen-
erates the master public keys and sends it to adversary. After seeing the public parameters, o
can adaptively query to the key generation oracle corresponding to the tuple (i = (x, y), u, id).
Then the adversary uniformly chooses a challenge message vector pair v?, vV and sends it
to %8. Challenger randomly chooses a bit b € {0,1} and generates the challenge ciphertext
ctg,b). In the following, we describe how does the challenger simulate the master public key,
secret keys and the challenge ciphertext using the R3DH assumption 7 instances. Finally, the
adversary </ outputs a guess bit which breaks the R3DH assumption 7. Since the reduction
plays the game with challenger in the subgroup G, so it choose most components in the
subgroup G, by itself. Although, the challenge components of B, C are some part belonging
to the subgroup G,,. Thus some of their exponents will also implicitly depends on the @ and
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¢ terms. In the following, we implicitly set the exponents as

_ _ _ Tga*,j _ =
8p=0p 8&¢=4 Fgx*j=—@g > Tp,x*,j = Tpx*,j»

Sgx* =C, Spx* =C, Kgx+ =1/a, kpx =1/a, lg=a, tp = a,
Sy=Sy/a;xk, =K /aforall xe[A] —{x"}

where 7y x+ j,Tg,x,j — Zn and for all x € [A] — {x*},$y, Ky — Zy. Additionally, the reduction
algorithm samples the exponents uniformly random from Zy. As the reduction algorithm
does not know the factorization, so at any instant we do not sample the exponents from G,
and G, individually. So instead of this we sample an exponent directly from Zy and it need
to make sure that the distributions are not disturbed.

Public key simulation. To generate the public key it chooses the random exponents as fol-
lows:

VOe[kl,be{0,1}, 6¢p—2ZN, Yoo —Zp
Vy€ [ﬁ]rg € [k]ybe {0; 1}! Cy,[,b - Z]V
Vjelml,xelnl, Txj@xjWxj<—2ZN

Also, we choose the exponents d,d,,  — Zy to compute all the remaining components of
the master public key for all x € [7], j € [m] and (y, £, b) € [7i] x [k] x {0,1} and set h = g%, f =

g™

APTxiif x # x¥, (gpA)xi  ifx#x*,  Fagxj= Ef;,x,,-,
Eq;x;j = E i

ggr"'] (gp gq)"vx’f elsewhere.” F, j=E d

elsewhere. L

2y
GCIJC,]' =e(4, A)ﬁax’j; Wq,x,j =e(A, A)ﬁdl Vi
Gx,j = e(@pAgpA™, W, ;=e(g,A,g,A)"i.

So, the master public key is set as

[HSG,g:gpA,h:gd,f:gdl,Eq :Aﬁ,Zq = ADP,
Ex,erx,j;Gx,j,Wx,j,

)

mpk = Ec/,x,j»Fq,x,j’ Gq,x,j» Wq,x,j xelfl, jelml

{Hy,0,p = (@pA) PO}y, 0,b)e i) x (K] x (0,1}
{Ven=g"0g)" Vi = oo

(¢,b)e[k]x{0,1}

Secret key simulation. In the secret key generation, the adversary < is not allowed to query
for the challenge index position i* = (x*, y*) to the key generation oracle. 8 answers the
secret key associated to the index position i = (x, ), identity id and the predicate vector u as
given below.

g<ax,u> . (gpA) (Fe, 1) ek Cy,tid, if x # x*,
Ky = (ax,u) (P, ) X k) Cy,eid, h ;
g (8p9q) otherwise.

Ky = (gpA)dl(””““> for all x
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Challenge ciphertext simulation. To generate the challenge ciphertext, 4 chooses the ran-
dom exponents as follows:

Vjelml,oj,vj¢j—2Zn, TELN,
Vxe[ﬁ]y ex;fx;dx‘_ZN;gx,k'x‘_ZNr
Vye [ﬁ])[ € [k]ybe {0)1}) wy,[,b) ijy,[,b - ZN

Now, 8 computes the row and column components as follows:

Table 10: Computing row components of the ciphertext for x € [71], j € [m]

Rx,j Ex,j Ax By Ix,j
P gg?x,jgx ggrd?xﬁx AP | g Rx e(gqygq)yjem,A)ﬁax,jzxe(A’A)ﬁdf%xwx,j
x=x* CFXJ CFx,de DT gil A e(g, g)</’jfx e(g, g)dfﬁbjfx
x<xt| ghoi | gTTi | g | ghés e(g, )% e(g, ) 0i 1>

Table 11: Computing column components of the ciphertext for (y, ¢, b) € [n] x [k] x {0, 1}

‘ Cyeb ‘ Cyeb
BSntb ], wy,[,ng;J’v‘”vb ‘ gneb

Vye [

Analysis of simulation. For T = ggzc, 28 simulates the hybrid 4, otherwise if T is randomly
chosen from the group G, then 28 simulates the view of hybrid 5. Therefore, for the case of
x =x" and x < x*, the adversarial view of the hybrids 4 and 5 will be indistinguishable. If 28
breaks R3DH assumption 7 with the advantage ¢(-) then «f wins with the same advantage.

Hybrid 5 = Hybrid 6: To prove the hybrid 5 and 6 are indistinguishable, let us consider (27r1k+

1) sub-hybrid Hy, Hyj,fl; for (y, l7, E) € [7] x [k] x {0, 1}. In this game, the sub-hybrid Hj corre-
sponds to the hybrid 5 as described above. Now the sub-hybrid H; 75 is the same as the
hybrid Hy except that the column components in the challenge ciphertext C,,,, for y <y
and (y,4,b) € {y} x [ — 1] x {0,1} and for y=y¢= ¢,b < b have a random element in the
subgroup G,. The column components are generated as described below in the Table 12.

Table 12: Computing column components of ciphertext for the sub-hybrid H; 75

Cyeb Cyeb

G>PVy=Fal> Oy

HY  hWyedT gt
(y=JANl=¢Ab=D)

»l,b

Y<PHVy=Fal<Oyv

to Wb T Gwy ey FUR0b
(y=7Al=C0Ab<D) " P Ve 8 ey

»l,b

In the following, we show that the sub-hybrid H; 7 5 is computationally indistinguisha-
bility with the sub-hybrid H. 5,7+5-1,(+1) mod2- Note that the sub hybrid Hj ;, is identical
with the main hybrid 6. It is also requlred that the sub-hybrid Hy = Hj 0, and sub-hybrid
Hy k1 = Hy1,1,0. We now show that the sub-hybrid HW ;and H 5 5,0+5-1,(b+1) mod 2 aT€ indis-
tinguishable. This approach is used to prove of 1ndlst1ngu1shab111ty for all the consecutive
sub-hybrids (y, ?,Db). By combining all the proof of sub-hybrids, the above two hybrids 5 and
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hybrid 6 are indistinguishable.

Sub-hybrid Hy 75 = Sub-hybrid Hy 5. 5-1,(5+1) mod2 : Suppose on contrary, there exist a PPT

adversary that dlstlnguish between the sub- -hybrid H 5.0h and sub-hybrid Hy F45-1,(B+1) mod2
with the non-negligible advantage e(-). We construct a PPT reduction algorlthm % which
can break the modified-2 D3DH assumption 3 with the same non-negligible advantage as
described below. From the challenger, the reduction algorithm 28 receives the following in-

stances as

(IBG) gp)gqrA = gZ’B = g[l;’c = glc)’ T)

abc

where T is either g,”° or a random element in the subgroup G, of prime-order p. Next, it

receives the challenge tuple ar1m 1k 1m i* = (x*, y*)) from the adversary <f where y* = 7.
Now, %8 generates the master public key using the modified-2 D3DH assumption 3 instances
and sends it to the adversary. Then, the adversary can adaptively make queries for the secret
keys of distinct indices except i* and sets the challenge ciphertext ctg,b). In the following, %
simulates the master public key, secret keys and the challenge ciphertext. Finally, « outputs
its guess, which 28 uses to break the modified-2 D3DH assumption 3. Since, the reduction
plays with the challenger 9 over the subgroup G, thus it can choose everythlng from the

subgroup G, by itself. It now implicitly sets the exponents as , = a- b, o505 = € Cp3.7p

where the exponent cp 5,05 18 chosen uniformly at random and also set and hj, = B = gf,’.
By using these exponents, 28 simulates the master public key, secret keys and the group ele-
ments T can be programmed in the challenge ciphertext components Cy 7

Public key simulation. To simulate the master public key, 28 sets h,; = gg where d — Z and
chooses the random exponents as follows:
Vlelkl,be{0,1}, bep—2ZN,Yep—Zp
Vyelnl,l€lkl,be{0,1}, Cyrp—2Zn
Vjelml,xelnl, ryj,QxjWxj—2Zn

It also samples ,dy,d» — Zy and sets g = g,84, h=hp,hy=Bhg = gp gq f=hfq= gglggz.
All the components of the master public keys are generated as follows:

d
BG, g = gp8q h=Bhy [ =g Eg=gh, 7= 1 = )™

Ex,j=8"1,Fyj=h"I,Gy,j=e(g 8",

Tx,j Ty, j )
Eqrx] gg J’Fq,x,j = hg ]) Gq,x,j = e(gq,gq)ﬁaxvj,

mpk = ' .
Wy j = e(f, V=1, Wy ; = e(gq, 8) P4V~

xe[ql, jelm]

{Hy,0,b} (3,0, )€ x k] x{0,1}»
Y7 R} Yeb _
{Vé,b—g “hgy " Vep =

51,17}
(¢,b)e[k]x{0,1}

All the components can be generated using the challenge modified-2 D3DH instances.

Secret key simulation. 28 answers the secret keys associated to the index i = (x, y), identity
id and the predicate vector u as given below.

K - glaxm) _g<rx,u>):[¢,75fz,id[ (ng)(f*x.uﬁyjﬁ if (y,id7) = (7, D),
g(ax,u) ,g<eru>Z€€[k] Cye,id, otherwise.
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K2 — gd<1llxyu>

In the secret key query phase, the adversary «f is not allowed to key query corresponding to
the challenge index position i* = (x*, y*).

Challenge ciphertext simulation. The challenger 28 chooses the random exponents as fol-
lows:

Vje[m],aj,vj,cpjth, T,lg€ LN,
VXE[ﬁ], 'nyex;fx;dxysx‘_ZN
VJ/€ [ﬁ])[ € [k])b € {0) 1}) I:Dy,f,b) Uy,l,b — ZN

Now, for all x € [7], j € [m], challenger can compute following row and column components
as in Table 13, 14 respectively.

Table 13: Computing row components of the ciphertext for x € [7], j € [m]

| Ruj | Ry | Ax | B L

| oS SxT Sxlq| Kxlg vi ~Sxlq  ,qKx
x>x"ES I Fr i\ Eq |2 T |e8a8a) Gy i Wk
x<x*|g%e0i | psxTVi| gex fdx e(g'g)fx%.e(f,f)fx(l’j

Table 14: Computing column components of the ciphertext for (y, %, b) € [71] x [k] x {0, 1}

Cyeb Cyeb

y>ynviy= f/\ ‘> f) ggy,l,htq th"“’T A—Ey'['b/fgwyj_b
V(y=yAl=¢Ab>D)

y=9Al=0Ab=Dh ggy"'bt" BT @yeb TCeb gWneh

(y<j/')V(y:¥/\g<f) gy'[’htthwﬂvbgzy'['b gw%[‘b
V(y=yAl=¢Ab<Db)

Analysis of simulation. For T = g,‘jbc , then of gets the view of the challenge ciphertext as the
sub-hybrid H5 7. 5-1,(5+1) mod2’ otherwise for any other random group elements from the
sub-group G, the adversary </ gets the view of sub-hybrid H; 7 5- If the adversary «f wins
with an advantage €(-), then 28 can break the modified-2 D3DH assumption 3 with the same
advantages.

Hybrid 6 =~ Hybrid 7: Suppose on contrary, there exists a PPT adversary «f that can distin-
guish the hybrid 6 and hybrid 7 with non-negligible advantage e(-). Now, we construct a PPT
reduction algorithm 28 that breaks the DHSD assumption 5 with same advantage as follows:

The reduction algorithm 4 first receives the challenge instances of DHSD assumption 5
from the challenger as

(BG, g = 8p8qh = hyhq, A=gl,B=hs,C=g"g5,D=h"T)

where T is either sampled as T = gff or T = g with d — Zy. Next, % receives the challenge
tuple (14,17%,1%,17,i* = (x*, y*)) from the adversary for y* = 7i. In the following, 8 simulates
the master public key from the DHSD instances of assumption 5 and sends it to the adversary
<. Then, of can make adaptively secret key queries for the distinct indices except i* and
sets the challenge ciphertext. Using the instances of assumption 5, 28 successfully simulates
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the secret keys and the challenge ciphertext. Finally, «/ outputs its guess, which 28 uses to
break the DHSD assumption 5. In this proof, the reduction plays with its challenger in the
subgroup G, thus it can choose everything from the subgroup G, by itself. To prove this
indistinguishability, 28 first implicitly sets the random exponents as

B=a, sxri1=d-Sys1, Ye b =C Yo, 006 =b-Yep+060p

where the exponents ¥ j, 5, ¢, are uniformly chosen from Z . Also, 28 implicitly sets h” = g"
where 7 be any random exponent from Z y. Using the DHSD instances, the challenge group
element T can be programmed to compute the row component I j.

Public key simulation. Challenger 28 chooses the random exponents as follows:
Vee[kl,be{0,1}, Spp—Zn, Ve —Zp

Vyelnl,¢elkl,bef0,1}, cyrp—2ZN
Vjelml,xelnl, ryj,axj¥xj—2Zn

It chooses randomly an exponent d’ < Zy and sets f; = gf;’. In the following, 98 computes
the master public key using the DHSD challenge instances as follows:

BG,g h, f,Eq= A Zs = A%,
Ex,j=8",Fy,j=h"1,Gy,j=e(g 8",

Eq,x,j = Arx’j;Fq,x,j = Brx’j» Gq,x,j =e(A, gq)“"'f,

TP W= el Y, Wy = e, g7V
. = e , X, , . = e , X,
X, 4,%,j 8q xeln), jelm]
{Hy,0,b = 8"} y,0, el = k1x10,1}»
7, = g00b CYeb, V) = hgz,bD?z,b}
{ th=8 &b (C.b)elKIx[0,1)

Secret Key Simulation. In this phase, 48 answers the queried secret keys sk, for the tuple
(i =(x,y),id, u) where i # i* as given below

(rv,u)
K = glot ( [l H ,é,idf) , K= fen
lelk)

Challenge ciphertext simulation. 98 chooses the random exponents as follows:

Vjelml, 0j,vj¢j—2Zn, T€ELN,t— 1IN,
V.X,'E[ﬁ], ex»fx»:gvx:dx’KXhZN;
Vyelnl,elkl,be{0,1}, wyrp Vyep—2ZN,

In the following Table 15, 16, we compute the row and column component of the challenge
ciphertext.
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Table 15: Computing row components of the ciphertext for x € [71], j € [m]

Rx‘j Rx,j Ay | By Ixyj
* Sx %4 Sxt| Ky Vi ~Sxt Kk
x>x +1 Eq,x,j Fq,x,j Eq Zq e(8q:8q)" qux’j Wq,x,j

x=x*+1 T&}rx_j T's'xrxyjn TSxt fth E(gq,gq)yj-e(T,g)gxa"'ft-W;;.x

x<x® 41| g0 | WS | g | A e(g, )0 elf, 5
Table 16: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

‘ Cyeb ‘ Cyep
¥(y,¢,b) € [71l x [k x {0, 1}\H§)M-gwﬂvb”

gwy.f,h

After seeing the challenge ciphertext, % receives a guess bit b’ from o which is forwarded
as its guesses to the DHSD challenger.

Analysis of simulation. If T = gg, then 28 simulates the view of hybrid 6 otherwise, if T is
randomly chosen element from the group G. Then 28 simulates the view same as hybrid
7. Therefore, if o/ wins the with non-negligible advantages €(-) then 28 breaks the DHSD
assumption 5 with same advantage. Hence, the proof of claim 2 is complete. O

This concludes the proof of index-hiding security. O

Lemma 8 If the modified-2 D3DH assumption 3 holds over the bilinear group BG, then our
EIPL-IPFE satisfies the lower identity-hiding security as per the Definition 8.

Proof. The lower-identity security requires that no PPT adversary can distinguish between
the special encryption to the index-position-bit tuple (i* = (x*, y*),¢*,b*) and (i* = (x*,y*), L
,0) with non-negligible advantages and given the adversary does not have a secret key for
(i*,id, u) such that idy« = b*. This proof technique is similar to Claim 1. Here, we just ex-
clude the intermediate hybrids as mention in the previous proof. Let (i* = (x*,y*),¢*,b*)
be the challenge tuple provided by the adversary «/. The hybrid Hy+ ,+ as in Claim 1 corre-
sponds to the lower identity-hiding game in which the challenge ciphertext is a special en-
cryption to the index-position-bit tuple (i* = (x*, y*), ¢*, b*) and similarly hybrid Hy  is the
same as the lower identity-hiding game for the index-position-bit tuple (i* = (x*, y*), L,0).
So, the indistinguishability proof of the special encryption for the index-position-bit tuple
(i*=(x*y"),L1,0)and (i* = (x*,y*),¢*, b*) are similar to the Claim 1.

In the following, we discuss about the secret key simulation where the reduction algo-
rithm 98 answers the all admissible secret keys corresponding to the tuple (i, id, #) as per the
lower identity-hiding security game. From the security restriction of this game, the adver-
sary can not query for the secret key corresponds to the index i * and the identity id such that
idg» = b*. So all the key queries are in the form either i # i* or id, # b*.

Secret key simulation. The secret key sk, corresponding to the tuple (i, id, u) are as follows:
— ForiZi*ie,xZx*ANy#y*
K= g<ax,u> ,g<Fx,u>ka] Ey,[,id[, K> = (B4 fq)(V’x:u>
— For, (x=x")A(y#y* vide #b*)
Ky = g<ax,u> . (ng)<Fx.u>Zee[k1 Cptids | Ky = (B fq)w/x,m
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— For, (xZx* )N (y=y* Aidp« = b*)
Kl — g(lxx.u>+(rxvu>2[¢l* Ey,é,id[ . (ng)<r)mu>8y,[*,id[* K2 — (Bdlfq)(lllx,m

Note that, in the second case, the adversary can ask for the secret keys corresponding to
the index i*, which can be answered as long as the queried identity must satisfy idy« # 0.
Since the lower identity-hiding game requires the adversary not to ask the key queries in
this form (i*,id) with idy« # b*, then the reduction algorithm can perfectly simulate the low
identity-hiding game so that this scheme satisfies the security of the lower identity-hiding
security assuming the modified-2 D3DH assumption 3 holds.

It completes the proof of lower identity-hiding. ]

Lemma9 [ftheassumptions 3,5,6 and 7 hold over the bilinear group BG, then our EIPL-IPFE
satisfies the upper-identity hiding security as per the Definition 9.

Proof. We will prove this Lemma 9, via a sequence of hybrid games as discuss below. Re-
call that, the upper-identity security requires that no PPT adversary can distinguish between
the special encryption to the index-position-bit tuple (i*,¢*,b*) and (i* + 1, L,0) with non-
negligible advantages and given the adversary does not have a secret key for the tuple (i*,id, u)
such thatid,» =1-b*.

Hyb, : The hybrid corresponding to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y*),¢*,b").

Hyb, : The hybrid is the similar as the Hyb; except that the columns components as shown
in the table below.

Table 17: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

Cyeb Cyeb
W>yIVy =y ALAL| H RO glreb
* % px t LWy bT . TVyeb| w Ob . =SUye,b
w<y)vuyﬁ—0f!))HMﬁlzy Ve, 18V,

In words, we can say that, the ciphertext component Cy« ¢« 1_p+ also includes the random
elements in the subgroup G, whereas in Hyb; only Cy« /= 5+ for index i* included a random
elements in the subgroup G,,.

Hyby; : This hybrid consists some sub-hybrids Hyb, ;; where (¢,b) € [k] x {0,1} is the same
as Hyb, except that the column components in the challenge ciphertext components are
as in following Table 18. In words, we can say that the ciphertext components Cy« ,  for
¢< /¢, or¢=7¢andb < b include a random component in the subgroup Gp.

Table 18: Computing column components of the sub-hybrid Hyb, 7;

Cye.b Cye.b

(y>y")v
()/ _ y* AL ¢ [17] U {é*})v HJt/,ZthWy,l,bT gWy,i,b
(y=y*Al=0Ab>D)

<y v
~ TV
(y — y* Ale[l-1]u {g*})v H}t"[’thy,Z,bT V['by‘['b gWy,i,b

(y=y*Al=0Ab<D)
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Hyb, : This hybrid is similar to the previous sub-hybrid Hybs ;; except that the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y* + 1), L,0). Note
that, if y* = 7, it also recall that the special-encryption algorithm can be directly extended to
encrypt to such position.

Hyb;. This hybrid corresponds to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to index-position-bit tuple (i* + 1, L,0). Note that, if y* # 7
then hybrids 4 and 5 are already identical.

Next, we discuss the indistinguishability of the above hybrids. By combining above consec-
utive hybrids, the upper identity-hiding security holds.

Hyb, = Hyb,: The proof of the indistinguishability of the hybrids Hyb; and Hyb; is identi-
cal to that Claim 1 and Lemma 8.

Hyb, ;3 ~Hybs 7.5 1 511) moq2® If the modified-2 D3DH assumption 3 holds, then there

does not exists any PPT adversary can distinguish between the Hyb, ;; and Hyb
non-negligible advantage.

3,/+b—1,b+1 mod 2

First note that, Hyb, 7 is identically equals to Hyb for £ = ¢*. Otherwise, ac-

cording to the key query there have two cases:

3,0+b-1,b+1 mod?2

Case 1. Adversary makes key query of the index tuple (j,id) with j =i* Aid; = b.

To prove the indistinguishable in that case, suppose on contrary, there exists a PPT adver-
sary </ which can distinguish between the hybrids Hyb, ;7 and Hybs 7,5 1 541) mod2 With
non-negligible advantage €(-). We construct a PPT reduction algorithm 28 which breaks the
modified-2 D3DH assumption 3 with the same non-negligible advantage as follows:

2
([B@,gp,gq,A:gg,B:g};,c:g;,D:g,{j ,T)

abc
p

ceives a tuple (1*, 17,15 1™ (i*,¢*,b*)) from the adversary </ and then 2 simulates the
master public key and sends it to the adversary. After seeing mpk, the adversary makes poly-
nomial times key queries for the secret keys of distinct index positions. For simulating the
public keys, secret keys and the challenge ciphertext, the adversary finally outputs a bit b’
as guess which 28 uses to break the assumption 3. As the reduction plays the game with its
challenger in the subgroup G, so any elements it can choose from the subgroup G, by itself.
Let us implicitly set the exponents as below

where T is either g;”¢ or a uniformly random element from the subgroup G,. Next, 98 re-

[p = Clb, rp,x*,j = b"fp,x*,]'; Cp,y*,[*,b* =C+ Ep,y*,[*,b*;
Sp,x* = Sp'x*/b; Cp’y*,ZE = _C+ Cp’y*,ZE; Kp'x* = Kp,x*/ab

where 7, x+, j, Sp,x*» Ep’ N Kp,x* and Cp,y+ ¢+ p+ are the random exponents. Also, we implicitly

seth, =B = glg. and f, = B for some exponent d; — Zy. Setting the exponents allows to
simulate the public key, secret key exactly as well as the challenge group elements T which
can be programmed in the challenge ciphertext components C A

Public key simulation. Let us consider two random group generators hg, f; € G, by sam-
pling random exponent d, d' € Z such that h, = gg g = gg’. To simulate the public key, 28
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additionally chooses the following exponents

VOe[kl,be{0,1}, 6op—2ZN, Yoo —Zp
Vye [ﬁ])g € [k],b€ {O) 1}! Ey,f,b - ZN
Vjelml,x€lnl, Tyj @xj¥xj—ZIN

It samples § — Zy and choose random generator f; < G, and sets f; = gg, for some d' €
Z . Next, 28 computes the master public key’s components by using the modified-2 D3DH
instances of assumption 3.

ghi ifx#x", (Bhg)™i if x # x*,
Ey = x,j =

(ng)'fx’f elsewhere.’ - (Dhq)fx’f elsewhere.’

Cgtrerif(y,6,b) = (y*, €%, b"),
Hyop={Clgler if(y,6,) = (y*,0,h), Wi =eBfyBf)h¥= Vx
glnth elsewhere.

Italso computes E y, j = ggrx’j,Fq,x,j = hgrx’j, Gy j=e(8 8%, Ggxj= e(gq,gq)ﬁaw, Wy x,j =

e(fq» fq)ﬁ‘/’xvf and sends the master public key as

Ey,j, Fx,j, Gx,j, Wy, j,

mpk = Eqrxrj’ quxrj’ quxrj’ Wq'xvj xe[7] ]e[m]

{Hy,0,b} (3,0, b)e ) x k] x{0,1}>

{VM’ Vf,b}(é,b)e[k]x{o,l}

Secret key simulation. 2 answers the secret key sk, = (x, y,id, K1, K») query for the tuple
(i = (x,y),id, u) as follows:

g(ax,u> .g<7x,u> Yoeik Cy,e,id, if x # X5,y # 7,
g<ax,u> } (ng)(i:xru)ZlE[kl Cyeid, ifx=x*y#y"
Ki =1 g - Mepg Hyeia) ™" ifx#x*y=y",
glat) . (Bgy) T e Cutiss if j = i*,id; # b,idge # b*,
glat) . (Bgy) T e Cutids  if = i*,id; = b,idg = b*.

K> = (B £,)%=" for all x.

There have some restrictions over the key queries to the key generation oracle, i.e.,
— The adversary < can not query for the tuple (i,id, #) to the key generation oracle such
thati=1i" Aidy« # b*.
- In case-1, adversary also makes an query for the tuple (i,id, u) where i = i* Aid; = b.
If an adversary makes a key query for the tuple (i,id, u) satisfying i = i* Aid; # b, then
challenger strictly aborts the upper identity-hiding experiment.
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Ciphertext simulation. To generate the ciphertext, the challenger chooses the exponents as

follows.

T€ZN, tg—2Zn, Vj€lm], 0j,vj,¢pj—1Zn,

Vxe [ﬁ]y ex;fx; dX)%x’S"x - ZN:

Vy € [ﬁ])[ € [k]) b € {07 1}; wy,[,b! Uy,[,b - ZN

Now, the challenger computes the row and column components as the tables below.

Table 19: Computing row components of the ciphertext for x € [71], j € [m]

Ry j ﬁx,j Ax By Iy, j
% | 125 SxT Sxlq Kxlq v; Sxlq ) Kxlqg
>3 ES il Fox Eq Zq 8q 80 G j W
| s | s | s ags | €8qr8a)Y - e(g, Agih .
x=x*|ghxi (th)sxrx,jr (quq)sx (B 1qu)1<x Pu. q o
e(B, B) 1Vx,j x'e(fq,fq)wx’] xlq
x<x*| g5 ST | g |[BUfRT | e(g, @500 e(f, HIrPi

Table 20: Computing column components of the ciphertext for (y, %, b) € [71] x [k] x {0, 1}

Cyeb Cyeb

>y IV =y* Al> Oy
Y=y *AlElIUil* )V
(y=y*Al=0Ab>h)

Cyont iv
g »ebtq . hwyy[,br

q A_Zy'['b/rgwy'['b

Cyobl i
gt gt Wyen . 1

y=y*Al=0Ab=h g ACnen!T . gWyep

(Y<y IVy=y*Al<bv
=y Alell-11u{l*)v
(y=y*Al=0Ab<D)

Cyebltq

iv 14
g67 hTWy,Z,b . gpy'['b

gﬁ/y,z,b

After seeing the challenge ciphertext, 98 receives a guess bit b’ from < and % forwards it
to the modified-2 D3DH challenger. If T = g;’bc, then 9 simulates the view of Hyby 7. 7 1 5.1) mod2
otherwise, if T is uniformly choose a group element from the subgroup G, then 98 simulates
the view of Hyb, ;3. Thus, if the adversary o/ wins with the advantage €(-) then 98 breaks the
assumption 3 with same advantage.

Case 2. Adversary makes key queries for the index j and identity id such that (j # i* vid; =
1-b).

Since in this case, the adversary is allowed to query secret keys for the indices j such that
j # i and an identity id satisfies the conditions id; # bAidg+ = b*. So, we can use the same
proof strategy as used in Claim 1 and 8 where the reduction algorithm does not need to know
the value of the group element g<r"* Wy mib for answering the key queries. The proof tech-
nique is similar with the proof of Claim 1 and Lemma 8.

Hybs ~ Hyb, : Since, the hybrid 3 and hybrid 4 hold directly. Therefore, no PPT adversary
can distinguish between these two hybrids with non-negligible advantage.

Hyb, =~ Hyb; : The indistinguishability of the Hyb4 and Hybs can be classified into two cases.
Case 1. If y* # 71, then both Hyb, and Hybs are identical.

Case 2. For y* = 71, then the indistinguishability of hybrid 4 and hybrid 5 is followed from
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a sequence of hybrids similar to the claim 2. In particular, the hybrid Hyb, is similar to the
hybrid 2 and Hybs is identical with the hybrid 7 as described in the claim 2. Thus, the indis-
tinguishability follows from the claim 2.

This concludes the upper identity-hiding security game. O

Lemma 10 Assuming the D3DH assumption 1 holds over the bilinear group BG, then our
EIPL-IPFE satisfies message-hiding security as per the Definition 10.

Proof. The message-hiding security requires that the special encryptions of v® and v! to
the same tuple (i*, L,0) are indistinguishable. For all the secret key queries in of the form
(i = i*,id, u) must satisfy (u, vy = (u, vW)y. To prove of the above Lemma 10, we consider
the following hybrid games.

Hybrid 1. The hybrid corresponds to the message-hiding game in which the challenge ci-
phertext is a special encryption of the vector v® to the index-position-bit tuple (i*, L, 0).

Hybrid 2. This hybrid is similar to the hybrid 1 except that the row components I ; for x = x*
as mentioned in the following Table 21.

Table 21: Computing row components of the ciphertext for x € [71], j € [m]

Ryj | Rxj | Ax | Bx Lo

I ® . .

x>x*|ES G F E; " Z5x e(gq 800" - e(gq, A0) ™1 ~e(fg, By) Vi
(D)

x=x| BX | B |85 || elgq.89)" -elg, Ax) ™ -e(f, Bx) VI

x<x* g§x0j hfxﬂ/j gex fdx e(gyg)fx‘pj

Hybrid 3. Hybrid 3 is the same as hybrid 2 except that the row components By for x = x* as
mentioned in the Table 22 below.

Table 22: Computing row components of the ciphertext for x € [71], j € [m]
Ryj | Ryj | Ax By Ix,j
(®)

t 4 ) . .
x> x| B F EF |z e(gg, 800" - e(gg, Ax) 5 - e(fg, Bx) Vo
(®)

x=at| By | BT 850 |0 elgq 80)") - elg A0 -e(f, BV

x<x* gsxaj hsxTVj

gex fdx e(g, g)fx(»b]

where t’ is uniformly chosen from Zy. From hybrid 3, the adversary can not extract any
information about the challenge bit b from the row component I ; for all x € [7], j € [ml].
Next, we discuss the indistinguishability of the above hybrids.

Hybrid 1 = Hybrid 2: From the hybrid 1, we modify the challenge ciphertext generation pro-
cess by using the master secret key {(ry j, @x,j, ¥x,j)}xe(ni], jeim)- First, the challenger 9 com-
putes all the ciphertext components as

Gg,j = €(8q 8)P1%01 Gy j=elg, )"
Wq,x,j = e(fq,fq)ﬂKxﬂrUXv] Wx,j — e(f’ f)thwaj

for arandomly chosen B, sy, x, t — Zy. For x > x*, 98 uses the master secret keys to compute
I+ j as below:
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g pt0) ) Bsxtay,j PrxtWy, i
Ixy] = e(gq»gq) J e(gq;gq) e(fqyfq)
(b)
= e(gq 8)"1 - e(gq, gh ") el fy, fNr )V

(b)
= e(gq;gq) e e(gq;Ax)ax’j : e(fq;Bx)wx’j

Also, for x = x*,

(b)

Iy j=e(gq 8q) v; -e(g, g% . e(f, f)K<Wxi
(b)

= e(gq;gq) Vi e(g, gsxt)ax,j ce(f, fot)Wx,j

(6) _ _
=e(8q,89)"7 -e(g A -e(f,By)Vi
Itis clearly observed that the above distribution of challenge ciphertext ct ) = ({Ry, j, va, j»Ax, By,
Iy, jYxen), jetm)» $Cy,e,b) Cy,e,b} (3,0, b€l x [k] x (0,1}) T€éMains unaltered in the hybrid 2. So we can ar-

gue that these two hybrids 1 and 2 are indistinguishable.

Hybrid 2 ~ Hybrid 3: In this hybrid, we modify the the challenge ciphertext ct, ) = ({Ry, ;, Ry, j»

Ay, By, Ix,j}xe[ﬁ],je[m]y{Cy,f,br Cy,(,b}(y,f,b)e[ﬁ]X[k]X{O,l}) as

!/ I
By :ff”mt) for x > x*; By = """ for x = x*

where ¢’ — Z . Other remaining ciphertext components are similarly generated as hybrid 1.
In the following, it will be shown that if the D3DH assumption 1 holds over the bilinear group
BG, then this modification should not significantly affect the adversary’s view.

Suppose on contrary, there exists a PPT adversary «f that distinguishes between the hy-
brid 2 and 3 with non-negligible advantages. We construct a PPT reduction algorithm which
breaks the D3DH assumption 1 with the same non-negligible advantages as follows.

The reduction algorithm 2 first receives the challenges of D3DH assumption 1 from the
challenger as

([BG, gp’gq’Aq = g:;’Dq = gg,cq = g;, T)
adc

q
lenger receives the challenge tuple (1%, n, 15,1, i

where T is either g?4¢ or a random element gf,”l from G, with t' — Z,. Next, the chal-

* = (x*,y")) from the adversary <. We ap-
ply the reduction game with its challenger in the subgroup G, for x = x*. Sets f; = gf;" where
dg is sampled randomly from Zy. We also implicitly set the exponents d; = d, t; = ¢ and
Kx,q = a-Kx,q Where Ky 4,Ky,, are chosen at random for x = x* and also we randomly sam-
ple the generator f), from G,,. Setting exponents this way, it allows us to simulate the master
public key, secret key and challenge ciphertext as well as the group elements T can be pro-

grammed in the challenge ciphertext component Iy ; for x = x*.

Public key simulation. To simulate the public key, first chose random exponents as follows:

Ve [kl,bef0,1}, 8op—ZnYe—Zp
Vyelnl,¢elkl,bef0,1}, cyrp—2ZN
Vjielml,xe€lnl, ryj,0xVxj—2ZIN
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It samples f — Zy. Next, it computes all public key components are given below.

BG, h, & = §p&q [ = fyDyg Eq = g5, Zy = D)),

Eyx,j=8"1,Fyj=h"I,Gy,j=e(g 8",

_ ﬁrx,j _ ﬁrx,j _ Ay i
Eq,x,j =8q qu,x,j = hq ,Gq,x,j = e(gq; gq)’B Iy

mpk = A '
Wo,x,j = e(Dg, Dg)PV i, Wy, j = e(fp Dy, fyDg)¥

xe(nl,jelm]

{Hy,e,p = 800} y,0, byl x (k1 x10,1}»
{V[,b = g0 gl Vyp = h‘s“’}

(€,b)e[k]1x{0,1}

Note that, all the public key terms should be computed using the above D3DH instances of
assumption 1.

Secret key simulation. The challenger 9 answers the secret key sk, = (x, y,id, K7, K3) cor-
responding to the tuple (i = (x, y),id, u) where K, K, is computed as follows

(ry,u)
K = gloxm. ( H Hy,g,;d[) ifx=x")vix=x"Ay=y"),
lelk)

Kg — f(il/x,m — (prq)Wx,u).
Note that, the adversary can key queries for the index i such that i > i* whenever (u, v¥) =
(u, vy,
Ciphertext simulation. The challenger % chooses the random exponents as follows:
Vj € [m]) U])V])(P] — ZN) T) tp A ZN}
Vxe [ﬁ]) ex;fx»sx;%x - ZNr
Vyelnl,l€lkl,be{0,1}, wyp Vyep—2ZN.

Next, challenger 98 uses the D3DH challenge instances to simulate the challenge ciphertext,
which is specified in Tables 23 and 24.

Table 23: Computing row components of the ciphertext for x € [7], j € [m]

Rx,j Rx,j Ay By Ix,j
= p® ) .
x> x* Ei])fx,j F;T;‘] Ctsf T'Bvaq e(gq,gq) h] ~e(gq,Ax)“va -e(quBx)u/va
= ~ ()]
x=x" E)Scxj F;fjr (ng;p)s" f;pkx'p T%1|e(gq,8¢)"7 - e(g, Ax)**i - e(DpDg, Bx)V*i
x<x®|gh [T | gl | (Dgfp)™ e(g, )3 -e(f, pIxts

Table 24: Computing column components of the ciphertext for (y, ¢, b) € [r1] x [k] x {0,1}

Cy,ep Cy,ep
(y>y*)v(y:y*/\([yb*)¢([*yb*)) (ng;l?)Cyj,h.hwy.l,bT gwy,i,b

<y IV 0,b) = (v, €%, b*)) (ng;p)cy,/,b RWyebT . VZZy.l.h

Wyep . 7V000
gV,

IfT= gf;dc, 98 simulates the view of hybrid 2, otherwise if T = gf;r " for random ¢’ — Zy,
then 28 simulates the view of hybrid 3. Therefore, if «/ wins with the advantage ¢(-), then 98
breaks the D3DH assumption 1 with same advantage.
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In this hybrid, we claim that the challenge ciphertext ct,« perfectly hides the bit b € {0, 1}.
Recall that, for all x > x*, we have

(b)
I j=e(gy 89" -e(gq Ax)™i-e(fq, By)V>i

(b) /
= e(gq, gq) Ui e(gq, EgSXt)ax’j . e(fq, Z;xﬁ(ﬁ—t))wx'j

dékxﬁ(t+ Yy,

l/(.b) Bsxtay i dq
=e(8q:89) 7 -€(8g, 89 7-e(8q)8q) [as fg =84

©p@2x Brlyy i . a2 .
= e(gq,gq)yf gFeP Y] ~e(gq,gq)ﬁs"t“"'f -e(8q8¢q) qRx PV

For all j € [m], we consider

(b) _

V4
J

v}b) +diKprlyy; = zZ® = p® 4 dox Bty € Z;

To prove that z*) does not reveal any information about b € {0, 1} to any legitimate adversary,
we consider v = v'” — v mod N and generates (m — 1) dimensional subspace of Z, with
its basis V€ ZE\T_D “™ as

orth(v) ={ueZy :(u,v) =0 mod N}

={uezy:(u, v = (u, v'Yy mod N}

Let choose a vector # ¢ orth(v) in a deterministic manner and set a m x m invertible matrix
Vas
- \"
V=
ﬁT
To prove that z®) does not reveal any information about the challenge bit b € {0, 1}, it suffices
to show that V- z® information-theoretically hides the bit b. As V- v©@ = V. pW, the first
(m—1) rows of V-z") are clearly independent of b. We now concentrate on the last row of the
product V- z® e,
W®, @) + Bt (W, W) (14)
We have to show that from the Eq. 14, adversary can not learn any information about the
challenge bit b.
Let (r), a%,w9) € ZI? x 77 x 7! denotes a tuple of vectors satisfying the relation

0 0
{Gsxt Wl = e(gq,gq)ﬁsxtaxyj ) e(fq»fq)ﬁkxth‘j}

q,x,j q,%,j Jelm]

and the secret key sk, = (x, y,id, K7, K3) associated with a tuple (,id, u) are given below

(ri,u

0 0

K = g(ax"‘)-( [ Hyj,idl,) , Ky = fWem
Ce(k]

Since all the key queries vector u € orth(v), the joint distribution of the secret key is
{r2+,u-v,ag—u-t-v modN,tp?C+u-v mod N:ueZy}

where (= loge(gq, gq) e(fy, f4)- Therefore, the conditional distribution of ,Bdf, 'Ky (W, ) mod N
becomes

Bz t'ce- (W +p-v,@) modN:peZyt={d,t'ce- (W), W) + (v, @)y : pe Zy)}  (15)

58



Since, u ¢ orth(v), so (v,u) # 0 and t’ # 0 with a high probability. So from the Eq. 15, it is
uniformly distributed over Zy. Therefore, the term ,Bdf] t'ky - (W, ) mod N information

theoretically hides the inner product (¢®,u) in the inner product (z,u) mod N. From
the component By = ff TR x*, the adversary can not extract the information about
(t+ t'). So information theoretically S« (¢ + t') hides (¢ + t') as « is uniformly chosen from
ZNn.

By the similar argument for x = x*, we say that the challenge ciphertext hides the infor-
mation about b. This concludes the proof of message-hiding security. m]

Therefore, this completes the security of our EIPL-IPFE. m]

10 Selectively Secure EIPL-IBIPFE using Bilinear Maps

Let us assume ¥gG.gen be a bilinear group generator of a composite-order group with order
N = p- q where p, g be two prime integers. In the following, we describe our EIPL-IBIPFE =
(Setup, KeyGen, Enc, SplEnc, Dec) scheme using bilinear maps.

Setup(1?, n,1%,1% 1) — (msk, mpk, key): The setup algorithm works as follows:

- setsn= [\/%1 and 71 = [%1.

— samples a bilinear group BG = (p, ¢, N = pq,G,Gr, e(-,-)) — 9rc.gen(11).

- chooses random generators g, hy, f, € G, and g4, hy, fq € Ggand sets g = 8,845, h = hphy, f =
fpfq € G. Also, it randomly chooses some exponents as follows:

VOe[kl,be{0,1}, 6op—2ZNn, Yoo —Zp
Vjelml,xeln]l ryj,axjVxj—2ZN

- samples 9, — G, 9, — G, such that 9' = 9,0, € G and a k'-length vector 9 = (9,)jex =
(0p,i0g,1) ie(x') Whose each 9, ;,94,; are chosen at random from the subgroups G, G, re-
spectively. Let gid be a k’-bit string representing a group identity, where gid; denotes the
i-th bit of gid and 7 < {1,2,...,k’} be set of all i for which gid; = 1. Consider two iden-
tity encoding functions H,H, be defined as H(gid) = (9},97) [1icy 9p,i04,; and Hy(gid) =
Oy iey 94, for gide 4.99.

- chooses f — Z4,7 — Zy and sets

IEBG) hr 8, f) 19/;'[9;) 19’ {ﬁgyi}ie[k’]yH)qu Eq = ggy

Ex,j — grrx’j:Fx,j — h?rx,j, YX,j = gWx,j,

_ ﬁ?rx,j _ ﬁ?rx,j _ :Bu/x,j
Eqxj=8g " Fqxj=hg " Yqxj=8¢
mpk - G i G Bay, i
i=el(g, xj, F=e , %
xj=e(&8) axj=€8q 8q) xelal, jelm
{Hy,0,b = 87"} y,0,pyelimx k1 x (0,1}
‘7 — 5[17 Yf,b’ V, — h(sg,b}
{ tb=8&""8p Vb (0, b)elK1x 10,1}

G, g, 7, {ry,jr@x,j» W, jtxela, jetm»
msk = P ! / , key =mpk.

{Cy,0,b} (3,0, b)elii) x (k1% (0,1}
- Finally, it outputs mpk, msk, key.
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KeyGen(msk, i,id, gid, ) — sk,: The key generation algorithm works as follows:

consider (x, y) € [71] x [71] be the unique row wise representation of index i (for any i € [n],
its corresponding indices can be defined as y=i mod 7 and x = [%1).

choosesarandom 7 — Zy andsets r =7-7 mod N.

computes H(gid) = 9'[1;e5 9; where 7 = {i : i-th entry of gid is equals to 1}.

outputs the secretkey sky, = (x, y,id, gid, K = (K1, K2, K3)) where K; = g¢® ([T e 1 Hyj,idé)ﬂrx,u)’
K, = f%~® .H(gid)" and K3 = g".

Enc(mpk,gid’, v) — ct,: The encryption algorithm is the same as special encryption algo-
rithm (described below) when run with (i*, ¢*,b*) = (1, L,0).

SplEnc(key,gid’, v, (i*,€*,b*)) — ct,: The special encryption algorithm executes the fol-
lowing steps:

- let (x*, y*) € [71] x [711] be the unique row-wise representation of the index i *.
— chooses random exponents as

VjE[m], O-j,Vj,(,bj‘_ZN, T)IEZNr VXE[ﬁ], Sxyex»fxrdx‘_ZN
Vyelnl,lelkl,be{0,1}, wyrp Vyep—2ZN

- for all x € [71], j € [m], (y,¢, b) € [711] x [k] x {0, 1}, it generates the following components as
described in the Table 25 and Table 26.

Table 25: Computing the row components for x € [71], j € [m]

Rx,j Rx,j Ay By Ix,j
S SxT Sxt - 1 Bsxt vj LS N
x>t B FL B [He(gid )P |e(gq g)" - GL - elfq, Yy )™

x=xt| B | BT (85| Hgid)! | elgq g9)" -Gy -e(f, Yy, )i

x<x® (g™ | R | gox | Higid)) % e(g, )i -e(f, x4

Table 26: Computing column components for (y, 4, b) € [r1] x [k] x {0, 1}

Cyeb Cyeb

W>yIVE=y AG AW Y| HE RO gruer

* (% p¥ 1% t LKWyl bT Vy,0,bT| w ,[,b.'v'/yj'b
y<y" ) v(e,b)=(y*,%,b") Hwyb h'y v, gt v,y

— outputs the ciphertext ct, associated to the vector v as

{Rx,jr Ex,j: Ax’ Bx, Ix,j}

cty = xe[nl,je[m]’

{c fyb'Cﬂrb}(y,&b)e[mx[k]x{o,l}

Dec(sky,ct,) — ¢/ L: The decryptor uses the secret key sk, to decrypt the ciphertext ct,,. It
computes

, u;
Hje[m] Ix,ju] : Hje[m] e(Rx,j) H[e[k] Cy,][,id/) : e(KS;Bx)
n= p ~u;
Ijetm eRy,j, Ieern C;jg,id[) -e(Ky, Ay) - e(Kz, Ay)

EGT

Finally, it returns loge(gq’ g1
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10.1 Correctness

Theorem 8 Ifall the components are generated as above algorithm, then our proposed scheme
is correct with non-negligible probability.

Proof. Consider the secret key sk, = (x, y,id, gid, K) corresponding to the index i = (x, y), an
user identity id, a group gid, and a predicate vector u. We know that

K=K =g"“"-([] Hyeig )", Kz = f¥~"H(gid), Kz = g"
Ce[k]
Here, the ciphertext ct,, which is an encryption of a vector v and index-position-bit tuple
(i*,0*,b*). It consists of {Ry,j, Rx,j, Ax, Bx, Iy, j}x,j» {Cy,0,5,Cy 0.0} y,06- Let i* = (x*,y*). From
the definition of EIPL-IBIPFE, correctness holds or the decryption oracle gives the outputs
(u,v)ifgid=gid" and (i = i*+1)v((i*,¢*) = (i, L) v ((i*,id¢+) = (i,1-b*)). Consider the index
position i, an user identity id and the group identity gid which satisfies the above mention
constraints then from the representation of i, we can consider the following cases:

Case 1: x > x™ : In this case, we have all row components for all x € [7],j € [m] as Ry j =
Efijfx,j’RxJ - FLSZ),C;,]"AX - Ecsixr’Bx = Hy(gid)"*", I, = e(gq,89)" - Gct;i.j -e(fg) Yq.x /)" The
decryption does not depend whether y > y* or not, we can compute the following compo-
nents from the Table 25 and Table 26.

First, we consider (y > y*) v (y = y*) A (¢, b) # (£*,b*)) and simplify the following com-

ponents.

I] e

jelm]

. uj _ ﬁ?rx,jsx Cyrid, tUj 1, Wy pid, TU;f
Ry j, H Cy,f,idg)_ H e(gq , H g ybide " ptnbidg T
le(k) jelm] lelk]

= e(gq’ gq)ﬁ?Sxt(MJk) ZIGUC] Cy,f,id[ . e(gq, hq)ﬁ?SxT(M,Tx) ZIQ[k] wy’gyid[ (16)

H Ixyjuj — e(gq’gq)Zje[m] Uujvj .e(gq’gq)Zje[m]ﬁtsxa’x,juj .e(fq,gq)ZjE[m] By, jtsxu;j

jelm]

= e(gq, gq)(u’w : e(gqy gq)ﬁsxt(ax,u) . e(fq, gq)ﬁtsx<wx’u> (17)

[T e| &y T1 éf,é,idf)= I (h? [T gt

jelm] le(k] jelm] le(k]
= e(hy, gq)ﬁ?sx'[(rxvu>2k[k] Wy,eid, (18)

Also, we have

e(Ky, Ay) = e(gq’gq)ﬁsxt(ax.m -e(gy, gq)ﬁ?sxt(rx.u)Zee[k] Cy,tid, (19)
e(Ky, Ay) = e(fy, gg)P*' V=™ . e(H, (gid), g ) ™" (20)
e(Ks, By) = e(g", Hy (gid)P*") = e(gq, Hy (gid)P+"" 1)

Therefore, we get that for every ¢ € [k], j € [m],
w
Hje[m] e (Rx,jr [Teein Cy,]ﬁ,id[)

— i = e(gq’ gq)ﬁ?sxtm,rx) Zée[lg] Cyeid, (22)
Hje[m] e (Rx,j» [Teern Cy,?,id()
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So, from Eq. 17,19,20,21,22 we have,
. uj
[Tetm Ix, ;" Tjerm e(ij,Hée[k] Cy][ id, )-e(K3, By)
H]e[m] e(Rx])H[E k] 2,id, )-e(Ky, Ax) - e(Kz, Ax)

(u,v)
_ BT sx tu,1x) Y. perk) Cy,0,id e(8q 89) _ (u,v)
=e , l - — =e ,

(gq gq) e(gq’ gq)ﬁrsx“rx,u) X velk] Cy.eidy (gq gq)

Next, we consider (y < y*) v ((3,¢,b) = (y*,¢*,b")). Then, we compute the following compo-
nents.

[1 e

e| Ry |1 Cym,)

jelm] lelk]
_ H ﬁrrx]sx l—[ gCyg|d[tujhlUy[|d[TujhT(‘jg,d[nyld[Ll])
jelm] lek)
_ e(gq’gq)ﬁ?Sxt<u,rx>Z[€[k] Cyeid, -e(gq, hq)ﬁ?SxT<u,rx>Z[€[k](wy,l,id[ +0¢,d, Vy,0id,) (23)
= ~u;
l_[ e Rx,]y l_[ Cy,ﬁ,idg)
jelm) relk)
=] e hg?rx‘jsxr I1 gwy.f,id,“j.g5z,id4”y,z,idﬂj.g;/"de“%ide”f)
)
jelml lelk]
— e(hq,gq)ﬁﬁﬂ(rx,u) ety (Wy,eid, +60,id, Vy,eid,) 24)

In this case also,

Uj
Hje[m]e(nyj’Hk[k]Cy[id[)

m =e(8q &q
H]e[m]e(Rx]’HfE[k] y[ld[)

)BT sxtiu ) Leeir Cyeid

So, correct decryption follows as previous.

Case 2: Otherwise: From the Tables 25 and 26, we have Ry j = ES" Ry = FS"T Ay = g%t
B, =H(gid)**!,and I, j = e(gq, 89)" -G, ”x -e(f, Yy, )%, then the correctness holds if (i*,0%) =

(i, L) v (i*,idg+) = (i*,1 —idy+) or we can write itas (x = x")A((y >y )V(y=y" A, b) #
(¢*,b*)))

_ Try s Cyoid, tUj 3, Wy 0id, TU;]
H eRx]’HCyfldg = H elg x]x,l_[gylz T h*ytide ])

le(k] jelm] lelk]
— e(g, g)rsxt<u,rx>21e[k Cy,eid, -e(g, h)?3x7<urrx>2k[k] Wy,eid, (25)
[T e|Rej I1 Cpri, | = T1 e|n™>7, T1 gwy"’id"uj)
jelm] lelk] jelm] le(k]
— E(h, g)?sxr(rx,u) Zle[k] Wy,eid, (26)
e(Ki, Ay)= e(g, g)le‘(ax,u) ce(g, g)?Sxf(Tmu)Zle[k] Cy,eid, 27)
e(Ko, Ay) = e(f¥*" .H(gid)", g% = e(f, g V=" . o(H(gid), g) %" (28)
e(Ks, Byx) = e(g",H(gid)**")= e(g,H(gid))**"" (29)
[T 1e" = e(gq, 89 ™" - e(g, &)™ - e(f, )"+ V= (30)
jelm]
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Using Eq. 25,26,27,28,29,30 and similar computation as Case 1, the correctness of EIPL-
IBIPFE holds. O

10.2 Security Analysis

Theorem 9 Ifthe assumptions 1,2,3, 5,6 and 7 hold over the bilinear group BG, then our EIPL-
IBIPFE is selectively secure as per Definitions 11 to 15.

Proof. We prove that our EIPL-IBIPFE satisfies all five security properties discussed in Sec. 10.
We significantly modify the proof technique of [BW06, GKW19] to fit this into our scheme.
Before going the main idea of the proof technique, we would like to focus that since our
EIPL-IBIPFE consists of a public key special encryption algorithm thus, the adversary does
not need to special encryption queries to EIPL-IBIPFE challenger. Therefore, the adversary
only performs secret key queries to the challenger throughout the security game.

Lemma 11 Our EIPL-IBIPFE satisfies normal-hiding security as per the Definition 11.

Proof of Lemma 11. Since the ciphertext distribution of normal encryption and special en-
cryption for the index-position-bit tuple (1, L, 0) are the same, thus the definition of normal-
hiding security follows from the scheme. O

Lemma 12 If the assumptions 2,3, 5,6, and 7 hold over the bilinear group BG, then our EIPL-
IBIPFE satisfies the index-hiding security as per the Definition 12.

Proof of Lemma 12. As per the definition of index-hiding game, we show that the adversary
can not distinguish between the special encryption of the index-position-bit tuple (i*, L,0)
and (i* +1,.L1,0). Note that, the adversary is not allowed to query for the secret keys corre-
sponding to the index position i* = (x*, y*) and the group identity gid* at a time.

If y* =7, we have i* +1 = (x* + 1,1) otherwise, i* +1 = (x*, y* + 1). Similar to [BW06,
GKW19], we consider two cases based on whether y = 72 or not. To prove this security, we
consider following two claims 3 and 4.

Claim 3. For y* < 7, the special encryption to the index-position-bit tuple ((x*, y*), L,0) and
((x*,y* +1),L,0) are indistinguishable.

Proof of claim 3. To prove the above claim, we consider 2k + 1 sequences of hybrid games
as Hy and ng where £ € [k] and be {0,1}. The hybrid Hj corresponds to the index-hiding
security game where the challenge ciphertext is a special encryption to the index-position-
bit tuple (i* = (x*, "), 1,0) and Hj j is the same as Hy except the column component Cy- ¢,

for (¢,Db) € [17 1] x {0,1} and for ¢ = Z, b= E,we take uniform element from G,,.

Table 27: Computing column components of the ciphertext in Hybrid Hj; ;

Cyeb Cyeb

> yIvVy =y al>Oyv

~ N HY hWyenT gt
(y=y*Al=0Ab>D)

»l,b

<y IV =y rl<lyv

. ~ R LY T e P L TR e
(y=y*"ANl=0ADb<D) ’ ’

»l,b

Here, the hybrid Hj; corresponds to the index-hiding game in which challenge cipher-
text is a special encryption to the index-position-bit tuple (i*+1, L,0) = ((x*, y*+1),1,0) and
itis also required that the hybrid Hy and H; o are indistinguishable. In the following, we show
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that the hybrid Hy; and the hybrid Hz ;| 511y mod2 are indistinguishable. This same proof
technique is used to show that all consecutive hybrids are indistinguishable. By combining
all indistinguishability of hybrids, the claim 3 follows.
Hz 5~ Hyip-1,(+1) mod2
tinguish between the hybrid Hj j; and hybrid Hp,; | 5,1) moq» With non-negligible advan-
tage €(-). We construct a PPT reduction algorithm 28 which breaks the assumption 2 with the
same advantages as follows.

Let the reduction algorithm 28 first receives the modified-1 D3DH assumption 2 chal-
lenge instances from the challenger as

: Suppose on contrary, there exists a PPT adversary «/ that can dis-

2 2 3 4 3
(IBG)gp)gq)A:gg)B:gg)czg;)D:gz yE:g’lg) C)F:gll; )G:g;;) )H:gz C) T)

where T is either ggbc or arandom element in the subgroup G, of prime-order p. Next, it re-

ceives the challenge tuple (a*, 17,1k, lk’, 1™, i* = (x*,y*),gid") from the adversary </ where
y* < n. Now, 28 generates the master public key by using the modified-1 D3DH instances of
assumption 2 and sends it to <. Next, the adversary makes secret keys queries for distinct
indices i and the group identity gid except i*,gid"* and sends the challenge message vector
v to the challenger. In the following, we show that how does 28 generate the master public
key and how to answer the queried secret keys and the challenge ciphertext from the chal-
lenge instances. Finally, &/ outputs its guess, which 28 uses to break the modified-1 D3DH
assumption 2.

Since, this reduction plays over the subgroup G, with its challenger, thus it can choose
any required elements from the subgroup G,. We implicitly set the exponents as rp y+ j =
b-Tp,x+,j and spx+ = Sp 5+ /b, T = b* where the exponents 7 x+ j, $p,x+ are chosen uniformly
random from the group G,. Also we set h, = B = gfj,fp = B%, tp=a-b, Cpy* 05 = C-Ep,y*,zg
for some uniformly chosen d; — Zy, Ep,_y*, i Z . With these exponents, 9 correctly sim-
ulates the master public key, secret keys and as well as the challenge group elements 7T that
can be programmed in the challenge ciphertext components Cy, 7B

Public key simulation. The challenger 28 chooses two random generators hy, f; — G, such

that h, = gg, fq= gg/ where the exponents d,d’ € Z y are sampled randomly. Additionally, it
chooses the random exponents as follows:

VEE[k],be{O,l}, 6l,b<_ZN7Y[,b<_Zp
Vyelnl,lelkl,be{0,1} Cypp—2Zn
Vjelml,x€el[nl Tyj axj¥xj—ZN

Next, it samples 8,7, — Zy and computes the following public key components for all x €
(7], j € Im] and (y,4, b) € [7n1] x [k] x {0,1} as

o _WeitxAx, [Py itx#
! (Fg;q)Fx,f otherwise. & (Gh;”’)avf otherwise .

_ | Cgpnerit (y,0,b) = (y*,0,D)
»eb= (g,,gq)gﬂvh otherwise

Challenger % samples group elements 9),,9),; from G, for all i € [k'] and 9;,4,; from G,
for all i € [k'] such that H(gid) = 1‘);,19’4 [Tiey 9p,i0q,i = ' Tiey 9i, Hy(gid) = 19’67 [liey 94,i Where
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0'=9,0,€6,9=(0,) ¢ GX'. Finally, 2 sets the master public key as
BG, g = gp8q, h=ghgl, f =BUf,,
9,00,9= (99,0} }icier, H.Hg, Eq = g,

Ey j, Fy j, Gy, j = e(g, g%,

BFgTy, i BryTy, i .
mpk: Eny,j:gq xj,Fq,x,j:hq XJ,Gq)x)j:e(gq,gq)ﬁaxrj’ )

. By
Yx,j = ng,], Yq;x,j = gq xJ

xe[nl, je[m]

{Hy,¢,b} (y,0,b)elm x [k]x10,1}»

{Ve,b = gl gl Vyp = h‘s“’}

(€,b)e[k]x{0,1}

All the public key components can be computed using the challenge instances of modified-1
D3DH assumption 2.

Secret Key simulation. To answer these queries, challenger returns the secret key sk, corre-

sponding to the tuple (i = (x, y),id, gid, u) as follows: Note that the adversary is not allowed

to secret key queries corresponding to the tuple (i*,id, gid*, u) to the key generation oracle.
If gid = gid*, then adversary can not query for the secret key corresponding to the index

position i*. to generate the secret keys the challenger first computes H(gid") = (9,97 [Ty Op,i

* *

d: d . . - . .
04,1) = 8,' §,° Where 7™ associated with the non-zero indices associated with the group
identity gid* and d;’,d; — Zy. The challenger 28 chooses a random value 7 — Z and set
r =7-7. Then it simulates the secret keys as follows:

g(ax,u) (Dgfiq)(?xyu) D relk) Ey,[,idg if x # x*’y Z y*,
K= g(ax,u) (Fg;li)<7xyu>226[k] Eqy,i,id[ ifx = x*, (y # y* \Y Id[ # g),
g(ax,u) (DgZLI)<Fx,M>ZZ¢[76y,€,id[ (Eg;q)”x’“)cyi,id; if x # x* A (p,id7) = (y*,E),

K> = (Bd1fq)(1l’x,u)(Ddfg35?q)7 for all x € [7], K3 = (Dng)7

For gid # gid™, the adversary can query for the secret key corresponding to the index i*. In
the following, 98 generates the secret keys for this case.

g(ax’u>grq<rx,u>2[6[k] Cy.eid, (FZH;EMW Hcy,i,idi) (Fy, ) if x = x*’y — y*’ |dZ: ’E

(eett) Tq{Fx,1) ¥ veik) Cy,e,id, F(?x,u) Yreik Eyeid,
8q

Ky = -
g ifx=x*y=y"id;#b
Without loss of generality, we assume that the adversary makes the maximum number of
Q queries with the challenge group identity gid* and challenge index i *. Now, the simulator
chooses an integer k; — [k'], sets aninteger s = 10Q, arandom k'-length vector z = (z;) — Zf/
and a value z’' — Z;. Additionally, the simulator also chooses a random value w’' — Zy and
an uniformly random k'-length vector w = (w;) — Z’ﬁ,’. All these values are kept secret to the

simulator.

Letus consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} = 1.
Let V* ={iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7 *. Then set }_;cy+ 2z; = ks — Z' for uniformly chosen k| € [k]. Now, we define
the function K(gid) as
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K(gid):{o’ if2'+%ieyzi=0 mods

1, elsewhere

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid #
gid® it becomes non-zero. Additionally, we set two functions as F(gid) = N — sk} + 2’ + ¥ ;cy z;

/

and J(gid) = w' + ¥;ey w;. The simulator assigns the public parameters 9’ = fN-Kis+2'. g’ =

. . d i d i
gy’ gq”’ and 9; = frigti=g,” gq"’ . Now £ answers secret key components K3, K3 as follows:

J(gid) % P
K, = g_“”x’u)F(gid) . D% rg(‘;z Ta"
J(gid)
— g_<1l’xyu> _F(ggid) H(gid)r
(Yx,w)

= flwow ( frEdD gl(gid))__F(gid) ( fFrEd gl(gid))r

{(Yx,u)

= flwew ( fF(gid) gl(gid))r__F(gid)
= fwew ( e gJ(gid))"
= Y= H(gid)"

Ty _Syxw _Syxw

K3 = (D7gq ) g Fed =g’ Fed =g

r/

(P, 1)
F(gid)

any key query corresponding to the group identity gid # gid*. This implies that the function
F(gid) #0 mod N for the group identity (since we assume N > ski for reasonable values of
N, s and ki We prove this in Lemma 23).

We implicitly set r' = r —

. So from the construction of K function, we get K(gid) # 0 for

Challenge ciphertext simulation. 28 makes the simulation of the challenge ciphertext as
follows:

Vjelml,0;,vj,¢j—2Zn, TELZN,tg—Zn,
Vxe[ﬁ]) ex’fxrdx‘_ZN;?xJEx‘_ZN,
Vyelnl,e€lkl,be{0,1}, Wyp Vyep—2Zn,

For the challenge group identity gid*, % computes H(gid") = (9,0, [Tiey+ 9p,i04,i) = ggf gjg

for some d;,d; € Zy and Hq(gid*)‘6 = 19;‘,6]'[1-67/* 1‘)5 ;- Now, for all x € [71], j € [m], challenger
computes the row and columns components as follows:

Table 28: Computing row components of the ciphertext for x € [7], j € [m].

Rx'j Rx:j Ax Bx Ix,j
- o tgSx
x>x* Eg‘C F:S?XT Ethq H (gld*)ﬁgxtq e(gq,gq)uj 'Gq,x,j'
ol o] ! ! e(fy Yy x1)'a%
qr+q,x,]
P ’Nx 7. ’~x . i t "~
| DRI s adi g% a5, | €8a:8)" - elg, Aggh el
X=X TqTx,jSx| TqTx,jSxT 8q 8q d s Vet
&q &q e(A,B) x,j x-e(fq’gq) x,jlqSx
s . ~ R d* d* ] -
x<x* ngUj (th)SxTV] gex (gpl ng )dx e(g, g)fx(bj X e(f’f)fx(p]
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Table 29: Computing the columns components for (y, 4, b) € [r1] x [k] x {0,1}

Cyeh Cyeb
(y>y )V(y:y~ /\l>~[)V ggyj'btqhﬁ/y!'b‘[ A*Ey,f,b/'[.gwy,!,b
(y=y*Al=0Ab>D)
y=y*Al=0Ab=b ggyf'btq KTy . TCyeb glrth
y<y“vy= y~ ne <~€)v ggy"’bt” Ty .gzyj,h gt
(y=y*Al=0Ab<D)

After generating all the ciphertext components, challenger sends these to the adversary </,
then o/ guesses a bit b’ and sends it to 4. It simply forwards it as the guess to the modified-1
D3DH challenger of assumption 2.

Analysis of simulation. If T = ggbc, then 28 simulates the view of the hybrid is similar as
Hj 3 otherwise if T' is random group elements from G, and the view of the hybrid is similar
as H;, 3_, (B+1) mod2* Thus, if «f wins with the advantages e(-) then 98 breaks the modified-1

D3DH assumption 2 with the same advantages. O

Claim 4. 1If y* = 7, then the special encryption to the index-position-bit tuple (x*, y*, L,0)
and ((x* +1,1),L,0) are indistinguishable.

Proof of claim 4. To prove the above claim, we consider a sequence of hybrids games. In the
following, we discuss about these hybrids.

Hybrid 1. This hybrid corresponds to the index-hiding game in which the challenge cipher-
text is a special encryption to the index-position-bit tuple (i* = (x*, y*), L,0) for y* = 7.

Hybrid 2. The hybrid is the same as hybrid 1 except that the challenge ciphertext is a special
encryption to the index-position-bit tuple (i* = (x*, y* + 1), L,0) for y* = 7. Note that, the
special-encryption algorithm does not generally encrypt to the position (x*,y* +1=7n+1),
however the algorithm can be naturally extended to encrypt to such position.

Hybrid 3. Hybrid 3 is the same as the previous hybrid 2 except that the row component I+ ;
as mentioned in the following Table 30.

Table 30: Computing row components for the ciphertext x € [71], j € [m]

Rx,j ﬁx,j Ax Bx Ix,j

S, SxT Sxt . M vi LS . N
x>x |Ex I Fl B Hg(gid*)P+! |e(gq, gq) " Gy e Ygu )"

_ S, SxT t : t Vi, lSx - N ESx .
x=x"| By | By || Hgid")™ | e(gq.89)" -Gt -elf, Vi )™ L

x<x* gsxaj RSV

g% | H(gid*)% e(g, )i -e(f, Hix?i

where L = e(g), £)* and z is randomly chosen from Z,,.

Hybrid 4. Hybrid 4 is identical to hybrid 3 except that the row component of the challenge
ciphertext as the Table 30. Here we consider L = e(g, g)° with z is a random exponent from
ZNn.

Hybrid 5. Hybrid 5 is the same as hybrid 4 except that row component in the challenge ci-
phertext as in Table 31 as mentioned below.
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Table 31: Computing row components of the ciphertext for x € [7], j € [m]

‘ Ry j ‘ Ry ‘ Ax By I
t . : t
x> x* E;’,‘x'j F;";] ‘E;" Hg(gid*)P+! |e(gq, g4) .Gqf;,j.e(fq,Yq,x,j)”x
x<x*|gs9i th”f‘ ge’f‘ H(gid*)% e(g, &P -e(f, HlxPi

Hybrid 6. The hybrid 6 is similar to the hybrid 5 except that the column components to the
index-position-bit tuple ((x*, y* =1),¢* =L, b* = 0) of the challenge ciphertext.

Hybrid 7. The hybrid 7 corresponds to the index-hiding security game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple ((x* +1,1), L,0) for y* = 7.

In the following, we prove that the adversary’s advantage for all the consecutive hybrids
is negligible in the security parameter which completes the proof of the claim 4.

Hybrid 1 = Hybrid 2: The indistinguishable proof of the hybrid 1 and hybrid 2 is identical to
claim 3.

Hybrid 2 =~ Hybrid 3: Suppose on the contrary, there exists a PPT adversary &« that distin-
guishes between the above two hybrids with the non-negligible advantages e(1). We con-
struct a PPT reduction algorithm that breaks the modified-2 D3DH assumption 3 with the
same non-negligible advantages as follows:

The reduction algorithm 2 first receives the modified-2 D3DH assumption 3 challenge
instances from its challenger as given below.

(BG, g, 8q A= 85, B=g5,C=g5,T=el(gy 87

where z is either abc or a random element from Zp. Next, in the setup phase, adversary
receives the challenge tuple (A 1m 1k 1m j* = (x*,y*),gid") from the adversary o/ satisfy-
ing the condition y* = 7. Since, the reduction game plays with its challenger in the sub-
group G, thus it can choose any elements from G, by itself. Now, 98 generates the master
public key using the given instances and sends it to the adversary <. Then, the adversary
can not make secret keys query corresponding the index i* and gid* at a time. In the fol-
lowing, we show how does 28 simulate the master public key, secret keys and challenge ci-
phertext from the given instances. Finally, «f outputs its guess, which is used to break the
modified-2 D3DH assumption 3. For x = x*, our approach is to implicitly set the exponents
I'px*,j = btj,ap+ j = abkrt;j, t, = cwheret; — Zy forall j € [m] . Additionally, we implicitly
set Cyp,p = Cp,y,e,p — a for all (y,¢,b) € [11] x [k] x {0, 1}. According to the exponents as given
above, the challenger simulates the master public key, the secret keys and the challenge ci-
phertext components.

Public key simulation. To generate the master public key, it chooses the random exponents
as follows:

VOle[kl,be{0,1}, 6pp—2ZN,Yep — Zp,

Vyelnl,lelkl,be{0,1}, Cyrp—2Zn, T2y,
Vjelml,x€[nl, Tyj, 0xjVxj—ZN,

Additionally, it samples random group elements 9, 9,,; € G, for all i € [k'], 9,9, € G, for

all i € [k'] such that 9' = 19’1,19’67,1‘) = (0p,i9q,1)icik) € G¥, and also choose random integers
d,d,,p—Zyforall (y,4,b) € [11] x [k] x {0,1}. Then 98 computes

(8pgq) ™ ifx#x" R if x # x*
Exj =9 pe;  Toiye oo T 0] T pvid ATy E :
(BYi &g ) otherwise (BY &g )" otherwise
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. e(gpgq’gpgq)a"'f if x # x*
P e, B)Fe (8> gq)&x-f otherwise

Sets the master public key

[EB([{,,g:gpgq,h:gd,f:gdl’

5‘76719,719 = (191')){8§’i}i€[k’])H)HQ)Eq = gg’

ﬁﬁx,j

Ex,j;Fx,jy Gx,j)Eq,x,j = gq »

mpk = | { Fg,x,j = W77, G j = e(8q, 8)P¥, ,

= ﬁ{’[;‘
nyj :gnyj,Yq,x,j :gq xJ

xe(nl,jelm]

{Hyop= A_lgc””b}(y,é,b)e[ﬁ]x[k]x{o,u,

{Vz,b = g0 g) " V= h‘s“’}

(€,b)e[k]x{0,1}

Secret key simulation. The challenger 28 generates the secret key sk, corresponding to the
adversary’s query tuple (i = (x, y),id, gid, u) as below.

First consider gid = gid®, then the adversary can not query for the secret key associated
with the index position i*.

. g<iix,u>+?<Fx,u)De[k1 Cytidy A=T(Fx, 1) if x # x*
1= (@x,)+7(F, 1) Xrei) Cyeid, 7 Cori .
8q cntide prem Lee Cutid,  otherwise

Ky = g VoW H(@gid) Vxenl, Ks=g"

where r =7 -7 and 7 is randomly chosen from Z . Note that, the adversary </ is not allowed
to query for the secret key corresponding to the pair (i* = (x*, y*),gid").

If gid # gid*, then the adversary can query for the index position i*. Then the challenger
generates the corresponding secret keys as below

(@, u)+T(F, ) Y ek 5ﬁ,l,ing?(t,u) el

K CaLide if x = x*
q

Kl =g

As the previous case, we assume that the adversary makes the maximum number of Q queries,
the challenge group identity gid* and challenge index i *. Now, the simulator chooses an in-
teger k| — [k'], sets an integer s = 10Q, a random k'-length vector z = (z;) — Z¥ and a value
z' — Z,. Additionally, the simulator chooses a random value w’ — Z and an uniformly ran-
dom k'-length vector w = (w;) — Z%. All these values are kept secret to the 23.

Letus consider 7* € {1,2,..., k'} be the set of all i for which the challenge identity gid;f‘ =1.
Let V* ={iy, 2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7*. Sets ¥ ;ey - 2; = k| s — Z’ for uniformly chosen k] € [k']. Now, we define the
function K(gid) as
0, ifzZ/+Y;ey2z;=0 mods
1, elsewhere

K(gid) = {

So, from the above definition of the function K, we can say K(gid*) = 0 and for all other gid #
gid®, it becomes non-zero. Additionally, we set two functions as F(gid) = N— sk} + 2’ + Y ;cy z;
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w/

and J(gid) = w' + ¥;cy w;. The simulator assigns the public parameters 9’ = fN-kis+2". ¢

e dpi dgi .
g, g,  and 9; = f4g"i = g,”" g,"". Now %8 answers remaining secret key components as

= J(gid) ]
K2 — g <1II)C7u>F(gid)H(gld)r
_ . =T . T
_ f<wx,u> ( fF(gld) gl(gld)) Flgid) ( fF(gld) gI(gld))

Gz
_ e [ fEEd) JEgid)) T Ted
= [ | fredgle

~ . . r’
= fFow ( frGid gngnd))
= YW H(gid)”

_yxm r— ('T’x_ru) -
K3 — g ¥4 Flgid) — g F(gid) — g

(P, u)
F(gid)

any key query corresponding to the group identity gid # gid*. This implies that the function
F(gid) #0 mod N for any such group identity (as we assume N > sk for reasonable values
of N, s and kj, see Lemma 23).

We implicitly set ' = r — . So from the construction of K function, we get K(gid) # 0 for

Challenge ciphertext simulation. The challenger 4 can compute all the column compo-
nents corresponding to (y, ¢, b) € [n] x [k] x {0, 1} on its own, since G, subgroup components
are randomin Cy ¢ p, 5%(, p terms and for computing remaining terms over the subgroup G,
the required exponents are already known to the challenger 28. For x < x*, all the row com-
ponents Ry, j,ﬁx, j»Ax, By, Iy, j are chosen randomly, but for x > x*, all the row components
are formed over the subgroup G, which it knows. For the challenge group identity gid*, the

challenger computes H(gid") = (9,0,) [1jey+ (0p,j04,j) = g,c,lf gjz* for some d,d; € Zy. Then
the challenger 2 simulates the challenge ciphertext for x = x* as follows:

Table 32: Computing row component of the ciphertext for x = x*
‘ Ry j ‘ Ry ‘ Ax ‘ By ‘ I

e(8q,89) " - e(gq,gq)“ws"t‘f

(Cd 2 )Sx
Trksxtj e(f Cg W)U/xjé'x

x:x (Btjg Y])VSX (ijg x])derT (Cg Q)Sx

where the exponents sy+, 7, f; are randomly sampled from Z . Finally, 98 gets the guess bit
b’ from <f and it simply forwarded it to the modified-2 D3DH assumption 3 challenger.

Analysis of simulation. If 7' = e(g),, 2)%¢, then % simulates the view of hybrid 2 else if
T = e(gp,g)* for any random z from Zy, adversary’s view same as hybrid 3. Therefore, if
</ wins the game with advantages €(:), then 98 breaks the modified-2 D3DH assumption 3
with the same advantages.

Hybrid 3 = Hybrid 4: To show the indistinguishability of two the hybrids 3 and 4, we use a
similar proof technique of [BW06, GKW19]. Here, we discuss the underlying approaches. Let
us consider that 28 receives the Bilinear Subgroup Decisional (BSD) assumption 6 challenge
instances from the challenger consisting the bilinear group BG, e(T, g) where T is either a
random element from the subgroup G, or a uniform element from the group G. Then 2
computes all the components for the master public key mpk honestly and forwarded it to
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the adversary. After seeing mpk, adversary can query for the secret key to the key generation
oracle. Finally, 28 computes all the challenge ciphertext components honestly except that
the value I« j = e(g, )"/ G;’i]t -e(g, T)-e(f,g)¥~ i where T is taken from BSD challenge
of assumption 2. If T — G, then simulator’s view is the same as hybrid 3 otherwise, if T — G
then 2 perfectly simulates as hybrid 4. Therefore, if «# wins with the advantage €(-), then 98
breaks the assumption 6 with the same advantage €(-).

Hybrid 4 = Hybrid 5: Suppose on the contrary, there exists PPT adversary «/ that distinguish
between the hybrid 4 and hybrid 5 with the non-negligible advantage €(-). Then, we con-
struct a PPT reduction algorithm which breaks the R3DH assumption 7 with the same non-
negligible advantages.

Let the reduction algorithm 28 first receives the challenges of R3DH assumption 7 from
the challenger as

~ 2 ~ ~~
([EBG,gpEGp,ngGq»A:gZ»BZQZ'GZ ,C:g;-gZ,D:gZC,T)

where T is either ggzc or a random element from the subgroup G,. Next, the challenger %8

*

receives the challenge tuple (17, 1%,1¥ 1™, i* = (x*, y*),gid*) from <. Then, 98 generates the
public keys and sends it to the adversary. After getting the public parameters, «/ can secret
key query to the key generation oracle corresponding for the tuple (i = (x, y),id, gid, u). Next
the adversary uniformly chooses a challenge message vector pair v¥, vV and sends it to 2.
To answer the challenge ciphertext, 8 randomly chooses a bit b € {0,1} and generates the
challenge ciphertext ct(l,b). In the following, we describe how does the challenger simulate
the master public key, the secret key and the challenge ciphertext using the assumption 7
instances. Finally, the adversary « outputs a guess bit which breaks the assumption 7. As,
the reduction plays the game with the challenger in the subgroup G, so it chooses all the
components from the subgroup G, by itself. Although, in the challenge instances of B,C
some parts belong to the subgroup G, but their exponents depends on d and ¢ terms. In the
following, we implicitly set the exponents as

8p=9p8qg=A4A, Tgx,j=Tqxjla Tpxt,j = Tpxt,js
qux* :C, Sp’x* :5, tq:a, tp:a,
forall x e [n] — {x*},sx =Sc/a

where 7, v+ j, Tq,x*,j — Zn and for all x € [71] — {x*}, S — Zy. Additionally, the reduction algo-
rithm samples the exponents uniformly random from Z 5. Note that, the reduction algorithm
does not know the factorization so at any point, we do not sample these exponents from G,
and G, separately, but instead of sample any exponents directly from Z and make sure that
the distributions are not affected.

Public key simulation. To generate the public key, 28 chooses the random exponents as fol-
lows:

Ve [kl,be{0,1}, S¢p—2ZNn,Yep—Zp
Vyelnl,lelkl,be{0,1}, cyrp—2Zn
Vjelml,xelnl, Txj axj,Vxj—2ZN

Also, it chooses the exponents d, 3,7 — Zy to compute all the remaining components of
the master public key. For all x € [71], j € [m] and (3,4, b) € [71] x [k] x {0,1}, 28 computes the
following components.
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X,j =

. APTTwjif x # x*, - (@pA) 7o if x # x*.
e elsewhere.

gg’f’fxyj - (9p9q) ™™ elsewhere.

_rd _ ‘
F%ij - Eq,x,j’ Gq,x,j =e(A, A)ﬁ“x,], Yq,x,j - Aﬁ‘l’x,j’
Fx,j:Ed Gy,j=elgpA gpA)*™, Yx'j:(gpA)u/x,j’

X,j’
Also, we choose random group elements 9),,9),; € G, for all i € [k'] and 97,94, € G4 for all
i € [K] such that H(gid) = (19;919’,7) [Tiey (9p,i04,:) = 9 [1iey 9; and Hy(gid) = 19/queV 94,i cor-
responding to any group identity gid. Now, the challenger 98 sets master public key as
BG, g =gpA h=g"% f=g",
19;r 19,) 19 = (ai)y {195,1'}1'6[]6’] ’ H) qu Eq = A'B!
Ex,j»Fx,jr Gx,j’ Yx,j’
mpk = ’
Eq,xj» Fa,xj» Ga,x.j» Ya.x,j

xe[n], je[m]

{Hy, 0,0 = (@pA)¥0} (3,0, )l x (K1 x 0,1}

{Vé,b = g0t g " Vypy = hé“’}

(€,b)e[k]x{0,1}

Secret key simulation. First, 8 computes H(gid) = 9'[[;c7 9; = g% = (g pA) 4’ for some d’ —
Zy. In the query phase, the adversary « is not allowed to query for the challenge index
and group identity i* = (x*,y*),gid" together. If gid = gid*, 9 answers the secret key sk,
corresponding to the tuple (i,id, gid, u) as given below. Note that, the adversary is not allowed
to secret key query for the index position i*.

P L T I S
g(ax,u).(gpgq)r(rxvlnzjelkj Cveidy  otherwise.

K> = (g A V=" H(gid), Kz=g'.
If gid # gid®, then the secret keys corresponding to the index i* looks as

Ky = g<ax.u> . (gpgq)ﬂfx,u)&e[kj Chidg if x=x*,y=y* =7

To simulate the keys components K, and K3, challenger similarly constructs the functions F, ]
and K as mentioned in indistinguishability proof of in hybrid 3. Also, £ sets similar public
key parameters 9’ and 9;’s. It answers the remaining secret key components as follows:
J(gid)
KZ — g_(w}cru>ﬁH(gld)r
_{yxw
_ f(lpx,u) ( fF(gid) g](gid)) Feid) ( fF(gid) gl(gid))’

u)

= [y ( fFrEd gl(gid))r_ Feid)
= flwew ( fF(gid) gl(gid))r
:f(‘/’xyWH(gid)r'

r— (P, _{yxw .
K3 — g g F(gid) —= g F(gid) — g

As in the previous argument, we implicitly set r’ = r — %’fgi':)). Therefore, from the construc-

tion of K function, we get K(gid) # 0 for any key query corresponding to the group identity
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gid # gid*. This implies the function F(gid) #0 mod N for any such group identity (since we
assume N > sk}, see Lemma 23).

Challenge ciphertext simulation. To generate the challenge ciphertext, 4 chooses the ran-
dom exponents as follows
Vjelml,oj,vj,¢j—2Zn, T,?p €ZN,
Vxelnl, ey fvdx—2ZN,Sx—2Zn,
Vyelnl],¢€lkl,be{0,1}, L'lv)y’gyb, ﬁl)vy’gyb —ZNn.

dr d;

For the challenge identity gid*, 2 computes H(gid") = (9) [1;cy+ 9: = g,' 84° = gzl* A% and
pd;

Hq(gid*)ﬁ = ﬂf [Ticy+ 195 ;=8 ' = AP% for some d;,d; € Zn.Now, for all x € [7], challenger
computes the row and column components as follows.

Table 33: Computing row components of the ciphertext for x € [71], j € [m]

Rej | Ryj | Ax| Bx Lo
x> x*|gh TS | gPTTATRI| ABSe| Ad3 S | o, )7 (4, AYPOxIxe(A, AY DSV )
=t CTTei | it | pr |pdi Td3 e(g,g)ifxe(g, )OI fx
< x* gfxoj gd§xrvj g% gdldx e(g)g)fx%e(g,g)df‘/’jfx

Table 34: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

‘ Cyeb ‘ Cye.b

iV U
Cyeb [ Wy,e,bT »t.b
BWEb pTrbb g,

Yy e[ glrtb

Analysis of simulation. For T = ggzc, 2B simulates the hybrid 4, otherwise if T is randomly
chosen from the group G, then 98 simulates the view of hybrid 5 as the target row ‘= x*” will
be indistinguishable from the less than row ‘< x*’. Therefore, if 9 breaks the R3DH assump-
tion with the advantage €(-) then o« wins the game with the same advantages.

Hybrid 5 = Hybrid 6: To prove the hybrid 5 and 6 are indistinguishable, let us consider (27r1k+

1) sub-hybrid Hj, H; 75 for (?,Z,E) € ([n] x [k] x {0,1}). In this game the sub-hybrid Hy cor-
responds to the hybrid 5 as described above. Now the sub-hybrid Hy, s, is same as the hy-
brid Hy except that the column components in the challenge ciphertext Cy, ¢, for y < y and
(,4,b) € {7} x [€—1]x{0,1} and for y = J,¢ = ¢, b < b have a random element in the subgroup
Gp. The column components are generated as described below in the Table 35.

Table 35: Computing column components of the ciphertext in sub-hybrid Hy' i

Cyeb Cyeb

ISPV =Fal> Oy

" B H! . hWyeb? gwy,i,b
(y=§Al=CAb=D) yeb

<PV =Fal<Oyv
(y:)7/\é:l7/\b<5)

Ht

Wy bT IOt | wyen V0D
Vel Vb |8 Vb

Now we show that sub-hybrid Hy 75 is indistinguishable with sub-hybrid H;
Note that, sub-hybrid H; ;  is identical to the main hybrid 6. It is also required that the sub-
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hybrid Hy ~ Hy ¢,1 and sub-hybrid Hj x1 = Hy+1,1,0. We now show that+ the sub-hybrid Hy, ib
and H5 7.5-1,(5+1) mod2 are indistinguishable with the similar techniques that are used to
prove the indistinguishability of all the consecutive sub-hybrids for (y, ¢, b) € [7] x [k] x {0, 1}.
By combining all claims of sub-hybrids, our required indistinguishability between hybrids 5
and 6 will follow.

Sub-hybrid H;55 = Sub-hybrid H 5 5-1,(5+1) mod2* Suppose on the contrary, there exist a
PPT adversary « that distinguishes the sub-hybrid H; 75 and sub-hybrid H 7,7+5-1,(5+1) mod2
with the non-negligible advantage e(-). We construct a PPT reduction algorithm 28 which
can break the modified-2 D3DH assumption 3 with the same non-negligible advantage as
described above. From the challenger, the reduction algorithm 28 receives the following in-
stances as

(BG,gp 85 A= g5 B=g,,C=gpT)

abc
p

ceives the challenge tuple a*, 17,1k, lk’, 1™, x*, y*,gid*) from the adversary «f where y* = 7.
Now, # generates the master public key using the modified-2 D3DH instances and sends
it to the adversary. Then the adversary can make queries for the secret keys of distinct in-
dices except the pair (i*,gid") to the key generation oracle. In the following, %8 generates the
master public key, secret keys and the challenge ciphertext. Note that, finally </ outputs its
guess, which 2 uses to break the given modified-2 D3DH assumption 3. Since the reduction
plays with the challenger over the subgroup G, thus it can choose any elements from the
subgroup G itself. It now implicitly sets ¢, = a- b, hy, = B = g;; and 505 =C" Ep,y,?,'l? where
the exponent 5p,y, 7 is chosen uniformly random. By using these exponents, 98 simulates
the master public key, secret keys and the group elements T can be programmed in the chal-
lenge ciphertext components Cy, i

where T is either g7”¢ or arandom element in the subgroup G, of prime-order p. Next, it re-

Public key simulation. To generate the master public key, 9 sets h, = gg for d € Zx and
chooses the random exponents as follows:

V¢ € [k],be{0,1}, 55,[, — ZN»Yé,b — Zp
Vyelnl,¢elkl,be{0,1}, Cyrp—2ZN
Vjelml,xel[nl, ryj axj,Wxj—2ZN
Also, it chooses random group elements 19;,,19p, i €Gp, forall i € [k'] and 1‘)’67,190,,,- € G for all
i € [K'] such that H(gid) = (9,,0,) [1iey 9p,i04,i = 9'Iliey 9; and Hy(gid) = 9 I1iey 94, cor-
responding to any group identity gid. It also samples §,7,d;,d, — Zy and sets g = g,84,

h=hyhy=Bhg = g;,’ . gg,f =fofq= ggl g;lz. All the components of the master public keys
are generated as follows:

BG, & = gpgq, h = Bhy, [ =87,
19',19;?,1‘) = (9)), {ﬁgyi}ie[k']:H’Hq*Eq = gg
Eyj=g i Fyj=h"5,Gy = e(g, g%
mpk= |4 By =8y Faj=hy ) Garj = e(gq )P,
Yy j=8¥%,Yquj= ggwx’j

xe[n], je[m]
{Hy,e,b} (y,¢,b)elm) x [k]x10,1}»
7 Yeb _
{Vz,b = g0t g,V p = h5“’}

(¢,b)e[k]1x{0,1}
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All the components are generated from the challenge D3DH instances.

Secret key simulation. In the query phase, the adversary </ is not allowed to query for the
challenge index i* and the group identity gid” together. If gid = gid*, 28 replies the secret key
to «f corresponding to the index i(# i*) as

g<ax,u> ,gﬂrx,u)Zze[k] Cyeid,

g g Rt Btion (g it (y,idg) = (7.D)
! otherwise.

K, = g4V H(gid), Ks=g"

where 7 — Zy and set r = 7- 7. If gid # gid”, then «f can query for the secret for the index
position i*. Then the secret keys are generated as

%1 o) Yy, 7Cy,0 PP, 55 s o~ > T
Kl:{g(a uy. ghtr WY 047 e i (Cgq) 7.0, lfy—y—nAld(—é,

g(ax,u) _g?(rx,wZee[k] Cyeid, ify=y=7an idl77é b,

To simulate the other keys components, the challenger similarly construct the functions F, ]
and K as mentioned above in the secret key simulation phase of hybrid 3. Also, 28 sets sim-
ilar public key parameters 9’ and 9;’s. It answers the remaining secret key components as
follows:

J(gid)
KZ - g_(’l”x:u>%H(gld)r
(Yx,u)

= flwow ( fF(gid) gl(gid))__F(gid) ( fF(gid) gl(gid))

r

(Y x,u)
o ( FEid) J@id)) " FEa
—f Yy f g g g

r!

= flwew ( fF(gid) gl(gid))
:f(‘/’mu)H(gid)r'
_lyxw _{yxw /

nggr.g W:gr F(gid) :gr

As in the previous argument, we implicitly set r’ = r — <§'f§i'$>- Therefore, from the construc-

tion of K function, it implies that K(gid) # 0 for any key query corresponding to the group
identity gid # gid*. This implies the function F(gid) # 0 mod N for any such group identities
(since we assume N > sk for reasonable values of N, s and k|, see Lemma 23).

Challenge ciphertext simulation. Challenger 28 chooses the random exponents as follows.

Vje [m],Uj,Vj,([)j —ZN, TEZN, Ig — ZN
Vx € [ﬁ]) ex;fx;dx» Sx - ZN
Vyel[n],lelkl,be{0,1}, Wy, p Vyep—2ZN
For the challenge group identity gid*, % computes H(gid") = (9,,0,) [1iey+ 9p,i04,i = ggf gf;;

and Hq(gid*)ﬁ = 1‘)/5 [Tiey~ ‘95,1- = ggdz* for some d;,d; € Zn. Now, for all x € [7], j € [m], the
challenger can compute following row and column components.
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Table 36: Computing row components of the ciphertext for x € [7], j € [m]

Rep | Rog [ 4| B Ly,
N SxT Sxlq Sxt, Vi
x> " |E I F By [H(gid")Px |e(gq, 89)" - qu] efg) Vg0,
x<x* g0 [RSTVI| gex ‘ H(gid)% ‘ e(g, 91 -e(f, HIx¥i

Table 37: Computing column components of the ciphertext for (y, 4, b) € [n] x [k] x {0, 1}

Cyeb Cye,b

Y>PNVy=Jal>0O)v gEy,,,btqhg,MbT

. g y A CpeplT .gwy,l,b
(y=JANl=¢Ab>D)

gCJ’.i,b Iq nr Wy,r.b TEy,é’.b gwy,[_b

y=JAl=Cnb=b |g;

y<PVvy=ynl<t)v gEy'['btq hTwy.!,thy'['b

~ ~ q gﬂ/y,l,h
(y=JAl=0Ab<D)

Analysis of simulation. For T = gpbc then o gets the view of the challenge ciphertext as
the sub-hybrid H 5,0+5-1,(5+1) mod 2’ otherwise for any random group element from the sub-
group G, the adversary <f gets the view of the sub-hybrid H; 75 Therefore, if o breaks the
modified-1 D3DH assumption 2 with non-negligible advantage then it also wins the game
with the same advantage.

Hybrid 6 =~ Hybrid 7: Suppose on the contrary, there exists a PPT adversary «f that can dis-
tinguish between the hybrid 6 and hybrid 7 with non-negligible advantage €(-). Now, we con-
struct a PPT reduction algorithm 28 that breaks the DHSD assumption 5 with the same ad-
vantage.

The reduction algorithm 28 first receives the DHSD challenge instances of assumption 5
from its challenger as

(BG §= gng’h h th’A gq’B hd :g gp!D hb T)

where T is either sampled as T = gg or T = g%, where d is a random exponent sampled as
d — Zy. Next & receives the challenge tuple (1*, 171k, lk,, 1™, x*, y*, gid*) from the adver-
sary for y* = n1. Now, 98 generates the master public key from the instances of assumption
5 and sends it to the adversary. Then, adversary is not allowed to make secret key queries
for the tuple (i*,id, gid*, u). Now, 28 simulates the secret keys and the challenge ciphertext
using the instances of DHSD assumption 5. Finally, «/ outputs its guess, which 28 uses to
break the assumption 5. In this proof, the reduction plays with its challenger in the sub-
group G, thus it can choose any components from the subgroup G, by itself. Let us con-
sider, % ﬁrst implicitly sets the random exponents as f = @, Sx*+1 = d-Sx*+1,Y¢,p = €*Y¢,p and
Oep=b-Yep+ 5, ¢,» Where the exponents Yy, p, 5, ¢,p are uniformly chosen at random. Also, %8
implicitly sets h" = g” where 7 be any random exponent from Zy. In this simulation, the
challenge group element T can be programmed in the challenge ciphertext to compute the
row components for x = x* + 1.

Public key simulation. Challenger 98 chooses the random exponents as follows:

Vle(kl,be{0,1}, &rp—Zn, Ve —Zp,
VJ/E [ﬁ],[e [k]ybe {0)1}) Cy,[,b - ZN)

Vjelml,xel[nl, ryj @y, Wxj—ZN.
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It samples d',7 — Zy such that f, = g/ It also samples random group elements 1‘)’p Op,i €
Gp, 19 ,4,i € G forall i € [k'] such that H(gid) = (9, 19’ D iey 0p,i0q,i = ' [iey 9; and Hy (gid) =

19’ [liey 04,i corresponding to any group 1dent1ty gld We write 9, B gb7 = AC, o = gsg" =
Aﬂ’l where g, 0; — Z;. Now 9 computes the master public components using the challenge
instances of assumption 5 as

BG, g, h, [, 9,99 =0);, 10 }ietr,H,Hg, Eg = A,

Eyj=g i, Fyj=h'"v,Gy j = e(g,8) %,
EC],X,j = Arrx'j»Fq,x,j = Ber.j,Gq,x,j = e(A’gq)axyj’ ’

mpk: W Wy, i
Yy j=8"0,Yquxj= AT xelal, jelm)
{Hy,0,b = 8402} (y,0, el < [K1x10,1}»
V, . = g00b CTeb V) ) = hge,bD?é,b}
{ th=§8 0b (€, b)elk]x{0,1}

Secret Key Simulation. The challenger 28 answers the adversary’s queried secret keys corre-
sponding to the tuple (i,id, gid, u).

If gid = gid”, the adversary can not make any secret key queries for the index position i*.
Therefore, the secret keys corresponding to the index i(# i *) are generated as follows:

7(ry,u)
Ky = (ax,u) ( H Hy |d1) , Ko :f(llfxleH(gid)"’ K3 = gr
lelk]

where 7 is randomly sampled from Z such that r = 7- 7. Note that, in this case the adversary
can not query for the secret key corresponding to the index i *.

If gid # gid”, the adversary can make secret key query for the index position i*. In that
case, #B answers the secret key sk, as follows

Iy, u)
Ky =gleen. (]'[ H,g,d[) ifx=x*y=y"
lelk)

The other secret keys are similarly generated as the previous hybrid. For gid # gid*, chal-
lenger construct the identity encoding functions F,J and K similarly as previous. Now, 28
answers the remaining secret keys components K3, K3 that looks as follows:

—)
K = g~ V" Fed H(gid)"

(px,u)

= fwow ( e gl(gid))_ e ( e gl(gid))’
. R 2 71)
= fWew) ( frEid gl(gld)) Fgid)

!
= Yo ( frEid gl(gid))’

:f<"’x’“>H(gid)r'
N 7L !
K3 =g'-g F(gid) = g F(gid) = g

(Y, u)
F(gid) °

As the similar argument, we can implicitly set 1’ = r —
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Challenge ciphertext simulation. 98 chooses the random exponents as follows:

Vjelml, aj,vj¢j—2Zn, n,t— 2,
Vxe[n], ex;fx’gx»dx‘_ZN

Vyelnl,lelkl,be{0,1}, wyrp Vyep—2ZN

For the challenge identity gid*, H(gid*) = (0,,0,) [1iey+ 9p,i04,i = gzl* ggz* =g and H,(gid™) =

19’67]‘],-67/* g, = gjz for some d*,d;,d; — Zy. So, Hq(gid*)ﬂ = A% Now, row and columns
component of the challenge ciphertext are generated as in Table 38, 39.

Table 38: Computing row components of the ciphertext for x € [71], j € [m]

Rx,j ﬁx,j Ay By Ix,j
* Sx %4 Sxt| aditgs, vi Skt ISy Wy,
X>x"+ 1B | Frvs |Bg| AR | e(gq,g9)" -Gl i efq AV

x= x* +1 Tgxrx,j TEer_jn Tgxl‘ Td*tfx e(gQrgq) vj . e(T, g)gx“x,jt 'e(f, T) Yy, jSx

x<x*+1| g% | B5xTVi | géx |H(gid*)% e(g, @ xPie(f, fI<Pi

Table 39: Computing column components of the ciphertext for (y, ¢, b) € [n] x [k] x {0, 1}

Cyeb ‘ Cyeb

Y(y,4,b) € [71] x [k] x 0,1} H;,['b-gwﬂvb”

glveb

After seeing the challenge ciphertext, 28 receives a guess bit b’ from ¢ and it simply forwards
that as its guess to the challenger of assumption 5.

Analysis of simulation. Finally, if T = gg, then 2 simulates the view of the hybrid 6, oth-
erwise, if T is randomly chosen element from the group G then % simulates the view same
as hybrid 7. Therefore, if o/ wins with the non-negligible advantages e(-) then 98 breaks the
DHSD assumption 5 with the same advantage. Hence proof of the Lemma 4 is complete. O

This concludes the proof of index-hiding security. ]

Lemma 13 If the modified-1 D3DH assumption 2 holds over the bilinear group BG, then our
EIPL-IBIPFE satisfies the lower identity-hiding security as per the Definition 13.

Proof. We recall that in the lower identity-hiding security, it is required that no PPT adver-
sary can distinguish between the special encryption to the index-position-bit tuple (i* =
(x*,¥),€*,b*)and (i* = (x*, y*), L,0) with non-negligible advantages. In its key query phase,
the adversary is not allowed to secret key query for the tuple (i* = (x*,y*),id,gid*, u) such
thatid,« = b*. This proof technique is nearly identical to that of Claim 3. Here, we just exclude
the intermediate hybrids as mentioned in the previous proof. Let (i* = (x*, y*), ¢*, b*) be the
challenge tuple provided by the adversary «/. Then the hybrid Hy« ,+ corresponds to the ex-
actly same as the lower identity-hiding game in which the challenge ciphertext is a special
encryption to the index-position-bit tuple (i* = (x*, y*),¢*, b*) and similarly the hybrid Hy ;
is same as the lower identity-hiding game for the index-position-bit tuple (i* = (x*, y*), L,0).
So the indistinguishability proof to the tuple (i* = (x*, y*),1,0) and (i* = (x*,y*),¢*, b*) are
similar to the Claim 3.

In the following, we discuss the secret key simulation where the reduction algorithm 28 an-
swers all permissible secret keys corresponding to the tuple (,id,gid, u) as per the lower
identity-hiding security game. From the security restriction of this game, the adversary can
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not query for the secret key corresponding to the tuple (i* = (x*, y*),idy« = b*,gid", u). So all
the key queries are of the form either i # i* oridy« # b* or gid # gid™.

Secret key simulation. To answer the secret key corresponding to the tuple (i,id, gid, u), %

samples a random value 7 — Z and sets r = 7-7 and it computes H(gid*) = ggl gjz for some
d;,d; — Zy. Note that, the adversary is not allowed to query for the secret key correspond-
ing to the tuple (i*,id, gid*, u) such that id,« = b*.

If gid = gid*, &/ can not query for the secret key corresponding to the index i* such that
id* = b*. In Table 40, we show how 28 generates all possible keys corresponding to the tuple
(i,id, gid, u).

For gid # gid*, 2 generates the K3, K3 secret key components as follows:

We assume that the adversary makes the maximum number of Q queries and the chal-
lenge group identity gid* and challenge index i*. Now, the simulator chooses an integer
k; — [Kk'], sets an integer s = 10Q, a random k’-length vector z = (z;) — Z¥ and a value
7z — Z;. Additionally, the simulator also chooses a random value w' < Zy and a uniformly
random k'-length vector w = (w;) — Z’Ii,’. All these values are kept secret to the simulator.

Let us consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} =1.
Let V* = {iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7 *. Then set }_;cy+ 2z; = ks — z' for uniformly chosen k| € [k]. Now, we define
the function K(gid) as

K(gid):{o’ ifzZ/+Y,c72zi=0 mods

1, elsewhere.

From the above definition of the function K, we can say that K(gid*) = 0 and for all gid # gid*
it becomes non-zero. Additionally, we set two functions as F(gid) = N — sk{ + 2z’ + ¥;cy z;

/

and ](gld) w' + ¥ ;e w;. The simulator assigns the public parameters 9’ = fN-kis+Z'. g’ =

. . dy; dgi ..
gp gq and 9; = f*ig"i = g,” g,"'. Now %8 answers remaining secret key components as

J(gid) 5 > =
Ky = g Vx"rga . pAT gl
J(gid)

:g (V’x u>Fg'd)H(g|d)r

_ f<wx,u>( Flgid) o) gid)

d> ( F(gid) I(g|d))

(ll/x u)

B

_ f<wx,u>( F(gid) I(gld) Fgid)
) -
=g

(V’x u)H(gld)

<1//x u) /
F(gid) —= gr

_ f<wx,u>( Flgid) gl(gid)

<1I/x u)

KS - (Drgqq ) 8 Feid)

We implicitly set ' = r — 2’:;';‘))

any key query corresponding to the group identity gid # gid*. This implies that the function
F(gid) #0 mod N for any such group identity (since we assume N > sk; for any reasonable
value of N, s and kj, see Lemma 23).

Thus, the above shows that the reduction algorithm can perfectly simulate the lower
identity-hiding game, thereby implying that the scheme satisfies lower identity-hiding se-
curity, assuming that the modified-1 D3DH assumption 2 holds. m|

. So from the construction of K function, we get K(gid) # 0 for
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Table 40: Simulated secret keys used in the lower identity-hiding game

. sub-conditions secret keys
conditions
on (x,y)
K K K3
g(axyu). v drF 7o~
XEX*AY# Y (Dggl/])<7x'u)£€e[k] Syt (Bh fq)(WXvu)~(Ddl ng ayF (ngq)r
- g Uy,
T Ty, * C, i * - N
(i # i*)/\(idg* — b*)/\ (x¢x* /\y:y*) (ngq)ir u}Zl;éi Cy,l,d[, (Bdlfq)(wx'u) -(Ddl g;iz rq)r (Dg;q)’
(gid = gid*) (Bgy") T e v
g @y,uy,
(=2 Ay #y") | (Fggh TR tise | iy pywan (pdi g BT\ (Dgy!)T
T'q\(Fx,u)C,, p% p*
(Fgg') ™" nemb
P . (ay,u) ~
(i=i")A(Gdpx #D*)N|, _ 8 . ar it = Pa7
(gid = gid*) x=xHA =y (Fgrq)(?x,m&e[k] Cyeid, (B f) W= (D 184 " (Dgg")"
(@, W) +7q T, W)~ (ay,u)
i =i*)A(dps = b*)A . ~ J(gid) e 5P| o (wxu
‘ l(g)idgfg[id*) : x=x)IAy=y" Fom Lezer Cytidg. g ~vt) Rig 'Ddlrgjzrqr (Drg;,,r).g_ Feid
H(Fx,u>z‘yj*yh*
(ay,u), ~ =
(x£X*AYy#Y I 7, g e |(BY )W . (pdT dz*rq)f (D"
(ngq)O'x,u) Z[e[k] Cy,e,idy q gq q
g(axyu). A*7 7o~
(x=x"Ay#y") NG g, |BH f) ot (DA gr2 )T (Dgg)’"
G #i*)AGdpe #b*)A (Pt T EeanCyeia, (BT ]g) (D gg" ") 84
(gid = gid*) gl®et.
x#x*Ay=y") (Dgrq)(rx,uilﬁ* Cyidg . (B% fq)("”"") (D% g;igfq)7 (Dg;q)?
(D )<rx’u>cyf* |df*
(i=i")An <ax'u>+rq(rx,u>
. . J(gid) e (wx,u)
* * =x* = y* q —(Yy,u) 5% ATt 7 ML £1
((ng'l;i :gbd?k/)\ =y g}(ﬂaxvu).F<FXvu)Z[elkl Cyeid, | 8 Vet Tigd 'Ddlrng ! (Drgqq )-g rEd
| |
(ex,u) .
_ g - Jgd) s d3FF —
()N #Y) (Dg;q)<7xvu)Z£e[k]Ey,[,id[ g Ve e 'Ddlrqu ! (Drg ). g ed
(ax,u)
R 8 . _ J(gid) v~ dXTF - .7 _Syxw
(i # %) AGdye = B*)A (x=x) Ay #y") (Fg )T Xectta Eyeia, | 8 Wl rga) . pdi "84 a (Drg;qr)'g FEgid)
(gid # gid*) g(ax,u)
rq (Fr,ut) Y. % C. 2d J(gid) v dXFT = = _yow
(X #XF)A(y=y")| (Dgg') ™ =R bide. | o= Wi t) Egig) ) -phTg2 " (D7gy) g TED
(EgrQ)<rxru>Cy[* b*
g ay,uy.
7o T J(gid) e~ AERF & = (px,u)
(x#x)A(y=y")| (Dg r")<r"<’“>zj"’ Dlide. | oW FGig .Ddlfgjqur D07g") g Faid)
P, )Ty % id
(Dg ) Hede
(ax,u) .
e gl _ MEd . ger s _wew
(i #1) Alidge # bIA|(x# XA (Y # y7) o) Pt S e Syeia, | 8 VT8 DA (DT g " )-g TEd
(gid # gid*) (Dgg ) ! i
(atx,u)
8 . J(gid) e AFT T e w _lyxw
(x=x" Ay #y") (Fg?q)(Fx,mee[k]Ey,/,id[ g Ve -Ddlrgjzrqr (Drg;qr)'g Feid)
q

Lemma 14 Ifthe assumptions 2,5,6 and 7 hold over the bilinear group BG, then our EIPL-IBIPFE
satisfies the upper identity-hiding security as per the Definition 14.

Proof. The upper identity-hiding security requires that no PPT adversary can distinguish be-
tween the special encryption to the index-position-bit tuple (i*,¢*,b*) and (i* + 1, L, 0) with
anon-negligible advantage. In the security experiment, the adversary makes only one secret
key query for some index position and it is not allowed to make only key query for the tuple
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(i*,id,gid", u) such thatid,« = 1 — b*. To prove the Lemma 14, we consider a sequence of hy-
brid games as discuss below.

Hyb, : The hybrid corresponding to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y*),¢*,b").

Hyb, : The hybrid is the similar to the Hyb; except that the column components as in the
table below.

Table 41: Computing column components for (y, ¢, b) € [7i] x [k] x {0, 1}

Cyop Cyep
(Y>y IV =y " ANC#LY) H;/’[,b-hwy/yhT glneb
_(ox px t Wy epT 1/TV00b| _w FUylb
Y<yOHvpoO =" Hy,z,b'h wEPTL Y, T g eV, )

In words, we can say that the ciphertext component Cy« ¢+ 1+ also includes random ele-
ments from the subgroup G, whereas in Hyb; only Cy+ ¢+ ,+ for the index position i* include
arandom element from the subgroup G,,.

Hybaj,fg where (!7, E) € [k] x {0,1}: This hybrid is the same as Hyb, except that the column
components in the challenge ciphertext are computed as in Table 42. In words, we can say
that the challenge ciphertext ciphertext components Cy+ ¢ j, for £ < l,or¢=C¢andb<Din-
clude a random component from the subgroup G,.

Table 42: Computing column components for the sub-hybrid Hyb, ; 7

Cyeb Cyeb

(y>y" v
(y= y* Al ¢ [Z] ulil*hv H)l;,['bhw%ahl’ gM/y,[,b
y=y*Al=0ADb>D)

(y<y"v
y=y* ACell-11uie* DV Hy BP0t szy'l'b glrtb

(y=y*Al=0Ab<D)

Hyb, : This hybrid is similar to the previous sub-hybrid Hybs i ; except that the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (x*, y* + 1), L,0). Note
that, here y* = 11 could be equal to 7. In that case, the special-encryption algorithm can be
directly extended to encrypt such position.

Hyb;. This hybrid corresponds to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* + 1, L,0). Note that if
y* # 1, then the hybrids 4 and 5 are already identical.

Next, we discuss the indistinguishability of the above hybrids.

Hyb, = Hyb,: The indistinguishability proof of the hybrids Hyb; and Hybs is identical to that
of Claim 3 and Lemma 13.

Hyb; 75~ Hybs 7.5 1 541) mod: 1f the modified-1 D3DH assumption 2 holds, there does not

exist any PPT adversary that can distinguish between the sub-hybrid Hyb, ;; and the sub-
hybrid Hyb; 7,5 1 G41) mod2 With non-negligible advantage.
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For, ¢ = ¢*, then the sub-hybrid Hyb; 73 is identically equals to the sub-hybrid
Hybs 7,5-1.(+1) mod 2 Otherwise, according to the key query there have two cases.

Case 1. Adversary makes a key query for index tuple (j,id,gid, u) such that j = i* Aid; =
b Agid = gid*.

Suppose on contrary, there exists a PPT adversary « which can distinguish between the
sub-hybrids Hyb, ;5 and Hyb, 7,5 5.1 moq» With non-negligible probability. We construct
a PPT reduction algorithm 2 which breaks the modified-1 D3DH assumption 2 with the
same non-negligible advantage as

2 2 3 4 3
BG, 8y, 80 A=8,,B=8,C=g,D=g, E=g, " F=g, G=g, H=g,T)

abc
p

receives a challenge tuple (14,17, 1%,1¥ 1™, (i*,¢*, b*),gid*) from <. Then, 2 generates the
master public key and sends it to <7 . After seeing mpk, the adversary makes polynomial num-
bers of secret keys for the distinct index positions i under some admissible conditions. Then
98 simulates the public keys, secret keys and the challenge ciphertext and sends it to <. Fi-
nally, the adversary outputs a bit b’ as guess which 28 uses to breaks the assumption 2. As the
reduction plays the game with its challenger in the subgroup G, so everything it can choose
from the subgroup G, by itself. Let us implicitly set the exponents as below

where T is either g;”¢ or an uniformly random element from the sub-group G,. Next, %

[p:ab; rp,x*,j:b'rp,x*,j; cp,y*,é*,b* :C+Cp,y*,£*,b*;
=~ _ 1.2 — 7 . ——— ~ o
Tp=b", Spx*=Spx1b; Cpye 75 = —CHCpy e 75

where 7, x+, i) Sp,x*» Ep,y*,Z,'B and ¢, ¢+ p+ are the random exponents. Also, we implicitly set

hy =B =g} and f, = B® for d) uniformly chosen from Zy. Setting the exponents allows to
simulate the public key, secret key exactly as well as the challenge group elements T, that
can be programmed in the challenge ciphertext components, Cy*, i

Public key simulation. The challenger 9 chooses a random group generator h, € G4 by
sampling random exponent d € Zy such that h, = gg. To generate the public key, 98 addi-
tionally chooses the following exponents

Vle[kl,be{0,1}, 6pp—2ZN,Yep — Zp,
Vyeln),lelkl,be{0,1}, Cy¢p—Zn,

V] € [m])x € [ﬁ]y 7x,j»“x,j»Wx,j - ZN

It samples 3, 7; — Zy and chooses the random generator f, from the subgroup G, such that
fq= gg/ for some d' € Z. Then, 98 computes the components of the master public key by
using the instances of modified-1 D3DH assumption 2.

(Dgl i if x # x*, (FRID T if x # x* |
Ex,] = g/rﬂ\lq o %j = Erlq . YX,]' = gwx,J Vx
(Fgq)'™i elsewhere.’ (Ghg)'=i  elsewhere
Cgitv  if(y,4,b) = (y*, 0%, b")
Hyrp=1C g% if(y,6,b) = (y*,¢,b)
glren elsewhere
The challenger also computes Eg x,j = gg?”?x’j yFgxj= hg?q?x’j ,Gy,j=e(8,8)%, Ggx,j =

e(gq,gq)ﬁ“x:f, Ygxj= gf;w"'j and samples the elements ﬁlp’ﬁp,i €Gpforallie k'], 9,,04,;¢€
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G4 such that 9’ = 1‘);919’6] and 9 = (9;) = (9,,i04,:). Let us consider two identity encoding func-
tion H,H, be defined as H(gid) = 9'[;ey 9;, Hy(gid) = 192; [liey 94,i- Finally, it publishes the
master public key as

BG, g = gpgq = Bhy, f = B f,
'B p _ P
9,94,9,10, e, H,Hg, Eq = g4,
Ex,j) Fx,j) Gx,jr Yx,j;
mpk =
Eqx.j)Fqxjp Gax,j» Ya,x,j

xe[n), je[m]

{Hy,¢,b} (y,0,b)elm) x [k]x10,1}»

{Ve, V&b}w,b)e[k]x{o,l}

Secret key simulation. To answer the secret key sk,, corresponding to the tuple (i,id, gid, ),
98 samples a random Vahie 'f;— Zy and sets r = 7 - 7. For the challenge group identity gid*,
it computes H(gid*) = gzl g;lz where d;,d; — Zy. In the secret key query phase, &/ is not
allowed to secret key query corresponding to the tuple (i*,id,gid"*, u) such that idy« # b*.
Now, & simulates the secret key corresponding to the tuple (i, id, gid, u) as the Table 43 given
below.

To simulate the secret key components K and K3 for the case gid # gid”*, we assume that
the adversary makes the maximum number of Q queries and the challenge group identity
gid* and challenge index i *. Now, the simulator chooses an integer ki — [K'], sets an integer
s = 10Q, a random k’-length vector z = (z;) — Z¥ and a value z' — Z. Additionally, the
simulator also chooses a random value w’' — Zy and a uniformly random k’-length vector
w=(w;) — Z%. All these values are kept secret to the simulator.

Let us consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} =1.
Let V* = {iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the collec-
tion of indices 7 *. Then set }_;cy+ 2z; = ks — Z' for uniformly chosen k| € [k]. Now, we define
the function K(gid) as

0, ifzZ+Y;ey2z;=0 mods

1, elsewhere

K(gid) = {

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid #
gid” it becomes non-zero. Additionally, we set two functions as F(gid) = N — sk} + 2’ + X ;cy z;

and J(gid) = w' + Y ;c» w;. The simulator assigns the public parameters 9’ = fN_ki stz g“’/ =

d, d e dyi dgi .
g, 8,  and 9; = f¥igi = g,”" g,*". Now %8 answers remaining secret key components as

J(gid) o~ E
K2 — g_<ll’xru> Flgid) . Ddl rgZZ rqr
J(gid)
= g~V 9 H gid)”
(Wx,u)

= f<V’x:u) (fF(gid)gI(gid))_ Flgid) (fF(gid)gI(gid))r

(Yx,u)

= fYow ( fF(gid) g](gid))r__F(gi )
!
= fWew ( freid gl(gid))r

= Y= H(gid)"
(px,u) _{yxw r

K= (ng;ﬁ) ,g_ Flgid) = g Flgid) — g



Table 43: Simulated secret keys used in upper identity-hiding game

. sub-conditions secret keys
conditions .
on (x,y) &idg
K Kz K3
(ax,u)
g : e Py
(xZXIAY#YY) (Dg ) Fertd Eeeihr Syt (Bh fo) Ve (DT g2 )T (Dgg")"

(l#l*)/\ q g(ax,u). v AT - 7o
(dg = b")A| (C=XIAGEYD | Ty ot Srefyeia, | B S Vo - (DT gg? T (Dgy")”
(gid =gid™) T =

(P, 1) Xpelk) Cy,e,id
(X #X)A(y=y*IN|glaxw) . g néice R a7
el L A (B f) = (DU g2 (Dgy!)
7 (EDXelk Cptidy ) (Fe, 1)
(ax,u)
x#XIAY=y")In g . AT - P
(idz:E) (Dg;q)<7x»">):Ze[k] Syei, (Bdlfq)w’x’m'(Ddl ng aF (ngq)r
(x;éx*)/\(y?fy*) N §<ax’u)' - (Bdlf )(l”x’u>'(Ddl* d;?q)'f (D ?’4)7
(ngq)<rx»u>2k[k] Cyeidy q 8q 8q

(i #i")A glaxm. s
(idg #b*)A| =X )Ny #y") (Fg?q)ﬁxyw&s[klEy,i.id[ (BY f) V=) (DA 8" "’ (Dg 7

ST
R e ) glan . i TR E S i 7

JAY= dy £y W) (pdi g% a7 T
(dz=b) . ngk[k]Cymi)ww (B fg) Wt (D g2 ") (Dgq)
(ax,u)
(x#x*)/\(y=y*)/\ g X . * d*/\ — 7o~
(id; # ) (Dg?q)<7x,u>225[k] Cyeid, (BY fo)Wem) - (DY 84’ 7 (Dg:iq)r
q

(l = l*)/\ * * (ay,u)

) (x=x )N =y"A g ‘ s dyTq 7 N
(idgs #b*)A e Py (F i, |BU )Wt (DU g 2 T (DggH"

L ! (id>#D) (Fg q)<rx,u>ZzE[k| Cytidy q q q
(gid = gid*) 4 q

(i=i*)A (= x) A=A glanm. o
A= bt = = .. ~ d £ ypu | (pdi g% TayT "ayF
((lgil;i:g?dll)\ (idz = b) (Fg) P Team Bucia, | BESY (D Vgt gy

(@x,u)

(i=i")A |X=x) Ay =yA R oy JED e @3 FF -
(dp =b*)a|  (idz=D) (Fglt) T K Syaia, |8 80 -DATg Y (DTgg'") g
@d#gid) [ _ « . (@) g rq(rx.u)sza[kwyz.d[ ; - .

(x=x .)/\(y~—y A g QU g_(wx’u>F(gg|fJ)) ~Dd1*7gd2 TqT (D',rgrq )g, (;l{gia?
(|d[7;é b) [FZIE[IC] Cytidy . g (Fow q
(@, u)
g _ J(gid) e dAFFF " _Suxw
(x#X A #y") ~(Dg;‘7)<i~‘x,u>Z/e[k]Ey.l,idg g Ve . pdiTgr2 " \(Drgy ") g e

A #i*)A glaww Jigid) P E . ¢
) B ~ , i v dX . _ l!’x_.")
(Id.[*#l?*l/\ (e=x Ay £y .(Fg,rgq)<7"’">zé’€[k1Ey,z,id[ g un(g'd)'Ddlrngrqr (D7gy"")- g T&d
(gld #gld ) (x#x*)/\(y:y*)/\ g(ax'u>grq<rxvu)216[k]Ey,?,id[ ( ) J(gid) A7 F = = (px,w)

'z q YW 5aqy  pdiT %2 TqT Fold'y. o~ T
(idj = b) .[ngqk@,wd[.E_l]('fx,u) g Fgid .ph g 2 (D'g,” ). g Fed
(ax,u)
(x#X)IAY=y)A & _ J(gid) sw AT | = R -
(idy # ) (Dgly T TeanCyeia; |8 Wt tgs . pdiTge2 " |(DTgy!") - g~ Faid
(ax,u) .
8 _ J(gid) i~ dFFT S RF _xw
XEX)AGEY) (Dgln)TewTreiicia, |8 Wolrga . pdiTge2'1" (DT g, 1) g™ Faid

(i #i*)A glxow J(gid) Py P _waw
(idg- = ") x=x A #y") .(Fg;")ﬁx.u)ye[k] Sy, | g YoM TED . D ’g;iz " (DTg") g FEd
(gid #gid™) (x;éx*)A(y:y*) R g<ax'u). R Jgid) & AT rqr _ (wxu)

(id; = b) S R e (D7gg")-g &
T (T, ) L eelk Cytid
(x¢x*) /\(}’=y*) g(ax,u>g q ybidy _ J(gid) e gER (paw
y q (Yo, ) 73 a7 daTq" ti i
(idj, # b) (DECeth Etidy . (o) g Fed . ph g, (D7g,") g T&d
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o L ww
We implicitly set ' = r — F@d)

any key query corresponding to the group identity gid # gid*. This implies that the function
F(gid) #0 mod N for any such group identity (since we assume N > sk; for reasonable val-
ues of N, s and ki We prove this in Lemma 23).

. So from the construction of K function, we get K(gid) # 0 for

There have some restrictions over the key queries to the key generation oracle i.e.,

— Adversary </ can not query for the tuple (i,id, gid, ) such that i = i* Aidy» # b* Agid =
gid®.

— In Case 1, the adversary can make a query for the tuple (i,id, gid, u) where i = i* Aid; =
bA gig = gid™. If the adversary makes a key query for the challenge index position i* with
id;# b and gid = gid”, then the challenger 98 aborts.

Ciphertext simulation. To generate the challenge ciphertext, the challenger chooses the ex-
ponents as follows.
Vj € [m]y O'ijj;(Pj - ZN) T) tq - ZN)
Vxelnl, ey, fX7 dy,Sx — ZnN
Vyelnl,lelkl,be{0,1}, Wy p Vyep—2ZN
L3 -k d* : AL 3
For the challenge group identity gid*, 2 computes H(gid") = 9'[T;ey+ 9; = g," g," and H,(gid )P =
l a*
ﬁf [Ticy~ ﬁgi = g4’ where dg, d, € Zy. Now, the challenger generates row and columns
components as the tables below.

Table 44: Row components computation for x € [7], j € [m]

Rx,j Rx,j Ax Bx Ix,j
B vi ~Sxlg
o 5t Sclg e fSe, e(8q89) 7 G,
xX>x Eqi‘x‘j qux’j E, Hg(gid™)P x"a q,%j

e(fq,Yq,x'j)Sxt"

. g e

= S _ e gt Vio(g Ag ) Fxx .

= x* (Dg;q)sxrx_j (Fh;q)sxrx,jr (Ag;q)sx Adpsxg;iqs;ctq e(gLIrgzq) f(g, 8q) !
e(B, A VxiSte(fy, gg)V=ita

x < x* g§xaj R8TV gex H(gid*)d" e(g, g)fxd)j ,e(f,f)fxfpj

Table 45: Column components computation for (y, ¢, b) € [11] x [k] x {0,1}

9

Cyeb ,0,b

>y IV =y rl>0v

y=y* ALE DUV g;ﬂ'bt“ . hWyenT A—Zy,i.b/fgﬁ/y,z,b

y=y*Al=0Ab>D)

gcyyf,btq . thTJyj,b . T—l A*Eyj,h/‘[gl‘[}yjyb

y=y*nl=0Ab=D q

<y IVy=y*rl<bv
=y Ale(@-11U*HAb<D)

Cy bl T Uy,0,b iv
PELHG pTWy 0 b e, Wy b
g =~ hTvig, g

After seeing the challenge ciphertext, the adversary guesses a bit b’ and it forwards to the
modified-1 D3DH challenger of assumption 2.

Analysis of simulation. If T = gf,‘b ¢ then 98 simulates the view of sub-hybrid Hyb; 7.5 1 5,1 mod2
otherwise if T is a random group element from the subgroup G, then 28 simulates the view
of sub-hybrid Hyb, 7 ;. Therefore, if the adversary «/ wins the game with an advantage €()
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then 28 breaks the assumption 2 with same €(:) advantage.

Case 2. (otherwise) The proof technique is similar to the proof of Claim 3 and Lemma 13.

In this case, we use the same proof strategy as used in Claim 3 and Lemma 13, where the
reduction algorithm does not need to know the value of the group element gr<rx* MCyemib for
answering the key queries.

Hybs = Hyb, : The proof of the above indistinguishability of hybrids Hybs and Hyb, are iden-
tical. No adversary can not distinguish between these hybrids with non-negligible advan-
tage.

Hyb, = Hybs : The indistinguishable of the hybrids Hyb, and Hybs can be classified into two
cases.

Case 1. If y* # 71, then both the hybrids Hyb, and Hyb; are identical.

Case 2. For y* = 7 then the indistinguishability follows from the sequence of hybrid games
which is similar to the claim 4. In particular, Hyb, as described above is similar to the hybrid
2 and Hybs is identical with the hybrid 7 as described in the claim 4. Thus this indistinguish-
able follows from the claim 4.

This concludes the upper identity-hiding security game. m]

Lemma 15 Ifthe D3DH assumption 1 holds over the bilinear group BG, then our EIPL-IBIPFE
satisfies the message-hiding security as per Definition 15.

Proof. Suppose the adversary «f is a PPT adversary against the message-hiding security of
the our EIPL-IBIPFE scheme. We construct an algorithm 28 for breaking the D3DH assump-
tion 1 that uses </ as a subroutine. To prove the message-hiding security, we consider two
hybrid games. The first game is same as the original game message-hiding as in definition
15. In the next game, we change the distribution of the master public key, secret key and the
challenge ciphertext, where we first sample a random vector ¥, and set W, = F' 9, for some
x € [7i]. The matrix F is a full rank matrix chosen such that F(v® — v1) = e; where v©@, vV
are the challenge message vectors submitted by the o/ and e; denotes a m length vector as
(1,0,...,0) . Assuming the D3DH assumption holds over the bilinear group BG, we show that
the adversary can distinguish between the challenge ciphertexts with negligible probability.

Game 0: The game is the same as the message-hiding as per Definition 15.

Game 1: The game is identical to the previous game except for each identity gid, the chal-

lenger samples the master secret key msk as follows:

(a) Samples uniformly random vector ¥ = (W1, ¥x2, -, ¥x,m) forally, j € Zy and x € [7].

(b) Samples a uniformly chosen full rank matrix F € Zﬁxm satisfying the relation F( @ —
v) = e; where v@, vV are the challenge messages vectors of length m.

(c) Sets w, =F', instead of sampling uniformly random as in Game 0.

In the adversary’s view, the master public key mpk, the secret key associated with the tuple

(i,id, gid, u) where i = i* and the challenge ciphertext ct,m is simulated as below.

Public key: All the components of mpk are generated similarly as Game 0 except Yy, ; =
(ggF"’x) jand Yy ; = (gt¥x) j where (g); represents the j-th group element from the vector
g=(81,8...,.8m)-

Secret key: We consider 7 < {1,...,k'} be the set of all i for which the i-th component of
queried group identity is non-zero i.e., gid; = 1. The secret key sk, components correspond-
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ing to the tuple (i,id, gid, u) are set as

Ki= g% ([ Hyeia) ™", K= fPFH(gid), Ks=g"
le[k]

Challenge ciphertext: For the challenge group identity gid*, consider »* c {1,..., k'} be the
set of all i such that gid; = 1. All the components of the ciphertext except Ay, By, Iy ; for
x> x* and x = x* are similarly generated as the Game 0.

Table 46: Computing row components of the ciphertext for x € [71]

Ryj | Ryj | Ax By In,j
x X ts. . T 0) _ 0) _, 1) T4
x> x* Ej],x,j Fzsi,;,j gg x Hq(gld*)”)‘ﬁ (e(gq,gq)F Fv O -p@0 -y -e(gq,gq)ﬁsxmx-e(gq,fq)ﬁtsxF V/x) _
_ S, SxT t . t F' (Fr©@ —pp®_pD t tsFT
x=x* Ex),cj ijcj g Sx H(gld*) Sx [e(gqrgq) (Fv @ -v )).e(g,g)sx @y -e(g, f) Sx V/x)j
x< x| g5 [T | ges | e e(g, )01 - e(f, )yI0i

Since, F € Z7*™ is an orthogonal matrix, then the following two distributions are equiv-
alent.
Wyeiwe—ZY, xe (Al ={F @y @, — 2}, x€ (Al
Therefore, the advantage of any PPT adversary « can distinguish between the Game 0 and
Game 1 with negligible probability.

Public key simulation: Without loss of generality, we assume that the adversary makes the
maximum number of Q queries and the challenge group identity gid* and challenge index
i*. Now, the simulator chooses an integer k| — [k], sets an integer s = 10Q, a random k'-
length vector z = (z;) — Z’;l and a value z’' — Z;. Additionally, the simulator also chooses a
random value w' — Z and a uniformly random k’-length vector w = (w;) < Z]’i;. All these
values are kept secret to the simulator.

Let us consider 7* < {1,2,..., k'} be the set of all i for which the challenge identity gid} =1.
Let V* = {iy, i2,..., ix}. Now, we choose the z; values from z which correspond to the index
set 7* and then set Y5+ z; = k}s — 2’ for uniformly chosen k] € [k']. Now, we define the
function K(gid) as
0, ifz+Y;ey2i=0 mods

1, elsewhere

K(gid) = {

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid #
gid* it becomes non-zero. Additionally, we set two functions as F(gid) = N — sk| + 2’ + ¥ jey z;

/

and J(gid) = w' + ¥;ey w;. The simulator assigns the public parameters 9’ = fN-Kis+Z'. g’ =

gz” gZ" and9; = feigWi= gg” ! gj"’i. From the adversarial perspective, the distribution of the
public parameters are identical to the real construction.

Suppose on the contrary, there exist a PPT adversary «f that can distinguish between the
Game 0 and Game 1 with non-negligible advantage €(-). Then we construct a PPT adversary
9B that breaks the D3DH assumption 1 with the same non-negligible advantage. Let us con-
sider, 28 gets an instance

(BG, Aq =g4,Dq=g4,Cq =85, T)
of the D3DH assumption 1, where BG = (p, q, N,G,Gr, g, e(-,-)) is a group description. The
elements a,d, ¢ — Z, are random integers and the element T = g is either gf;dc or random
group element from the subgroup G,. The algorithm 98 works as follows:
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The adversary 2 implicitly sets the following vector of length m as
ax = (a,ax,Z;---;ax,m); d: (d)---)d); Cc= (C)---)C)

where it random samples ay o, ..., dx,m — Zn. We define the notion #® v by component wise
multiplication of the vectors u and v. In this case, ao d = (ad, ay»d, ..., ax,nd) = da. To gen-
erate the public key, we implicitly set W ;, = a, and ¥ ;, — Z}}. Also it samples the following
exponents

VEE [k])be {011}) 6[,17 hZN}Y[,b — Zp

Vye[ﬁ])ge[k]ybe{o)l} Cy,[,b(_ZN
Vjelml,xel[nl ryj axj—2Zn

Additionally, samples the generators g, hyp, f,, from G, and g4, hy, f4 are generators of the
group G, and set f; = D,. Also, randomly chooses 3,7 — Z. Then, it sets the master public
key as

BG»h,g,fopgéf :prqr

9,0, (95 },H, Hy, Eq = g}

Ex,]—g” 7, Fy, _h?rxj ij:e(g 8)“”
mpk = Eq,x,j = gﬁrr” Fgxj= hﬁrrw Gax,j = e(8q) §)P**

Fla F Vaip i)
=( ‘g )i, Y, =( )i
& i taxj = 8q / xelal, jelm]

{Hy, 0.0 = 8P} (5,0, b)) x (k] x (0,1}

{Vz,b = g0 g’ V= hé“’}

(¢,b)e[k]x{0,1}
ay .
Here, the exponent g,” is computed as

x x,2 x,m V’x
87 =(85:85" 84" =8 "
Hence, the public key components are properly generated by using the D3DH instances as
described above.

Secret key simulation: 98 answers the secret key sk, associated to the tuple (i,id, gid, u) as
describe below. We consider two cases. Before going further, we consider 7 < {1,...,k'} be
the set of all j such that gid; = 1. Let i = (x, y) be the row wise representation with i > i*.

Case 1. If the group identity gid # gid*, 9 simulates the secret key as follows:

T{ry,u)
Ky = g<a’“'">( I1 Hy,z,id,)
lelk)

Ko = £ TP (CFEid) Jgid)) s @ P0G
2= Jp fp g gq q(g' )
{ax,Fu)

_ (pr Fu) (fF(gld) I(gld)) f<ux,Fu> (fF(gld)gI(gld)) (fF(gld) gl(gld)) F(gld)

p q

~ {ax,Fu)
_ WxpFu) ( F(gid) I(gld) (ay,Fu) ( (Fgid) J(gid)) ™ Fid)
=576 P g (e glgd) R
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(1I/ Fu) ( F(gid) I(gld) (ay,Fu) [ ~F(gid) ](gld) r
(£ g7 (/s
(1//x p;Fu> (ax p Fu> F(gld I(gld) F(gld) I(gld
fq P f

<wxp T placFy giq)” = PO H gid)"

r’ r—{(a,ax,2,...,ax,m),Fu)- F(g,d)
Ks = gp 8q

I I

-g/8, =8

r!

. .« . ! _ <{i}x’q,Fu> | . .
We implicitly set r, =1 — “Tgd and ry, is randomly chosen. So from the construction of K

function, it can conclude that K(gid) # 0 for any key query corresponding to the group iden-
tity gid # gid*. This implies that the function F(gid) #0 mod N for any such group identities
(as we assume N > ski for reasonable values of N, s and ki, see Lemma 23.

Case 2. If gid = gid*, 98 responds the secret keys as follows:

T(ry, u)
K = gm"’u)( [1H ,ﬁ,idg)
le(k)

du Wxp Fu) id* id*
K :gqﬂ p x,p ((fF(gld )g](gld ))r)

d,F (Yx,p,Fut) id* id*
géluxe u)f Wi,ps ((fF(g|d )gl(gld ))r)

<(ayax, ----- ax,m)yFu> (17/ s ,Fu) id* id*
_ p 2 xp ((fF(gld )gl(gld ))r)

(ux Fu)fW/x o Fu) ((fF(gid*)g](gid*))r)

_ f<wFu>H(gid*)’
K3 = gr

where the second equality follows from the fact that (a, © d,Fu) = du with uy € Zy is known
to the challenger 8. So from the formation of the matrix F, we have F(v¥ — vV) = e; and
for gid = gid*, the queried secret key associated with the vector u satisfies the condition
(v —pW u) = 0. Therefore, we have (e;,Fu) = 0 which implies that (a,od,Fu) =
((ad,ay»d,ax3d,..., ax,nd),Fu) = dy for some pe Zy.

Challenge ciphertext simulation: To the generates the challenge ciphertext, 28 chooses the
random exponent f, — Zy and implicitly set #; = c. In the following, we show that how 23
simulates the challenges ciphertext using the D3DH instances of assumption 1.
Forx=x"A;= Cgs"

Bx — Cgsx]q (gid )

=H,(gid*)?™" [Since, N~ k{s+z'+ ) zi=N=pqg = f} =
eV

q)FT(Fv(O]—bel)

e84 89)7 " e(gq, &4

dF X, 2y X, m
Ix,j:I}C’j:(e(gq,g CAF (@ txzm ))ﬁs")

j
T 0) _ T

= (e(gq g™ ®" " e(gy, g)P  e(gg, g)P T W’“m'---ﬂxrm))j
T ) _ T

= (e(gq 89" 7" "V e(gq, g)P  elgq, o) P (“’“mw“m))j
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= (e(gq,gq)FT(F”(m‘be“e(gq,gq)ﬁsxt“Xe(gq,fq)ﬁSxtFTv?x) .
J

For x = x*, Ay = (Cy €))%, By = (Cyg))) &,

cdF" (a, ay o

T 0) _ oo T 5
Iy —I =letgq g F Fo' bei), e(gq &g )chaxe(g ,8p) Sx paxe(g 80 : ax'M))Sxe(gp,fp)Sxth qlx,p)

i

J

T gy _ T Ta
(e(gq gq) )F (B ber), e(gq ,gq)s"caxe(gp,gp)sﬂpa"e(g .84 )sxch (“'ﬂx,z'---v“x.m)e(g Jp ysxipF V’x.p)'
(e FT(FU() bel) e(gq &g )9xcaxe(gp gp)s"tpaxe(g f )sch (@,ay,2,...,ax,m) e(gp f )le‘pF I[lxp)]

T Fp© —bel) e(gq .84 )sxtqaxe(g gp)s(tpaxeg f slth wxqeg f )sxth V’xp]
j

Table 47: Simulation of row components of the challenge ciphertext for x € [7]

Ry, j ﬁx'j Ax Bx Ly,j
% | oS ST Bsx ﬁsx](gid*) 1
xX>Xx Eq’,‘x’j Fq),cx,j Cq Cq I i
_ s, SxT Ipysy Ips,J(gid* 2
x=x* Ex)f] ijc] (ngpﬂ)s (ngpf’)s J(gid™) Ix i
x<x*|ghoi|psTVi| gex (ng;l’)sxl(gid*) e(g, < - e(f, pHlx®i

Table 48: Computing column components of the ciphertext for (y, ¢, b) € [r1] x [k] x {0,1}

Cyeb Cyeb

Y>yIVE=y"Al,b £ b))  (Cqgp PYonth . Ryt glrtb

<YV Db = (y*,0%,b%) [(Cqg))wen - hwwthVZgW glnth . ‘7;;“

Guess. If o guesses the challenge bit b — {0, 1} correctly, then 28 returns 1 otherwise it out-
puts 0. We consider wy, = dc(a, ayp,...,ax,m) = (T,dcayz,...,dcay,,) where g}l are the chal-
lenge elements. If 7 = adc, then all the secret key and the challenge ciphertext is properly
distributed. In particular, the challenge ciphertext is an encryption of message vector v®.
Therefore, in this case, </ outputs b = b’ with advantages % + negl(A) where negl(1) is the ad-
vantage of </ in the message-hiding security game of the EIPL-IBIPFE. Otherwise, if 7 is ran-
domly generated from Z, then the challenge ciphertext components Iy, ; uniform element
from the target group Gr. So the o/ can not get any information about the challenge bit b
from this component. So, «/ wins the game with the probability % Hence, from the hardness
of assumption 1, it can conclude that o/ has a non-negligible advantage against the proposed
EIPL-IBIPFE scheme achieves the selective security. This completes the message-hiding se-
curity. O

Therefore, it concludes the security of our EIPL-IBIPFE. ]

11 EIPL-IBIPFE from ABIPFE and MFE

Let us consider ABIPFE = (ABIPFE.Setup, ABIPFE.KeyGen, ABIPFE.Enc, ABIPFE. Dec)be
an attribute-based |IPFE scheme for a class of functions & = {%,},en, a predicate space
X = {Z1}1en and a message space X = {#)}1en and MFE = (MFE.Setup, MFE.PK-Enc,
MFE.SK-Enc, MFE.KeyGen, MFE.Dec) be a mixed FE for a class of functions &. We provide
a generic transformation of EIPL-IBIPFE from ABIPFE and MFE. Let k be the functionality
index representing the function class {f; /s 5 gid} defined in the special encryption algorithm
below. The syntax and security definitions of ABIPFE, MFE are given in Definitions 3.4 and
3.5 respectively.
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Setup(1%,n,1%,1%',1™) — (msk, mpk, key): The setup algorithm performs the following
steps:

— runs the setup algorithm of ABIPFE and computes its master public and master secret
key pair as (ABIPFE.msk, ABIPFE.mpk) — ABIPFE.Setup(lA, 1™, 1¥+ky where x = k(1) is
the length of an MFE ciphertext.

— runs the setup algorithm of MFE and computes (MFE.msk, MFE.mpk) — M FE.Setup(lA, 1%).

— outputs mpk = (ABIPFE.mpk, MFE.mpk), msk = key = (ABIPFE.msk, MFE.msk).

KeyGen(msk, i,id, gid, ) — sk,: The key generation algorithm works as follows:

— parse msk = (ABIPFE.msk, MFE.msk).

computes MFE.sk; ;g gia — MFE.KeyGen(MFE.msk, (i, id, gid)).
define a circuit ;g gid (-, -) as

1 — MFE.Dec(MFE.sk; id gia, MFE.ct), ifgid = gid’

€ id eid MFE.ct, gid") =
iid,gid ( gid) {J_’ otherwise.

computes ABIPFE. sk, — ABIPFE.KeyGen(ABIPFE.msk, € iq,gid (-, -), u).
returns sk, = ABIPFE sk,.
Enc(mpk,gid’, v) — ct,: The encryption algorithm proceeds as follows:
— parse mpk = (ABIPFE.mpk, MFE.mpk).
— computes MFE.ct — MFE.PK-Enc(MFE.mpk).
— computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid’), v).
- returns ct, = ABIPFE.ct,.
SplEnc(key,gid', v, (i*,€*,b*)) — ct,: The special encryption algorithm executes the fol-
lowing steps:
— here key = msk.
construct a function fj« s« - iq' (J,id, gid) as follows:

1, if(j=i*+1)v(@E*e%=(,Lv
e b giar Ui, gid) = (i*,idg+) = (j, 1= b*) A (gid = gid')
0, otherwise.
computes MFE.ct — MFE.SK-Enc(MFE.msk,fl-*ﬁ'b*,gid/).

computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct,gid"), v).
returns ct, = ABIPFE.ct,.

Dec(sky,ct,) — ¢/ L: On input the secret key sk, and ciphertext ct,, the decryptor runs the
ABIPFE and returns the output ABIPFE.Dec(sky,cty).

11.1 Correctness

For any A, n € N, a message vector v € %), the master public key, master secret key pair

(ABIPFE.msk, ABIPFE.mpk) — ABIPFE.Setup(1%,1™, 1¥*K'y and (MFE.msk, MFE.mpk) — MFE.

Setup(ll, 1%), the secret keys are generated from ABIPFE keys as sk, = ABIPFE.sk,, for i € [n].

In the following, we discuss two types of correctness in our proposed scheme.

1. Normal encryption. If gid = gid’ then, for any ciphertext computed as ABIPFE.ct, —
ABIPFE.Enc(ABIPFE.mpk, att, v) where att = (MFE.ct, gid’). From the correctness of ABIPFE
scheme, we can write,

ABIPFE.Dec(sky, cty) = (u, v) if €} g gia (MFE.ct, gid) =0

which follows from the correctness of our underlying decryption algorithm of MFE scheme
as MFE.Dec(MFE.sk; iq gia, MFE.ct) = 1.
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2. Special encryption. If gid = gid’, then for any ciphertext computed as ABIPFE.ct, —
ABIPFE.Enc(ABIPFE.mpk, att, v) where att = (MFE.ct, gid’). From the correctness of MFE
scheme,

MFE.Dec(MFE.sk;,id,gid, MFE.SK-Enc(MFE.msk, f; ; 5 5id'))
= MFE.Dec(MFE.sk; id gid, MFE.PK-Enc(MFE.mpk)) = 1

i.e., fix o pe gid () id, gid) = 1-6; iq gid(MFE.ct,gid") = 1 this implies that €; g, gia (MFE.ct, gid")
= 0. So, from the correctness of ABIPFE, we have that with all but negligible probability,

ABIPFE.Dec(sk,,cty) = {(u, v).

11.2 Security Analysis

Theorem 10 If the underlying ABIPFE is IND-CPA secure as per Definition 3 and the MFE
scheme is secure as per Definitions 4, 5, then our EIPL-IBIPFE scheme is secure as per Defini-
tions 11 to 15.

Proof. We prove this theorem by using the following Lemmas 16 to 20.

Lemma 16 Ifthe underlying MFE scheme is 1-bounded restricted A-IND secure, then our EIPL-
IBIPFE scheme achieves 1-bounded normal-hiding security as per Definition 11.

Proof. We prove the normal-hiding security depending on the 1-bounded restricted A-IND
security of MFE scheme. Let 98, be an A-IND adversary of the underlying MFE scheme. On
receiving (1%, 1%, gid*, 1™ n) from <, it sets the parameter k as in the MFE scheme (which
is the functionality index of the function class containing f; /s 54iq) and set the challenge
function f* = fi; | o gig*)- By performing the following steps, % simulates the normal-hiding
game.

Simulation of 23, (ll_c, f:

Public key simulation:
1. The MFE challenger creates the challenge for 2 as follows.
1.1 Generates (MFE.msk, MFE.mpk) — MFE.Setup(l’l, 1%).
1.2 Choose b —{0,1}.
1.3 Run encryption algorithm and generates MFE.cty — MFE.PK-Enc(MFE.mpk) and
MFE.ct; — MFE.SK-Enc(MFE.msk, f*).
1.4 The challenger sends (MFE.mpk, MFE.ct) to 93,.

2. % chooses (¢', ') — ([kl U{L}) x {0,1} and makes a SK-Enc query for fi; ;1 g giq*)- It re-
ceives a ciphertext MFE.ct from its challenger.

3. %, computes (ABIPFE.msk, ABIPFE.mpk) —ABIPFE.Setup(14,1™, 1K),
4. %, sends mpk = (ABIPFE.mpk, MFE.mpk) to <.

Secret key simulation:
5. o/ can make queries (i,id, gid, u) to KeyGen oracle.
5.1 % sends (i,id,gid) to its challenger to get MFE secret key as MFE.sk; g giq <
MFE.KeyGen(MFE.msk, (i,id, gid)).
5.2 9B construct the circuit € iq 4iq(-,-) and sends ABIPFE secret key as ABIPFE. sk, —
ABIPFE.KeyGen (ABIPFE.msk, 6 ig gid, 1) to <.
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Special encryption simulation:
6. </ can make at most one SplEnc query for (v,gid*, (1,4, 8)). Then 9%, responds to the
query as follows.
6.1 If (¢/, ) # (¢, B), then return L.
6.2 9B, uses the attribute (MFE.ct, gid*) corresponding to the function f{; ;. p' gid*) obtain
in Step 2 and computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid®), v).
6.3 % sends ct, = ABIPFE.ct, to «¢.

Note 1. 98, needs to guess (¢, f) in advance successfully to answer the «/’s query. Thus,
it makes a polynomial security loss of m The reduction algorithm need to guess the
value ¢, we extend the analysis to prove g-bounded EIPL-IBIPFE (adaptive) security as-
suming that the g-bounded restricted MFE security for a constant g. One more obser-
vation is that a g-bounded EIPL-IBIPFE selective security can be proven directly from

g-bounded restricted MFE security without any security loss.

Challenge ciphertext simulation:
7. </ now sends the challenge message v to 98, and %, produces the respond as follows.
7.1 9% uses the attribute (MFE.cty, gid*) obtain in Step 1 and then computes the cipher-
text ABIPFE.ct, — ABIPFE.Enc (ABIPFE.mpk, (MFE.cty, gid™), v).
7.2 9% sends cts,b) = ABIPFE.ct, to .

Post-challenge key-query simulation:
8. of canrepeat key generation phase, special encryption query phase if SplEnc oracle is not
queried before.

Guess:
9. Finally, o/ submits a guess bit b’ which is then output of %, for its own guess.

Analysis of simulation. Note that, 8; is an admissible adversary for 1-query restricted A-IND
security of MFE. It correctly simulates the normal-hiding security game for the adversary <.
Thus if «/’s advantage is non-negligible then 28, breaks the A-IND security of MFE schemes
with non-negligible advantage. O

Lemma 17 Ifthe underlying MFE scheme is 1-bounded restricted F-IND secure, then our EIPL-
IBIPFE scheme achieves the 1-bounded index-hiding security as per Definition 12.

Proof. We prove the index-hiding security game depending on the 1-bounded restricted F-
IND security of MFE scheme. Let 8, be an F-IND adversary of the underlying MFE scheme.
On receiving (1%,1% 17,17 gid*,i*) from </, it sets the parameter k as in the MFE scheme
and take the challenge functions as f© = fi;« | o gia*), f© = fi+41,1,0,gid*)- In the following,
9B, performs the following steps to simulate the index-hiding game.

Simulation of %, (1%, f©, f)

Public key simulation:

1. The MFE challenger creates the challenge for 98, as follows.
1.1 Generates (MFE.msk, MFE.mpk) — MFE.Setup(1%,1%).
1.2 Choose b — {0, 1}.

1.3 Computes MFE.cty — MFE.SK-Enc(MFE.mpk, f(b)).
1.4 The challenger sends (MFE.mpk, MFE.ctp) to ..
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2. 9B, samples uniformly (i’,¢', ") — {i*,i* + 1} x ([k] U {L}) x {0,1} and makes a secret en-
cryption SK-Enc queryfor f 1 5 514+ and receives a ciphertext MFE.ct from its challenger.

3. %, computes (ABIPFE.msk, ABIPFE.mpk) — ABIPFE.Setup(1#,1™,1¥+¥).
4. 9B, sends mpk = (ABIPFE.mpk, MFE.mpk) to «.

Secret key simulation:
5. of can make queries {(7,id, gid, )} with (z,gid) # (i*,gid™) to KeyGen oracle.
5.1 %, sends (7,id,gid) to its challenger to get MFE secret key as MFE.sk; g giq —
MFE.KeyGen(MFE.msk, (7,id, gid)).
5.2 9, constructs the circuit 6; ig gid (-, -) and sends the ABIPFE secret key to the adversary
as ABIPFE.sk, < ABIPFE.KeyGen(ABIPFE.msk, 6; iq gid, 1) to <.

Special encryption simulation:
6. < can make at most one SplEnc query for (v, gid*, (z,4, B)) with 7 € {i*,i* + 1}. Then %,
responds to the query as follows.
6.1 If (,¢,p) # (i, ¢', '), then return L.
6.2 9B, uses the attribute (MFE.ct, gid™) corresponding to the function fi;s ;. p',gid*) obtain
in Step 2 and computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct,gid*), v).
6.3 %, sends ct, = ABIPFE.ct, to <.

Note 2. As %, needs to guess the correct (7,7, ) from the set {i*,i* + 1} x ([k] U {L1}) x
{0, 1} before the adversary < makes any query to SplEnc oracle. So, it makes a polynomial

: 1
security loss of ;7.

Challenge ciphertext simulation:
7. o/ now sends the challenge message vector v to %, and %, produces the respond as
follows.
7.1 9, uses the attribute (MFE.cty, gid*) obtain in Step 1 and then computes ABIPFE ci-
phertext as ABIPFE.ct, — ABIPFE.Enc (ABIPFE.mpk, (MFE.cty, gid*), v).
7.2 %, sends ctg,b) = ABIPFE.ct, to .

Post-challenge secret key simulation:
8. <f can repeat key generation phase special encryption query phase if SplEnc oracle is not
queried before.

Guess:
9. Finally, o/ submits a guess b’ which is the output of 9, for its own guess.

Note that, f©(z,id,gid) = f®(z,id, gid) for all queries (,id,gid) made by %, in key queries.
Since (7,gid) # (i*,gid™) we have,

fO@,id,gid) = fi+ | o gia* (7,id, gid) = 0

£ (p < i £ gid”
f(l)(T’id’gid):fi*+1,J_,0,gid*(T,id,gid):0}1 (T<i’)A(gid#gid)

FO,id, gid) = fi« | g gia* (7,id, gid) = 1
f(l) (T, |d, g|d) = f‘l'*+].,J_,0,gid* (T, |d,g|d) =1

Analysis of simulation. Thus 2, is an admissible adversary for 1-query restricted F-IND se-
curity of MFE scheme. If b = 0 then the challenge ciphertext corresponds to the index i* and

}ﬁw>iﬁAgngMH
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if b = 1 then it corresponds to the index i* + 1. Thus, 98, simulates ¢ except for a polynomial
security loss of m. Thus if «/’s advantage is non-negligible then %, breaks the F-IND se-
curity of MFE schemes with non-negligible advantage. In other words, if the advantage of «/
is non-negligible € in the index-hiding game, then %, breaks the F-IND security of MFE with
probability of ;7755 i
Lemma 18 Ifthe underlying MFE scheme is 1-bounded restricted F-IND secure, then our EIPL-

IBIPFE scheme achieves the 1-bounded upper identity-hiding security as per Definition 14.

Proof. We prove the upper identity-hiding security depending on the 1-bounded restricted
F-IND security of the MFE scheme. Let %3 be an F-IND adversary for the underlying MFE
scheme. On receiving (1%, 1,1 17 gid*, i*, £*, b*) from <, it sets the parameter k as in the
MFE scheme and sets the challenge functions as [ = fi.,) | ggia®s fV = fis g+ e gia*- B3
performs the following simulation as follows:

Simulation ofﬁg(lk,f(o),f(l)) :

Public key simulation:
1. The MFE challenger creates the challenge for %85 as follows.

1.1 Generates (MFE.msk, MFE.mpk) — MFE.Setup(l’l, 1%).
1.2 Choose b — {0, 1}.

1.3 Computes MFE.ct, — MFE.SK-Enc(MFE.mpk, f®)).
1.4 The challenger sends (MFE.mpk, MFE.ctp) to %3s.

2. PBsselectsrandomly (i',¢', f') — {i*,i* +1}x ([k]u{L}) x{0, 1} which makes a SK-Enc query
for fir 1 g1 gia* and receives a ciphertext MFE.ct from its challenger.

3. %5 computes (ABIPFE.msk, ABIPFE.mpk) — ABIPFE.Setup(1%,17, 15+,
4. %3 sends mpk = (ABIPFE.mpk, MFE.mpk) to «7.

Secret key simulation:
5. o/ can make queries (7, id, gid, u) to KeyGen oracle with the restriction that, if 7 = i* then
idg« = b*.
5.1 %3 sends (1,id,gid) to its challenger to get MFE secret key as MFE.sk; g giq —
MFE.KeyGen(MFE.msk, (7,id, gid)).
5.2 93 constructs the circuit € q giq (-, -) and sends the ABIPFE secret key as ABIPFE sk, —
ABIPFE.KeyGen (ABIPFE.msk, € iq,gid, ) to <.

Special encryption simulation:
6. <f can make at most one SplEnc query for (v,gid*, (t, ¢, B)) where 7 € {i*,i* + 1}. Then %5
responds to the query as follows.
6.1 If (,¢,p) # (i, ¢', '), then return L.
6.2 %3 uses the attribute (MFE.ct, gid") corresponding to the function fi 1 4 4iq+ Obtained
in Step 2 and computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid®), v).
6.3 %3 sends ct, = ABIPFE.ct, to <.

Note 3. Note that, %3 needs to guess the correct (7,4, ) from the set {i*,i* + 1} x ([k] U
{1}) x {0, 1} before the adversary </ makes any query to SplEnc. Hence, we have a polyno-
mial security loss of 4(k—1+1)'
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Challenge ciphertext simulation:
7. of now sends the challenge message v to %3 and %3 produces the respond as follows.
7.1 %3 uses the attribute (MFE.cty,gid") obtained in Step-1 and computes ABIPFE ci-
phertext as ABIPFE.ct, — ABIPFE.Enc (ABIPFE.mpk, (MFE.cty, gid™), v).
7.2 B sends ct? = ABIPFE.ct, to «.

Post-challenge secret key simulation:
8. <f can repeat key generation phase special encryption query phase if SplEnc oracle is not
queried before.

Guess:
9. Finally, o/ submits a guess b’ which is then the output of %; for its own guess.

Note that, f©(z,id,gid) = f¥(7,id, gid) for all queries (,id, gid) made by s in the secret key
query phase should satisfy the conditions that if (7, gid) = (i*,gid*) then id,« # b*.

f(()) (‘L’,Id,gld) — fi*+1,L,0,gid*(T’id’gid) = O} if(r=< l*) N (idg* = [)*)
fO,id,gid) = fi« o e gig* (7,id,gid) = 0 Algid # gid™);

fO,id,gid) = fie 11,1 0gia* (7,id, gid) = 1

£, id,gid) = fre e g (i gid) = 1 }1f (t>i") A(gid =gid™);

Analysis of simulation. Thus, %3 is an admissible adversary for 1-query restricted F-IND
security of MFE scheme. If b = 0 then the challenge message corresponds to (i* +1,.1,0)
and if b = 1 then it corresponds to the index (i*,¢*,b*). Hence, %5 simulates </ except for
a polynomial security loss of m. Thus if «/’s advantage is non-negligible then %83 breaks
the F-IND security of MFE schemes with non-negligible advantage. In other words, if the
advantage of «/ is non-negligible ¢(-) in the upper identity-hiding game, then 983 breaks the
F-IND security of MFE with probability of 775 i
Lemma 19 Ifthe underlying MFE scheme is 1-bounded restricted F-IND secure, then our EIPL-
IPFE scheme achieves the 1-bounded lower identity-hiding security as per Definition 13.

Proof of above Lemma 19 is similar with the Lemma 18.

Lemma 20 Ifthe underlying ABIPFE scheme is IND-CPA secure, then our EIPL-IBIPFE scheme
achieves 1-bounded message-hiding security as per Definition 15.

Proof. We prove the message-hiding security based on the IND-CPA security of ABIPFE
scheme. Let 985 be an adversary against IN D_—C PA of ABIPFE. On receiving (1%, lk', 11",
gid*, v©@, ») from «, it sets the parameter k as the MFE scheme and simulates < as follows.

Simulation ofe%"5(1’_€, 1m, 11,1k 1% i*,gid*, v®, pDy:

Public key simulation:
1. %Bs receives ABIPFE.mpk from ABIPFE challenger.

2. It generates (MFE.msk, MFE.mpk) «—MFE.Setup(l’l, 1’_6).
3. Then %5 sends mpk = (ABIPFE.mpk, MFE.mpk) to <.
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Secret key simulation:

4. of makes secret key queries for (i, id, gid, u) to KeyGen oracle and %85 responds as follows.
4.1 Generates MFE.sk; g giq — MEF.KeyGen(MFE.msk, (i, id, gid)).
4.2 Construct 6; g gid (,) using MFE.sk; iq gia and sends 6 iq gid (-, ) to ABIPFE challenger.
4.3 Ttreceives ABIPFE.sk, — ABIPFE.KeyGen(ABIPFE.msk,%i,id,gid, u) and sent it to <.

Special encryption simulation:
5. o/ can make at most one SplEnc query for (v,gid*, (i*,#,Yy)) to which %5 responds as
follows.
5.1 Computes f;: ,, .iq* and generates MFE.ct — MFE.SK-Enc(MFE.msk, f;+ / , oig*).-
5.2 %5 computes ABIPFE.ct, — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid), v) and sends it
to /.

Challenge ciphertext simulation:

6. </ submits two challenge message vectors v®, v¥) such that for the tuple (i,id, gid, u)
queried in Step 4 we have (u, vy = (u, vW)y. Bs generates the challenge ciphertext as
follows.

6.1 %5 computes the function f;: | o4+ and sends the challenge attribute as MFE.ct —
MFE.Enc(MFE.msk, fi*,J_,O,gid*) (One observation is that if 985 sends the challenge at-
tribute at the beginning of the experiment then we only need a selective secure ABIPFE
scheme).

6.2 %5 sends ((MFE.ct,gid*), v'?, ») to the ABIPFE challenger and gets ABIPFE cipher-
text as ABIPFE.ct, ) — ABIPFE.Enc(ABIPFE.mpk, (MFE.ct, gid®), v®),

6.3 %5 sends the challenge ciphertext as ct,w = ABIPFE.ct, @ to the adversary.

Post-challenge secret key simulation:
7. of can repeat Step 4 with same restriction given in key query phase and special encryp-
tion query phase if SplEnc oracle is not queried before.

Guess:

8. Finally, o/ submits a guess b’ which is then the output of %5 for its own guess.

Analysis of simulation. First, we note that the challenge attribute att = (MFE.ct, gid") corre-
sponds to fj« | o 4iq*- Any secret key query of the form {6 ig gia (-, -), u} to the ABIPFE satisfies
the following:

1, if(i=i*)A(gid=gid")

6;id.gid MFE.ct,gid™) =
1,|d,g|d( gl ) {(), otherwise

Thus, for each secret-key query (€ dgid(-, "), ) of the ABIPFE-adversary %8s it holds that
either ;4 gia(att) = 0 or (u, v®) = (u,v'Y). Hence, the %s is an admissible adversary of
ABIPFE. Therefore, the message-hiding security of EIPL-IBIPFE follows from Sel-IND-CPA

security of the ABIPFE scheme. O
This concludes the proof of the Theorem 10. m]
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A Security Analysis of Tracing

In this section, we present the security analysis of tracing of Theorem 4.

Proof. Correctness of Tracing. Next, we show that the false trace probability is bounded by
a negligible function, and the correct trace probability is close to the probability of « out-
putting an e-successful decoding box for some non-negligible (). This proof technique is
inspired from the Goyal et al. [GKW19] tracing mechanism.

Let us consider the following notations for the further proof of this Theorem. Given any
pirate decoder box 2 and messages v vW forallie[n+1],¢¢€ [k, suppose

piml =Pr (D(ct,m) =b:

ct & — EIPL-IPFE.SplEnc(key, gid, v®, (i, 1, 0)),
p?, =Pr|D(ct,wm)=b: Y
b—1{0,1}

ct, @ — EIPL-IPFE.SplEnc(key, gid, v®, (i, £,0)),
p?é =Pr (D(ct,m) =b: g
b—1{0,1}

ct,® — EIPL-IPFE.Enc(key, gid, »®),

b—1{0,1}

The above probabilities are computed depending on the randomness used in the special en-

cryption.
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False Trace Probability. Now we will prove that probability of the false tracing by the Trace
algorithm is negligible. Now, we prove the following Lemma.

Lemma 21 If the scheme EIPL-IBIPFE is a 1-query secure as per Definitions 11 to 15, then
for every PPT adversary &/, polynomial q(-) and non-negligible function €(-), there exists a
negligible function negl(-) such that for all A € N satisfyinge(A) > 1/q(A),

Pr-Fal-Trg ¢ (1) < negl(A)
where Pr-Fal-Tr ¢ () is defined in Definition 17.

Proof. Let S < [n] x{0,1}*x {0, 1}¥ x & be the set of query tuples by the adversary </ for secret
keys and Sj,4ex be the set of indices queried by the adversary «f for secret keys, and let 2 be
the decoder box output by «/.
For i € [n],¢ € [k] and gid = gid*, we define events
A? : pfﬁ —p?ilyl >e€/8n
P
Bi,[,lwr

2 D 9
Cir[vUPr “Pie~Piy,L” €/16n

:p%—p%>e/16n

: 9. 2 2 2

Dif-Adv?: v A7 vV BY, oV CY
i€[n]\Sindex (i,id)eS,fe[k] s.t.idp=1 (i,id)eS,f€[k] s.t.idy=0

For simplicity of notations, we will drop dependence on decoder 2 whenever clear from

context. Next, note that the probability of the event false trace can be rewritten (using union

bound) as follows by conditioning on the events defined above

Pr[Fal-Tr] < Pr[Fal-Tr|Diff-Advl + Y Prli ¢ Singex A Ai]

i€(n]
(Bi ¢ wr Nidp =1)

+ Y Pr|3ide{o,}Fs.t. (4,id) e SA
(i,0)eln]x k] V(Cigupr Aidg = 0)

Now, we will show that each term is bounded by a negligible function.

Claim 5. For every PPT adversary <, there exists a negligible function negl, (-) such that for
all A € N, Pr[Fal-Tr|Diff-Adv] < negl, (1).

Proof. Here we give a high level sketch of proof. The proof follows from Chernoff bounds
and similar to Lemma 4.4 of [GKW18], and Lemma 5.3 of [GKRW18]. Note that the tracing
algorithm outputs a user identity which was not allowed to key query by the adversary iff the
event Fal-Tr occurs. Recall that the tracing algorithm first trace the key indices of the cor-
rupted keys then trace the corresponding identities. There are two sources of error in incor-
rect tracing. First, during step one of tracing the algorithm might incorrectly include some
index i ¢ Sinqey in the traitor’s index-set 7'"9¢ In the second phase of the tracing procedure,
it may happen that this outputs a non-corrupt identity id for some index i € Sjnqex, that is for
some i € Sj,dex the ID-Trace algorithm traces the id incorrectly at least one bit position. By us-
ing the union bound, we can represent it as follows: (recall that T and T""®* are introduced
in the description of Trace algorithm)

Pr[Fal-Tr|Diff-Adv] < Z Pr[Fal-TrAi ¢ Sindex A @p,q:(i,p,q) € Ti"dex) | Diff-Adv]

ie[n]

+ Y Pr[Fal-Tra3id,id: (id,id) € SAid € T Aid, # id/|Diff-Advl.
(i,Deln]x (k]
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In the above inequality, the first term on the right side bounds the type 1 error (i.e., faulty
step one tracing) and the second term bounds the type 2 error (i.e., faulty step two tracing).
Now we explictly discuss about the first term. Note that, if event

Diff-Adv occurs = Vi ¢ Sipngex, A; occurred
This, it must hold that for every i € [n]
Prli ¢ Sindex A 3P, q : (i, p, @) € ™) |Diff-Adv] < 270,

Using Chernoff bound we can argue that A; provides that p; | — pi+1,1 <€/8n and event
@p, q: (i, p, q) € T4 suggest that p; | — pi41,1 >€/4n where p denotes the corresponding
estimate computed by the tracing algorithm.

We now concentrate the second term. For a fixed index-position pair (i, ¢) corresponding
a particular event where the ID-Trace algorithm outputs identity of a traitor id,(# id). Here,
the adversary can able to query for the secret keys associated to the index-position pair (i, id).
Note that, in each index position & is allowed to ask secret only one at a time. Therefore, by
conditioning on the event Diff-Adv we get that for every (,id) € S, ¢ € [k], event Diff-Adv; ¢ x
always occurs where X = lwr ifidy = 1 else X = upr.

Therefore, for all (i,id) € S, ¢ € [k] the following probability always satisfy:

Pr(3id,id: (id,id) € SAid € T Aidy # id/|Diff-Adv] < 2700,

If we assume that (i,id,¢) and let id;, = 1. From the Chernoff bound the above inequality
holds as since we know that event B; occurs thus we have Pi, 1L — Pi,¢ < €/16n and the event
id e T Aid, = 0 suggests that pi, 1L — Pi,¢ > €/8n. Therefore, combining all the above inclusion
we get that

Pr[Fal-Tr|Diff-Adv] < n-27%W 1 p. k. 270D = negl, (1)

O
Claim 6. 1f our EIPL-IBIPFE is a 1-query index-hiding secure as per Definition 12, then for

every PPT adversary «, polynomial g(-) and non-negligible function e(-), there exists a neg-
ligible function negl, (-) such that for all A € N satisfying e(1) > 1/g(A) and i € [n],

Pr[i ¢ Sindex A Diff-Adv;] < negl, (1),
where 7 is the index bound chosen, and Sj,4ex is the set of indices queried by <.

Proof. The proof of this claim follows from the Lemma 4.5 of [GKW18] and Lemma 5.4 of
[GKRW18]. ]

Claim 7. 1f our EIPL-IBIPFE scheme is a 1-query lower and upper identity-hiding secure
as per Definitions 13 and 14, then for every PPT adversary «/, polynomial ¢g(-) and non-
negligible function €e(-), there exists a negligible function negl;(-) such that for all A € A" sat-
isfyinge(A) > 1/g(A) and i € [n], € € [k],

) ‘ . (BiAidp=1)V
Pr{3id€{0,1}" s.t. (i,id) € SA < negl; (7).
(C; Aid; = 0)

where 7 is the index bound chosen, and S is the set of all queried tuple by «/ in of the form
(i.id,gid, u).
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Proof. Suppose there exists a PPT adversary <, polynomial g(-) and non-negligible function
€(+), 6(-) such that for all A € N satisfying €(1) > 1/g(A) and i’ € [n], ¢’ € [k],

(Bjr pr Aid r=1)Vv
Prldide 0, 1k st Gidye Sa | Y >5(A).

(Cir,erupr A idgyr = 0)

Then we can use «f to build a PPT reduction algorithm 98 that breaks the upper/lower iden-
tity hiding security property of EIPL-IBIPFE. The reduction algorithm 8 first receives 17, 1,
lk', 1" from the adversary. It chooses a index i — [n], position ¢ € [k], and bit b € {0,1}, and
sends the challenge index-position-bit tuple (i,¢,0) and (17, 1, 1¥,1™) to the EIPL-IBIPFE
challenger. It then receives the EIPL-IBIPFE public key mpk from the challenger, which it
sends to </ (the reduction algorithm randomly guess (i*, ¢*) as well as b = 0 it interacts with
EIPL-IBIPFE lower identity-hiding challenger, otherwise if b = 1 it interacts with EIPL-IBIPFE
upper identity-hiding game). Then «f makes secret key queries for the tuple (j,id, gid, u), if
j =1and id, = b then 28 aborts and sends a random bit as guess bit to the EIPL-IBIPFE
challenger. Else, on key query for (j,id, gid, #) from </, the reduction algorithm 28 forwards
(j,id,gid, u) to the EIPL-IBIPFE challenger, EIPL-IBIPFE’s challenger generates his response
and sends it to 98 then it forwards the challengers response to the adversary. After all key
queries, the adversary outputs the challenge tuple (gid®, v pWy with a decoding box &, to
28 and then 28 chooses two random bits «, . Then, 98 sends message vector v'@ as its chal-
lenge message, and receives challenge ciphertext ct* from EIPL-IBIPFE challenger. It also
queries the EIPL-IBIPFE challenger for a special-encryption of v'¥ to the index-position-bit
tuple (i,4,0) if 5 =0, else for (i + b, L,0). Let ct be the challenger’s response. Finally, 28 runs
decoder box 2, on ct and ct* independently, and if 2,,(ct) = ct*, it outputs b’ = g, else it out-
puts b’ = 1 — § as it guess. Since in the upper identity/lower identity-hiding security 28 is an
admissible adversary, in other words if b = 0 then lower identity-hiding else it achieves upper
identity-hiding security respectively. As 28 does not query for the secret key corresponding
to the tuple (j,id,gid, u) such that id, = b. Also, 28 can make only one query to the special
encryption oracle to the index-position-bit tuple (7, ¢,0) and (i + b, L,0). Therefore, from the
Lemma 4.1 and 4.5 of [GKW18] and Lemma 5.4 of [GKRW18], we compute the advantage of

the reduction algorithm is at least ﬁ . (16%1)2. Thus the claim follows. m]
Therefore, it follows that the probability of the false trace is at most negl; (1) + n-negl, (1) +
nk-negls(A). O

Correct trace probability. In the following, we show that if the adversary outputs a good
decoder, then the tracing algorithm outputs a non-empty set T with negligible probability.
The correctness of the tracing follows from the Lemma 21. We provide a formal reduction for
the correct trace in the following.

Lemma 22 [f our EIPL-IBIPFE is 1-query secure as per Definitions 11 to 15. Then for every
PPT adversary </, polynomial q(-), there exist a negligible function negl such that A € N,e(1) >
1/g(A) such that

Pr-Cor-Try (A1) =2 Pr-G-Dy ¢ (A) — negl(1)

where Pr-Cor-Try ((-) and Pr-G-D y (1) are defined in Definition 17.

Proof. First we analysis that teh tracing algorithm outputs a non-empty index set T. As it is
known that if the event Good-Decoder occurs occurs then ph% ml()t) > 1/2 + ¢ for some non-

negligible function (). Let Singex S with p? — p? | .1/2+ A. From Claim 5, for all i € Sjpgex
we have

Prip?, — p? €<t ing Chernoff bound 1

r[piyl —Pis1,1 < E] < W [using Chernoff bound] 31
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where p represents the corresponding estimate evaluated by tracing algorithm. From the
message-hiding and normal-hiding security, we have

fort =1, p?L51/2+neg|2(7L), piml—p?fLSneglgs(/l).

Recall that in the message-hiding security game, all key queries for the tuple (7.id,gid*, u)
must satisfy the fact that (u, v’y = (u, vV) for all T > i. For some negligible functions negl,,
negls. Therefore, we can write

p?L - p?fl > e —negl, (1) — negls (1) > €/2

Therefore, Si,gex # ¢ Whenever the event Good-Decoder occurs. So from the above Eq. 31, it
can be concluded that whenever Good-Decoder occurs then

TN 2 oA Y, p,q) € TM: p— g >el4an]

Therefore, for every (i, p, g) tuple, from |D-Trace algorithm it outputs some identity id. Since
for all ¢ € [k], either p?g > (p + q)/2 then the algorithm put id, = 1 otherwise, it outputs

idy = 0. Therefore, Tindex ¢ = T # ¢. Hence, it follows that
Pr(T # ¢l = (1 —n-negl; (1)) -Pr-G-Dy ¢(1) = Pr-G-Dy (1) — negl(1).
From Lemma 21, we conclude that
Pr-Cor-Try ¢ (1) = Pr-G-D ¢ (1) — negl(A)

This conclude the proof. m|
The concludes the proof of EI-TIBIPFE security Theorem 2 follows. m]

B IBIPFE from DBDH

In this section, we present our construction of IBIPFE from the DBDH assumption. Techni-
cally, we extend the framework of Water’s IBE [Wat05] and add inner product functionality
into it for building our IBIPFE. It consists of four PPT algorithms IBIPFE =
(Setup, KeyGen, Enc, Dec) and details about these algorithms are given below.

Setup(l", 1m, lk’) — (msk, mpk): The setup algorithm performs as follows:

— Consider a bilinear group BG — %¥BG_Gen (11 where BG = (p,8,G,Gr,e(-,-) and Gis a prime-
order group with order p.

Chooses a random generator g € G and a random group element g, from the group G.

Sets g1,; = g% and g,; = gg " for all i € [m], where a;’s are the random exponents chosen
from Z,,.

Additionally, the authority chooses a random group element u' € G and a random k'-
length vector u = (u;) € GX whose elements are chosen at random from G.

Sets the master public key mpk = ({glyi};’i & U u, g) and the master secret key msk =
({g2.12)).

KeyGen(msk,gid, y) — sk,: The key generation algorithm executes the following steps:

- Let gid be an k'-bit string representing an identity, where gid; denotes the i-th bit of gid
and 7 < {1,2,...,k'} be set of all i for which gid; = 1. We consider an identity encoding
function H:.#92 — G be defined as H(gid) = v’ [1jer u; for gid € 9 where $9 be the set
of identities.

— Chooses r — Z,,.

— Outputs the secret key sky = (dq,d>) where d; = géa’wH(gid)r, d,=g"
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Enc(mpk,gid’, x) — ct,: The encryption algorithm works the following steps:
— Choose arandom value ¢ from Z,,.
— Outputs the ciphertext cty as

Cty = (C1 = e(g, gz)“”x, Cy = gt, C3= H(gid')t)
Dec(sky,cty) — L or(x,y): The decryption algorithm performs as follows:

e(dZ» CS)

(= <C1’y>'—e(d1,C2)

Correctness. If gid = gid’, then correctness holds as follows:

3 e(dz, G3)
=Gy o

e(g", H(gid)")
e(g\ ™V Hgid)", g")
e(g,H(gid))"*

e(gr, )@Y e(H(gid), g)"*

— e(g’ g2)<at+x,y) X

= e(g, 82" - e(g, g2)™ -

= e(g, &)Y

B.1 Security Analysis

Theorem 11 If the plain DBDH assumption 4 holds over the bilinear group BG, then our
IBIPFE scheme is selective secure as per the Definition 2.

Proof. Suppose </ be a PPT adversary against the selective security of our IBIPFE scheme.
We construct an algorithm 28 for breaking the DBDH assumption that uses «f as a subrou-
tine. To prove Theorem 11, we consider two games. The first game is the same as the original
selective security game of IBIPFE as per Definition 2. In the next game, we change the dis-
tribution of the master public key, secret keys, and the challenge ciphertext where we first
sample a random vector & and set @ = F' &. The matrix F is a full rank matrix chosen such
that F(x© — xW) = (1,0,---,0) T where x@, xV are the challenge message vectors submitted
by the /. Assuming DBDH holds in the bilinear group BG, we show that the adversary has a
negligible advantage in distinguishing between the challenge ciphertexts.

Game 0: This game is exactly same as selective security of IBIPFE.

Game 1: The game is same as the previous game except for each identity, the challenger

samples the master secret key msk as follows:

(a) Samples uniformly random vector & = (@, a>, -+, &) for each @; € Z.

(b) Samples a full rank matrix F € Z;”*™ satisfying the relation F(x© - xMy = 1,0,---,0)7
where x©, x(V are the challenge message vectors of length .

(c) Sets a = F' & instead of sampling uniformly random as in Game 0.

In adversary’s view, the master public key mpk, the secret key sk, is associated with a vector

y with an identity gid and the challenge ciphertext ct .« < Enc(mpk,gid*, x*) are simulated

as follows:

Public key: mpk = gFTa‘.
Secret key: For secret key query corresponding to the identity gid and predicate vector y,
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we consider 7 < {1,---,k'} be the set of all i for which gid; = 1. Then, the secret key sk, =
(8" Hgid) &)

Challenge ciphertext: For challenge identity gid*, let 7* < {1,---, k’} be the set of all i for
which gid} = 1.

(1) _4.(0) (0)
C]_ — e(g’ gz)at+b(x x)+x C2 — gt
=e(g, gz)FT(m_bel+Fx(0)) Cs = H(gid")’
Since, Fe Z;’,“ " is an orthogonal matrix, then the following two distributions are identical.
. m — il ~. m
{a.a«—Zp}z{F a.a<—Zp}

Therefore, the advantage of any PPT adversary «f in distinguishing between Game 0 and
Game 1 is negligible in the security parameter A.

Without loss of generality, we assume that the adversary makes maximum Q number
of secret keys queries and the challenge identity gid*. In this case, the simulator chooses a
random integer k — [K'] and sets an integer s = 10Q. Then, it chooses a random k’-length
vector z = (z;) — Zfr and a value z' — Z;. Additionally, simulator also chooses a random
value w' — Z, and arandom k’-length vector w = (w;) — Z ”;’. All these values are kept secret
to the simulator.

Let us consider 7 * < {1,2,..., k'} be the set of all i for which the challenge identity gid;‘ =1.
Let V* ={iy, i2,...,ix}. Now, we choose the z; values from z corresponding to the collection of
indices 7 *. Sets ¥ e+ zi = ks — z' for uniformly chosen k € [k']. Now, we define the function

K(gid) as
0, ifzZ+Y;ey2z;=0 mods

K(gid) =

&1d) { 1, elsewhere

So, from the above definition of the function K, we can say that K(gid*) = 0 and for all gid(#
gid®) it becomes non-zero. Additionally, we set another two functions as F(gid) = p — sk +

Z'+ Yiey zi and J(gid) = w' + ¥ ;cy w;. The simulator assigns the public parameters u' =

gf ksta -g“’, and u; = gzz '.g"i From the adversarial perspective, the distribution of the pub-

lic parameter is identical to real construction.

We construct a PPT reduction 28 which breaks the DBDH assumption 4 with non-negligible
advantage. The reduction algorithm 28 first receives DBDH challenge instances from the
challenger as (BG, g“,gb,gc,e(g, g)") where BG = (p, g,G, Gr,e(-,-)) is a group description
with a,b,c — Z, and the element e(g,g)" € Gr is either e(g, g)“bc or a random group el-
ement from the target group Gr. In the following, we discuss about the simulation of the
master public key, queried secret keys and the challenge ciphertext. The algorithm 98 works
as follows:

Public key simulation: The adversary 28 implicitly sets the following vectors of length m
as
a=(a,a,...,a,),b=bb,...,b),c=(cc,...,C)

where it randomly samples ay, ..., a, — Z,. Let us consider the notation #© v by component
wise multiplication of the vectors u and v. In this case, the notation a®b = (ab, ax b, ..., an,b) =
ba. To generate the public key, 28 implicitly set & = a and returns the master public key as

-
mpk = (g" %, g = g", v g
where the exponent g is computed as follows:

(14

g'=(g"g" 8" =8
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Note that, ay, ..., a, are distributed uniformly over Z, and hence the public key components
are properly simulated by using the DBDH instances.

Challenge ciphertext simulation. To generate the challenge ciphertext, 4 chooses the ran-
dom exponent ¢ — Z, and implicitly sets ¢ = . We now show that how does 98 simulate the
challenge ciphertext by using the DBDH instances.

C=elg g)FTbc(a,az ..... an) . o(g, g)FT(—bbe1+be<0)) Comg' = gt
=e(g, gz)FT(C(dﬂzn-nam)—be1+Fx(0)) . gd(gid*) ) H(gid*)c
=el(g, gZ)FT(C(“'“Zr---'“m)—be1+Fx(0))
= e(g, gZ)FT(&t—beHFx‘O))

Secret key simulation. 2 answers the secret key sk, associated with an identity gid and a
predicate vector y as described below.

We consider two different cases based on queried identity gid. For an identity gid, con-
sider 7 < {1,..., k'} be the set of all i for which gid; = 1.

Case 1: If gid # gid*, & simulates the secret key as follows:

By using the technique of Boneh and Boyen [BB04] and Waters IBE [Wat05] scheme, %
randomly chooses r — Z,, then it simulates the secret key sk, = (d,, d») corresponding to an
identity gid and a vector u as

dl =g ll((ggllcdl)) <a’Fy>(u’ l_[ ul-)r
i€V

,E F(gid F(gid
:géa J’)(g (gl ) ](gld)) F(gld (g (g' ) I(gld))r

(a,Fy)
=8 (&
(a,Fy)

g<a Fy)H(gld)r gy

F(gid) ](gld)) F(gu}i’)

dr=g g_«a’az""’am)’Fy)F[gid)
1
= gr_<a’Fy>_F(gid)
~ 1
— gr—<a,Fy)m
We implicitly set ' = r —(a, Fy) —F(glid). So, from the construction of K function, we can con-

clude that K(gid) # 0 for any key query corresponding to the identity gid # gid*. This implies
that the function F(gid) # 0 mod N for any particular identity gid # gid™ (as p > sn for any
reasonable values of p, n and s). We show this in Lemma 23.

Case 2: If gid = gid", in this case, 28 responds the secret key sk, as follows:

F(gid* id)*
d1=gb“(g2(g' ) I(gld) )

(aob,Fy)

g (gF(gnd ) Jlgid )y
g(b(a 12,0, ), FY) (gF(gld )gl(gld ))
gé(a ,02,...,An), FY) (gF(gld )gl(gld Nr

_ gé(u 12,0y 0), FY) (gF(gld )g](g|d ))

_ géa Fy}(gF(gld ) ,J(gid” Nr
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dz = gr

where the second equality follows from the fact that (a © b,Fy) = by and p € Z,, is known to
the challenger 2. From the formation of F, we have the relation F(x® —xV) = (1,0,...,0) " =
e;. Since in this case, gid = gid* so, the queried secret key vector y should satisfy the re-
lation (x©@ — xM, y) = 0. Therefore, we have (e;,Fy) = 0 which implies that ((a® b),Fy) =
((ab,azb, ..., amb),Fy) = buforany ue Z,.

Guess. If o/ guesses the challenge bit b — {0, 1} correctly then 28 returns 1, otherwise, it out-
puts 0. We consider w = bc(a, ay, ..., an) = (t,bcay, ..., bcay,) where e(g, g)" is the challenge
element. If T = abc, then all the secret keys and challenge ciphertext are properly distributed.
In particular, the challenge ciphertext is an encryption of the message vector x*. Therefore,
in this case, o outputs b’ = b with advantages % + negl(1) where % + negl(A) is the advantage
of o/ in the selective security game of the IBIPFE. Otherwise, if 7 is randomly generated from
Z,, then the challenge ciphertext component C; uniform element from the target group Gr.
So, &/ can not get any information about the challenge bit b from this component. So, &«
wins the game with the probability % Hence, from the hardness of DBDH assumption, it
can conclude that «/ has a non-negligible advantages against the proposed IBIPFE scheme
which achieves the selective security. This completes the proof. O

Lemma 23 For any Q-secret key query corresponding to the identities gidV, gid(z),A. .., gid@
to the key generation oracle, the probabilities of Kgid?) = 1 with 2 + ¥ ey~ zi = ks is non-
negligible for all ¢.

Proof. For any set of Q-queries corresponding to the identities gid, gid®, ...,gid'? and the
challenge identity gid*, we compute the following probability.

Q -
A\ KEidD) =1+ Y z)=ks
/=1 eV

Pr

Q
A Kgid) = 1K (gid*) = 0)
/=1

(o -

Q
= (1 -3 b Kigid®) = 0)K(gid") = 0)]) = (1 - ?) =0.9
=1

=Pr

Q
\V (K(gid) = 0)[K(gid*) = 0)
/=1

We can optimize the last equation by setting s = 10Q (as we did in the simulation), where Q
is the maximum number of queries. This above result shows that for all queried identities in
the key generation oracle except the challenge identity gid, the K values should be equals to
1 with overwhelming probability. m|
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