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Abstract

The post-quantum security of cryptographic systems assumes that the quantum adversary only
receives the classical result of computations with the secret key. Furthermore, if the adversary is
able to obtain a superposition state of the result, it is unknown whether the post-quantum secure
schemes still remain secure.

In this paper, we formalize one class of public-key encryption schemes, named oracle-masked
schemes, relative to random oracles. For each oracle-masked scheme, we design a preimage extrac-
tion procedure and prove that it simulates the quantum decryption oracle with a certain loss. We
also observe that the implementation of the preimage extraction procedure for some oracle-masked
schemes does not need to take the secret key as input. This contributes to the IND-qCCA security
proof of these schemes in the quantum random oracle model (QROM). As an application, we prove
the IND-qCCA security of schemes obtained by the Fujisaki-Okamoto (FO) transformation and
REACT transformation in the QROM, respectively.

Notably, our security reduction for FO transformation is tighter than the reduction given by
Zhandry (Crypto 2019).

Keywords: public-key encryption, FO transformation, REACT transformation, quantum ran-
dom oracle model, quantum chosen ciphertext security

1 Introduction

Cryptographic schemes often have efficient constructions in the random oracle model (ROM) [BR93],
in which schemes are proven to be secure assuming the existence of the publicly accessible random
oracle. When to build a concrete scheme, the random oracle is instantiated with a cryptographic hash
function. Thus in the real world attack, any quantum attacker is able to evaluate the hash function
in superposition. To capture this issue, Boneh et al. [BDFT11] proposed the quantum random oracle
model (QROM) where the quantum adversary can query the random oracle with superposition states.

Boneh and Zhandry [BZ13] then introduced the indistinguishability under quantum chosen ci-
phertext attacks (IND-qCCA) security notion for encryption schemes, where the adversary can make
quantum queries to the decryption oracle. In this paper, we consider the IND-qCCA security for
public-key encryption (PKE) schemes in the QROM.

Generic transformations are widely used to enhance the security of PKE [BR93, FO99, OP01,
JSHJT02]. The Fujisaki-Okamoto (FO) transformation [FO99] turns an arbitrary PKE that is one-
wayness under the chosen plaintext attacks (OW-CPA) into a PKE that is indistinguishable under
the chosen ciphertext attacks (IND-CCA) in the ROM. The REACT transformation [OP01] turns an
arbitrary PKE that is one-wayness under the plaintext check attacks (OW-PCA) into an IND-CCA
secure PKE in the ROM.

Boneh et al. [BDF*11] summarized several proof techniques that are commonly used in the ROM
but not appropriate to the quantum setting straight forwardly. “Extractability /Preimage Awareness”,
as one of them, is that the simulator learns the preimages the adversary takes interest in when sim-
ulating the random oracle for the adversary. And this technique is the core to simulate answers to



decryption queries in the security proof for both FO and REACT in the ROM. This had been an
obstacle to the security proof of FO in QROM. To circumvent it, Targhi and Unruh [TU16] and the
follow-up result by Ambainis et al. [AHU19] modified FO transformation by appending an extra hash
function to the ciphertext and gave the security proof for the modified ones in the QROM.

Zhandry [Zhal9] proposed the compressed oracle technique, with which the simulator can ”record”
quantum queries to the random oracle while simulating it efficiently. This makes it feasible to use
Preimage Awareness technique in the quantum setting and thus makes it possible to prove the security
of the unmodified FO in QROM. Indeed in the full version of [Zhal9], Zhandry gave a proof that FO
transforms any OW-CPA secure PKE into an IND-qCCA secure PKE in the QROM.

However, in his proof, as was pointed out by Don et al. [DFMS22], the answers to decryption
queries in Hybrids 2 to 4 are simulated by applying (purified) measurements on the internal state
of the compressed oracle, yet these measurements are hard to be determined explicitly from their
respective descriptions. Until now, this is considered as the gap that prevents the analysis of the
disturbance caused by those measurements.

1.1 Owur Result

In this paper, we review Zhandry’s proof for FO transform and specify the procedures for simulating
the decryption oracle, based on which we prove the IND-qCCA security for FO and REACT in the
QROM, respectively. The concrete security bounds for FO and REACT are shown in Table 1.

Underlying  Achieved

Transformation X ) Security bound (=)
security security
FO OW-CPA  IND-qCCA d/v27 + (¢+d) - ey + €%

REACT OW-qPCA IND-qCCA  d/V2" + q - d - /e + ¥

Table 1: Concrete security bounds for FO and REACT in the QROM. The “Underlying security”
column omits the one-time security of the underlying secret-key encryption(SKE) scheme for both FO
and REACT. €*%Y is the advantage of the reduced adversary against the security of the underlying
PKE. €% is the advantage against the security of the underlying SKE scheme. d is the number of
decryption queries. ¢ is the total number of random oracle queries. < is the min-entropy of the
ciphertext of the underlying PKE. n is the length of the hash value being one part of the ciphertext
of the achieved PKE.

Firstly, we define a class of PKEs called oracle-masked. This class contains the hybrid schemes
obtained by the FO transform and that by REACT transform.

One property of oracle-masked schemes is that the Preimage Awareness technique is applied in
their classical IND-CCA security proof in the ROM. More specifically, in the classical ROM proofs,
the reduction algorithm record queries to the random oracle while simulating it for the adversary. When
to reply to adversary’s decryption queries, the reduction algorithm learns the message the adversary
has interest in from the recorded random oracle queries.

Then we design the preimage extraction procedure Ugyi. This is a tool of applying Preimage
Awareness technique to the IND-qCCA security proof for oracle-masked schemes in the QROM. Fix a
public/secret key-pair, the original decryption oracle corresponds to a unitary operator CCA , and we
have [|(CCA —Ugy)|®)|| < O(1)-/n for one type of state |¢), where 1 depends on the concrete scheme.
As applications of this tool, we provide a tighter security reduction for unmodified FO transform than
the security reduction given by Zhandry, and give the IND-qCCA security proof for REACT transform
with a concrete bound.

1.2 Related work

Abstract frameworks were proposed to simplify the use of the compressed oracle technique in different
situations|[CMS19, CFHL21, DFMS22]. They formalize properties that are satisfied in the presence of
random oracle, and lift them to the quantum setting.

Particularly, Don et al. [DFMS22] have considered Preimage Awareness in a more general form.
Specifically, they define a simulator that simulates the random oracle and also allows the extraction



query, that is replied with the guess of the preimage of the query. They then prove that this simulation
of the random oracle is statistically indistinguishable from the real ones if some properties are satisfied.
In their security proof, the extraction query is restricted to be classical in the simulation. Therefore,
their results seem to be tailored for post-quantum security proofs, yet are not sufficient to prove the
IND-qCCA security.

2 Preliminaries

2.1 Notation

Denote M, C and R as key space, message space and ciphertext space, respectively. For a finite set X,

denote |X| as the number of elements X' contains, and denote x & X as uniformly choose a random
element z from X. [b =0'] is an integer, that is 1 if b = &’ and 0 otherwise. Pr[P : (] is the probability
that predicate P keeps true where all the variables in P are assigned according to the program in Q.

Algorithms take a security parameter A as input, and we omit it for convenience. A non-negative
function f()) is a negligible function if it is smaller than the inverse of any non-negative polynomial
p(A) for sufficient large A. Time(f) is denoted as the time complexity of an algorithm computing
function f.

2.2 Quantum Background

Here we only give some background on quantum computation and quantum information, and we refer
to [NCO02] for more discussion.

A quantum system (@ is a complex Hilbert space ¢ with an inner product (-|-), the notation ’|-)’
or ’(-|’ is called the Dirac notation. The state |¢) of quantum system () is a unit vector of Hg, it can
be a superposition of computational basis state {|z)}, like > a,|x). The norm of |[¢) is defined as
Il = /{(¥]). The tensor product Q1 ® Q2 of quantum systems @7 and Q2 is a composite quantum
system and the product state is [1)1) ® |1)2) € Q1 @ Q2 where |1)1) € Q1, |th2) € Q2. A transformation U
is called a unitary operation over H if UUT = UTU = I, where U is the Hermitian conjugate of U and I
is the identity operator over Hg. A measurement on a quantum system () are described by a collection
of measurement operators {M,, },, that satisfy the completeness equation ), M} M, = 1. One of
the most frequently used measurement is the computational basis measurement in which measurement
operator M, = |m){m/|, where m is a computational basis vector. Moreover, unitary operations and
measurements can be generally described by completely positive trace-preserving operations.

A quantum system with an exactly known state |¢) is said to be in a pure state. If a quantum
system whose state is a pure state [1);) with probability p;, then this quantum system is called in
a mixed state, that can be denote as {p;,|t;)};. In the quantum information theory, the statistical
behavior of the above mixed state can be described by a density operator p = 3. p;[¢;)(1;|. For
two density operator p and p’, the trace distance of them is denoted as D(p, p’), which measures the
statistical distance of the quantum information stored in state p and p'.

Quantum algorithms. A quantum algorithm A is a family of generalized quantum circuits {4, },
over a finite universal gate set. If A is an oracle algorithm, i.e., it has access to several different oracles,
then each of these oracles is modeled with one separate oracle gate. The size of a quantum circuit is
the number of gates it contains plus the number of input and output qubits. A is polynomial-time if
there is a polynomial p(-) such that the size of 4, is at most p(n) for every n. And we call A is an
efficient algorithm if A is polynomial-time.

For a quantum oracle algorithm A have quantum access to oracle O, suppose A starts with an
initial state |1)). We call A a unitary quantum oracle algorithm if it alternately queries oracle O and
applies a fixed unitary operation on the registers of A. And the final state of A can be represented by
U 0...U;0Ug|¢), where ¢ is the number of queries made by A and Uy, ..., U, are unitary operations
between queries. There is a well-known fact that, with simple preprocessing, any quantum oracle
algorithm A can be transformed into a unitary quantum oracle algorithm without increase the query
times.



2.3 Quantum Random Oracle Model

In the ROM, we assume the existence of the random oracle O : X — ), and O is publicly accessible

to all parties. For conceteness, let ) = {0,1}". O is initialized by choosing H & 1, where Qg is the
set of all functions from X to Y. In the QROM, quantum algorithms can query with superposition
states, and the oracle performs the unitary mapping |z, y) — |z,y ® O(z)) on the query state. Oracle
O also allows making classical queries. To query z, set the input and output state to be |z,0) and
measure it after querying O to obtain O(x).

Below, we introduce several tools for QROM, that are used in this paper. We begin with two ways
for the simulation of the random oracle in the QROM.

Theorem 1 ([Zhal5]). Let H be a function chosen from the set of 2q-wise independent functions
uniformly at random. Then for any quantum algorithm A with at most q queries,

Prlb=1:b+ AF()]=Prb=1:b« A°()].

The Compressed Oracle. Here we briefly introduce the compressed oracle technique, and we only
consider the Compressed Standard Oracles(CStO), one version of the compressed oracle, with query
number at most g. We refer to the full version of [Zhal9] for more details of the compressed oracle.

The core idea of the compressed oracle technique is the purification of the quantum-accessible
random oracle, and the purified oracle imperfectly records quantum queries to the random oracle.
In the QROM, the random oracle is initialized by uniformly sampling a function H from Qp. If
random oracle is queried with a quantum state |x,y), then the replied state is a mixed state and can
be represented as {p;, |x,y ® H;(x))}, where p; = 1/|Qg|, i = 1,...,|Qg|. This mixed state can be
purified to state 1/|Qu| > 4 |z, y® H(x), H), where |H) is the internal state of oracle O and H of |H)
is a truth table of function H.

Instead of a superposition state of H, CStO takes a superposition of database as its internal state
and simulates random oracle O. We denote this compressed oracle by CS5tOp, and database by D.
D is represented by an element of set (X x J)! where Y = Y U {L}, [ is the length of D. For any
x € X, if (x,y) exists as an entry of D, then (z,y) € D and D(x) = y. Otherwise, D(z) = L.
Denote |D| as the total number of x € X such that D(xz) # L. Then for any y € Y and D that
D(x) =L, |D| <, define DU (z,y) to be the database that DU (z,y)(z") = D(z') for any 2’ # x and
DU (z,y)(x) = y. Moreover, any D is written in the form of ((z1,y1),..., (zs,¥s), (0, L),...,(0, 1))
such that [D| =s <, 1 <22 < -+ < Zs.

For any z € X, define unitary StdDecomp, applied on the database state as below:

- For D that D(x) = L and |D| =1, StdDecomp,|D) = |D).

- For D that D(z) = L and |D| < I, StdDecomp,|D U (z,5,)) = |D U (x,3,)) for any r # 0,
StdDecomp, | D U (z, o)) = | D), StdDecomp, | D) = |D U (x, fo)),
where state |D U (z, 5,)) = 1/ﬁzy€y(—l)y'T|D U (z,y)) for any r € Y.

CStOp initializes a database state |(0, L)?) with length ¢.For any query to random oracle O, CStOp
does three steps: First, perform the unitary |x,y, D) — |z, y)StdDecomp_|D) in superposition. Next,
apply the map |z,y, D) — |2,y ® D(z), D). Finally, repeat the first step.

Theorem 2 ([Zhal9]). CStOp and random oracle O are indistinguishable for any quantum algorithm
A, e,
Prib=1:b AP =Prb=1:b+ A9()].

It is also observed that any quantum state on the database register is orthogonal to state |[DU(x, 5p))
in the simulation of CStOp. Therefore, the database state should be the superposition state of
|D U (z, Br)) for r # 0. This fact will be used later.

Semi-classical Oracle. For set X’ and S, define fs : X — {0, 1} to be an indicator function such that
fs(z) =1 if 2 € S and 0 otherwise. Then we define the semi-classical oracle O3 : X — {0,1}. For
any quantum query, O3¢ does the following steps. First, initialize a qubit T to be |0). Then evaluate
the mapping |z,0) — |z, fs(x)) in superposition. Finally, measure T in the computational basis and
obtain a bit b € {0,1} as its output.



Theorem 3 (Semi-classical O2H [AHU19]). Let S be a random subset of X, H : X — Y be a random
function, z be a random bitstring. And H,S,z may have arbitrary joint distribution. Let H\ S be an
oracle that on input x € X, first queries H(z) and then O%C (x). Let A be a quantum oracle algorithm
with query depth d. In the execution of AH\S(z), let Find be the event that (’)gc ever outputs 1. Then

Prb=1:b+ A7 ()] = Prb=1:b+« AH\S(Z)]‘ < 2\/(d +1) - Pr[Find : AF\S(z)].
The following theorem gives an upper bound for the probability that Find occurs.

Theorem 4 ([AHU19]). Let S C X and z € {0,1}*. And S,z may have arbitrary joint distribution.
Let A be a quantum oracle algorithm making at most d queries to Ogc with domain X. Let B be an

algorithm that on input z chooses 1 & {1,...,d} , runs AOgC(z) until (just before) the i-th query, and
then measures all query input registers in the computational basis. Denote by T the set of measurement
outcomes. Then

Pr [Find : A5 (2)| <4d-Pr[SNT £ @ : T + B(2)].

3 Preimage Extraction of the Oracle-Masked Scheme
In this section, we start by the formalization of a class of PKE scheme IT named the oracle-masked

scheme. Then we will introduce preimage extraction game Game3 A 1 for adversary A, and end this
IND-qCCA Ext

section with a theorem that bounds the difference between Pr{Game), 1y — 1] and Pr[Gamey,; —
1], where the definition of IND-qCCA security game Gamei\lg‘qCCA is shown in the Appendix A.

Definition 5. Let O be the random oracle with codomain Y, let II = (Gen, Enc®,Dec®) be o PKE
scheme relative to O. We say that I1 is an oracle-masked scheme if there exist deterministic polynomaial
time algorithm A1, Ao, As, Ay such that for any (pk, sk) < Gen, Enc® and Dec® are written in Fig la
and F'ig 1b, respectively. And tuple (A1, As, Az, Ay) is called the decomposition of 1.

Enc® (pk,m;r)
1z + Ai(pk,m,r) 3: ¢+ As(pk,z,y)
2: y:=0(x) 4: return c

(a) Algorithm Enc® using A; and A

Dec® (sk, c)

1: x + As(sk,c)
2:if x = 1, return L
3: else y := O(x)

d AQ(pk7xa y)
if ¢ # ¢, return L
else m < Ay(x)

7: return m

(b) Algorithm Dec® using Az, Az and Ay

Figure 1: Algorithm Enc® and Dec® of an oracle-masked scheme II

For oralce-masked scheme 11, parameter n of 11 is defined to be

n:= max |{y€Y:c=As(pk,As(sk,c),y)}/|V|
(pk,sk),

where (pk, sk) is generated by Gen and ¢ € C satisfies As(sk,c) # L.

Let IT be an oracle-masked scheme. For quantum adversary A in the security game Gamei\g'qCCA

in the QROM, it can query random oracle @ and decryption oracle Dec® both in superposition. Write
C and Z to denote the input and output register of the decryption query of A, respectively. Then we

introduce a new game Gamei 11, that is identical with Gamei\]g'qCCA except that random oracle O

is simulated by CStO. In game Gameiifﬁ, quantum queries to oracle O are recorded in the database
register D.



The decryption oracle Dec?k(-) in Gamei‘Ng'qCCA can be simulated by a unitary operator Upec

applied on register C' and Z, i.e., for any computational basis state |¢, z), Upe acts as follows:

e,z L) if ¢* is defined and ¢ = ¢*,
e, z @ DecS.(c)) else.

UDec|ca Z> = {

where c* is the challenge ciphertext in GamezNg_qCCA. In Game%‘ﬁ, the decryption oracle answers

queries in the same process as shown in Fig 1b. Since oracle O is simulated by CStO, the decryption
process in this game can be simulated by a unitary operator applied on register C, Z, D. We denote
this operator by Ugiy. Then by Theorem 2, Upe. and Ugiy,, these two simulations of the decryption
oracle are perfectly indistinguishable for any quantum adversary.

Notice that in the execution of algorithm Dec, A3 is computed first to obtain x and then As is
applied to check if ¢ = Ay(pk, 2, O(z)). Therefore, the query = to oracle O must be recorded in the
database D when Ugiy,, is used to simulate the decryption oracle. Now we design a new unitary to
reply decryption queries, and it is defined as follows.

Definition 6 (Preimage Extraction Procedure). Let I be an oracle-masked scheme, and (A1, As, Az, Ay)
be its decomposition. For any (pk, sk) of I, define unitary operation Ugy, as the preimage extraction
procedure of 11, applied on register C', Z, D as follows.

Ugxtlc, 2z, D) :

1. If the challenge ciphertext ¢* is defined and ¢ = c*, return |c,z & L, D).
2. Else if database D contains no pair (z, D(x)) such that As(pk,x, D(x)) = ¢, return |c,z® L, D).

3. Else, for each tuple (z,D(x)) satisfying As(pk,x, D(x)) = ¢, check if As(sk,c) = x and do the
following procedure:

(a) If a tuple (z, D(x)) passes this check', compute m = Ay4(x) and return |c, z ® m, D).
(b) Otherwise, return |c,z @ L, D).

The implementation of Ugy is shown in Appendiz B.

Compared with Ugjy, Ugyy extracts the preimage x of the function, that is determined by As and
pk, from the database D and does not need to compute the inverse function Az at first. And thus we
call Ugy a preimage extraction procedure. Then, for any oracle-masked scheme, a preimage extraction
procedure Ugy exists, and it can be used to reply to quantum decryption queries.

By the definition of Upy, for any computational basis state |¢, z, D), Ugys has no effect on |D), and
does not need to query to oracle O. Here we define a new game Game%’fﬁ named preimage extraction
game that differs from Gameiﬁiﬁ-} in the way to answer decryption queries: In game Game%’fﬁ, the
decryption procedure is implemented by preimage extraction procedure unitary Ugy¢ while that in
game Gameai% is implemented by unitary Usipy,.

Now we introduce two properties of Ugy; by the following lemmas, and their detailed proofs are
shown in Appendix C.

a quantum state on

Lemma 7. Fiz an oracle-masked scheme and a public/secret key pair. Let |1) be
)). Then

register C, Z, D, and |¢) is orthogonal to state ZC)Z)DJ Qe Dl 2, DU (z, Bo

1(Usim — Unxt)[9) || < 5v/7-

Lemma 8. Given any x € {0,1}*, unitary StdDecomp,, is performed on register D. For any quantum
state |) on register C, Z and D, we have

H(UExt o StdDecomp,, — StdDecomp,, o Ugy)|¥) || <71

Then we present Theorem 9 to bound the difference of the output distribution of game Gamefﬁ'qCCA

and Game';.

ISuch a tuple is unique, since ¢ determines the value of P3(sk, c).



Theorem 9. Let I1 be an oracle-masked scheme. For any quantum adversary A against the IND-qCCA
security of Il in the QROM, if A makes at most q decryption queries, then

|Pr] GameIND aCCA ) — Pr[Game; — 1]| < 5¢ - /1.

Proof. Given II and A, recall that game Gameiifﬁ is identical with game Gamefg'qCCA except that

the random oracle is simulated by C5tO. By Theorem 2,
Pr[GamefEB‘qCCA 1] = Pr[GameSlm — 1.
In the following, we prove that
|Pr] GameSim — 1] - Pr[GameEXﬂ — 1] < 5q - /1.

For any fixed (pk, sk), the decryption procedure in game GameS™ 2. and that in game Gamegﬂ are

implemented by unitary Ugi,, and Ugy, respectively.

For any i =1,...,q, define G; to be a game that is the same as GameSim until just before the i-th
decryption query of A, then replaces decryptlon procedure Ugjy, with UEXt Then game G; is game
GameEXt for A. We also denote game GameA 1 by Gg+1. For i =1,...,¢+ 1, denote by o; the final
joint state on the register of A and the database register in GG;. By the triangle inequality of the trace
distance, D(01,0441) < >0, D(04,0441).

Fix 1 < i < ¢q. Denote by p the joint state of A and the database register just before the i-th de-
cryption query. All the operations after i-th decryption query can be represented by a trace-preserving
operation, that is denoted by £. Since game G; and G, only differ in the i-th decryption procedure,
o; and 0,41, can be represented by o; = £(Usim pUJéim) and 0,41 = E(Ugxt pngt), respectively. And
we have D(0,0;11) < D(Ugim pUgim, Uggt pUTExt).

Here we give an upper bound for D(Ugim pU;im,UExt pUTExt). Let >, pjl;)(1;] be a spectral
decomposition of p. Then by the convexity of the trace distance,

D(Usim PUslm7 Ukxt PUEXt Z P Usim [¥;)(¥; |USIIH7 Z iUt [15) (1 |UExt)

< ZPJD(USimWﬁWﬂUSim»UExt|¢j><¢j|UExt < ijll Usim — Ugxt)[¥5) |-
J J
Note that before the i-th decryption query, the decryption procedure is Ug;, and A is simulated to be
Sim

in game Game3)'[;. Thus any pure state [¢);) in the spectral decomposition of p is in the form of the
superposition state in Lemma 7. Then by Lemma 7, ||(Ugim — Ugxt)|¥;)]| < 5,/7. Therefore, we have

D(0i,0541) <Y pj - [(Usim — Umst)[5) [ < Y pj - 5y =51
i j

and D(01,0441) < 21, D(04,0i11) < 5q - /0. This completes the proof. O

4 Application in the Quantum Security Proof

In this section, we apply Theorem 9 of the oracle-masked scheme to provide the IND-qCCA security
proof for FO and REACT transformation in the QROM, respectively.

4.1 FO: from OW-CPA to IND-qCCA in the QROM

The FO transformation combines a one-time (OT) secure secret-key encryption(SKE) scheme with a
well-spread OW-CPA secure PKE scheme to obtain an IND-CCA secure PKE in the random oracle
model. The definitions of the OW-CPA security for PKE, the well-spread property of PKE and the
OT security for SKE are given in Appendix A.

Let I1%%Y = (Gen®*¥, Enc®®¥, Dec*®?) be a PKE with message space M%*¥, randomness space R**Y
and ciphertext space C**Y. Let IT%Y = (Enc®¥, Dec®”) be a symmetric encryption scheme with key space
K*Y, message space M*Y and ciphertext space C*¥ = {0,1}". Let H and G be hash functions such
that

H:{0,1}* > R*, G:{0,1}* = K.

These hash functions are modeled as random oracles in the following security proof.



Definition 10. The hybrid scheme FO[I1**Y 115 H, G] = (Gen, Enc, Dec) obtained from the FO trans-
formation is constructed as follows.

1. Gen: The Key Generation algorithm runs Gen®®¥ and takes its output (pk,sk) as a public
key/secret key-pair.

2. Enc: The Encryption algorithm on input pk and message m picks 6 € M**Y uniformly, computes
d = Encgs (m), c=Ency?(5;H(d,d))
and outputs (c,d) as a ciphertext.
3. Dec: The Decryption algorithm on input sk and ciphertext (c,d) computes
6 = Decg;?(c), ¢ =Ency;”(d; H(6,d)).
If ¢ = ¢, compute m = Decg’(é)(d) and output m. Otherwise, output L.

Lemma 11. Assume that H is the random oracle and T1%%Y is v-spread, then FO[II**Y,11°Y, H, G| =
(Gen, Enc?  Dec?) is an oracle-masked scheme with n < 1/27.

Proof. We define deterministic polynomial-time algorithm A, As, A3 and A4 as follows.
- Ay takes 6 and m as input, evaluates k = G(6) and d = Enc;”(m), then outputs (4, d).

- Ay takes pk, (d,d) and y € R*Y as input, computes ¢ = Enc;;’(d;y), then outputs (c, d).

Aj takes sk and (c,d) as input, evaluates 6 = Deci;Y(c). If § # L, output (d,d). Otherwise,
output L.

- A4 takes (0,d) as input, computes k = G(8) and m = Dec;”(d), then outputs m.

It can be verified that with the above four algorithms, Enc? and Dec” are written as in Definition 5.
Then FO[II?sY, 11*¥, H, G] is an oracle-masked scheme.
By the definition of 1, we obtain n of FO[II**¥ TI°¥, H, G] as below.
n= max |{r e R™Y: c=Enc’(Dec’(c);r)}|/|R*Y|
(pk,sk), c P
where (pk, sk) is generated by Gen and ¢ € C*V satisfies Dec??(c) ¢ L, i.e., Dect?(c) € MY,
On the other hand, for any (pk, sk) generated by Gen and m € M we have

max
ceCasy

{r e R*Y: ¢ =Ency (m;r)}|/|[R*™Y| < 1/27

due to the ~y-spread property of I1%*¥. Therefore, n < 1/27.
O

Note that hash function G can be replaced with any function, which is accessed by an oracle. Then
algorithm A; and A4 become oracle algorithms denoted by A and A, respectively. In this case, the
notions in Definition 5 still work, and Theorem 9 holds.

As shown in Lemma 11, the hybrid scheme FO[II#$¥ 11°¥ | H, G] obtained from the FO transforma-
tion is an oracle-masked scheme. Then we use Theorem 9 of the oracle-masked scheme to prove the
IND-qCCA security of FO[II**Y TI*¥ H, G].

Theorem 12. Assume that 11*%Y is y-spread, for any adversary against the IND-qCCA security of
scheme 11 = FO[II**Y, 11V, H, G|, making at most qp quantum queries to the decryption oracle, at
most qg quantum queries to random oracle H and at most qq quantum queries to random oracle G,
there exists an adversary Aqsy against the OW-CPA security of 11**Y and an adversary Ag, against
the OT security of II*Y such that

} 12 B _
AV < gp - = +2d+ 1) AdvQVGER, +4d - AdvQVRE, + AdVST 1,

< Nl
where d = qp + qu + 2q¢, Time(A,) = Time(A,sy) ~ Time(A) + O (d* + qu - gp - Time(Enc®Y)).



Proof. Denote by Qp and Q¢ sets of all functions H : {0,1}* — R*¥ and G : {0,1}* — K%,
respectively. The input and output register of the decryption query of A are denoted by C and Z,
respectively. Define Game 0 to be game Gamefﬁ’qCCA. In the following, we will introduce a sequence
of games to bound the difference between 1/2 and the probability that Game 0 outputs 1. By the

definition of Game 0, we obtain

1
Pr[Game 0 — 1] — 3| = Advi\fg_qCCA. (1)

Game 0:

1: G & Qg HE Qp, 60 & Masv, (pk, sk) + Gen

2: (mg,my) « AHGDecor (p)

3: b <5 {0,1}, d* = Encllj;., (my), ¢* = Encly? (5% H(5%,d*))
4: b « AH.GDecy, (pk, c*)

5: Return [b = V']

From Game 1 begin, random oracle H is simulated with CStO and its database register is denoted
as D. This change is undetectable for A by Theorem 2.

Game 1: In this game, we replace the decryption oracle in Game 0 with oracle CCA;. When to
reply to decryption queries, CCA; performs the preimage extraction procedure of II. The construction
of CCA; is shown in Appendix B.1.

It is obvious that Game 1 is the preimage extraction game Gameg’fﬁ. Then by Theorem 7, we
obtain |Pr[Game 0 — 1] — Pr[Game 1 — 1]| < 5gp - /7] for any fixed G € Q. Therefore,

|Pr[Game 0 — 1] — Pr[Game 1 — 1]| < 5¢p - /7] (2)

where variable G both in Game 0 and Game 1 are sampled from ¢, uniformly.
Note that as presented in Appendix B.1, the preimage extraction procedure of IT and CCA; is
constructed without sk. Starting from Game 1, sk is no longer used to reply to decryption queries.

Game 2: We change oracle CCA; by CCA;. CCA, is defined as follows. Before the challenge query,
CCA; acts the same as CCA;. After that, CCAs answers the decryption query in three steps:

1. Perform unitary StdDecomp ;- 4+) to register D.
2. Apply CCA; on register C, Z and D.
3. Apply StdDecomps- 4y to register D a second time.

By the definition of CCAsq, we only analyze the difference between CCA; and CCA; in the case
that the challenge ciphertext has been determined. Observe that if we flip the order of the last two
steps of CCA5, then Std Decomp((;*,d*) oStd Decomp(é*,d*) is an identity operator and in this way, CCAs
performs identically as CCA;.

Then by Lemma 8, for any joint state p of A and the database, D(CCAlpCCAI, CCAngCAg) <
Vn <7/ V27, At most ¢p decryption queries are made after the challenge query, and then by the

hybrid argument,

7
| Pr[Game 1 — 1] — Pr[Game 2 — 1]| < gp - —— (3)

otk
Game 3: In this game, we change the way to answer random oracle queries in some cases. Let F be
a constant zero function with quantum access. When random oracle H or G is queried by A or G is
applied in the process of CCA,, we perform E and then perform the random oracle.
Since F is a constant zero function, the random oracle query does not change after performing F,
and we have
Pr[Game 2 — 1] = Pr[Game 3 — 1]. (4)

Game 4: In this game, the only change is that semi-classical oracle OEC is applied before each query
to E, and set § := {0*,0%|-}.



Let z = 0%, and B®(6*) be the algorithm that simulates Game 3. Then we have

Pr[Game 3 — 1] = Pr[b = 1: b« BZ(5%),5" & Mo,
Pr[Game 4 — 1] = Pr[b = 1 : b« BE\S(6%),5* & Moy,
Pr[Find : Game 4] = Pr[Find : BF\5(§%), 6* & M.
B makes at most d = qi + q¢ + 2gp queries to F.
- F is queried each time H or G is queried.
- A makes at most ¢y queries to H and at most go queries to G.

- A makes at most ¢p decryption queries, and CCAj3 requires 2 queries to G for each decryption
query (c,d): If ((do,do),y) € D satisfies dy = d and Enc,;”(do;y) = ¢, one query to G is needed
when computing Decg( 5) (d), and another one query is to uncompute G(dp).

Let d = qg + q¢ + 2g9p, then we apply Theorem 3 to obtain

| Pr[Game 3 — 1] — Pr[Game 4 — 1]| < 21/(d + 1) Pr[Find : Game 4]. (5)

Furthermore, the database state on (6*,d*) is not disturbed by the decryption process of CCA4
until Find occurs, which is analyzed as follows. Notice that if Find does not occur, then A has never
queried (6*,d*) to H, which implies that the database of H does not record (6*, d*) until Find occurs
or H is queried by (6*,d*) when producing the challenge ciphertext. And we only care about the
latter situation: It is apparent that the database state on (6*,d*) is not disturbed by CCA4 before the
challenge query. Then we argue that the database state on (6%, d*) is not disturbed by CCAs after the
challenge query as follows.

For decryption query (c,d) after the challenge query, CCAs outputs L if d # d*. Then we assume
d = d*. In this case, CCAy computes the value of H(6*,d*) through unitary StdDecomps. 4« and
tests if Enc)p (6% H(6*,d*)) = c. However, by the correctness of 1%, Enc ;Y (6*; H(d*,d*)) = ¢ only
when ¢ = ¢*, in which case CCAg outputs L.

Game 5: In this game, oracle CCAs is replaced with oracle CCA3. CCAgj is defined as follows. Before
the challenge query, CCAj acts the same as CCA;. After that, CCAg3 performs the preimage extraction
procedure of IT but the database state on (§*,d*) is not involved in this procedure.

Before the challenge query, oracle CCA; and CCAj3 act the same by their definitions. In the
following, we consider the case when the challenge query has happened.

After the challenge query, (0*,d*) is recorded in the database. In the process of CCAq, H(5*,d*)
is computed to test if Enc,;”(6*; H(¢*,d*)) = c. But as analyzed in Game 4, H(0*,d") fails that test
in each process of CCAs. Therefore, unitary StdDecomp ;. 4y in the first and last step of CCA2 and
that test can be removed from the process of CCAs and the modified CCA5 has the same effect as
CCA,. By the definition of CCAg, the modified CCAj is exactly oracle CCA3 and thus we obtain

Pr[Find : Game 4] = Pr[Find : Game 5], (6)
Pr[-Find A Game 4 — 1] = Pr[-Find A Game 5 — 1]. (7)

Moreover, it is clear that the database state on (6*,d*) will not be disturbed by the decryption proce-
dure of CCAj3.

Game 6: In this game, we pick k* € K% and r* € R*Y uniformly and use them to compute
d* = Ency¥(myp) and ¢* = Enc,;’(6*;7*) when producing the challenge ciphertext (c*,d*).

In Game 5, H(6*,d*) and G(6*) is used to produce (c¢*,d*), and they are replaced by k* and
r* in Game 6. If Find does not occur, then random oracle G has never been queried by §* except
for producing the challenge ciphertext and thus G(6*) is uniformly random in A’s view. H(6*,d*) is
uniformly random in A’s view for two reasons: Firstly, the fact that Find does not occur means that
A has never queried (6*,d*) to H. Secondly, the database state on (6*,d*) is not disturbed by the
decryption process of CCA3. Therefore, it is undetectable for adversary A to produce the challenge

*
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ciphertext with uniformly chosen r; € K%Y and ro € R**Y. Then the view of A in Game 5 and that
in Game 6 are identical until Find occurs. Thus, we have

Pr[Find : Game 5] = Pr[Find : Game 6], (8)
Pr[—Find A Game 5 — 1] = Pr[-Find A Game 6 — 1]. 9)

Game 7: In this game, we change oracle CCA3 back to CCA;.

If Find does not occur, (6*,d*) is not recorded in the database of H. In this case, oracle CCA;
and CCAj3 act the same by their definitions. Therefore, Game 6 and Game 7 are perfectly indistin-
guishable for A until Find happens. Thus,

Pr[Find : Game 6] = Pr[Find : Game 7], (10)
Pr[-Find A Game 6 — 1] = Pr[-Find A Game 7 — 1]. (11)

Then by equation (6), (7), (8), (9), (10) and (11),

Pr[Find : Game 4] = Pr[Find : Game 7], (12)
Pr[-Find A Game 4 — 1] = Pr[-Find A Game 7 — 1]. (13)

By equation (13),
|Pr[Game 4 — 1] — Pr[Game 7 — 1]| = |Pr[Find A Game 4 — 1] — Pr[Find A Game 7 — 1]|.
Combines this equation with equation (12), and we obtain
|Pr[Game 4 — 1] — Pr[Game 7 — 1]| < Pr[Find : Game 7]. (14)

Lemma 13. There exists a quantum adversary Asy invoking A such that
1 oT
Pr[Game 7 — 1] — 3| = Advy] ey (15)

and Time(A,) ~ Time(A) + O((qu + qc + 2qp)* + qu - qp - Time (Enc®*Y)).

Proof. A quantum algorithm A, that runs A and breaks the one-time security of II*¥ is constructed
as follows:

A,y generates (pk, sk) < Gen, picks §* & M and simulates Game 7 for A. Random oracle G
is simulated by a 2(gqg + 2¢p)-wise independent function, and other oracles used in Game 7 can be
implemented efficiently by A,,. For A’s challenge query (mg,m1), Asy sends it to the challenger in
Gamegi,nsy. After receiving d*, A, picks r € R*¥ uniformly, then computes ¢* = Enc;;”(6*;7) and
sends (c*,d*) back to A. After receiving b’ from A, Ay, output ¥'.

From the construction of A, the view of A invoked by A, is identical with that in Game 7, and
the output of A, is correct if and only if A guesses correctly. Thus we have Pr[GamegsTwnsy —1] =
Pr[Game 7 — 1] and

1 1
Pr[Game 7 — 1] — 2‘ = Pr[Gameginsy — 1] - 3| = AdvQT ..

Denote by T the time needed to simulate oracle O, then the running time of B is given by
Time(B) = Time(A) + Tg + Ty + Tcca,, where Tg = O ((qG —|—2qD)2)7 Ty = O(q%[)7 Tcca, =
O(qp - qpr - Time(Enc®?)) by Appendix B.1.

O
Lemma 14. There exists a quantum adversary Aqsy tnvoking A such that
Pr[Find : Game 7] < 4d - Adv" 1, (16)

and Time(Agsy) =~ Time(A) + O((qu + gc + 29p)? + qu - qp - Time (Enc®??)).

11



Proof. Define B9 asa quantum oracle algorithm that on input pk, ¢*, runs A and simulates Game 7
for it. Then we have Pr[Find : Game 7] = Pr[Find : BOS® (pk,c*)], where ¢* = Encg;?(0%), 6* is
sampled uniformly from M%*¥. As analyzed in Game 5, B makes at most d = gy + g5 + 2¢p queries,
then by Theorem 4,

Pr[Find : BOS (pk,¢*)] < 4d - Pr[(6,d) € S : (5,d) < D(pk,c*)].

Here D is a quantum algorithm invoking B. On input (pk,c*), D chooses i & {1,...,d}, runs
BOs° (pk, c*) until (just before) i-th query of B, and then measures the state on the input register of
03¢ and obtains (8, d). Note that the running time of D and that of B are almost the same.

Because S = {6%,0%||-}, (4,d) € S is equivalent to 6 = §*. Then D can also be considered as a
quantum algorithm A, that breaks the OW-CPA security of 11°Y. Therefore,

Pr((8,d) € S : (8,d)  D(pk,c*)] = Pr[s = 6" : (6,d) + D(pk,c*)] = Advq" G,

The running time of B is Time(B) = Time(A) 4+ T + Ty + Tcca, , where T = O ((g¢ + 2gp)?),
Ty = O0(¢%), Tcea, = O(qp - qu - Time(Enc®Y)). O

Combining equation (5), (12), (14), (15) and (16), we obtain
1 : .
Pr[Game 3 — 1] — 2‘ < 2d- /AR, +4d - AdvQV TR, + Adv]T . (17)

Summarizing equation (1), (2), (3), (4), and (17), we have

] 12 - :
Adv 99N <qp - =+ 2d- AdvWV T, +4d - AdvQY TR, + AdvET .

V27
O

Furthermore, compared with Zhandry’s proof for FO transform, we notice that oracle CCA; in this
proof acts the same as the decryption procedure defined in Hybrid 4 in his proof for ciphertext (¢, d)
such that ¢ # ¢*. And by Theorem 9, we can prove that any polynomial time quantum adversary
distinguishes Hybrid 1 from Hybrid 4 with a negligible probability. On the other hand, by equation (2),
it seems unnecessary to restrict that the decryption oracle outputs L directly for ciphertext (¢, d) such
that ¢ = ¢*. Thus Hybrid 1 can be removed from his reduction, which contributes a tighter security
reduction.

4.2 REACT: from OW-qPCA to IND-qCCA in the QROM

Let 1Y = (Gen®®?, Enc*®Y, Dec®®") be a PKE with key space K**¥, message space M**¥ randomness
space R%Y and ciphertext space C**Y. Let II*¥ = (Enc®¥, Dec®”) be a symmetric encryption scheme
with message space M?®Y, ciphertext space C*Y, key space K®*¥. Let H and G be hash functions such
that

H:{0,1}* —»{0,1}", G:{0,1}" —» R*.

Definition 15. The hybrid scheme REACT[II*Y 1I*¥, H,G] = (Gen, Enc, Dec) obtained from the
REACT transformation is constructed as follows.

1. Gen: The Key Generation algorithm runs Gen®*Y and takes its output (pk, sk) as a public/secret
key pair.

2. Enc: The Encryption algorithm on input pk and m € M®Y picks R & MYy & RY,
computes
c1 = Enc Y (Rir), co= EncsGy(R)(m), c3 = H(R,m,cy,c2)

and outputs (c1,ca,c3) as a ciphertext.

12



3. Dec: The Decryption algorithm on input sk and (c1,ca,c3), computes
R =Dec¥(c1), m= Decéf’(R)(CQ), ¢y = H(R,m,c1,ca).
IfR=1 orm= 1, output L. Else if ¢4 = c3, output m. Else, output L.

Lemma 16. Let H be the random oracle, then REACT[II?*Y, 11, H,G] = (Gen, Enc”, Dec) is an
oracle-masked scheme with n =1/2".

Proof. We define deterministic polynomial time algorithm A, As, A3 and A4 as follows.

- Ay takes pk, R, r and m as input, evaluates ¢; = Encgzy(R; r), k = G(R), ¢c2 = Enc;’(m), and
then outputs (R, m, ¢, c2).

- A, takes (R,m,c1,c2) and y € {0,1}" as input, defines c3 := y, then outputs (c1, ¢z, ¢3).

- Aj takes sk and (cq,ca,c3) as input, computes R = Dec;?(¢1). If R = L, output L. Else,
compute k = G(R) and m = Dec}”(cz). If m = L, output L. Otherwise, output (R, m,c1,¢2).

- A4 takes (R, m,c1,c2) as input and outputs m.

We can verify that with four algorithms defined as above, Enc? and Decl are written as in
Definition 5. And thus II is an oracle-masked scheme and tuple (A1, Ao, Az, Ay) is II’'s decomposition.
By the definition of 7,

n= max 1/2" - |{y € {0,1}" : (c1, ¢, c3) = Aa(pk, As(c1, e, ¢3),9)}|

(pk,sk), (c1,c2,c3)
= max /2™ € {0,1}" : ¢c3 = =1/2"
(pk,sk), (c1,c2,c3) / |{y {0.1} 3 y}| /
where (pk, sk) is generated by Gen and (c1, c2,c3) € C*Y x C%Y x {0, 1}™ satisfies As(sk,c1,ca,c3) # L.
O

Theorem 17. For any adversary A against the IND-qCCA security of Il = REACT[II**Y,11°Y, H, G|
in the QROM, making at most qp queries to the decryption oracle, at most qa queries to random oracle
G and at most qu queries to random oracle H, there exists an adversary Aqsy against the OW-qPCA
security of I1**Y and an adversary Asy against the OT security of II°Y such that

] 12 - ]
AdvIR 9 < g - N RECRE AdvQV RS + 4d - AdvQVROS + AdvQT .

where d = qu + qc + 2qm - qp, Time(Asy) = Time(A,sy) ~ Time(A) + O(d?).

Proof. Denote Qp and Q¢ as sets of all functions H : {0,1}* — {0,1}" and G : {0,1}* — R,
respectively. The input and output register of the decryption query of A are denoted by C' and Z,
respectively. The proof of the IND-qCCA security of REACT transformation follows a proof outline
for FO transformation as in the proof of Theorem 12, and thus we only give a brief analysis here.
Let Game 0 be game Gamefg'qCCA. We then introduce a sequence of games to bound the

difference between 1/2 and the prof)ability that Game 0 outputs 1.

1
Pr[Game 0 — 1] — 3| = Advi\fg'qCCA. (18)

Game 1:

1 HE Qp, GE Qg (pk, sk) < Gen™Y, R* & Mosv, p+ & Rasy

. (mo, my) < AT Decsk (p)

b {0,1}, ¢f = Enc,;(R*;1%), 5 = EncZ%’(R*)(mb), cs = H(R*,m},c},c5)
DY AHGDect (pl (ck, ch, ch))

: return[b = ']

U As WN
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Starting from Game 1, random oracle H is simulated with CStO and its database register is
denoted as D.
Game 1: In this game, we replace the decryption oracle in Game 0 with oracle CCA;. When to
answer decryption queries, CCA; applies the preimage extraction procedure of II. The construction
of CCA; is shown in Appendix B.2. Note that as presented in Appendix B.2, the preimage extraction
procedure of IT and CCA; is constructed by invoking oracle PCA4(+), instead of using sk directly.
Since Game 1 is the preimage extraction game Game%’ffh we apply Theorem 9 to obtain

5
\/on

| Pr[Game 0 — 1] — Pr[Game 1 — 1]| < gp - (19)

by similar analysis performed in the proof of Theorem 12.

Game 2: In this game, we replace oracle CCA; with CCA5. Define CCA, as follows. Before the
challenge query, CCA, acts the same as CCA;. After that, CCAs replies to the decryption query in
three steps:

1. Perform unitary Sthecomp(R* 5) to register D.

*
sy, Cq €

2. Apply CCA; on register C, Z and D.

3. Perform StdDecomp - 1, o= cx) to Tegister D again.

Oracle CCA; and CCA; differs only after the challenge query happens. In this case, CCA; and
CCA3 has the same effect on register C', Z and D if StdDecomp g ,,, 1 ) and CCA; are commutative.
Lemma 8 implies that unitary StdDecomp g ,,, ox ozy commutes with CCA; with a loss, and thus
D(CCAlpCCAJ{, CCAngCAg) < 7,/n = 7/v2" holds for any joint state p of A and database. Further,

adversary A issues at most gp decryption queries after the challenge query, and then by the hybrid
argument, we obtain

7
Voo

Game 3: We change the process of replying random oracle queries: When random oracles are queried
by A or oracle G is applied in the process of CCA,, we perform E and then perform the random oracle,
where E is a constant zero function with quantum access. Then we have

| Pr[Game 1 — 1] — Pr[Game 2 — 1]| < gp -

(20)

Pr[Game 2 — 1] = Pr[Game 3 — 1]. (21)

Game 4: In this game, the only change is that semi-classical oracle O2¢ is applied before performing
E, where set S := {R*, R*||- || - || }.
F is queried at most qg + qg + 29y - ¢p times in Game 5:

- FE is queried each time H or G is queried.
- A makes at most gy queries to H and at most gg queries to G.

- A makes at most ¢p decryption queries, and CCAj5 requires at most 2qg queries to G for each
decryption query (c1,ca,c3): At most gg queries is needed to check if any ((R,m,c},ch),y) € D
matches with (c1,¢2,¢3), e, y = ¢3, ¢} = c1, ¢ = ¢z, Decp?(c}) = R and Decgp (ch) = m.

Another gy queries is to uncompute these checks.

Let d = qg + 9¢ + 291 - ¢p- By applying Theorem 3, we obtain

| Pr|Game 3 — 1] — Pr[Game 4 — 1]| < 2+/(d + 1) Pr[Find : Game 4]. (22)

If Find does not occur, CCAg will not disturb the database state on (R*,my,c},c3) by similar
arguments in Game 4 in the proof of Theorem 12.

Game 5: In this game, oracle CCA; is replaced with oracle CCA3. Oracle CCAs and CCAj differs

only after the challenge query happens. In this case, CCAj3 applies the preimage extraction procedure
of IT but the database state on (6*,d*) is not involved in this procedure.

14



If Find does not occur, oracle CCAy and CCAj3 acts identically. Thus,

Pr[Find : Game 4] = Pr[Find : Game 5], (23)
Pr[-Find A Game 4 — 1] = Pr[-Find A Game 5 — 1]. (24)

Game 6: In this game, we pick k* € K% and ¢§ € {0,1}" uniformly. We use them to produce the
challenge ciphertext (¢}, ¢}, c3) instead of using G(R*) and H(R*, m{,c},c3).

A has never queried (R*,my,c},c5) to H until Find occurs. Furthermore, CCA3 will not disturb
the database state on (R*, myp, ¢}, c3) and thus H(R*, myp, ¢}, c3) is uniformly random in A’s view. On
the other hand, if Find does not occur, then G has never been queried by §* except for producing the
challenge ciphertext, which means that G(R*) is uniformly random in A’s view. Thus, it is undetectable
for adversary A to produce the challenge ciphertext with uniformly chosen k* € K%Y and ¢ € {0,1}".
Hence,

Pr[Find : Game 5] = Pr[Find : Game 6], (25)
Pr[-Find A Game 5 — 1] = Pr[-Find A Game 6 — 1]. (26)

Game 7: In this game, we turn oracle CCA3 back to CCA;.
If Find does not occur, (6*,d*) is not recorded in the database of H both in these two games. In
this case, oracle CCA; and CCAj3 act the same by their definitions. Therefore, we have

Pr[Find : Game 6] = Pr[Find : Game 7], (27)
Pr[—Find A Game 6 — 1] = Pr[-Find A Game 7 — 1]. (28)

Then by equation (23), (24), (25), (26), (27) and (28), we obtain
Pr[Find : Game 4] = Pr[Find : Game 7| (29)

and
|Pr[Game 4 — 1] — Pr[Game 7 — 1]| < Pr[Find : Game 7]. (30)

Lemma 18. There exists a quantum adversary As, invoking A such that
1
Pr{Game 7 — 1] — | = AdvQT ., (31)

and Time(Asy) ~ Tlme(A) +0 ((QH +qc + 2qH - QD)2) .

Proof. A quantum algorithm A, that runs A and breaks the one-time security of II*¥ is constructed
as follows:

A, generates (pk, sk) <— Gen, picks R* & M and simulates Game 7 for A. Random oracle G is
simulated by CStO, and other oracles used in Game 7 can be implemented efficiently by A,,. When
A makes challenge query (mg,m1), Asy sends it to the challenger in Gameginsy. After receiving
c¢*, Agy picks r* € R*Y and c; € {0,1}" uniformly, then computes ¢ = Enc,;?(R*;7*) and sends
(¢}, c*, c3) back to A. After receiving b’ from A, A, output b'.

By the construction of A, the view of A invoked by Ay, and that in Game 7 are identical, and
the output of Ay, is correct if and only if A guesses correctly . Thus we have Pr[Gameg;ersy —1] =
Pr[Game 7 — 1] and ‘

1 1
Pr[Game 7 — 1] — 2‘ = Pr[Gameg;ry_’Hsy — 1] - 3| = Advgz’nw.

Moreover, the running time of B is Time(B) = Time(A) + T¢ + Ty + Tcca,, where Tg =
O ((4c +2an - qp)?), Trr = O(a3;), Teca, = Olgp - qmr) by Appendix B.2.

O
Lemma 19. There exists a quantum adversary Aqsy tnvoking A such that
Pr[Find : Game 7] < 4d - Advy" 405 (32)

and Time(A,sy) ~ Time(A) + O (¢ + g6 + 291 - 4p)?) .-
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Proof. Define B9 asa quantum oracle algorithm that on input pk, ¢*, runs A and simulates Game 7
for it. Then we have Pr[Find : Game 7] = Pr[Find : BOS® (pk,c*)], where ¢* = Enc)”(R*), R* is
sampled uniformly from M%%¥. As analysis in Game 5, B makes at most d = gy + q¢ + 295 - qp
queries, then by Theorem 4,

Pr[Find : BOs° (pk,c*)] < 4d-Pr[(R,m,c1,¢c2) €S : (R, m,c1,c2) < D(pk,c”)].

Here D is a quantum algorithm invoking B. On input (pk,c*), D chooses i & {1,...,d}, runs

BOs° (pk, c*) until (just before) i-th query of B, and then measures the state on the input register of
03¢ and obtains (R, m,c1,cz). Note that the running time of D and that of B are almost the same.

By the definition of S, (R,m,c1,c2) € S is equivalent to R = R*. Then D can also be considered
as a quantum algorithm A, that breaks the OW-qPCA security of I1**¥. Therefore,

Pr[(R,m,c1,c2) € S: (6,d) < D(pk,c*)] =Pr[R= R" : (R,m,c1,c2) + D(pk,c*)] = Adv OW qlﬁ’ﬁi}

The running time of B is Time(B) = Time(A)+T¢+Tu+Tcca,, where Te = O ((g¢ + 291 - qp)?),
Tu = O(¢%), Taca, = O(ap - qu)-
U

Combining equation (22), (29), (30) (31), and (32),

1
PrGame 3 1] - 3| < 20+ 1) ACSEEE a0 AGSYTE + A0S (3

Finally, we summarize equation (18), (19), (20), (21), and (33), and obtain

12
Advi 99 < qp - Voo 2(d+ 1) - \/AdVR Y + 4d - Adv VTS + AdvRT .,
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A Cryptographic Primitives and Security Definitions

Definition 20 (Secret-key encryption scheme). A secret-key encryption scheme II consists of a pair
of polynomial-time (in the security parameter \) algorithms (E, D).

1. E, the encryption algorithm, on input a message m and a key k outputs a ciphertext c.

2. D, the decryption algorithm, on input a ciphertext ¢ and a key k outputs either a message m or
a special symbol L if ¢ is invalid.

Definition 21 (One-time security). Given secret-key encryption scheme Il = (E,D) and adversary A,
we define Gameg’TH(l’\) in the following:

1. Query: Adversary A chooses two messages mg, m1 with the same length, and sends them to the

challenger. The challenger chooses b & {0,1}, computes ¢ = E(k,mp) and returns it to the
adversary.

2. Guess: Adversary A outputs a guess V', if b’ = b, output 1.

Advg?ﬁ()\) = Pr[Gameg}I(l)‘) 1] - %

IT = (E, D) is one-time secure if for any quantum polynomial time adversary A, there exists a negligible
function negl(-) such that AdVg:lf—[(/\) < negl(A).

Definition 22 (Public-key encryption scheme). A public-key encryption scheme I consists of a triple
of polynomial-time (in the security parameter \) algorithms (Gen, Enc, Dec).

1. Gen, the key generation algorithm, on input 1* outputs a public/secret key-pair (pk, sk).
2. Enc, the encryption algorithm, on input a public key pk and a message m outputs a ciphertext c.

3. Dec, the decryption algorithm, on input a secret key sk and a ciphertext ¢ outputs either a
message m or a special symbol L if c is invalid.
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Definition 23 (v-spread). A public-key encryption scheme Il is y-spread (for \) if for any pk produced
by Gen(1?) and any message m,

cer?o%{}* Pr[c + Enc(pk,m)] < et
Especially, the encryption scheme 11 is well-spread if v = w(log(N)).

Definition 24. We say a function H : {0,1}™ — {0,1}" has min-entropy k if
—log max Prly=H(z):x & {0,1}"] = k.
ye{0,1}"
Definition 25 (OW-CPA security). Given a public-key encryption scheme II = (Gen, Enc, Dec) and

adversary A, we define Gamegfﬁ'cm‘(l’\) in the following:

1. KeyGen: The challenger runs Gen(1*) to obtain (pk, sk), then sends pk to adversary A.

2. Challenge query: The challenger chooses m* & M, computes c* < Enc(pk, m*), and then sends
c* to adversary A.
3. Guess: Adversary A produces a guess m. The challenger outputs [m* = m].

Define the advantage of adversary A in Gameg}ﬁ'CPA(l’\) as

AV OPA(N) = Pr{GameR 'y 9 (1%) — 1]

IT = (Gen, Enc, Dec) is OW-CPA secure if for any quantum polynomial time adversary A, a negli-
gible function negl(-) exists such that Advg’vg'CPA()\) < negl(\).

Definition 26 (OW-qPCA security). Given a public-key encryption scheme I = (Gen, Enc, Dec) and
adversary A, we define Gamei%'qPCA(lk) in the following:

1. KeyGen: The challenger runs Gen(l’\) to obtain (pk, sk), then sends pk to adversary A.

2. Challenge query: The challenger chooses m* & M, computes c* < Enc(pk, m*), and then sends
c* to adversary A.

3. Guess: Adversary A queries oracle PCAg(+,-) with superposition state, where PCAg(+,+) is an
oracle that takes input (m,c) and outputs [m = Dec(sk,c)]. Finally, adversary A produces a
guess m. The challenger outputs [m* = m].

Define the advantage of adversary A in Gameg%'qPCA(l’\) as

Adv TR () = Pr[Game] i A (1) — 1.

IT = (Gen, Enc,Dec) is OW-qPCA secure if for any quantum polynomial time adversary A, a

negligible function negl(-) exists such that Advg?ﬁ_qPCA () < negl(A).

Definition 27 (IND-qCCA security). Given a public-key encryption scheme Il = (Gen, Enc, Dec) and
adversary A, we define Gameﬁ\fg'qCCA(l’\) as follows:

1. KeyGen: The challenger runs Gen(1*) to obtain (pk,sk) and sends pk to A.

2. Query: The adversary A is allowed to make the following two types of queries:

(a) Challenge query: The adversary A chooses a pair of message (mg, my) with the same length
and sends them to the challenger. The challenger computes ¢* = Enc(pk, my), and returns
it to adversary A.

(b) Decryption queries: Suppose challenge query is ¢*, and adversary A makes a quantum query
to the function CCA, where CCA is defined as follows.

il if the challenge query has happened and ¢ = c*,
Dec(sk,c) otherwise.

CCA(c) = {
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3. Guess: The adversary A produces a quess b'. If b/ =b, output 1.

Define the advantage of adversary A in Gamei\fg'qCCA(lA) as

1
AV O () 1= PriGamel @O (1) 1] - o

IT = (Gen, Enc, Dec) is IND-qCCA secure if for any quantum polynomial time adversary A, there
exists a negligible function negl(-) such that Advg\g‘qCCA(A) < negl(}).

B The implementation of Ugy

Let O be the random oracle with codomain ). Let II be an oracle-masked scheme relative to O, and
tuple (A1, Ag, A3, Ay) be the decomposition of II. And (pk, sk) determines unitary Upyt by definition 6.

To implement Ugy, we first give some notations, then introduce algorithm Extract, as a primitive
of Ugy, and finally give the implementation of Ugyg.

As is shown in definition 6, O is simulated by CStO and we introduce two definitions related to
database D: For any c¢ € C, a completion in D is a pair (z,y) € D such that As(pk,z,y) = ¢ and
As(sk,c) = z. Define D, to be the subset of D such that Ay(pk,z,y) = ¢ for any (z,y) in D.. Then
any completion of ¢ in set D is necessarily in set D.. Note that D contains at most one completion of
¢, since ¢ determines Az (sk, c).

Define relation R4 (pk, sk) and Ra(pk, sk) for any (pk, sk) of II as below.

Ri(pk, sk) := {(z,¢) € X xC: Ty € Y s.t. As(pk,x,y) = ¢},

Ro(pk, sk) == {(z,c) € X x C: As(sk,c) =z}

where X is the output space of algorithm A;. And we give the definition of the verification oracle
V(pk, sk,-,-) of II. V(pk,sk,-,-) takes input (z,¢) € X x C and outputs a bit b € {0,1}. For any
(z,c) € Ri(pk, sk), V(pk, sk,x,c) = 1 if and only if (z,c) € Ro(pk, sk).

Next, we define a classical algorithm Extract. Extract takes pk, sk, ¢ and D as input. It looks
for a completion of ¢ in D. If a completion (z,y) € D is found, Extract outputs (1,z). Otherwise, it
outputs (0,0).

Then we give a construction of Extract relative to oracle V. Extract on input ¢ and D, finds a
completion in two steps: For each pair (x,y) in D, it computes ¢ = Ay(pk, z,y) and compares ¢’ with
¢ for equality to check whether (z,y) € D.. Then to extract a completion from D., it invokes V and
computes V(pk, sk, x,y) for each pair (x,y) € D.. If (z,y) € D exists such that V(pk, sk,z,y) = 1,
Extract outputs (1, ). Otherwise, it outputs (0, 0).

Then we implement Ugyy by Extract, and we start with the case when the challenge query does
not happen.

1. Evaluate (b, z) = Extract(pk, sk, ¢, D) in superposition and xor the output into a newly created
register.

Apply the following conditional procedures in superposition:

Condition on b = 0, evaluate the map |c, z, D,b,x) — |¢,z® L, D, b, x).

L

Condition on b = 1, evaluate the map |c, z, D, b,x) — |c, 2 ® Ay(x), D, b, z).

5. Uncompute (b, z) by evaluating Extract(pk, sk, ¢, D) in superposition again. Then discord the
new register.

After the challenge query, the challenge ciphertext ¢* is produced and Ugy, is implemented below.
1. Apply the following conditional procedures in superposition:
2. Condition on ¢ = ¢*, evaluate the map |¢, z, D) — |c,z & L, D).

3. Condition on ¢ # ¢*, apply the procedure in the case when ¢* is undefined.
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In addition, the running time of Ugy is upper bounded as follows. Denote the length of database
by I. For each database D, |D| < [ and Extract invokes As and 'V at most [ times during the execution.
Thus O(l - Time(Az) + I - Time(V)) is an upper bound of the running time of Ugys.

In the following B.1 and B.2, we give respective implementations of Ugy, for FO[II**Y 1I°¥ | H, G] and
REACT[II**%, 1I°¥, H, G]. From the above general construction of Ugy¢, we observe that a specific im-
plementation of V is sufficient to determine the implementation of Ugy for an oracle-masked scheme II.
Thus, we only give respective constructions of the verification oracle V for scheme FO[II**Y, I1°¢, H, G|
and REACT[II*Y, 1I*Y, H, G].

B.1 The implementation of Ug,; for FO

For scheme II = FO[II**¥,I1°Y, H, G|, we first present relation Rq(pk, sk) and Ra(pk, sk) to determine
the input form of the verification oracle V, then give an implementation of V.

By Lemma 11, relation Rq(pk, sk) and Ra(pk, sk) are subsets of MY x C¥ x C*¥ x C%¥ for any
(pk, sk) of II. Any tuple (0, dy, ¢, d2) € Ri(pk, sk) satisfies that d; = do and r € R exists such that
Enc;;”(0;7) = c. Tuple (0,dy,¢,d2) € Ra(pk, sk) if di = dp and § = Decg;”(c).

Further, any tuple (d,d1, ¢, d2) € R1(pk, sk) also satisfies Dec;?(¢) = § by the correctness of I1*5Y,
and thus (6,d1, ¢, ds) € Ra(pk, sk). Then Ro(pk, sk) is a subset of Rq(pk, sk). By similar arguments,
we also conclude that (0, dy, ¢, d2) ¢ Rq(pk, sk) implies (d, dq, ¢, d2) ¢ Ra(pk, sk) for any (pk, sk). Thus
for any (pk, sk) of II, Ry (pk, sk) = Ra(pk, sk) and

Ro(pk, sk) = {(6,d,c,d) : c € C**Y, 6 = Dec¥(c),d € C*}.

By the definition of the verification oracle, V for II can be simply simulated by an algorithm that
takes tuple (0,ds,c,ds) as input and trivially outputs 1. Moreover, notice that sk is not used in the
implementation of Ugy; except for the verification oracle. Therefore, Ugy for II can be implemented
without sk.

Finally, the running time of Ugy is given by O(I - Time(Enc®)).

B.2 The implementation of Ug,; for REACT

For scheme IT = REACT[II%*¥,I1%¥, H, G], we only give an implementation of oracle V here.

By Lemma 16, R (pk, sk) and Ra(pk, sk) are subsets of MY x MY xCY x %Y xC**Y xC*¥ x{0, 1}"™
for any (pk, sk). Any tuple (R, m,c1,ca,c}, ch,c5) € Ri(pk, sk) if ¢; = ¢, ca = ¢4. And this tuple is
an element of R (pk, sk) if R = Deciy?(c}), m = Decgy(R)(cé), c1 = ¢y, ca = ch. Thus, we have

Ri(pk,sk) = {(R,m,c1,ca,¢1,¢3,¢3) : R € M*™ m e M, ¢; € C*, cq € C,c3 € {0,1}"},
Ra(pk, sk) = {(R,m,c1,ca,¢1,¢a,¢3) : ¢1 € C*, R =Deciy?(c1),c0 € C*Y,m = DECSGy(R)(CQ),Cg e {0,1}"}.

According to Rq(pk, sk) of II, we assume the input form of V to be (R, m,c1,ca,c1,c2,c3) for
convenience. Then we present an algorithm Vg;,, relative to oracle PCA. Vg, takes pk and tuple
(R,m,c1,ca,c1,C2,c3) as input. It first invokes oracle PCAgy(+, ) and obtain b := PCA (R, c1). If
b = 0, Vgim outputs 0. Else, it computes m’ = Decgl(R) (co). If m # m/, output 0. Else, output 1.
Then by the definition of PCA in Appendix A, it is easily verified that V can be simulated by Vsip,.
In this way, Ugy for IT is implemented by invoking oracle PCAgy, instead of using sk directly.

The running time of Ugy is given by O(1).

C The Properties of Ugy;

Let IT = (Gen, Enc”, Dec™) be an oracle-masked scheme with parameter 7. Let tuple (A1, Ag, Az, Ay)
be IT’s decomposition. Fix any (pk, sk) generated by Gen and then we give some notations. Let {0,1}"
be the codomain of H. Relation Rq(pk, sk) and Ra(pk, sk) of II is as defined in Appendix B:

Ri(pk,sk) :={(z,c) € X x C:3y € {0,1}" s.t. Ax(pk,z,y) = c},

Ra(pk, sk) :={(z,c) € X x C : Az(sk,c) =z},

where X is the output space of algorithm A;. For any ¢ € C, define S, := {y € {0,1}" : = =
As(sk,c),c = Asx(pk,z,y)}, and |Sc| < 2™ - from the definition of 7.
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C.1 Proof of Lemma 7

Proof. Let A\ := Ugjm — Ugxs. Denote by ¢* the challenge ciphertext. The decryption oracle Decgg(-)
corresponds to unitary operator Ugiy,. Given ciphertext ¢ and database D, let x := A3(sk, ¢) and then
we define several cases for z, ¢, D.

l.c=c*, orxz=1,or (z,¢) ¢ Ri(pk,sk). Then Dec (¢) = L and Uginle, z, D) = |¢,z @ L, D).
On the other hand, except for the ¢ = ¢* case, no (z,y) € D exists such that Ay(pk,z,y) = ¢
and As(sk,c) = z. And therefore, Ugyt|c, 2, D) = |¢, 2 ® L, D).

Let P; be the projection onto ¢, D that ¢ = ¢* or x = L, or (z,c¢) ¢ R1(pk, sk). Then for any
state [1), Ao Pily) = 0.

2. c#c*, (z,¢) € Ri(pk, sk) but D(z) = L. Then Ugytlc, 2z, D) = |¢, 2z L, D). In this case, x # L,
Dec!? (-) first queries CStOp the value of H(z), and then decrypts with H(z). Thus, unitary
Usim performs as follows:

Usimlc, 2, D>
= Z Sthecomp$|c z2@® Ay(x),DU (z,71)) + Z Sthecompm|c z® L, DU (z,71)).
reS. r¢S.
Then

Ale,2, D)= Y \/%ﬂc, 2@ Au(@)) — |e; 2 & 1))StdDecomp, | D U (2, r).

reS.
Let P, be the projection onto ¢, D such that (z,c) € Ri(pk, sk) and D(z) = L.

3. c# ", (x,¢) € Ri(pk, sk) and D(z) = L, r #0.

(—1) (~1)=
Ugxtlc, 2, DU(, Br)) = ¢, 2® Ay(z), DU (z,w)) + le,z& L, DU (z,w)).
: w%s:c \/27 ' W%c \/27

By similar arguments in case 2,
Usimlc, 2, D U (x Br))

= Z Sthecompw|c 2@ Ay(z),DU (z,w)) + Z
weS. wéS.

(-1
Var

StdDecomp,|c,z @ L, DU (z,w)).

Thus we obtain

Ale,z, DU (z, B,))

— Z (D= (StdDecomp,, —I) |¢, 2 ® As(x), D U (z,w))

Jes. V"
+ w%r (_;2): (StdDecomp,, — 1) |¢, 2 & L, D U (z,w))
_ Z; o2 0 M) =) = =D U o)
+w% e z@b(\/zfn\D)*\/%WU(%ﬂo»)
For any r # 0 and subset S of {0,1}", 3,5 S+ 3,45 S = 0 holds, and therefore
Ale,z, DU (z,8,)) = w;ﬂ (_\/12)7:'7" (le, 2 ® Ag(@)) — ¢, 2 ® ¢>)(\/%|D> - \/%\D U (2, 50)))-

Let P3 be the projection onto state of the form Zc 2. Drt0 Qe,z,D rle,z, DU (z, B,)), where the
support is over ¢, D such that (z,c) € Ry(pk, sk), D(z) = L.

21



For any state [1), P2|Y)) = > ., p 2, plc, 2, D), where the support is over ¢, D defined in case 2.
By the calculation in case 2,

1
Ao Pyly) = Z = - . (le, 2@ Ay(z)) — |,z ® L)) StdDecomp, |[D U (z,7)).
c¢,z,D,reS.

ﬂ

Then we have

2
1
| o Pa|)|* = Z \/? “Qe,z,p (|6, 2 ® Ag(x)) — |e, z® L)) StdDecomp, | D U (z,r))
c,z,D,reS,
1
= Y grlacanl lllez @ Au@)) — e,z @ L)%
c,z,D,reS.

Since ||a) — [b)]I* < 2 ([[[a)[|* + [I[b)]|?

v

holds for any state |a) and |b) on the same register. Thus

2
AR A o ez nl* - (llle;z ® Aa@N]® + lle,z & L))
c,z,D,reS.
4
=D 5 1Sel laczpl” < 3 4o lacpl = 4-0- [Pl
c,z,D ¢,z,D

For any state |¢), Ps|¢) = ZC’Z’DW?&O Q¢ z.D,r
By the calculation in case 3,

(x,8;)) where ¢, D, r is defined in case 3.

BoPfv) = Y %m(Z(_j;'ruc,z@mm»—c,zm»( \/12—”|D>—\/12—HIDU(90,50)>)>~

¢,z,D,r#0 wES,
Then
2
HAOP3W>H
2
| Y ans Z“”w'r<|czesA4<x>>—|czeﬂ»(im—imu(m 5o))
C,Z’Dﬂn;ﬁo c,z,lJ,r \/27 ? \/27 \/27 )
2
1
T ZO‘““( ) ey z @ Aa(@)) — e,z @ L) - [ID) = [D U (x, Bo))|2
c,z,D r#0
2
2
< WZ%m( ) (llle,z @ Aa(@DI? + lle.2 @ LIP) - 1D) = DU (, Bo))
c,z,D r#0
2
8
Zn'Zaszr< )
c,z,D r#£0

On the other hand, || P3[¢)[|? = || > e.2D a0 Qe,z,DyrlC, 2, D U (, B:))||?, which can be rewritten as

2
_1)rw
||P3|¢>H2 = Z O‘c,z,D,rz (\/2)7|CaZ7D U (x,w)>
c,z,D,r#0 w
2 2
- Y Socn g ennuea) = S S
¢, z,D,w r#0 ¢,z,D,w |r#0 2
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Therefore,

2

c,z,D r#0 wES.

|20 Pl < 3 82 3 e (Z -

2
§28/2n|80‘ Z ZaczDT_ “:.T

c,z,D wES. |T#0

2
(~1)>r
= 8/2n ac,z, NS
1)
2

< Z 8- n- Z Z (_12):T Qec,z,D,r

c,z,D wES. [r#0

<D 8| Z(}lz)*w =81+ | Ply)%.

c,z,D w |r#£0

Notice that for any state |¢) in Lemma 7, (P; + P> 4+ P3)|¥) = |¢), and thus

3
1A <D 1A Pl < (2+2v2) - i < 5/

i=1

C.2 Proof of Lemma 8

Proof. Let A := Ugy o StdDecomp,. — StdDecomp,,. o Ugys. For any z* € {0,1}*, we define several
cases for x*, ciphertext ¢ and database D.

1. (a*,¢) € R1(pk, sk), or (x*,c) & Ra(pk, sk). Then the value of D(x*) does not affect the decryp-
tion of ¢. StdDecomp,. only affects the value of database D on z*, and therefore Alc, z, D) = 0.
Let P; be the projection onto x*, ¢, D such that ¢ = ¢*, or (z*,¢) € R1(pk,sk), or (z*,¢) &
Ra(pk, sk). Then for any state ), Ao Pyli) = 0.

2. (z*,¢) € Ri(pk, sk), (x*,¢) € Ra(pk, sk) but D(z*) = L. We obtain
StdDecomp,,. © Ugxi|c, 2z, D) = StdDecomp,.|c, 2 ® L, D) = |c,z® L, D U (z*, By))

and
Ugxt 0o StdDecomp,..|c, z, D) = Ugy Z le,z, DU (z*, 1))
\ﬁ
#Z|03®A4 ), DU (", 7)) ﬁZ|czEBJ_DU($ 7).
resS. r¢S.
Therefore,

Ale, z, D) \/272 le,z @ Ag(z¥)) — |e,z @ L))|D U (z*,r)).

reSe

Let P, be the projection onto z*, ¢, D such that (z*,¢) € Ri(pk, sk), (z*,c) € Ra(pk, sk) and
D(z*) = L.

3. (z*,¢) € Ri(pk, sk), (z*,c) € Ra(pk,sk) and D(z*) ¢ S.. Rewrite D as D' U (a*,y), where
D'(z*) = L, y = D(z*). Then we calculate

StdDecomp,,. o Ugxi|c, 2z, D' U (z*,y)) =

! * 1 ! 1 !/ *
ez @ L) (|D UG ) + =D - D U ,/30>)
23
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and

UpqoStdDecomp, e, 2, D'Ua" 1)) = Ussler2) (10U e + =) = =10 U e, )
where Ugytlc, z, D' U (x*,y)> =l¢,z® L, D" U (z*,y)), Ugxt|c,z, D) = |c,z® L, D’) and
1
Ugxtlc, z, D' U (z*, B ¢, z®Ag(x*), D' U (2", 7))+ — c,z® 1L, D'U(z*, r)).
e DU S 3 e A) D UG )+ | (@)
T‘ES r¢S.
Thus

Ale,z,D"'U (z*,y)) = an Z (le,z® L) — |e, 2 @ Aq(2")))|D' U (2%, 7).
reS.

Let Ps be the projection onto z*, ¢, D', y such that (z*,¢) € R1(pk, sk), (z*,¢) € Ra(pk, sk),
D(x*)=1,y¢S..

4. (z*,c) € R1(pk, sk), (x*,¢) € Ra(pk, sk) and D(z*) € S.. We represent D as D' U (z*,y), where
D'(x*) = L1, y = D(z*). Then we have

StdDecomp,. o Ugyilc, z, D' U (2*,y)) = StdDecomp,.|c, z & Ay(x*), D' U (z*,y))
1
— , @A * D/U *7 + - D D/ *7 )
@ Aala™) (1007 0) + 1D~ D' U " )

and

U

2 y>>=UExtc7z>(|D'u<x*,y>>+jﬁm =D ,,60>)

where Ugxtlc, 2, D' U (2*,9)) = |c, 2 ® Ag(z*), D’ U (2*,y)), Upxt|c, 2, D') = |e,z @ L, D’) and
1
Ugxt|c, 2, D" U (2%, Bo)) le,z® Ay(x™), D" U (2*,7)) + — le,z® L, D"U(z*,7)).
t w5 VT 2
Then we obtain
Ale,z, DU (2", y))
1
=—(le,2® L) — |e,z® Ay(z)))| D) + (le,z® A —le,z® LY)|D' U (z*,7)).
\/2—”(| )= | a(x™)))] 7% (1 a(z")) — | )| (*,7))

Let Py be the projection onto z*, ¢, D', y such that (z*,¢) € R1(pk, sk), (z*,¢) € Ra(pk, sk),
D'(z*)=Land y € S..

For any state [¢), P2[¢) = 3, . paczplez, D), |[R)|P = 3., placzpl® where ¢, z, D is
defined in case 2. By the calculation in case 2,

Ao Pylp) = Za”D<rZ le,z ® Ay(z )>—|C,Z@L>)|DU(;U*’T‘)>>7

c,z,D res

1
A 27~|040,z,p\2~||(|C7ZéBA4(fr*)>—Ic,269L>)\1?LJ(3:*,7’)>||2

c,z,D,reS.
2 *
< > 5 " |ae20? - (Ilz @ Aa(@ ) |1* + Iz ® L)IIP) <4-n-[|Pf)]1*.
c,z,D,reS.

For any state |¢), Ps|Y) = > ., b V&S, Q¢ D ylc, z, D' U (z*,y)), where ¢, z, D', y is defined in
case 3. Then || Ps|¢)||2 =3, . b vES. |ote, .07 |- By the calculation in case 3,

NoPslypy= > aC,Z,D,,y<21nZ(|c,zeu>|c,z@A4(x*)>)|D/U(x*7r)>>,

c,z,D' yZS. reS.
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2

1 F\\ (|2 * 2
|8e Pl = >, ]2 ccena| cllez® L) —lez@A@D”- 1DV @)l
c,z,D'\reS, y&ZSe
2
1 *\1 (|2
=Y 1Sl > tczny| cllez® L) — e,z ® Ag(a"))]
c,z,D’ Yy&€Se
2
2 *
<Y IS Y acenra| - (2@ L2+ [z @ Au@)P)
c,z,D’ YEZSe
2
4
= D el D ey
c,z,D’ Yy&ZSe
4 n 2
< Z e |Sel - (2" = |Sel) - Z |Qte,z,
c,z,D’ Y¢S,
< > el =40 [P
c,z,D’,y¢S.

For any state [¢), Pi|Y) = >_. . pr yes, Q20 yle, 2, D" U (27, y)), where ¢, 2, D', y is defined in
case 4. Then ||P4|)||* = 3. . b/ yes. @c,z,0ry[*. By the calculation in case 4,

1
Borlt)= ¥y (gler o)~ a0 AE)ID)
c,z,D" ,yeS, 2

+ Z 2in(|c7z ® Ay(z")) — |,z 1)) |D" U (:ﬂ*,r))) ,

r¢Se
1A o Pyly)?
2
1 " 2
= D g | 2 vennry| ez @ Aa(e) — ez L) IIDY)]|
c,z,D’ YES,
2
1 * 2 * 2
+ Y Y aenoy| e z@ L) — ez A )] - 1D U ", )]
¢,z2,D" ,r¢S. yES,
2
2 *
<D r |20 cesny| (lllz @ M@+l @ L)1)
c,z,D’ YES,
2
2 *
Y |2 tenn| (2@ DI+ 2 ® As@)))
¢,z,D" ,r¢S. yES.
2 2
4 4
= D o[ 2 @eniy| t D @IS | Y ey
c,z,D’ YES, c,z,D’ yES,
4 2 4 n 2
< g 1Sl | D Jacspryl |+ D0 5 @ = IS 1Sl | Dl sy
c,z,D’ YyES, c,z,D’ YyES,
< > 8en-lal. pyl=8-n- | Piw)*.
C7Z7D/7yesc
Because Py + P, + Ps+ Py =1, ||AlY)]| < Z?zl |A o Ply)| < (4+2\@) VM < T OJ
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