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Abstract. In this paper, we re-investigate the Lai-Massey scheme, originally proposed
in the cipher IDEA. Due to the similarity with the Feistel schemes, and due to the
existence of invariant subspace attacks as originally pointed out by Vaudenay at FSE
1999, the Lai-Massey scheme has received only little attention by the community.
As first contribution, we propose two new generalizations of such scheme that are
not (affine) equivalent to any generalized Feistel scheme proposed in the literature
so far. Then, inspired by the recent Horst construction, we propose the generalized
Amaryllises construction as a generalization of the Lai-Massey scheme, in which the
linear combination in the Lai-Massey scheme is replaced by a non-linear one. Besides
proposing concrete examples of the Amaryllises construction, we discuss its (possible)
advantages and disadvantages with respect to other existing schemes/constructions
published in the literature, with particular attention on the Lai-Massey one and on
the Horst one.

Keywords: Generalized/Redundant Lai-Massey - Generalized Amaryllises - Gener-
alized Feistel - Horst

Contents
1 Introduction 2
2 Preliminary 6
3 Related Work about Lai-Massey Schemes 7
3.1 Lai-Massey Schemes over FZ? from [GOSW22] . . ... .......... 8
3.2 Invariant Subspace Trails . . . . . . . . . ... .. .. ... .. ...... 8
4 Relation between Feistel and Lai-Massey Schemes 10
4.1 Imitial Remarks . . . . . . . . .. o 10
4.2  Proof and Considerations for the Casen =2 . . ... ... ... ..... 10
4.3 Proof and Considerations for the Casen >3 . . . .. . . ... .. .... 11
4.3.1 1st Case: A-Equivalent to a Type-I Feistel Scheme . . . . . . . .. 11
4.3.2  2nd Case: A-Equivalent to a Contracting Feistel Scheme . . . . . . 12
5 New Generalizations of the Lai-Massey Construction 14
5.1 Generalized and Redundant Lai-Massey Schemes . . . . .. .. ... ... 15
5.1.1 Generalized Lai-Massey Scheme . . . . . .. .. ... .. ... ... 15
5.1.2 Redundant Lai-Massey Schemes . . .. ... ... ... ...... 16

5.2 A Generalized Lai-Massey Scheme Not Belonging into the “Feistel EA-Class” 17
5.3 A Redundant Lai-Massey Scheme Not Belonging into the “Feistel EA-Class” 21


mailto:l.grassi@science.ru.nl

2 Generalizations of the Lai-Massey Scheme: the Blooming of Amaryllises

6 The Blooming of the Amaryllises Scheme 23

6.1 Invertible Non-Linear Functions over Fy . . .. ... ... .. ... ... 24

6.1.1 SPN (Parallel S-Boxes) . . . . ... ... ... ... ... 24

6.1.2 Feistel and Lai-Massey Schemes . . . . . .. .. ... ... .. ... 25

6.1.3 The Horst Scheme . . . . . . .. .. ... ... ... ... ... 26

6.2 The Generalized Amaryllises Scheme . . . . . .. ... ... ... .... 26

7 A Botanical Garden of Generalized Amaryllises Schemes 27

7.1 The Amaryllises Scheme . . . . . ... ... ... ... ... . 27

7.1.1 About Invariant Subspaces . . . .. ... ... oL 28

7.1.2  Constructing Suitable Functions for the Amaryllises Construction 29

7.2 The (Extended) Contracting—Amaryllises Construction . . . . . . .. .. 30
7.3 Constructing Suitable Functions for the (Extended) contracting-Amaryllises

Construction . . . . . . ... 32

7.3.1 Suitable Functions over F2. . . . ... ... ... ... ... . ... 33

7.3.2  Suitable Functions over ]qu3 ...................... 35

8 Lai-Massey versus Generalized Amaryllises Schemes 36

8.1 Statistical Attacks . . . . . . . .. 36

8.2 Algebraic Attacks . . . . . . .. 39

9 Summary and Future Directions 40

A About Generalized Feistel and Quasi—Feistel Schemes 45

A.1 Generalized Feistel Schemes . . . . . . ... ... ... 0L 45

A.2 Quasi-Feistel Schemes . . . . . . .. ... ... ... . 46

B Invariant Subspaces: the Solution proposed in [Vau99] 46

C Details for Sect. 4.3 — Contracting Feistel 48

D Details and Example for Sect. 5.3 48

D.1 Proof of Theorem 5 for the Case Fz% ..................... 48
D.2 Another Redundant Lai-Massey Scheme Not Belonging into the “Feistel

EA-Class” . . . . . . e 49

E Examples via Dickson Polynomial 50

1 Introduction

Probably, the two most popular design frameworks for iterated symmetric primitives are
the Substitution-Permutation Network (SPN) and the Feistel one (FN). In the SPN case,
the input of each round is divided into multiple small sub-blocks, a non-linear function
(called S-Box) is applied on each sub-block, followed by an affine transformation that mixes
the sub-blocks (for our goals, we do not make a distinction between the case in which this
affine permutation is just a shuffle plus a round—constant addition as in Present [BKL*07],
or a more complex affine transformation as in AES [DR00,DR20]). The invertibility of the
entire construction depends on the invertibility of each sub—component. The scenario is
different in the FN case. In each round of a Feistel Network, the input is split into two
halves, a function F' is applied on one of the two halves, which is successively mixed with
the other part, just before the two halves are swapped, that is,

[110,.’1?1] — [.Tl + F(.’I?Q),.’l?o] .
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With respect to the SPN case, FNs are invertible by construction independently of the
details of the F-function. Hence, the designer can choose among a larger class of non-linear
functions in order to instantiate a FN with respect to what happens in SPNs, since no
condition on the invertibility is imposed. Moreover, computing a Feistel scheme in the
forward or in the backward direction is very similar (even identical in some cases), since
the same F-function is computed in the two processes. Due to these facts:

e a large proportion of schemes is based on the Feistel design approach, including DES,
Blowfish [Sch93], MISTY [Mat97], CAST-128/-256 [Ada97], among many others;

o several generalizations have been proposed in the literature, including Type-1/-1T1/-111
Feistel schemes [ZMI190, Nyb96], contracting and expanding Feistel schemes [SK96,
HR10], among others;

o the indistinguishability and the indifferentiability of r rounds generalized Feistel
schemes instantiated with a Pseudo-Random Function/Permutation (PRF/PRP)
have been extensively analyzed — see [Pat98, Pat01, MP03, CPS08,DS16].

Another design strategy that has many points in common with the FNs is the Lai-
Massey one [Vau99], introduced after the design of IDEA [LM90]. Similar to Feistel,
the input is first split into two halves, but in this case a function F' is applied on their
difference, and the result of such function is then added to each input, that is,

[zo, z1] = [z0 + Fxo — 1), 21 + F(zo — 21)] -

As in the case of Feistel schemes, the invertibility of Lai-Massey schemes follows from its
construction, that is, it is independent of details of the function F. However, compared
to the Feistel schemes, the Lai-Massey scheme is much less studied in the literature, and
only few concrete Lai-Massey schemes have been proposed in the literature. This is due to
several factors, including the following:

1. a Lai-Massey scheme as the one just proposed can be easily broken due to the
existence of an invariant subspace attack, as first pointed out by Vaudenay [Vau99];

2. it seems that Lai-Massey schemes do not have any concrete advantage with respect
to Feistel schemes, as stated by Yun et al. in [YPL11, Sect. 8]: “as a cryptographic
design, the Lai-Massey cipher does not have any advantage over the Feistel in terms
of the Luby-Rackoff model”.

In this paper, we re-consider the Lai-Massey construction, and we present new generaliza-
tions of it that are not affine equivalent to any generalized Feistel scheme proposed in the
literature so far. Moreover, we introduce the generalized Amaryllises construction, a new
generalization of the Lai-Massey one in which the linear combination between the function
F and the halves that composed the input is replaced by a non-linear combination.

Our Contribution

Relation between Generalized Feistel and Lai-Massey Schemes

The simplest generalization of a Lai-Massey scheme recently proposed in [GOSW22] and
recalled in Sect. 3 works as following:

1. first, the input message is divided in n > 2 sub-blocks;

2. a function F is applied to linear combinations of such sub-blocks, with the condition
that the sum of the coefficients that define each linear combination is zero;

3. the result of such function is then added to each input.
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In Sect. 4, we prove that any Lai-Massey scheme of that form is affine equivalent to
a generalized Feistel scheme, that is, a Lai-Massey scheme of this form is equal to a
generalized Feistel scheme pre- and post-processed with affine invertible transformations.
In particular, we show that r Lai-Massey consecutive rounds are equivalent to r generalized
Feistel consecutive rounds in which no swapping of the components takes place (besides
an initial and a final invertible affine transformation). As a direct consequence, this
fact implies the existence of invariant subspaces in Lai-Massey schemes, already found
in [Vau99].

Keeping in mind that Feistel schemes are much better studied than Lai-Massey ones,
it could be potentially possible to transfer for “free” the known results on generalized
Feistel schemes to the Lai-Massey ones by exploiting the existence of the affine equivalence
relation between such two schemes. Besides indistinguishability and indifferentiability
previously recalled, this could e.g. also include the post-quantum security of Lai-Massey
schemes and their variants [MGWH22, CS22, BCFN22], allowing the community to treat
generalized Feistel schemes and the Lai-Massey ones as a single construction.

New Generalizations of the Lai-Massey Schemes

As next step, in Sect. 5, we propose two new generalizations of the Lai-Massey scheme
introduced in [GOSW22] and just recalled. In these two new generalizations, our goal is
to capture the essence of the Lai-Massey scheme:

generalized Lai-Massey schemes: instead of limiting ourselves to consider a fixed function
for each input/output, we allow for different functions that take linear combinations
of the sub-blocks with the zero-sum condition on the coefficients as inputs and for
which the entire construction is invertible;

redundant Lai-Massey schemes: instead of limiting ourselves to consider a function which
takes as inputs linear combinations of the sub-blocks with the zero-sum condition on
the coefficients, we allow for any fized function F for which the entire construction
is invertible.

Formal definitions are given in Sect. 5, respectively Def. 6 and Def. 7.

With these new definitions in our hands, our goal is to set up variants of the Lai-
Massey scheme that are not extended affine equivalent to any generalized Feistel scheme.
This would potentially allow us to construct new schemes with better properties than the
generalized Feistel ones, e.g., from the indifferentiability and/or indistinguishability and/or
post-quantum security point of view.

In there, we propose concrete examples of generalized and redundant Lai-Massey
schemes over a field Fy (where ¢ = p® for a prime p > 2 and a positive integer s) that
are not extended affine equivalent to any generalized Feistel scheme. E.g., working over
a prime field ]FIQ, for p > 3, the simplest example of an invertible redundant Lai-Massey
scheme in which the function F' depends on linear combinations of the sub-blocks for which
the sum of the coefficients of such linear combination is non-zero is given by

[0, 21] > [ao . (:po f% (o —21)2 - (2o +x1)),oz1 . (;1:1 f% (o —21)2 - (w0 + xl)ﬂ ,

=F(z0,21) =F(z0,21)

where ag, a1 € F,, \ {0}, with the condition that ¢ € F, is a quadratic non-residue modulo
p (that is, ¢ # 22 for each z € Fp). In such a case, the function F' depends on zg — 3
(whose coefficients 1, —1 sum to zero) and on zg + 21 (whose coefficients 1,1 do not sum
to zero). We prove that the obtained invertible generalized Lai-Massey scheme is not
extended affine equivalent to any generalized Feistel scheme. We refer to Sect. 5 for other
examples.
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The Generalized Amaryllises Construction

The new generalizations of the Lai-Massey scheme share several properties with the original
Lai-Massey scheme, including the facts that

« a non-linear mixing among the inputs takes place on each round (this potentially
imply that a linear layer is not necessary anymore for achieving full diffusion);

o the same non-linear function is used in the encryption/forward direction and in the
decryption/backward one.

While this last property can have some concrete advantages from the e.g. implementation
point of view, it may not be desirable from the security point of view. E.g., consider a
Lai-Massey scheme for which the degree in encryption/forward direction is equal to the one
in the decryption/backward direction. Compared to a scheme in which each round function
has small degree in the encryption/forward direction and high (almost maximum) degree in
the decryption/backward one (as in the case of power maps), the designer has to (almost)
double the number of rounds in order to guarantee its security against Meet-in-the-Middle
algebraic attacks. Based on these considerations (discussed in details in Sect. 6), our next
goal is to construct a cryptographic scheme with the following properties:

1. it provides (full) non-linear mixing among the inputs;

2. the degree of the scheme in the decryption/backward direction is much higher than
the degree and in the encryption/forward direction (or vice-versa).

We reached such goal by replacing the linear combinations in the Lai-Massey schemes
with non-invertible ones. The starting points are

o the redundant Lai-Massey scheme [z, Z1,...,Zn—1] — [Yo, Y1, - -, Yn—1] defined as
vie {0,1,...,n—1}: yi = x; + F(xo, 21, ..., Tpno1); (1)
for a certain function F' : Fy — Fy;

o the Horst construction recently introduced by Grassi et al. [GHR'22], and defined
over F2 as
[Cﬂo,(tl] — [Il . G(Zo) + F(.%Q),.TQ] .

The invertibility of this last scheme holds under the condition that G' never returns zero.
Moreover, generalizations of such construction over Fy for n > 3 are also possible.

Intuitively, by applying the same approach to the function proposed in (1), we get
something of the form

vie{0,1,...,n—1}: yi = x; - F(xo, 21, ., Tpn_1) + H(xo,Z1,- -, Tn-1),

for two functions F, H : Fjy — F,. We call this new construction as the “generalized
Amaryllises” scheme.! A formal definition is given in Def. 8 — see Sect. 6.2.

In Sect. 7, we show how to concretely set up generalized Amaryllises schemes by
providing a list of (non-trivial) conditions that the functions F and H must satisfy in
order to guarantee that the scheme is invertible. In particular, we show how to construct
functions F, H with low-multiplicative complexity that satisfy such conditions. As we are
going to show in there, when working over a small field F, (e.g., ¢ equal to 24,28 or similar),
it is always possible to find functions F, H that satisfy the required conditions by using an
exhaustive approach. However, this strategy immediately fails when ¢ is very large, e.g.,

1We decided to call it as the flowers ama(r)yl(1)ises, since such word is (almost) the anagram of
Lai-Massey.
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q > 2%, as in the case of symmetric primitives used for Multi-Party Computation (MPC),
Fully Homomorphic Encryption (FHE), and Zero-Knowledge (ZK) proofs. In such a case,
the ability to construct F, H that satisfy the required conditions and that are easy/cheap
to compute (hence, with a simple algebraic expression) becomes crucial.

The obtained schemes satisfy the main objectives that we previously set ourselves. In
order to better understand them, in Sect. 8 we discuss the advantages (and the possible
disadvantages) of the generalized Amaryllises scheme with respect to the schemes already
present /known in the literature in terms of efficiency and security, with particular attention
to the generalized/redundant Lai-Massey schemes. As a final result, the schemes proposed
in this paper could may constitute a natural and useful building block for the designing of
new symmetric primitives, particularly for the ones targeting efficiency in MPC/FHE/ZK
applications/protocols, whose cost metric is related to the number of non-linear operations
necessary to evaluate and/or verify the symmetric scheme itself.

2 Preliminary

In this initial section, we introduce the notation and recall some well-known results that
we are going to use in the following.

Notation. Let g = p® where p > 2 is a prime number and s > 1 is a positive integer. Let F,
denote the Galois Field of order g. We use small letters to denote either parameters/indexes
or variables, and greek letters to denote fixed elements in F,. We use capital letter or
the calligraphic font to denote functions. We use the fraktur font (e.g., X) to denote
sets of elements. Given z € Fy, we denote by z; its i-th component for each i €
{0,1,...,n — 1}, that is, x = [zo, 21, ..., ZTn_1] = zol|z1]| ... |Tn_1, where the symbol -||-
denotes concatenation. Given a matrix M € F;*™, we denote the entry in the r-th row
and in the ¢-th column by M, .. We use (s, s . st~y C F? to denote the linear

span of the vectors s(@, (1) . . (=1 ¢ F7. We denote by circ(uo, pi1, - - -, fin—1) € Fp""
a circulant matrix

Mo M1 ... Hn—2  fn—1

. fn-1 KO .. fin-3 fin—2
cire(po, fhiy - -« y n—1) == . .
H1 H2 .- Hn-—1 o

EA-Equivalence. Two functions F' and G are EA-equivalent if they satisfy the following
requirement.

Definition 1 (EA-Equivalence). Let ¢ = p® where p > 2 is a prime and s > 1 is a positive
integer. Let n,m > 1, and let F,G : Fjy — FJ* be two functions. F' and G are extended-

affine equivalent (EA-equivalent) if there exist two affine permutations A : Fy — Fy and
B Fy' — F;", and an affine function C : Fj — F{* such that

Vz eFy - F(z) =BoGoA(z) + C(x).

If C is identically equal to zero, then we speak of affine equivalence (A-equivalence).

Generalized Feistel Schemes. Regarding the definition of generalized Feistel schemes,
we propose the following:
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Definition 2 (Generalized Feistel Schemes). Let ¢ = p® where p > 2 is a prime and s > 1
is a positive integer, and let n > 2. For each i € {1,2,...,n— 1}, let F; : Fé — F, bea
function. The generalized Feistel scheme Fg over Fy is defined as

Fa(xo,z1, ...y on—1) = yoly1ll - - - |yn—1
where
o SCZ‘+1+F1'(I‘0,1‘1,...,IIL') 1fz€{0,1,,n72},
vi: Zo otherwise (ifi=n—1).
The invertibility of the entire construction is independent of the details of Fy, ..., F,_o.
Indeed, we have that (i) g = yn—1, and (ii) for each i > 1, z; = y;—1 — Fi(zo, 21, ..., Ti—1)
where y;,_1 and xg, z1,...,2;_1 are given.

In App. A.1, we show that any generalized Feistel scheme proposed in the literature
including [ZMI90, Nyb96,SK96,5S04, HR10,SM10, YI13,BS13,BMT13,AGP*19] is EA-
equivalent to the generalized Feistel scheme just proposed.

Known Permutations over F;. Well known examples of invertible functions over F,
include the power maps and the Dickson polynomials (recalled in App. E).

Theorem 1 ( [MP13]). Let d > 1 be a positive integer, and let ¢ = p*, where p > 2 is a
prime and s is a positive integer. The power map x — ¢ over I, is invertible if and only
if ged(d,q — 1) = 1.

The Legendre Symbol. Next, we recall the Legendre symbol used in the following.

Definition 3. Let p > 3 be a prime number. An integer « is a quadratic residue modulo
p if it is congruent to a perfect square modulo p, and it is a quadratic non-residue modulo
p otherwise.

Definition 4 (Legendre Symbol). The Legendre symbol L,(-) is a function L, : F, —
{—1,0,1} defined as L,(x) == 2" mod p, or equivalently L,(0) =0 and

Ly(z) =

1 if x is a non-zero quadratic residue modulo p,
—1 if x is a quadratic non-residue modulo p

Proposition 1 ( [MP13]). The Legendre symbol has the following properties:
1. ifx =y mod p, then L,(z) = L,(y);

2. Ly(x-y) =Lp(z) - Lp(y).

3 Related Work about Lai-Massey Schemes

Let ¢ = p® where p > 2 is a prime integer and s > 1. Given a function F over [y, the
Lai-Massey construction over JF3 introduced in [LM90] is defined as

[z0, z1] = [yo, v1] = [0 + F (20 — 21), 21 + F(w0 — 71)]. (2)

Its invertibility follows from the fact that yo — y1 = xo — 21, and so z; = y; — F(yo — 1)
for each j € {0,1}.
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3.1 Lai-Massey Schemes over F_? from [GOSW22]

A possible generalization of the Lai-Massey construction over Fy for n > 2 has been
recently proposed in [GOSW22].2

Proposition 2 (Prop. 1, [GOSW22]). Let n > 2 be an integer, and let ¢ = p® where p > 2
is a prime integer and s > 1. Let o, 1,...,an—1 € Fp\ {0}. Letl € {1,2,...,n—1}.
Let F': IFf] — Fy be any fqnction. For eagh ) E {0,1,. = 1—1}, let )\(()1), )\:(Ll)7 R )\S)_l cF,
be such that (i) 30"g AV =0, (i) N AP, A0 ] £ [0,0,...,0], and (iii) the vec-
tors A, A AL S D AW Y AY AT 4o be linearly
independent.

The Lai-Massey function LM over Fy defined as LM(xo, 1, -, Tn-1) = yolly1l - - - [Yn—1
where

n—1 n—1 n—1

vie {0,1,...,n—=1}: yi=a;|x;+ F Z)\éo)~:cj,Z)\§1)~xj,...,Z)\§l_1)~xj
3=0 3=0 3=0

1s invertible.

As for the case of the Lai-Massey scheme over Fi, the invertibility holds since

n—1 n—1
Vie {0,1,...,1—1}: Z)\y).xj:Z)\;i).%.
7=0 =0 J

We point out that the range of [ follows from the fact that there are at most n—1 Fy-vectors
so that (i) their entries sum to zero and that (ii) they are linearly independent.

3.2 Invariant Subspace Trails

As already pointed out by Vaudenay in [Vau99] for the IF?I case, there could exist invariant
subspaces for the Lai-Massey construction proposed in Prop. 2. We refer to [GRR16] for a
formal definition of (invariant) subspace trails. We limit ourselves to recall the following
definition.?

Definition 5 ( [GRR16]). Let n > 2 be an integer, and let ¢ = p® where p > 2 is a
prime integer and s > 1. Let o, ..., 4, C Fy be r + 1 subspaces such that dim(8;) <
dim(8;11) < n foreachi € {0,1,...,r—1}. (Lo,..., L) is a subspace trail of length r > 1

for a function F' over Fy if for each i € {0,...,7 — 1} and for each p; € Fy, there exists
pit1 € Fy such that F'(4; + ;) = {F(z)|Vz e+ v} T+ pir1. We say that it is
an invariant subspace trail if {4; = 4, for each 4,5 € {0,1,...,r}.

Based on this, let’s analyze the Lai-Massey construction LM defined as in Prop. 2
over Fy and instantiated by ap = a1 =... = ap—1 = 1. In such a case, it admits

n—1
. n : . (2) _
X=qzelF] |Vie{0,1,....0—1}: E Ay =0
Jj=0

2To be precise, the following proposition is a slightly modified version of the result proposed in [GOSW22].
In there, authors assume «; = 1 for each ¢ € {0,1,...,n — 1}.

3We point out that the following definition is different from the one proposed in [LAAZ11,LMR15]. In
such cases, the function F' depends on a secret key k, and it is required that the equality Fi(U+ ) = U+ ¢’
hold for some ¢, ¢’ € Fy, whose value usually depend on the value of the key. The existence of such
invariant subspaces is in general strongly related to the existence of weak keys. In contrast, our discussion
here is independent of the value of the key, making the definition proposed in [GRR16] more suitable for
our purpose.
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as invariant subspace. Indeed, it is easy to check that, for each ¢ € Fy, there exists ¢ € Fy
such that
LM(X+p) ={LM(z+¢) eFy|Vo e X} =X+,

since
n—1 n—1 n—1
. 0 1 -1
Vie {0,1,...,n—1}: yi=x; + F Z)\g )'90?72)‘5‘ )~g0j,...,2)\§- )ogoj
§=0 §=0 §=0

=1),; (constant)

for each x € X + ¢.

Independently of the values of )é”, the subspace X just defined for the Lai-Massey
construction proposed in Prop. 2 and instantiated with ag = a3 = ... = a,_1 = 1 is never
an empty set.

Lemma 1. ([1,1,...,1]) € X. Moreover,
dim(%) = n — dim((AF, A, A DT AT AT ) = 1

Proof. Tt is sufficient to note that (i) ([1,1,...,1]) = {[z,x,...,z] € F} | Vo € F,} and
that (ii) Z;ZOI )\y) x=x- 2?701 A = 2.0=0 for each i {0,1,...,1— 1}, due to the

=0 7y
assumption on )\5-1). O

In order to break such an invariant subspace, in [GOSW22], the authors proposed to
apply an invertible linear layer defined via the multiplication with an invertible matrix
M € Fy*" after each LM round. In such a case, an invariant subspace must be invariant
both for the LM round and for the matrix M as well. By choosing a matrix M that
does not admit any invariant subspace (i.e., such that no subspace 3 C [y, satisfies
M x 3 = 3), then no invariant subspace exists for the overall construction as well. Based
on [GRS21, Prop. 12], a matrix in Fy*" does not admit any invariant subspace if its
minimal polynomial has (i) maximum degree n and it is (ii) irreducible. For completeness,
we point out that it is possible to break the subspace trail of LM even if (i) the matrix M
admits invariant subspaces (e.g., in the case in which the invariant subspaces of M are
incompatible with the ones of LM — see [GOSW22, GRS21] for examples) and/or (ii) the
rounds are instantiated by difference matrices. (see e.g. [GSWT21] for more details).

By exploiting a similar approach, it is also possible to defeat other analogous attacks,
e.g., it is possible to guarantee that no iterative subspace trail exists (that is, a subspace
trail that cyclically repeats itself after » > 2 rounds). We refer to [GOSW22, GRS21] for
more details.

About the Coefficients «; in Prop. 2. If [ = n — 1 (hence, F' depends on all possible
linear combinations of the inputs x; — up to affine equivalence — that are (i) linearly
independents and (ii) whose coefficients sum to zero), then the simplest matrix that can
break the invariant subspaces of the previous Lai-Massey scheme is a diagonal matrix
M = diag(ag, a1, ..., n—1) € Fp*™ for which (at least( two entries are different, that is,
there exist ¢,j € {0,1,...,n — 1} such that a; # «;. This is equivalent to remove the
matrix multiplication, and to impose that at least two coefficients o, a; in the Lai-Massey
construction proposed in Prop. 2 are different.

About the Solution proposed in [Vau99]. For completeness, in App. B, we briefly discuss
the solution proposed in [Vau99] for breaking the invariant subspace trail of the Lai-Massey
construction over Fg, showing that it is analogous to the one just described for the generic
case FF7.

q
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4 Relation between Feistel and Lai-Massey Schemes

In this section, we prove that the Lai-Massey scheme over Fy proposed in Prop. 2 is affine
equivalent to a generalized Feistel scheme. More formally:

Theorem 2. Let ¢ = p® where p > 2 is a prime and s > 1 is a positive integer, and
let n > 2 be an integer. The Lai-Massey scheme over Fy defined as in Prop. 2 is affine
equivalent to the generalized Feistel scheme defined in Def. 2.

In particular, we prove the following.

Theorem 3. Let q = p® where p > 2 is a prime and s > 1 is a positive integer, and let
n > 2 be an integer. For eachr > 1, r rounds of a Lai-Massey scheme defined as in Prop. 2
are equivalent to r rounds of a generalized Feistel scheme in which no swapping/shuffle
takes place (besides an initial and a final linear combination,).

The proof is proposed in the following. We study separately the case n = 2 from the
one n > 3. The proof reduces to find affine invertible transformations A and B over FZL
for which the affine equivalence holds (C is always equal to 0 in the following). Since we
only deal with linear invertible transformations A4, B : Fj — Fy, we simply identify them
with the corresponding matrices in Fj*".

4.1 Initial Remarks

About Invariant Subspaces for the Lai-Massey Scheme. As we already pointed out, a
Lai-Massey scheme LM over Fy defined as in Prop. 2 must be combined with a proper
invertible linear layer in order to destroy its invariant subspaces. Assuming Theorem 2 is
true, here we point out that the combination of a Lai-Massey scheme and of an invertible
linear layer (i.e., M o LM for a proper invertible linear layer M) is still EA-equivalent to
a generalized Feistel scheme Fg defined in Def. 2. Indeed:

LM=BoFgoA+C — MoflM= B oFgoA+ (C
~— ~—
=MoB =MoC

where the first equality follows from Theorem 2, and where B’ is invertible. For this reason,
in the following we limit ourselves to prove Theorem 2 — 3 only for a Lai-Massey scheme
LM over Fy defined as in Prop. 2 and instantiated with ap = a1 = ... = ap_1 = 1.

About “Quasi-Feistel” Schemes. For completeness, we point out that the result proposed
in Prop. 2 is not new in the literature. E.g., in [YPL11], Yun et al. introduced the concept
of “quasi-Feistel” schemes, a generic class of primitives over finite quasi-groups that includes
as special cases both the Feistel ones and the Lai-Massey ones. We recall it in details in
App. A.2.

Our proof proposed in the following pointed out the relation between Feistel and
Lai-Massey schemes in a much easier and clearer way, by directly showing that they are
affine equivalent (without introducing any new function/construction).

4.2 Proof and Considerations for the Case n = 2

The Lai-Massey scheme LM over F2 defined as [0, 21] — [zo+F (20 — 1), 21+ F (20 —21)]
is affine equivalent to the Feistel scheme F defined as [zg, z1] — [z1 + F(20), zo] via the
invertible linear transformations

1 -1 0 1
A—[O 1] and B—L 1]
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and C' = 0. Indeed,

xo| Ax- |xo—x1| FO) |21+ Flxg —x1)| Bx- |x0+ F(xg — 1) ,
1 1 To — T1 z1 + F(zg — 1)

which is the Lai-Massey construction. That is, the Lai-Massey construction is a Feistel
construction pre- and post-processed with two invertible linear functions. This obviously
implies the result of Prop. 3 for the case r = 1.

Let’s now define F’ : ]Fi — ]F3 as the Feistel scheme without the swapping, that is,

F'(z0,21) = [20, 21 + F(20)] = circ(0,1) x F(zg,21) .

By considering two consecutive rounds of the Lai-Massey construction (analogous for r > 2
rounds), we get the following

LMo LM(z)=(BxFoA)x (BxFoA)xx=B xF oMxFoAxuz,
where B’ = B x circ(0, 1) and where
M = A x (B x circ(0,1)) .

In the Lai-Massey case, we have that

oo R B D6 Y

is the identity matrix. That is, for each r > 2, r Lai-Massey rounds are equivalent to
r Feistel rounds in which no swapping takes place, besides an initial and a final linear
combination. This implies the existence of an invariant subspace for the Lai-Massey
construction (which corresponds to the subspace that does not activate the function F' in
the Feistel construction F’), as already pointed out in the previous section.

4.3 Proof and Considerations for the Case n > 3

We limit ourselves to prove the result for the two extremes and most commonly used cases,
that is,

1. the case [ = 1 in which the function F' in the Lai-Massey scheme over Fy as proposed
in Prop. 2 depends only on a single linear combinations of the inputs

2. the case [ = n — 1 in which it depends on n — 1 independent linear combinations of
the inputs.

The other “intermediate” cases can be easily proved by combining the two strategies
proposed for these two extreme cases.

4.3.1 1st Case: A-Equivalent to a Type-l Feistel Scheme

Let’s start by considering a Lai-Massey scheme over Fy as proposed in Prop. 2 for [ =1,
that is, z; — y; = x; + F (Z;:Ol Aj -xj) for each i € {0,1,...,n—1}, where F: F, — F,
and where Ao, A1, ..., \,—1 € F, satisfy ZZ:Ol A = 0.

W.lo.g., let’s assume \g # 0.* The analyzed Lai-Massey scheme is affine equiv-
alent to a Type-I Feistel scheme F; over Fy defined as [0, 1, %2 ..., Tp_1] — [z1 +

4If Ao = 0, then the following argument works by considering another equivalent Type-I Feistel scheme
(e.g., if A\j # 0, then it is sufficient to work with y; = x;41 + F(x;12) and y; = xj 1 for j =1).
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F(zo),xa,...,Tn_1,x0] via the invertible linear transformations
YIED YD PR I R
o 1 0 ... 0 1 0 0 0
A=10 -1 1 ... 0 , B= |1 1 0 0 , (3)
0o -1 0 ... 1 1 0 ... 1 0
and C = 0. Indeed, we have that
2 S A v (S0 M) vt F (S0 A )
T T1 To — X1 T+ F (E:L:_O >\1 . fz)
Ty | Ax To — T1 Fi0), : B | ma+ F ( ?;01 i wz)
. . In—1 — 21
Bact =1 S A poa 4 F (X000 )

As before, r Lai-Massey rounds are equivalent to r Type-I Feistel rounds in which no
swapping takes place, besides an initial and a final linear combination. Let’s focus on
r > 2 (the case r = 1 follows from the previous result immediately). This follows from the
fact that

A x (B x circ(0,1,0,...,0))

Ao A A2 o A e T
0 1 0 ... 0 0 0 0

{0 -1 1 ... 0 « |0 1 1 0 =7
0 -1 0 ... 1 01 0 .. 1

is again the identity matrix. This implies the existence of invariant subspaces, as pointed
out before.

4.3.2 2nd Case: A-Equivalent to a Contracting Feistel Scheme

Next, we consider the case of a Lai-Massey scheme over F as proposed in Prop. 2 for
Il =n — 1 instantiated with F : Fg’l — Iy, that is, x; — y; = x; + F(Z;L;Ol )\go) 7 T
Sy A2 x;) for each i € {0,1,...,n — 1}, where we assume that )\gj) € F, satisfy

J=0 "y
the following conditions:

i Z;:()l )\y) =0 for each i € {0,1,...,n —2};

ii. the vectors A©@ = AL AD A @ X0 = AW AW AW X)) =

[)\(()n—Q)’ )\5"_2), ce )\51"7_12)] eFy\ {0"} ;re linearly independent.
First of all, we point out the following.
Lemma 2. Given ¢ and n as before, let X0 XD \(=2) ¢ [y be n—1 vectors that sat-
isfy the previous two conditions just given. Then, the vectors A0 = [/\(()0), /\50), ceey /\gLO_)Q], PO
[)\gl), )\gl), e )\51122}, D\ Con) R [)\67%2% /\§n72), e )\57:22)] e Fy~! (i.e., the previous

vectors without the final component) are linearly independent as well.

Proof. Assume by contradiction that there exist (non-trivial) ¢, ¥1,...,¢¥n_2 € Fy such
that 375 ;- AU = 0 € F2~1. This also implies that Y7~ 1); - A} = 0 € F2 as well,

since
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o for each ¢ € {0,1,...,n — 2}: 27;02 (I )\Z(-j) = 0 € F,, due to the fact that
n—2 ¢ n—1.
ijo Y - 29 =0¢ Fy 1.

e about the last component:

n—2 ) n—2 n—2 ] n—2 [n-2 ) n—2
SUBCIED ST G S EES o SR B SURTES
§=0 §=0 i=0 i=0 \ j=0 i=0

where the first equality is due to the first condition Z;L:_(} Agﬂ = 0 € F, for each
i€{0,1,...,n — 2}, while the third one is due to Z;:OQ Y- A0 =0 € Fp-1.

This contradicts the second condition of linear independence among A(®, X(V) . A(=2),
O

In order to show that the analyzed Lai-Massey scheme is affine equivalent to a contract-
ing Feistel scheme F¢ defined over F} as [xo,21,22,...,%n-1] = [21,%2,. .., Tn_1,Z0 +
F(x1,22,...,%n_1)], we introduce the values ; o, . . ., i n—2 € Fy foreachi € {1,...,n—1}
defined as the ones that satisfy the following equality:

0 1 -2 -1
n— (2
. A A N Hi,1 )
Vie{l,...,n—1}: i ' ) X . = : , (4)
: g : : 55 s
0) 1) (n—2 . ?,n
AQ AW\ i n—2 Sim1

where §; ; is the Kronecker delta (that is, §; ; = 1 if ¢ = j, and 0 otherwise). The left-hand
side (1.h.s.) matrix has n — 1 columns and n rows. However, its rows are not linearly
independent, since their sum is equal to the zero vector (due to the condition on /\EJ )), or
equivalently, the sum of each column is equal to zero. Since the right-hand side (r.h.s.)
vector satisfies the same zero sum, the previous system of linear equations reduces to

0 1 n—2
Aé@i /\(E)li o )\é 2; o i,
A A D i1 di1
Vie{l,...,n—1}: 1 ! ' 1. X . = )
(') 1 ' n.72 . ' . .
AgZQ ASLEQ ... )\'(KL—Z ) :U/l,n72 61,77,—2

where the 1.h.s. matrix is invertible due to the fact that the vectors 5\(0), 5\(1), ceey An=2)
are linearly independent, as proved before.

Given p; ; as before, we can now show that the analyzed Lai-Massey scheme is EA-
equivalent to a contracting Feistel scheme F¢ defined over Fy via the invertible linear
transformations

1 0 0 ... 0 0 0 . 0 1

AP AT A A, g0 pa e iz 1

A= )\él) /\§1) )\él) ... )\Ellzl ’ B= | M20 2,1 .. H2,n—2 1
DV N D VD Vi fn=1,0  Pn—11 e feia-z 1

and C' = 0. Indeed, we have that
n—1 4(0)
To Zo im0 Ai " T
n—1 4 (0) .
i—o N T | Foq :
n—1(n—2) )
: : Zi:o A * T
Yo AT s w0+ F (S0 A i A )
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2o+ F (E:‘:ol )‘z('O) IEATERRR) Z:‘l:_ol /\EH_Q) T Ty

n—2 n—1 j n—1 0 n—1 n—2
Bx- Zj:o K1 (Zizo )‘Eﬂ xl) too+F (Zi:o ’\E RE im0 )‘1(' : ml)

S s (S A ) o+ B (S i T )
xo+ F Z::Ol /\50) STy, Z;:Ol )\5"72) X
x1+ F ?;01 )\EO) c Ty, :;Ol )\’En—Q) - X

Fno+ F (S0 A i A i)

where the last equality holds due to the definition of p; ;.

Not surprisingly, r Lai-Massey rounds are equivalent to r contracting Feistel rounds
in which no swapping takes place, besides an initial and a final linear combination. As
proved in App. C, for > 2, this follows from the fact that

A x (B x circ(0,1,0,...,0)) =1.

(This also implies that both A and B are invertible, since det (4 x (B x circ(0,1,0,...,0))) =
det(I) = 1 implies that det(A)-det(B) # 0, and so det(A), det(B) # 0.) As before, invariant
subspaces exist for the Lai-Massey scheme.

5 New Generalizations of the Lai-Massey Construction

As next step, we discuss possible generalization of the Lai-Massey construction. Our goal
is to set up a scheme that (i) captures the main idea of the Lai-Massey construction, and
that (ii) it is not EA-equivalent to any Feistel scheme. (In the following, we denote the
“EA-equivalence class” (or“EA-class” for brevity) of generalized Feistel schemes as “Feistel

EA-class”.)
Let’s start by recalling the generalization proposed in [RS22].°

Proposition 3 (Def. 12, [RS22]). Let n > 3 be an integer, and let ¢ = p°® where p > 2
is a prime integer and s > 1. Let 2 < m <n—1, andlet 1 <1 < m — 1. For each

i€{0,1, E =1}, let )\(()i), )\:(Li)7 . )\1(7?71 € F, be as in Prop. 2 (in particular, such that
Z;.’Zol )\gl) =0). Let F : FL¥"=™ — F, be any function.

The Feistel+Lai-Massey function FLM over Fy defined as FLM(x0, 21, .., Tp—1) =
Yollyall - - [lyn—1 where
B {CL’z 4+ F (Z;”;Ol )\5_0> '%7"'72;”:701 )\gl_l) ~mj,xm,..‘,xn,1> ifi €{0,...,m—1},

Yi =

T otherwise

s invertible.

5To be precise, the result proposed in Prop. 3 is not completely equal to the one proposed by Roy and
Steiner in [RS22]. In particular, the following differences hold:

« in [RS22], [ is fixed and equal to 1, that is, the function F' depends on a single combination of the
first m inputs, and on the remaining n — m inputs;

« invertible S-Boxes S; over F, are applied on each input i, that is, each z; in Prop. 3 is actually S;(z;)
in [RS22, Def. 12]. Since this corresponds to apply a S-Box layer before the Feistel+Lai-Massey
scheme, we decided to omit it for simplicity;

o finally, such scheme is presented as “generalized Lai-Massey” in [RS22]. However, it combines
both the Feistel and the Lai-Massey scheme. For this reason, we think that the nomenclature
“Feistel+Lai-Massey” scheme highlights in a better way its main feature.
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Note that the function F' behaves as the Lai-Massey scheme defined in Prop. 2 for the
first [ inputs, while it corresponds to a (generalized) Feistel scheme defined as in Def. 2 for
the last n — m inputs. The invertibility follows immediately (without assumptions on F).

Even if such scheme generalized the Lai-Massey one by combining it with the Feistel
one, it is (obviously) EA-equivalent to a Feistel scheme due to the results proposed in
the previous section. For this reason, in the following we propose and discuss two new
possible generalizations in order to reach our goal.The starting point is the result proposed
in Prop. 2.

5.1 Generalized and Redundant Lai-Massey Schemes
5.1.1 Generalized Lai-Massey Scheme

One main feature of the Lai-Massey scheme proposed in Prop. 2 regards the fact that the
inputs of the function F' are linear combinations of the inputs z; defined via coefficients
)\Ej) that sum to zero (that is, E;L;Ol /\z(-j) =0 for each j € {0,1,...,1 —1}). A possible
generalization of such result could consist in allowing for different functions Fy, Fi, ..., Fr_1,
under the restriction that their inputs are linear combinations of x; as before.

More formally:

Definition 6 (Generalized Lai-Massey). Let ¢ = p® where p > 2 is a prime and s > 1 is
a positive integer, and let n > 2 be an integer. Let ag,a1,...,a,-1 € Fg\ {0}. Let [ €
{1,2,...,n—1}. Foreachi € {0,1,...,1—1}, let /\él)7 )\Y), . )\S)_l € F, be as in Prop. 2 (in

particular, such that Z?:ol /\g-i) = 0). Given n function F©O, M ph=1) . Fp—! — Fy,
let LMq : Fy — Fp be defined as LMca (w0, 21, - -+, Tn-1) = Yolly1lly2ll - - - |yn—1 Where

n—1 n—1 n—1
vie {0,1,...,n—1}: Yi = Qe <xz + F® <Z ,\5,0) .x].’z/\;l) S Tj, .. -72/\?71) :C])) .

§=0 j=0 j=0
We say that LM is a generalized Lai-Massey construction if it is invertible.

Obviously, the Lai-Massey scheme defined in Prop. 2 satisfies this definition.

Keeping in mind the generalized Feistel schemes proposed in the literature and recalled
in App. A.1, examples of generalized Lai-Massey constructions over Fg (analogous over Fy
for n > 2) include e.g. Type-I Lai-Massey schemes

[l‘o,l‘1,$2,$3] — [l‘o + F(J?() — .131),.231 + F(l‘o — 1‘1),l‘2,1‘3}
and Type-II Lai-Massey schemes
[x0, @1, 2, 23] > [0 + Fxg — x1), 21 + Fxg — 1), 2 + F' (22 — 3), 23 + F' (22 — x3)]

where F, F' : F, — F,. Due to the results proposed before, it is trivial to check that such

two constructions are invertible, and that they are A-equivalent to a generalized Feistel

scheme defined over IF?I. We point out that the two previous generalized Lai-Massey round

functions must be combined with a mixing layer (as a shuffle or a multiplication with an

invertible matrix) in order to get full diffusion after a certain number of iterations.
Another example is given by

Zo Yo ag - (xo + Fi(rg — 21) + Fo(xo — 21,00 + 21 — 2 - 72))
1| — |1 :GLM—lg(x) = |y '(1‘1 +F1(.T0—.T1)+F2<.’170—.’1?1,.’170-‘1-.’171 —2~$2))
X9 Y2 OéQ'(Z‘Q—FFQ(J’JQ—J?l,l‘o—‘rl‘l—2'372))
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where ag, a1, az € Fy\ {0}, and where F; : F, — F, for each i € {1,2}. The invertibility
follows from the fact that

w()—wl:yfo—ﬂ,
[ %s) (65])
gota —2 =L 4 902 o p(g—a) =L+ 2.2 o (@—2)
[o7s) a1 (e %) (e 7)) (051 Qa2 (&7s) (651

Also such scheme is EA-equivalent to a generalized Feistel scheme over Fg, that is, there
exist invertible linear layers A, B and a linear layer C' over Fg such that

GLM-13(z) = Bo Fg o A(z) + C(x)

where Fq is defined in Def. 2. The linear layer A, B,C' € F2*3 are given by

1 -1 0 ap Qo 1 —2-0[0 0 2'0[0
A= |1 1 -2 s B = a1 0 5 C= —2'041 0 2'041
1 0 0 0 ()] 0 — Q9 (%) 0
Indeed:
[zo "™ To — X1 Fal) To+x1— 2 x2+ Fi(zo — 1) B
GLM—13($): 1 —X> To+x1 — 222 G—) $0+F2(1’0—1’1,CC()+561—2'$2) —X>
L2 Zo o — X1
[ a0 (3-wo—2 22+ Fi(xo — x1) + F2(x0 — x1,20 + 21 — 2 - T2) .
a1~(2-$0+l‘1—2-1’2+F1(2?0—JS1)+F2(ZEO—ZE1,ZEO+ZE1—2~ZE2)) —I>

az -+ (xo + Fa(zo — 1,20 + T1 — 2+ T2))

a1 (z1+ Fi(zo — x1) + Fo(zo — 21,0 + 21 — 2 - x2))
az - (w2 + Fo(z0 — 1,20 + 1 — 2+ 72))

[ao - (zo + Fi(zo — x1) + Fa(zo — x1, 0 + 71 —2'I2)]

5.1.2 Redundant Lai-Massey Schemes

Focusing on the result proposed in Prop. 2, another main feature of such Lai-Massey
construction [zg, Z1,...,Zn—1] = [Yo,¥1,--.,Yn—1] regards the fact that the differences
of two outputs y; — y; are always equal to the differences of two inputs x;, — x; for each
i,j,h,l € {0,1,...,n — 1} with ¢ # j and h # [, that is, y; — y; = @, — 2; (where the
condition (i,5) = (h,l) is not required). This is a consequence of the fact that each
output y; is defined as the sum of the corresponding input x; and of a certain element
z = F(zg,21,...,2n_1), that is, y; = z; + z where z is fixed for each i € {0,1,...,n —1}.

Here, we propose the following definition that aims to generalize the Lai-Massey
construction by capturing the observation just pointed out.

Definition 7 (Redundant Lai-Massey). Let ¢ = p® where p > 2 is a prime and s > 1 is
a positive integer, and let n > 2 be an integer. Let o, aq,...,a,—1 € Fy\ {0}. Given
a function F' : Fy — Fy, let LMg : Fy — Fy be defined as LMy (20,21, .., Tp_1) =
Yollyrllyzll- - - l[yn—1 where

VZ'E{O,L...,’N,—I}Z Yi ::ai-(wi—l—F(xo,xl,...,a:n,l)) .

We say that LMy is a redundant® Lai-Massey construction 4f it is invertible.

6In order to differentiate it from the previous generalized Lai-Massey scheme, we decided to call this one
as “redundant” Lai-Massey scheme in order to capture the fact that the same function F(zo,x1,...,ZTn—1)
is repeatedly used for building/defining the output.



Lorenzo Grassi 17

Obviously, the Lai-Massey scheme defined in Prop. 2 satisfies this definition. At the
same time, there exist redundant Lai-Massey constructions that are not of the same
form given in Prop. 2 (where the function F' only takes as inputs linear combinations of
rg,T1,...,Tn_1 S0 that the sum of the coeflficients that define the linear combination is
zero), as the one given in the next example.

Lemma 3 (RLM-0). Let g = p® where p > 2 is a prime and s > 1 is a positive integer,
and let n > 2 be an integer. Let o, 0, ..., an—1 € Fg \{0}. Let po, pt1, ..., ptn—1 € Fy be
such that Z;.:Ol i 0. Let H :Fyg — Fy be a permutation.

The redundant Lai-Massey scheme RLM-0(xg,21,...,2n—1) = Yollyill .- |yn—1 over
[y defined as

1 n—1 n_—l ey
2o M 3=0 2o M
is invertible.
Proof. By simple computation:
n—1 n—1 n—1 n—1 n—1
Yi 1 STy Mt T
Z“i'jzzﬂi“ﬁz wio | = H | Doy | - Es—
i=0 =0 i=0 D0 M §=0 Djmo M
n—1 n—1 n—1 n—1
1 Z o T
=D piwit | e | Y| - SES (ZM1>
i=0 Zj:o g j=0 Zj:o Hj i=0
n—1 n—1 n—1
:Zuz"ffi‘FH Zﬂj‘%‘ —Zﬂj'%‘
i=0 §j=0 §=0
n—1 n—1 n—1 Y
-1
=H ZM'%‘ — ZMJ'%‘ZH Zuyaij :
7=0 7=0 7=0 .

since H is invertible. Hence:

_ H*l(zﬂglﬂ.,y./a.) n=l
vie {0,1,...,n—1}: xi:&+ ]n(ilj 7 721:0551%/]' -

% dico Mj 20 M

The proposed scheme is EA-equivalent to a contracting Feistel scheme, due to the same
argument proposed in Sect. 4.3. In particular, assuming pug # 0 and ag = a3 = ... =
an—1 = 1 (analogous for the other cases), the affine equivalence holds via the invertible
matrices A, B € Fy*™ equal to the ones given in (3), while the linear transformation C is

defined via the matrix C' € Fy*" identically equal to zero except for Cp 1 = —(Z;;OI 1)/ to-

5.2 A Generalized Lai-Massey Scheme Not Belonging into the “Feistel
EA-Class”

As next step, we propose a concrete example of a generalized Lai-Massey scheme over Fy
that is not EA-equivalent to any generalized Feistel scheme. We construct such scheme
iteratively, that is:

1. we first propose it over F; in Prop. 4;
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2. given the scheme over Fy for n even, we construct it over FZ“ in Prop. 5 and over
F7+1 in Prop. 6.

Proposition 4 (GLM-14). Let ¢ = p* where p > 2 is a prime and s > 1 is a positive
integer. Let ag, a1, 0,3 € Fy \ {0}. For each i € {1,2,3}, let F; : Ffl — Fy be a function.

The generalized Lai-Massey construction GLM-14(xq, x1,z2,23) = yo|ly1llyz2|lys over
IFg defined as

Yo = g - (xo + F1(xo — 1) + F3(x0 — x1,21 — T2, 2 — T3)) ,
Y1 = a1 - (21 + Fi(zo — 21) + F3(20 — 21,21 — T2, 22 — 23)) ,
Yo = ap - (w2 + Fa(wg — w1, 22 — x3) + F3(20 — 21,21 — 22,72 — 23)) ,
ys = a3 - (v3 + Fa(wg — 21,02 — 23) + F3(x0 — 21,21 — T2, 22 — 23)) ;

s invertible.

Proof. The invertibility follows from the following

Yo Y1

To— 1= — — —,
@ aq

_ Y Y3

Ty —X3=—"—"—— ",
Qo Q3

- n Y2 Yo Y1 P Yo Y1 Y2 Y3
901—902—071—072— 1|\ — ) —fe\—=—5— = — .

By making use of the same strategy exploited for the Lai-Massey scheme e.g. in Prop. 2,
these information are sufficient for recovering zg, 1, x2, 3. E.g.,

Yo Yo Y1 Yo Y1 Y2 Y3 Y1 Y2 Yo Y1 Yo Y1 Y2 Y3
rw=—-"H"|l———|-F3(——— ———, ———-Fh|——— | -F| ———,— — — .
ag [e74) aq (T3} a1 o a3 o1 Qo [e7s) (3] [e7s) a1 a2 asg

O

Proposition 5 (GLM-1,,). Let ¢ = p°® where p > 2 is a prime and s > 1 is a positive

integer, and let n = 2-n' > 6 be an even integer. Let o, 0, ...,a,—1 € Fy\ {0}. For
each i € {1,2,...,n— 1}, let F; : IFfl — Fy be a function.

The generalized Lai-Massey construction GLM-1,(xo, 21, ..., Zn—1) = yollvall - - - ||Yn—1

n
over Fy defined as

2 + (73 Fn—l (w07w1; oo awn—47wn—3>wn—2) Zfl S {07 17 e, — 3}3
yi =< ay - (xz + Fro(wo,wiy ..y Wy gy Wy —2) otherwise (i € {n —2,n —1})
+Fp_1(wo, w1, - -, W4y W3, Wp—2))

for each i € {0,1,...,n— 1}, where

o [20,21,--+,2n-3] = GLM-1,_o(xqg,21,...,2n_3) is the output of the generalized
Lai-Massey construction GLM-1,_o over IFZ‘_Q, and

o foreachi€{0,1,...,n—1}: w; =z — x4,
s invertible.

Proof. We prove the invertibility by working iteratively, keeping in mind that GLM-14
is invertible. Let’s assume that GLM-1,_5 is invertible. It follows immediately that
it is possible to recover xg — 1,1 — T2,...,Tn_g4 — Tn_3 DY Yo, Y1,---,Yn_3, due to
the fact that such differences are independent of the last two outputs. Indeed, by con-
struction, for each i € {0,1,...,n — 3}, the output y; depends only on wg, w1, ..., W,—4
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Yi

and on Fy, 1 (wo, w1, ..., Wn—4,Wn_3,Ws_2) in such a way that the difference % — 2% is
i 3
independent of F,,_1 (wg, w1, ..., Wp—4q,Wn_3, W,_2) — note that z; is a multiple of «;.
Next, given wg = Tg — T1, W1, = L1 — X2, ..., Wn_4 = Tp_4 — Tn_3, we have to find

Wp_3 = Tp_3 — Tp_o and w,_o = Tp_s — Tp_1 in order to invert the system. By simple
computation:
Yn—2 Yn—1

Tp—2 — Tp—1 = o - a )
n—2 n—1

n—3
Yn—-3 Yn—2

Tp-3 — Tp—2=— — —— — E F; (w07w1, .- -awi—l) - Fn—Q(w07w17 cee 7wn—47wn—2)a
Qp—3 Qp—2 =1

where the r.h.s. of this last equation is independent of w,,_3 by construction. Working
exactly as before, given w; for each ¢ € {0,1,...,n — 2}, it is possible to invert the system
and recover xg,Z1,...,Tn_1- O

Proposition 6 (GLM-2,,). Let ¢ = p® where p > 2 is a prime and s > 1 is a positive
integer, and let n =2-n' +1>5 be an odd integer. Let ag, 0, ...,an—1 € Fy\ {0}. For
eachi € {1,2,...,n—1}, let F; : IFZI — Fy be a function. Let Ao, A1, ..., Ap—1 € Fy be such
that 31" \i = 0.

The generalized Lai-Massey construction GLM-2,(xo,z1,...,Zn—1) = Yollvall - - - ||Yn-1
over Iy defined as

y; = zi+o; - Fhg (wo,wl,...,wn,4,wn,3,w;_2) ifie{0,1,...,n—2},
' i (i + Foo1 (W0, w1, o, Wnoa, Wn—3,w,_5))  otherwise (i =n —1)
where

o [20,21,..+,2n—2] = GLM-1,_1(xg,21,...,Zn_2) is the output of the generalized
Lai-Massey construction GLM-1,,_1 over Fg_l defined as in Prop. 4 — 5;

o wi=x; —wipy ifi€{0,1,...,n—2}, and w),_, = Zg‘;ol Ai s
1s invertible.

The proof is equivalent to the one given for the even case.
About Invariant Subspaces. As before, each input in the subspace ([1,1,...,1]) =
{[z,z,...,2] | Vx € F;} C Ty does not active any function F; of the generalized Lai-Massey
schemes defined in Prop. 4 — 5 — Prop. 6, since their inputs are just zero. Such subspace can

be broken by imposing that at least two coefficients «; and «; for ¢,j € {0,1,...,n — 1}
are different.

About the EA-Equivalence. Next, we show that the generalized Lai-Massey schemes
defined in Prop. 4 — 5 — 6 are not equivalent to any generalized Feistel scheme.

Theorem 4. Let ¢ = p° where p > 2 is a prime and s > 1 is a positive integer, and
let n > 4. The generalized Lai-Massey constructions GLM-1,, and GLM-2,, proposed in
Prop. 4 — 5 — 6 are not extended affine equivalent to any generalized Feistel scheme.

Proof. Let’s start to analyze the case n = 4. If the EA—equivalence holds, then there must
exist invertible affine layers A, B and an affine layer C' over Fg such that

GLM-14(z) = Bo Fg o A(z) + C(z)
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where Fg is defined in Def. 2. Let’s first consider the case in which A, B, C are linear.
Since GLM-14 depends on zg — 1, ©1 — Z2, T2 — x3, then the invertible matrix A must be
of the form

1 -1 0 0
0 0 1 -1
A= 0 1 -1 O
Yo Y1 Y2 Y3

up to shuffle of the rows, where 1o, 11,12,13 € Fy; must satisfy

det(A) = — (Yo + 1 + Y2 +13) # 0.
Given A, we have that

xo —x3 + Fi (g — 1)
xy — 22 + Fao(xo — w1, 22 — x3)
Yo - o + Y1 - w1+ Y2 2o+ s 23 + F3(xo — 21,01 — 2o, 2 — 3)
o — X1

FgoA(x) =

In order to realize the EA-equivalence, the matrix B must be of the form

ap - o 0 ap P2 Q3

B— |2 o 0 Qi P2 P4
0 az-p1 Q2 @2 @5

0 Qz-p1 a3 P2 Y

for ¢o, ¢1,...,p6 € Fy. This is due to the distribution of the functions F; in GLM-1™;

LN (2, 21,32, 3) + a0 - (po - Fi(z0 — 71) + 92 - Fs(0 — 1,71 — T2, T2 — T3))

BoFgoA(x) = (2)L(1)(10=$17$27$3) + a1 (po - Fi(zo — 1) + @2 - F3(z0 — x1, 21 — 22,22 — ©3))
L (a?o,:vhillz,wg) + asg - (501 . Fz(wo — 1, T2 — 113) + 2 - F3(I0 —T1,T1 — T2, T2 — 13))
L(3)($0,5E1,$2,5E3) + as - (501 . Fz(wo — 1, T2 — 123) + 2 - F3(a:0 —T1,T1 — T2, T2 — 13))

where L) : ]F;L — F, is a linear function for each i € {0,1,2,3}. Independently of the
value of ;, the matrix B is never invertible, due to a linear dependence that holds between
the first three columns:

V’L'E{O,].,Q,S}Z §01'@2'Bi70+§00'902'B1’,1_<PO'S01'B1',2:0~

The result does not change when considering affine layers A, B over Fg. We point out that
the affine layer C only affects the linear/affine combination of the inputs zg, 21, z2, 3,
hence, it does not change the previous conclusion.

The scenario is similar for the case n = 2 -n’ > 6 even. In such a case, the problem
regards again the invertibility of the matrix B. By working as before, it is possible to
construct an invertible matrix A € FZ}X” that returns all the combinations z; — x;41 for
each i € {0,1,...,n —2}. Let

Qg - po 0 Qg - P2
BW — |1 %o 0 a1 2| pax3
0 Qz -1 Qg P2 a
0 az -1 Q3P

For each n = 2-n’ > 6, we define B" ¢ ]ng(n—l) as

0 Qg - Pn—2
B2 : :
B = 0 Ap—3 * Pn—2
0 - 0] ap—g-Pn_3 Qn_2- Pp_s

0 0| an_1-Yn-3 Qp_1-Pp_2
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It is easy to check that the columns of B(™) are linearly dependent due to the fact that
the columns of B2 are linearly dependent. Given B, B e Fy~™ is defined as

Pn—1
@n
B = B :
Pon—2
Pan—1

in order to realize the EA-equivalent with the generalized Feistel scheme. As before, B is
never invertible since the columns of B(™ are linearly dependent.
Finally, an analogous proof holds for the case n =2-n’ +1 > 5 odd. As before, it is

possible to construct an invertible matrix A € IE‘ZX” that returns both Z;:Ol i - x; and all

differences x; — z;41 for each i € {0,1,...,n — 3}. Given B=D € F{"™D*(""2) a5 before
(note that n — 1 is even), B € Fy*™ is defined as

Qg - Pn—2 Pn—1
a1 Pn—2 Pn
B— B(n—1)
Qp_3° Ppn—2 $an—3

Ap—2 " Pn—2 P2n—2
L0 0 0 0 0] an—1-¥Yn2 @an-1 |

in order to realize the EA-equivalent with the Feistel scheme. As before, B is never
invertible since the columns of B(™~1) are linearly dependent. O

5.3 A Redundant Lai-Massey Scheme Not Belonging into the “Feistel
EA-Class”

Next, we propose an example of a redundant Lai-Massey construction that is not EA-
equivalent to any generalized Feistel scheme published in the literature so far. We achieve
this result by imposing that one of the n inputs of the function F' depends on a linear
combination whose coeflicients do not necessarily sum to zero. Another analogous example
is proposed in App. D.2.

Proposition 7 (RLM-1). Letp > 3 be a prime integer, and let n > 2. Let ag, a1, ...,0pn_1 €
F,\{0}. Letl € {1,2,...,n—1}. Foreachi € {0,1,...,1—1}, let )\él),/\gl),...,/\ff)_l eF,

be as in Prop. 2 (in particular, such that E;”:_Ol )\;i) =0). Let o, ¢1,...,¢n—1 €F, (no

condition on 2?2—01 Y;). Let G :Fp=t — F), be any function. Let 8 € Fy\ {0} be such that

n—1
Ly | =B D v | | =-1.
=0

The redundant Lai-Massey scheme RLM-1 over ) defined as RLM-1(xg,21,. .., Tp_1) =
yollyill - - ||Yyn—1 where

n—1
vie {0,1,...,n—1}: yi=o;- |xi+8-2%- ij'xj
7=0

and where
n—1 n—1 n—1

z=G Z)\J('O)'xjaz)‘g'l)'xj"'WZ)\;l_l)'xj

=0 =0 =0
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1s invertible.

We point out that, if Z;L;OI ¥; # 0 mod p, then the vector [¢g,¥1,...,¢Yn_1] €
[y and the vectors [/\(()O),)\go), A0 | P [)\(()lfl),)\(l 2 /\ff 11)] € I}, are linearly

» Mn—1
independent. Otherwise, if the sum is equal to zero, they are hnearly dependent.

Proof. If Z;l:_ol 1; = 0 mod p, then the invertibility follows from Prop. 2. Hence, let’s

assume Z;:Ol ¥; #0 mod p. Given yo,y1,...,Yn—1 as before, we have
n—1 ] " n—1 ) n—1 ) n—1 n—1 )

A9 L (), ) (). ,2. Cor | = ()
S-S s S (S| - S0
1=0 =0 =0 7=0 =0

=0

for each j € {0,1,...,1— 1}, where Z?:_Ol )\l(-j) = 0 by assumption. It follows that
n—1 ( y n—1 ( y n—1 ( ) y
0) J 1) J -1 J
oA ~;,2Aj ';vva/\j o
§=0 J =0 J 3=0 /
If z =0, then x; = y;/«; for each ¢ € {0,1,...,n — 1}. Otherwise, if z # 0, note that
n—1 Y n—1 n—1
Do =) by <$j+5-22- (szm))
=0 J j=0 1=0
n—1 n—1 n—1
ol DS R AR DL R DL
§=0

=0 =0
n—1 n—1

= Z%'ij 14822 Zd)j
§=0 j=0

Such equality is invertible if
n—1
VzeF,:  1#-8-22- D 4
=0

Such condition is always satisfied for each z € [F, by choosing 3 # 0 such that

n—1

S| | =-1.
=0

In such a way, one term of the equality is a quadratic residue (that is, L,(1) =
while the other one is a quadratic non-residue (that is, L, (—6 S22 ( ;L Olw])>

Ly(z) - Ly (=B (S520 03) ) = Ly (=8+ ($)=0 5) ) = —1 by definition of 3).
As a result, for each ¢ € {0,1,...,n —1}:

w02 (S i)

@ 1gpe (S v)
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About Invariant Subspaces. As before, the inputs in the subspace ([1,1,...,1])
{[z,z,...,2] |V € F;} CF} do not active any non-linear function, since:

n—1
Vie {0,1,...,n—1}: yi—oz,»-<1+ﬁ~(G(0,0,-.-,0))2' > )x
j=0

#0 (constant)

where — 4 - (G(0,0,...,0))*- (z;?;ol wj) # 1 since L, (fﬂ. (Z;’;g %)) — 1. Such
subspace can be easily broken by imposing that at least two coeflicients o; and «; for
i,7€{0,1,...,n — 1} are different.

About the EA-Equivalence. Here we show that the redundant Lai-Massey scheme just
defined is not EA-equivalent to any generalized Feistel scheme.

Theorem 5. Let p > 3 be a prime integer, and let n > 2. The redundant Lai-Massey
scheme defined in Prop. 7 for which

« Y001 #0 modp

e l=n—1 (that is, G depends on n — 1 non-trivial inputs’)
is not EA-equivalent to any generalized Feistel scheme.
Proof. The proof follows from the fact that

o the functions F; in any generalized Feistel scheme as in Def. 2 depend on at most
i <n — 1 independent inputs;

e the function F(zo,...,7,_1) = B 2% (Z;Zol Y, ~xj) in Prop. 7 (where z :=

G (Z;l;ol )\;0) STy, Z;l;ol )\;"_2) . x])) depend on n independent inputs.

As a result, the equivalence
Vz € Fy: RLM-1(z) = Bo Fg o A(z) + C(x)
is never realized for any invertible affine layer A, B and for any affine layer C. O

As a concrete example, we prove this fact in details for the case IF?, in App. D.1.

6 The Blooming of the Amaryllises Scheme

In this section, we discuss the advantages and the disadvantages of the possible invertible
non-linear functions over [y proposed in the literature, focusing on the special case in
which q is of huge size (e.g., ¢ > 254). We point out that this is not only of theoretical
interest, since the size ¢ of the field Fy considered in many recent applications/protocols
like MPC/FHE/ZK is of that size. Based on such analyse, we propose a new invertible
non-linear function — called Amaryllises — which aims to combine the advantages of the
different constructions proposed in the literature so far.

"The “trivial inputs” case occurs either if A/(()j) = 79) =...= 77(1]21 =0 for a certain j € {0,1,...,n—2}

or if the vectors [A((P), )\<10), G . [)\(()n72)7 /\<1n72>, cely )\Eln:f)] € Fyy are linearly independent.

Y A —110
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6.1 Invertible Non-Linear Functions over IFZ

Several strategies are possible in order to construct invertible non-linear functions over
[y (we refer to [Gra22] for an analysis of schemes instantiated with non-invertible non-linear
functions). The following analysis does not aim to be exhaustive. Rather, our goal is
to study the advantages and the disadvantages of some of the most common invertible
non-linear functions over Iy proposed in the literature. For this reason, we focus on the
following cases: (1st) SPN (parallel S-Boxes), (2nd) Feistel/Lai-Massey schemes, and (3rd)
Horst schemes.

6.1.1 SPN (Parallel S-Boxes)

Let S, s gr=1) . F, — F, be n invertible non-linear functions. In the case of
SPN schemes, the non-linear layer over Fy is simply defined as

[QC(), Tlyenn ,l’nfl] — [S(O)(.’Eo), S(l)(l'l), PN S(n_l)(fﬁn,l)] .

Obviously, such layer is invertible if and only if each S-Box S is invertible. This restricts
the possible range of options for the function S itself. In the case in which ¢ is relatively
small (e.g., ¢ < 2%), a designer can potentially brute force many possible invertible S-Boxes
until one with the desired statistical and algebraic properties is found (see [LP07] for the
case ¢ = 2%). This is obviously not possible when ¢ is very large, as e.g. ¢ > 2%4. In
such a case, the S-Box must also have a very simple algebraic structure, since it must be
computed on the fly (due to the huge size of ¢, the S-Box cannot be pre-computed and
stored as a look-up table). At the current state of the art, only few functions are known
to be invertible over F, for a generic ¢, including the power maps x + z¢ and the Dickson
polynomials (recalled in Theorem 7). E.g., most of the MPC-/FHE-/ZK-friendly schemes
as MiMC [AGR™16], HADESMIMC/PoOSEIDON [GLR 20, GKR 21|, Rescue [AABT20],
NEPTUNE [GOPS22], GRIFFIN [GHR'22], HYDRA [GOSW22], Anemoi [BBC*22] are
instantiated with power maps.

Disadvantageous: Importance of the Linear Layer & Cost of Decryption. Obviously,
no mixing takes place among the variables. Hence, the details of the affine layer are crucial
in order to reach full diffusion after a finite number of rounds.

In order to decrypt a SPN scheme, one has to compute the inverse of each S-Box
S (let’s assume for simplicity that S = S = 1) = ... = §»=1) In the case in
which deg(S™1) > deg(S), computing the inverse of a SPN scheme could be much more
ezpensive than computing it. E.g., consider the case in which the S-Box is instantiated
by a power map S(z) = 2¢. The inverse of z — 2% is S~ (z) = 21/¢ = 29 where d is the
smallest integer for which d - d — 1 is a multiple of ¢ — 1 (due to Fermat’s little Theorem).
In the case in which ¢ > d, then d is of the same order of q. Similarly, the inverse of the
degree-d Dickson polynomial Dy () has degree d where d-d =1 mod (¢ — 1).

Advantageous: Frustrating Meet-in-the-Middle Algebraic Attacks. Having said that,
computing the inverse of a construction is not required in many applications. Just to give
some concrete examples:

o stream ciphers instantiated via a cipher Ej(-) used in a mode of operation as the
counter-mode, that is, z — 2 + E (V) for a nonce N and a key k. In such a case,
both the encryption and the decryption require the computation of E(-) only (never
its inverse). As a concrete example, this is exactly what MiMC’s and HadesMiMC’s
designers [AGR 116, GLR'20] proposed for their schemes: “[...] decryption is much
more expensive than encryption. Using modes where the inverse is not needed is thus
advisable.” (see [AGR'16, Sect. 1]);
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« sponge hash functions [BDPAO0S] instantiated with permutations (in order to avoid
internal collisions). In such a case, no inverse computation of the permutation is
performed for computing the hash value. Same consideration holds for the Farfalle
and for the MEGAFONO modes of operation [BDH'17, GOSW22] instantiated with
permutations.

As a result, the fact that computing the inverse is more expensive than computing it in
the forward direction does not represent a disadvantage in many practical use cases.

Moreover, the previous disadvantageous about the cost of the inverse turns out to
be an advantage in the case in which one aims to frustrate Meet-in-the-Middle (MitM)
algebraic attacks. In such a case, the attack exploits the low degree of the inverse of the
attacked scheme in order to break it. However, in the case in which such inverse is of high
(close to maximum) degree, attack approaches such as the interpolation one [JK97] or the
higher-order differential one [Knu94] would be defeated after few rounds.

6.1.2 Feistel and Lai-Massey Schemes

Since Feistel and Lai-Massey schemes have been already discussed in this paper, we directly
focus on their advantages and disadvantageous.

Advantageous: Non-Linear Mixing & More Freedom for the Designer & Cost of
Decryption. One of the main differences between Feistel/Lai-Massey schemes and SPN
scheme regards the fact that a non-linear mixing takes place in the first case. Hence,
several rounds of Feistel/Lai-Massey schemes are potentially sufficient by themselves for
reaching full diffusion without any additional linear layer.

The other main feature of (generalized) Feistel and Lai-Massey schemes regards the
fact that their invertibility is generally independent of the details of the functions that
instantiate them.® As a direct consequence, the number of possible choices for such
functions is much larger than the corresponding number for SPN schemes. This could
represent a significant advantage for Feistel and Lai-Massey schemes, since the designers
can e.g. choose functions that are cheaper to evaluate/implement with respect to the SPN
case, without sacrificing the invertibility (and potentially the security) of the resulting
primitive.

As a direct consequence of the previous fact, both in the Feistel and in the Lai-Massey
case, the same functions are computed both in the forward/encryption direction and in
the backward/decryption direction (note that such functions are not invertible in general),
which implies the same cost in term of number of function evaluations for the two processes.

Disadvantageous: Security against Meet-in-the-Middle Algebraic Attacks. The pre-
vious fact may turn out to be a disadvantage when considering the security of such
schemes against e.g. MitM algebraic attacks. In the case in which the degree of the
encryption/forward direction and in the decryption/backward direction are equal, then a
larger number of rounds (almost double, when comparing to the SPN scenario) could be
necessary for preventing such attacks. A concrete example of this is the Type-II Feistel

case [Zo, X1, .-+, Tan—1] = [Y0,Y1,- - Y2n—1], for which the degree is the same in the two
directions:

ZTiy1 + F(x;) ifd mod2=0, Yio1 ifi mod2=0,
Y = and T =

Tit1 otherwise, Yi—1 — F(yi—2) otherwise,

(analogous for e.g. a Type-II Lai-Massey scheme). In other cases, the degree in the decryp-
tion/backward direction could be actually higher than the degree in the encryption/forward

8We remark that this is not true for all the generalized/redundant Lai-Massey schemes. However, there
is no doubt that more freedom is possible in the choices of the functions that instantiate such Lai-Massey
schemes without affecting their invertibility.
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direction. A concrete example of this is the Type-II1 Feistel case
[0, 21, oy T2, Tn-1] = [Y0, Y1, -+, Yn—2, Yn—1] = [21+F (20), z2+F(x1),...,Tn1+F(Tn-2),x0],

whose inverse is given by
0 =Yn-1, T1=Yo—F(Yn-1), 2=y1—F(Yo—F(yn-1)), x3=y2—F(y1—F(yo—F(yn-1))),

and so on. In such a case, the inverse of the i-th Fy-word has degree deg(F)i=1 <
deg(F)"~!, which is higher than the degree of the corresponding forward function (that
is, deg(F)). Still, in the case in which deg(F)"~! < ¢ (which could happen e.g. in
MPC-/FHE-/ZK-friendly schemes), such schemes would require more rounds in order to
reach maximum degree than a SPN scheme instantiated as before with e.g. power maps. A
similar result/conclusion holds for e.g. the generalized Lai-Massey schemes GLM-1,, and
GLM-2,, proposed in Prop. 4 — 5 — 6.

6.1.3 The Horst Scheme

The Horst construction recently proposed by Grassi et al. [GHR'22] is a generalization
of the Feistel schemes in which the linear combination in (zg,x1) — (21 + F(x0), zo) is
replaced by a non-linear one, that is, (xg,z1) — (21 X G(xo) + F(x0),x0). More formally:

Theorem 6 (Horst [GHR™22]). Let ¢ = p®, where p > 2 is a prime and s is a positive
integer, and let n > 2 be an integer. For eachi € {1,2,...,n—2}, let F;,G; : Fi, — Fy be
2 (n—1) functions, where Gi(zo,1,...,Ti—1) # 0 for each xg,x1,...,x,—1 € Fy. The
Horst construction H over Ty defined as H(wo, 21, .., 2n—1) = yolly1ll - - - |[yn—1 where

T Gi(xo,xl, Ce ,l’i,1) +Fi(x0,x1,. .. ,l’i,1) Zfl € {0,17. Lo,n = 2}
Yi = . .
Zo otherwise (i =n —1)

s invertible.

The advantages and disadvantages of the Horst Scheme are equivalent to the ones just
listed for the case of Feistel and Lai-Massey schemes. E.g., both in the forward and in the
backward computation of a Horst scheme, one never computes the inverse of G; and/or
of F; (which do not exist in general). The only main difference regards the fact that a
division takes places instead of a multiplication in the decryption/backward computation,
ie.,

Yi — Fi(.’L‘o, .. .,231',1)
Gi(mo, e ,xifl)

yi = i - Gi(zo,...,wi—1) + Fi(zo,...,xi=1) versus T =

for given xg,x1,...,x;—1. We point out that such difference is not sufficient by its own

to affect the previous argument proposed for the MitM algebraic attacks. Indeed, the
inverse of a Horst scheme can be potentially described by low degree functions by making
use of the fraction representation as originally proposed by Jakobsen and Knudsen in
the interpolation attack against modified versions of SHARK instantiated with 2+ !
(see [JK97, Sect. 3.4] for more details).

6.2 The Generalized Amaryllises Scheme

Having said that, our goal is to set up an invertible scheme with the following properties:

o similar to SPN schemes, its degree is small in the forward/encryption direction, and
very high (close to maximum) in the backward/decryption direction (or vice-versa);

o similar to Feistel/Lai-Massey/Horst schemes, a “full” non-linear mixing takes place
among the inputs.
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As we are going to show, a possible way to achieve it is by applying the Horst approach
to the redundant Lai-Massey scheme defined before in Def. 7. That is, we propose a new
variant of the redundant Lai-Massey construction — called generalized Amaryllises — in
which the linear combination between the inputs x; and the function F(zg,21,...,2n_1)
is replaced by a non-linear one. More formally:

Definition 8 (Generalized Amaryllises). Let ¢ = p® where p > 2 is a prime and s > 1 is
a positive integer, and let n > 2 be an integer. Let e > 1 be a positive integer, and let
g, a1, ..., an1 € Fy\ {0}. Given two functions F, H : Fy — Fy, let Ag : Fy — Fy be
defined as Ag(zo, 21, ..., Zn—1) = Yollvally2] - - - |yn—1 Where

Vvie{0,1,...,n—1}: yi = ;- (x5 F(xo, 21, ..., n_1) + H(xo, 1,y Tpeq)) -

3
We say that Ag is a generalized Amaryllises construction if it is invertible.

In the next section, we propose concrete examples of the generalized Amaryllises
construction just proposed, showing that we are able to reach the goals we fixed before.
Moreover, we compare the advantages and the disadvantages of such construction compared
to the Lai-Massey ones.

Remark. Before going on, we point out that computing a generalized Amaryllises
construction costs n additions, n multiplications, n e-powers (if e # 1), and the evaluation
of the functions F' and H. Even if it is possible to define a similar scheme by using the
generalized Lai-Massey scheme defined in Def. 6 as starting point, we point out that such
variant may be more expensive to compute in general (since 2 - n different functions F;
and H; must be computed, besides the other operations).

7 A Botanical Garden of Generalized Amaryllises Schemes

In this section, we present concrete examples of the generalized Amaryllises Schemes.

7.1 The Amaryllises Scheme

Probably, the simplest (non-trivial) example of a generalized Amaryllises scheme is the
following.

Proposition 8 (Amaryllises). Let ¢ = p®, where p > 2 is a prime and s is a positive
integer, and let n > 2 be an integer. Let o, cu,...,an_1 € Fg\{0}. Let F:Fy, — Fy be a
function such that (1st) F(0) # 0 and (2nd) G(z) = x - F(x) s invertible over F,. Let
H:F}~! = Fy be any function, and let Bo, B1,. .., Bn1 € Fq \ {0} such that Z?:_Ol B; =0
if H is not identically equal to zero (equivalently, no condition on Z?;ol Bi is imposed if
H(z) =0 for each z € Fy). For each j € {0,1,...,n—2}, let )\é]),)\gj), .. .,)\7(1]21 cF, be
such that Z?_ol )\Ej) =0.

The Amaryllises construction A over Fy defined as A(xo,...,zn—1) = Yol - |yn-1
where
n—1 n—1 n—1 n—1
0 1 -2
Yi = Q- IZF Zﬁj'fﬂj +H Z)\S)LEJ,ZAE)IJ,,Z)\EH )'mj
§=0 §=0 j=0 j=0

for each i € {0,1,...,n— 1} is invertible.
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Proof. First of all, we prove that F'(z) # 0 for each z € F,;. Since G is a permutation and
since G(0) = F(0) - 0 = 0 by definition, then G(z) # 0 for each = # 0. It follows that
F(z) = G(x)/z #0 for any « € F\ {0}, while F(0) # 0 by assumption.

Given yo,¥1,...,Yn—_1, it is possible to recover Z?;ol B; - x; by noting the following:

n—1
St (Saea)or(Soa)
i=0
n—1 n—1 n—1
T DIRLIES SIS S D o
] i=0

1=0 1=0
=0
n—1 n—1 n—1 )
:G<Zﬁi‘$i> — Zﬁi'ﬂ%‘:Gil (Zﬁzgs),
i=0 i=0 i=0 ‘

where G is invertible by definition. Note that either H always returns zero (that is,
H(z) =0 for each z € Fy) o 2?701 Bi =0 by assumption

In a similar way, it is possible to recover ZZ o % - x; for each j € {0,1,...,n —2}:
n—1 ) ) n—1 ) n—1
S =S wr (o (S ew))
i=0 R 1=0
n—1 ) n—1 n—1 n—1
+> A" (Z A e, YA g, STAY wl>
~——

=0 =0 =0

where

and where F' never returns zero by assumption.
It follows that for each i € {0,...,n —1}:

n—1 4 (0) n—1,(n-2)
xi:1.<yi_H<Zj—0>‘j 'yj/o‘j,“.’zg‘:o)‘j '1/1'/%‘)) . -

z Q; z z

We remark that the Lai-Massey scheme is a particular case of the Amaryllises scheme
in which F' always returns one and e = 1. Moreover, we point out that such scheme realizes
our goals, that is, (i) the degree of the inverse is in general higher degree than the degree
of the scheme itself, and (ii) a non-linear mixing among the inputs takes place.

7.1.1 About Invariant Subspaces

As for the case of the redundant Lai-Massey scheme proposed before, the Amaryllises
scheme can admit invariant subspaces. In particular, the multiplication with F in
Amaryllises is not sufficient by itself to destroy the subspace X = {zr € Fy | Vi €

{0,1,...,n =2} 3707 01 )\(Z = 0}. Indeed, assume that ag =1 = ... = a,-1 =1
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o if H is not identically equal to zero, then Y ' 8 = S0~ A0 = S AL —

7 l
?:01 )\En_Q) = 0 is required for guaranteeing the invertibility. In such a case,

(1,1,.. .7_1]T> is an invariant subspace for the Amaryllises scheme [zg,. .., Z,_1] —
[0, - - -, Yn—1] as well. Indeed, given an input [z, z,...,z] € Fy, we have that
vie{0,1,...,n—1}: yi =« - F(0)+H(0,0,...,0),
#0

that is, y; = y; for each i,j € {0,1,...,n —1};

« if H is identically equal to zero, then no condition is imposed on Z?;Ol Bi. Still, the
subspace B = {z € Fy | Z?:_Ol Bi - x; = 0} is invariant for Amaryllises. Indeed, by
applying Amaryllises on B, we have

[0, 21, ..y Zp_1] — [x0- F(0),21- F(0),...,2p—1- F(0)] = F(0) - [z0, Z1,...,Tn_1].
Since F' never returns zero by assumption, the subspace B is invariant.

As before, if H depends on all n — 1 linearly independent combinations of the inputs xz;
(for which the sum of the coefficients is zero), then the previous subspace can be destroyed
by imposing that at least two coefficients a; and «; for ¢, j € {0,1,...,n — 1} are different.

7.1.2 Constructing Suitable Functions for the Amaryllises Construction

A Generic Result. Next, we show how to construct functions F' that satisfy the required
assumptions of the previous Prop. 8.

Lemma 4. Let ¢ = p®, where p > 2 is a prime and s is a positive integer. Let P be a
permutation over Fy. Let 1 € Fy\ {0}. The function F' over F, defined as

P@-PO 40 4
F(x) = z
(@) P otherwise (x = 0)

satisfies the requirements of Prop. 8.

Proof. The proof trivially follows from the facts that (i) F/(0) = ¢ # 0 and (ii) z —
x - F(z) = P(x) — P(0) is a permutation (since P is a permutation). O

Let P'(x) = M, where note that the polynomial P(z) — P(0) is divisible by .
The algebraic expression of the function F' just given is

LY PO)

F(x) = P'(x) j
HiE]Fq\{O}Z i€F,\{0}

(i—x).

Indeed, if = # 0, then J[;cp \ (03 (i —2) = 0, which implies F(z) = P(x) = M.
Otherwise, if = 0, then [[;cp \ (03 © = [L;er,\ (0} (¢ — ), which implies F/(0) = v).

Constructing F' via Power Maps and Dickson Polynomials. By exploiting this result,
we present concrete examples of functions F' that satisfy the assumptions of Theorem 8 and
that are cheap to compute (e.g., from the point of view of the multiplicative complezity)
especially for the case in which ¢ is very large (e.g., ¢ > 204).
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Lemma 5. Let ¢ = p®, where p > 2 is a prime and s > 1. Let d > 3 be an integer for
which x + x¢ is invertible over F,, hence ged(d,q—1) = 1. Let a € F,\{0}. The function

d ) ) (z£a)%Fal if ¢
Fz)=>)_ (‘?)xz-l (Fa) = { : o0, (6)

— \! +d - ! otherwise
satisfies the requirements of Prop. 8.

Proof. In order to prove the result, it is sufficient to note that (i) F(0) = +d-a?"! #0
(since o # 0) and that (i) F(z) -z = (¢ = a)? F a? is invertible since x + z¢ is invertible
by assumption on d. O

Another example constructed via the Dickson polynomial is proposed in Lemma 10.
We point out that the function defined in (15) via the Dickson polynomial (which contains
only monomials of the form 2?* for i € {0,1,...,(d — 1)/2}) is cheaper to compute than
the one just defined via power maps ((d — 1)/2 versus d — 1 multiplications).

About the Function G in the Horst Construction. Since the functions just listed never
return zero, they can also be exploited to instantiate the functions G; that satisfy the
assumption of the Horst construction.

Lemma 6. Let ¢ = p® for a prime p > 2 and a positive integer s. Let Gy : Fy; — Fy \ {0}
be a function that never returns zero. For each n > 2, let Hy, : Fjj — Fy be any function.
The function Gy, : ¥y — F, defined as Gn(zo,21,. .., &n—1) = G1 0o Hy(zo,21,...,Tp_1)
never returns zero.

The proof is trivial. If there exists an input [z, z1, ..., 2,—1] € Fy for which G, returns
zero, then G returns zero as well for the input H, (zo,21,...,2Zn—1), which contradicts
the assumption on Gfj.

7.2 The (Extended) Contracting—Amaryllises Construction

Next, we introduce the (extended) contracting—Amaryllises constructions, as variants of
the Amaryllises just proposed. The main difference between contracting—Amaryllises
and Amaryllises schemes relies on the details of the function F' in (5): while the function
F in the Amaryllises construction is defined over F, it takes as input n F-elements and
returns a single F-element in the contracting-Amaryllises construction, that is, it is of
the form F': Fy — F, (as the name “contracting” suggests).

Proposition 9 (Contracting—Amaryllises). Let ¢ = p® where p > 2 is a prime integer
and s > 1, and let n > 2 be an integer. Let e > 1 be an integer such that ged(e,q— 1) = 1.
Let g, 1, .-y on—1 € g\ {0}. Let F': ) — Fy be a function that never returns zero for
any non-zero input, that is,

V[Sﬂo,.’bl,...7l’n,1] € ]F:; \ {[0,0,,0]} : F(xo,ml,...,xn,l) 7& 0.
If the function Gy, ... pn_ 1 (%) : Fg = Fy defined as
Gopr,spn1 (@) =2 F(Yo - z,91 -2, Yno1 - T)
is invertible for each arbitrary fived non-null [o,1, ..., Yn—1] € Fy \ {[0,0,...,0]},

then the contracting-Amaryllises scheme Ac over Fy defined as Ac(zo,x1,...,0n-1) =
yollyall - - - ||Yyn—1 where
vie{0,1,...,n—1}: yi =y -z Fxo, T1,. .., Tp—1) (7)

1s invertible.
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Proof. We start by pointing out two observations:

o first of all, the following equality always holds:

Vi, 5 €{0,1,...,n—1}: la‘J :yjailz:xf.;pj.F(xo,zl,...,:cn_l); (8)
i j

e secondly, z; = 0 if and only if y; = 0.

Regarding this second point, note that if z; = 0, then y; = 0. Vice-versa, if y; = 0, then

either ¢ = 0 (and so x; = 0) or F(zg,1,...,2Zn—1) = 0. However, F(zg,21,...,Zn-1) =0
if and only if [z, z1,...,2n—1] = [0,0,...,0], which implies again x; = 0.
W.lo.g., assume that ag = a1 = ... = a,_1 = 1 (other cases are analogous). In

the case in which [yo,y1, ..., Yn—1] # [0,0,...,0] (otherwise, the input is zero due to the
previous observation), then for each i € {0,1,...,n — 1} such that y; # 0 (remember that
y; = 0 implies z; = 0):

1 1 1 1
yz:u’CfF (y0> 'xiv--~7(yi_1> 'Iiyxh(yi—‘rl) "riv"'7(yn_1> * Ly
Yi Yi Yi Yi

=G 1 1
e

(B0) % () 7 (L)
Yi TNy AT

due to (8), and where x — ¢ is invertible by assumption on e. By assumption, G is
invertible (note that v; = (y;/y;)'/¢ is fixed for each j € {0,1,...,n — 1}).
As a result, the inverse of the contracting—Amaryllises scheme is defined as:

1
e

1 (yi) otherwise
for each i € {0,1,...,n —1}. O

Proposition 10 (Extended contracting—Amaryllises). Let ¢ = p® where p > 2 is a
prime integer and s > 1, and let n > 2 be an integer. Let ag, a1, ..., cn—1 € Fg\ {0}. Let

le{1,2,...,n—1}. For eachi € {0,1,...,1 —1}, let )\((f),)\gi),...,)\ff)_l € F, be as in

Prop. 2 (in particular, such that Z;":_Ol )\;i) =0). Let H : Fg_l — F, be any function. Let

F: IFZ_I — F, be a function that never returns zero for any non-zero input, that is,
Y[zo, 1, .., Tpn_2] € Fg_l \ {[0,0,...,0]} : F(xo,21,. -, Tn_2) #0.
If the function Gy, ... pn_» (%) : Fqg = Fy defined as
Gopr,eipn_o (@) =2 - F(o - 2,91 -2, .., p_- )

is invertible for each arbitrary fived non-null [to, Y1, ..., Yp_2] € IFZL_l \{[0,0,...,0]}, then

the extended contracting-Amaryllises scheme Agc over IF:; defined as Agc(xo, ..., Tn_1) =
yoll - - - |yn—1 where for each i € {0,1,...,n —1}:
n—1 n—1 n—1 n—1
Yi =y - <mz -F (ZA;O) -mj,...72/\§171) -mj> +H <Z)\§O> ~x]~,...,Z)\§.171> ay))
j=0 j=0 j=0 j=0
)

s invertible.
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Proof. The invertibility of the extended contracting—Amaryllises scheme follows from
the invertibility of the contracting-Amaryllises construction. Indeed, note that for each
ie{0,1,...,01—1}

n—1 n—1 n—1 n—1

@, Y% _ @ . .. o, . (n=2) ..
DN = D Ny | F DN g Y AT g )
j=0 J 7=0 j=0 J=0

since Z;":—Ol A;i)~H (Z;’:—Ol A0 zjy. ., S0 A2 zj> = 0 due to the fact that Z;L;Ol )\g,i) =

J Jj=0 "3
0. The previous system of equations reduces to

Vvie{0,1,...,n—2}: w; = z; - F(20,21,- .+, 2n—-2),
where
n—1 y n—1 )
— () Y — (i
wi-*z)\j .073‘7 Zi.f,z)\j - T
7=0 7=0
for each i € {0,1,...,n — 1}. This is exactly a contracting-Amaryllises scheme over
IF;‘_I, which is invertible due to Prop. 9. Hence, given zg, 21, ..., 2,—2 € F;, we have that
oy — H (20,21, s Zne
Vie {0, . m—2): =0 HEnm )
F(Zo, ATEEEE) Zn_g)
where F' never returns zero by assumption. O

As before, both the contracting—Amaryllises scheme and the extended contracting—
Amaryllises scheme realize our goals, i.e., (i) their inverse have in general higher degree
than the schemes themselves, and (ii) non-linear mixing takes place among the inputs.

About Invariant Subspaces. Similar to the Amaryllises scheme, each input in the
subspace ([1,1,...,1]7) = {[z,z,...,z] | Vo € F;} C F does not active any non-linear
function of the extended contracting—Amaryllises scheme. In order to break it, it is
sufficient to impose that at least two coefficients «; and «; for 4,5 € {0,1,...,n — 1} are
different.

Regarding the contracting—Amaryllises scheme, it does not admit invariant subspaces
in general, since the inputs of the function F' are xg,x1,...,x,—1 and not linear combina-
tions of them. However, the existence of such subspace obviously depends on the details of
the function F itself.

7.3 Constructing Suitable Functions for the (Extended) contracting—
Amaryllises Construction

In the following, we show how to set up functions F' : Fy — I, that (i) satisfy the
assumptions of Prop. 9 — 10 and that (ii) are efficient to compute from the multiplicative
point of view (equivalently, of low degree).

First, in Prop. 11, we prove that homogeneous functions that never return zero satisfy
such assumptions. Based on it, we then provide some concrete examples of such functions
over IFQ for n > 2.

Remark 1. The result proposed in Prop. 9 depends on a parameter e that must satisfy
ged(e, g — 1) = 1. In order to apply the following results both to Prop. 9 and to Prop. 10,
from now on, we assume e = 1 for the result proposed in Prop. 10.
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Proposition 11. Let ¢ = p® where p > 2 is a prime integer and s > 1, and letn > 1 . Let
d > 3 be such that ged(d,q—1) = 1, and let e > 1 be an integer such that (i) ged(e,q—1) =1

and such that () d =d—e>0. Let Ty = {[io,il, coeyin_1] €Y | Z;:Ol i = d’}
A function F : ¥y — Fy satisfies the assumptions of Prop. 9 — 10 if the following
conditions are satisfied:

1. F is a homogeneous function of degree d’ (that is, a sum of monomials of degree d’
only), that is,

— I i1
F($0,$1,...,l‘n_1) = E Pio,i1yenyin—1 ~ Lo "Ly "o Tp_q
{20,815 sin—1}ET g

where @44, clFy;

,,,,, Tn—1

2. F never returns zero for any non-zero input, that is,
V[zo, 215+ - s 2n—1] € Fy \ {[0,0,...,0]} : F(zo,21,...,2n-1) #0.

Proof. We limit ourselves to prove the case w = 1 only (the other case is analogous).

It is sufficient to prove that Gy, v, . () = 297 - F(o - 2,01 - @, ..., Yp_y - x) is
invertible for each arbitrary fixed non-null [tg, 91, ..., ¥n-1] € Fy \ {[0,0,...,0]}. Since
F contains only monomials of degree d’, then

Guyo,iryeion 1 (@) =2 F(o - 2,91 -2, Pn_1 - T)

—2 Y i @0 @) (1) ()
{iovilv»-»qin,_l}do/
d i i [

{i0,%1,---, in_1}€T 4
d
=T - F(w07w17"'7wn*1)7

where d = d’ + e by definition. Since (i) z + z¢ is invertible due to the assumption on
d and since (ii) F (1o, %1, ...,%n—1) # 0 for each non-null input by assumption, then the
inverse of Yy = Gyg.u1,....0n_1 (%) 1S given by

1

1 _ Y 4
Gwmwl’m’wn_l(y) B <F(q/}07¢15"'7wn—1)) .

An analogous result holds by assuming d’ := e — d and by considering functions F' of
the form

O

1

F(anxlv"'7x7L—l): i N
. . . 0, pll .
Z{io,il,...,in_l}eﬁd/ Pig,i1,eyin—1 ~ Lo "Ly oLy

that never returns zero (where 1/0 := 0). The proof is equivalent to the one just given.

7.3.1 Suitable Functions over Fg

In this subsection, we propose some concrete examples of functions over IF3 that satisfy
the conditions given in Prop. 11.

Lemma 7. Let ¢ = p® for a prime p > 2 and a positive integer s > 1. Let d > 3 be such
that ged(d,q—1) =1, and let d' = d — 1. Let o, 8 € Fy \ {0}. The function F : F2 —F,
defined as
4 rd
F _ L i pd—i i1 d—i
(xo, 1) ; (z) o' f xy - ay
satisfies the conditions given in Prop. 11.
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Proof. 1t is sufficient to prove that F' never returns zero for a non-zero input. This fact
follows from the following observations:

o if 21 =0, then F(z0,0) = a%- xg_l, which is equal to zero if and only if xg = 0;
o ifxy #£0, let z == x¢/x1, and note that

-1 (Q'Z‘Fﬁ)d—/@d.

F =z
(2,1‘1) Zq 2

By simple observation, F(z, 1) = 0 if and only if (a-2+3)%— 3% = 0 and z # 0 (since
the denominator is z). However, since z + x¢ is a permutation, (a - z + 3)% = g4
occurs if and only if z = 0, which is excluded.

As a result, F(zg,2z1) = 0 if and only if [zg, z1] = [0, 0]. O

A similar example constructed via the Dickson polynomial is proposed in Lemma 11.

Case: Prime Fields. Next, we propose an example for prime fields only.

Lemma 8. Let p > 3 be a prime integer, and let d > 3 be such that ged(d,p—1) = 1. Let
d €{2,4,...,d — 1} be an even integer smaller than d such that ged(d —d',p —1) = 1.
Let o, B, A\, N,w € F), be such that (i) X # N and (it) w is a quadratic non-residue modulo
p, that is, Ly(w) = —1. The function

F(zo,x1) = (o + A-21)¥ —w- B2 (wo+ N - 21)¢

satisfies the assumptions of Prop. 11.

Proof. As before, it is sufficient to show that F(xg,z1) # 0 for each [zg,z1] # [0,0].
Assume by contradiction that F(zg, 1) = a2 (zg + A 21) —w- 2 (29 + N -21)¢ =0
for a certain [zg, 1] # [0, 0]:

o (g + - xl)d/ =w- B2 (zo+N- xl)d/
SN2 N\ 2
— (ao(azo+)\~x1)7) :w~(ﬁo(x0+)\/~x1)7) )
Such equality is satisfied only in the case in which both sides are equal to zero. Indeed,
note that the left-hand side of the equality is a quadratic residue modulo p, while the
right-hand side is a quadratic non-residue modulo p, due to the choice of w. However,
note that g+ A -7 = 9 + X - x1 = 0 occurs if and only if g = 21 = 0, since the vectors

[1,A] € F2 and [1, \'] € F} are linearly independent (since A # X'). Hence, if 2 # 0 or/and
1 # 0, such equality never holds. O

In the case d’ = 2, the previous function reduces to
F(Z‘(),LU]):(b'xg‘i"l/}'xomfﬂl-i-@'x%,

where ¢, 1,y € F,, must satisfy the condition that ¢? — 4 - - ¢ is a quadratic non-residue
modulo p, that is, L,(¢)* —4- ¢ - ) = —1. Indeed:
o (wo+A-x)? —w- B2 (wo+ N - 21)”
=22 (0®—w B +2- 2021 (@2 A—w B2 N) 422 (02 N2 —w- 52N
—_———
=¢ =/2 =
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where
Lp(z/)z—él-(b-cp):Lp((2-(a2~)\—w~62-)\’))2—4-(ozz—w~62)-(oz2~)\2—w-62~)\’2))
Ly ((0* A=w B2 X = (0® —w- 2) - (a2 N2 —w- 52 7))
=L, (w-a® B> A+ X)?) =Ly(w) =-1.

Note that this fact is related to the (potential) solutions of the quadratic equation
¢ - 2% 4+ z + ¢ = 0, which are

o= (<0 VP —10-9)/29).
Since L,(¢? —4-¢ - p) = —1 due to the assumption on ¢, 1), , no solution exists.

7.3.2 Suitable Functions over IE‘§3

Next, we generalize the previous Fg—results for the case Fj with n > 3. Our strategy is to
construct the functions F' that satisfy Prop. 11 in an iterated way, that is, given a function
Fy, : Fy' — F, for a certain m > 2 that satisfies the required properties, we show how to
construct a function F,, : Fy — F, for n > m that satisfies the required properties as well.

Proposition 12. Let g = p°® for a prime integer p > 2 and for a positive integer s. Let
m > 2, let ng,n1,...,Nm_1 > 1 and let n == ZZ’;OI n;.

For each i € {ng,n1,...,nm_1,m}, let F; : IFZ — F, be a function that satisfy the
assumptions of Prop. 11, that is, (i) it is an homogeneous function of a certain degree
deg(F;) > 1, and (i) it never returns zero for any non-zero input (i.e., Fy(xo,x1,...,xi—1) #
0 for each [zo,x1,...,x;—1] € F \ {[0,0,...,0]}).

Let d > 2 be the least common multiple of deg(Fy,),deg(Fp,),...,deg(Fy,, ), that is,

d = lem (deg(Fy,), deg(F,), - .., deg(Fy,, ) -

The function Fy, : Fy — F, be defined as
d
Fo(zo,21,...,xn) = Fpy ((Fn0 (Toy .y Tpg—1)) TEEn0) |

——d_ 4
(Fry (Trgs -+ s Tngpny —1)) 50 o (anq (Tr—npys - - 7$n71)) derFnm—1) )

satisfies the assumptions of Prop. 11, that is,
1. it is homogeneous of degree d - deg(F,,);
2. F, never returns zero for any non-zero input in Fy-
Proof. Regarding the first point, F;, is a homogeneous function of degree d - deg(F,,) since
o F,, is a homogeneous function of degree deg(F,,);
e each input of F,, is a homogeneous function of degree d.

Regarding the second point, F), returns zero if and only if all its inputs are equal to
Zero since:

e F,, returns zero if and only if all its inputs are equal to zero;

o each input of F,,, that is, F),, (20,21, ..., 2n,—1), returns zero if and only zg = z; =
...:zni,lzo. O
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By applying the previous result iteratively, it is possible to construct functions F,, :
Fy — Fy that satisfy the assumptions of Prop. 11 for each n > 3, as

deg(Fr—1)
Fo(zo,21,...,2n—1) = Fy (Fn,l(xoﬂcl, ceyTp—2), Ty " .

Other concrete examples for n = 4 (analogous for n > 5) are given by

Fy(zo, 1,22, 23) = F3 (Fz(ﬂfoyxl)awgeg(&),$§eg(F2)) )

Fy(zo,z1, 22, 23) = Fh (F3($0,$17$2)7$§eg(F3)> ,

Fy(xo, 1, 2, x3) = Fo (Fa(x0, 1), Fo(22,23)) ,

and so on. The starting points are (i) the identity function Fij(z) = x, and (ii) the
functions F3 : IE% — IFq proposed in the previous subsection.

The main drawback of this strategy regards the fact that the degrees of the obtained
functions are strictly bigger than the degrees of the input functions. We leave the problem
to propose low—degree functions F,, that satisfy the required assumptions of Prop. 11 as
an open problem for future work.

8 Lai-Massey versus Generalized Amaryllises Schemes

In order to better understand the generalized Amaryllises schemes, we compare their
security with the one of the Lai-Massey schemes. We refer to the analysis proposed in Sect. 6
for the comparison between the generalized Amaryllises and the SPN/Feistel/Horst
schemes.

Remark 2. We emphasize that the following observations do not take into account the
details of the sub-components of the considered schemes. Rather, our goal is to emphasize
the impact of the multiplication with F' on the security of a generalized Amaryllises
scheme.

8.1 Statistical Attacks

Regarding the statistical attacks, we focus on invariant subspace attacks and (truncated)
differential attacks. We point out that, due to the non-linear mixing that occurs among
the [F -state, the statistical attacks that exploit the strong alignment of the attacked
scheme [BDKA21,CGGT22] become — in general — quickly infeasible in the case of iterated
Lai-Massey and generalized Amaryllises schemes.

Invariant Subspaces. Both Lai-Massey schemes and generalized Amaryllises schemes
can admit invariant subspace trails. As already discussed before, we limit ourselves to
recall that a proper choice of the constants ag, v, ..., a,—1 € Fy \ {0} could be sufficient
for preventing the existence of such invariant subspaces.

Differential (and Linear) Attacks. Regarding other statistical attacks, the impact of the
multiplication with F' in the generalized Amaryllises scheme could make a big difference
on the security. Let’s focus on the case of differential attacks [BS90,BS93], in which the
attacker considers the probability distribution of the output differences produced by the
analyzed cryptographic primitive for given input differences. Let 6, A € Fy be respectively
the input and the output differences through a permutation P over Fy. The differential
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probability (DP) of having a certain output difference A given a particular input difference
¢ is equal to

Prob(s £0 - A) = 2 EFq | P(x-;j)—P(a:) -2y

A variant of differential cryptanalysis is the truncated differential cryptanalysis [Knu94].
In the latter, the attacker does not fix the values of the differences, but either specifies
conditions between the differences of the F,-state that should be satisfied, or fixes some
differences to zero. We point out that the following analysis can be easily modified in
order to cover linear attacks [Mat93] as well.

Lai-Massey Schemes. In the case of a redundant Lai-Massey scheme as in Def. 7, we
have that

a; - (i +0; + F(xo+ 00,21+ 01, ..., Tpn1 +0p—1)) — ;- (i + F(z0, 21, ..., 2pn_1)) = Ay,

that is,
A
F(.Z’O =+ (50,.%‘1 + (51, ey Tp—1 T 5n—1) — F(.’L‘Q,Il, S ,.Tn_l) =—= 0; (10)
for each i € {0,1,...,n — 1}. Hence:
o if é—: —0; = ﬁ—j —¢; for each 4,5 € {0,1,...,n — 1}, then the system of n equations

reduces to a single equation;

e otherwise, the system does not admit any solution, and so the probability that the
input difference § is mapped into the output difference A is zero.

Let #5 (00,01, ..,0n—1) be the number of solutions [z¢,z1,...,2,-1] € Fy of Eq. (10).

Then:
#7(00,01, -+, 0n-1)
q '
Usually, for a generic function F' and a generic &g, ..., d,_1, the previous probability is of
order O(q~1), since #r(80,01,.-.,0,_1) < (deg(F) —1)-¢" %
Besides that, the scheme admits a truncated differential with probability 1 of the form

Prob(6 £0 — A) =

(6,6,...,6) €F! — (A-ap, A-ar,..., A a, 1) €FT

where A € Fy is not fixed. It is trivial to check that it is not possible such probability-1

truncated differential for more than one round if o; # «; for a certain ¢,j € {0,1,...,n—1}.
In the case of a generalized Lai-Massey scheme as in Def. 7, we have that

n—1 n—1 n—1 n—1
n— n— Ay
5 + F E MO @y 46, E A= @y 4 65) | - By E ANy E T —~.

j=0 j=0 j=0 j=0

for each i € {0,1,...,n —1}. In the case 6o = 61 = ... = §,—1 = ¢ € F, \ {0}, then
Z;L;Ol )\J@ -8 = 0 since Z;:Ol )\y) = 0 for each i € {0,1,...,n — 2}, and the previous
equation reduces to

A;

Vie{0,1,....n—1}:  §="—=t,

Q;
which is always verified if o; - A; = o - A; for each ¢,j € {0,1,...,n — 1}. Hence, for any
fixed 6 € Iy, the differential characterestic

(6,6,...,6)61[?;‘—>(5-a0,(5~a1,...,5-an,1)EFZ
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has probability 1 for the generalized Lai-Massey as well.

Generalized Amaryllises Schemes. In the case of a generalized Amaryllises scheme,
we have that

(.Z‘i +5z) . F(l‘o +60,LE1 +51,...,1‘n_1 —|—($”_1) — X F(l‘o,l‘h...,itn_l)

A;
+ H(xo + 00,21 + 015+ -, Tn—1 + 0p—1) — H(x0,21,...,Tp_1) = o
for each i € {0,1,...,n — 1}, that is,
A;
Vvie{0,1,...,n—1}: Ti-Z+w=—
Q;
where
z = F(£0+(50,l‘1 401,y T +6n—1) —F(l‘o,]}l,...,xn_l), (11)
w = 0; - F(xo + 00,21 +01,...,Zn_1 + 0pn_1) + H(xo + 00,1 + 01, .., Tpn_1 + 0p_1)
—H(.’Eo,$1,..‘,1’n,1). (12)

Hence, for each value of z,w € Fy:

o if z # 0, then the value of x; is given by z; = 27! - % 7w>. Such values
2o, L1, .., Tn—1 € Fy are a solution for the differential characteristic if the equalities

(11) — (12) are satisfied;

e if z = 0, then the equalities x;- 24w = 2% are satisfied independently of z if and only if

23

w= % for each i € {0,1,...,n—1}, and so 2‘—1’ = % for each 7,5 € {0,1,...,n—1}.
As before, let #r(d0,01,...,0n—1) and #p g (00, 01,...,0,—1) be the number of solutions

[z0,21,. .., 2n—1] € Fy of respectively Eq. (11) and Eq. (12). Based on the previous
considerations, the differential characterestic has probability

Prob(d £ 0 — A) = #r(00,01,. .., 0n-1)  #ru(00,01,...,0n-1) .

q2~n

Usually, for generic function F, H and generic dg, . .., d,_1, the previous probability is of or-
der O(q~2), since #£ (0,01, - .., 0n—1) < (deg(F)—1)-¢" ! and since # p 11 (80, 01, - - -, 6n1) <
max{deg(H) — 1,deg(F)} - ¢"~!. Note that this probability is in general smaller than the
corresponding one previously given for the Lai-Massey schemes, due to the presence of the
multiplication with F.

Besides that, the truncated differential corresponding to the case z = 0, that is,

(50,51,...7(5”,1)€IFZ—>(A'a0,A~a1,...,A~an,1)GFZ

where A € F, is not fixed, has probability

#r (00,01, - .-, 0n-1)

Prob(d #0 — A) = -
q

Again, for a generic function F, this probability is of order O(¢~1) (since # (50, 01, - -, 0n_1)
< (deg(F) — 1)/q), which is in general smaller than the corresponding one for Lai-
Massey schemes. At the same time, there are some special cases, for which this prob-
ability could be close to 1. E.g., in the Amaryllises scheme proposed in Prop. 8, if

dp =01 = ... =0p—1 € [y, then the previous truncated differential has probability one
(since z = 0 is always satisfied, as in the case of a generalized Lai-Massey scheme). As
before, if a; # a; for a certain ¢,j € {0,1,...,n — 1}, then it is not possible to extend

such probability-1 truncated differential for more than a single round.
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8.2 Algebraic Attacks

Similar conclusions proposed for the statistical attacks hold for the algebraic attacks as
well. Here, we discuss two concrete advantages of the multiplication with the function F
in the generalized Amaryllises schemes.

Meet-in-the-Middle Algebraic Attacks. As already pointed out, MitM algebraic attacks
are not so efficient in the case in which the degree of the inverse scheme is much higher
than the corresponding degree of the scheme itself (or vice-versa). All the proposed
generalized Amaryllises schemes proposed in this paper satisfy this requirement. E.g., in
the Amaryllises scheme proposed in Prop. 8, z + = - F(x) is evaluated in the forward
direction versus z — F(G~1(x)) in the backward one (where G(x) := z - F(z)). Similar
scenario occurs for the (extended) contracting—Amaryllises scheme proposed in Prop. 9.

In the case of Lai-Massey schemes, the degree in inverse/backward direction could be
either equal or bigger than the one in the forward direction (still, it is in general smaller
than ¢ for the usual value used in MPC/FHE/ZK protocols/applications — see Sect. 6 for
more details about this). This fact could make a big difference when preventing backward
or/and MitM algebraic attacks.

Grobner Basis Attacks. This is not the only advantage of the multiplication with F in
the generalized Amaryllises schemes. Consider e.g. the security against a Grébner basis
attack [Buc76], which allows to find solution(s) — if exist — of a given system of non-linear
equations that describe the analyzed scheme (depending on the scheme, the variable could
be either the key for a cipher or a pre-image/collision for an hash function). The cost of
such attack depends on many factors, including (i) the number of non-linear equations
that composed the system of equations to solve, (ii) the number of variables, and (iii) the
degrees of the equations, besides other factors.

Let [zo,21,...,Zn-1] = [Y0,¥1,---,Yn—1] be the inputs and the outputs either of a
generalized Amaryllises scheme or of a Lai-Massey one:

e aredundant Lai-Massey scheme can be described by the following system of equations:
Yo = o - (o + F(xo, 1,y Tn_1)) ,
Yi-ao— Yo =ag-a; (v —x0) Vie{l,2,...,n—1},
that is, one non-linear equation of degree deg(F'), and n — 1 linear equations;

o the generalized Amaryllises scheme instantiated with H = 0 (that is, in the case in
which H is identically equal to zero) can be described by the following system of
equations:

Yo = ap - xo - F (20, 21,...,Tn-1) ,
Qg - Yi*To = Qi+ Ti Yo Vie{l,2,...,n—1},

that is, one non-linear equation of degree 1 + deg(F'), and n — 1 quadratic ones;

e the generalized Amaryllises scheme can be described by the following system of

equations:
Yo =ap - (xo - F (xo,21,...,2n—1)+ H (0,21, ..., Zpn_1)) ,
Qg -y —ai Yo =ap - oy - (1 —x0) - F (20, 21,...,Tn-1) ,
(mi—ao) (001 —en-yn) — (a0ys—0svo) (s —ao) Vie{2,3,...,n—1},

that is, two non-linear equations of degree max{deg(H),1+ deg(F)} and 1+ deg(F)
respectively, and n — 2 quadratic ones.
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Since the number of variables is the same for the two schemes, it follows that the generalized
Amaryllises scheme is naturally more resistant than the redundant Lai-Massey one with
respect to Grobner basis attacks.

A high-level comparison with the generalized Lai-Massey scheme is more difficult /complicated,
since it is affected by the details of the functions F(*). Indeed, regarding the case of the
generalized Lai-Massey scheme, it can be described by the following system of equations:

n—1 n—1 n—1
vie {0,1,...,n—1}: Yi = ai-<xi + F® <Z)\§O) ~$j72)\;1) '$j7~~72)\§~l_1) ag)) ,
=0 =0 =0

that is, at most n non-linear equations, each one of degree deg(F(i)). Hence, it could be

potentially more resistant than the generalized Amaryllises scheme. However, by making
use of the relation among the functions F(*), it is in general possible to heavily simplify
such system of equations. E.g., the GLM-14 scheme proposed in Prop. 4 can be described
by the following system of equations:

Yo = ag - (xo + Fi(xo — x1) + F3(x0 — 1,81 — T2, T2 — x3)) ,
040"5/1*al'yo:%'al'(fﬂl*xo)
Y2 = g - (2 + Fa(xo — 21,22 — 23) + F3(v0 — 21, 21 — T2, 22 — 3)) ,

ag-yg—a3-y2:a2~a3-(x3—x2)7

that is, two non-linear equations and two linear equations, rather than four independent
non-linear equations. Similar conclusion holds for GLM-1,, and GLM-2,, as well.

9 Summary and Future Directions

In this paper, we re-considered the Lai-Massey scheme originally proposed in [LM90, Vau99],
proposing new generalizations that are not (extended) affine equivalent to any generalized
Feistel scheme. Inspired by the recent Horst construction, we also present the Amaryllises
scheme, in which the linear combination that takes place in the Lai-Massey construction
is replaced by a non-linear one. In particular, we propose concrete instantiations of the
Amaryllises scheme, and we discussed possible advantages and disadvantages with respect
to other constructions proposed in the literature.

The initial results proposed in this paper may open up new interesting scenarios
regarding the construction of new non-linear layers for future designs. For this reason, we
propose some open problems that could be interesting to analyze for future works:

o check if the CCZ equivalence® [CCZ98, CP19] holds or not among (some of) the
schemes presented in this paper;

o propose new generalizations of the Lai-Massey/Amaryllises scheme, and/or propose
new concrete instantiations of the schemes presented in this paper;

¢ better understand the advantages and the disadvantages of a design instantiated
with the non-linear invertible constructions proposed in this paper with respect to
e.g. more traditional designs as the SPN/AES-like ones. (Note that our initial analysis
proposed in this paper does not take into account the details of the functions/sub-
components that instantiate the proposed constructions, besides e.g. the effect of a
mixing linear/affine layer applied before or after them.)

9Let ¢ = p* where p > 2 is a prime and s is a positive integer, and let n,m > 1. Let F,G : Fg — Fg".
The functions F' and G are CCZ-equivalent if there exists an affine transformation A over Fg x Fg* such
that {(z, F(z)) | Vo € F3} = A({(=, G(z)) | Vz € F2}).
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A About Generalized Feistel and Quasi—Feistel Schemes

A.1 Generalized Feistel Schemes

In this section, we show that any generalized Feistel scheme proposed in the literature is
EA-equivalent to the generalized Feistel scheme proposed in Def. 2. In particular:

o a Type-I Feistel [ZMI90, Nyb96] is defined via F;(xg,z1,...,2;) = 0 for each i > 1
(while no condition on Fp). The EA-equivalence holds via the affine functions
A, B = I equal to the identity function, and C' = 0;

e given functions Go, G, . .., G| /2] over Fy, a Type-II Feistel [ZMI90,Nyb96] is defined

via

Fi(wo, 21, . 21) = Gi(x;) ifd evelln (hence, i € {0,2,...,[n/2]}) .

0 otherwise
The EA-equivalence holds via the affine functions A, B = I equal to the identity
function, and C = 0;

o given functions Gy, Gy, ..., Gp_2 over Fy, a Type-III Feistel [ZMI90,Nyb96] is defined
via Fy(xg,x1,...,2;) = Gi(x;) for each i € {0,1,2,...,n — 2}. The EA-equivalence
holds via the affine functions A, B = I equal to the identity function, and C' = 0;

o the Feistel schemes analyzed and proposed in [SM10, Y113, AGP*19] are Type-1I/-III
Feistel schemes in which a final shuffle is applied. In such a case, the EA equivalence
holds via the affine function A = I equal to the identity function, an invertible shuffle
permutation B, and C' = 0;

o the Feistel schemes proposed by Bogdanov et al. [BS13] and by Berger et al. [BMT13]
are generalizations of Type-II/-III Feistel schemes where (i) the functions F; are of
the form

Fi(xo,l’h e ,Ii) = ZGL]'(‘IJ’)
7=0

for functions G; ; defined over F,, and where (ii) a final shuffle is applied. As before,
the EA equivalence holds via the affine function A = I equal to the identity function,
an invertible shuffle permutation B, and C = 0;

o given a function G over Fy, an expanding Feistel [SK96, HR10] is defined via
Fi(zo,z1,...,z;) = G(xg) for each i > 1. The EA-equivalence holds via the affine
functions A, B = I equal to the identity function, and C = 0;
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o given G : F;~! — F,, a contracting Feistel [SK96,HR10] is defined via

Fi(x07x17"'

) G(zo,x1,. .., Tp_g) ifi=n—2
y i) = . .
0 otherwise

The EA-equivalence holds via the affine functions A, B = I equal to the identity
function, and C = 0;

o in a SP-type Feistel [SS04,BS13], the round function of the Feistel scheme is instanti-
ated via a SPN construction, as e.g. in the case of the block cipher CLEFTA [SSAT07].
Let n = 2-n’ be an even integer. In such a case, the functions F; are of the form

0 ifi <n/2
FZ'(LC07ZL'1,...,(EZ'): /
Gi(zo,21,...,%n/2—1) otherwise
for particular functions G, 2,...,Gy_1 over FZ/Q corresponding to a SPN con-
struction. Moreover, the shuffle is of the form [zg,...,Zn—1,Zn/y. ., Tpo1] —
[Tnsy ooy Tn_1,T0, ..., Tn—1] instead of [z, 21, ..., Tn_1] — [Z1,...,Zn-1,20]. The

EA equivalence holds via the affine function A = I equal to the identity function, an
invertible shuffle permutation B, and C = 0.

A.2 Quasi-Feistel Schemes

Let ¢ = p° for a prime p > 2 and for a positive integer s > 1, and let n > 2. Let
I':F, xF, x IFZ_l — F4 be a combiner function. When both the last F;‘_l-input and one
of the first two F,~inputs are fixed, such function is assumed to be a permutation over F,.
Let P, P’ be two permutations over Fg. Let Fo, Fy, ..., F_1: Fg_l — F, be r > 1 generic
functions. Following [YPL11, Def. 2], a scheme QF is a Quasi-Feistel scheme over Iy if
and only if it is defined as QF (xo, x1, ..., Tn-1) = Yr||¥r+1l - - - |¥r+n—1, Where

o P(xo,x1,...,Zn-1) =xp||lZ}|| ... |2 _1;
e foreach0<i<n-+r—1:

, {x; ifi<n-—1,
Yi = .
r (ygfla Fi*n(ygfnv y'ILJrlfnm ceey y§72)’ [yflif'rn y;+17n7 s 7y£72D otherw1se )

o P'(yo: Y1 Yn—1) = vollyall -+ - 1yn—1-

(We point out that the “combiner” definition can be actually simplified by removing the
second input.)

A quasi-Feistel scheme reduces to a Feistel scheme or to a Lai-Massey scheme for a
proper choice of I', P and P’.

B Invariant Subspaces: the Solution proposed in [Vau99]

Here, we briefly discuss the solution proposed in [Vau99] (and recently re-considered
in [AC21]) for breaking the invariant subspace trail of the Lai-Massey construction. For
simplicity, we focus on the case Fg only. Instead of working with a linear map that mixes
the entire state, Vaudenay proposed to apply a partial non-linear layer, that is, to work
with

[z0, x1] = [yo, 11] = [S(xo + H(xo — x1)), 21 + H(x0 — 21)] (13)



Lorenzo Grassi 47

for a certain function S : F, — IF,. In such a case, the invariant subspace is always broken
if S is an orthomorphism (a function S is an orthomorphism if and only if both S and
S'(z) = S(x) — x are permutations'?).

This follows from the following fact. The invariant subspace for the Lai-Massey
construction over F2 is X = ([1,1]). By applying (13), we get [z + @0,z + 1] —
[S(z + o + H(po — ¢1)),x + ¢1 + H(po — ¢1)], for some constants g, 1 € F,. The
condition

[S(z 4+ @0+ H(po — ¢1)),x + @1 + H(po — ¢1)] € X+ [tho, ¢1]

for certain v, 11 € [y is satisfied if and only if

Vo e Fy: S(x+ o+ H(po — 1)) =+ o1+ H(po — 1) + 11 — %o,

that is,
Vz €F,: S'(x + o + H(po — 1)) = 01 — w0 + 11 — o (14)

where S'(z) :== S(z)—z. If S is an orthomorphism (which implies that S’ is a permutation),
then the previous condition is never satisfied.

As a concrete example, the equality (14) is never satisfied when choosing the linear
function S(x) = o-x for a certain o € F,\{0,1}. This corresponds to apply a multiplication
after (2) with the matrix

diag(o,1) = {g (1)] ,

which does not admit ([1,1]) as invariant subspace.

We conclude by pointing out that the condition “S is an orthomorphism” is not strictly
necessary if one only aims to destroy the invariant subspace trails, in the sense that
a weaker assumption on S is usually sufficient for such a goal. E.g., such a result can
be usually achieved by working with a non-linear invertible function S (which is not an
orthomorphism in general).

EA-Equivalence between the Lai-Massey Scheme defined in [Vau99] and a 2-round
Feistel Scheme. As last thing, we prove that the Lai-Massey scheme defined in (13) is
EA-equivalent to 2-round Feistel instantiated with H and S over F, as round functions,
that is,

[.’ﬂo,xl] — [-TO + H(.’ﬂl),.’ﬂl + S(.’ﬂo + H(xl))] .

The EA-equivalent is defined by the following linear matrices A, B,C € F2**:

1 0 0 1 -1 1
T R
where A and B are invertible. Indeed:

To| Ax- X0 2-round Feistel o o + H(l‘o — xl))
£ Zroune e,
T To — T1 $0—$1+S($0+H($0—$1))
Bx-  |xo—x1 4+ S(xo+ H(zo —21))| +Cxa_ [S(xo+ H(zo — 1))
[ xo—l—H(l‘O—l‘l)) X1 +H($0—$1)) ’

100bviously, the identity map is never an orthomorphism. We point out that a non-linear orthomorphism
has usually high (e.g., almost maximum) degree — see e.g. [AW21].
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C Details for Sect. 4.3 — Contracting Feistel

Here we show that

A x (B x circ(0,1,0,...,0))

1 0 0 - 0 1 0 0 o 0
0 0 0 0
)‘E) : Ag ) )‘g b )‘7(131 1 g 11 - Hip—2
_ | AW AW AL AW T e H21 oo H2n—2 | =]
)\(()"_2) AYL‘?) )\én_Q) .. )\2":12) 1 pn—10 Hn-11 -+ Hn-1p-2

is again the identity matrix. Indeed, by re-writing Eq. (4), we get

A A A -1 -1 ... -1
e I ol I U B
0 1 n—2 1,1 2,1 n—1,0
A AL A . , (0 1 ... 0
; ' : Min—2 H2n—1 Pn—1,n—1 ; R
0 1 n—2 ’ ’ ’ 0 o ... 1
AD AW D)
that is,
0 1 n—2
)\g ) )\(1 ) e Ag ) H1,0 H2,0 ‘e Hn—1,0 1 0 ... 0
)\éo) )\(21) . /\5”72) 1,1 2,1 Hn—1,0 01 ... 0
X . . . = 1. .
>\51021 )\1(1121 . /\Ef__f) Hin—2 H2n—1 Hn—1,n—1 00 ... 1
=A =B
Hence, given A, EAE thil)x(tfl) such that A x B = I, we also have that B x A = I and
that (B x A)T = AT x BT = [T = I, that is,
0 0 0
)‘gl) )‘(21) s )‘nlll H1,0 M1 ce- H1n—2
/\§ ) )\é ) )\51_)1 H2,0 H21 ... H2p-2
. ) . X . . : =1.
D Y N I L R e

The result A x (B X circ(0,1,0,...,0)) = I follows immediately.

D Details and Example for Sect. 5.3
D.1 Proof of Theorem 5 for the Case IFIZ,

In this section, we prove Theorem 5 in details for the case IFZQ,. Based on the result given
in Prop. 7, consider the generalized Lai-Massey scheme

(20, 21] = [yo,y1] = [wo + B+ (w0 — 21)* - (w0 + 21), 21 + B+ (zo — 21)° - (w0 + 21)]

over IF?} for p > 3, where L,(—2- ) = —1, where G(z) = z is the identity function
(the following argument holds for any function G), and where A\g = 9 = 11 = 1 and
A1 = —1. There are no affine transformations A, B,C over IFIZ, (with the conditions
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that A, B are invertible) for which such generalized Lai-Massey scheme is EA-equivalent
to any generalized Feistel scheme over ]Ff,. In order to prove this result, we try to
construct the affine transformations A, B, C' (where A and B are invertible) for which the
previous generalized Lai-Massey scheme would be EA-equivalent to the Feistel scheme

[x1 + F(x0),20]. Let A, B : Ff, — IFI% be defined as
boo boa xg bo
0 T0b + [0 .
[51,0 bi1 xy by

!/
A(xo, 1) = {ao,o ao,ﬂ X {xo} + {aﬂ ) B(zo,71)
If the EA-equivalence holds, the following equality must be satisfied:

aio ai Z1 ay

z1 + F(z0) = o + (bo,o - a0,0 + bo,1 - a1,0 + co,0) + 1 - (bo,o - ao,1 + bo,1 - a1,1 + co,1) + (bo,o + bo,1)
- B ((a0,0 — a1,0) - o + (a0,1 — a1,1) 'JL’l)2 - ((a0,0 + a1,0) - ®o + (a0,1 + a1,1) - x1)

2o = o - (b1,0 - @o,0 +b1,1 - a1,0+c1,0) + 1 - (b1,o-ao,1 +b1,1-a1,1+ci11) + (bio+b1,1)

-8 ((a0,0 — a1,0) - ®o + (a0,1 —a1,1) - 961)2 - ((@0,0 + a1,0) - ©o + (a0,1 +a1,1) - x1) .

The first equality holds only in the case in which the non-linear part in the r.h.s. depends

only on zy. This fact occurs only if ag;; — a1,1 = ap,1 + a1,1 = 0, which obviously imply

ap,1 = ay,1 = 0. However, in such a case, A is not invertible anymore.
Note that the components ay), a}, bf), b} would not change the result just given. Moreover,

C' does not play any role, since it would only impact the linear part. This implies that the
EA-equivalence does not hold, as stated before.

D.2 Another Redundant Lai-Massey Scheme Not Belonging into the
“Feistel EA-Class”

Here we propose another example of a redundant Lai-Massey scheme that is not EA-
equivalent to any generalized Feistel scheme.

Lemma 9 (RLM-2). Let p > 3 be a prime integer, and let n > 2. Let ag, 1, ...,0p_1 €
F,\{0}. Letl € {1,2,...,n—1}. Forecachic {0,1,...,1—1}, let \}) AP, ... A9 €T,
be as in Prop. 2 (in particular, such that Zm ! )\(Z =0). Let ¥o,¥1,...,¢%n_1 € F), be

such that Z;L:é ¥; #0 mod p. Let B € F), be such that L,(8) = —1. Let G : Fg’l —F,
be any function, and let H : F, — F), be a permutation.
The redundant Lai-Massey scheme over Fy defined as RLM-2(xg,21,...,Tp—1) =

yollvall - - - |yn—1 where

. (2 E 0% Lj
Vie{0,1,...,n—1}: yi =g | 2 + nl Zz/}j jnl
ZJ OwJ =0 ijowy

and where

n—1 n—1 n—1

0 1 -1
SSEL S DEVLEEN SELIPNNS SV
7=0 =0 7=0

is invertible.
Proof. First of all, note that 2% = 3 is never possible, since L,(z%) = 1 while L,(3) = —1
by assumption. 4

Slmllar to before, we have that 7~ 1)\(” z; = Z;:Ol A;z) -yj/a; for each i €
{0,1,. — 1}, which implies that

n—1 n—1 n—1

_ ©0) . Yi . Y (-1) Y
=G Z/\j ‘J?Z/\j ';va& a;

=0 J =0 J =0
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It follows that

J

- - Yo v &
Doty L= (=) H (YW - ij‘xj:Hl<22‘ﬁj>’
i=0 7=0 =

noting that (i) ;:01 ¥; #0 mod p, 2% # [ by assumption, and that (ii) H is invertible.
As a result, the entire scheme is invertible. O

The fact that such scheme is not EA-equivalent to any generalized Feistel scheme
follows from Theorem 5 as before.

E Examples via Dickson Polynomial

In this section, we recall the Dickson polynomials, and we exploit them to construct some
examples for the functions proposed in this paper.

Theorem 7 ( [MP13]). Let d > 1 be a positive integer, and let ¢ = p*, where p > 2 is a
prime and s is a positive integer. Given o € Fy, the Dickson polynomial Dy o defined as

'L - ot
Daa(@) = d—i( i )Pa)zmd_%

=0

is invertible if and only if ged(d, ¢ — 1) = 1.

We recall that Dgo(z) = x4, and Dy o(x) =2, Dao(z) =22 — 2, and Dyy1 o(x) =
2 Dyol(x) —a-Dy_1,a(z) for all d > 2. Note that D, only contains monomials of even
degree if d is even, and only monomials of odd degree if d is odd.

Lemma 10. Let ¢ = p°, where p > 2 is a prime and s > 1. Let a € Fy \ {0}, and let
d=2d +1> 3 be an odd integer such that ged(d, q*> — 1) = 1. The function F defined as

ld/2] . Dy, () ;

d d*] i d—2i—1 4. Zf'r#07
F — . (=a) - J = z 15
@;) ; d—j < J ) (e d-()l2) otherwise 17

satisfies the requirements of Prop. 8.

Proof. Since d is an odd integer, then Dy ,(x) is defined as a sum of monomials of
odd degrees (hence, each monomial is divisible for z, that is, Dy o(x) does not contain
any monomial of degree 0). In order to prove the result, it is sufficient to note that
(i) F(0) = ﬁ . (B;;D (=)l = d . (—a)l¥/2] £ 0 (since o # 0) and that (ii)

x> x - F(x) = Dgo(z) is invertible by assumption. O

Lemma 11. Let q = p® for a prime p > 2 and a positive integer s > 1. Let d > 3 be an
odd integer such that ged(d,q®> —1) =1, letd =d —1 (and so e = 1), and let a # 0. The
function F : IE% — F, defined as

ey d (d—i i, d=2i—1 i
F(xo,21) = Z d—i\ (=)' - g "Ly

=0

satisfies the assumptions of Prop. 11.

Proof. Similar to before:
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o if 1 =0, then F(z0,0) = xg_l, which is equal to zero if and only if xg = 0;

o ifxy #£0, let z := xg/x1, and note that

Ld/2] )
d (d- ; ; Dai.a
F(za) =2 ) di( i Z)(—Oé)“zd‘”‘l — ot Pl
=0

where Dy  is the Dickson polynomial. The equality F(z, 1) = 0 holds if and only
if Dy o(z) =0 and z # 0. By assumption on d, the Dickson polynomial Dy, is a
permutation, and it is equal to zero if and only if 2 = 0 (since d is odd), which is
however excluded.

As a result, F(zg,2z1) = 0 if and only if [zg, z1] = [0, 0]. O
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