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Abstract

We give round-optimal black-box constructions of two-party and multiparty protocols in the
common random/reference string (CRS) model, with security against malicious adversaries,
based on any two-round oblivious transfer (OT) protocol in the same model. Specifically, we
obtain two types of results.

1. Two-party protocol. We give a (two-round) two-sided NISC protocol that makes black-
box use of two-round (malicious-secure) OT in the CRS model. In contrast to the standard
setting of non-interactive secure computation (NISC), two-sided NISC allows communica-
tion from both parties in each round and delivers the output to both parties at the end
of the protocol. Prior black-box constructions of two-sided NISC relied on idealized setup
assumptions such as OT correlations, or were proven secure in the random oracle model.

2. Multiparty protocol. We give a three-round secure multiparty computation protocol
for an arbitrary number of parties making black-box use of a two-round OT in the CRS
model. The round optimality of this construction follows from a black-box impossibility
proof of Applebaum et al. (ITCS 2020). Prior constructions either required the use of
random oracles, or were based on two-round malicious-secure OT protocols that satisfied
additional security properties.

1 Introduction

The round complexity of secure multiparty computation (MPC) has been the subject of intensive
research. In this work, we continue this study, focusing on the case of computationally secure MPC
protocols without an honest majority. We start with some relevant background.

The semi-honest model. Consider first the simpler setting of semi-honest adversaries, who may
passively corrupt an arbitrary subset of the parties. In the two-party case, Yao’s protocol [Yao86al]
is a two-round protocol that can rely on any two-round oblivious transfer (OT) protocol. The
latter primitive is not only simple and minimal (as a special case of the general result), but also
one that pragmatically serves as a useful basis for protocol design. Indeed, two-round OT can be
implemented at a low amortized cost with interactive preprocessing [Bea95, IKNP03] and even from
scratch [BCG™19|. The question of generalizing Yao’s two-round protocol to the multiparty setting
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remained open for many years. This question was settled by Garg and Srinivasan |GS1§| and
Benhamouda and Lin |[BL18|, who showed that two-round OT indeed suffices also for two-round
MPC with an arbitrary number of parties.

Black-box vs. non-black-box constructions. A major distinction between Yao’s two-party
protocol and the recent MPC protocols from [GS18, BL18] is the way in which the OT primitive is
used. While the former makes a black-bofl] use of OT, in the sense that the construction uses the
next-message function of the OT protocol as an oracle, the latter MPC protocols cannot use the OT
protocol as an oracle and need to depend on its implementation. This qualitative difference results
in a big efficiency gap between the two types of protocols, raising a question about the possibility of a
black-box alternative for the multiparty case. Unfortunately, Applebaum et al. [ABG™ 20| obtained
a negative answer: for any n > 3, general two-round n-party MPC protocols cannot make a black-
box use of two-round OT. More recently, Patra and Srinivasan [PS21] closed the remaining gap,
presenting a black-box construction of three-round MPC protocols from two-round OT (improving
over a previous four-round protocol from [ACJ17]). This gives us a full understanding of the round
complexity of black-box semi-honest MPC based on two-round OT.

From semi-honest to malicious. The case of security against malicious adversaries is far less
understood. Targeting the goal of matching the round complexity of semi-honest protocols, one
needs to rely on a setup assumption. (See Section for discussion of results in the plain model.)
A minimal form of setup, originating from non-interactive zero knowledge (NIZK) proofs [BFMS88],
assumes the availability of a common random string or, more generally, a (structured) common
reference string. Our results will apply to both kinds of setup, to which we collectively refer as a
CRS setup. Given a CRS setup, NIZK can serve as a general round-preserving tool for enforcing
an honest behavior by malicious parties. However, general NIZK-based protocols are inherently
non-black-box. This raises the following natural question about the round complexity of black-box
MPC in the CRS model:

Can we make a black-box use of two-round OT to obtain two-round (resp., three-round)
two-party (resp., multiparty) MPC protocols with security against malicious adversaries?

To make this question more precise, we need to specify which kind of two-round OT we con-
sider. Ideally, one would have liked to use semi-honest two-round OT as a basis for round-optimal
malicious-secure MPC. However, even if we restrict our attention to realizing the OT function-
ality, it is not known how to construct two-round malicious-secure OT in the CRS model from
two-round semi-honest OT, let alone in a black-box WayE] Indeed, while semi-honest two-round OT
protocols are quite easy to construct from essentially every concrete assumption known to imply
public-key encryption, obtaining similar protocols with malicious security required ingenious new
ideas [PVWO08, DGH ™20, BF22]. Given this state of affairs, we use malicious-secure two-round OT
in the CRS model as our basic building block.

LA bit more precisely, we refer here to the usual notion of a fully black-box reduction [IR90, [RTV04], where not
only the construction makes a black-box use of OT but also the security reduction makes a black-box use of the
adversary.

2The same is true even for the plain-model variant of OT with unbounded receiver simulation [NP01, ATRO1].
Here we only consider OT and MPC with efficient simulation in the CRS model.



Known results. In the case of two-party “sender-receiver” functionalities, which take inputs
from both parties but only deliver the output to the designated receiver, the above question was
answered in the affirmative in [IKO™"11]. Such two-party protocols, known as non-interactive secure
computation (NISC) protocols, provide a black-box extension of Yao’s protocol that offers security
against malicious parties while still requiring only two rounds. However, for general two-party
functionalities that deliver outputs to both parties, no analogous result is known. Note that such a
“two-sided NISC” protocol cannot be obtained by simply running two instances of standard (one-
sided) NISC in parallel, since there is nothing preventing a malicious party from using different
inputs in the two executions. The question is similarly open for three-round MPC with n > 3
parties. Partial progress was made in |PS21|, where black-box protocols were constructed from
a stronger variant of two-round OT that required some form of adaptive security. However, this
extra requirement not only makes the OT primitive qualitatively stronger, but also excludes some
existing protocols from the literature (such as CDH- and LPN-based protocols from [DGH™20]).
A different kind of progress was recently made in [[KSS21}, IKSS22|, where positive answers were
given using two distinct kinds of idealized setups: either the random oracle model or a random OT
correlations setup. To conclude, without strong idealized setups and without strengthening the OT
primitive, the above question remained open in both the two-party and the multiparty case.

1.1 Our Contribution

We settle the above question by presenting the first round-optimal black-box constructions of MPC
protocols from two-round (malicious-secure) OT in the CRS model. In the two-party case, we
obtain the first extension of the black-box NISC protocol from [IKOT11] to general functionalities
that deliver outputs to both parties.

Informal Theorem 1. There is a (two-round, malicious-secure) two-sided NISC protocol in the
CRS model that makes a black-box use of two-round malicious-secure OT in the CRS model.

See Theorem for a formal version. From a concrete efficiency perspective, this compiler
may be better than the recent random-oracle based compiler from [IKSS22| in that it replaces a
computational security parameter by a statistical oneE] We also obtain an arithmetic variant of this
result that makes a black-box use of the underlying field as well as a two-round malicious-secure OLE
protocol over the same field [CDIT19, BDM22]. (See Theorem for a formal statement.) This
variant leverages another advantage of black-box constructions, namely respecting the arithmetic
nature of an underlying semi-honest protocol.

Informal Theorem 2. There is a three-round malicious-secure MPC protocol in the CRS model
that makes a black-box use of two-round malicious-secure OT in the CRS model.

See Theorem for a formal statement. The optimality of three rounds follows from the proof
of the black-box separation in [ABG*20]. While the main theorem statement of [ABG™20] only
refers to a separation between two-round MPC and two-round semi-honest OT, the oracle used for
the separation actually implies malicious-secure two-round OT.

3Jumping ahead, both compilers use a virtual honest-majority MPC protocol in which the number of parties
serves as a security parameter. The use of the Fiat-Shamir paradigm in [IKSS22| requires the use of a computational
security parameter instead of a statistical one.



Open questions. Our results leave several avenues for future work.

e Is two-round semi-honest OT sufficient? As discussed above, the non-triviality of realizing
malicious-secure two-round OT from concrete assumptions suggests that even a non-black-
box round-preserving compiler from semi-honest to malicious OT would be difficult to ob-
tain. Moreover, the existence of black-box constructions in the random oracle model [MR19),
1KSS22| makes a potential black-box separation more challenging.

e Does three-round OT suffice in the multiparty case? We conjecture that the black-box sepa-
ration from |[ABG™20] can be extended to rule out this possibility, and leave formalizing this
to future work.

e Can similar results be obtained in the OT-hybrid model, namely using calls to an ideal OT
oracle rather an OT protocol? For standard (one-side) NISC, this is achieved by the construc-
tion from [IKOT11]. In the multiparty case, this question is open even in the semi-honest
model, where evidence for the difficulty of settling it in the negative is given in [ABG™20]. Our
protocols, similarly to the ones from [PS21], inherently make use of the messages generated
by the OT protocol, and thus cannot replace the protocol by an oracle.

1.2 Related Work

A long line of work [KOS03, [KO04, [Weel0, |Goy11, |[ORS15, (GMPP16, ACJ17, BHP17, BGJT18,
HHPV 18, CCG™20] studied the question of minimizing the round complexity of MPC with security
against any number of malicious parties in the plain model. In this setting, one cannot hope to match
the round complexity of our protocols in the CRS model regardless of the underlying assumptions.
Indeed, protocols with black-box simulators must use at least four rounds [KO04, |GMPP16|. Even
if one allows a non-black-box (polynomial-time) simulation, two-round two-party protocols are
unlikely to exist even for the special case of zero knowledge functionalities [BLV03|. We note
that there is an interesting line of work [GGJS12, KMO14, (GKP17, BGJT17, BGIT17, |ABG ™21,
FJK21, |AMR21] that aims to get around this lower bound by considering a weaker notion of
security, namely, security with super-polynomial time simulation (SPS) security.

The quest for minimizing the round complexity of MPC in the plain model, with a standard
notion of simulation-based security, culminated in the work of Choudhuri et al. [CCG™20], who
obtained a four-round protocol making a non-black-box use of four-round malicious-secure OT. The
round complexity of this protocol is optimal for protocols with black-box simulation. Additionally
requiring the construction to be black-box, as in this work, a five-round protocol in the plain model
making use of strong flavors of two-round semi-honest OT was given in [IKSS21]. See |[CCG ™20,
IKSS21| and references therein for a more comprehensive survey of this line of work.

2 Technical Overview

In this section, we describe the key technical ideas behind our construction of black-box two-sided
NISC (in Section [2.1)) and our black-box three-round secure multiparty computation protocol (in

Section [2.2).



2.1 Black-Box Two-Sided NISC

Challenges. The main challenge in constructing a two-sided NISC protocol is to design a “black-
box” mechanism wherein the adversarial party is somehow forced to use the same input when it
plays the role of the sender and the receiver respectively. This is the reason why a natural attempt
of constructing a two-sided NISC by running two versions of one-sided NISC in opposite directions
fails. The prior works of Ishai et al. [IKSS21, IKSS22| constructed such a “black-box” mechanism by
making use of the IPS compiler [IPS08]. However, both these works resorted to idealized setups such
as OT correlations, or made use of random oracles in order to implement the watchlist mechanism,
one of the key building blocks in this compiler. As we explain later, we encounter significant barriers
while trying to remove these idealized setups from the above works. To circumvent these barriers,
we develop new techniques to implement this mechanism and prove the security of the protocols
based only on a two-message malicious OT. In the rest of the subsection, we elaborate on this in
much more detail. As our work also builds on the IPS compiler, we recall the main ideas behind
this compiler below.

IPS Compiler. At a high level, the IPS compiler constructs a malicious-secure MPC in the
dishonest majority setting via a combination of: (1) a malicious-secure honest-majority client-
server MPC (called the outer protocol)f] and (2) a semi-honest secure protocol in the dishonest
majority setting (called the inner protocol). In more detail, each party in the compiled protocol
plays the role of a client in the outer protocol. The parties then invoke the inner protocol to emulate
the computation done by the servers. Since the outer protocol can be information-theoretic, the
computations done by the servers avoid any cryptographic operations. This feature enables the
compiled protocol to be black-box. However, as such, this compilation results in an insecure
protocol. This is because an adversary can cheat in all the executions of the inner protocol and
break their security (as they are only secure against semi-honest adversaries). Since the outer
protocol is only guaranteed to be secure as long as a constant (< 1/2) fraction of the servers are
corrupted, by corrupting all the servers, the adversary has effectively broken the security of the
outer protocol and could extract non-trivial information about the honest party inputs. To prevent
such an attack, the IPS compiler uses a novel cut-and-choose mechanism referred to as the watchlist
protocol. In this protocol, each party chooses a random subset of the servers as part of its private
“watchlist”. The watchlist protocol provides the input and the randomness used by every other
party for those server executions that are being watched by this party. The input and randomness
of the other server executions are hidden. Every party then checks if the server executions in its
watchlist are emulated correctly and aborts if it detects any inconsistency. This guarantees that
if the adversary cheats in many server executions, then all the honest parties will detect this and
abort, preventing the adversary from learning any useful information about the inputs of the honest
parties. On the other hand, if the adversary only cheats in a small number of server executions,
then we can rely on the security of the outer MPC protocol to show that the adversary only learns
the output of the functionality.

Prior Works. For two-sided NISC, recent black-box protocols from [IKSS21 ITKSS22] used the
watchlist mechanism to catch a cheating adversary that is using different inputs while playing the

4By an honest-majority client-server MPC, we mean a setting where a malicious adversary can corrupt any subset
of the clients and a constant fraction of the servers.



Citation Outer Protocol Inner Protocol Watchlist Implementation
IKSS21] 2-round client-server MPC {Z:ézg?a?tierg;fi;guz l-out-of-2 OT
with selective abort P . . & correlations model
| equivocality
2-round pairwise Two-round semi-honest
JIKSS22] verifiable MPC protocol Random Oracle Model

Table 1: Choice of outer protocol, inner protocol, and idealized model for watchlist implementation in prior
works.

role of the sender and the receiver respectively. Specifically, if the adversary is using inconsistent
inputs in many server executions, then the honest party detects this via the watchlist mechanism
and aborts the execution. On the other hand, if the adversary is using inconsistent inputs in a small
number of executions, then the servers that are emulated by these executions can be considered as
corrupted in the outer protocol. Since the outer protocol is secure as long as a constant fraction
of the servers are corrupted, this prevents the adversary from breaking the privacy of the honest
party’s inputs. This was the main intuition behind both works. However, these works differed
in their choice of the outer protocol, the inner protocol, and the implementation of the watchlist
mechanism. We tabulate these choices in Table [l A common limitation of these two works is
their reliance on idealized setups, such as OT correlations [IKSS21] or a random oracle [IKSS22]
to implement the watchlist mechanism. We now explain the challenges in trying to remove the
idealized setups from these works.

Need for Idealized Models. The key reason why the prior works needed to resort to idealized
models is due to a subtle technical difficulty in implementing the IPS compiler. Specifically, the
simulator in the IPS compiler needs to know the set of executions that are watched by the corrupted
party before it sends its first-round message on behalf of the honest party. Note that in the real
world, the honest party’s input and randomness corresponding to the adversarial watched executions
pass the consistency check and hence, we need to make sure that these checks pass even in the ideal
world. Hence, the simulator needs to produce a consistent input and randomness that explains
the inner protocol messages in all the executions that are watched by the corrupted party. This
is further complicated in the rushing adversarial model where the adversary expects to see the
first-round message from the honest party before it sends its own first-round message. Hence, if the
set of watched executions are known to the simulator only after it sends the first-round message,
then the simulator needs produce randomness that consistently explains the “simulated” first-round
inner protocol message w.r.t. some input. In other words, the simulator needs to equivocate the
first-round message of the inner protocol. This requires stronger assumptions. However, if we use
idealized setups, then the simulator can learn the watched executions of the corrupted party before
it sends the first-round message. In particular, this is done by allowing the simulator to implement
the dealer while setting up the OT correlations in [IKSS21], or program the output of the random
oracle in [IKSS22|. The above issue also precludes a natural attempt of trying to implement the
watchlist functionality using a two-round k-out-of-m OT protocol. Indeed, the first-round message
that encodes the set of watched executions is sent by the adversary only after it receives the first-
round message from the honest party and hence, this approach too requires the first-round message



of the inner protocol to be equivocal.

Our Solution. To overcome this difficulty, we need a watchlist protocol implementation where
the simulator can bias the watched executions of the corrupted parties whereas the corrupted parties
cannot bias the watched executions of the honest parties. These two conflicting features are obtained
simultaneously via a coin-tossing protocol. Specifically, the watched executions of each party is
sampled randomly where the randomness is contributed by both the parties and not just by the
receiver party. This ensures that the simulator can set the randomness on behalf of the honest
party in such a way that the corrupted party receives a randomly sampled set of executions that
was chosen prior to sending the first-round message. At the same time, since the receiver party
also provides a part of the randomness, this ensures that the corrupted party cannot bias the set of
watched executions of the honest party. This helps in overcoming the above mentioned technical
difficulty in implementing the IPS compiler. The next question is can we construct such a watchlist
protocol? Indeed, the work of Ishai et al. [[KO™ 11| provides an instantiation that makes black-box
use of a two-round malicious-secure OT. However, such a watchlist protocol alone does not solve
all the issues and we elaborate more on this below.

Need for Watchlist Output at the End of the First Round. While the above watchlist
protocol ensures that the simulator has the power to bias the watched executions of the corrupted
parties, it leads to new incompatibility issues with the prior techniques. Specifically, the prior
works crucially relied on the output of the watchlist protocol to be delivered to the honest parties
at the end of the first round. This is indeed possible if we rely on idealized setups. However, in the
above described approach, the honest party learns the output of the watchlist protocol only after
the corrupted party sends its second-round message. Hence, it can only perform all the watchlist
checks after it has sent its final round message in the protocol (since we are dealing with rushing
adversaries). This leads to new problems and let us explain them in a bit more detail.

Firstly, the work of Ishai et al. [IKSS21] considered a two-round semi-honest inner protocol
where the first-round message could be equivocated (see Table . However, a malicious party can
also equivocate its first-round message and thereby, break the security of the inner protocol. This
was not a problem in their setting since the output of the watchlist protocol is made available to
the honest parties at the end of the first round (this is possible in the OT correlations model).
Hence, the honest party can detect if the first-round message is equivocated in many inner protocol
executions and abort if it is the case. However, in our watchlist protocol, the output is delivered to
the honest party only at the end of the second round. By this time, the honest party would have
sent the second-round message in the inner protocol and the adversary could potentially recover
the entire input of the uncorrupted party.

In a more recent work, Ishai et al. [IKSS22| removed the need for an inner protocol with
first message equivocality by considering a “stronger” outer protocol. This outer protocol which
they termed as pairwise verifiable MPC protocol is a two-round client-server MPC protocol that
additionally satisfies a special error correction property. Specifically, for any choice of second-
round message from the corrupted servers, the error correction property requires that the output
of the honest client remains the same. Unfortunately, obtaining such a protocol against standard
malicious adversaries is hard due to the known barriers [GIKR02]. To overcome this, Ishai et
al. considered security against weaker adversaries called pairwise verifiable adversaries. Roughly
speaking, pairwise verifiable adversarial clients are restricted to send a first-round message such



that the messages received by all the honest servers pass some consistency check. However, this
restriction of only considering pairwise verifiable adversaries also seems incompatible with our
watchlist protocol. Specifically, before we send the second-round message, we need to make sure
that the first-round message in the outer protocol pass the pairwise consistency check and we must
proceed only if these checks pass. In the work of Ishai et al. [IKSS22], this was made possible by
making use of a random oracle. But in our setting, since the output of the watchlist functionality
is only delivered after the honest party sends the second-round message, we cannot perform this
check before sending the final message. Thus, an adversarial party can use first-round messages
in the outer protocol that do not pass the pairwise consistency check and completely break the
privacy of the honest party’s inputs.

Our Approach. We note that the above mentioned incompatibility issue could be alleviated
if we use a two-round malicious secure oblivious transfer protocol that has equivocal first-round
message [GS18, |PS21|. Specifically, such an OT protocol forces a corrupt receiver to send a valid
first-round message but enables the simulator to equivocate the first-round message to both bits 0
and 1. Indeed, a malicious party is forced to send a valid first-round message whereas the simulator
could equivocate the first-round message as in [IKSS21]. However, we do not know of a black-box
construction of this primitive from any two-round malicious secure OT protocolE] Moreover, recent
protocols from the literature (such as ones based on CDH and LPN [DGH™20|) do not satisfy this
property. Our goal here is to overcome this issue by only making black-box use of a two-round
malicious secure OT.

Instead of relying on a pairwise verifiable MPC protocol, our solution to this problem is to
rely on a standard outer protocol satisfying security with abort, say for instance, the one given by
Ishai, Kushilevitz, and Paskin [IKP10l [Pas12]. To make this outer protocol compatible with the
IPS compiler, Ishai et al. [IKSS21] observed that the inner protocol needed to additionally satisfy
first-round equivocality (see Table . The key insight behind our solution is that first-round
equivocality of the inner protocol is actually on overkill and we could instead use a far weaker
security property. We now explain this in detail.

Recall that the watchlist mechanism is guaranteed to catch a malicious party that cheats in
a large number of inner protocol executions. However, a malicious party can cheat in a small
number of executions such that it goes undetected by the watchlist of the honest party with some
non-negligible probability. In this case, we should be able to rely on the security of the outer
protocol as the number of malicious server corruptions is “small”. However, in order to invoke
this security property, we need to compute the inner protocol output received by the honest party
in each of the executions where the adversary has cheated. This corresponds to the second-round
message sent by the corrupted servers to the honest client and we need to provide this information
to the simulator of the outer protocol. [IKSS21] argued that if the inner protocol satisfies first-
round equivocality then it is possible for the simulator to compute this output. In particular, the
simulator can equivocate the first-round message as per the honest party’s input and then use the
corresponding randomness to compute the output of this inner protocol execution. In this work,
we observe that this property can be weakened, specifically, to what we call as output equivocality.
This property requires that if the adversary cheated in generating the second-round message, then
the simulator (that is additionally provided the input of the honest party) must produce an output
that is computationally indistinguishable from the honest party’s output in the real execution.

"We note that |[GS18| gave a non-black-box construction.



Specifically, instead of requiring the entire first-round message to be equivocable, we only need
the output computation to be equivocable. This property is implied by first message equivocality
and could be potentially be realized under weaker assumptions. Further, since the output of our
watchlist protocol is only delivered after we send the second-round message, we need our inner
protocol to also be secure against malicious receivers. Hence, it is sufficient to construct an inner
protocol that is secure against malicious receivers and also satisfies output equivocality.

Somewhat surprisingly, both of these properties can be obtained simultaneously if we simply
replace the two-round semi-honest OT in the Yao’s protocol with a two-round malicious secure OT.
Specifically, the security against malicious receivers follows from the folklore observation about
Yao’s protocol when instantiated with a two-round malicious secure OT protocol. The output
equivocality property is argued using the security of the oblivious transfer against malicious senders.
In particular, the simulator could use the extractor for the OT protocol and extract the set of both
labels for each input wire of the garbled circuit that was generated. Now, given the honest party’s
input, the output equivocal simulator can just evaluate the received garbled circuit on the chosen set
of labels according to the honest receiver’s input and output the result of the evaluation. From the
sender security of the OT protocol, we infer that the output of this evaluation is computationally
indistinguishable from the honest evaluation. This allows us to construct an inner protocol with
the desired properties and thereby instantiate the IPS compiler.

The full description of the inner protocol along with the security properties it needs to satisfy
is given in Section 4] The construction and the security analysis of our two-sided black-box NISC
protocol can be found in Section

Further Remarks. We observe that there is no need to rely on a special inner protocol that
was constructed based on Yao’s garbled circuits. Instead, we can start with any one-sided OT-
based NISC protocol. This follows from the fact that security against malicious receivers comes
for free, and the output equivocality follows from security of the one-sided NISC against malicious
senders. Thus, our work can be viewed as a black-box construction of two-sided NISC from any
one-sided NISC. This allows us to directly transfer any efficiency improvements in the one-sided
NISC setting to the more challenging two-sided NISC. Furthermore, this allows us to upgrade
known one-sided NISC protocols in the arithmetic setting [CDI™ 19, [DIO21] (making a black-box
use of the underlying field) to similar two-sided NISC protocols.

2.2 Black-Box Three-Round MPC

To construct a black-box three-round MPC protocol, we again rely on the IPS compiler. Specifically,
we start with an outer protocol that supports an arbitrary number of clients and satisfying security
with selective abort (such a protocol was constructed in [IKP10, [Pasl12]). As in the black-box
two-sided NISC case, we implement the watchlist protocol via a coin-tossing based approach. This
enables the simulator to bias the watched executions of the corrupted parties before it sends its
first-round message on behalf of the honest parties. The only difference from the two-sided NISC
case is that we need to rely on an inner protocol that runs in three rounds (due to the black-box
impossiblity of [ABG™20]). To make the inner protocol compatible with the above outer protocol,
we need it to satisfy the following two additional properties:

e Robustness: Even if the adversary cheats in generating the messages in the first two rounds
of the protocol, it cannot break the privacy of the honest party inputs. This is needed since



the output of the watchlist is delivered only at the end of the second round and any cheating
in the first two rounds should not enable the corrupted party to break the privacy of the
honest parties.

e Last Round Equivocality: If the adversary has cheated in the first two rounds, then the
simulator when provided with the inputs of all the honest parties must produce a last round
message which is computationally indistinguishable from the real execution. This is needed
to generate the last round message in the inner protocol executions where the adversary has
cheated in the first two rounds.

We note that robustness and last round equivocality was also needed in the inner protocol used
in [IKSS21]. However, their inner protocols could either run in two rounds (in the presence of OT
correlations), or four rounds in the plain model. Here, our focus is on constructing such an inner
protocol in three rounds in the CRS model.

Constructing Multiparty Inner Protocol. Our first observation is that to construct such an
inner protocol for computing arbitrary functionalities, it is sufficient to construct an inner protocol
that computes the 3SMULTPlus functionality. 3MULTPlus is a special multiparty functionality that
takes (z1,y1) from the first party, (z2,y2) from the second party, and (z3,y3) from the third party
where x;,y; are bits and delivers x1 - 2 - 3 + y1 + y2 + y3 to all the parties. Indeed, the standard
bootstrapping results from 3MULTPlus to general functions [BGI™ 18| \GIS18,|ABG™20] for the case
of semi-honest adversaries also extends to the above security definition. Thus, it is sufficient to
construct an inner protocol for 3MULTPIlus functionality that satisfies both robustness and last
round equivocality.

The starting point of our construction of such a protocol is the work of Patra and Srini-
vasan |[PS21] who gave a construction in the semi-honest setting based on any two-round semi-
honest OT protocol. The main result that we prove is that if we replace the two-round semi-honest
OT protocol in their construction with a two-round malicious-secure version, then the resultant
protocol is robust. However, proving this is not straightforward and requires a careful security
analysis (this appears in Proposition . To prove last round equivocality, we observe that the
last round message sent by each party in the protocol of [PS21] is obtained by decrypting some
sender OT message. As in the case of two-sided NISC setting, we show that this message can be
equivocated if the two-round OT protocol is secure against malicious senders. This allows us to con-
struct a three-round inner protocol that satisfies robustness and equivocality by making black-box
use of a two-round malicious-secure OT.

The formal description of the security properties along with the construction and the proof of
security of the multiparty inner protocol appears in Section [6]

Putting things together. As mentioned before, our three-round black-box multiparty protocol
is obtained by combining the two-round coin-tossing based watchlist protocol along with a three-
round inner protocol satisfying both robustness and last round equivocality. At the end of the
second round, the output of the watchlist protocol is delivered to all the parties. If the adversary
cheats in many inner protocol executions, then this is detected by the honest parties who abort
before sending the final round message. In this case, we rely on the robustness property of the inner
protocol to show that the adversary learns no information about the private inputs of the honest
parties. On the other hand, if the adversary only cheats in a small number of executions, then
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we corrupt the corresponding servers in the outer protocol. We use the last round equivocality to
generate the final message in the inner protocol for these executions. We finally rely on the security
of the outer protocol to argue that only the output of the functionality is leaked to the adversary
since the number of server corruptions is “small”.

The construction of the three-round black-box MPC protocol and the proof of security can be
found in Section [7l

2.3 Another Perspective

A different way to view our techniques is as follows. Let us start with the simplest, round-optimal
semi-honest protocols for 2PC and MPC that make black-box use of two-round semi-honest OT.
For the case of two parties, we consider Yao’s protocol and for the case of multiple parties, we
consider the protocol from the work of Patra and Srinivasan [PS21]. In both these protocols, we
replace the underlying semi-honest OT protocol with a malicious secure OT protocol and ask what
security properties are satisfied by this modification. In this work, we show that the properties
satisfied correspond to that of the inner protocols. Later, we use the IPS compiler to bootstrap
this “weaker” security notion to the standard malicious security. However, this runs into several
technical hurdles (as explained earlier) and we develop new techniques to overcome them.

3 Preliminaries

Let X\ denote the cryptographic security parameter. We assume that all cryptographic algorithms
implicitly take 1* as input. A function u(-) : N — R¥ is said to be negligible if for any polynomial
poly(+), there exists Ag such that for all A > Ao, we have p(\) < m. We will use negl(-) to
denote an unspecified negligible function and poly(-) to denote an unspecified polynomial function.
For any ¢ € [n], let x; denote the symbol at the i-th co-ordinate of z, and for any 7" C [n], let
xp € {0, 1}|T| denote the projection of z to the co-ordinates indexed by T. We use supp(X) to
denote the support of a random variable X.

For a probabilistic algorithm A, we denote A(x;7) to be the output of A on input z with the
content of the random tape being . When r is omitted, A(x) denotes a distribution. For a finite
set S, we denote = < S as the process of sampling z uniformly from the set S. We will use PPT
to denote Probabilistic Polynomial Time algorithm. We assume w.l.o.g. that the length of the
randomness for all cryptographic algorithms is A.

We say that two distribution ensembles { X} en and {Y)}ren are computationally indistin-
guishable if for every non-uniform PPT distinguisher D there exists a negligible function negl(-)
such that |Pr[D(1*, X)) = 1]| — Pr[D(1*,Y3) = 1]| < negl(\).

3.1 Two-Round Malicious-Secure Oblivious Transfer

For self-containment, we include in Appendix [C| the standard definitions of secure multiparty com-
putation to which our main results apply.

Here we formally define two-round OT in the CRS model, which our protocols use as a black
box. We follow the previous definitions of two-round OT from the literature [PVWO08, DGH™20],
which in turn are a simple instance of general UC security definitions |[Can20, CLOSO2|E] Note

50ne further simplification we make is eliminating the auxiliary information given by the environment to both the
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that since this definition respects parallel composition, one can realize multiple parallel OT calls
by making a black-box use of such a (single) OT protocol.

In more detail, a two-round malicious secure oblivious transfer protocol is given by a tuple of
PPT algorithms (CRSGen, OT;,0Tg,outor). The CRSGen algorithm takes in the security param-
eter 1* (encoded in unary) and outputs the common reference string crs. OT; algorithm is run
by the receiver and takes in crs and the input b of the receiver, and outputs otr. OTy algorithm
is run by the sender of the OT protocol and takes in crs, otr and the sender inputs (mg,m1), and
outputs ots. The outpot algorithm takes in crs, ots, b and the random tape used in generating otr
and outputs my,.

Definition 3.1. A two-round oblivious transfer protocol (CRSGen,OTy,O0Ty,outor) is said to
be secure against malicious adversaries if there exists a (stateful) PPT simulator-extractor pair
(SimoT, ExtoT) such that the following properties hold:

e Security against Malicious Receiver: For any (stateful) non-uniform PPT adversary A
corrupting the receiver, we have:

Realr(1*, A) ~, Idealg(1*, A, (SimoT, ExtoT))

where the Realg and |dealp experiments are described in Figure [1]

e Security against Malicious Sender: For any (stateful) non-uniform PPT adversary A
corrupting the sender and for any receiver input b, we have:

Realg(1*, A, b) =, Idealg(1*, A, b, (SimoT, ExtoT))

where the Realg and |dealg experiments are described in Figure 3

ReaIR(lx, A, (mo,m1)) IdeaIR(lA, A, (mo, m1), (SimoT, Extor))

crs + CRSGen(1%).

otr, (mo, m1) < A(crs).

(crs, td) < Simot (1%, R).
otr, (mo, m1) < A(crs).
ots < OT2(crs, otr, (mo, m1)).

Output A(crs, ots).

b < Extor(R, td, otr).

R

ots < OTa(crs, otr, (mp, mp)).
Output A(crs, ots).

A

Figure 1: Descriptions of Realr and ldealr experiments.

Remark 3.2. The above definition of oblivious transfer protocol, which we use as our main prim-
itive, is satisfied by any two-round UC-secure protocol realizing the ideal OT functionality in the
CRS model. In our general security definitions (see Appendix@ we only consider standalone se-
curity for simplicity, though our protocols can actually be shown to be UC-secure in the CRS model
when using UC-secure 2-round OT.

adversary and the simulator. Instead, our definitions allow both the adversary and the simulator to be independently
nonuniform, which results in a slightly weaker security notion. However, all of our protocols also satisfy the standard
security notion from the literature.
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Reals(lk, A, b) IdeaIR(lk, .A, (mo, m1), (Simo'r7 EXtOT))

1. crs < CRSGen(1%).

1
2. otr <~ OTy(crs, b;r) 2
where r « {0, 1} 3

4

3. ots < A(crs, otr).

. (crs, td, otr) < Simot (1%, 5).
. ots < A(crs, otr).
. (mo,m1) < Extor(S,td, ots).

. Output A(crs, otr, ms).
4. Output A(crs, otr, outor(crs, ots, (b,7))).

Figure 2: Descriptions of Realg and ldealg experiments.

3.2 Two-Round Client-Server Protocol

A two-round client-server protocol between n clients and m servers for computing a function f
is given by a tuple of algorithms (Share, Eval,Dec). Share is a PPT algorithm takes in 1%, the

identity ¢ of the client (which is an index in [n]), its private input z; and outputs (x;1,...,Zim)-
Eval algorithm takes in the identity j of the server (which is an index in [m]), (21 j,..., 2y ;) and
outputs (zjl-, ..+, 2}). Dec algorithm takes in the identity i of the client, (z1,...,z5,), its private

random tape and outputs z.

Let A be a malicious adversary that is corrupting an arbitrary subset M of the clients and
a set S of the servers. Let H denote the set of uncorrupted clients. In the following, we use
Real(1*, 11, A, {x; }icpr) to denote the joint distribution of the output of the adversary and the
output of the honest clients (when using input z; for each i € H) in the real execution of the
protocol.

Let Sim be a malicious adversary that is corrupting the subset M of the clients in the ideal pro-
tocol execution. Recall that in the ideal execution, the parties have access to a trusted functionality
for computing f. The honest parties send their inputs to this trusted functionality, whereas the
adversarial party can send an arbitrary value. The functionality computes the output and sends
it to Sim. For each of the honest clients, Sim sends the instruction to the trusted party whether
to deliver this output to this honest client or instruct it to abort. For each ¢ € H to which the
ideal functionality delivers the output, the honest client 7 outputs whatever is received from the
trusted functionality. The rest of the honest clients output L. We denote Ideal(1*,II, Sim, {x; }ic )
to denote the joint distribution of the output of Sim and the output of the honest clients when their
inputs are {z;};cq in the ideal execution of the protocol.

Definition 3.3. A two-round n-client m-server protocol (Share, Eval, Dec) is said to compute a
function f with t server corruptions with selective abort if for any non-uniform PPT real world
adversary A that is corrupting an arbitrary subset M of the clients and a subset S of the servers
where |S| < t, there exists a non-uniform PPT ideal world adversary Sim corrupting the subset M
such that for any inputs {mi}ie[n]\M of the uncorrupted parties, we have:

Real (1%, 11, A, {z; }icpupar) ~e Ideal (1%, T1, Sim, {2 }icpp ar)

Privacy with Knowledge of Outputs. We also consider a weaker version of security termed
as privacy with knowledge of outputs which was introduced in [IKP10]. In this weaker model, the
ideal world adversary Sim is allowed to set the outputs of the honest parties. This is modeled by
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allowing Sim to send the outputs of the honest parties to the trusted functionality which is then
delivered to them.

3.3 Garbled Circuits

We recall the definition of garbling scheme for circuits [Yao86b] (see Applebaum et al. [AIKO5,
Appl7], Lindell and Pinkas [LP09] and Bellare et al. [BHR12| for a detailed proof and further
discussion). A garbling scheme for circuits is a tuple of PPT algorithms (Garble, Eval). Garble is
the circuit garbling procedure and Eval is the corresponding evaluation procedure. More formally:

. (5’,{IabLb}ie[ane{O’l}) + Garble (1)‘,0): Garble takes as input a security parameter 1, a

circuit C : {0,1}" — {0,1}™, and outputs a garbled circuit C along with labels lab; ;, where
i € [n] and b € {0,1}. Each label lab;; is assumed to be in {0, 1}

e y + Eval (5, {Iabi,ﬂ?i}ie[n]>: Given a garbled circuit C and a sequence of input labels {1ab; z; Yien)
where z € {0,1}" (referred to as the garbled input), Eval outputs a string y.

Correctness. For correctness, we require that for any circuit C : {0,1}" — {0,1}™ and any
input = € {0,1}", we have that:

Pr [C(x) — Eval (6, {Iabi,xi}ie[n]ﬂ ~1
where (C, {lab;p}icpnypefo.13) < Garble (11, C).
Security. For security, we require that there exists a PPT simulator Simgc such that for any
circuit C': {0,1}" — {0,1}" and any input = € {0,1}", we have that:
(6, {Iabi,wi}ie[n]> e Sich (1/\, 1|C‘, 1\x|’ C(:L‘))

where (6’, {Iabi7b}ie[n]7be{071}) < Garble (1)‘, C)

4 Two-Party Inner Protocol

In this section, we give a definition of a two-party protocol that satisfies some special properties
(known as two-party inner protocol). We give a construction of such a two-party inner protocol
making black-box use of a two-round malicious-secure OT. In the next section, we use this protocol
to construct a two-sided NISC.

4.1 Definition

A two-round two-party protocol for computing a two-party function f is given by a tuple of PPT
algorithms (Setup, ITy, IIo, outyy). Setup algorithm takes in the security parameter 1* (encoded in
unary) and outputs the common reference string crs. II; is run by the receiver and takes in crs and
the receiver input x¢ and outputs ;. Il is run by the sender and takes in crs, 71, the sender input
x1 and outputs my. outyy takes in crs, mo, xp and the random tape of II; and outputs f(z,x1).
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Definition 4.1. A two-party protocol (Setup,Ily,Ily, outry) for computing a functionality f that
delivers the output to the receiver is said to be a two-party inner protocol if there exists a (stateful)
PPT simulator-extractor pair (Simp, Extr) such that the following properties hold:

e Security Against Malicious Receivers: For any (stateful) non-uniform PPT adversary
A corrupting the receiver and for any sender input x1, we have:

Realr(1*, A, z1) =, ldealr(1*, A, z1, (Simpy, Extyy))

where Realp and |dealr are described in Figure [3

e Correctness of Extraction. For any non-uniform PPT adversary A corrupting the re-
cewver, we have

Pr [ExtH(R, td, IT; (crs, zo; 7)) # o

(crs, td) < Simpr(1%, R), (29, 70) « A(crs)| < negl(\)

e Robust Security Against Semi-Malicious Senders (a.k.a., output equivocality):
Informally, this property requires that if a malicious sender sends a second round message
that is not explainable (by providing a valid (input, randomness) pair), then we require an
equivocal simulator that when given the private input of the honest receiver computes an output
such that the joint distribution of the view of A and the output of the honest receiver in the real
execution is indistinguishable to the ideal execution using this special simulator. Formally,
for any (stateful) non-uniform PPT adversary A corrupting the sender and for any receiver
mput xo, we have:

Realg(1}, A, z1) =, Idealg(1*, A, ¢, (Simyy, Extyy))

where Realg and |dealg are described in Figure [])

Realr(1*, A, z1) Ideal z(1*, A, x1, (Simr, Extrr))

(crs, td) < Simm (1%, R).

1 <« Alcrs).

crs + Setup(1*).

w1 < A(crs).

o < Ia(crs, w1, z1).
Output A(m2).

To — Eth(R, td,7T1).

= W o=

g <— Sim(crs, xo, f(zo,z1)).

Output A(m2).

AR S

Figure 3: Descriptions of Realr and ldealg experiments.

Remark 4.2. We note that correctness of extraction is implicitly implied by security against ma-
licious receivers. However, for the ease of usage in the mext section, we state it as a separate

property.

In this Appendix [A] we prove the following proposition.
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Realg(lA,A, 3}0) Ideals(l)‘,A, xo,(Simn,Eth))

(crs, td, m1) = Simm (1%, 5).
(w2, (z1,71)) < Alcrs, m).

st « Extr(S,td, m2).

crs < Setup(17).
w1 4+ Tli(crs, xo; o) where ro + {0, 1}

(w2, (z1,71)) + Alcrs, 7).

=W e
L e

Output (crs, 71, outrr(crs, w2, (o, 70))). If mo = Ia(crs, w1, z1; 1) then:
(a) Output (crs, 71, f(zo,z1)).
5. If mo # Ia(crs, w1, x1;7r1) then:

(a) Output (crs, 71, Simmu(st, w2, zo)).

Figure 4: Descriptions of Realg and ldealg experiments.

Proposition 4.3. Assume black-box access to a two-round oblivious transfer protocol secure against
malicious adversaries in the common random /reference string model. There exists a two-party inner
protocol for computing any two-party functionality f satisfying Definition[{.1. The computational
and communication complexity of the protocol is poly(A, | f|) where |f| denotes the circuit-size of f.

4.2 Construction from One-Sided NISC

We note that any one-sided NISC protocol gives rise to a two-party protocol satisfying Definition[4.1]
This is because security against malicious receivers is implied by the security of one-sided NISC
against malicious receivers. Robust security against semi-malicious senders is implied by security
of one-sided NISC against malicious senders. Thus, we get the following corollary.

Corollary 4.4. Let f be an arbitrary two-party functionality. Assume black-box access to an one-
sided NISC protocol that securely computes f. Then, there exists a two-party inner protocol for
computing [ satisfying Definition [{.1. The computational and communication complexity of the
protocol are the same as that of the NISC protocol.

5 Two-Sided Black-Box NISC

In this section, we give our construction of black-box two-sided NISC protocol. We prove the
following theorems.

Theorem 5.1 (Black-box two-sided NISC). Assume black-box access to a two-round oblivious
transfer protocol secure against malicious adversaries in the common random/reference string
model. Then, there exists a two-round protocol for securely computing any two-party functionality
f against malicious adversaries in the common random/reference string model where both parties
get the output of f at the end of the protocol. The computational and communication complexity
of the protocol is poly(A, |f|) where |f| denotes the circuit-size of f.

Theorem 5.2 (Black-box arithmetic two-sided NISC). Let F be a finite field and let f be a two-
party functionality that is computable by an arithmetic branching program over F. Assume black-box
access to a two-round oblivious linear evaluation (OLE) protocol over F and an oblivious transfer

16



protocol that is secure against malicious adversaries in the common random/reference string model.
Then, there exists a two-round protocol for securely computing f against malicious adversaries in
the common random/reference string model where both parties get the output of f at the end of the
protocol. The computational and communication complexity of the protocol is poly(\, | f|) where | f]
denotes the size of the branching program computing f and the protocol makes black-box use of F.

5.1 Building Blocks

The construction makes use of the following building blocks:

1. A two-round, two client, m server outer MPC protocol ¥ = (Share, Eval, Dec) for computing
the function f that satisfies security with abort against ¢ server corruptions. We set ¢t = 2\
and m = 3t + 1. Based on [IKP10, |[Pas12|, we give a construction of such a protocol making
black-box use of a PRG in Appendix [B]where Eval does not involve cryptographic operations.

2. A two-round, two-party inner protocol (see Definition (Setupnj,Hj,l,Hj,g, outry;) that
delivers output to the receiver and computes Eval(j, -) for each j € [m]. From Proposition
and Corollary [£.4] such a protocol can be constructed making black-box use of a two-round
malicious secure OT protocol or an one-sided NISC protocol.

3. A two-round malicious-secure two-party computation protocol (CRSGen, ®q, ®,,0utg) for
computing the Sely ,,, functionality. The Sely ,, functionality takes in a string p; from the
receiver, (pa, (s1,...,5m)) from the sender. It computes p; @ p2 and uses it as random tape to
select a random multiset (with replacement) K of [m] of size A. It then outputs (K, {s;}ick)
to the receiver. [IKO'11] gave a two-round black-box protocol for computing Sely ,,, based
on two-round malicious-secure OT protocol.

The key lemma that we will prove in this section is the following.

Lemma 5.3. Assume black-box access to a PRG and the protocols {11} ;e and ® as described
above. Then, there exists a two-round protocol for securely computing any two-party functionality
f against malicious adversaries where both parties get the output of f at the end of the protocol.

Theorem is obtained by instantiating {Il;};c(,,) from Proposition To obtain Theo-
rem we observe that in the protocols of [IKP10, |[Pas12], if f is computable by an arithmetic
branching program then Eval(j,-) is computable by a log-depth arithmetic circuit and does not
involve any cryptographic operations. Thus, we can instantiate II; for each j € [m] using the
one-sided NISC protocol for computing log-depth arithmetic circuits based on two-round malicious
secure OLE [IKO™11, |CDI"19, DIO21] using Corollary

We give the construction of the protocol in Section [5.2] and the proof of security in Section [5.3

5.2 Construction

Let Py and P; be the two parties with private inputs g and x; respectively. The parties additionally
have as a common input the description of the function f. We give the formal description of the
construction in Figure [5]
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e CRS Generation: To generate the CRS,
1. Sample crs, crs} + Setupnj(l)‘) for each j € [m].
2. Sample crs?, crs! < CRSGen(1%).
3. Output ({crs), crsj}jeqmi, crs’, crs').
e Round-1: In the first round, each party P; for ¢ € {0,1} does the following:
1. It computes (z},...,2%,) < Share(1*,4, ;;7;) for uniformly chosen r; < {0,1}>.
2. For each j € [m], it samples a uniform random string r;» and computes 7r;~,1 — H]-yl(crs;l, 1, :r;, 7’;)
3. Tt samples a uniform random string pi < {0,1}* and computes ¢} < ®1(crs’, 4, pl).
4. It sends {m} 1 }je(m) and ¢} to the other party.

e Round-2: In the second round, each party P; for ¢ € {0,1} does the following:

1. For each j € |[m], it samples a uniform random string tjlv*i and computes W;Ei —

1—i o 1—i i ,1—i
Wjo(ers; yd,m; ", ay; ).
, : i (i i ql—i
2. For each j € [m], it sets s} = (z3,75,t;").

«~ {0,1}* and computes ¢3"

3. It samples a uniform random  string péﬂ'
¢2(Cr51_27 7;7 ¢%717 (p§717 (s’i7 et 7S:ﬂ)))'

4. Tt sends {ﬂ;’;i}je[m] and ¢§7¢ to the other party.
e Output Computation: To compute the output P; for i € {0,1} does the following:
1. It computes (Ki, {s;_i}jem) using oute on crst, ¢4 and the random tape used to generate ¢!.
2. For each j € K, it:
(a) Parses s;_i as (w;_i,r;_i,té).
(b) Checks if (m;ﬂ',r;ﬂ') is a consistent input, randomness pair that explains the message W;Ei
and if (ax}_i7 t;) is a consistent input, randomness pair that explains the message 7r;'-,2.
3. If any of the above checks fail, then P; aborts and outputs L.
4. Else, for each j € [m], it computes z} := outy, (crs}, 7} 5, (x5, %))

5. Tt outputs Dec(zi, ..., 2%, ).

Figure 5: Black-Box Two-Sided NISC Protocol

5.3 Proof of Security

We give the description of the simulator below and show that the real and the ideal executions
are computationally indistinguishable. Since the protocol is symmetric w.r.t. both Py and P;, we
assume without loss of generality that P; is corrupted by A.

Description of Sim.
e CRSGen(1*): Sim does the following:
1. Tt chooses (crs?, td?, ¢9) « Simg (1%, S) and (crs', td!) < Simg (1%, R).

2. It samples a uniform multiset K1 of [m] of size \.

18



3.
4.
D.

For each j € K, it samples crs?7 crs} — Setupnj(l)‘).

For each j ¢ K, it samples (crs?, td?, 7721) < Simpy; (1%, 8) and (crs}, tdjl) — Simnj(l’\7 R).

It outputs ({crs?, crsjl- }je[m},crso, crst) as the CRS of the overall protocol.

e Round-1: To generate the first round message, Sim does the following:

1.

. For each j € K, it computes ;1 < I1;1(crs?, 2%;7?) for uniformly chosen r

. Tt sends ¢ and {ﬂ?}l}je[m] to A.

It runs the simulator Simy for the outer protocol by corrupting the client P; and the set
of servers given by K'. Simy provides with {x(;-}je K-

0 ,.0...0 0
R J°

It receives the first round message from A. For each j ¢ K!', it computes a?jl —

Extr, (tdjl-, 773171). It computes p} « Extg (R, ¢1,tdb).

e Round-2: To generate the second round message, Sim does the following:

1.

6.

It sends {w}}jg;@ to Simy as the first round message from the corrupted client to the
honest servers. Simg queries the ideal functionality on input x; and Sim forwards this
query to its own ideal functionality. It forwards the response from the ideal functionality
back to Simy. Simy sends {zjl }j¢k1 as the second round message from the honest servers
to the corrupted client.

. For each j ¢ K, it generates 7rjl-72 + Simpy, (R, crle7 z}, le) For each j € K, it generates
1 , 11 041 : 1
Tio as ijl(crsj,ﬂﬂ,xj, tj) for uniformly chosen ¢;.

. It generates ¢3 < Simg (R, {K*, {29, 79, t3}jc i1 }).

307505
It sends ¢3 and {7r]1-72}j6[m] to A.

. It receives the second round message from A. For each j € K!, it computes st; <+

Extry, (S, td}, 70,).

It also computes (09, s1,...,s}) « Exte(S, ¢9,td?).

e Output Computation: To compute the output, Sim does the following:

1.

It chooses a uniform multiset K° of [m] size A and uses it to perform the same checks
as done by honest Py using {s}}je 0. If any of the checks fail, it instructs the ideal
functionality to deliver 1 to F.

. Otherwise, it initializes an empty set Cf.
. For each j ¢ K1,

1 e (7l 1 40
(a) It parses s; as (T;,7;,t;).

(b) If either (le, rjl) is not a consistent input, randomness pair that explains the message

7r]1-71 or if (@1, t?) is not a consistent input, randomness pair that explains the message

7r3172, then we add j to Cf.

If |Ci| > A, then it instructs the ideal functionality to output L to P;. Otherwise,
it instructs Simyg to adaptively corrupt the set of servers indexed by C7 and obtains

{x?}jecl :
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5.

0

;). For each j € K, it computes

For each j € (1, it computes z? as Simpy; (S, Stj,ﬂggﬂf
0 0 .0 0 .0
z; as outry, (crs;, w5 o, (75,75))-

. It sends {Z?}jeclu k1 to Simy as the second round message from the corrupted servers

to the honest client. If Simy instructs the Py to abort, then Sim instructs the ideal
functionality to deliver L to Py. Otherwise, it instructs it to deliver the output of f to
P.

Proof of Indistinguishability.

e Hyb, : This corresponds to the output of the real experiment which comprises of the view of
A corrupting P; and the output of honest Py.

e Hyb, : In this hybrid, we make the following changes:

D.

1. Sample (crs?,td’, ¢9) < Simg (14, S).
2. Obtain ¢J from A.

3.
4

. Sample p! uniformly from {0,1}* and sample a multiset K° of size A from [m] using

Compute (p9, (s],...,5%)) « Exta(S, ¢9,td°).

rem

p) @ pY as the random tape.

Use (K°, {5]1 }jeko) to perform the same checks described in output computation.

In Lemma we show from the simulation security of ® against corrupted senders that
Hyb, ~. Hyb,.

e Hyb; : In this hybrid, we make the following changes:

A

Sample (crs', td!) < Simg (1}, R).

Obtain ¢! from A.

Compute p} + Exte(R, ¢1,tdh).

Sample a multiset K! of size A from [m] using a random tape p'.
Generate ¢} < Simg(R, {K!, {sg}jg@}).

Use ¢35 to generate the final round message in the protocol.

In Lemma [5.5] we use the simulation security of ® against corrupted receivers to show that
Hyby ~. Hybs.

e Hyb, : In this hybrid, we make the following changes:

1.
2.
3.

For each j € [m], we parse sjl- as (*Jl,r},t?).

We initialize an empty set Cf.
For each j ¢ K,

(a) If either (le, 7“]1) is not a consistent input, randomness pair that explains the message
7rjl-71, or if (fjl, t?

71;72, then we add j to Cf.

) is not a consistent input, randomness pair that explains the message
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4.

If |Cq] > A, then we abort and use L as the output of honest Pp.

In Lemma we show that Hybs ~¢ Hyb,.

e Hyb; :

1.
2.

® N o

In this hybrid, we make the following changes:

Before generating the CRS, we sample a uniform multiset K! of [m] with size .

We sample (crs td?, ] 0) + Simnj(l’\,S) for each j ¢ K'. We use {crs?}jﬂ(l as part

of the CRS and use {7 1}j¢ k1 to generate the first round message from Fy.

We receive the second round message from A (that includes 7r o for each j € [m]) and
extract {(x],rj,tj)}je[m] as before.

For each j ¢ K, we compute st; Extry, (5, td?, 7r?72).

We compute the set C as before.

For each j € C1, we set z? = Simp, (S, stj,wg)g,:v?).

For each j € K, we compute z? as before.

For each j ¢ C1 U K, we setz —Eval(j,:zcj7 J)

In Lemma we rely on the robust security of II; against semi-malicious senders to show
that Hyb, ~. Hybs.

[} Hyb6 .

1.
2.
3.

In this hybrid, we make the following changes:

We generate (crsjl-,tdjl-) — Simnj(l’\7 R) for each j ¢ K'.
On receiving {W}71}j€[m] from A, we run Extn‘(tdl 7r1-1) to obtain x} for each j ¢ K1.

For each j ¢ K, we generate W}Q + Simpy, (R, crs],z] = Eval(j,z ], ]1) 1-). We use this
to generate the second round message from Py.

In Lemma we use the security of II; against malicious senders for each j € [m] to show
that Hybs ~. Hybg.

e Hyb- : In this hybrid, for each j ¢ K'UC}, we use z} instead of z? to compute the output of

honest Py. It follows from the correctness of extraction property of {II;} 2510, that z? = z;

1

for each j ¢ K' U O] except with negligible probability and hence, Hybg a5 Hybs.

[} Hbe

1.

In this hybrid, we make the following changes:

We start running the simulator Simg by corrupting the client P; and the set of servers
indexed by K!. We receive {w}}je k1 from the simulator and use this to generate the
first round message from F.

. On receiving {71'] 1}jepm) from A, we run Extr; (th, i 1) to obtain :L' for each j ¢ K.

We send {x] }jek1 to Simy as the first round message from the adversarlal client P; to
the honest servers.

. Simg queries its ideal functionality on an input z; and we forward this to our ideal

functionality and respond with f(zg,z1).
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4. Simy provides {Z}}ngl. We use this to generate 71]172 < Simyy, (zjl,le) for each j ¢ K'.

5. We receive the second round message from A and use this to extract {5]1 }je[m) as before.
We compute the set C; and abort if |C1| > A.

6. For each j ¢ K', we compute stj < Extnj(S, td?,w?z).

7. We now instruct Simg to adaptively corrupt the set of servers corresponding to Cj
and obtain {z3};cc,. We then compute 2§ = Simyy, (stj, 7}, 2) for each j € C1. We
compute z? for each j € K' as before.

8. We send {Z?}je(]lu k1 as the second round message from the corrupted servers to the
honest client to Simg. If Simyg instructs the client to abort, we instruct Py to do the
same. Otherwise, we instruct Py to output f(xg,z1).

In Lemma we use the security of the outer protocol to argue that Hyb, ~. Hybg. Notice
that Hybg is identically distributed to the ideal world using Sim.

Lemma 5.4. Assuming the simulation security of the protocol ® against corrupted senders, we
have Hyb; ~. Hyb,.

Proof. Assume for the sake of contradiction that Hyb; and Hyb, are computationally distinguishable
with non-negligible advantage. We show that this contradicts the simulation security of the protocol
® against corrupted senders.

We start interacting with the external challenger and provide a uniformly chosen random string
p{ as the challenge receiver input. The challenger responds with crs’. We use this to generate the
CRS in the overall protocol. The challenger also sends ¢9. We use this to generate the first round
message in the protocol by sampling the other components of the first round message as in Hyb;.
We generate the second round message as before and obtain the second round message from A.
We forward ¢9 from the second round message received from A to the external challenger. The
external challenger provides with K, {sj1 }jeko as the output of the honest Fy. We use this to
perform the same checks as described in the output computation. We finally output the view of A
and the output of Fp.

If the messages in the protocol ® and the CRS and the output of honest Py are generated
as in the real experiment, then the output of the above reduction is identically distributed to
Hyb,. Else, it is identically distributed to Hyby. Thus, if Hyb, and Hyb; are computationally
distinguishable with non-negligible advantage then this breaks the simulation security of ® against
corrupted senders and this is a contradiction. O

Lemma 5.5. Assuming the simulation security of Simg against corrupted senders, we have Hyby ==,
Hybs.

Proof. Assume for the sake of contradiction that Hyb, and Hyb; are computationally distinguishable
with non-negligible advantage. We show that this contradicts the simulation security of ® against
corrupted receivers.

We interact with the external challenger and provide a uniformly chosen pi and (s9,...,s%) as
the challenge sender input. The external challenger provides with crs! and we use this to generate
the CRS of the overall protocol. We start interacting with the adversary and obtain the first round
message @1 from it. We forward this to the external challenger. The external challenger provides

with the second round message ¢3 and we use this to generate the second round message in the
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overall protocol. We compute the output of honest Py as before and finally output the view of A
and the output of the honest F.

Note that if the messages in the protocol ® and the CRS are generated by the external challenger
as in the real experiment then the output of the above reduction is distributed identically to
Hyb,. Else, it is distributed identically to Hybs. Thus, if Hyb; and Hyb, are computationally
distinguishable with non-negligible advantage then this breaks the simulation security of ® against
corrupted receivers and this is a contradiction. ]

Lemma 5.6. Hybs ~; Hyb,.

Proof. Note that the only difference between Hybs; and Hyb, is that in Hyb, we abort if |C1| > A
To show that Hybs; and Hyb, are statistically close, we prove that if the above condition holds, then
in Hybs, the checks done by the honest Py fails with overwhelming probability.

Note that K is distributed as a random multiset of [m] of size X\. If C; N K° # (), then the the
honest Py in Hybs also aborts. We show that this event happens with overwhelming probability.

[C1l A

(-1
e~1C1IA/m

Pr[|K° N Cy| = 0]

32
eA/m

ININ TN

eley

where the last inequality follows since m = O(\). This completes the proof of the lemma.
O

Lemma 5.7. Assuming the robust security of Il; against semi-malicious senders for each j € [m],
we have Hyb, ~. Hybs.

Proof. Assume for the sake of contradiction that Hyb, and Hybs are distinguishable with non-
negligible advantage. We sample a uniform multiset K! of [m] of size \. We now show that if
Hyb, and Hybs are computationally distinguishable then this contradicts the robust security of II;
against semi-malicious senders for some j ¢ K.

Let < be a total order on the set [m]\ K'. If Hyb, and Hyb; are distinguishable with non-
negligible advantage, then by a standard averaging argument there exists Hyb, ; and Hybﬁlvj (de-
scribed below) that are distinguishable with non-negligible advantage. In both the hybrids, for
each j* < 7, (crs?*,w?*’l) is generated as in Hybs whereas for each j < j*, (crs?*,w;-)u) is generated
as in Hyb,. The only difference is that in Hyb, ;, (crsg,wgl) is generated as in Hybs whereas it is
generated as in Hyb, in Hybﬁl’j. We use this to construct an attacker that breaks the robust security
of II; against semi-malicious senders.

We interact with the external challenger and provide x? as the challenge receiver message. The
challenger provides (crs?, 77?71). We use this to generate the CRS and the first round message of the
overall protocol. We receive the second round message from the adversary and use it to extract
{(E},r},t?)}je[m]. We compute the set C as before and abort if |C1| > A. For each j € Cy, we
send fjl and an arbitrary t? (that does not explain the messages correctly) along with 7'(‘;-)72 to the

external challenger. If j ¢ C1 U K', we send (E}, tg-)

receive the output z;-) and use this to compute the output of the overall protocol as before.

) along with 7r§.],2 to the external challenger. We
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We note that if (crs?, 71071, z?) was generated by the external challenger as in the Realg experiment
then the output of the above reduction is identically distributed to HybﬁLj. Else, it is distributed
identically to Hyb, ;. Thus, if Hyb, ; and Hybﬁl,j are distinguishable with non-negligible advantage,
then the above reduction breaks the robust security of 1I; against semi-malicious senders with

non-negligible advantage and this is a contradiction. O

Lemma 5.8. Assuming the security of II; against malicious receivers for each j € [m], we have
Hybg ~. Hybs.

Proof. Assume for the sake of contradiction that Hybs; and Hybg are distinguishable with non-
negligible advantage. We sample a uniform multiset K' of [m] of size \. We now show that this
contradicts the security of II; against malicious receiver for some j ¢ K.

Let < be a total order on the set [m] \ K. If Hyb; and Hybg are distinguishable with non-
negligible advantage then by a standard averaging argument, there exists Hybs ; and Hyb’5,j (de-
scribed below) that are distinguishable with non-negligible advantage. In both the hybrids, for
each j* < j, (7r]1-*72, crsjl-*) is generated as in Hybg whereas for each j < j*, (7[']1*72, crs]l*) is generated
as in Hybs. The only difference is that in Hybs ;, (crs},wjlp) is generated as in Hybg whereas it is
generated as in Hyby in Hybgyj. We use this to construct an attacker that breaks the security of 11,
against malicious receivers.

We interact with the external challenger and provide a?? as the challenge sender input. We
obtain crsjl. from the external challenger. We receive 7r]1~71 from the adversary and forward this to
the challenger. The challenger responds with 7731-’2 and we use these to generate the view of the
adversary A and compute the output of Py as in Hybg’j.

We note that if (7‘(‘}-72, crsjl-) was generated by the external challenger as in Realg then the output
of the above reduction is identically distributed to Hybg’j. Else, it is distributed identically to
Hybs ;. Thus, if Hyb; ; and Hyb’57j are distinguishable with non-negligible advantage, then the
above reduction breaks the security of II; against malicious receivers with non-negligible advantage
and this is a contradiction. O

Lemma 5.9. Assuming the security of the outer MPC protocol ¥ = (Share, Eval, Dec), we have
that Hyb; ~. Hybg.

Proof. Assume for the sake of contradiction that Hyb, and Hybg are computationally distinguishable
with non-negligible advantage. We show that this contradicts the security of outer protocol V.
We start interacting with the outer protocol challenger and provide xp as the honest client
input. We instruct the challenger to corrupt P; and the set of servers indexed by K'. The
challenger provides {l‘?}je k1 as the first round message from the honest client to the corrupted
servers and we use this to generate the first round message in the protocol. On receiving the first
round message from A, we obtain a7j1 < Exty; (td},wj{l) for each j ¢ K' and send {le-}ngl as
the first round message from the adversarial client to the honest servers. The challenger replies

with {z}}jﬂ@. We use this to generate 77}72 < Simp, (2},2}) for each j ¢ K' and compute

3

the second round message of the overall protocol. We receive the second round message from
the adversary. We use this to extract {sj1 }jepm) as before. We compute the set C7 and abort if
|C1| > A. Additionally, for each j € C7, we compute st; < Extyy, (S, td?, 7T;~)72). We now instruct the
challenger to adaptively corrupt the set of servers corresponding to C; and obtain {569} jec,- We

then compute z? = Simp, (st;, W?Q,a:?) for each j € C1. We compute z? for each j € K' as before.
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We send {Z?}jeclu K1 as the second round message from the corrupted servers to the honest client
to the challenger. If the challenger instructs the client to abort, we instruct Py to do the same.
Otherwise, we instruct Py to output whatever is provided by the challenger as the output. We
output the view of A and the output of Pj.

Note that if the messages received from the challenger are computed as in the real execution of
the protocol ¥, then the output of the above reduction is identically to Hyb;. Else, it is distributed
identically to Hybg. Hence, if Hyb, and Hybg are distinguishable with non-negligible advantage,
then the above reduction breaks the security of the outer protocol ¥ with non-negligible advantage
and this is a contradiction. d

6 Multiparty Inner Protocol

In this section, we give the definition of a three-round multiparty protocol that satisfies some
special properties (known as multiparty inner protocol) and give a construction based on two-
round malicious secure oblivious transfer. In the next section, we will use this multiparty inner
protocol as the key ingredient to construct a three-round malicious secure protocol for general
functionalities.

6.1 Definition

A three-round n-party protocol for computing a function f is given by a tuple of PPT algorithms
(Setup, Iy, I13, IT3, outry) and has the following syntax. Setup algorithm takes in the security pa-
rameter 1* (encoded in unary) and outputs the common reference string crs. For each r € [3], I,
is the r-th round message function that takes in crs, index ¢ of the party, the transcript seen so far
(denoted by 7(r — 1)), the i-th party’s private input z;, its random tape r; and outputs 7. outy
is the public decoder (see [ABG™20] for the definition of a publicly decodable MPC) that takes in
the transcript of the three rounds 7(3) and outputs f(x1,...,z,).

Definition 6.1. A three-round n-party protocol (Setup, 1y, 1, I3, outyy) for computing a function
f s said to be a multiparty inner protocol with publicly decodable transcript if it satisfies:

e Correctness: For any choice of inputs x1,..., Ty, we have:

Prioutr(w(3)) = f(z1,...,2n)] =1

where 7(3) is the transcript generated in the first three rounds of the protocol.

e Security: For any subset M C [n] of the parties, there exists a (stateful) PPT simulator
Simpr such that for any (stateful) non-uniform PPT adversary A corrupting the set of parties
giwen by M and for any set {xi}ie[n]\M of the honest party inputs, we have:

Pr[ReaI(l’\, M? Av {wz}ze[n}\M) = 1] -
Pr[ldeal(1*, M, A, {%i}iepp\ar, Simin) = 1]| < negl(n)
where Real and |deal experiments are described in Figure [0

Proposition 6.2. Assume black-box access to a two-round oblivious transfer protocol that is secure
against malicious adversaries in the common random/reference string model. Then, there exists
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a three-round inner protocol for computing any n-party functionality f satisfying Definition [6.1]
The computational and communication complexity of this protocol is poly(\,n,|f|) where |f| is the
circuit-size of f.

Real(1*, M, A, {ziticmpm) Ideal(1*, M, A, {xi}icin\ > Simm)
1. crs + Setup(1*). L. (crs,td, {7t bicpupar) < Simm(17,

2. Compute 7} < II;(crs, z;;7;) for each i € [n]\ M M).

where r; < {0,1}".

3. {mitienm — A(crs{ﬂi}ie[n]\M). 2. {miYiear < Alcrs, {ﬂ—’i}ie[n]\]\/[).
4. Set w(1) = {7} }icpn)- 3. Set w(1) = {m} }icpn-
5. Compute 75 < Ia(crs, (1), ;7)) for each i € 4. {m3}ticmpar < Simm(m(1), td).
[n] \ M.
6. {73, (zi,rs) Yiem — A{m3}iempn)- 5. {md, (zi,m) bienm = A5} iempa)-
7. Set m(2) = 7(1) U {mb}igpn- 6. Set m(2) = 7(1) U {ms}icin]-
8. Compute 74 < Il3(crs,m(2), zi;7;) for each i € 7. For each i € M, if (wi,ri) is a valid in-
[n] \ M. put/randomness pair w.r.t. m(2):
(a) {m3}ieppmr < Simn(w(2), f(z1,...,zn)).
8. Else,

(a) {m5}icpmpar < Simm(m(2), td, {z: }ic ) n)-

9. {mi}iem  A{mE} icmpm)- 9. {mi}iem — A{7E} icmpm)-
10. Set 7(3) = m(2) U {73 }ien) 10. Set m(3) = m(2) U {m4}ic[n)-
11. Output A(crs, w(3)). 11. Output A(crs, 7 (3)).

Figure 6: Descriptions of Real and ldeal experiments.

In Section [6.2] we give a protocol for computing a special multiparty functionality, namely,
3MULTPIus and in Section we show how to bootstrap this protocol to arbitrary functionalities.

6.2 Protocol for SMULTPIus

In this subsection, we give a protocol for computing the 3MULTPIlus functionality that makes
black-box use of a two-round OT protocol (Setup,OT1,0Ts,outor). The 3MULTPIus is a special
multiparty functionality that takes (z;,v;) € {0,1} x {0,1} from party P; for each i € [3] and
outputs x1 - 2 - 3 + y1 + y2 + ys to all the parties (where + and - refer to the Fy operations).
The construction for computing 3MULTPlus appears in Figure [7] This protocol is same as that in
[PS21] except that it uses a two-round malicious secure OT protocol.

6.2.1 Proof of Security

The correctness follows from the same argument as given in [PS21] and we now show that this
construction satisfies the security property in Definition Let A be an adversary corrupting a
subset M of the parties and let H denote the set of uncorrupted parties.
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e CRS Generation: For each i € [3], generate crs; < Setup(1*). Output {crs; };c(3 as the CRS.
e Round-1: In the first round,

1. P1 computes otr := OT1(crsi,x1;7) where 7 is uniformly chosen.

2. P, chooses random bits 20,221 + {0,1} subject to 2 = w20 + @2,1. It computes otrg :=
OT1(crsa, x2,0;70) and otry := OT1(crsg, x2,1;71) where 79,71 are uniformly chosen.

3. Ps; computes otrz := OT(crss, x3; r3) where r3 is uniformly chosen.
4. P broadcasts otr, P» broadcasts (otro,otr1), and P3 broadcasts otrs.

5. For every i € [3], P; chooses a random additive secret sharing of 0 given by (83,83, 83) and sends
the share & to party P; for j € [3]\ {i} via private channels. We note that we can simulate a single
round of private channel messages in two-rounds over public channels by making use of a two-round
oblivious transfer.

e Round-2: In the second round,
1. P> computes ots < OTz(crsy, otr, (z2,0,70), (2,1,71)). It then chooses random bits x2,0,0, Z2,0,1
{0, 1} subject to z2,0 = x2,0,0 + Z2,0,1- It computes otsg - OTa(crs3, otrs, £2,0,0, £2,0,1)-

2. Ps chooses random bits x3,0,x3,1 + {0,1} subject to z3 = x3,0 + z3,1. For each b € {0,1}, it first
computes otsy < OT2(crsz, otry, 3,0, 23,1). It then computes ots <— OT2(crs1, otr, otsp, otsy ).

3. P sends ots to P; via private channel and otss to Ps; via private channel. Ps; sends ots to Py
via private channel. As noted before, single round of private channel message can be simulated in
two-rounds over a public channel making use of a two-round oblivious transfer.

¢ Round-3: In the last round,
1. For each i € [3], P; computes §; = 6; + 67 + 65.
2. P sets z9 := r2,0,0 + Y2 + da.
3. P3 computes T2,0,4, := outor(otss, (zs,r3)) and sets z3 = 22,025 + 3,0 + Y3 + I3.
4

. Py computes (z2,4,,7z,) := outor(ots, (z1,7)) and ots;, := outor(ots, (z1,7)). It then computes
T30, = outor(otsy,, (T2,2,,72,)). It then sets z1 := T30, T Y1+ 01.

5. P; broadcasts z1, P» broadcasts zo and Ps; broadcasts zs.

e Output: Every party outputs z1 + 22 + 23.

Figure 7: Description of the three-round protocol for 3MULTPIlus taken verbatim from [PS21]

Description of Simulator. Sim does the following:
e CRS Generation: To generate the CRS:
1. For i € {1,3}, if P, € M, Sim generates (crs;,td;) < SimoT(1*, R). Else, it generates
(crs;, td;, otr) < SimoT(1*,9) if i = 1 and generates (crs;, td;,otrs) + Simot(1%,5) if
1= 3.
2. If P, € M, Sim generates (crsg, tda) < Simot(1*, R). Else, it generates crsy < Setup(1*).
3. It outputs ({crs;}ic(3)) as the CRS.
e Round-1:

1. If P, € H, it samples a random bit x < {0, 1} and generates otrg <— OTy(crsg, z;79) and
OTa(crsy, x;r1) for uniformly chosen rg, 7.
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2. If P, or P3 € H, Sim uses otr or otrg as the first round message.

3. For each corrupted party k, Sim sends a random bit as 6}; on behalf of the honest party
i.

4. Sim receives the first round message from A.
e Round-2:

1. If P, € M, Sim sets 1 < Extor(R,tdy,otr). Additionally, if P» € H, it sets ots «
OTq(crsy,otr, (x,74,), (2, 72,))-

2. If P, € M, Sim sets z3 < ExtoT(R, tdg,otrg) and x2 1 < Extor(R, td,otry). If P3 € H
and P, € M, it computes ots;, < OTa(crsy,o0try), 345, ,T34,,, ) Where x3., is
uniformly chosen. It also computes ots «<— OTa(crsy, otr, ots,, , ots, ).

3. If P, € H and P; € M, Sim sets x3 < ExtoT(R,tds,otrs). It samples a random bit
x2,0,z; and computes otsz <— OTa(crsg, otrs, (2,025, £2,0,25))-

4. It sends the second round message on behalf of the honest parties to A and it receives
the second round message from A.

¢ Round-3:

1. If the the input, randomness provided by A is consistent with the messages generated
by the malicious parties, then Sim computes {z; };eas using this information. It samples
{zi}iey uniformly such that z1 + 29 + 23 = x12223 + Y1 + Y2 + Ys-

2. Else,

(a) Foreach j € H, it sets (5;- such that (6%, 8%, 0%) form a secret sharing of 0. It computes
b; =06} ® 07 ® Y.

(b) If P, € H, it sets T24, = x and computes @215, = T2, @ v2. It then sets
T2,0,1—25 = %2,0,23 D X2,0- It finally sets zo = 20,0 + Y2 + 0.

(C) If P3 € H, it computes (SU27070,3327071) — EXtOT(S, td3,0t53) if P, € M. It then
computes 34, as described in Step-2 of round-2 if P, € M or as in Step-2.(b) of
round-3 if P, € H. It sets x31-5,,, = T3 — T30, ,, (if P, € M, use T35, sampled
before, else, use a freshly sampled bit). It then sets z3 = 20,4, + T30 + y3 + J3.

(d) If P, € H, it computes (z20,70), (x2,1,71) < Extor(S,tdi,ots) if P» € M and
if P3 € M, it computes (otsp,ots1) < Extor(S,tdi,ots). It computes z3,,, =
outoT(otsy,, (X2,2,,74,)). We set z1 := T30, T Y1+ 01.

Proof of Indistinguishability.

e Hyb, : This corresponds to the view of the adversary and the outputs of the honest parties
(which is deterministically derived from the transcript of the protocol) in the real world
execution of the protocol.

e Hyb, : In this hybrid, we make the following changes if P, € M:

1. We set (crsy,td1) < Simot(1*, R).

2. We receive the first round message from .4 and compute 1 < Extot(R, tdy, otr).
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3. If P, € H, weset ots <— OTa(crsy, otr, (x2,2,, 74, ), (2,2, 2, )) instead of OTa(otr, (x2,0,70), (z2,1,71))-
4. If Py € H, we set ots <— OTa(crsy, ots,, , otsy, ).

In Lemma [6.3] we use the security of the OT protocol against malicious receivers to show
that Hyb, and Hyb; are computationally indistinguishable.

e Hyb, : In this hybrid, we make the following changes if P, € M:

1. We set (crsg, tds) < SimoT(1*, R).

2. We receive the first round message from A and compute z2 o < ExtoT(R, tda, otrg) and
T21 < EXtOT(R, tdo, otrl).

3. If Py € H, we set otsy, <= OTa(crs2,0tryy, ¥3.2, , s T30, )-

Via an identical argument as in Lemma we can rely on the security of the OT protocol
against malicious receivers to show that Hyb; and Hyb, are computationally distinguishable.

e Hybs : In this hybrid, we make the following changes if P3 € M:

1. We set (crs3, td3) < Simo1 (1%, R).
2. We receive the first round message from A and compute z3 < Extot(R, tds, otrs).
3. If P, € H, we set otsg + OTQ(CI’Sg,Otr3,$2’07x3,$2’07x3).

Via an identical argument as in Lemma we can rely on the security of the OT protocol
against malicious receivers to show that Hyb, and Hyb; are computationally distinguishable.

e Hyb, : Skip this hybrid change if P, € M. In this hybrid, we make the following changes:

1. If ((wi, i), si)iem provided by the adversary A at the end of round-2 (where s; is the
random tape used by .A) is consistent, then we compute z; and z3 using this information
and we set zo0 = x1T9x3 + Y1 + Y2 + Y3 — 21 — 23.

2. Else, we obtain (z2,y2). We set 22 1_5, = T24, ® x2. We set 220145 = 2,025 D T2,0-
We set 2o = 22,00 + Y2 + 2.
This change is only syntactic and hence, Hybs = Hyb,.
e Hyb; : Skip this hybrid if P, € M. In this hybrid, we make the following changes:
1. We sample a random bit = <— {0,1} and generate otrg <— OT(crs, x;79) and otr;
OTl(CI‘SQ, X 7“1).
2. We generate ots <— OTa(crsy, (x, 7, ), (z,72,)).

3. If ((x4,9:), si)iem provided by the adversary A at the end of round-2 (where s; is the
random tape used by .A) is inconsistent, we set z3,, = x and do the exact same steps
described in Step-2 of Hyb,.

In Lemma [6.4] we rely on the indistinguishability of the receiver messages of the OT protocol
to show that Hyb, ~. Hybs.

e Hybg : Skip this hybrid if P3 € M. In this hybrid, we make the following changes:
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1. We sample (crs3, tdz,otr3) < Simot (1?4, 5).

2. If ((wi,9i), Si)iem provided by the adversary A at the end of round-2 (where s; is the
random tape used by A) is consistent, then we compute z; using this information and if
P, € M, we also compute z9 using this information and we set z3 = r1xows + y1 + yo +
ys — 21 — 29. If Po & M, we sample z3 uniformly at random.

3. Else, we generate (20,0, 2,0,1) ¢ Extor(S,tds,ots3) if P, € M. We compute z3,, as
in Step 2 of Hyb, if P, € M and if P» € H, we compute it as in step-3 of Hybs. We set
L3125, = T3 — L33, - We then set z3 = 2,0 4, + 230 + Y3 + 03.

In Lemma [6.5] we rely on the security of the OT protocol against malicious senders to show
that Hybs ~. Hybg.

e Hyb, : Skip this hybrid if P; € M. In this hybrid, we make the following changes:

1. We sample (crsy, tdy, otr) « Simot(1%, S).

2. If ((wi,9i), Si)iem provided by the adversary A at the end of round-2 (where s; is the
random tape used by .A) is consistent, then we compute z9 if P» € M and z3 if P3 € M
using this information. If either P, or Ps is in H, we sample z; uniformly at random.
Else, we set 21 = x1x023 + y1 + Y2 + Y3 — 22 — 23.

3. Else, if P, € M, we compute (z2,,70), (x2,1,71) < Extor(S,td1,ots) and if P3 € M, we
compute (otsy, otsy) <= Extot (S, td1, ots). We compute z3 4, , = outoT(0tss;, (T2,21,7z,))-
We set z1 := T30y, T Y1+ 01.

Via a similar argument to Lemma [6.5] we can rely on the security of the OT protocol against
malicious receivers to show that Hybg and Hyb, are computationally indistinguishable. We
note that Hyb; is identical to the ideal world using Sim.

Lemma 6.3. Assuming the security of the OT protocol against malicious receivers, we have
Hyb, ~. Hyb;.

Proof. Assume for the sake of contradiction that Hyby and Hyb, are computationally distinguishable
with non-negligible advantage. We show that this contradicts the security of the OT protocol
against malicious receivers.

We start interacting with the challenger and receive crs;. We use this to generate the first round
message on behalf of the honest parties and receive otr from A. We send this message along with
((x2,0,70), (x2,1,71)) as the first set of challenge sender inputs and (otsg,ots;) as the second set of
challenge sender inputs. The challenger provides ots and ots and we use it to generate the second
round message in the protocol. We compute the output of honest parties as before and finally
output the view of A and the output of honest parties.

If the view generated by the challenger is distributed identically to the real execution of the
OT protocol, then the output of the above reduction is identically distributed to Hyb,. Else, it
is distributed identically to Hyb,. Since we assumed that Hyb, and Hyb; are distinguishable with
non-negligible advantage, the above reduction breaks the receiver security of the OT protocol with
non-negligible advantage and this is a contradiction. O

Lemma 6.4. Assuming the indistinguishability of the receiver message of the OT protocol, we have
Hyb, ~. Hybs.
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Proof. Assume for the sake of contradiction that Hyb, and Hybs are computationally distinguish-
able via a distinguisher D with non-negligible advantage e(\). We show that this contradicts the
indistinguishability of the receiver message of the OT protocol.

We choose a random bit o < {0,1}. We send z2, and z21_, as the receiver challenge
bits to the external challenger and the external challenger responds with crsy, otr,. We gener-
ate otr;_, as before and we use this to generate the first round message on behalf of P,. On
receiving otr in the first round, we compute x; = Extor(R,td;,otr) and we check if a = 2. If
it was the case, we output a random bit to the challenger. Else, if @ # 1, then we generate
ots <— OTa(crsy,otr, (21—, T1—a), (£2,1—a, T1—a)). We compute the third round message of P» as
described in Hyb, and run the distinguisher D on the view of the adversary and the output of the
honest parties. We output whatever the distinguisher D outputs to external challenger.

Let p be the probability that o # x;. Note that in Hyb,, p = 1/2. If p < 1/3 in Hyb;, then we can
use this to directly break the indistinguishability of the receiver messages of the OT protocol. Hence,
let us assume that p > 1/3. Note that if @ # 1, then the input provided to the distinguisher D by
the above reduction is identical to Hyb,, if the external challenger chose x3 . Else, it is distributed
identically to Hybs. Thus, probability that the above reduction correctly guesses whether the
external challenger chose xg o Or 21— is (1 —p)(1/2) +p(1/2+€(X)) = 1/2+pe(X) > 1/2+€(N)/3
(which is a contradiction). O

Lemma 6.5. Assuming the security of the OT protocol against malicious senders, we have Hybs ~.
Hybg.

Proof. Assume for the sake of contradiction that Hybs and Hybg are computationally distinguishable
with non-negligible advantage. We show that this contradicts the security of the OT protocol
against malicious senders.

We start interacting with the external challenger and provide x3 as the challenge receiver choice
bit. The challenger provides crss,otr3. We use this to generate the first round message in the
protocol. At the end of the second round, if the inputs provided by A are consistent, then we
compute z3 as described in Step-2 of Hybg. Else, we forward otsz to the challenger and obtain
220,25 from it. We then use it to compute z3 as described in Step-3 of Hybg. We finally output the
view of A and the outputs of all the honest parties.

We first observe that if the inputs, random tape provided by the adversary at the end of round-2
is consistent, then if P, € H, then z3 is distributed identically to a uniformly chosen random bit.
This is because 61, d2,d3 form a random secret sharing of 0. Further, if the view generated by the
external challenger is distributed as per the real execution of the OT protocol then the output of
the reduction is distributed identically to Hybs. Else, it is distributed identically to Hybg. Since we
assumed that Hybs and Hybg are computationally distinguishable with non-negligible advantage,
we conclude that the above reduction breaks the security of the OT protocol against malicious
senders and this is a contradiction. O

6.3 Protocol for General Functions

The protocol for general functions follows via parallel executions of the protocol for 3MULTPlus
functionality. Specifically, the following theorem given in [BGIT 18, |GIS18, /ABG™20| for the case
of semi-honest adversaries directly extends to the security property given in Definition [6.1
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Theorem 6.6 (|[BGIT18| |GIS18, ABG™'20|). Let f be an n-party functionality. There exists a
protocol Iy for securely computing f satisfying Deﬁm’tion where 11y makes black-box use of the
protocol for SMULTPlus functionality satisfying Definition . The protocol 11y can either be: (1)
computationally secure using a black-box PRG, where the complexity of the parties is polynomial in
n, the security parameter X\ and the circuit size of f, or alternatively (2) perfectly secure, where the
complezity of the parties is polynomial in n and the branching program size of f.

Note that at the end of round-2, using the information provided by the adversary, we can
ascertain if the adversary is using consistent inputs across different parallel executions and if the
PRG computations are correct. If both conditions pass, we use the simulator for each parallel
execution with the corresponding output. Else, we corrupt all the parallel executions and use the
honest party’s inputs to simulate the last round message.

7 Round-Optimal Black-Box MPC

In this section, we give a construction of a three-round MPC protocol that makes black-box use
of two-round malicious secure oblivious transfer. The round-optimality of this construction follows
from [ABG™20]. We prove the following theorem.

Theorem 7.1 (Black-box three-round MPC). Assume black-box access to a two-round oblivious
transfer protocol that is secure against malicious adversaries in the common random/reference
string model. Then, there exists a three-round protocol for computing any n-party functionality f
in the common random/reference string model that satisfies security with unanimous abort against
malicious adversaries corrupting an arbitrary subset of the parties. The protocol works over broad-
cast channels and its computational and communication complexity is poly(A\,n,|f|) where |f| is
the circuit-size of f.

7.1 Building Blocks

The construction makes use of the following building blocks:

1. A two-round, n client, m server outer MPC protocol ¥ = (Share, Eval, Dec) for computing
an augmented function g that satisfies privacy with knowledge of outputs property against ¢
server corruptionsm The inputs to g are given by {(z;, ki) }ic[n) where k; is a key for a one-time
MAC scheme. The output of g is given by y = f(21,...,2,) along with {MAC(k;,y) }icjn)-
We set t = 2An® and m = 3t + 1. This protocol has a public decoder Dec that takes in the
second round messages from all the servers and computes the output of the parties (without
any additional secrets). Such a protocol was constructed in [IKP10, Pas12]. As in Section
we require Eval to be information-theoretic and not involve any cryptographic operations.
As noted in [IKSS21|, we can delegate the PRG computations made by the servers to the
client and ensure that the computation done by the servers do not involve any cryptographic
operations. In our construction, we will use additional mechanisms to ensure that the PRG
computations done by the honest servers are correct.

"Privacy with knowledge of outputs [IKP10] is weaker than security with selective abort and allows the adversary
to determine the output of the honest parties.
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2. A three-round n-party inner protocol (see Definition ) (Setupnj,HjJ, IL; 9,
I1; 3, 0utyr;) that computes Eval(j,-) for each j € [m]. From Proposition such a protocol
can be constructed making black-box use of two-round malicious secure oblivious transfer.

3. A two-round malicious-secure two-party computation protocol (CRSGen, ®1,
®9, outg) for computing the Sely, ,, functionality. The Selyy, ,,, functionality takes in a string
p1 from the receiver, (p2,(s1,...,8m,)) from the sender. It computes p; @ py and uses it
as random tape to select a random multiset (with replacement) K of [m] of size An. It
then outputs (K, {s;}icx) to the receiver. [[KO™11] gave a two-round black-box protocol for
computing Sely, ,, based on two-round malicious-secure OT protocol.

The key lemma that we prove in this section that directly implies Theorem is:

Lemma 7.2. Assuming black-boz access to a PRG and to the protocols {11;} ;c|m) and ® as described
above. Then, there exists a three-round protocol for computing any n-party functionality f that
satisfies security with unanimous abort against malicious adversaries corrupting an arbitrary subset
of the parties.

As a first step, we construct a protocol over broadcast channels that achieves the weaker notion
of security with selective abortﬁ Later, in Remark we show how to modify the protocol to
achieve the stronger notion of security with unanimous abort.

7.2 Construction

We give the formal description of the construction in Figure

7.3 Proof of Security

Let A denote the adversary against the protocol and let M denote the set of corrupted parties. Let

Description of Simulator. Sim does the following:

¢ CRS Generation:

1. For each i € H and k € M, it chooses a uniform multiset K*? of [m] of size An. Let
K = U rem K*4. Note that |K| < An®.

. For each j € K, it samples crs; < Setupnj(l’\).

. For each j € [m] \ K, it samples (crs;, td;, {71';,1}2'6[-]) — Simnj(l’\,M).

. For each i € H and k € M, it samples (crs ;, tdy ;) Simg (1%, R).
. For each 7,k € H and i,k € M, it samples crs; , < CRSGen(1?).
7. It outputs ({crsj}je[m], {crs@k}(i’k)e[n]x[m).

81n the security with selective abort, the adversary can choose which honest party receives the output and which
honest party aborts.

2
3
4. For each i € H and k € M, it samples (crsi’k,tdi’k,ﬁi’k) <+ Simg (1%, 5).
5
6
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e CRS Generation: To generate the CRS,

1.

2.
3.

Sample crs; < Setupy;, (1*) for each j € [m].
Sample crs; , < CRSGen(1*) for each ordered pair (i, k) € [n] x [n].
Output ({crsj}je[m], {crsi,k}<¢7k)€[n]x[n]).

e Round-1: In the first round, each party P; for i € [n] does the following:

5.

1. It samples a uniform MAC key k;.

2. It computes (21, ..., x%,) < Share(1*, i, (i, k:)).
3.
4

For each j € [m], it samples a uniform random string r; and computes 7 1 < I; 1(crs;, i, x5;75).

. For each k € [n] \ {i}, it samples a uniform random string pi* « {0,1}* and computes ¢iF

(131(0‘51";6, i, pll’ )

It broadcasts {ﬂ;:,l}je[m] and {qﬁi’k}ke[n]\i.

e Round-2: In the second round, each party P; for ¢ € [n] does the following:

5.

. It sets m;(1) = {m} 1 }ie[n) for each j € [m].
. For each j € [m], it computes w;'ﬂ ;o (crs;, i, x4 7'(']'(1);7';).

1
2
3.
4

yLgy
For each j € [m], it sets s;” = (2%,7}) for each k € [n] \ {i}.
ki

. For each k € [n] \ {i}, it samples a uniform random string p5* < {0,1}* and computes @5

Do (crs.i i, 81, (05", (5170, ... sm))).

It broadcasts {7r§72}j6[m] and {¢§’i}ke[n]\{i}~

e Round-3: In the third round, each party P; for ¢ € [n] does the following:

1.
2.

It sets 7;(2) = m;(1) U {7} 2 }ic[n) for each j € [m].

For each k € [n] \ {i}, it computes (K** {S;’k}jeKi,k) using oute on crs; 5, ¢5*, and the random
tape used to generate ’lk
For each j € K** and for each k € [n] \ {i}, it:

(a) Parses s;k as (m?,rf)

(b) Checks if (a:;“, rf ) is a consistent input, randomness pair that explains the messages sent by Py
in 7;(2).

(c) Checks if the PRG computations in z} are correct.

If any of the above checks fail, then P; aborts and outputs L.

. Else, it generates 7} 3 < II; 3(crs;, i, 2%, 7;(2); %) for each j € [m).

It broadcasts {7} 3};e(m]-

e Output Computation: To compute the output, P; for ¢ € [n] does the following:

AL L

It sets m;(3) = 7;(2) U {m} 3}ien) for each j € [m)].

If any party had aborted before sending its last round message, it outputs L.
For each j € [m], it computes z; := outr; (crs;, 7;(3))-

It outputs (y,01,...,0,) = Dec(z1,. .., 2m).

It checks if 0; = MAC(k;,y) and if it is the case, it outputs y and otherwise, it outputs L.

Figure 8: Black-Box Three-Round MPC Protocol

34




e Round-1:

1.

It runs Simy by corrupting the set of clients indexed by M and the set of servers indexed
by K. Simy provides {z’}ien jex as the first round message from the honest clients to
the corrupt servers.

. For each j € K, Sim generates 7r 1 < a(ersg, i, x T ) for each ¢ € H.

. For each i € H and k € H \ {Z}, it samples a uniform random string pl’ +{0,1}* and

computes ¢1 — Dy (crs; g, i, py )

It sends {7r 1}jepm) and {(;51 }reepm)\i for each i € H to A.

5. It receives the first round message from A.

¢ Round-2:

. It sets (1) = {7’[';71}1'6[“} for each j € [m)].

. For each i € H, k € M and for each j € K, it sets s;“ = (%, 7). Tt generates

3

¢5" < Sima (R, (K™ {55} jcgr).

For each i,k € H, it generates qﬁg’i as @g(crsk7i,i,¢]f’i, (,012“, (L,...,1))) (for uniformly
chosen pg’z).

4. For each j € K, it generates 7r]2 + I 9(crsj, 4, 2 Gl ) for each i € H.
5. For each j € [m]\ K, it generates {ﬂj’Q}ieH as Simyy, (td;, m;(1)).
6. It sends {7[‘;-72}j€[m] and {gb’;’i}ke[n}\{i} for each i € H to A.
7. It receives the second round message from A.
e Round-3:
1. Tt sets 7;(2) = m;(1) U {5 }iepy) for each j € [m].

. For each i € H and k € K, it runs Exte(S, ¢§’k,tdi7k) to obtain (p2 ,szlk, L SERY T

parses szk %) for each j € M.

as (:U] , ]

. Tt performs the same checks done by honest P; by choosing a uniform multiset K** of

[m] with size An for each k € M. If any of these checks fail, Sim instructs the ideal
functionality to deliver 1 to honest P;.

It initializes an empty set C}, for each k € M.

5. For each j € [m]\ K:

(a) It checks if there exists at least one ¢ € H such that

i (l‘;k, r;k) is a consistent input, randomness pair that explains the messages sent
by Py in 7;(2), and
ii. the PRG computations in x;k are correct.

(b) If no such 7 exists, then it adds j to Cj.

. If there exists at least one k € M such that |Cy| > An?, then it asks the ideal functionality

to send L to all the honest parties.
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7. Tt sets C = UrensCr. Note that |C| < An3. We ask Simy to adaptively corrupt the set
of servers indexed by C. It provides {x; YieH jec as the first round message from honest
clients to the corrupted servers indexed by C.

8. For each j € [m]\ (C UK), for each k € M, it sets (m?,rf) = ($3k,r;k) for an
i € H which prevented j from being added to Cy. It provides {xf}ke M,je[m)\(CUK)
to Simyg as the first round message from the corrupted clients to the honest servers.
Simg queries the ideal functionality g on {(x;, ki) }iear. It queries its ideal functionality
on {z;}iepm and obtains y. For each i € H, it samples o; uniformly and for each i € M,
it computes o; = MAC(k;,y). It provides the result (y,01,...,0,) to Simy who outputs
{2} jeim\(xuc) as the second round message from the honest servers. For each j € C,
it runs Simyy, (7;(2), {xé‘?,r}“}keM, zj) to compute {7} 5 }icn

9. For each j € C, it runs Simp; (tdj,ﬂj(2),{m?,7"§“}k€M,{xé-}ieH) to compute {7r§-y3}ieH

k
J
10. It sends {7r§73}j€[m] for each i € H to A.

where z7 and r;? are arbitrarily chosen.

e Output Computation.

It sets m;(3) = m;(2) U {7‘(;»’3}7;6[74 for each j € [m].
If any party had aborted before sending its last round message, output L.
For each j € [m], it computes z; := outry, (crs;, ;(3)).

It computes (v/,01,...,0,) = Dec(z1, ..., 2m).

A

For each i € H, it checks if (y,0;) = (v/,0}) and if it is the case, it instructs the ideal
functionality to send y to P; and otherwise, it instructs it to send L.

Proof of Indistinguishability.

e Hyb, : This corresponds to the view of the adversary A and the output of the honest parties
in the real execution of the protocol.

e Hyb; : In this hybrid, we make the following changes:
1. For each i,k € H x H, we generate qﬁg’i as Po(crsy i, 1, ¢If’i, (pg’i, (L,...,1))).
2. We do not perform the checks described in Round-3 of the protocol for each k € H \ {i}.
It follows directly from the semi-honest security of the protocol ® that Hyb, ~. Hyb;.
e Hyb, : In this hybrid, we make the following changes:

1. Foreach i € H and k € M,
(a) We generate (crsi,k,tdi,k,ﬁ’k) + Simg (1%, S).

(b) On receiving, qﬁé’k from A, we run Extg (S, qﬁg’k,tdi,k) to obtain (pé’k, si’k, R sink)
(c) We sample a uniform string p* and use it to sample a multiset K“* of [m] of size

An.
(d) We use (K**, {S;k}]esz) to perform the checks described in round-3 of the protocol.
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In Lemma [7.3] we show that assuming the security of ® against malicious senders, we have
Hyb; ~. Hyb,.

e Hybs : In this hybrid, we make the following changes:

1. Foreachi € H and k € M,
(a) We generate (crsy ;, tdg ;) < Sima (1%, R).
(b) We obtain W’f’i from A and we run Exte (R, qblf’i, tdy ;) to obtain pli”
(c) We sample a multiset K %7 uniformly from [m] of size An.
(d) We generate qb];’i + Simg (R, (K™, {Sfl}JeKkl))

In Lemma[7.4] we show that assuming the security of ® against malicious receivers, we have
Hyby ~. Hyb;.

e Hyb, : In this hybrid, we make the following changes:

1. For each i € H and k € M, we choose a uniform multiset K% of [m] of size An. Let
K= UieH’keMKkﬂ. Note that |K| < An3.
2. For each k € M, i€ H and j € M, we parse s;k as (x;k,r;k)
3. We initialize an empty set C}, for each k € M.
4. For each j € [m] \ K:
(a) We check if there exists at least one i € H such that
i (ZL‘;k, r;k) is a consistent input, randomness pair that explains the messages sent
by Py in 7;(2), and
ii. the PRG computations in x;k are correct.
(b) If no such 7 exists, then we add j to Cj.
5. If there exists at least one k € M such that |Cj| > An?, then we instruct all the honest
parties to abort before they send the third round message.

In Lemma [7.5, we show that Hybs =4 Hyb,.
e Hyb; : In this hybrid, we make the following changes:

1. We first generate the set K as before.
2. For each j € [m] \ K, we sample (crs;, td;, {71';71}2‘6}[) < Simp, (1%, M).

3. On receiving the first round message from A, we set 7;(1) as before for each j € [m)].
For each j € [m]\ K, we generate {7r§-72},-eH as Simyy, (td;, m;(1)).

4. On receiving the second round message from A, we compute s;k for each j € [m] and
the set Cy for each k € M as before. If we have not aborted, then we set C' = UgepsCh.
Note that |C| < An3.

5. For each j € C, we run Simp, (tdj,ﬂj(2),{m?,rf}keM,{x§}ieH) to compute {7r§-y3}ieH

where xf and ré-“ are arbitrarily chosen for each k € M. For each j € [m]\ (C UK), for

cach k € M, set (2%, %) = ("%, r"*) for an i € H which prevented j from being added

r ;
3" JIRRY/ :
to Ck. We run Sim, (7;(2), {x?,r;?}keM, Eval(y, le-, ..., 27)) to compute {7} s}icq.
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In Lemma[7.6] we rely on the security of the multiparty inner protocol to show that Hyb, ~.
Hybs.

e Hybg : In this hybrid, we make the following changes:

1.
2.

We generate the set K as before.

We start running the simulator Simy for the outer protocol by corrupting the set of
clients given by M and the set of servers indexed by K. Simyg provides {:L';}Ze HjeK as
the first round message sent by the honest clients to the corrupted servers. We use this
to generate the first two round messages on behalf of the honest parties.

. On receiving the second round message from 4, we compute the set C' as before. We in-

struct Simyg to adaptively corrupt the set of servers indexed by C' and obtain {xé}ze H,jeC-
We use this to generate 7r§.73 for each i € H and j € C as described in step-5 of Hybs.

For each j € [m]\ (C' U K), for each k € M, we compute (x;“,rf) as in step-5 of Hybs.
We send {xf}ke M.je[m]\(Kuc) as the first round message sent by the malicious clients to

the honest servers.

. Simy queries the ideal functionality g on {(z;, ki)}iersr. We compute the output of g

honestly and return the result to Simy who outputs {z; } je(m)\ (kuc) as the second round
message from the honest servers. We use this to compute 7r§-,3 for each ¢ € H and
j € [m]\ K UC as described in step-5 of Hybs.

In Lemma [7.7, we show that Hybs ~. Hybg from the security of the outer protocol .

e Hyb, : In this hybrid, we make the following changes:

1.

2.

When computing the output of g in step-5 of Hybg, we compute y = f(z1,...,z,) and
for each ¢ € H, we sample o; uniformly and for each i € M, we compute o; as MAC(k;, y).
We return (y,o01,...,0,) to Simg.

In computing the output of each honest P;, we check if the computed (y,0}) in the
output phase is exactly same as the above sampled one. If not, we instruct P; to abort.

It follows from the uniformity of the tags and the one-time unforgeability of the MAC scheme
that Hybg ~s Hyb;. Note that Hyb; is identically distributed to the ideal experiment using

Sim.

Lemma 7.3. Assuming the security of protocol ® against malicious senders, we have Hyb; =, Hyb,.

Proof. Assume for the sake of contradiction that Hyb; and Hyb, are computationally distinguish-
able. We show that this contradicts the security of ® against malicious senders.

We start interacting with the external challenger and provide for each i € H and k € M,

a uniformly chosen random string pi’k as the challenge honest receiver inputs. The challenger
responds with crs; 5, and Wi’k for each ¢ € H and k € M and we use this to generate the CRS and
the first round message of the protocol. On receiving the second round message from A, we send
{W;’k}ie H.ken to the external challenger. The challenger responds with (K®F, {s;’k}je Kik) for each
i € H and kK € M and we use this to perform the same checks as described in round-3 of the
protocol. We compute the output of the honest parties as before and output the view of A and the
output of honest parties.
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If the view generated by the external challenger was identical to the real execution of the protocol
®, then the output of the above reduction is identically distributed to Hyb,. Else, it is distributed
identically distributed to Hyb,. Since Hyb; and Hyb, are computationally distinguishable with
non-negligible advantage, the above reduction breaks the security of ® against malicious senders
with non-negligible advantage and this is a contradiction. O

Lemma 7.4. Assuming the security of protocol ® against malicious receivers, we have Hyb, ==,
Hybs.

Proof. Assume for the sake of contradiction that Hyb, and Hybs; are computationally distinguishable
with non-negligible advantage. We show that this contradicts the security of ® against malicious

receivers.
We start interacting with the external challenger and provide for each i € H and k € M,
(pg’l, s’f’l, ..., S5 (where pg” is uniformly chosen) as the challenge sender inputs. The challenger

provides crs; for each & € M and 7 € H and we use this to generate the CRS of the overall
protocol. We receive W]f’i from A for each kK € M and i € H and we forward these messages to
the external challenger. The challenger responds with {wgl}ze Hkem and we use this to generate
the second round message of the overall protocol. We compute the output of the honest parties as
before and we finally output the view of the adversary A and the outputs of all the honest parties.

Note that since pg " is uniformly chosen, K*? is distributed as a random multiset of [m] of size An.
If the view generated by the external challenger was identical to the real execution of the protocol
®, then the output of the above reduction is identically distributed to Hyb,. Else, it is distributed
identically distributed to Hybs. Since Hyb, and Hybs are computationally distinguishable with
non-negligible advantage, the above reduction breaks the security of ® against malicious receivers
with non-negligible advantage and this is a contradiction. O

Lemma 7.5. Hybs ~; Hyb,.

Proof. Note that the only difference between Hybs; and Hyb, is that in Hyb, we abort if there exists
a k € M such that |Cy| > An?. To show that Hybs and Hyb, are statistically close, we prove that
if the above condition holds, then in Hybs, the checks done by each honest P; (for i € H) fails with
overwhelming probability.

Fix some honest P; where i € H. Note that K** is distributed as a random multiset of [m] of
size An. If Cp N K% # (), then the the honest P; in Hyby also aborts. We show that this event
happens with overwhelming probability.

e
m
e~ |CklAn/m

Pr[| K% 0 Cy| = 0] P

2,3
ekn/m

VARRVANNVAN

eley

where the last inequality follows since m = O(An?®). The lemma now follows from a union bound
over each 7 € H. ]

Lemma 7.6. Assuming the security of the multiparty inner protocol I1; for each j € [m], we have
Hyb, ~. Hybs.
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Proof. Assume for the sake of contradiction that Hyb, and Hybs are computationally distinguish-
able. We show that this contradicts the security of the multiparty inner protocol.

For each i € H and k € M, we choose a uniform multiset K*% of [m] of size An. Let K =
Uierr ke KF%. Note that |K| < Mn3. Let < denote a total ordering on the elements in [m] \ K.
Since Hyb, and Hybs are computationally distinguishable, by standard averaging argument, there
exists Hyb) and Hyb} (described below) that are computationally distinguishable with non-negligible
advantage. There exists a j € [m] \ K such that in both hybrids, for each j* < j, the distribution
of the messages in II;+ is identical to Hybs and for each j* such that j < 5%, the distribution of the
messages in II» is identical to Hyb,. The only difference is that in Hyb, the messages in II; are
generated as in Hyb, whereas in Hyb}, it is generated as in Hybs. We now show that this contradicts
the security of the multiparty inner protocol II;.

We start interacting with the external challenger by providing {:c; }ier as the set of honest party
inputs. We receives (crs;, {W§,1}ie #) from the challenger and use this to generate the CRS and the
first round message in the protocol. We receive the first round message from A and we forward
{ﬂ§71}ieM to the external challenger. The challenger responds with {7T§-72}ZEH. We use this to
generate the second round message in the overall protocol. On receiving the second round message

from A, we compute s;k for each j € [m] and the set C}, for each k € M as before. If we have not

aborted, then we set C' = UgepCr. If j € C, we send {7‘1’?72,1'?, T‘f}keM to the challenger where x;“

and rf are arbitrarily chosen for each k € M. Else, for each k € M, we set (2%,7%) = (a:’k r?’k)

VR g
for an ¢ € H which prevented j from being added to C%. We send {WﬁQ, K penr to the external

J
challenger. The external challenger responds with {7r§-73}i€ m and we use this compute the output
of all the honest parties in H as before. We finally output the view of A and the outputs of all the
honest parties.

If the view generated by the external challenger was identical to the real execution of the protocol
I1;, then the output of the above reduction is identically distributed to Hyb). Else, it is distributed
identically distributed to Hyb%. Since Hyb), and Hybl are computationally distinguishable with
non-negligible advantage, the above reduction breaks the security of multiparty inner protocol with
non-negligible advantage and this is a contradiction. O

.’E?,T

Lemma 7.7. Assuming the privacy with knowledge of outputs property of the outer protocol ¥, we
have Hybs ~. Hybg.

Proof. Assume for the sake of contradiction that Hybs and Hybg are computationally distinguishable
with non-negligible advantage. We show that this contradicts the security of the outer protocol W.

We start interacting with the external challenger and provide {(z;, k;) };c 7 where k; is uniformly
chosen MAC key as the honest party inputs. We instruct the challenger to corrupt the set of servers
indexed by K and the set of clients indexed by M. The challenger responds with {xé View jex and
we use it to generate the first two messages of the protocol. On receiving the second round message
from A, we compute the set C as before. If |Cy| < An? for each k € M, we instruct Simy to
adaptively corrupt the set of servers indexed by C and obtain {x;}le H,jec- We use this to generate
77}73 for each ¢ € H and j € C as described in step-5 of Hybs. For each j € [m]\ (C' U K), for each
k € M, we compute xf,r;‘? as in step-5 of Hybs. We send {xﬁ}kEM,jE[m]\(KUC) as the first round
message sent by the malicious clients to the honest servers. The challenger returns {z; }je[m]\( KUC)
as the second round message from the honest servers. We use this to compute Mg for each i € H
and j € [m]\ K UC as described in simulation. We compute the output of the honest parties as

before and finally output the view of A and the output of all the honest parties.
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If the view generated by the external challenger was identical to the real execution of the protocol
U, then the output of the above reduction is identically distributed to Hybs. Else, it is distributed
identically distributed to Hybg. Since Hybs and Hybg are computationally distinguishable with non-
negligible advantage, the above reduction breaks the privacy with knowledge of outputs property
of ¥ with non-negligible advantage and this is a contradiction. O

Remark 7.8 (On achieving Security with Unanimous Abort). We note that if we replace MAC
with an one-time digital signature scheme then we can get security with unanimous abort. Further,
note that the signing algorithm of Lamport’s one-time signature scheme does not involve any cryp-
tographic operations and hence, we still continue to make black-box use of cryptographic primitives.
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A Proof of Proposition 4.3

In this section, we give the proof of proposition

A.1 Construction

Let f:{0,1}™x{0,1}"™ — {0, 1}* be the two-party functionality to be computed. Let z¢ € {0,1}™
be the private input of Py and z1 € {0, 1}"™ be the private input of P;. Let (CRSGen, 0T, 0T2, outor)
be a two-round malicious-secure oblivious transfer protocol. Let (Garble, Eval) be a circuit garbling
scheme. We give the description of the construction in Figure [0} This construction is exactly the
same as Yao’s protocol [Yao86b| except for the usage of a malicious-secure OT protocol.

e CRS Generation: To generate the CRS,
1. crs < CRSGen(1%).
2. Output crs.
e II;(crs,zo) :
1. For each j € [m], compute otr; < OT(crs, zo,;;70,;) where 7o ; is uniformly chosen.
2. Output w1 = {otr;} cimi-
o Ily(crs,z1,m1):
1. Compute f, {lab%;,1ab%1};c(mi, {lably, labl 1} cpm) < Garble(1*, f).
2. For each j € [m], compute ots; +— OTz(crs, otr;, {lab) 5, lab) ; }).
3. Output 72 = (f, {otr;, Iab}m‘j Yietm])-
o outr(crs, w2, (zo, {T0,5}je(m))):

0

J.x0 5 — outo-r(crs, ots;, ($07j7 ’r’o,j)).

1. For each j € [m], compute lab

2. It outputs Eval(f, {lab} ., .,1abj ., . };e(m))-

Figure 9: Construction of Inner Protocol with Output Equivocality

A.2 Proof of Security

In this subsection, we show that the construction described in Figure [9] satisfies Definition [4.1]
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A.2.1 Security against Malicious Receivers

Let A be an adversary that is corrupting the receiver.

Description of Simulator. Simy runs Simot to generate the (crs, td). On receiving {otr;} cm
from A, Exty runs Extor(R, otrj, td) for each j € [m] to compute zg ;. To compute the final round
message, it runs the simulator for the garbled circuits Simgc on input (1*, 141 12™ f(xq, z1)) to
compute f, {Iab;-), Iab}}je[m]. It computes ots; <— OTy(crs, otry, {Iab?7 Iab(;-}). It sends f, {Iabjl-, ots; } jeim]
to A.

We now that Realp and ldealr described in Figure 3| are computationally indistinguishable.

e Hyb, : This corresponds to the output of the experiment Realr(1}, A, z1).

e Hyb; : In this hybrid, we make the following changes:

1. We generate (crs, td) < Simot (1%, 5).
2. On receiving {otr; } je[y, from A, we run Exto (S, otrj, td;) to obtain xg ; for each j € [m].

3. We generate ots; < OTa(crs, {lab? Iabgo,j}).

Zo,5°

In Lemma we rely on the security of the oblivious transfer against malicious receivers to
show that Hyb, ~. Hyb;.

e Hyb, : In this hybrid, we generate 1 {Iabgwow |ab]1',a:17j }iefm) as the output of simulator for
garbled circuits Simgc with input (17, 1141, 12m, f(zo,21)). It now follows directly from the
security of garbled circuits that Hyb; and Hyby are computationally distinguishable. Note
that Hyb, is identically distributed to the experiment Idealz(1*, A, z1, (Simyy, Extr))

Lemma A.1. Assuming the security of the oblivious transfer protocol against malicious receivers,
we have Hyby ~. Hyb;.

Proof. Assume for the sake of contradiction that Hyb, and Hyb, are computationally distinguishable
with non-negligible advantage. We now show that this contradicts the security of oblivious transfer
protocol against malicious receivers.

We start interacting the OT challenger and provide {Iab%o,lab%l}je[m] as the set of sender
challenge inputs. The challenger provides crs and we use this to start the interaction with A. On
receiving {otr; } jc(n) from the adversary, we forward this to the challenger and the challenger gives
{ots;}jepm)- We use this to generate the second round message in the protocol as before.

If the view generated by the challenger corresponds to the real experiment in the OT security
game, then the view of view of A created by the above game corresponds to Hyb,. Else, it corre-
sponds to Hyb;. Since Hyb, and Hyb, are distinguishable with non-negligible advantage, the above
reduction breaks the security of the OT protocol against malicious receivers with non-negligible
advantage and this is a contradiction. O

A.2.2 Correctness of Extraction

The correctness of extraction property follows directly from the correctness of extraction for the
underlying OT protocol which follows from the security property of OT against malicious receivers.
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A.2.3 Robust Security against Semi-Malicious Senders

Let A be an adversary that corrupts the sender.

Description of Simulator. Sim runs Simot(1%) to obtain (crs, td, {otr;} jepm)- It sends {otr;}cim
to A and obtains the second round message m2. Extry uses td and {ots; } je[,) to extract {Iabgjo, Iab?’l}je[m].

It sets st to be this value. To compute the output, Simy runs Eval(f, {lab?,x(),ﬁ |abgl‘,x1,j }ieim))-

Proof of Indistinguishability.
e Hyb, : This corresponds to the output of the experiment Realg described in Figure

e Hyb; : In this hybrid, we make the following changes:

1. We run Simot(1%,5) to obtain (crs, td, {otr; }ieim))-

2. Onreceiving {ots; } je[n, from A, we run Extor on this and td to obtain {la b?,()a la b?,1}je[m}-
We use this and the input z( to evaluate the garbled circuit .]?

In Lemmal[A.2] we use the security of the oblivious transfer against malicious senders to prove
that Hyb, ~. Hyb,.

e Hyb, : In this hybrid, we make the following changes:

1. If (x1,71) output by A is a consistent input, randomness pair w.r.t. to my, then we
generate the output of Py as f(zg,z1). Otherwise, we compute the output as in Hyb;.

Note that Hyb, is identically distributed to Hyb; from the perfect correctness of garbled
circuits. Observe that Hyb, is identically distributed to the output of ldeals experiment.

Lemma A.2. Assuming the security of oblivious transfer protocol against malicious senders, we
have Hyby ~. Hyb, .

Proof. Assume for the sake of contradiction that Hyb, and Hyb, are computationally distinguishable
with non-negligible advantage. We now show that this contradicts the security of oblivious transfer
protocol against malicious senders.

We start interacting the OT challenger and provide {xz ; }je[m} as the set of receiver challenge
inputs. The challenger provides crs and {otr;} je[,,) and we use this to start the interaction with A.
On receiving {ots; }je[m] from the adversary, we forward this to the challenger and the challenger
gives { |ab9~7$07j }jeim]- We use this to evaluate the garbled circuit ]?as before.

If the view generated by the challenger corresponds to the real experiment in the OT security
game, then the view of view of A created by the above game corresponds to Hyb,. Else, it corre-
sponds to Hyb;. Since Hyb, and Hyb, are distinguishable with non-negligible advantage, the above
reduction breaks the security of the OT protocol against malicious senders with non-negligible
advantage and this is a contradiction. O
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B Two-Round Outer MPC Protocol

We recall the following theorem from [IKP10, Pas12|.

Theorem B.1 ([IKP10, [Pasl12]). Let g be computable by polynomial-size branching programs over
a finite field. Then, for any n,t € N, there exists an n-client, m = (3t + 1) server protocol for
computing g satisfying statistical security with selective abort against an arbitrary number of client
corruptions and t server corruptions.

The construction given below is almost the same as that of pairwise verifiable MPC given in
[IKSS22]. We first give a construction based on PRFs and later in Remark we show how to
rely only on a PRG.

Notation. We recall the BMR garbled circuit [BMR90]| construction. We slightly modify the
BMR garbled gadget to also include one-time MACs. Let f be computed by a Boolean circuit
C that comprises entirely of fan-in 2 NAND gates. The BMR garbling gadget comprises of the
following components:

1. For each wire w in C, each party i € [n], chooses a uniform mask bit b, and two random
PRF keys kwo,kw L+ {0,1}*. If w is the input wire of some party P;, then b’ = 0 and
KL, 0= = 0" and ki = = 0* for each i # j. If w is the output wire, then bi, =0 and k!, 0= =0
and k% | = 0 for each i € [n]. We use b, to denote @ bi,. For each gate g and for each

w,l — i=1"w"
r1, 79, the parties also sample a one-time MAC key k'

g,r1,r2”

2. For each NAND gate g whose input wires are z and y and the output wire is z, the garbled
gate is given by {Gyy ry }ri roefo,1} Where:

Grir (@Fk (9,71,72) @@sz 9,7“177“2))@

(y = ({k;,xg,ﬁ,rz}ie[n], Norrs) AMACa; (Wgrora) icin))
where Xg,ry ., = 0. ® g(r1 ® by, 72 ® by).

3. The parties broadcast k:Z by, ad Ty @ by to every other party and the parties use this to
evaluate the BMR garbled gadget just like Yao’s garbled evaluation procedure and obtain the
output.

We note that G’,ﬂ1 vy and (k¢ 0y Bbay» T Dw ) can be computed by a branching program that takes
L, bw7 {km 10 y o sz (ga 1, TQ) Fkgc’m (gv 1, T2)7 K'nglmg}’iE[n},"E,y,QGHC’Hﬂj ,r2€{0,1} as inputs' Let h
be the set of all such computations done in the BMR garbling gadget. We observe that h is
computable by a branching program over a finite field.

Description of the Protocol. The protocol for computing the BMR garbled circuit uses the
protocol from Theorem for computing the functionality h. Note that in this protocol, the
client pre-computes the PRF functionality and feeds it as input to h. The output computation
corresponds to the evaluation of the BMR garbled circuit and checking the correctness of the
MAC:s.

49



Sketch of Proof of Security. To show security, we consider a sequence of hybrids starting from
the real execution and ending with the ideal execution that defines our simulator Simg. Consider
an admissible adversary A corrupting a subset M of the clients and a subset T' of the servers.

e Hyb, : This corresponds to the view of the adversary and the outputs of the honest output
clients in the real execution of the protocol.

e Hyb; : In this hybrid, we use the simulator for computing h from Theorem [B.1|to simulate the
view of A and generate the outputs of all the honest output clients. This hybrid is statistically
indistinguishable from the previous one due to the security of protocol for computing h from
Theorem [B.11

e Hyb, : In this hybrid, we replace each garbled gate gadget {érmz}rl,rze{&l} in the BMR
garbled circuit with the simulated one. This hybrid is computationally indistinguishable
from the previous hybrid from the security of the PRF of the honest parties.

e Hyb, : In this hybrid, we extract k%, and k!, sent by the adversary on behalf of some

x,T1 Y,T2
malicious client ¢. This extraction is done via the simulator for the protocol for computing h.

We then compute Fj:  (g,r1,72) and Fyi (g,71,7r2) from these values. We use the simulator
T N

for the protocol computing h to extract 5;77“1 and 6;77«2 which are the “purported” values
of Fj: - (g,r1,7m2) and Fk?i/ . (g,71,72) provided by the malicious client. For the particular
garbled gate entry ri,7o that is being decrypted in the evaluation, we compute A, ., =
DBicmr (Fk?};,rl (9,71,72) B 6L ) PBicnr (Fk’i),rg (9,71,72) ® 0}, ,,). If Ay 1y is not all zeroes in the
positions containing the output and the MAC of a honest output client, then we instruct this
honest output client to output L. This hybrid is statistically close to the previous hybrid

from the security of MAC used in computing h.
Hyb; is identically distributed to the ideal world execution.

Remark B.2. Since the PRF used in the above construction is invoked an apriori bounded number
of times, it can be replaced with a PRG that has a sufficiently large stretch.

C Security Definitions

For self-containment, we spell out the standard security definitions for the types of protocols we
construct.

C.1 Two-Sided NISC

A (malicious-secure) two-sided NISC protocol for computing a function f is given by a tuple of
algorithms (CRSGen, II1, I3, outry). CRSGen is a PPT algorithm that takes in 1* and outputs a
crs. For each r € {1,2}, II, is a PPT algorithm that takes in crs, the identity of the party (which
is either R or S), the transcript seen so far, the party’s private input and outputs the r-th round
message in the protocol. outp is a deterministic algorithm that taken in the crs, the identity of
the party, the full protocol transcript, the party’s private input, its random tape and provides the
output z.

Let A be a malicious adversary corrupting either the sender or the receiver in the real protocol
execution. In the following, we use Real(1*, 11, A, z) to denote the joint distribution of the output
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of the adversary and the output of the honest party (when its input is x) in the real execution of
the protocol.

Let Sim be a malicious adversary that is corrupting either the sender or the receiver in the
ideal protocol execution. Recall that in the ideal execution, the parties have access to a trusted
functionality for computing f. The honest party sends its inputs to this trusted functionality,
whereas the adversarial party can send an arbitrary value. The functionality computes the output
and sends it to Sim. Sim sends the instruction to the trusted party whether to deliver this output
to the honest party or abort. In the latter case, the output of the honest party is abort and
in the former, the honest party outputs whatever it receives from the trusted party. We use
Ideal(1*, 11, Sim, ) to denote the joint distribution of the output of Sim and the output of the
honest party when its input is z in the ideal execution of the protocol. Note that in this ideal
execution, crs is generated by Sim.

Definition C.1. A two-sided NISC protocol (CRSGen, I1;, Ils, outyy) is said to compute a function
f with security against malicious adversaries if for any non-uniform PPT real world adversary A
that is corrupting either the sender or the receiver, there exists a non-uniform PPT ideal world
adversary Sim that is corrupting the same party as that of A such that for any input x of the
uncorrupted party, we have:

Real(1*, 11, A, ) =, Ideal(1*, 11, Sim, )

C.2 Three-Round MPC

A three-round malicious-secure n-party protocol for computing a function f is given by a tuple of
algorithms (CRSGen, ITy, I, IT5, outr). CRSGen is a PPT algorithm that takes in 1* and outputs a
crs. For each r € {1,2,3}, II, is a PPT algorithm takes in crs, the identity of the party (which is
an index from [n]), the transcript seen so far, the party’s private input and outputs the r-th round
message in the protocol. outr is a deterministic algorithm that takes in the crs, the identity of
the party, the full protocol transcript, the party’s private input, its random tape and provides the
output z.

Let A be a malicious adversary that is corrupting an arbitrary subset M of the parties and let
H be the set of honest parties. In the following, we use Real(1*, 11, A, {z;};cx) to denote the joint
distribution of the output of the adversary and the output of the honest parties (when using input
x; for each i € H) in the real execution of the protocol.

Let Sim be a malicious adversary that is corrupting the subset M of the parties in the ideal pro-
tocol execution. Recall that in the ideal execution, the parties have access to a trusted functionality
for computing f. The honest parties send their inputs to this trusted functionality, whereas the
adversarial party can send an arbitrary value. The functionality computes the output and sends
it to Sim. Sim sends the instruction to the trusted party whether to deliver this output to the
honest parties or abort. In the latter case, the output of each of the honest parties is abort and
in the former, the honest parties output whatever it received from the trusted party. We denote
Ideal(1*, 1, Sim, {z; }scx) to denote the joint distribution of the output of Sim and the output of
the honest parties when their inputs are {x;};cg in the ideal execution of the protocol.

Definition C.2. A three-round n-party protocol (CRSGen, I1;, Ilg, I3, outyy) for computing a func-
tion f is said to achieve security with unanimous abort against malicious adversaries if for any
non-uniform PPT real world adversary A that is corrupting an arbitrary subset M of the parties,
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there exists a non-uniform PPT ideal world adversary Sim corrupting M such that for any inputs
{@i}iemp\m of the uncorrupted parties, we have:

Real(l)\v I1, A7 {xl}ze[n]\M) Ne Ideal(l)\v I1, Slm’ {ml}ze[n]\]\/l)
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