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Abstract

In this note, we introduce a class of card-based protocols called single-shuffle full-open (SSFO) pro-
tocols and show that any SSFO protocol for a function f : {0,1}" — [d] using k cards is generically
converted to a private simultaneous messages (PSM) protocol for f with (nk)-bit communication. As
an example application, we obtain an 18-bit PSM protocol for the three-bit equality function from the
six-card trick (Heather—Schneider-Teague, Formal Aspects of Computing 2014), which is an SSFO pro-
tocol in our terminology. We then generalize this result to another class of protocols which we name
single-shuffle single-branch (SSSB) protocols, which contains SSFO protocols as a subclass. As an exam-
ple application, we obtain an 8-bit PSM protocol for the two-bit AND function from the four-card trick
(Mizuki-Kumamoto—Sone, ASTACRYPT 2012), which is an SSSB protocol in our terminology.

1 Introduction

Card-based protocols [1l2l[8] are secure computation protocols using a deck of physical cards. They have been
developed along with the conventional cryptography (i.e., cryptography without using physical objects), and
some of them are inspired by the techniques from the conventional cryptography (e.g., the circuit evaluation
technique [I[8], the garbled circuit technique [I1], and the private permutation setting [9]). However, for the
opposite direction, as far as we know, it has not been known what implies from card-based cryptography to
the conventional cryptography. A natural question is: Is there any implication from card-based cryptography
to the conventional cryptography?

To answer this question, in this note, we show that any card-based protocol with certain properties
implies a private simultaneous messages (PSM) protocol [3,5]. We first introduce a class of card-based
protocols called single-shuffle full-open (SSFO) protocols. An SSFO protocol is a card-based protocol with
the “single-shuffle” property, which requires a single shuffle only, and the “full-open” property, in which all
cards are opened at the end of the protocol. Our first contribution is to show that any SSFO protocol for
a function f : {0,1}" — [d] = {1,2,...,d} using k cards is generically converted to a PSM protocol for
f with (nk)-bit communication. We note that, starting from the same SSFO protocol, our conversion can
also generate a PSM protocol for a slightly more complicated function than the original function f. As
applications, we obtain a 10-bit PSM protocol for the two-bit AND function from the five-card trick [2,
an 18-bit PSM protocol for the three-bit equality function from the six-card trick [4], and an 18-bit PSM
protocol for the three-bit majority function from the six-card majority protocol in [12].

Although our protocol compiler supports a natural but limited class of card-based protocols, we hope
that a deeper connection from card-based protocols to other cryptographic primitives will be discovered in
future research. Towards this direction, we generalize our result to another class of protocols which we name



single-shuffle single-branch (SSSB) protocols. An SSSB protocol is a card-based protocol with the single-
shuffle property and the “single-branch” property as follows. Right after applying a shuffle, it first opens
a single card and then opens some other cards, where the positions of the second opening depends on the
opened value of the first opening. Our second contribution is to show that any SSSB protocol for a function
f:{0,1}" — [d] using k cards implies a PSM protocol for f with nk bits (and also a PSM protocol for a
slightly more complicated function). As an application, we obtain an 8-bit PSM protocol for the two-bit
AND function from the four-card trick [6]. We remark that any SSFO protocol can be viewed as an SSSB
protocol. Thus, our second compiler for SSSB protocols can be also applied to an SSFO protocol with &
cards, and it also generates a PSM protocol with nk bits, the same communication complexity as our first
compiler for SSFO protocols. The advantages of our first compiler are the simplicity of the construction and
the efficiency of the randomness, where it saves (k — 1) random bits compared to our second compiler.

It is worthwhile to note that our results capture card-based protocols with non-uniform shuffles (i.e.,
shuffles whose probability distributions are not uniform) or non-closed shuffles (i.e., shuffles whose permuta-
tion sets are not closed under composition). In card-based cryptography, they are considered to be difficult to
implement physically, and thus considered to be less practical. In contrast, our results do not matter whether
the underlying shuffle is non-uniform/non-closed since the permutations in the converted PSM protocol are
to be performed on an electronic computer which can feasibly choose permutations by even non-uniform/non-
closed distributions. We believe that our results shed light on non-uniform/non-closed shuffles, and provide
a new motivation to improve the efficiency of card-based protocols by using non-uniform/non-closed shuffles.

We note that the aim of our result is to show a connection from card-based protocols to the conventional
cryptography for the first time. We do not claim that our protocols obtained from card-based protocols
are the most efficient among the existing PSM protocols. Indeed, for example, there exists a (2log, 3)-bit
PSM protocol for the two-bit AND protocol [3], which is more efficient than our 8-bit PSM protocol from
the four-card trick. Intuitively speaking, the less efficiency of the protocol by our conversion comes mainly
from the protocol design that an input of each party is encoded as a sparse bit string. Improvement of the
efficiency will be an important future research topic.

This note is organized as follows. In Section ] we introduce card-based protocols and PSM protocols.
In Section Bl we define SSFO protocols, show that SSFO protocols imply PSM protocols, and give concrete
PSM protocols from some existing SSFO protocols. In Section dl we define SSSB protocols, show that SSSB
protocols imply PSM protocols, and give concrete PSM protocols from some existing SSSB protocols. In
Appendix, we give the protocol descriptions of these SSFO and SSSB protocols.

2 Preliminaries

In Section 211 we define the basic notations. In Section 2.2] we briefly introduce card-based protocols. See
Mizuki-Shizuya’s paper [7] for the details. In Section 23] we give the definition of PSM protocols.

2.1 Notations

For an integer n > 2, we denote [n] = {1,2,...,n}. For an integer k > 1, we denote the k-th symmetric
group by Sj. For a k-bit string s = (s1,89,...,s,) € {0,1}* and a permutation 7 € Si, we define the
permuted string of s by 7, denoted by 7 (s), as follows:

7T(8) = (Sﬂ—l(l), Sﬂ—l(g), ey S.,T—l(k)).
For example, for a string s = 111000 € {0,1}% and a cyclic permutation ¢ = (1 2 3 4 5 6) € Ss, we have
o(s) =011100.
2.2 Card-based Protocols

We use cards having two face-up symbols @ and @ whose backs are both . We assume that all cards
having the same symbol are indistinguishable, and all face-down cards are indistinguishable regardless of the



face-up symbols. By using the encoding & = 0 and O = 1, we identify a sequence of k cards with a k-bit
string s € {0,1}*. For a bit € {0,1}, a pair of face-down cards corresponding to (z,7) € {0,1}? is called

a commitment to x, and depicted as follows:
or [7]7].
N r T
x

A card-based protocol for a function f : {0,1}"™ — {0,1} is a protocol, which takes n commitments to
Z1,&9, ..., &, € {0,1} with some helping cards, and outputs either a commitment to f(z1,xs,...,2,) or the
value f(x1,xa,...,x,) itself. A protocol of the former type is called a committed-format protocol, and of the
latter type is called a non-committed-format protocol. In this paper, we deal with non-committed format
protocols only, and also deal with functions f : {0,1}"™ — [d] whose range is possibly non-binary.

In card-based protocols, a sequence of operations are applied to a card sequence. Let k be the number
of cards. A perm is an operation that arranges a card sequence along with a publicly known permutation
m € Sk. A turn is an operation that turns over a set of cards on some position 7' C [k]. A shuffle is an
operation that arranges a card sequence along with a permutation = € II C Sy, where 7 is drawn from a
probability distribution F over a subset II. Here, no player should know which permutation is chosen by the
shuffle when it is applied to a face-down card sequence e . We denote a shuffle with IT and F by
(shuffle, IT, F).

2.3 PSM Protocols

Let YR, X;, M; (1 < i < n) be finite sets. Set X = X; x Xo X --- x X, and M = M} x My x --- X
M,,. Let R be a probability distribution over R. Let f : X — Y, Enc; : X; x R — M; (1 < i < n),
and Dec : M — Y be functions. A private simultaneous messages (PSM) protocol P for f is a tuple
(n, X,Y,M,R,R, (Enc;)1<i<n, Dec). It is said to be correct if for any (z1,...,2,) € X and any r € R such
that Pr[r < R] > 0, it holds that

Dec(Ency(x1,7),...,Ency(zn, 1)) = f(z1, ..., 20).

It is said to be secure if there exists an algorithm S called a simulator such that for any = € {0,1}", the
distribution S(y) for y = f(z) and the message distribution (Ency(z1,7),...,Enc,(zy,r)) for r + R are
the same distribution. The communication complexity of the protocol P is defined by >, log, |M;|. The
randomness complexity of the protocol P is defined by the Shannon entropy H(R) of R.

We note that the randomness distribution R is often restricted to be uniform in the standard definition
of PSM protocols. The reason why we allow a non-uniform distribution is to capture non-uniform shuffles.

3 PSM Protocols from Single-shuffle Full-open Protocols

In Section Bl we define single-shuffle full-open (SSFO) protocols. In Section B2l we show that any SSFO
protocol is converted into a PSM protocol. In Section[3.3] we give concrete PSM protocols from some existing
SSFO protocols as applications.

3.1 Single-shuffle Full-open Protocols

We define a class of protocols which we name single-shuffle full-open (SSFO) protocols. An SSFO protocol
is a card-based protocol consisting of the following three Steps:

1. Arrange the cards to the input card sequence s(z) (see below for the detail), which is a face-down card
sequence determined by the input x = (z1, z2,...,z,) € {0,1}", as follows:

HEHRgH

s(z)



2. Apply a shuffle (shuffle, II, F) to the card sequence as follows:

2lefzl[efz)e) == [zlzle] - [2)2]

)

s(z) m(s(z))
where 7 € II is a permutation drawn from the probability distribution F.

3. Open all cards and obtain the bit string w(s(z)) as follows:

lzlz] - [2fz]z) = (ale]e]- - [o]a]e].

w(s(x)) m(s(x))
Determine the output value y € [d] from 7(s(x)).

We explain the detail of the input card sequence s(z). Let xi,xa,...,X, denote variable symbols, each
corresponding to an input of each player. For an SSFO protocol with k cards, an input template s(x) is
defined as a sequence of length & of the following form;

S(X) S {Oa 1,X1,H7X2,E, cee 7Xnyﬁ}k .
Given an input template s(x) = (s1,...,sk) and players’ concrete input values x1,...,x, € {0,1}, the input
card sequence s(x) (where x = (x1,...,x,)) consists of k face-down cards where the face-up symbol of the

j-th card in s(z) (j € [k]) is

& ifs;=0;0ors;=x;anda; =0;0rs; =% and z; =1,

O ifsj=1;0rs; =x; and x; =1; 0or s; =%; and z; = 0.
Intuitively, s(z) is obtained by first substituting each input value x; € {0,1} into the variable x; appearing
in the input template s(x) and then encoding the resulting k-bit string as k face-down cards. More precisely,
if s; = x; (respectively, X;), then the j-th card in s(x) encodes the input value x; € {0,1} (respectively, the
negation of the input value Z; € {0,1}) according to the encoding rule & = 0 and © = 1, therefore this
card can be chosen (and put into the card sequence) solely by the i-th player. On the other hand, if s; =0
(respectively, 1), then the j-th card in s(z) is a helping card whose face-up symbol is always & (respectively,
Q©), therefore this card can be chosen (and put into the card sequence) in public. By abusing the notation,
the bit string corresponding to the sequence of face-up symbols for the cards in s(z) is also denoted by s(z).
For example, the input template for the five-card trick [2] can be expressed as s(x) = (X1,x1, 1,%2,%3), and
the face-up symbols of the input card sequence s(x) for input x = (1,0) is VO, which we also write as
s(z) = s(1,0) = 01101. We note that though a formalization of card-based protocols in the literature often
strictly supposes that the initial card sequence is a sequence of commitments to x1,...,z, followed by some
helping cards, our definition of the input card sequence s(x) is more flexible and convenient for protocol
description while not compromising the feasibility of physical implementation.

Consequently, an SSFO protocol with k cards is defined as a tuple P = (k, s(x), (shuffle, IT, F), g), where
s5(x) is an input template as above, (shuffle, IT, F) represents a shuffle with IT C S, and g: {0,1}* — [d] is a
partial function called the output function indicating the rule of determining the output value y € [d] from
the face-up card sequence 7(s(z)) (identified with a bit string in {0,1}* via the encoding rule & = 0 and
© =1) at the end of the protocol (it is a partial function because some bit sequence that never appears as
m(s(z)) is often ignored in a concrete protocol description).

Let P = (k, s(x), (shuffle, II, ), g) be an SSFO protocol for a function f: {0,1}" — [d]. The protocol P is
correct if g(mw(s(x))) = f(x) for any input « € {0,1}" and any permutation 7 € II such that Pr[r <— F] > 0.
The protocol P is secure if there exists an algorithm S (called a simulator) such that for any « € {0,1}",
the output distribution of S(y) for y = f(z) and the distribution of 7(s(x)) € {0,1}* for 7 < F are the
same distribution.



The five-card trick [2] is an example of an SSFO protocol for the two-bit AND function f(z1,22) = 21 Axa.
Tt is described as (5, s(x), (shuffle, IT, F), g), where s(x) = (X1,x1, 1,x2,%2), Il = ((1 2 3 4 5)), F is the uniform
distribution over II, and g : {0,1}° — {0, 1} is a partial function defined as follows:

(@) 1 if 2 € {00111,10011,11001,11100,01110};
T) =
g 0 if 2 € {01011,10101,11010,01101,10110}.

3.2 Single-shuffle Full-open Protocols Imply PSM Protocols

A central idea for our generic conversion from an SSFO protocol to a PSM protocol is based on the following
observation. For example, let s(x) = (X1, x1, 1,x2,%3) be the input template for the five-card trick. Then for
an input x = (z1,22) € {0,1}?, the bit string s(z) = s(x1,22) can be written as

s(z) = (x1® 1,21, 1, 20,20 @ 1) = (1,0,1,0,1) & (x1,21,0,0,0) & (0,0,0, x2, x2) .

Moreover, any shuffle for s(z) is compatible with this decomposition; namely, for any permutation 7 € S,
we have
W(S([E)) = 77(17 Oa la Oa 1) D 7T(Jj1’ L1, Oa Oa 0) S3) ﬂ-(Oa 07 07 €2, 1'2) . (1)

This observation also motivates us to introduce the following class of functions associated to a given
function f: {0,1}"™ — [d] (which also includes the original function f). Let n’ > 1, and for each i € [n], let
I; be a subset of [n]. Let I = (Iy,...,I,). Then we define a function fI: {0,1}" — [d] as follows, where
= (21,...,Tp):

fl(z) = f(z[l],...,z[I,]) where z[J]:= EB:U;L for J C [n'] (z[0] =0).

heJ

We note that f! with n’ = n and I; = {i} (i € [n]) coincides with the original function f. Moreover, for
any input template s(x) = (s1,...,8k) (with variables x1,X7, ..., Xn,%X,), we define the local decomposition
(58,81 (x1), .., 85 (xnr)) of 5(x) associated to I by sf = (s§,...,s4,) and sf(x) := (s£1,75£k) for
h € [n'], where for j € [K],

h,g

o {O if s; € {0,x1,..., %0}, {xh if s; € {x;,%;} and h € I; for some i € [n],
g

1 ifs; e{l,xq,....%}, 0 otherwise.

For example, when s(x) = (X7, x1,1,x2,%3), n’ =3, I = {1,2}, and I, = {1, 3}, we have
56 = (130717071)75{0(1) = (Xl,X17O,X1,X1),5£(X2) = (X27X27070a0)35§(x3) = (0,0,0,Xg,X3) .

Now the definition of the local decomposition implies the following: for any b € {0, 1}, let s (b) denote the
bit string obtained by substituting b into the variable x;, in sf (x;). Then for any x € {0, 1}, we have

s((h,....x[l]) = st & € shlan). (2)
]

hen!

Let f:{0,1}™ — [d] be a function. Let P = (k, s(x), (shuffle, I, ), g) be an SSFO protocol for f. Let
n’ > 1, and let I = (I,...,1,) be a tuple of subsets I; C [n']. Let (s{,s!(x1),..., sk (xn')) be the local
decomposition of s(x) associated to I. Then we construct a PSM protocol P’ for the function f7: {0,1}" —
[d] as in Figure [l We may omit the superscripts I when n’ = n and I; = {i} for all i € [n], i.e., in the case
I = f. The correctness and security for P’ are shown as follows.



Randomness R :=1II x ({0,1}%)"
R outputs r = (,71,...,7) Where 7 < F, r, € {0,1}¥ (1 < h < n’ — 1) is uniformly random,

ot = @hoy T
Messages M, := {0,1}* (h € [n'])
my = 7(s @ sl(z1)) ®re, mpy = w(sk(zp)) Drn (2<h <)

Decoding Dec(my,...,m, ) computes z @Z;l my, and outputs g(z) € [d]

Communication Complexity 22;1 logy |Mp| = n'k

Randomness Complexity H(R)= H(F)+ (n' — 1)k

Figure 1: Our conversion from an SSFO protocol (k, s(x), (shuffle, I, F), g) for function f: {0,1}" — [d] to a
PSM protocol for function f1: {0,1}" — [d] (here x = (z1,...,2,/) € {0,1}" denotes an input tuple, and
we put my, := Encp(zp,7) for h € [n'])

Correctness. By the compatibility of permutations and XOR operations such as in Eq.(l), we have

z=m1 DmaoD- - Dmy
= (n(sg ® s1(21)) @11) @ (n(53(22)) D 72) ® -+ & (n(s7 (20r)) B 1)
= (5o ® 51(21) D 85(22) D B s)y () D1 BT B -+ D Ty
=m(s(z[lh],...,x[1,]))

where we used Eq.([2) at the last equality. From the correctness of P, it holds that

9(z) = g(n(s(zlh],...,x[l)) = f(z[h],...,all)) = f'(x).

Therefore, P’ is correct.

Security. It is sufficient to construct a simulator §" for P’ from the simulator S for P. Given an output
value y € [d] corresponding to an input z = (z1,...,z, ), the simulator &’ invokes S(y) and obtains a
string s’ € {0,1}* corresponding to the opened values in P for input z! := (z[[;],...,2[I,]) (note that
f(z) = fI(z) = y). Then, the simulator S’ uniformly samples 7} € {0,1}* (1 <h <n/—1). The simulator
S’ outputs (7,75, ...,10, 1,8 @ @Z:ll 1) as the simulated messages. It is easily seen that the simulated
messages and the real messages follow the same distribution due to the choice of masking vectors rq,...,r,
in P’. Therefore, P’ is secure.

Remark 3.1. In our PSM protocol P’, when some player holds multiple input bits, say xp,, ..., zp,, a naive
operation for the protocol is to let the player receive multiple components 74, ,...,7p, of randomness and
output multiple messages my, ,...,mp,. Here we note that the efficiency can be improved by letting the
player output, instead, the XOR of the original messages my,, ©- - -@&my, at once. Such a change of gathering
some messages preserves the security of the protocol in general, while it also preserves the correctness due to
the structure of the protocol P’. Moreover, the components 74, ..., 74, of randomness can also be gathered
into a single component rp,, @ -+ @ 7y, which also reduces the randomness complexity of the protocol.

We also note that negation of some input value in the protocol P’ can be handled by introducing
an additional input component (which is owned by some player as in the previous paragraph) and then
setting the additional component to be 1. For example, we have f(ZT7,22,73) = f!(x1,22,73,1) where
iz, ve, w3, 24) = f(21 © 24, 72,23 D 24) (ie., [ = (I1, Iz, I3), I = {1,4}, I, = {2}, I3 = {3,4}).



3.3 Applications
3.3.1 AND Protocol

Five-Card Trick. The five-card trick [2] (see also Appendix) is an SSFO protocol for the two-bit AND
function. It is described as (5, s(x), (shuffle, II, F), g), where s(x) = (X1,x1,1,%2,%2), Il = ((1 234 5)), F is
the uniform distribution over II, and g : {0,1}> — {0,1} is a partial function defined as follows:

(2) 1 if z € {11100,01110,00111,10011,11001};
Z) =
g 0 if z € {11010,01101,10110,01011, 10101}.

The local decomposition of s(x) is given as follows:

S0 = (1705 1707 1)a
31<X1) = (X15X1,07070)a
82(X2) = (070707)(27)(2)’

Construction. The shared randomness r is a pair » = (w,7’), where 7 € II is a permutation drawn
from F, and v € {0,1}° is a uniformly random bit string. The first player holding x; computes m; =
m(s0 @ s1(x1)) @ r’. The second player holding x5 computes mo = m(sa3(z2)) @ r’. On receiving mq, ms, the
referee computes z = mj @ mq and outputs g(z).

Complexity. The communication complexity of the protocol is 10. The randomness complexity of the
protocol is 5 + log, 5.

Extension. For any n’ > 1, any I, > C [n/], and any by, by € {0,1}, we also have a PSM protocol with
(5n')-bit communication for the function f’: {0,1}" — {0,1} defined as follows:

[,y ) = <b1 EB@%) A (bQEB@m) .

i€l i€l

3.3.2 Equality Protocol

Six-Card Trick. The six-card trick [4] (see also Appendix) is an SSFO protocol for EQz : {0,1}% — {0, 1}
as follows:
1 if 2y =29 = x3;

EQz(z1, 22, 23) :{

0 otherwise.

It is described as (6, s(x), (shuffle, IT, F), g), where s(x) = (x1, %2, X3,X1,X2,%3), II = ((1 23 45 6)), F is the
uniform distribution over II, and g : {0,1}% — {0,1} is a partial function defined as follows:

(2) 1 if z € {010101,101010};
z) =
g 0 if z € {000111,100011,110001,111000,011100,001110}.

The local decomposition of s(x) is given as follows:

S0 = (07 1,0,1,0, 1)7

Sl(xl) = (X17070aX17070)7
SQ(XQ) = (07)(270707)(270)7
83(X3) = (070,X3,0,0,X3).



Construction. The shared randomness r is a tuple r = (, 71, 72, 73), where 7 € II is a permutation drawn
from F, r1,r2 € {0, 1}6 are uniformly random bit strings, and r3 = r1 @72 so that r; &re ®rz = 000000. The
first player holding z1 computes my = 7(sg @ s1(x1)) @ 1. Each of the other players holding x; (i € {2,3})
computes m; = 7(s;(x;)) ®r;. On receiving my, ma, ms, the referee computes z = my ®ms ®ms and outputs
9(2).

Complexity. The communication complexity of the protocol is 18. The randomness complexity of the
protocol is 12 + log, 6.

Extension. For any n’ > 1, any I, Is, I3 C [n'], and any by, by, b3 € {0,1}, we also have a PSM protocol
with (6n’)-bit communication for the function f': {0,1}"™ — {0,1} defined as follows:

f’(ml,xQ,...7xn/) = EQ3 <b1 P @$i7b2 @@fi,bg (o) @LUZ) .

i€l i€l i€l

3.3.3 Majority Protocol

Six-card Majority Protocol. The six-card majority protocol in [I2] (see also Appendix) is an SSFO
protocol for MAJ3 : {0,1}3 — {0, 1} as follows:

1 ifao +ae+23>2;

MAJ3(z1, 29, 23) = {0 otherwise

It is described as (6, s(x), (shuffle,IT, F), g), which is defined as follows. The input template is s(x) =
(X1,X1,X2,X2,X3,%3). For 7 = (1 2)(3 6) and ¢ = (2 3 4 5 6), the permutation set II is defined as
= {oo7* | ac {0,1},b € {0,1,2,3,4}}, and F is the uniform distribution over II. The output
function g : {0,1}% — {0,1} is a partial function defined as follows:

» 1 if z € {011100,001110,000111,010011,011001, 100101, 110010, 101001, 110100, 101010};
z) =
g 0 if z € {011010,001101,010110,001011,010101, 100011, 110001, 111000, 101100, 100110}.

The local decomposition of s(x) is given as follows:

S0 = (07 17()’ 1a 150)7

51(X1) = (X17X170a07050)7
SQ(XQ) = (0707X27X27070)7
53(X3) = (07070703X37X3)-

Construction. The shared randomness r is a tuple r = (m, 71, r2,73), where 7 € II is a permutation drawn
from F, 71,79 € {0,1}% are uniformly random bit strings, and r3 = r1 @7y so that r1 @72 ®r3 = 000000. The
first player holding z1 computes my = 7(sg ® s1(x1)) @ 1. Each of the other players holding x; (i € {2,3})
computes m; = w(si(ml)) @ r;. On receiving mq, mo, ms, the referee computes z = m1 @ ms G ms and outputs
9(2).

Complexity. The communication complexity of the protocol is 18. The randomness complexity of the
protocol is 13 + log, 5.

Extension. For any n’ > 1, any I, Is, I3 C [n/], and any by, ba, b3 € {0,1}, we also have a PSM protocol
with (6n’)-bit communication for the function f': {0,1}™ — {0, 1} defined as follows:

f/(xhl‘g,...,xn/) = MAJ3 (bl &) @xi,bg (&) @l‘i,bg (&) @131) .

i€l i€y i€ls



4 PSM Protocols from Single-shuffle Single-branch Protocols

In Section [l we define single-shuffle single-branch (SSSB) protocols. In Section [£2] we show that any
SSSB protocol is converted into a PSM protocol. In Section [£3] we give an 8-bit PSM protocol from the
four-card trick, as an application.

4.1 Single-shuffle Single-branch Protocols

We define a class of protocols which we name single-shuffle single-branch (SSSB) protocols. An SSSB protocol
is a card-based protocol consisting of the following four Steps:

1. Arrange the cards to the input card sequence s(z) in the same way as an SSFO protocol.
2. Apply a shuffle (shuffle, IT, F) to the card sequence.
3. Open a single card at position j* € [k]. Let b € {0,1} be the opened value.

4. Let Sp, 51 C [k] \ {j*} be the (predetermined) sets of positions. Depending on b, open the cards at

positions in Sy. Determine the output value y € [d] from the opened values.

An SSSB protocol with k cards is defined as a tuple P = (k, s(x), (shuffle, II, F), j*, So, S1, g), where s(x)
and (shuffle, II, F) are an input template and a shuffle, respectively, similar to the case of SSFO protocols,
and g is an output function. Here the partially opened card sequence at the end of the protocol is identified
with a string o € {0,1,?}* where each face-up card is regarded as 0 or 1 as usual and each face-down card
is regarded as the symbol ‘?’. Then g is a partial function {0,1,?}* — [d]. For simplifying the notation,
for any w = (wi,...,wy) € {0,1}* and any S C [k], we define w|g := (w},...,w}) € {0,1,?7}* where
wi =w; € {0,1} if j € S and w) = 7 if j ¢ S. Using this notation, an input for g that may appear in the
protocol is of the form 7(s(z))|s,ug,+3 with 7 € IT and b € {0, 1}.

Let f:{0,1}™ — [d] be a function. Let P = (k, s(x), (shuffle, II, F), j*, So, S1, g) be an SSSB protocol for
f. For any z € {0,1}" and any 7 € II, we define the string o, » € {0,1,?}* as follows, where 7;- denotes
the j*-th component of 7(s(x)):

Oy or =

) m(s())|sougi=y  if 4+ = 05 or 5+ = x; and x; = 0; or v = X; and x; = 1;
m(s(x))]s,ugz+y if v+ =15 or v5» = x; and x; = 1; or 5+ =X; and x; = 0.

The protocol P is correct if g(o, ) = f(x) for any input = € {0,1}" and any permutation 7 € II such that
Pr[m < F] > 0. The protocol P is secure if there exists an algorithm S (called a simulator) such that for
any = € {0,1}", the output distribution of S(y) for y = f(x) and the distribution of a, . € {0,1,?}* for
m < F are the same distribution.

4.2 Single-shuffle Single-branch Protocols Imply PSM Protocols

Let f:{0,1}" — [d] be a function. Let P = (k, s(x), (shuffle, II, F), j*, S0, S1, g) be an SSSB protocol for
f- In the same way as the case of SSFO protocols, let n’ > 1, and let I = (I3,...,I,) be a tuple of subsets
I; C[n']. Let (sf,s1(x1),..., sk (xn)) be the local decomposition of s(x) associated to I. Then we construct
a PSM protocol P’ for the function f1: {0, 1}”/ — [d] as in Figure 2l We may omit the superscripts I when
n’ =n and I; = {i} for all i € [n], i.e., in the case fI = f.

In the following, we prove the correctness and security of our protocol P’. For the purpose, we investigate

(0) (1)

the properties of the masking vectors ¢, ® ¢, * & 7, used in the protocol.

Lemma 4.1. In the protocol P’ for input @ = (x1,...,x,) € {0,1}", let b € {0,1} and j € Sy. Let
b €{0,1} be the j*-th component of w(s(z[I1],...,x[I,])). Let § be the number of indices h € [n'] satisfying
cgg =70, Thens=b@ b &1 (mod 2).



Randomness R :=1II x ({0,1}%)"
R outputs r = (m,71,...,7) Where w < F, rp, = (rp1,. .., x) € {0,1}F (h € [n/]) are uniformly
random subject to @ _, rp - =0

Messages M, := {0,1}* (h € [n'])
Let 7;- be the j*-th component of 7(s(x)). For j € [k], let r( EBh 1Thy € 4{0,1}. For i € [n]
and h € [n'],put g, :=1if he I, and ;, :=0if h & I,.

0) o (1)

my=n(sh @si(x) @) ®ey’) @,

where for each b € {0,1}, c§b) = (cgb% c1 k) € {0, 1}* satisfies that 0(1) =01if j € S, and for
J € S,

v _ Jb- r0) if v« =15 or 5« = x; and g; 121 = 1; or 7= =X; and ;121 = 0;
o (1—10b)-rY)  otherwise.

my, = (st (z ))@C(O)GBC()@M 2<h<n),

where for each b € {0,1}, cglb) = (cglb)17 . ’Ch,k) € {0,1}* satisfies that cgg- =0if j € Sy, and for

J € S,
NONS () if v+ € {xi, %} and €; pap = 1;
Ch.j 0 otherwise.
Decoding Dec(my,...,my,) computes z = (z1,...,2x) + @Z;l mp, and puts b = zj«. It defines
a=(ag,...,a;) €{0,1,7}* by a; := 2, if j € S, U{j*} and a; := ? otherwise. Then it outputs
g(a) € [d].

Communication Complexity Zzlzl logy |Mp| = n'k

Randomness Complexity H(R) = H(F) +n'k—1

Figure 2: Our conversion from an SSSB protocol (k,s(x), (shuffle,IT, F),j*, So, S1,9) for function
f:{0,1}" — [d] to a PSM protocol for function ff:{0,1}* — [d] (here x = (z1,...,2,) € {0,1}"
denotes an input tuple, and we put my, := Ency,(zp,7) for h € [n'])

Proof. We use case-by-case argument with respect to the j*-th component g of 7(s(x)). Let ¢ be the
number of indices h € [n/] \ {1} satisfying 02) = (@), We note that z[I;] = @h 1(ginzy) for each i € [n].

Case v;- € {0,1}: Now b’ = ~;-. For the first player’s message, we have cgl?;- = r0) if (b,1') = (0,0) or
(1,1) (i.e.,, b=1V), and c(b) =0if (b,0") = (0,1) or (1,0) (i.e., b # ¥V’). For the h-th player’s message
(2<h<n), Wehavecgz =0. Hence 6 = 1lisodd if b= (ie., b®dV ®1=1) and § = 0 is even if
b#£V (ie,b@b ®1=0), as desired.

Case v+ =x; and ¢;1 = 0: Now b’ = z[I;]. For the h-th player’s message (2 < h < n’), we have cgg =)
if 5 pxp =1, and cgg = 0 otherwise. This implies that 6’ = z[I;] = (mod 2). Moreover, for the first
player’s message, we have cglg =r0)if b =0, and cﬁ’; =0ifb=1 Henced=6+1=b+1=bpbd1
(mod 2)ifb=0,and 6 =6 =0 =0V ®1if b =1, as desired.

Case v;- =% and ;1 = 0: Now b’ = z[[;]. An argument as above implies that §' = x[I, ] =0 ®1 (mod 2).
Moreover, for the first player’s message, we have cg) =0if b = 0, and c( ) = () if b = 1. Hence
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0=0=V0l=00Vd1 (mod2)ifb=0,andd=0+1=V 1) +1=00V Dlifb=1, as
desired.

Case vj- =x; and ¢;1 = 1: Now b’ = z[[;] = z[[; \ {1}] ® 1. An argument as above implies that ¢’ =
z[L; \ {1}] =V @ 21 (mod 2). Moreover, for the first player’s message, cgb; = W) if (b,21) = (0,0)
or (1,1), and c(lljj)- = 0if (byz1) = (0,1) or (1,0). Hence, in the former case we have § = ¢’ +1 =
Voo ®1l=0bdb ®1, and in the latter case we have § =6’ =0 a1 =bD Y @ 1, as desired.

Case vj- =X; and ¢;1 = 1: Now 0 = z[[;] = z[[; \ {1}] & 21 & 1. An argument as above implies that
O =z \{1}] =V ®x; &1 (mod 2). Moreover, for the first player’s message, we have cglj; =70
if (b,21) = (0,1) or (1,0), and cgb; =01if (b,z1) = (0,0) or (1,1). Hence, in the former case we have
0=04+1=bPx; =08V $1, and in the latter case we have § = =0 @11 1 =bBV B 1, as

desired.
Hence the claim holds in any case. ]
Let b € {0,1} be the j*-th component of 7(s(z[l1],...,z[I,])). For j € [k], let J be the set of all indices

h € [n’] satisfying C;S;- @c&; = r0U), Then Lemma Bl implies that |J| = 1 (mod 2) if and only if j € S. Let
Id denote the n’ x n’ identity matrix over Fo, and let A denote an n’ x n’ matrix over Fy whose components
in the h-th row are all I’sif h € J and all 0’s if h ¢ J. Put pj, := 020; @Cg; @ ry,; for h € [n']. Then we have

(017 e 7pn’)T = (ld + A) : (rLjv s 7rn/7j)T

where (---)T denotes the transposition of a vector. Now when 71 ;,...,7, ; € {0,1} are uniformly random
and independent of each other, the vector (p1,...,pn)T distributes uniformly at random over the image
Im(ld + A) of Id + A (as an Fo-linear map (F9)™ — (F3)™ ). Then we have the following:

Lemma 4.2. In the setting above, we have Im(ld + A) = (F2)™ if |J| =0 (mod 2), and Im(ld + A) = V if
|J| =1 (mod 2), where V := {(v1,...,v,)T € (F2)" | vy + -+ + v, = 0}.

Proof. Let M; and Ms be the results of the following elementary transformations applied to Id and A,
respectively: add the last column to each of the other n’ — 1 columns. Then M; has components 1 at
the diagonal and the last row, and components 0 at the other positions; and M; has components 1 at the
positions (h,n’) with h € J, and components 0 at the other positions.

Let M{ and M} be the results of the following elementary transformations applied to M{ and MJ,
respectively: add the other n’ — 1 rows to the last row. Then M{ = Id, and the first n’ — 1 columns of M} are
the zero vectors. Moreover, the (n’,n’)-component of M} is equal to |J| mod 2. This implies that M; + M}
(which is obtained from Id + A by elementary transformations) is an upper triangular matrix with diagonal
components being (1,...,1,1) when |J| =0 (mod 2) and (1,...,1,0) when [J] =1 (mod 2). In the former
case, M1 + M} (hence |d+ A) is non-singular, as desired. In the latter case, M| + M (hence Id+ A) has rank
n’ — 1 and hence dimIm(ld + A) =n' — 1 = dim V, while Im(ld + A) C V by the shape of |d + A. Therefore
we have Im(ld + A) =V, as desired. O

By this lemma, it follows that p1,...,p, € {0,1} are uniformly random when |J| = 0 (mod 2) (or
equivalently, j & Sp), and p1,...,pn € {0,1} are uniformly random subject to p; & -+ @ p,y = 0 when
|7 =1 (mod 2) (or equivalently, j € Sp). Due to this and the following fact

m(sg @ 51(21)) ® w(53(22)) - D (s, (@) = w(s(@ll],- .., 2[1a])

used in the argument for SSFO protocols, the distribution of the tuple of messages (mq,...,my ) in the
protocol P’ with input & = (x1, ..., x,) is equal to the superposition, conditioned on 7 < F, of the uniform
distributions over the following sets, where x! := (z[I}],...,z[L,]) and 7(s(2!)) = (04, ..., 0%) € {0, 1}*:

{(m/l’ te 7m:1’) € ({Ov 1}k)n/ I

, my, = (mj, 1, ... ,7/n’h7k) for h € [n'],
D, _, m%] =0, P;_, m;%j =ojforjesS,,.
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This implies that the string o computed in the decoding algorithm of P’ coincides with the string a,r .
defined in Section Bl therefore we have g(a) = g(ay,: ) = f(z') = f/(z) by the correctness of P. Hence
P’ is correct. On the other hand, we construct the following simulator &’ for P’ by using the simulator S
for P: Given y € [d], S’ first invokes S(y) to obtain a string o = (ay,...,ax) € {0,1,?}*. Secondly, S’
puts b := o« (note that b € {0,1} by the property of the simulator S), and for each j € [k], S’ generates
(MY sy ) € {0,1}”/ uniformly at random if j ¢ S, U {j*}, and uniformly at random subject to

>0l
the fact that the distribution of S(y) for y = f/(z) = f(2!) is the same as the distribution of s, with
m + F, it follows that the distribution of &'(y) is equal to the distribution of (my,...,m, ) described above.
Hence P’ is secure.

@Z;l m;w- = a; if j € Sy U {j*}. Finally, &’ outputs (mf,...,m;,) where mj = (mj, ;,...,mj ;). Now by

4.3 Applications
4.3.1 AND Protocol

Four-Card Trick. The four-card trick [6] (see also Appendix) is an SSSB protocol for the two-bit AND
function. It is described as (4, s(x), (shuffle, IT, F), j* = 2,5y = {4}, 51 = {1}, g), which is defined as follows.
The input template is s(x) = (x1,X7,X2,%z). For 7 = (1 3)(2 4) and ¢ = (2 3), the permutation set II is
defined as II = {¢% 0 7% | a,b € {0,1}}. The probability distribution JF is the uniform distribution over II.
The output function g : {0,1,?}* — {0, 1} is a partial function defined as follows:

1 if a € {7070,1177};
g9(@) = .
0 if a € {7071,0177}.

The local decomposition of s(x) is given as follows:

S0 = (071707 1)7
31(X1) = (Xl,Xl,0,0),

s2(x2) = (0,0,x2,%2).

Construction. The shared randomness r is a tuple r = (7,71, 72), where w € II is a permutation drawn
from F, and r1 = r1,171,271,371.4, "2 = T2172272372.4 € {0, 1}4 are uniformly random bit strings with the
condition 71 2 @122 = 0. Set r = r1,1 @11 and r) = 71,4 ® 12 4. The i-th player holding x; € {0,1} first
computes ¢; € {0,1}* as follows, where 2 denotes the second component of 7(s(x)):

(0,0,0,7®)) if 45 = x; and x; = 0;
(r1,0,0,0) if v = x; and 2, = 1;
o = (r1,0,0,0) if v, = X7 and x; = 0;
(0,0,0,7®) if v = %7 and x; = 1;
(0,0,0,7®)) if 45 = xo;
(r(1,0,0,0) if v = %s.

. {(T(l),O,O,T(4)) if v5 € {x2, %2} and x5 = 1;
0 =

(0,0,0,0) otherwise.
Then, the first player computes m; = m(sg & s1(x1)) @ ¢1 © 1 and the second player computes mo =

m(s2(x2)) B ca B ry. On receiving my, mo, the referee computes z = my @ mo =: z1292324. If 20 = 0, then
the referee outputs g(707z4). If zo = 1, then the referee outputs g(z;177?).

Complexity. The communication complexity of the protocol is 8. The randomness complexity of the
protocol is 9.
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Extension. For any n’ > 1, any I, > C [n/], and any by, by € {0,1}, we also have a PSM protocol with
(4n')-bit communication for the function f’:{0,1}" — {0,1} defined as follows:

fay,xay .. xy) = <b1 D @xl> A <b2 ® @%) .

i€l i€l
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Appendix

Five-Card Trick

The five-card trick [2] is a five-card two-party card-based protocol for the two-bit AND function. It proceeds
as follows.

1. Arrange commitments to x1,zo and a helping card @ as follows:

HHEEE
Rl |

T T T2 To

2. Apply a random cut to the five cards as follows:
(Clelefe]) — [l

3. Turn over all cards. If we have @@@EE up to cyclic shifts, then the output value is 1. If we have

@@@E@ up to cyclic shifts, then the output value is 0.

Six-Card Trick

The six-card trick [4] (independently rediscovered by [10]) is a six-card three-party card-based protocol for
the three-bit equality function EQs : {0,1}3 — {0,1}. It proceeds as follows.

1. Arrange commitments to z1, 22, 3 as follows:

HEEHEE

T1 Ty T3 T, T2 Tg

2. Apply a random cut to the six cards as follows:

(Zlzzlzz]2]) — [llelzlz]z]

3. Turn over all cards. If we have ’ © H © H © H *-H*H -‘-‘ up to cyclic shits, then the output value is 0. If we
have ’ © H&H © H*H © H 4-‘ up to cyclic shits, then the output value is 1.
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Six-card Majority Protocol

The six-card majority protocol in [I2] is a six-card three-party card-based protocol for the three-bit majority
function. It proceeds as follows.

1. Arrange commitments to x1,zo, 3 as follows:

HEHHAR

r1 T1 T2 Ty Tz T3

2. Apply a shuffle (shuffle,II, F), where IT = ((1 2)(3 6)) and F is a uniform distribution over II, as

follows:
1 2 3 4 5 6 1 2 3 4 5 6 2 1 6 4 5 3

cefzfzlzle 2] - [zlzlzfzzlz) o (2] )20z ] 2] ).

3. Apply a random cut to the card sequence except the first card as follows:

Izl 2]z]) — [zlzfe]zledz).

4. Turn over all cards.

(a) Suppose that the first card is E If the remaining five cards are @@@B@ up to cyclic shifts,

then the output value is 1. If they are @ up to cyclic shifts, then the output value is
0.

(b) Suppose that the first card is @ If the remaining five cards are @BB@E up to cyclic shifts,
then the output value is 0. If they are @ up to cyclic shifts, then the output value is
1.

Four-Card Trick

The four-card trick [6] is a four-card two-party card-based protocol for the two-bit AND function. It proceeds
as follows.

1. Arrange commitments to x1, zo as follows:

xr1 T1 T2 To

2. Apply a random bisection cut to the four cards as follows:
[R|EE| - EEE

3. Apply a random cut to the second and third cards as follows:

HEENEE AR

4. Open the second card.

(a) If it is , then open the fourth card. If we have @@, then the output value is 1. If we
have @ then the output value is 0.

) If it is @ then open the first card. If we have E@ , then the output value is 0. If we have

@@ , then the output value is 1.

15



	Introduction
	Preliminaries
	Notations
	Card-based Protocols
	PSM Protocols

	PSM Protocols from Single-shuffle Full-open Protocols
	Single-shuffle Full-open Protocols
	Single-shuffle Full-open Protocols Imply PSM Protocols
	Applications
	AND Protocol
	Equality Protocol
	Majority Protocol


	PSM Protocols from Single-shuffle Single-branch Protocols
	Single-shuffle Single-branch Protocols
	Single-shuffle Single-branch Protocols Imply PSM Protocols
	Applications
	AND Protocol



