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Abstract. We introduce verifiable partially-decryptable commitments
(VPDC), as a building block for constructing efficient privacy-preserving
protocols supporting auditability by a trusted party. A VPDC is an ex-
tension of a commitment along with an accompanying proof, convincing
a verifier that (i) the given commitment is well-formed and (ii) a cer-
tain part of the committed message can be decrypted using a (secret)
trapdoor known to a trusted party.

We first formalize VPDCs and then introduce a general decryption
feasibility result that overcomes the challenges in relazed proofs arising
in the lattice setting. Our general result can be applied to a wide class
of Fiat-Shamir based protocols and may be of independent interest.

Next, we show how to extend the commonly used lattice-based ‘Hashed-
Message Commitment’ (HMC) scheme into a succinct and efficient
VPDC. In particular, we devise a novel ‘gadget’-based Regev-style (par-
tial) decryption method, compatible with efficient relaxed lattice-based
zero-knowledge proofs. We prove the soundness of our VPDC in the set-
ting of adversarial proofs, where a prover tries to create a valid VPDC
output that fails in decryption.

To demonstrate the effectiveness of our results, we extend a private
blockchain payment protocol, MatRiCT, by Esgin et al. (ACM CCS ’19)
into a formally auditable construction, which we call MatRiCT-Au, with
very low communication and computation overheads over MatRiCT.

Keywords: Lattice - Zero Knowledge - Verifiable Partially-Decryptable
Commitment - Auditable RingCT - Accountable Ring Signature

1 Introduction

Commitment schemes and accompanying zero-knowledge proofs (ZKPs) have
become crucial tools used in countless privacy-preserving protocols. For exam-
ple, they are extensively used in privacy-aware blockchain applications such as
Monero and Zcash cryptocurrencies to hide sensitive information such as user
identities and transaction amounts. In many such privacy-preserving applica-
tions, there is a need for auditability, i.e., the ability of a trusted third-party to
revoke the privacy or anonymity of the protocol, in order to catch or punish mis-
behaving entities. For instance, it is well known that the privacy features of cryp-
tocurrencies have been exploited by cyber criminals to hide their illegal financial
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activities, and some level of government oversight may be required in future to
allow such activities to be traced by law authorities. Many applications where
such an auditability feature is needed exist, including group signatures [7], fair
exchange [1], key escrow |30] and e-voting. To enable the auditability property of
the privacy protocol, we would like the protocol to use a decryptable commitment
scheme, supporting a trapdoor decryption algorithm that enables the authority
with some trapdoor to recover a message from a given commitmentﬂ At the
same time, to prevent malicious parties from escaping the auditability property,
the protocol must support a verifiable decryptable commitment, which allows
protocol parties to verify that a commitment is decryptable by the authority,
while still hiding its contents from all other parties.

A problem similar to constructing verifiable decryptable commitments has
been previously studied under the name of verifiable encryption [6] in the clas-
sical setting of DL-based and factoring-based public-key cryptography. The ap-
proach here is to use a public-key encryption scheme as the commitment (with
the secret key known to the authority), and attach to it a zero-knowledge proof
of plaintext knowledge in order to turn it into a verifiable commitment. This
approach was extended to the post-quantum lattice-based setting in [22], in-
stantiating the encryption scheme by a variant of Regev’s encryption scheme [28]
based on (Ring/Module)-LWE. We note that Regev’s encryption scheme can also
be viewed as a decryptable short message variant of the ‘Unbounded-Message
Commitment’ (UMC) scheme [3] (see Appendix|C]). Despite allowing Regev-style
decryption, UMC also has the practical efficiency drawbacks we discuss below.

The use of verifiable Regev encryption as in [22] can result in very long com-
mitments and communication overheads in typical applications. This is because
both the randomness length and commitment length of Regev-encryption com-
mitments have an additive term proportional to the dimension of the message
vector. In typical lattice-based ZKPs such as [9,/111|12,/14], the structure of the
protocol requires the prover to send commitments to a large number of messages
including masking randomness values as well as auxiliary terms, in addition to
the commitment of the ‘real’ message which needs to be decrypted by the open-
ing authority (e.g., the payment amount, or payer/payee identity in cryptocur-
rencies). The protocol also requires the prover to send masked variants of the
commitment randomness. Both those factors lead to long proofs with Regev en-
cryption commitments. To illustrate, in the MatRiCT cryptocurrency protocol
of [14], an aggregated binary proof is used (see |14, Section 1.2]) to significantly
reduce the proof length. In this proof, it is necessary to commit to individual
bits of integers by separate ring elements so that each bit can be manipulated
independently. As a result, the total message dimension in a commitment over
the underlying polynomial ring R, is in the order of several hundreds (the ‘real’
message is still a few hundreds dimensional). If one were to use a Regev-style
encryption for this commitment, the commitment alone would cost around 100-

3 We note here that our notion of a decryptable commitment is different from a trap-
door commitment. For a given commitment and a message, the latter allows a trap-
door holder to find a properly distributed opening randomness for the commitment.
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200 KB. In comparison, this commitment costs only about 13 KB in MatRiCT
thanks to the use of a compressing commitment.

To reduce the length of commitments/proofs, an alternative approach (used
in |14]) to Regev-encryption commitments is to instead use lattice-based ‘Hashed-
Message Commitments’ (HMC), where message hashing leads to a short commit-
ment dimension independent of the total dimension of the committed messages.
In HMC, message hashing is achieved by multiplying the (long) message vector
by a random ‘fat’ (i.e., compressing) matrix and one relies on the hardness of
(Ring/Module)-SIS to accomplish the binding property. However, in our con-
text of decryptable commitments, the lack of a unique decryption for such HMC
commitments (due to compression) makes them not directly suitable. Therefore,
we study HMC in the partial decryption setting where the committed message
has two parts: (i) a decryptable message (that contains the ‘real’ message the
authority wants to recover), and (ii) a non-decryptable/auxiliary message (that
contains the other auxiliary terms that need not be recovered). This way, we
can achieve both of our succinctness and (partial) decryptability goals simul-
taneously. We note that a straightforward combination of using UMC for the
decryptable part of the message and HMC for the non-decryptable message
part, although it deals with the auxiliary terms, still suffers from an overhead of
at least two commitments plus the large cost of a UMC commitment. In contrast
to HMC, the latter UMC commitment dimension over R, is linear in the mes-
sage dimension over Ry, which is over 100 in the context of MatRiCT discussed
above.

An initial attempt to overcome the above-mentioned efficiency issues of UMC-
like commitments in constructing VPDCs, was proposed in [14] Section 6.1],
where a method of incorporating a lightweight Regev-style decryption trapdoor
into an HMC commitment was proposed. However, although a promising direc-
tion to combine the best of both HMC and Regev encryption commitments, the
work of [14] does not give a full solution to the problem, as it does not address
two main technical challenges that we now explain.

Firstly, the decryption algorithm in [14] is only analyzed for honestly-created
commitments without a rigorous framework. The analysis against adversarially-
created commitments/proofs that pass the verification check, which is an impor-
tant requirement in the auditability setting of VPDCs, is missing. We recall that
for the underlying efficient ZKPs of opening for the HMC scheme we study in
this work (see, e.g., [11}/12]), the ZKP soundness only guarantees the existence
of a relared commitment opening (m,r,y) of a commitment C, satisfying the
relaxed opening relation

(yC = Comi(ym; 7)) A (y € AC) A (m € M), (1)

where y is a short non-zero relaxation factor, AC is the set of challenge differences
and M is a public message space. Observe that the message opening m is proven
to be in some set M, which is important for our analysis, and for example,
M = {0,1}" for some v > 1 for the proof systems in [11}/12,|14]. Also, note that
the relaxation factor y is unknown to the decryption algorithm as it is part of
the prover’s secret. Thus, it is not clear how one could enable such a decryption
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feature in the setting of relaxed proofs as the decryptor does not even know
what to decrypt exactly. The work by Lyubashevsky and Neven [22] addresses
this problem in the setting of verifiable Regev encryption. Particularly in [22],
it is shown that choosing a random ¥ from the set of possible relaxation factors
is in fact a good way to go, and the expected running time for their decryption
algorithm is shown to be proportional to the number of random oracle queries
made by the prover to generate the protocol transcripdﬂ However, this result
is specific to the Fiat-Shamir (FS) protoco and the Regev-style decryption
described in [22].

A second technical challenge in constructing an HMC-based partially de-
cryptable commitment following the approach of [14] is that even if a suitable
relaxation factor y is known by the decryption algorithm, decrypting the commit-
ment with the Regev-style trapdoor key does not directly yield the decryptable
message, but reveals a noisy inner-product (over the underlying polynomial ring
R,) of the message with a known random vector a, of the form (ya, m) + e for
some short noise term e (and y the relaxation factor). This leaves the question
of how to efficiently recover the message m from this noisy information. The
work of |14] addressed this issue only for small message spaces (and honestly
generated commitments) by performing an exhaustive search over all possible
messages, which is very restrictive and computationally expensive. How to make
decryption work efficiently for exponentially large message spaces and guarantee
the decryption soundness even against adversarially constructed commitments
having such a relaxed opening has since remained unaddressed.

1.1 Owur Contributions

Verifiable Partially-Decryptable Commitments. In this work, we first for-
malize the notion of a Verifiable Partially-Decryptable Commitment (VPDC),
which is closely related to proofs of plaintext knowledge and verifiable encryp-
tion. In particular, a VPDC extends a commitment scheme C and a matching
Non-Interactive Zero-Knowledge Proof (NIZK) X of opening for C by adding a
trapdoor key generation algorithm CAddTd and a matching decryption algorithm
CDec for C. The VPDC ensures that any valid commitment-proof pair (C, 7) can
be (partially) decrypted using the (secret) trapdoor td output by CAddTd.

The above notion is similar to verifiable encryption except that C' is not
an encryption, but rather a commitment. The differences, as pointed out in
the introduction, are as follows. First, a commitment scheme in general allows
for a more succinct encoding of a message (i.e., can be compressing unlike an
encryption) and is readily compatible with many existing proof systems (see,
e.g., [2,13,[11H14]), hence has a matching NIZK already available. Second, in a
VPDC, there are two message spaces: (i) a decryptable message space D, whose
elements can be committed and recovered in decryption, and (ii) an auziliary

* We refer to [22] for methods that can be used to restrict an attacker from making a
lot of random oracle queries.

5 We call a public-coin proof made non-interactive via the Fiat-Shamir transformation
as a Fiat-Shamir (FS) protocol.
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message space U, whose elements can be used to create a commitment, but are
not decryptable. As a result, a VPDC eliminates the need for an additional
set of requirements due to an encryption scheme, avoids potential compatibility
issues and enables partial decryption while still permitting a succinct encoding
of the whole message (together with additional auxiliary terms). We therefore
believe VPDCs can serve as an important building block in constructing efficient
cryptographic schemes supporting accountability, such as group signatures, fair
exchange protocols, key escrow and e-voting.

Generalized analysis of decryption feasiblity for relaxed ZKPs. To ad-
dress the first main technical challenge of handling relaxed ZKPs in decryption of
VPDCs, we show how to abstract and generalize the decryption algorithm of [22]
that works only for the specific Regev-based (UMC-like) encryption considered
therein, to design an efficient decryption algorithm for any VPDC satisfying a
few natural properties. In particular, the expected number of iterations until the
decryption function terminates is about the number of random oracle queries
made by the prover in generating the transcript to be decrypted as in [22]. Our
general result is applicable to any VPDC whose underlying NIZK is derived via
the Fiat-Shamir transform in the random oracle model from a Sigma protocol
satisfying a variant of special soundness that is satisfied by all known instantia-
tions of such Sigma protocols.

A novel gadget-based Regev-style decryption for HMC. Building on
the above general foundations, we construct a VPDC extending one of the most
commonly used lattice-based commitment schemes, namely HMCEL For example,
the HMC scheme is an integral part of one of the most efficient post-quantum
ring signatures and set membership proofs in [13], arising from [11,[14], as well
as sublinear-sized arithmetic circuit satisfiability proofs in [2].

In particular, to address the second main technical challenge, we introduce
an HMC-compatible trapdoor decryption method that works even when the de-
cryptable message opening is proven to be in a set of exponential size (such
as 2256). We analyze this method in the setting of adversarially-created VPDC
outputs and provide decryption soundness guarantees. As opposed to the trap-
door decryption of [14], where the trapdoor decryption yields (ya,m) + e for
a random vector a, small noise e and relaxation factor y (which is hard to de-
crypt), our new Regev-style partial trapdoor embeds a structured ‘gadget’ vector
tg in place of a in the HMC submatrix corresponding to the decryptable mes-
sage. With this, trapdoor decryption of a commitment yields ty(g, m) + e for
a ‘large’ integer , which is efficiently decryptable by exploiting the structure
of the gadget vector tg using a rounding procedure similar to standard Regev
decryption. The runtime of our new trapdoor decryption is polylogarithmic in
the message space size |D| and we prove that it works correctly even against
adversarially-generated commitments and ZKPs, as long as the system modulus
q is sufficiently large and the message is proven to be a part of a decryptable
message space D.

5 This distinguishes our VPDC construction from the verifiable encryption scheme
of [22], that extends a UMC-type commitment scheme.
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Table 1. Comparison between MatRiCT [14] and MatRiCT-Au (this work).

Anonymity level 1/10 1/100
# of inputs — # of outputs| 1 — 2 2—2 1—2 2—2
Proof MatRiCT [14] 93 110 103 120
Size MatRiCT-Au 96 113 106 123

Spend / Verify] MatRiCT [14][] 242 / 20] 375 / 23] 360 / 31] 610 / 40
Runtimes |MatRiCT-Aul|| 233 / 21| 414 / 25| 402 / 33| 654 / 42
Parameters | MatRiCT [14]][PK Size: 4.36 KB [Moduli: < 2°%°

MatRiCT-Au||PK Size: 4.36 KB [Moduli: < 2°5-3

Our lightweight Regev-style ‘partial trapdoor’ also avoids the heavyweight
machinery of ‘full’ lattice trapdoors a-la |24], and still supports SIS-style HMC
commitment, compatible with efficient ZKP techniques used in [11}|14]. Using
the ‘full’ trapdoors in [24] in our commitments (with ternary coordinate trap-
door vectors) requires SIS matrices with n rows and m > nlogg columns over
the underlying ring, while the ‘partial trapdoor’ commitments we use, m = 2n
columns are sufficient (still with ternary coordinate trapdoor vectors). We save
a significant factor ~ log ¢ in both public parameter length and the length of
masked messages in the ZKP protocol, for the same security level.
MatRiCT-Au: Auditable RingCT based on standard lattice assump-
tions. As an application of our compact lattice-based VPDC, we show how it
can enable an extension of the lattice-based RingCT-like private cryptocurrency
protocol MatRiCT [14] easily and efficiently into an auditable variant we call
MatRiCT-Au, where an auditor with access to a (secret) trapdoor can revoke
the anonymity of certain users (e.g., in case of misbehaviour). The auditability
feature can be optional (i.e., each user individually decides whether and by whom
she wants to be audited) or enforced by a simple public check. Our construction
allows adversarially-generated transactions to be audited, whereas, in [14], the
discussion about auditability is incomplete, as the decryption method given there
may fail in the adversarial transaction setting, potentially allowing adversaries
to avoid auditability. Furthermore, the proposal in [14] requires an exhaustive-
search-based approach while we can very efficiently run Audit function over
a message space of size > 2!28. To analyze auditability formally in confidential
transactions, we also extend the formal model for RingCT-like protocols in [14] to
add the auditability property and prove formally that MatRiCT-Au is auditable.
We compute concrete parameters for MatRiCT-Au and present implementation
resultd’] Our evaluation demonstrates the practicality of MatRiCT-Au, and in
particular there are very little communication and computation overheads intro-
duced over the original MatRiCT protocol [14] as shown in Table 1] (see Table
in Appendix [E[ for more run-time results).

We believe that our new techniques will find further applications in the set-
tings where accountable anonymity is desired. Particularly, our extension of

" The source code of our MatRiCT-Au implementation is available at https://
gitlab.com/raykzhao/matrict_aul
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HMC into a VPDC with soundness against adversarially-created outputs ex-
tends the group (or accountable ring) signature in |14] so as to enable efficient
anonymity revocation (i.e., opening of a group signature) against cheating sign-
ers. Interesting research directions from here would be, for example, to design
efficient post-quantum e-voting, auction and anonymous credential schemes by
exploiting the accountable anonymity provided by our VPDC.

1.2 Our Results and Techniques

A novel gadget-based Regev-style decryption for HMC. Suppose that
we work over a cyclotomic ring R, = Z4[X]/(X% + 1), and have a binary secret
vector b € {0,1}" C Ry that forms the decryptable message to be recovered in
decryption. As explained above, in a typical application protocol, we commit to
this message b together with a non-decryptable message u as C' = Com. (b, u; 7)
under some commitment randomness . The application protocol also proves
knowledge of a relazed opening of C (i.e., knowledge of (y,b’,u’,r’) such that
yC = Comi,(yb',w'; ') and b’ € {0,1}). For simplicity, let us consider the case
y = 1. After dealing with this case, we will discuss how we lift the restriction of
y = 1 using our generalized decryption analysis results from Sec. [

The HMC commitment we use has the form C = Com.; (b, u; ) = Ar+Bb+
Cu and we recover the decrypted message as an element of R; for some ¢ > 1.
To allow trapdoor decryption of b, but not r and u, our trapdoor key generation
algorithm embeds a Regev-style ‘gadget trapdoor’ into the last row tg of matrix
B and a Regev-style ‘error trapdoor’ into the last row tg (resp. tg) of matrix A

!/
(resp. C). That is, for the ‘gadget trapdoor’ matrix, we have B = (?) with
B
‘gadget trapdoor’ row tj = s''B + ey +1tg', where t = |g/t], ep is a short
error, s’ is a random secret, and g is a ‘gadget’ vector with coordinates of the
form (2°X7);<; j<q where 27 < t. While for the ‘error trapdoor’ matrices, we
!/ !
have A = (%) and C = <%> with ‘error trapdoor’ rows ¢ = A+ e}
and tj = s''C' + el,, where e4, ec are short errors. Let sT = (—s'",1) be the
trapdoor. We remark that in the prior work [14], the matrix B was a random
SIS matrix with no decryption trapdoor, which led to an inefficient exhaustive
search decryption over the message space.

Now, it is easy to observe that C’ := (s,C) = e+(tg,b), where e := ({ea,r)+
(ep,b) + (ec,u)) is a small error. Thanks to the structure of the gadget vector
tg", the integer coefficients of (fg,b) are multiples of the large integer # and
encode the bits of the decryptable message b in their binary representation.
Thus, b can be recovered from C’ in the decryption algorithm by rounding out
the small error term e to a multiple of ¢ and performing binary decomposition,
whereas the non-decryptable message/randomness u,r only contribute to the
error term e.

To apply our gadget-based Regev-style decryption for HMC to adverserially-
generated commitments with a relaxed proof of opening, we apply the general
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result of Theorem [I] To apply the latter theorem, we give a generalized decryp-
tion algorithm for our Regev-style HMC trapdoor and analyse (in Theorem
in Sec. its correctness and soundness against (i) ‘false rejection’ decryp-
tion errors (where the algorithm fails to recover a decryptable message opening,
even though the latter exists), as well as (ii) ‘false acceptance’ decryption er-
rors (where the algorithm recovers a different decryptable message than the
one in the valid opening), respectively. For (i), to recover the decryptable mes-
sage b even for adverserial commitments C' with a non-trivial relaxed opening
yC = Comc(yb, u; r) with some short relaxation factor y, our decryption al-
gorithm recovers y{(g, b) mod ¢ after rounding (s, yC) to a multiple of ¢, and we
rely on invertibility of relaxation factors y mod ¢ to recover b. For (ii), we show
that a mildly larger choice of modulus ¢ than needed for (i) guarantees that in-
correct (non-unique) decryptable messages are never returned by our decryption
algorithm, even with adverserial commitments/proofs and relaxation factors y.
We remark that the high-level structure of our HMC gadget-based Regev-
style decryption trapdoor is similar to the full LWE inversion trapdoor of [24],
but there are several important technical differences due to our HMC setting that
are crucial to our scheme’s efficiency and security. First, our use of the gadget
during decryption is in some sense ‘dual’ to its use in [24]: in the LWE inversion
problem considered in [24], the LWE secret s is assumed to be uniformly random
mod ¢ (rather than ‘short’), so that trapdoor decryption yields ¢ = G-s+e¢’ for a
gadget matrix G and short error vector €’. Here, to efficiently recover the ‘large’
coordinate secret s from ¢, the gadget matrix G is constructed to have loggq
powers of 2 (up to ¢/2) along each of its columns so that the mapping s — G- s
effectively performs bit decomposition of the coordinates of s. This approach
erpands the dimension of s by a factor logq to allow recovery of each bit of
each coordinate of s from the corresponding row of G's. Whereas in our ‘dual’
HMC decryption algorithm, the decryptable message s is binary (and hence
‘short’), so that when our trapdoor decryption similarly yields ¢ = G - s + €/,
we can choose the gadget matrix G = g to have powers of 2 along its row so
that the mapping s — G - s performs binary reconstruction of integers whose
bits are the coordinates of s. Our approach compresses the dimension of s to
a single element over the underlying ring, and minimises the dimension of the
underlying matrices/commitments. Hence, our algorithm can also be viewed as
a more efficient inversion trapdoor for LWE in ‘dual’ knapsack form (¢ = Bb for
‘short’ b and ‘fat’ B) rather than the more usual ‘primal’ form (¢ = As + e for
‘short’ e and ‘tall’ A) addressed in [24]. A second difference from [24] is our use
of error trapdoors for the HMC submatrices corresponding to non-decryptable
message/randomness. And thirdly, as outlined above, our decryption algorithm
analysis handles the adverserial commitment case with relaxed opening proofs,
whereas [24] only analyses decryption for honestly created LWE samples.
MatRiCT-Au application. To show the usefulness of our novel decryption
method in practice, we apply it in the setting of MatRiCT [14]. In MatRiCT, a
commitment B encodes (i) an index in binary form that identifies the real user
creating the transaction, and (ii) the bits of the transaction amount. Therefore,
we can apply our novel decryption method to decrypt this commitment. Overall,
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in addition to revoking the anonymity, we can enable an auditor to recover the
hidden transaction amount. This is similar in spirit to traceable range proofs [19]
(though the techniques are completely different).

Recently, a newer version of MatRiCT was published in [13]. Our techniques

apply also to this newer version, called MatRiCT™, and the overhead of extend-
ing MatRiCT™ to support auditability is just an increase of about 20% in proof
size. We discuss further details in Appendix [G]
Organization of the paper. Section [2] covers preliminaries. We introduce the
formal definitions of a VPDC in Section [3] Our generalized analysis of decryption
runtime for relaxed ZKPs is introduced in Section [4 Then, in Section [5} we
provide, along with the ordinary HMC scheme, the details of our new lattice-
based VPDC, its decryption algorithm, and its adversarial soundness and run-
time analyses. We discuss how VPDC can be used to construct MatRiCT-Au in
Section [6]and, due to limited space, provide the full details relating to MatRiCT-
Au in the appendices. Particularly, our extended formal model for RingCT-like
protocols and the full description of MatRiCT-Au (including parameter setting
and implementation details) are deferred to Appendices D] and [E] respectively.
The security properties of MatRiCT-Au are discussed in Appendix

2 Preliminaries

For an odd modulus g, the ring of integers modulo ¢, Z, = Z/qZ, is repre-
sented by the range [fq;—l, q;—l] To denote column vectors and matrices, we
use bold-face lower-case letters such as @ and bold-face capital letters such as
V, respectively (hence, = denotes a row vector). (z,y) is used to denote con-

catenation of the two vectors & and y to form a single longer vector. For a

vector & = (g, ...,y 1), we define the following norms ||z|| = /31" 22,

lz|l.. = max; |z;| and |||, = leol |z;|. When considering a norm of a poly-
nomial f, we define the same norms on the coefficient vector of f. For a vec-

tor f = (fo,...,fs—1) of polynomials, we further define | f|| = Zj:_g FAR

£, = Zf:_ol Ifill,s 1 fll. = max; | fi]l... The Hamming weight of the (con-
catenated) coefficient vector of f is denoted by HW(f). U(S) denotes uniform
distribution on a set S.

We use capital letters such as C to denote commitments, and write S¢*
when a total of kd coefficients are sampled from a set S in order to generate k
polynomials in R = Z[X]/(X< + 1) of a power-of-2 degree d. Sg denotes the set
of polynomials in R, where each coefficient has an absolute value bounded by
BeZ".

2.1 Security Assumptions

In our applications, we use a commitment scheme whose security relies on the
following well-known lattice problems.
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Definition 1 (M-SIS,, ;4 55)- Given A < Ry*™ sampled uniformly at ran-
dom, the Module-SIS (M-SIS) problem asks to find a short ® € Ry* such that
Az =0 over Ry and 0 < ||| < Bsis.

Definition 2 (M-LWE,, ,,, , 8). The Module-LWE (M-LWE) problem asks to
distinguish between the following two cases: (i) (A, As +e) for A < R, a
secret vector s <= Sj and an error vector e < SiF, and (ii) (A, t) for A < R**"
and t < Ri".

It is known that the secret s can equivalently be sampled from U (Ry;).

2.2 Zero-Knowledge Proofs

A Relaxed NIZK ¥ = (K, P,V) for relation R, and its relaxed counterpart R,
with R, C R] (parameterized by a common reference string o) and their corre-
sponding languages L, = {u: Ir s.t. (u,r) € R} and L = {w: Ir s.t. (u,r) €
R} respectively, consists of the following algorithms (here, v denotes a language
member and r denotes a witness):

o < K(1") : is the PPT common reference string generation algorithm of X that
outputs a common reference string o.

7 < P*(o,u,7) : is the PPT prover algorithm of ¥ that, given a common refer-
ence string o, access to a random oracle H and a language member v and a
witness r with (u,r) € R,, outputs a proof 7.

0/1 < V*(o,u, ) : is the PPT verification algorithm of ¥ that, given a common
reference string o, access to a random oracle H and a language member u
and proof 7, outputs 0 (invalid) or 1 (valid).

We remark that our lattice-based constructions regard the commitment key as
part of the CRS o (a similar issue arises in both DL-based Pedersen and lattice-
based commitments). We refer to Appendix for the standard definitions of
completeness, soundness and zero-knowledge for NIZK proofs.

Our VDPC construction is based on a NIZK obtained using the Fiat-Shamir
(FS) transform [15] applied to an interactive Zero-Knowledge Sigma protocol
Y, = (K|, Py, V)) for relations R,, R, (parameterised by a common reference string
o) with a challenge space C and public-private inputs (u,r) with same notations
for relations as above. We refer to Appendix for the standard definitions
of completeness, special soundness and honest-verifier zero-knowledge for Sigma
protocols. The FS heuristic transforms ¥ into a NIZK using a random oracle H,
by letting the prove algorithm compute the verifier’s challenge from the common
reference string o, public input u, and commitment message w, setting x =

H(o, u,w).

2.3 Commitment Schemes

A commitment scheme C = (CKeygen, Commit, COpen) consists of three algo-
rithms:
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pp = (ck, M, R) +— CKeygen(1*) : is a PPT key generation algorithm returning
pp containing a commitment key ck and descriptions of message space M
and randomness space R. Note pp is an implicit input to the remaining
algorithms.

(C,0) <~ Commit(m) : is a PPT commitment algorithm which for message m €
M, outputs a commitment C' to m together with an opening o.

0/1 <~ COpen(C,o0) : is a deterministic poly-time opening algorithm that given
commitment C' and opening o, checks whether o is a valid opening of C.

An opening o of a commitment is a tuple containing a message m, randomness

r, and possibly also relaxation factors used by the opening algorithm (e.g., the

relaxation factor y used in the lattice-based HMC commmitment in Sec. [5.1)). We

write m(o) to denote the message part of opening o. We refer to Appendix for

standard definitions of correctness, hiding and binding properties of commitment

schemes.

3 VPDC: Verifiable Partially-Decryptable Commitments

A VPDC is an extension of two building blocks: (1) a (non-decryptable) com-
mitment scheme C, and (2) a NIZK relaxed proof of opening protocol ¥ for C.
The VPDC adds a new trapdoor key generation algorithm CAddTd to embed a
hidden partial decryption trapdoor td in the commitment key of C, such that
with this trapdoor, efficient partial decryption of commitments accompanied by
a valid relaxed proof of opening is possible, using the VPDC’s partial decryp-
tion algorithm CDec. In particular, for VPDC, we view the commitment scheme’s
message space M as the product of two sets D and U, where D is the decryptable
message space and U is the auziliary message space. For a commitment opening
o, we let (o) denote the decryptable message part of o.

Formally, a Verifiable Partially-Decryptable Commitment scheme VPDC =
(C, X, CAddTd, CDec) consists of a (non-decryptable) commitment scheme C =
(CKeygen, Commit, COpen) with message space M = D x U (the decryptable
message space D and auxiliary message space U respectively), and a matching
NIZK relaxed proof of opening protocol ¥ = (K,P,V) for C, a trapdoor key
generation algorithm CAddTd and a partial decryption algorithm CDec.

We say that the underlying NIZK ¥ is a matching NIZK relaxed proof of
opening for C if:

— On input 1%, the CRS generation algorithm K returns a CRS of the form o =
(pp, 0’), where pp = (ck, M, R) is C’s public parameters pp <~ CKeygen(1*).
(i.e. X has pp in its CRS).

— X satisfies the completeness, soundness and zero-knowledge properties in
Def. [6] with respect to the following commitment opening relations Rc ,, C
R/C,pp (parameterised by the commitment key pp from the CRS):

Repp = {(C,0) : I(m,r) € (M x R) with (C,0) = Commit(m;r)}
and

L CREOPM . ((C)0) : COpen(C,0) =1}.

Cpp = "C,pp
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In addition to the algorithms (CKeygen, Commit, COpen) of C and the algo-
rithms (K, P,V) of £, VPDC adds two new algorithms to enable decryptability,
with the following syntax:

(ck',td) <~ CAddTd(ck, D,U) : a PPT algorithm that on input a commitment
key ck and a description of the decryptable and auxiliary message spaces D
and U such that M = D x U, outputs a ‘trapdoored’ commitment key ck'
and a partial decryption trapdoor td.

i <+ CDecy(C, 7) : is a probabilistic algorithm that on input a commitment C'
with a corresponding proof m and a trapdoor td, outputs a message u’ € D.

We now list several additional properties for a VPDC, all of which are enjoyed
by our construction:

Succinctness: The bit length of the commitment should depend only poly-
logarithmically on the bit length of the auxiliary mossagcﬂ

Additive Homomorphism: The commitment message and randomness spaces
are subsets of modules with operations (+,-) over some underlying scalar
ring R, the commitment space is a subset of a module with operations
(®,®) over R, and there exists a set S C PR of scalars, such that for
all messages mi,my € M, randomness r1,79 € R and scalar a € S, we
have C = a ® C; & Cy for (C,:) := Commit(a - m; + mo;a - 11 + 72),
(C1,-) := Commit(my;71) and (Cs,-) := Commit(ma; 7).

Small Integer Decryptable Message Space: The decryptable message space
D C R is of the form D := Zy, where Zg C Z is a set of integers of small
maximum absolute value B = A°)| and v is the decryptable message di-
mension over the underlying scalar ring fR.

The succinctness property is essential for the efficient application of our
VPDC in ZKPs. For our concrete VPDC construction, U is a much bigger set
than D. Thus, one can commit to auxiliary terms together with the target mes-
sage to be decrypted under a single succinct commitment to save significant
communication thanks to the commitment’s compression feature (which is not
available in encryption-based commitments). Here, we stress that partial decryp-
tion (as opposed to full decryption) is an important feature, not a drawback. If
we required full decryption, then we would not be able to achieve succinctness.
Similarly, the additively homomorphic property is needed to support efficient
(e.g., ‘Schnorr-like’ [29]) ZKPs that rely on this property. Note that such a
homomorphism is needed also for the non-decryptable message parts. This pre-
cludes a simple VPDC solution that would commit by hashing the auxiliary
message part with a non-homomorphic collision-resistant hash function. The
‘Small Integer Decryptable Message Space’ property is required to efficiently
support certain classes of ZK proofs needed in applications, such as the binary
proofs, range proofs and 1-out-of-N proofs in [11}/14}|17]. Here, the fact that the
message coordinates are integers, rather than general ring elements, allows for
independent manipulation of the committed decryptable message coordinates

8 Note that succinctness cannot be achieved for the decryptable message.
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(e.g., for computing an integer vector inner-product or independent evaluation
of a quadratic function on all message coordinates) as needed in the verification
of such ZK proofs. Their smallness bound (size B = A\°")) allows the length of
such proofs to be kept short.

It is important to note that our VPDC model allows all of the following three
properties together within the same environment:

— one can commit to any message in M, where decryption is (computationally)
infeasible. Such commitments are simply ordinary commitments and in this
case, the commitment key ck should be used.

— one can commit to any message p in D together with an auxiliary message
in U, where recovery of p is possible using td. In this case, the commitment
key ck* should be used.

— one can commit to any message in M, where decryption is not necessarily
needed. Here, both commitment keys ck or ck'® can be used and commit-
ments created this way are easily compatible with the rest of the protocol.

We require that C satisfies the standard correctness, hiding and binding prop-
erties of commitment schemes in Def. [§/in Appendix[A-2] Furthermore, we recall
that NIZK proof X is required to be a matching NIZK for C (see above), and so
satisfies the completeness, (relaxed) soundness and zero-knowledge properties in
Def. |§| in Appendix for relations (Rc pp, R¢ ,,) defined above.

In addition, as a partially-decryptable extension of a given commitment
scheme C and matching ZK proof ¥, we would like the VPDC’s trapdoor key
generation algorithm for C to preserve the functionality and security properties
of C and X. Accordingly, we say that C (resp. X) satisfies the VPDC' trapdoor
key variants of correctness, hiding, and binding properties for C from Def. [§] (re-
spectively, the trapdoor key variants of completeness, (relaxed) soundness and
zero-knowledge for ¥ from Def. @ if the properties are still satisfied when the
commitment key generation calls pp = (ck, M, R) + CKeygen in C (resp. its
call in K of ¥) are followed by the trapdoor commitment key generation calls
(ck' td) + CAddTd(ck) and pp’ = (ck*, M, R) replaces pp. For ease of refer-
ence, we define from hereon (ck',td, M, R) + CKeygenTd(1*) as the function
that runs (ck, M, R) < CKeygen(1*) and (ck*, td) <~ CAddTd(ck), and returns
(ck*,td, M, R). The following commitment Key Indistinguishability property
for a VPDC suffices for this purpose (see Proposition .

Key Indistinguishability. A VPDC scheme is said to satisfy key indistin-

guishability if any PPT adversary A wins the following game with probability

1/2 + negl(\):

1. ppo = (ck, M, R) < CKeygen(1?),

2. pp1 < (ck*, M, R), where (ck', td) «+ CAddTd(ck).

3. b& {01},

4.V < A(pps).

5. A wins the game if b’ = b.

The following proposition is immediate from the fact that the trapdoor key
td does not appear in the view of the adversary in the security games defining
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the trapdoor key variants of the C and ¥ properties. Therefore, by key indistin-
guishability, any attack against the VPDC trapdoor key variant properties of C
(resp. ) would imply a corresponding attack contradicting the assumed (non
trapdoor key variant) property of C (resp. X).

Proposition 1. If a VPDC scheme VPDC = (C, X, CAddTd, CDec) satisfies key
indistinguishability, then C (resp. ¥ ) satisfies the VPDC trapdoor key variants
of correctness, hiding, and binding properties for C from Def. @ (respectively,
the VPDC trapdoor key variants of completeness, (relazed) soundness and zero-
knowledge for ¥ from Def. @)

In some applications, it is desirable to strengthen the binding requirement for
the VDPC so it holds even against attackers that are given the partial decryption
trapdoor key td (e.g. in our blockchain application as we do not want auditors
to create fake proofs). We call this requirement trapdoor-binding.

Trapdoor-Binding. A VPDC is (computationally) trapdoor-binding if, for
(pp,td) < CKeygenTd(1*), the following probability (over the randomness
of PPT A and CKeygen) is negligible

Pr[(C,0,0") < A(pp,td) : m(o) # m’(o) A COpen(C,0) = COpen(C,0) = 1].

We capture the decryptability requirements for VPDC by the Decryption
Soundness and Decryption Feasibility properties defined as follows.

Decryption Soundness. A VPDC scheme is said to satisfy Decryption Sound-
ness if any PPT adversary wins the following Exp:Soundness game with
negl(\) probability.

1. P:=(ck%,td, M,R) <+ CKeygenTd(1")
2. (C,m) + A(P),
3. b+ Vckm(C', ﬂ'),
4. 1/ + CDecyy(C, ).
A wins the game if b = 1 and one of the following conditions holds
(i) There exists no opening o such that COpen(C,0) =1, or
(ii) There exists an opening o such that COpen(C,0) =1 and pu(o) # p’.

Decryption Feasibility. A VPDC scheme is said to satisfy Decryption Fea-
sibility if, for any o > 1 and any PPT adversary A, if b = 1 in Step 3 of
game Exp:Soundness above, the running time of CDecy(C, ) in Step 4 of
game Exp:Soundness is at most « - T4 - poly()), except with probability
<1 4 poly (£4), where T4 is the runtime of A.

Remark 1 (Decryption Soundness). The decryption soundness property captures
the informal requirement that it should be infeasible for an attacker to output a
maliciously-created commitment and proof (C,7) that passes the V verification
check, but where C' cannot be decrypted into the correct decryptable message
1 using the trapdoor decryption algorithm CDecyy. The latter may occur either
because of the non-existence of a decryptable message opening (case i), or be-
cause of the existence multiple decryptable message openings that may cause a
‘false accept’ decryption error (case ii).
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Remark 2 (Decryption Feasibility). The decryption feasibility requirement cap-
tures the property that the decryption algorithm does not run for ‘too long’.
Here, a too long decryption time corresponds to exceeding the attacker run-
time by a super-polynomial factor. Jumping ahead to our construction, similarly
to [22], this attacker time corresponds to the number of queries made by the at-
tacker to a certain random oracle. Such a runtime as given in our decryption
feasibility definition (arising from our results generalizing those of [22]) is cur-
rently the best one can achieve for relaxed proofs, where the relaxation factor is
unknown to the decryptor.

There are examples of VPDC-like constructions in the literature satisfying
some but not all of our desired properties. For example, the proofs of plaintext
knowledge in general are an example, where the commitment is an encryption
scheme and U = (). For a lattice-based construction, one may see the discussions
in [22, Section 3.3] and [9]. The “extractable” commitment scheme in [14] is
another (weaker) example, where the decryption soundness holds only against
honest provers and decryption runtime is linear in |D|. The main motivation for
our VPDC notion is that we want the additional properties of succinctness (i.e.,
C should be compressing, which is not possible for encryption) and decryption
feasibility and soundness against cheating provers. These properties are achieved
by our concrete construction VPDCymc (Section .

4 Generalized Decryption Feasibility for Relaxed Proofs

In this section, we study the decryption algorithms for relaxed NIZK proofs and
show a general result on the Partial-Decryption Feasibility of any VPDC in which
the underlying NIZK ¥ is derived from a suitable interactive Sigma protocol ¥
using the Fiat-Shamir (FS) transform. Our result generalizes previous results
of [22]. The discussion is kept abstract in this section to preserve the generality
of our results. Our concrete lattice-based instantiation of decryption algorithms
is given in the next section.

The questions we focus on are as follows. If one is given a valid transcript
tr = (C,w, z, z) for * and a trapdoor td that enables recovering a message from a
well-formed commitment of the form C' for an unknown relaxed opening factor
Z (also known as a relaxation factor) and a known commitment C, how should
one precisely design the overall decryption algorithm? Moreover, what is the
expected number of iterations until the decryption algorithm terminates?

To answer these questions, we prove the general result in Theorem [I] below
for the generic decryption algorithm given in Algorithm [I] This approach first
allows us to put our decryption methodology into a general framework. Then,
we identify the connections between the components of Algorithm [If that must
be satisfied so that the decryption runs in polynomial time. As the result can be
applied to any suitable functions F, Rec, V' in Algorithm we can use this result
to analyze the run-time of different decryption methods. Besides the Partial-
Decryption Feasibility, there is, of course, also the Partial-Decryption Soundness
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aspect that depends on the concrete instantiation of CDec, which will be analyzed
in the next section.

Our Partial-Decryption Feasibility result applies to VPDCs in which the un-
derlying NIZK X is derived via the FS transform from an interactive Sigma
protocol with the following mild variant of the special soundness property, that
we call existential special-soundness. This property relaxes the standard PPT
efficiency requirement for extractor £, but requires that the extracted witness
contains a component (relaxation factor = x —2’ in Schnorr-like protocols) de-
pending on only the two input transcript challenges via a poly-time computable
function F' (the latter syntactic requirement is used in our decryption compat-
ibility definition below). Therefore, the existential special-soundness is directly
implied by the standard special-soundness property for a large class of known
Schnorr-like Sigma protocols, in which £ is efficient, and F(z,2') = = — a'.

Definition 3 (Existential Special-Soundness). We say that a Sigma pro-
tocol X = (K, P, Vi) for relations Re pp, R/c,pp (parameterised by a common ref-
erence string pp) with a challenge space C and public-private inputs (C,0) (see
Def. @, satisfies existential special-soundness if the following holds.

e Existential special-soundness: There exists an extractor £ and a deter-
ministic poly-time algorithm F such that, given (pp,c’) < Ki(1*) and two ac-
cepting protocol transcripts tr = (C,w, x, z) and tr' = (C,w, ', 2") with x # ',
computes an extracted witness of the form 6 = (Z,0") where & = F(x,x'), sat-
isfying (C,0) € Re ,, with probability 1 —negl(\) over the choice of o.

The following definition captures the properties of a decryption algorithm
CDec that are sufficient to ensure it terminates in feasible time, if the underlying
Sigma protocol ¥ satisfies existential special-soundness.

Definition 4 (Compatible CDec). Let VPDC = (C, X, CAddTd, CDec) with ©
a matching NIZK relaxed proof of opening for C, and L is obtained from a Sigma
protocol X| using the Fiat-Shamir transform.

We say that CDec is compatible with ¥ if it satisfies the following properties:

P1: CDec has a structure as in Algorithm (1, where Rec is a PPT algorithm.

P, : On input td (generated by running (ck*,td, M, R) <+ CKeygenTd(1*)) and
any tr, if, for some loop iteration, Step@ of CDec computes a “good” T (such
that there exists an opening of the form © = (z,0') satisfying (C,0) € R¢ ),
then CDec terminates in this loop iteration, i.e. Rec recovers a message m'

deemed “valid” by V'(m') = 1.

The function Rec in Alg. [1]is a procedure that recovers the message from a
well-formed commitment and will be instantiated depending on our decryption
method. One may imagine it being similar to the decryption of Regev encryption
scheme. However, the Rec function always returns a message m’ that may simply
be useless. Therefore, there is an additional check V' to make sure that the given
message is “valid” (where “valid” is protocol-dependent).

Theorem [I| below shows that the only task required to use our results is to
design a compatible decryption algorithm as in Def. [4| (as existential special-
soundness is implied by special-soundness). In essence, this task itself reduces to
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Algorithm 1 CDecyy(tr)

INPUT: tr = (C,7 = (w, z, 2)) X, protocol transcript; td trapdoor
OUTPUT: (m/,z") such that V'(m’) = 1 for some validity check V'

1: loop

2 o &c > Choose a random challenge
3 z=F(z,) > F(z,2') = x — 2’ for 2-sound FS proofs
4: m’ = Rec(Z, tr, td) > Tries to decrypt a well-formed commitment
5: if V'(m') =1 then > Check if the recovered message is “valid”
6: return (m’, z’)

7 end if

8: end loop

making sure that the message recovery algorithm Rec returns a “valid” message
from any given “good” T for the relaxed relation RIC,pp‘ In the next section, we
will show how our VPDC allows the recovery of the same message used to create
the proof transcript.

To make it easier to read Theorem ] let us interpret it in the case of ‘Schnorr-
like’ F'S proofs that work as follows. For a homomorphic commitment Com (we
use additive notation as it is the case in the lattice setting), let C' = Com(r) be
an input commitment whose opening the prover wants to prove knowledge of.
The prover computes a ‘masking’ commitment w = Com(p) for some masking
value p. Then, she computes a challenge 2 + H(pp, C, w), followed by a response
z = p+x-r, where r is the prover’s witness. The verification V in this case checks

wtz-C = Com(z). It is easy to see from here that this proof has the ‘2-soundness’
property, i.e., a knowledge extractor can extract a (relaxed) opening of C given
two ‘rewinded’ accepting transcripts with distinct challenges. In particular, given
accepting (C,w,z, z) and (C,w,z’,2’) with x # 2/, we have ZC' = Com(Z) for
Z :=x — ' and 7z := z — 2. Therefore, the concrete functions in this case are
F(z,2') =2 —2" and (C, (7, 2)) € R¢ ,, iff zC = Com(2), i.e., R ,,, in Theorem
corresponds to the relared commitment opening relation COpen(C, (Z,m, 7))
where z = (m, 7). Here, (Z,Z) serves as an extracted witness/opening for C.
It is easy to see that the existential special-soundness property follows from
the special-soundness of the ‘Schnorr-like’ protocol. Although in the setting of
the Schnorr proof of knowledge of discrete-log [29], one may further recover an
exact opening of u by computing Z/Z, this approach does not work in the lattice
variants [20,21] as Z/Z must be short (relative to the system modulus ¢), which
cannot be guaranteed unless some costly measures are implementedﬂ

Theorem 1. Let VPDC = (C, X, CAddTd, CDec) with ¥ a matching NIZK re-
lazed proof of opening for C, and X is obtained from a Sigma protocol X| using
the Fiat-Shamir transform with random oracle H : {0,1}* — C.

If Y, satisfies Existential Special Soundness (Def. @, CDec is compatible with
Y (Def.l4}) and |C| > 2*, then VPDC satisfies Decryption Feasibility.

9 For example, ezact lattice proofs (see, e.g., [9]) require around 40-50 KB in compar-
ison to 2-3 KB for relazed lattice proofs.
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Concretely, let H and D be the random coins of H and CDec, respectively,
and T be the number of loop iterations in the execution of CDec in Step 6 of
game Ezp:Soundness when b = 1. Then, for any A that makes at most qi — 1
queries to H and any positive «,

1 qH qH
Pr|[T>a«- < —4+2. + —=. 2
Pl zaanl < 042 [+ g @

Proof (Theorem . The proof follows essentially the same blueprint as in the
proof of |22 Lemma 3.2], but we show precisely where the properties in the
theorem statement are needed.

Let pp be some public parameters. For a given tr = (C,w, z, z) of X, define
the set of “good” challenges G;, as follows

Ge={2"€C : 3 : Vi(Cw,2",2")=1}. (3)

Here, V| denotes the verification algorithm of ¥,. Let G be the event that A

produces tr with |Gy | > f for f = { der

aqH

Claim: For any valid tr = (C,w,x, ), if CDec chooses 2’ with 2’ € G, \ {z},
then CDec terminates.
The claim follows from the following facts. If the assumption of the claim holds,
then there exist (C, w, x, z) (as the input) and (C, w, z’, 2’) such that V|(C,w, z, z)
V| (C,w,z’,z") = 1 by the definition of Gi,. Then, by the existential special sound-
ness of ¥, there exists (z,0') such that z = F(z,2") and (C,(Z,0)) € R¢ -
Now, by the property Py of CDec, the claim follows.

As a result, the probability that CDec terminates in one iteration is at least

-1
‘gtlr(lfl . Therefore, we have

Expp [T | A" outputs tr] < |g||c1’ and also (4)
tr| —
Expp [T | A" outputs tr A G] < |? (5)

We say that “A™ outputs tr;” if A" outputs tr = (C,w,x,2) such that the
output of A’s i-th random oracle query is x. As in [22], without loss of generality,
we consider an adversary A that (1) makes gy random oracle queries, (2) uses
one of the random oracle outputs in his output transcript and (3) only makes
random oracle queries for transcripts tr; with |Gy, | > f as we are conditioning
on G. Then, similar to [22], we have the following

qH
Expy p [T | G :Z l;lr [A™ outputs tr; | G] Expp [T | A™ outputs tr; A G]. (6)
i=1

For each random oracle query made by A for a transcript tr;, the probability (over
H) that A outputs tr; is at most the probability that the random oracle query
output is in Gy,,, as otherwise there exists no response z such that V|(C,w, z, z) =
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1. Therefore, each tr; can be output with probability at most lfé‘l Then, using

this fact and , we get

[ ( [ ) qr(f +1)
E [T|G] - : = '
XPr, plT] Z IC| |gtr1 -1 < z=H,la,QH |Ger, | — B f

For any random oracle query, the probability that A outputs a transcript with
|G| < f is at most f/|C|. Therefore, we have

pr[-G]< i 92 (7)

H,D IC|

Using now Markov’s inequality and , we get

Pr[T>aqy]l=Pr [T >aqu |G] Pr [G]+ Pr [T >aqu |G| Pr [-G]

H,D H,D H,D a,D oD
Expy o [T |G 1 . 1 1 .
< aplTl ]+Pr[ﬂG]§f+ +f (JH:.<1+>+f -
- qH H,D a-f IC| o f IC|
Plugging in the value of f = { wﬂl—‘ proves the result. O

5 HMC-based VPDC from Lattices

5.1 Instantiation of (ordinary) HMC

We start by describing the (ordinary) Hashed-Message Commitment (HMC)
scheme C underlying our lattice-based VPDC. Let n,m,q be positive integers
with m > n. If we want to commit to a v;-dimensional ‘real’ message over R,
for v1 > 1 together with a wvo-dimensional auxiliary message for vo > 0, then
HMC is instantiated as follows.

— CKeygen(1*) : Sample A + Ry*™, B « Rp*" and C « R;*"2. Output
ck =G =[A|B|C] e Ry essage space M = D x U with
D:=S% and U := SE"’, and R := SZ for some «, 3,8 > 1.

— Commitg(m,u) : Sample r < SE'. Output C and o = (1, m, u, r), where

C = Comeg(m,u;r)=G-(r,m,u)) =A-r+B-m+C -u.

— COpen,(C, (y,m/, u',r")) = If yC' = Comey(ym/, u’s '), [|(v/, ym/,w')|| <
Yeom, and dim(m’) = vy, dim(u’) = ve and dim(r’) = m over R,, return 1.
Otherwise, return 0.

One can easily observe that HMC is additively homomorphic. Moreover, note
that the opening algorithm is relaxed, where an additional relazation factor
y € Ry is involved. This relaxation is needed to obtain efficient lattice-based
ZKPs. For classical commitment schemes such as Pedersen commitment, the
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relaxation factor is always 1. The same is true for honestly-created lattice-based
commitments. However, efficient lattice-based ZKPs do not always prove that
this is the case. For example, for the exact proof of knowledge of a commitment
opening with y = 1 as in [9], the proof length is more than 40 KB while a relaxed
variant leads to a proof length of only a few KBs. Therefore, the relaxation
factor can be a non-trivial value when created by a cheating prover (that still
succeeds in the ZKP verification). For HMC used within our VPDC below, we
say that the trapdoor-binding property is satisfied w.r.t. to the same relaxation
factor if the relaxation factors in o and o’ in the binding definition in Section
are restricted to be the same. This same-relaxation trapdoor-binding property
is sufficient for our applications as well as many prior ones, e.g., [11,/12}|14],
and can be based on a harder variant of the MSIS problem than the general
trapdoor-binding property (see Lemma |1)).

We remark that in some applications, the COpen algorithm checks a slightly
different relation than above, of the form yC' = Com.,(m/,u'; '), where the
relaxation factor y does not multiply the decryptable message. However, in this
paper, we need the stronger variant in the above definition. Despite the relaxation
factor, HMC defined above is still (computationally) binding and hiding as we
will discuss in Lemma [Il

5.2 Instantiation of NIZK

Our lattice-based VPDC can be instantiated with any suitable Schnorr-like
lattice-based relaxed NIZK proofs of opening for HMC commitments derived
from a Sigma protocol via the Fiat-Shamir transform, such as the one-shot re-
laxed binary proof protocols in [11}/13}[14]. For compatibility with such protocols,
we define the challenge space

¢l ={reZ[X]:deg(z) <dA HW(z) =w A ||z[|. < p}.

The same set is also defined in [11] and |Cg, | = (Z)) (2p)™. Thus, given d, it is
easy to set (w, p) such that |Cff,,p\ > 2256 Throughout the manuscript, we assume
that (d,w, p) is set so that [CS | is exponentially large. We also let ACY, , denote
the set of differences of challenges in Cff)’p except for the zero element. We design
our VPDC to work with the following definition of relaxed “well-formedness”
of a commitment relation. We refer the reader to Lemma Bl in the Sec. [d for
a concrete example of such a relaxed NIZK protocol ¥ in our cryptocurrency
protocol application.

Definition 5 (y-valid commitment opening relation R¢ ). We say that

o := (y,(m,u,r)) is a y-valid opening of a commitment C with a decryptable
message space D, denoted by (C,0) € Rlc,pp’ if the following holds:

ye ACL
-me0D,
— yC = Comyi(ym,u; ),

H(ym,u,r)H < Y fo'l"’Y c R+,
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— dim(m) = vy, dim(u) = ve and dim(r) = m over R,,.

The above relation definition is very similar to COpen except that we addi-
tionally have the first two requirements. For our proof systems (as in Schnorr-
like proofs), the commitment w of the Fiat-Shamir protocol as given in Section
[] is uniquely determined by the rest of the proof output. Hence, it need not
be included in the non-interactive proof transcript and therefore its notation is
omitted in the rest of the paper.

5.3 VPDC Trapdoor for HMC

Now, we present our gadget-based Regev-style VPDC trapdoor algorithm
CAddTd for our lattice-based VPDC based on the HMC commitment described
in Sec. 511

Our trapdoor s is designed to allow partial decryption of the latter HMC
commitment, i.e., to recover the decryptable binary message m € {0,1}"* from

T

the commitment C' = Comg(m,u; 7) =G - | m |, where G =[A||B||C] €
u

RZX(erUl'H)Z) is the commitment key matrix, and r and w are the short non-

decryptable commitment randomness and auxiliary message, respectively. Our
trapdoor s is embedded into the matrix G such that s' - G ~ [0,#g",0] €
R;"+“1+”2 (with the approximate equality up to a ‘short’ error vector) where tg "
(with £ = |g/t]) is a large gadget vector of the form £-(1,2,2%,..., 27"} X X -
2,...,X 2771 ). This means that VPDC partial decryption of the commit-
ment C' can be carried out by computing s'C = tg'm. The (approximately)
0 entries in s' - G annihilate the non-decryptable r and u vectors in decryp-
tion (these vectors only contribute to the short error terms in the approximate
equality), whereas the gadget vector tg " entry of sT -G ‘selects’ the decryptable
message m and compresses its dimension by reconstructing and packing groups
of 7 bits in m into the integer coefficients of 1, X, X2, ... in the ring element
g "m. To achieve the desired trapdoor condition s"[A || B| C] ~ [0,tg",0], for
the ‘selection’ gadget, we embed a Regev-style LWE decryption ‘gadget trapdoor’
into the last row ¢}, of matrix B, setting t; ~ s’ B’ +1g", where B’ consists
of the top n — 1 rows of B and s’ € qu is random, and we use the form
s = (—s’,1) for the trapdoor. For the annihilating 0 entries of s - G, we embed
a Regev-style ‘error trapdoor’ into the last rows ¢ (resp. t/) of matrices A
(resp. C), setting them to ~ s'T A’ (resp. ~ s'' C’), where A’ (resp. C’) denote
the top n — 1 rows of A (resp. C). Due to the errors in the above approximate
equalities, to an attacker not knowing the secret trapdoor s’, the trapdoor rows
of matrix G are indistinguishable from uniformly random rows, assuming the
hardness of the rank-(n — 1) M-LWE problem with respect to the secret s’.

We now summarise our new gadget-based Regev-style HMC VPDC construc-
tion and start with instantiating CAddTd.



22 M. F. Esgin et al.

/
— CAddTd(ck) : Let ¢k = [A|| B||C] € Ry*™ ) where A = [;“T] for

/

n— m B
A’ e RiM1x andaeR;",B:{

b—r} for B' € Rénfl)xv1 and b € R;', and

!
C = [CCT} for C" € RY"™7 and ¢ € Rg2. Sample s’ < Ry~ e + S§,

A/ B/ C/
e1 < S5, and ez < Sy, and set At = [tT} B" = {tT}’ cY = LT
' 0 1 2

where to = A’ s’ 4 ey, t1 = B''s' + e1 + g and to = C'T s’ + e,, with

g’ = (2°X0, ..., 27 1x0 20Xt . omixl 20X . 2ft-lxdy e Rt

7= %], d = 2] (note that &’ < d) and £ := vy mod 7 € {0,...,7 — 1}.

!
Output (ck‘td,td) _ ([Atd | B I Ctd],S) where s — ( 13 )

The following lemma follows from the hiding/binding properties of standard
HMC commitments, and the M-LWE based key indistinguishability property of
CAddTd. The proof is given in Appendix

Lemma 1. Let the ring Ry split into s fieldsF,, ..., Fp, withp = min{p,...,ps}.
If 25+ is negligible, then HMC under ‘trapdoored’ commitment keys as output
by CAddTd defined above is

— correct if Yeom > \/Bde + (yyad)?v1 + [2vad,

— computationally trapdoor Yeom-binding with respect to the same relaxation
factor (resp. Yoom-binding) if M-SISp,_1 m+vi+vs,q,2veom 5 hard (resp. if M-
SISn_Lmﬂl4_@27(172\/3,“%7%m is hard, where vy = mazyey ||ly||, and Y is the
set of valid relaxation factors accepted by COpen; for our VPDC, it suffices to
use Y = ACff)’p as in Def. @

— computationally hiding if M-LWEy,_ m.q.8 and M-LWE;, _1 140, +v,,q,8 PTOb-
lems are hard.

Additionally, if M-LWE, _, m.q.8 6nd M-LWE,,_1 14, +vs,q,8 Problems are hard,
any commitment vector is computationally indistinguishable from a uniformly
random element in Ry.

Note that there are two main differences in Lemma [I| compared to the as-
sumptions required for standard HMC (see [14, Lemma 2.3], [8, Lemma 3.4]): (i)
the module rank of M-SIS is reduced by 1 (from n to n—1), and (ii) the hardness
of M-LWE,,_1 m+v,+uvs,¢,8 is additionally required. As mentioned before, bind-
ing w.r.t. the same relaxation factor is sufficient for many applications (including
ours) since the reduction creates a challenge commitment with a known ezact
opening (i.e., y = 1) and recovers another relazed opening by rewinding the
adversary. The former exact opening can be multiplied by the relaxation factor
of the latter to solve an M-SIS problem.
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Algorithm 2 CDecGR(C, z,td, v1)

INPUT: a commitment C' € Ry; a challenge = € C,‘fw; trapdoor td = s € Ry; the
dimension v; such that D = {0,1}"*

OUTPUT: (m/,2') € D xC4,

1: loop

2: x C,‘f,,p

3: y =x—a >y =1 is assumed to be tried first
4: C' = (s,y'C)

5: C” = Rndz(C") where t = |g/t]

6: n' =@ C"€eR > Note that C”’ is a multiple of £ in R
7 m’ = ()" -m € Ry > If 4 is not invertible in R:, restart from Step
8  m' =BD,., (m")

9: e=0c -qc"

10: if (¢l < llellbna,o0) and (m” € [0,...,27 —1]%) then

11: return (m/', ')

12: end if

13: end loop

5.4 Gadget-based Regev-style Decryption for HMC

We now present the decryption algorithm CDecGR for our lattice-based VPDC.
When a commitment key with a trapdoor is used to generate a proof, the ZKPs
we use prove knowledge of an opening (y, m,u, r) of a commitment C such that

yC = Com . (ym,u; ) = AYr + BYym + C%u. (8)

Note that the opening message is also multiplied by the relaxation factor .
From here, we can try to eliminate the randomness r and the auxiliary message
u by multiplying both sides by the secret trapdoor s. However, the decryptor
does not know what y is. For an honest user, we simply have y = 1, but for
adversarially-generated proofs, that may not be the case. Thankfully, we can
use our new results from Section [ to overcome this problem. Let us first present
the full procedure in Algorithm [2} In this algorithm, the decrypted message is
encoded as an element of R, for some positive integer ¢, and we define the integer
t := |g/t]. We also use the following two functions. The function BD, ,, (m”)
performs bit decomposition of the coefficients of the Rs-encoded message m” =
my +m{X + - +m/,_, X! and returns the resulting binary vector message
m' = (mg,...,m, 1) € {0,1}"1. Namely, for j € {0,...,v1 — 1}, it sets m/ to
the k-th bit of the coefficient m’L’j/TJ where k := j mod 7. The function Rndz(C")
rounds each coefficient of C’ € R to the nearest integer multiple of ¢.

As mentioned in Sec. 4l an important task is to prove that the message re-
turned by the decryption algorithm (Alg.[2)) is “valid”. We prove this in Theorem
below so that, for a commitment C with a valid NIZK relaxed proof of opening
and a sufficiently large ¢, the message output by Alg. [2] is the same as the one
used to generate the commitment C'. In the theorem below, we show the decryp-
tion feasibility (which relies on the results from Sec. |4) and also the decryption
soundness of our construction.
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Theorem 2 (HMC Decryption). Let VPDCymc = (C, X, CAddTd, CDecGR)
denote our lattice-based VPDC' construction with HMC commitment scheme C,
Y a matching NIZK relazed proof of v-valid opening relation R'C,pp as in Def. @
with D := {0,1}"*. Suppose that ¥ is obtained from a Sigma protocol ¥| using
the Fiat-Shamir transform with random oracle H : {0,1}* — C, X, satisfies
Ezistential Special Soundness (Def. @, that for any fized x € Cq‘f)’p, x—1' € AC{iyp
1s invertible in R; except with negligible probability pn; over the uniformly random
choice of 2’ € C}, ,and |C3 | > 2*.

For an adversary A against soundness game Ezp:Soundness making qg — 1

queries to its random oracle, let

lellbnd,co := v/ (M 4+ v1 + v2)dBey + 2pw (27 — 1) + /2. (9)
Suppose that t > 27 and
Fi= La/t] > 4pwlelmaoo +H(1/2 + 2pw). (10)
Then the following holds:

1. Decryption Feasibility: The scheme VPDCpymc satisfies Decryption Feasi-
bility. Concretely, the number of iterations T' of the loop over x’' in CDecGR

is upper bounded by « - qp, except with probability at most é +2 /a_l‘é’i i
w,p

|C(de7Hp‘ + QQHPni-
2. Decryption soundness: The scheme VPDCymc satisfies Decryption Sound-
ness. Concretely, we have

Adszp:Soundness(-A) S QH/|ng,p‘

Proof (Thm. @) Decryption Feasibility: To prove the run-time claim, we
apply Theorem I] For this, we need to show that the assumptions of Theorem [I]
are satisfied. First, by our assumption on X, the existential special-soundness
property is satisfied. For the compatibility of CDecGR and X, the property P,
is satisfied by structure of the algorithm CDecGR. For the property P, we show
that if 3 in some iteration of the loop in Step[3|of Algorithm CDecGR is ‘good’ in
the sense that y’ is invertible in R; and there exists a vy-valid opening (y', m, u, )
of C as in Def. 5| then decryption will terminate and return m’ = m. Let us
denote by Fy the bad event that g’ is not invertible in R;. We first observe
that Ey occurs with negligible probability, i.e. Pr[Eg] < agmpni over at most
aqy iterations of CDecGR, since at each iteration y’ = z — x’ where z’ sampled
uniformly from C;f}’p independently of . Now we show that Py holds if Ey does

not occur. Indeed, by y-validity of (y/,m,w, ), we have 3'C' = A¥r 4+ B"y'm+
C"u and m € {0,1}".

Multiplying the v-valid relation by s ", defining (eq, 7)+(e1, y'm)+(es, u) :=
e, and using s - A = eJ, sT - B = igT +e] and sT - CY = €], we
have (s,y'C) = ty'(g, m) + e over R,. Writing y'(g,m) = (y'(g,m) mod t) +
tLM], we get the following equality over Ry:

(5,4'C) = t(y'(g,m) mod t) + e +¢, (11)
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where € = {t - LMW mod q. We have ||t(y'{(g,m) mod t)||.c < |q/t](t —
1)/2 < q/2 — /2. Hence, if |le + €||oc < t/2, there is no wraparound mod q
on the right hand side of (II), and since fy'(g,m) is a multiple of ¢ in R,
the rounded polynomial C” = Rndg(C”) (recall C’ = (s,y’'C) mod ¢) will be
equal to #(y'{g, m) mod t) and decryption will succeed and return m. It re-
mains to show that |le + €||oc < #/2. By the Schwartz inequality, |€]loc <
(e, €1, €2)| - [|(r,ym, u)|| < \/(m + v1 + v2)dBey using [|(r, ym, u)|| < v by
~-validity. Also, writing ¢t = ¢/t — € for 0 < € < 1, we have ||€]| = |[(g/t — €)t -
(4472 ] mod gloc = [let - |5 [loo < It 5] oo < 8/2 4 1y (g, m)|co,
and [[y'(g, M) < [Y'[l11{g;mM)]oc < (2pw)(27 — 1) using [|y'[ly < 2pw and
g, m)||oo < 27 — 1 since m € {0,1}"*. Overall, we have |le + €| < |le]loo +
llelloo < v/ (m +v1 + v2)dBey + (2pw)(27 — 1) +t/2 := ||e||bnd,00, Which is less
than #/2 by condition (L0), as required.

Decryption Soundness: To show the decryption soundness claim, let F; de-
note the event that A wins and case (i) in Exp: Soundness occurs, i.e., V(C, z, z) =
1 but a y-valid opening (C,y, (m,u,r)) of C with y = x — 2" and 2” € C
does not exist. Similarly, let E be the event that A wins and case (ii) in
Exp:Soundness occurs, i.e., V(C, x, 2) = 1 and a vy-valid opening (C, y, (m,u,))
of C with y = 2 — 2" and 2" € C{, , exists, but CDecGR returns the wrong mes-
sage m’ # m. We show that Pr[F;] + Pr[Es] < %.

We first claim that Pr[E;] < #Hp‘. Indeed, for each H-query of A of the
form (pp, C,-), we have that for any duery answer x' # x, there does not exist
a z’ such that V(C,a’,2’) = 1 (otherwise, by existential special-soundness of
the protocol X, a y-valid opening (C,y, (m,u,r)) of C with y = 2 — 2’ would
exist, a contradiction with E4). It follows that Pr[E;] is upper bounded by the
probability that A receives the special challenge x for which a z exists in one of
the < qg queries to H. Since the special challenge is returned with probability
1/|Cd | in each query, the claimed bound on Pr[E;] follows.

Next, we claim that Pr[E;] = 0. On the one hand, if E5 occurs, then the
existence of the 7-valid opening (C,y, (m,u,r)) of C with y = 2 — 2" means
that yC = A"r + B¥ym + C"u. Similarly to , multiplying the latter by
s ' gives us the following relation over Ry:

(s,yC) = t(y(g,m) mod t) + e + ¢, (12)

where e := (eg, ) + (e1,ym) + (es,u) and € := it - \_M] mod g. The same
bound |lellpnd,co On |le + €|| applies by the same argument as in the run-time
proof, based on Schwartz inequality. On the other hand, let ' = x — z’ be the
value chosen in the iteration of the loop in CDecGR for which the message m/ is
returned. Then m’ = #(y'(g, m’) mod t) € R, and we get the following relation

over Ry:
(5,yC) = t(y'(g,m') mod t) + ¢/, (13)

where ||€/[|oo < ||€]/bnd,c0 Dy the decryption check of CDecGR.
We now multiply by vy’ and subtract multiplied by y. Let b; :=
y'(y{g,m) mod t) € R, by := y(y'(g,m’) mod t) € R. Note that by — by =
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y'y(g, m —m') mod t. Writing b; —bs = (y'y(g, m —m/') mod t) —i—t[@] gives
the following relation over R,:

t(y'y(g,m —m/) mod t) = y'(e +¢€) —ye' — &, (14)

where & := #2521 mod ¢. We claim that the relation leads to a contra-
diction, so that Pr[Es] = 0. To see this, first observe that the relation actually
holds over R, not just R,. Indeed, there is no wraparound mod ¢ in the left hand
side of ([14), since the left hand side norm is at most |||g/t] - ¢/2[|oc < ¢/2. Since
m—m'#0,and m—m' € {-1,0,1}"1, we have ||(g,m —m/)|| <2"—1<¢
so (g,m — m') # 0mod ¢. Note that y is non-zero in R (since y-validity of
(C,y, (m,u,r)) implies y € ACY, ) and ' is also non-zero in R (since it caused
termination of CDecGR and hence is invertible in R;) and R is an integral
domain, the left hand side of is a non-zero multiple of ¢ in R. But the
norm of the error terms on the right-hand side of is bounded as follows.
First, [ly'(e + ) — ye'lloe < ll1lle + elloe + 911 1€Toe < 4p]eflmaco using
[y'lr < 2pw, |lylli < 2pw, lle + €|loc < [l€llbnd,c0 and [|€']lcc < [|€[|pnd,o0- Also,
1€ ]|oo = [IE¢[2522] mod ql|oe < t[2522] < (2 +2pw) using [t mod ¢| < ¢, and
11252 Moo < 5 + 2pw using [|balloc < [[y/[l[ly(g, m) mod tl|o < (2pw)(t/2) <
pw, and similarly, ||bz]|eo < pw. Overall, the norm of the right-hand side of
is bounded as [|y'(e + &) — ye' — &'[lc0 < 4pwll€]lbnd o0 + t(3 + 2pw), which is
smaller than ¢ by condition . So, the left-hand side cannot be a non-zero
multiple of £ in R, implying the claimed contradiction. This completes the proof
that Pr[Es] = 0 and the claimed soundness bound. O

5.5 Generalized Decryption

Our gadget-based Regev-style decryption trapdoor presented in the previous
section, which handles a binary decryptable message space D = {0,1}"?, can
be readily generalised to handle more general decryptable message spaces D =
({0,...,8—1}[X]<%)"t whose coordinates are polynomials in the ring R of degree
< & with B-ary coefficients for some positive integers ¢, 5 > 1. This generalisation
can naturally be achieved via the appropriate generalisation of the reconstruction
gadget vector g, by setting

g’ = (BOXO, .. BTIX0, BOXO . pTIXO, L BOX Y piix ey e R,

Ld/3]

with 7 := {L—‘, d :=[%] < [d/é]. The decryption soundness result, Thm
directly extends to this generalised case with the term 27 replaced by £7.

5.6 Succinctness of Our HMC-based VPDC

An HMC commitment C' as defined in Section [5.1| costs ndlog q bits, i.e.,

bitlen(C) = ndlogq. (15)
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We show that we can choose parameters such that succinctness of the VPDC
is satisfied, i.e., bitlen(C) = log?! (bitlen(w)), where bitlen(w) is the bit length of
honestly generated auxiliary messages, assuming the following very mild assump-
tions: (i) v1/d = O(log \) and (ii) v = (A]|u||)®™), a condition that is typically
satisfied by the soundness extractor of the associated ZKP. The auxiliary message
space is defined as U := S} with B = A°(). Then bitlen(u) := dv, log(2B). Set
d = 0(\), v; = O(\) (with v1/d = O(log \)), vo = A\°W p = O(1), w = O(\)
(so that [CJ | > (d/w—1)" > 2M), B, = O(1) and n,m = O(log~y). As a result,
we have t = O(27) = O(2v1/4) = \O(),

In general, we require two conditions to be satisfied: decryption soundness
requirements and M-SIS security requirements (note that M-LWE security affects
the number of columns of the commitment matrix, and thus not the commitment
size). Let us analyze these two aspects.

(1) Partial-Decryption Soundness and Feasibility (Thm. [2):

q > Q(tpwyBe/d(m + v1 4 v2) + t2pw) = 2(A° Wy log ). (16)

(2) M-SIS security (Lemma [1)): The hardness of M-SIS, 1 q 555 requires
(see |11, Section 1.2]):

ndloggq > 2(Mog®(Bsis)) = 2(Alog?(7)). (17)

Note that fsis = 2v as given in Lemma [ We can satisfy both conditions
with some logg = O(log(M\y)) (ignoring loglog~y). With this choice, we get
commitment length bitlen(C') = ndlogq = ©(\log?(y)). To show it is polylog
in bitlen(w), it suffices to show that logy = log®¥(bitlen(w)). Assuming that
v = \Ju])°®, we have logy < O(log(A|lu||)) = O(log X + log(dvs) + log B) =
log®™ (bitlen(w)), as required.

6 Extending MatRiCT to Auditable Setting

Having dealt with the core task of constructing and analysing a VPDC, we now
explain how our new VPDC construction can be applied to extend a privacy-
preserving confidential transaction blockchain protocol MatRiCT [14] to the au-
ditable setting. Unlike the auditability feature of the original MatRiCT protocol,
where auditing may fail against adversarially-created transactions, our auditable
MatRiCT variant, called MatRiCT-Au, takes advantage of our VPDC to effi-
ciently provide auditability soundness guarantees against adverserial transac-
tions. More specifically, we show that only minor modifications to MatRiCT are
sufficient to add the auditability feature. As the whole MatRiCT protocol is
quite involved, in this section, we only briefly review MatRiCT, focusing on the
specific parts of the protocol which we modify. For the full algorithmic descrip-
tions and formal analysis of MatRiCT-Au, we refer the reader to Appendices [E]
and [

MatRiCT follows the blueprint of RingCT-like [26] private blockchain pay-
ment protocols, in which there are two main entities: (i) spenders/payers, who
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create transactions together with a proof of validity, and (ii) verifiers, who check
that the proof and transaction is valid. The goal of the private payment proto-
col is to enable users to conduct transactions on blockchain while hiding sensi-
tive transaction information such as the payer/payee identities and the payment
amount. Once such information is concealed from the verifiers, it gets harder to
validate transactions as we cannot, for example, simply check that the transac-
tion amount is positive and the total balance of the transaction is zero (i.e., the
amount spent equals the amount received). To this end, the payers create a NIZK
proof showing that they are not creating an invalid transaction, for example, by
proving that the balance is preserved.

To hide the payer identity, MatRiCT makes use of a 1-out-of-IN NIZK proof
(or a ring signature), where the identity of the real payer is hidden within a
set of possible payers. This involves committing to the unary representation of
an index ¢ € [0, N — 1]. To hide the payment amount, a commitment to the
bits of the transaction amount is used. In fact, the bits representing the user
index and those representing the transaction amount are committed in a single
commitment. To enable an authority to recover these two critical data pieces, we
apply our new VPDC from Section [5] for this commitment, so that the VPDC
decryption algorithm recovers (i) the real payer’s index among N users, and (ii)
the transaction amount. Let us investigate more details.

In MatRiCT, an HMC commitment B = Com (b, u; 7) is computed, where
b is a binary vector over R; for some ¢ € Z* (i.e., b = (bo,b1,...) such that
b; € {0,1} C Ry), u is some short auxiliary message and 7 is some short ran-
domness. Here, the binary vector b is comprised of three components: (i) the
unary representation of an index ¢ that identifies the real payer (i.e., spender)
index among N parties in a ring signature or a l-out-of-N proof, (ii) the bits
in the binary representation of all output amounts, and (iii) the bits in the so-
called “corrector values”. Our target is to recover the first two components in
decryption so that the authority can learn the two hidden data pieces mentioned
above. Note that the payer indeed proves in zero-knowledge that she owns the
{-th public key and that certain bits (with known indices) in b construct the
output coins. Hence, recovering b guarantees that the real payer index and the
output amounts (and thus the transaction amount) are revealed.

As it is expensive to perform an exact binary proof on B, MatRiCT performs
a relazed binary proof on B. Let us recall a simplified version of the relation
proven in MatRiCT for the commitment B, which also applies to our variant
MatRiCT-Au. We refer to Lemma [4] for the full relation (that depends on the
system parameters chosen).

Lemma 2. Assume that § is sufficiently large and that HMC' is ypin-binding
for some Ypin that depends on the system parameters. For an input commitment
B € R} and a commitment key ck = G = [A||B| C] defined over Ry, our
binary proof proves knowledge of (y, b, é,#) such that

-y e ACY ¢e Ry andi’ERfjﬁ for some vy, > 1,

w,p’

— yB = Comg(yb, & 7) = A7 + Byb + Cé,
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— All coordinates b; of b are in {0,1}, i.e., b € {0,1}"* C Rgl, where v; =
kB+Sr+[log(M+S—1)](r—1) for parameters k, 3 satisfying N = 3%, M, S
denoting the number of input/output accounts and r denoting the bit length of
each amount,

— ||(yb, é,7)|| < B for some yg € RT with vg < §.

The above relation is effectively what we study in Def. [5| with D = {0,1}"1.
So, the extension we need to make over MatRiCT is to let the spender use the
VPDC from Section [p| for the commitment B. In particular, the spender just
needs to update ck = G with a ‘trapdoored’ commitment key ck' generated
by CAddTd. This simply means that the spender replaces the last row of ck =
G with trapdoor rows published by an authority. This way, the authority in
possession of the corresponding trapdoor td can execute CDecGR (Alg. to
recover the vector b, which in turn reveals the real payer index £ € [0, N — 1]
and the transaction amount, which is equal to the sum of the output amounts.
In particular, since the commitment algorithm for our VPDC remains exactly
the same as the standard HMC commitment algorithm used in MatRiCT, our
VPDC can be directly plugged in and used with the same efficient NIZK proof
of transaction well-formedness used in MatRiCT.

For the concrete parameter setting in MatRiCT with N = 100, we have
dim(b) = v = 291 as (k,8) = (1, N) and (M, S,r) = (1,2,64) with the first
kB = 100 bits having exactly a single ‘1’. As a result, there are more than 2'°!
possibilities for b (i.e., |D| > 2!%1). Hence, it is infeasible to do an exhaustive
search over D (as done in [14]) for decryption. As our new decryption’s runtime is
polylogarithmic in |D|, we can efficiently execute it. In particular, as we discuss in
Appendix to guarantee auditability soundness against adverserially created
commitments based on our VPDC security bounds while maintaining the same
security level as MatRiCT against best-known lattice attacks, we only need to
increase (i) the system modulus ¢ to a 55-bit value from a 53-bit value and (ii)
the commitment matrix dimensions slightly. As shown in Table[5] the decryption
can be run very fast despite the exponentially large message space.

It is important to note here that MatRiCT and MatRiCT-Au crucially re-
lies on an aggregate binary proof for compactness, where many messages are
committed together inside a single commitment B. Therefore, the additional
succinctness feature of VPDC plays an important role. If one were to replace
this HMC commitment with an encryption (or an encryption-like commitment
as in [3]), the proof/commitment length would significantly increase (as also dis-
cussed in the introduction) due to the large input message dimension (several
hundreds) over the polynomial ring R;.

In Appendix @ we first extend the formal model from [14] for RingCT-
like protocols to include an auditability feature, which allows us to study the
security properties (namely, balance, anonymity and auditability) of MatRiCT-
Au rigorously. Then, we describe MatRiCT-Au in full details in Appendix[E] and
show that addition of a trapdoor as in CAddTd is effectively the only modification
required over MatRiCT. If auditability is not desired, which is decided by each
user individually, MatRiCT-Au runs exactly as MatRiCT (with possibly slightly
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different parameters). We instantiated MatRiCT-Au concretely (Appendix
and implemented it in C/C++ (Appendix [E.3). We compare MatRiCT and
MatRiCT-Au in Table [I] with more run-time results in Table Bl Our results
show that the overhead of MatRiCT-Au over MatRiCT is very small in both
communication and computation.
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A Further Preliminaries

A.1 Zero-Knowledge Proofs

We use the following definition for syntax and properties of Relaxed Non-Interactive
Zero-Knowledge (NIZK) proofs. Our definition is adapted from [22]. It allows
for a relaxed soundness relation R’ as distinct from the completeness relation
R, to model practical relaxed lattice-based proofs. It also captures both NIZKs
in the standard Common Reference String (CRS) and random-oracle models,
although our VPDC construction will focus on the latter random-oracle con-
struction, which also uses a common reference string to encode the underlying
commitment key ck. Our definition also allows for NIZK languages/relations
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that depend on the CRS o, which corresponds to the dependence of commit-
ment opening relation on the commitment key. We regard the commitment key
as part of the CRS in our construction (this issue arises in both discrete-log and
lattice-based instantiations of commitments).

A Relaxed NIZK ¥ = (K, P, V) for relation R, and its relaxed counterpart R,
with R, C R (parameterised by a common reference string o) and their corre-
sponding languages L, = {u : Ir s.t. (u,r) € Ry} and L = {w: Ir s.t. (u,r) €
R’} respectively, consists of the following algorithms (here, u denotes a language
member and r denotes a witness):

o < K(1*) : is the PPT common reference string generation algorithm of X that
outputs a common reference string o.

7 < P*(o,u,7) : is the PPT prover algorithm of ¥ that, given a common refer-
ence string o, access to a random oracle H and a language member u and a
witness r with (u,r) € R,, outputs a proof .

0/1 < V*(o,u, ) : is the PPT verification algorithm of ¥ that, given a common
reference string o, access to a random oracle H and a language member u
and proof 7, outputs 0 (invalid) or 1 (valid).

Definition 6. Given a relazed NIZK ¥ = (K,P,V) for relations R,,R., we
define the following properties:

Completeness. ¥ satisfies completeness if, for o < K(1*) and H < HSp from
the set of random oracles HSp and all (u,r) € Ry, if m + P™(o,u,r) then
V(o,u,m) =1 with probability 1 — negl(\).

Soundness. ¥ satisfies soundness if, for any PPT adversary A,

o+ K1), H + HSp

Pr|(u* ¢ L) AV (u*,7*) =1 : (u*,7) AR ().

< negl(A).
Zero-Knowledge. X satisfies zero-knowledge if there exists a PPT simulator
S such that any PPT adversary A wins the following game with probability
1/2 + negl(\):
1. b& {01}
2. Ifb = 0: 0 + K(1Y), (u,r,st") + AM(st,0), ® < P (o,u,7), b’ <
AP (st!, ).
3. Ifb=1:(o,stg) < S(0,1%), (u,r,st’) = ASsts ) (st o), m + S(2,stg,u),
b ASsts) (st! 7).
4. A wins the game if b’ = b.

Our VDPC construction in this paper is based on a NIZK obtained using
the Fiat-Shamir transform |15] applied to an interactive Sigma Zero-Knowledge
proof protocol satisfying the properties in Definition []} We use the same nota-
tions for relations as for Definition [6

Definition 7 ( [5, Definition 2.5]). For a relation R, and its relaxed coun-
terpart R with R, C RL (parameterised by a common reference string o), an
interactive Sigma protocol | = (K, P, V) with a challenge space C and public-
private inputs (u,r), consists of a common reference string generation algorithm
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Ki and a pair of interactive algorithms (P, V|) such that the following properties
are satisfied.

e Completeness: For o + K|(1*) and all (u,r) € R,, an interaction between
an honest prover Pi(c,u,r) and an honest verifier V\(o,u) is accepted with
probability 1 — negl(\). Protocol transcripts have the form tr = (u,w,x,z),
where w is the first commitment message sent from Py to V,, x < C is the sec-
ond random challenge message sent from V, to P, and z is the third response
message sent from P) to V.

e Special soundness: There exists an efficient PPT extractor £ such that,
given o < K|(1) and two accepting protocol transcripts tr = (u,w,z,z) and
tr' = (u,w,x’,2") with x # a’, computes an extracted witness T satisfying

(u,7) € RL, with probability 1 — negl(\) (over the choice of o).

e Honest-verifier zero-knowledge (HVZK): There exists an efficient PPT
simulator S such that any PPT adversary A wins the following game with

probability 1/2 4 negl(X):

1. b& {01}
2. If b= 0: 0 + K|(1Y), (u,7,st) < A(a), © + (Pi(o,u,7),Vi(o,u)), b +
A(st, ).

3. If b = 1: (0,st5) + S(0,1%), (u,r,st') « A(st,0), 7 < S(1,stg,u),
b A(st/, ).
4. A wins the game if b’ = b.
The Fiat-Shamir transformation [15] takes an interactive Sigma protocol X for
relations R, R’ and transforms it into a NIZK using a random oracle H by letting
the prove algorithm compute the verifier’s challenge from the common reference
string o, public input «, and commitment message w, setting x = H (o, u, w).

A.2 Commitment Schemes

We now recall the standard definitions of correctness, hiding and binding prop-
erties of a commitment scheme.

Definition 8. Given a commitment scheme C = (CKeygen, Commit, COpen), we
define the following properties:

Correctness. C satisfies correctness if, for pp = (ck, M,R) < CKeygen(1*)
and allm € M, if (C,0) < Commit(m), then COpen(C,0) = 1.
Hiding. C is computationally hiding if no PPT adversary A can win the fol-
lowing game with non-negligible probability:
1. pp = (ck, M,R) < CKeygen(1?),
2. (m07 ml) — A(pp)7
3. (C,0) + Commit(m;) for b & {0,1},
4. b« A(C).
A wins the game if b’ = b.
Binding. C is computationally binding if, for pp = (ck, M, R) + CKeygen(1*),
the following probability (over the randommness of PPT A and CKeygen) is
negligible:

Pr[(C,0,0") +- A(pp) : m(o) # m(o’) A COpen(C,0) = COpen(C,0’) = 1].
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B Proof of Lemma 1]

Correctness. Follows from ||r||? < B?md, |lym|? < (yyad)?v; and |jul/? <
/82U2d.
Hiding. It’s easy to see that if M-LWE,,_1 11v,+v,,¢,8 is hard, then the com-
mitment key ck* output by CAddTd(ck) is computationally indistinguishable
from a commitment key output by CKeygen given in Section [5.1] i.e. the key
indistinguishability property is satisfied. From here, the hiding property of the
‘trapdoored” HMC follows by Prop. [I] and the hiding property of the standard
HMC (see [14, Lemma 2.3] and [8, Lemma 3.4]).
Trapdoor Binding. The intuition behind the binding proof is simply to ig-
nore the trapdoor rows in the commitment key and the last coordinate in the
commitment.

More formally, assume that M-SIS,,_1 1m+v, +vs,q,27eom 15 hard. Then, we have
q > 29com as otherwise (g,0,...,0) yields a trivial M-SIS solution. Now let
(y,m,u,r) and (y,m',u',r") be a binding collision pair w.r.t. the same relax-
ation factor y # 0 such that yC = G* - (r,ym,u)T = G . (', ym/,u/)7
and ||(r,ym,w)||, (', ym/, w)|| < Yeom With G « CAddTd(G) and G «+
CKeygen(1*). Then, we have G"™ - (r —r', y(m—m’), u—v/)T = 0 where G'* is
the submatrix of G* with the last row removed. Note in fact that G’* is proper
M-SIS matrix independent of the trapdoor. By the M-SIS,_1 m+v;4vs,9,2ve0m
assumption, we get (r —r’,y(m —m’),u — u’) = 0 over R,, which implies

y(m —m’) = 0 over R,. (18)

Now, by the assumption on the norm of the openings, it is clear that ||y(m —
m)|.. < 2Yecom < ¢. Hence, holds over R = Z[X]/(X¢ + 1) (i.e., without
mod ¢). Since y # 0 and R has no zero divisors, it must be the case that m = m/,
which concludes the binding proof w.r.t. same relaxation factor.

In the general trapdoor-binding case with different relaxation factors 3’ # v,
we cross-multiply the two opening equations yC = G™ - (r,ym,u)",y'C =
GY . (v',ym’ u/)" by 3 and y respectively before substracting them to get
G (y'r —yr', y'y(m —m/),y’u —yu')T = 0 and proceed similarly to above,
using the bound ||y’ (r, ym, w) | < Valy'||(r, ym,w)]| < vy - Yeom. 0

C Decryptable Unbounded-Message Commitment
(UMC)

In this section, we describe that the UMC commitment [3] can be easily made
decryptable when the committed message is short. In particular, the verifiable
decryptable UMC commitment can be seen as the verifiable Regev encryption
studied in [22].

For ease of presentation, we assume that a single ring element m € R is
committed. The result easily extends to the case when a message vector is com-
mitted. Let (A,b) be a random matrix-vector pair over R, (with appropriate
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dimensions to ensure hiding and binding properties) and r be a randomness
sampled appropriately. Then, a UMC commitment (¢,v) to m is computed as
follows.

t=Ar (mod q),
v=(b,7)+m (mod q).

Here, we take the commitment matrices to be uniformly random as in |9], which
does not affect the security properties and the commitment size (in [3], they
are more structured). Now, assume that ||m||_ < p and b= s" A + e for some
secret vector s and short error e. Now, modify the commitment computation as
follows.

t=pAr (mod q),
v=np(b,r)+m (mod q).

With this setting, it is easy to observe that

v—s't=(pb,7)+m)—s pAr = (ps' Ar +ple,r)+m)—s pAr
=ple,r) +m.

Hence, assuming ||p{e, ) + m|_ < q/2, we get
(v — 8"t mod q) mod p = m. (19)

Of course, the above is true for honestly-generated commitments. When the
commitment is accompanied by a relaxed opening proof as in , we have for
some (m/,r’,y) that

yt =pAr’ (mod q),
yv =p(b,7’) +ym’ (mod q).

If the opening proof additionally proves that m’ € M such that M ={z € R :
lz]l.. < p/w}, where ||y||, < w for any relaxation factor y, then the decryption
can proceed analogous to as long as a “good” relaxation factor ¢ is hit in
decryption algorithm (and ¢ is sufficiently large). This procedure is essentially
the same as Algorithm 5 in [22]. We also note that two moduli can be used in
the “top” (i.e., t) and “bottom” (i.e., v) parts of the commitment for improved
efficiency.

D Formal Definitions for RingCT-like Protocols

A RingCT protocol [26] allows a spender to conduct a transaction on blockchain
while hiding sensitive information such as transaction amount and spender iden-
tity. As such important information is hidden from the outside world, the spender
has to do additional work by proving in zero-knowledge that her transaction sat-
isfies certain validity requirements. For example, she must prove that she is not



36 M. F. Esgin et al.

Table 2. Notations for the RingCT formal model.

B the blockchain state
act = (pk, cn) |an account comprised of a public key and a coin
M,S > 1 |# of spender’s input and output accounts, resp.
N >2 # of accounts to hide a single input account
Rin set of spender’s real accounts
Kin = (SKin, |set of spender’s account secret keys ask = (sk,
CKin, Amtin) | cnk,amt) with a secret key, coin key & amount
A set of all input accounts arranged as a M x N
m matrix where the i-th row contains Riy[i]
PKout set of output public keys with |PKous| = S
CNout set of output coins with |PKous| = S

Amtout set of output amounts with [Amtous| = S
CKout set of output coin keys with |CKous| = S
Aout set of output accounts with [Aout| = S
17 the proof output
SN set of serial numbers
tx a transaction tx = (Ain, PKout, CNout, 17, SN)
V set of all valid amounts
TD set of all trapdoors in the system
N number of auditors in the system

double-spending or trying to spend a negative amount. The protocol makes use
of various cryptographic tools such as a (linkable) ring signature, zero-knowledge
proofs and commitment schemes.

In this section, we recall the formal model for RingCT-like protocols from [14]
and also introduce a formal auditability feature. We use S[i] to denote either the
i-th element of an ordered set S or the ¢-th bit of an integer S. For an algorithm
F, we use O < F(S) to indicate that F' is run on all the elements of a set S
such that o; < F(s;) for all s; € S and O = {0g,01,...}. As in [14], we fix
the notations in Table [2} where we additionally introduce the last two notations
TD and N. The blockchain state B contains the lists of all registered accounts
act = (pk, cn) and all verified transactions. The syntax of the algorithms defining
a RingCT protocol is as follows.

— pp < Setup(1*) : given the security parameter ), output the system param-
eters pp. W assume pp is an implicit input to all the remaining functions.

— (pk,sk) + KeyGen() : output a public-secret key pair (pk, sk).

— sn < SerialGen(sk) : on input a secret key sk, output a serial number sn
associated to sk.

— (cn,cnk)/ L+ Mint(amt) : on input an amount amt, if amt € V, output a
coin cn and its coin key cnk. Otherwise, output L. If cnk is given as an input,
then Mint computes a deterministic function such that cn = Mint(amt, cnk).

— (act,B) + AccountGen(pk,cn,B) : on input a public key pk and a coin cn,
register an account act = (pk,cn) to the blockchain state B. Output act and
updated state B.



37

Table 3. Structure of the list £ used in the security model.

|Z :][ pk[sk[sn (serial #)][cn[cnk[amt[IsCrpt|

— 0/1 < CheckAct(pk,cn,B) : on input a public key pk, a coin cn and the
blockchain state B, output 1 if (pk, cn) is a registered account in B. Otherwise,
output 0. In the case that the input has a set of pairs of (pk,cn), then output
1 if all (pk,cn) pairs are registered accounts in B. Otherwise, output 0.

— (tx, CKouy ) < Spend(Aiy, Rin, Kin, PKout, Amtoy) : on input Ay, Rin, Kin, PKout,
Amtoye as in Table [2 mint output coins as (CNgyt, CKout) < Mint(Amtgyt ).
Generate the serial numbers by running SN <+ SerialGen(SKj,) and a proof
I1. Output (tx, Chout) = ((Ains PKouss CNout, 17, SN), CKout ) [T

— 0/1 < IsSpent(SN,B) : on input a set SN of serial numbers and the blockchain
state B, if there is a collision in SN or if a serial number appears both in SN
and B, output 1. Otherwise, output 0.

— 0/(Aout, B) < Verify(tx,B) : on input a transaction tx as in Table [2] if
IsSpent(SN,B) = 1 or CheckAct(A;,,B) = 0, output @. Check the proof
IT and output @ if not valid. Otherwise, add tx to B and run (Agyut, B)
AccountGen(PKgy, CNoyt, B). Output Agyt # # and updated B.

— —1/ L /Ry + Audit(tx,td,B) : on input a transaction tx as in Table [2| and
a trapdoor td, if Verify(tx, B) = () or td is not the correct trapdoor for tx,
return —1. Otherwise, try to recover the set R;, of real spent accounts for tx
using td. If successful, return R;,. Otherwise, return L.

D.1 Security Definitions

The list £ in Table [3| represents a database, where any of the following can act
as a unique identifier of a row: a public key, a secret key, a serial number, a coin
or a coin key. Retrieval of a row in £ is denoted, for example, by L[pk| for some
public key pk. Then, £[pk].amt denotes the amount associated with the public
key pk. IsCrpt denotes the “is corrupted” tag.

Oracles. The oracles accessed by an adversary A are defined below.

— PKGEN(?) : on the i-th query, run (pk;, sk;) < KeyGen(), sn < SerialGen(sk;)
and output pk;. Add (pk;,sk;,sn) to £ where IsCrpt tag is set to zero and the
remaining fields are left empty.

— MinT(amt) : run (cn, cnk) < Mint(amt), and output cn.

— ACTGEN(pk,amt,B) : run (act,B) < AccountGen(pk,cn,B) for (cn,cnk) <
Mint(amt). Insert (cn,cnk,amt) to £[pk] and output (act,B).

— CoRRUPT(act) : For act = (pk, cn), if L[pk] cannot be found, return L, indicat-
ing failure. Otherwise, update L[pk].IsCrpt to 1, and output £[pk].sk, L]pk].cnk
and L[pk].amt. Alternatively, the input may be either pk alone or cn alone.
In the former case, only £[pk].sk is returned, and in the latter, £[cn].cnk and
L[cn].amt are returned.

10 CKoute along with the output amounts are delivered to the recipient(s) privately.
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— SPEND(Ain, Rin, PKout, Amtoyut) : Retrieve from £ all account secret keys K,
associated to Ri. Run (tx, CKyyt) < Spend(Aiy, Rin, Kin, PKout, Amtoys) and
B + Verify(tx,B). If B = () (i.e., the verification fails), return L. Otherwise,
return tx and, for each 1 <14 < |PK,,t|, update the coin, coin key and amount
information in L[PKgyut[i]] with CNeyut[7], CKous[?] and Amteys[é], respectively.

We denote the set of all oracles defined above together with the random
oracle by ORC. There are two flavours of properties for RingCT with respect to
the positioning of the accounts in Ry, inside Aj,: 1) with shuffling and 2) without
shuffling. In the latter case, all the accounts in R;, are restricted to be in the
same column. The definitions are given for the former case.

Note that we do not introduce a tracing oracle since, in the security defini-
tions, we will simply give the adversary access to all the trapdoors when possible.

Correctness. Informally, correctness means that any user can spend any of her
honestly generated unspent accounts, which has honestly generated keys and
coins with a valid amount.

A RingCT protocol is said to be e-correct if the following holds for
any pp <— Setup(l)\)a any M; Na S € Z+v (pkOa SkO)a R (Pkab S'kM—l) A
KeyGen(pp) such that IsSpent(SerialGen(sk;)) =0 for all  =0,..., M — 1,
any amtg,...,amty—1,aMtout,0,---,aMtous,5—1 € V such that Zi]\ial amt; =
Zf;ol amtoyt,;, any set PKgy, of arbitrarily generated output public keys and
any set Aj, \ Rin of arbitrarily generated decoy accounts,

Verify(tx,B) # 0 :

Pr (tXa CKout) — Spend(Ain7 Rin7 Kina PKout7 Amtout)

Z 1 — €

where cn; = Mint(amt;,cnk;) for some cnk;’s in the domain of coin keys,
act; + AccountGen(pk;,cn;) for i =0,...,M — 1, Ry, = {acto,...,actpr—1},
Amtoy, = {amtout,0,---;amtous,s—1}, Ain and tx are as in Table 2| and Ki, =
{(sko,cnkg,amtg), ..., (skas—1,cnkas—1,amtpr—1)}. If € = 0, then the protocol
is said to be perfectly correct. If ¢ = negl(\), then it is said to be statistically
correct.

Anonymity. Informally, anonymity means that the real spender’s accounts are
hidden among the uncorrupted accounts as long as there are two or more sets of
uncorrupted input accounts that can be successfully spent.

A RingCT protocol is said to be anonymous if the following holds for all
PPT adversaries A and pp <+ Setup(1*)

Pr [A wins the game Exp:Anonymity] < 1/2 + negl()),

where Exp: Anonymity is defined as follows.

1. Generate A auditor trapdoor /key pairs: (TDY, (t7 ,t7 ¢ )) +— TdRowGen(pp)
for 7 =1,...,N. Let t := ((t5,t},3), ..., (&), £V, #))) denote the sequence
of all auditor public keys.
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2. (Ain, PKout, Amtoye, R) JRE st) < A9%C(pp,t) : A is given pp and access
to all oracles, and then outputs two target sets of accounts to be spent as
(Ains PKout, Amtoue, R? JRL [st) where

— st is some state information to be used by A in the next stage,
— Ain, PKout and Amtgy; are as in Table
— R) 'RL C Ay, such that both R) and R! contain exactly one account
from each row of A;,.

3. (tx, CKéut) + Spend(A;,, RY , K¢, PKout, Amtoy) for i = 0,1 : Both sets RY
and R}, of real input accounts are spent with the arguments specified by A
where

— Ki, is the set of account secret keys of the accounts in R} retrieved from
L fori=0,1.
If Verify(tx;,B) = 0 for some i € {0,1}, then set txg = tx; =L.

4. b+« {0,1}.

5.0 — AO%C(tx,, CKE  Amt)  Amtl  st) : A is given access to all the oracles,
the state st, one of the Spend outputs, and the input amounts in K, and K} .
Then, A outputs a guess for the real input of the Spend output provided.

A wins the game Exp: Anonymity if the following holds

— all public keys and coins in RY, and R}, are generated by PKGEN and MINT,
respectively, and all accounts in R) and R} are generated by ACTGEN,

— all public keys in PKy,; are generated by PKGEN,

— txg #L and tx; #1,

— no account (including its public key and coin) in R, or R has been corrupted
(i-e., queried to CORRUPT),

— (-,Ri -,-) has never been queried to SPEND for i = 0, 1,

- =0

In the anonymity definition, the adversary is not allowed to get access to the
trapdoors or a tracing oracle. Clearly, there is no anonymity guarantee against
the parties (e.g., the auditors) who have access to the correct trapdoor(s). More-
over, to have a stronger anonymity property where the adversary can make
queries to a tracing oracle, one requires a CCA-secure encryption, which we
avoid here to keep the structure of MatRiCT-Au similar to that of MatRiCT.

Balance. Informally, balance means that no adversary is able to spend a set A
of accounts under his control such that the sum of output amounts is more than
the sum of the amounts in A.

A RingCT protocol is said to be balanced if the following holds for all PPT
adversaries A and pp < Setup(1*)

Pr[A wins the game Exp:Balance| < negl(\),

where Exp:Balance is defined as follows.
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1. Generate A auditor trapdoor/key pairs: (TD‘7, td,t],t])) <«
TdRowGen(pp) for 7 = 1,...,N. Let TD := (TD',..., TD") denote the
sequence of all auditor trapdoors and ¢ := ((t5,t1,8),..., (&, Y, t)))
denote the sequence of all auditor public keys.

2. (txp, Amtl . CKL ), -+, (g, Amt!  CKE ) < A©9%C(pp, TD, t) : The adver-

sary A is given access to all the oracles ORC together with pp, TD and ¢, and
outputs a set of ¢ transactions where

— tx; = (AL, PKY ., ON i, IT;,SN;) for i =1, ¢,

— Amtg,’s and CK{ s are sets of output amounts and coin keys, respec-
tively, for uncorrupted output public keys with |CK{ | = [Amt{ | <
IPKS el = |CNg | for all 4 € {1,...,t}.

3. B; «+ Verify(tx;,B) fori =1,...,t.
A wins the game Exp:Balance if the following holds

— foralli € {1,...,t}, all public keys and coins in Al are generated by PKGEN
and MINT, respectively, and all accounts in A! are generated by ACTGEN,
- ﬂﬁzl SN; =0,
— Bi#(foralli=1,...,t,
S'—1 . M-1
— there exists a j* € [1,¢] such that > Amt! [i] > >  amti,; where S’ =
i=0 i=0
|Amt] |, M = |SN;«|, amt;, ; = L[sn;].amt for all sn, € SN;- if sn, € £ and
Lsn;].IsCrpt = 1, and amt;, ; = 0 otherwise, }
— forany i € [1,#] and 0 < j < [PKG,,|, if L[pk; ;].IsCrpt = 0 for pk, ; = PK{ . [4],

out
then CKéup[j] = 4[Pki,j]-cnka Amtg, 7] = Llpk; ;J.amt and CNg . [j] =
Mint(Amt. . [j], CKY ¢ []]) That is, for all uncorrupted output public keys,

the corresponding output coin key, output amount and output coin provided
by the adversary are correct.

Contrary to MatRiCT, our balance definition here is stronger in the sense
that the adversary is additionally given access to all the trapdoors. Even with
this change, we show that the balance proof of MatRiCT can be easily adapted to
handle the stronger case thanks to the way trapdoors are used in MatRiCT-Au.

Auditability. Our auditability definition is similar to the traceability of group
signatures [4]. Informally, auditability means that no adversary, who has access
to all the trapdoors and can corrupt arbitrary number of accounts in a transac-
tion, can create a wvalid auditable transaction that fails to trace or traces back
to a set of real input accounts where there is an uncorrupted account.

A RingCT protocol is said to be auditable if the following holds for all PPT
adversaries A and pp < Setup(1*)

Pr [A wins the game Exp:Auditability] < negl(}\),
where Exp:Auditability is defined as follows.

11 Without loss of generality, the indices for corrupted public keys are assumed to be
the last ones so that the indexing matches.
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. Generate AN auditor trapdoor/key pairs: (TD‘7, td,t],t])) <«
TdRowGen(pp) for 7 = 1,...,N. Let TD := (TD',..., TD") denote the
sequence of all auditor trapdoors and ¢ := ((t5,t1,8),..., (&, Y, t)))
denote the sequence of all auditor public keys.

(g, Amtl G CKEL), - (b, Attt CKE L), i AORC(pp, TD, t) : The ad-
versary A is given access to all auditor trapdoors TD and public keys ¢ and
all oracles ORC together with pp, and outputs an index 1 < ¢* < ¢ and a set
of ¢t transactions where

— tx; = (AL, PKL,, CNi, IT, SN for i = 1, 8,

in? out?, out»
— Amt;’s and CK{;’s are sets of output amounts and coin keys, respec-
tively, for uncorrupted output public keys with |CK{ | = [Amt{ | <
IPKS el = |CNg | for all 4 € {1,...,t}.

B; + Verify(tx;,B) for i = 1,...,t.
. Rir + Audit(tx;-, td, B)[7]

A wins the game Exp:Auditability if the following holds

for all i € {1,...,t}, all public keys and coins in A{ are generated by PKGEN

: in
and MINT, respectively, and all accounts in A? are generated by ACTGEN,

ﬂﬁzl SN; =0,

B;#Qforalli=1,...,t,

R;» =1 or R;« contains an uncorrupted account act such that SPEND(+, Ry, -, +)
for act € R;, has never been queried.

E MatRiCT-Au: Lattice-Based Auditable RingCT

We now describe MatRiCT-Au. For completeness, we take most of the algorithms
verbatim from MatRiCT and show that minor changes (marked in blue color)
suffice to add auditability thanks to our new tools from prior sections. As in [14],
we let r be the integer such that any sum of the amounts fits into r bits. The

1

h

12

otations in MatRiCT are recalled in Table[dl We discuss the algorithms briefly
ere and refer the reader to [14] for further details.

Table 4. Identifiers for MatRiCT-Au.

Cyclotomic rings Ry = Z¢[X]/(X7 + 1)
J of degree d " R4 = Z;[X]/(X¢+1)
n, N, ns |heights of G, G and H, respectively

m,m |the dimensions of randomness vectors over R, and Ry, respectively
N = B¥]|ring size of ring signature (and anonymity set size)

y4 the real spender’s column index with 0 < /¢ < N
r  |the bit-length of an amount, i.e., amt € V = [0,2" — 1]
B |the maximum absolute coefficient of fresh randomness

Assume w.l.o.g. that the auditing option in tx;» is on and td is the trapdoor for tx;=.
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In general, 3 commitment keys G, G and H are used in the system where
H and G are defined over R, and G is defined over R4 for positive integers
q,q. These matrices are generated using Algorithm [3| which runs an extendable
output function Sam. Sam is modelled as a random oracle in the security analysis.
For ease of presentation, we assume that SamMat works as in the following
example. If we run Gy + SamMat(p, 2, ¢, n, m) and G <+ SamMat(p, 4, q,n, m),
then we get Go = [A || by || co] and G1 = [ A || bo||b1 || co||c1 . This is to simplify
the presentation of how the auditors generate the trapdoor rows and how they
are used by the spenders. Moreover, to make sure that the auditors create a
trapdoor for the largest possible matrix, we introduce MAX, which denotes the
maximum number of input/output accounts possible.

Algorithm 3 SamMat(p’,v,¢’,n’,m/, str)

INPUT: p for some seed p' € {0,1}*°%; v, ¢',n',m’ € ZT; str is an optional
auxiliary input string.

n' x (TVL/+U)

1: G+ Sam(p’,str) where G € R},
2: return G > G can be output in the NTT domain.

To enable optional auditing feature, we assume that all auditors publish their
‘trapdoor’ rows by running TdRowGen(pp), which calls our VPDC trapdoor
key generation algorithm CAddTd from Section |5l Note that when writing G-=
[A|B||C] with A € R?Xﬁl7 B¢ R?X“ and C € RZLXUQ, the auditors sample
s« Rg_l, eg SBme, e1 < Sy, and ez <= Si . The output of TdRowGen(pp)
provides the longest possible trapdoor row and the users simply truncate ¢; and
to returned by the algorithm depending on the number of input/output accounts
of their transaction as given in Alg.[9] In particular, a spender requires the first
vy (resp. v2) coordinates of t; (resp. ta) for vy = vy = kS +7r-S+ [log(M + S —
1)](r — 1) for her particular choice of (M, .S).

The system parameters are set using Algorithm [4] Algorithms [5] [6] and
describe public-secret key pair generation, serial number generation and minting
a coin, respectively.

The Spend function is described in Algorithms 0] and [12] Algorithm
first sets some parameters and computes “corrector values” ¢;’s, which are

Algorithm 4 Setup(1*) A is the security parameter

Choose int. params k, 8,7, n, m, i, i, d, ¢, § such that N = g*

Set w, p such that |C3 | > 22°6

p {0’ 1}256

Pick a hash function H : {0,1}* — CZ ,

Set a bound, MAX, on the maximum number input/output accounts
return pp = (p, H, k, B, r,n,m,n, m,ns, d, w, p, q,§, MAX)
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Algorithm 5 KeyGen(pp)
1: G + SamMat(p, 0, q,n, m, “G”)

2 r« {-B,...,B}*™
3:¢c=G-rin Ry > Com. to zero under ck = G
4: return (pk,sk) = (¢, 7) > Can be output in the NTT domain
Algorithm 6 SerialGen(sk) for a secret key sk € Ry
1: H + SamMat(p, 0, ¢, ns, m, “H”)
2: ¢=H -rin Ry* where r =sk € Ry’ > Com. to zero under H
3: return sn =c > sn can be output in the NTT domain
Algorithm 7 Mint(amt) for amt € [0,2" — 1]

1: G + SamMat(p,r,q,n,m, “G”)

2 r {=B,...,B}*™, (by,...,br—_1) + Bits(amt)
3: C = Comc(bo,...,br—1; 7) in Ry where ck =G
4: return (cn,cnk) = (C,r)

Algorithm 8 TdRowGen(pp) > New to MatRiCT-Au
L v =kB+r-MAX + [log(2 - MAX — 1)](r — 1)

2: G + SamMat(p, 2v, 4, i, m, “Gbig”)

3: (G, td) + CAddTd(®)

4: Parse the last row ¢ of G as (to,t1,t2) € R? x R§ x R}
5: return (td,t = (to, t1,t2))

used to prove balance. Then, the output coins are minted and the spender uses
Algorithm [J]to run an aggregated binary proof on the bits of the output amounts
and the unary representation of the real spender’s index .

The only significant difference in spending of MatRiCT-Au over MatRiCT
comes in Algorithm @ where we replace the last row of G with the trapdoor
vectors when the spender chooses to be audited by Authority J (J > 0). If
J =0, then MatRiCT-Au runs exactly as MatRiCT, i.e., auditability option is
off.

The commitment C at Step [26|is called the “corrector commitment” and is
used in the balance proof. One can observe that it has the form of a sequence of
carry values. The prover must prove that C' is of the form as given at Step
This is guaranteed by the check at Step [1§] of Algorithm

After this, M ring signatures are run to prove ownership of an account from
each row of A;,. To prevent double-spending, a serial number for each account
spent is also computed. A final ring signature is executed to prove that the
balance is preserved, where Zf:_ol CNout,i — Zf\ial cn; ¢ + C is shown to be a
commitment to zero for the same index ¢ € [0, N — 1].
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Algorithm 9 BinaryCommit > Commitment Step of Binary Proof

N NN NNDN E =P === =
A R sul S N N A B o L oy

[\>]
(=)

NN
o

INPUT: ¢ € Z¥; {(s;,Bool;, (b),...,0),), B;)}\Z} where s; € Z¥,Bool; €
{True, False}7bl(-j) € {0,1}; B, Buig € Z*; 7 > 0.
OUTPUT: (ra,m), (4, B),{(af’,...,al))_)}\Z{ where ro,m, € R}, A, B € R}

and az(j) € R;.

ck = G + SamMat(p, v, §, i1, 17, “Gbig”) for v =2 - (Z;;é S5
if 7 > 0 then > Auditing by Authority J active
Retrieve Authority J’s trapdoor row vectors as to € Rg”, t € R’g,, to € Rg/
Remove the last v’ — v/2 coordinates of ¢; and to
Let G =[A|B|C]for Ac RI*™ Be R Ce R
Replace the last rows of A, B and C with %y, t1 and t2, respectively
end if
rp < {=B,..., B} and 7, « {—Buig, . .., Boig}4™
for j=0,...,t—1do > Iterate over each bit sequence
if Bool; = True then > The case of Hamming weight equal to 1.
if bf)j) =0, then i" = —1 > Out of [1,s; — 1]
elsei* + {1,...,s;, — 1} & agi) —{-Bj,...,B;}?
fori=1,...,s; —1land i #i" do > i starts from 1.
if bgj) =0, then al(j) —{-B;-p),...,B; —p}?
else al(j) —{-Bj,...,B;}*

end for ,
af) = -2 al?

else
fori=0,...,s; —1do > ¢ starts from O.

an) < {—B]', PN B]'}d

end for

end if

: end for

o () @ = (o)

1 Vsp_1—1 »Psp_1—1

Ce= (ag°>(1_2bg°>),... a1 — 26V ))

) sp_1—1 st—1—1

bd= (=@l )?)
: B = Comek(b,c; ), A= Come(a,d; rq) in Rg with ck = G
: return (rq,7s), (4, B), {(af)j)7 ..a? VHoy

s;—1/J5j=0

The ring signature algorithm is essentially a one-out-of-many proof, whose

commitment step is described in Algorithm[I0] This proves that the prover knows
an opening of one of the N inputs (for example, pkg g, - -, Pko x_1)-

In Algorithm the spender computes the masked responses of the under-

lying ZKPs. Each bit given to the binary proof is masked by some polynomial
a € R;. Similarly, masked randomnesses are computed as in the one-out-of-many
proof of [11].
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Algorithm 10 RingCommit

> Commitment Step of Ring Sign.

—_

[
—

S L XN DI W

INPUT: GenSerial € {True,False}; (Po,...,P~v—1) where P;

. . ) +
, —1,k— . .
(po,0y---,PN-1,k—1) Where p; ; € Rq; B, Bigx € Z™.

€ Ry;

OUTPUT: (py, .-, px_1); (Fo, Fo, ..., Ex—1, Fi—1) where p, € R, E; € Ry and

F; € Ry*. Fy’s are omitted when GenSerial = False.

ck = G + SamMat(p, 0, g, n,m, “G”)
if GenSerial = True, then H < SamMat(p, 0, ¢, ns, m, “H”)
Po — {—Bbigk, - - Boigi}*™
for j=0,....,k—1do
p;—{-B,....B}"™ if j#£0
R; = Comcx(0; p;) in Ry
Ej =30 pigPi+ Rj in Ry
if GenSerial = True, then F; = H - p; in Rj*

: end for
: if GenSerial = True, then

return (p0> . ~7pk71)7 (E07F07 o '7Ek717Fk:71)

: return (pg, ..., Pp_1), (Eo,--., Ex_1)

Algorithm [I3] summarizes the verification, where the same norm checks as in
Algorithm [12] are performed, the “missing” components are computed and then
the hash output is checked.

Algorithm 15 Compute p; ; for k € {1,2}

©

11:
12:

INPUT: [, ao,0y -+, ak—1,—1
OUTPUT: P0,05---sPN—1,k—1 € Rq

if Kk =1 then
fori=0,...,N—1do
Pi,0 = 0,iq > i = (i0,...,ik—1) in base 3
end for
return (po,o,...,PN-1,0)
else if kK = 2 then
fori=0,...,N—1do
Pi,0 = G0,ig * Q1,iy
Di,1 = Oeg,ip - Q1,51 + Oc1 iy * Q0,0
end for
return (po,0, o1, .-, PN—1,0,PN—1,1)
end if

The auditing function (Algorithm , which is unique to MatRiCT-Au, sim-
ply uses the decryption algorithm from Section [5| to recover the spender index ¢
and the output amounts amtgyt, ;’s from the commitment B. Note that CDecGR
is run over Ry, and s = (—s’,1) and B are in Rg. The decryptable message
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Algorithm 11 Spend-I

N DD = b e e e e e e
R OV NDU A WN—OO

22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

32:
33:
34:
35:
36:

37:

INPUT: M,S € Z%; An = (acto,0,...,actar—1,nv—1) where act;; =
(pk; j;cni, ) is an account; £ € [0, N — 1]; (asko,¢, .. .,askar—1,e) where ask;, =
(rie,cnkig,amting) € Ry X Ry X 7% PKows = (pkout,(b"‘?pkout,s—l) where
Phouti € Rq; (aMtout,0, - - -, aMtous,s—1) where amtous,i € [0,2" — 1]; an auditing
option J > 0.

Bo, = [20-pkd], B, = [p(S+ 1)rd]

Ty = d® (BEkB(B + 1) + Bir(S + 1)) /(4d)

Buig = [1.2(M + S + 1)Bpwmd], Buig = [8(M + S + 1)Bpwind|

Buigi = [1.2+ (M + S + 1)B(pw)*md]

B{Jig,k =[24-(M+ S+ 1)B(pw)*md]

fori=0,...,r—2do >cg=c=0

e = (e 055 amtouli] = X205 " amtin 01 /2

end for
fori=0,...,5—-1do

(cnout,i, cnkout,s ) <— Mint(amtout,;)
: end for
: CNout - (Cnout,Oy ey Cnout,S—l)
¢ CKout = (enkout,0, - - - CNKout,5—1)

: b= {(B, True, (5@].’0, .. .,5gj,571),8a)}§;5
:b=bU (r —1,False, (c1,...,¢r—1),Br)
: for j=0,...,5—1do

b = bU (r, False, Bits(amtout,; ), Br)

. end for
: ¢k = G < SamMat(p, r, ¢, n, m, “G”)
cre e {=B,... B} rq+ {—Buig, ..., Buig}¢™

: (Ta,rb),(A,B),(ao,o,...7ak,173,17ac,17...,acyr,l,ag?l)t’o,“.7a(()it_yrl)71)
+ BinaryCommit(k + 1+ 5, b, B, Brig, J) D Geo = Ger =0
fori=0,...,5—-1do

’I’E;) < {_Bbig7 ) Bbig}d"m )
Gy = Comep(allgr- - ali,—1i 7)) in Ry
end for
C = Comex(co — 2¢1,...,¢r—1 — 2¢r; 7¢) in Ry
D = Comck(te,0 — 2ac,1, -+ Geyr—1 — 20c,r; Ta) in Ry
Compute p = (po,o, ..., PN—1,k—1) using Alg. 15| with (¢, a0,0,...,0k-1,8-1)

fori=0,...,M —1do

sn; = SerialGen(7; ) > Not recomputed if restarted
... o0 ), (B FP, .. ED D))
RingCommit(True, (pk; o, - - -, Pk; y_1), P, B, Bbig,x)
end for
for j=0,...,N—1do

S—1 M-1 .
Py = Zi:o Chout,i — Zi:o cni; +Cin Ry

M M M M
(p6™ oD (B B
RingCommit(False, (Po, ..., Pn—1),P, B, Biig )
¢ = H(AB,C,D,EY,. .. EM F? FM Go ... ,Gs_1,sn0,... 5001,
Ain, PKout7 CNout)
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Algorithm 12 Spend-II > No mod ¢ or ¢ in this function!

—_ =
—= o ©

—_
N

= =
0 D U W

—_
©

W WWW NNNNNNNNNDN
R ORPRS OO TSSO RLNR~O

OUTPUT: CKout, Ain, PKout, CNous, SN and IT as below where F\*, ... F{M) ¢
Ry+; B e RY; C,E®,.. . EM € Rl e cCly fy € REVTV; f e Ry1HSTs

q>
% 0 M
zy € R, zc,zoutyo,...,zouhs,l,z( )20 ¢ Ry

for j=0,....,k—1landi=0,...,6—1do

fii = xi;ej,z' + aj: > masked spender index repr.
end for
fori=1,...,r—1do

fei =xCi + ac, > masked corrector values
end for
for j=0,...,5—-1andi=0,...,r—1do

féi)“ = - amtous,;[¢] + afj}tyi > masked out. amt. bits
end for

s Fi=(fors s fem1,8-1) > fj,0’s are excluded

o if || f1]l. > Ba — p, then Go to Step [20] of Alg. [11]
 f.= (fc,h-~~7fc,r—17fcsgl,07-"7 cgftj'rlll)

2 if [|f,]l. > Br — p, then Go to Step [20] of Alg. [1]
: for j=0,...,k—1do

if || f;.0ll > Bay/d(B — 1), then Go to Step [20] of Alg.

: end for
2 g = (fool®—fo0).-, fo1p-1(x — fe_1,5-1))
g =gU(fea(x— fer), ., fer—1(x = fer—1))

0 0 S—1 S—1
tg=g U (chui,O(m - fcguz,())7 ] c()ut,rzl(m - fcgut,rll)
. if ||g]| > /Ty, then Go to Stepof Alg.
L Zp =27y + T > m-dimensional

2 if || zo]| . > Brig — Bpw, then Go to Stepof Alg‘
L Ze =27+ Ty
:fori=0,...,5—1do

_ (%) _
Zout,i = TTout,i + Ty where Tout,i = anout,i

: end for
2 if |[(zes Zout,0) - - - 5 Zout,S—1) || o > Brig — Bpw, then Go to Stepof Alg.
:fori=0,...,M —1do

20 — aFri g, — Z;:& xjp§i)

if |29 > Buigx — B(pw)*, then Go to Step [20|of Alg.

: end for

c 2(M) = h e — Zf;é xjpg-M) where a0 = Zf:_ol Tout,i — 5o Chkie +Te
Cif (|20 > Bl — (M + S+ 1)B(pw)*, then Go to Step [20]of Alg.

: return CKoue, Ain, PKous, CNout, SN = (sno, ..., sna—1), J and

M-—1

m = (B,C,E" ... .EM FO FM z i fr oz ze, 29,20 z0u0,
.. -7zout,5’71)
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Algorithm 13 Verify

e e el el
W TDURE W R OO

19:
20:
21:
22:

23:

24:
25:
26:
27:
28:
29:

30:

31:

INPUT: ]\/f7 S e ZJr; Ain = (a(:t(),o7 .. .,actM,LN,l) where act; ; = (pki‘j,cni,j) is
an account; PKout = (PKoui.00 - - - » PRout,5—1); CNout = (CNout,0, - - -, CNout,5-1); IT =
(B, C, E%D), cee E](C]\fl), F1(0)7 A F,g?,x, fi, f. 20, 2, z(o), cee z(M), Zout,0y - -+ 5

Zout,5—1); SN = (sno,...,sna—1); an auditing option J.
OUTPUT: True/False

if ||f,]l.. > Ba — p, then return False
if ||f.|l.. > Br — p, then return False
Parse f, = (fo,1,--., fr—1,8-1) as in Alg.
Parse f. = (fe,1,. s fer—1, fﬁﬂ{,o, cee fé,i}l_l) as in Alg.
for j=0,....,k—1do
fio=z— Zf:_f i
if ||f;,0]l > Ba/d(B — 1), then return False

end for
Compute g as in Alg.

. if ||g|| > /Ty, then return False

- if ||z]|. > Buig — Bpw, then return False

2 if ||(2¢, Zout,05 - - - 5 Zout,5—1)]| o > Bbig — Bpw, then return False

Sif (|2, 2D > Brigk — B(pw)®, then return False

Cif (|2 > Bligk — (M + S + 1)B(pw)*, then return False

: f = (fo,0,---s fo—1,8-1) U F, > fj,0’s are included.
: Update G as in Alg. |§| if 7>0

: A= Comck(f,g; z») —xB in RZL for ck = G
¢ D = Comer(fe0 —2fc1s s ferm1 — 2fcr; 2e) — xC in Ry where feo = fer =0

and ck = G here and in the rest
fori=0,...,5—1do _
G; = Comck(fél?t’o, A féfl)t,rfl; Zout,i) — TCNout,i N Ry
end for
for [ =0,...,M —1do
B = [N (150 £ ) Phas] = Comen (05 20) = 537 B0 in Ry
where i = (i9,...,ik—1) in base (3
Fél) =afsn, — H - 20 — Zf;ll Fj(l)xj in Ry*
end for
for j=0,...,N—1do
Pj = Z;.S;Ol CNout,i — Zf\igl cn;; + C in R;L
end for
B = S5 (TB50 ) Pi] = Coman(0: 200) = S B0 in B
if ©#H(AB,C,D,EY,. ... EM F®  FM Go,...,Gs_1,5n0,...,5n0m-1,
Ain, PKout, CNout ), then return False
return True
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Algorithm 14 Audit(tx,td = s, M, S) > New to MatRiCT-Au
1: Parse tx = (-, -, -, I1,-)

: Parse II = (B,C,.. .,F,Eidf,m, Fis--+, Zout,s—1) as in Alg.

v =kB+ Sr+ [log(M+S—1)](r—1)

. (m/,2') + CDecGR(B, z,td, v1) (Alg. > over R; with s, B € Rl

D Parse M’ = (00,0, -+ bho1,8-1, %5« oy %, by gy ey Doty e ey Do o)y bl )
> The middle [log(M + S — 1)](r — 1) bits are discarded

=300 B30 dbis

T amtour, = Yooy 205 for j =0,...,5 — 1

8: return (¢, amtout 0, - - - , aMtout,5—1) > should be equal to the values in Alg.

Tt o= W N

(o)

space D here is equal to the set of v;-dimensional binary vectors over R4 with
the first k3 bits having exactly k ‘1’s for vy = k84 Sr+ [log(M + S —1)](r —1).

Note that Audit also recovers the “corrector values” and just discards them
because they are not really useful for auditors. We discuss an optimization
around this in the next section.

A nice feature of MatRiCT-Au is that multiple auditors can audit the same
transaction without revealing their trapdoors to each other. This can be easily
realized by having the spender use multiple trapdoor rows in the commitment
key G, where each trapdoor row belongs to a different auditor. It is, of course,
also possible that different users opt to be audited by different auditors and even
some users may opt to be not audited at all (by choosing J = 0).

Remark 3. Using our new results on auditability, it is easy to extend the group
signature in [14] so that adversarially-generated signatures can also be opened.
In particular, the opening of the group signature runs as in Audit (Algorithm
and hence in time polylog(N), unlike the O(N) time search required in [14].

E.1 Optimized Gadget for MatRiCT-Au

As discussed, recovery of “corrector values” in Audit is not really needed for
MatRiCT-Au application and therefore, we can treat them to be part of the
auxiliary message that is not recovered in decryption. The easiest way to do this
(without modifying the original MatRiCT protocol structure) is to modify the
gadget vector g. We can further exploit the fact that the first kS bits in the
decrypted message has only k£ ‘1’s. That is, the true entropy of the message to
be recovered is log N + Sr = klog §+ Sr bits instead of v = kS +.Sr+ [log(M +
S—D(r-1).

For our concrete parameter setting of MatRiCT-Au, we always have k = 1
and B = N < 2%, meaning the spender index ¢ is represented by the /-th unit
vector (0,...,0,1,0,...,0) in RN. Since N < 2%, it is more than sufficient to
encode the user index ¢ using the least significant bits (LSBs) of the coefficients
of the product (g, m) that is recovered in decryption (namely, m’” in Alg. |2).
Therefore, we will set the first part g, of g to recover the spender’s index ¢
below.
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Then, since we do not need to recover the corrector values, we can just
set the gadget vector coordinates that multiply the corrector values as zero.
Therefore, we will set the second part of g as the «-dimensional zero vector for
v:=[log(M +S—1)](r —1).

Finally, in our concrete parameter setting, we have r = d = 64 as in Ma-
tRiCT. Therefore, it is sufficient to have S more bits in the coefficients of the
product (g, m) to represent the bits of the output amounts. Overall, it is suffi-
cient to have (S + 1)-bit entropy in the coefficients of the product (g, m), and
hence t > 25+1,

Now, let N — 1 = (ig,...,%x—1)2 in binary representation for x = [log,(N)].
Using these and the above notations, the optimized gadget vector for MatRiCT-
Auis g = (go,07,g;) with g, € RV and g, € RS" = RS?, where

g0 = (0,1, X, X +1,... i+ 01X + - + i1 X7, (20)
g =2-(XT,2X"7,...,257'XT), and (21)
X' =(1,X,X2..., XN, (22)

In the decryption of the optimized Audit function, the auditor will recover
m' as in Alg. [2] Then, it will use the LSBs of the coefficients of m' to recover
the user index ¢ (note that these LSBs represent the bits of ¢). Finally, it will
use the S most significant bits of the coefficients of m’ to recover the output
amounts and hence the transaction amount.

The overall advantage of the optimized gadget vector is that the condition
t > 27 = 2[v1/d] ig relaxed to t > 251, For our concrete parameters, this means
that we only require ¢t > 8 instead of ¢ > 64, which translates to about 8x saving
in q.

E.2 Parameter Setting

Our parameter setting of MatRiCT-Au is similar to MatRiCT, and we target an
anonymity level 1/N for N < 100, set the number of bits of an amount r = 64
and the number of transaction input-output accounts M,S < 2. The following
parameters remain the same: B =1, (d, w,p) = (64,56,8), k = 1, ny = 1. One of
the system moduli ¢ is also not affected. Therefore, we can use (n,m) = (18, 38)
and ¢ = 231 — 2! 423 1 1 as in MatRiCT. We also fix B, = 1. The main change
we need to do is to increase the other system modulus ¢ to accommodate for the
requirements of the decryption algorithm.

First, as required in Theorem [2, we need to satisfy the condition that chal-
lenge differences are invertible in R; for some ¢t > 2. Here, we use the results
of [10,/13] and employ the Partition-and-Sample (PaS) technique. In particular,
we set the number of factors of R; to be 2, which means that PaS method will
have § = 64/2 = 32 coefficient index sets S; with |S;| = 2. It is easy to see
that the non-invertibility probability for the standard way of sampling w = 56
non-zero coefficients out of d = 64 coefficients is upper bounded by the non-
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invertibility probability for the challenge distribution in which we ﬁxIE exactly
2k index sets with Hamming weight @ = 1 and (28 — k) index sets with Ham-
ming weight @ = 2, for some k € {0,1,2,3,4} in PaS technique (the remain-
ing index sets, if any, simply have Hamming weight zero). We upper bound
the non-invertibility probability for the latter distribution for each possible
k €{0,1,2,3,4}. Note that the total Hamming weight is always w = 56. There-
fore, we can stick to the standard sampling of challenge coefficients while relying
on the results of [10}|13]. Particularly, we used the scripts of [10] to compute a
bound on the non-invertibility probability for each subcase of k € {0,1,2, 3,4}
above and found that this probability for ¢+ = 13 is at most 271! in any subcase.
Overall, for d = 64, we see that we can set ¢ = 13 such that R; splits into two
factors and ¢ is a prime with ¢ = 5 mod 8 while having challenge differences
invertible, except with probability at most 27101,

Now, we look at the requirements due to the decryption of B commitment
via Audit, which is defined over R;. To satisfy the requirement in Theorem
for the commitment B partially-decrypted in Audit (Alg. , we see that
G > 2°°28 is sufficient for the given parameters. This is only about a 2-bit
increase in comparison to the ¢ modulus ~ 2°% in MatRiCT. With the slightly
increased ¢, we also need to also increase 7, to (7, M) = (35, 69) (from (32, 65)
in MatRiCT). Observe that i —7 = nn—1 and thus the two M-LWE assumptions
w.r.t ¢ in Lemma[3|have matching dimension parameters. This parameter setting
yields a “root Hermite factor” of ¢ & 1.0045 (or smaller) for all M-SIS and M-
LWE security estimations that are done as in MatRiCT (see [8, Section 3.2.4]
for more details on M-SIS/LWE practical security estimations). As a result, the
proof length increase in MatRiCT-Au as shown in Table is only ~ 3%, and the
public key (4.36 KB) and serial number (248 bytes) lengths remain the same as
in MatRiCT (since they are defined over R,).

E.3 Implementation

Our implementation is done in C/C++ on a standard desktop machine with Intel
i7-7700K CPU and we try to keep most of the things same between MatRiCT
and MatRiCT-Au implementations. We use the AES-256 in counter mode with
AES-NI hardware instructions [18] to implement the pseudorandom generator
and use the SHAKE-256 [25] to implement the hash function H. During the
benchmarks we use gecc 11.2.0 to compile the source code with compiler options
-03 -march=native enabled. As mentioned before, we use ¢ = 231 —218 423 11
in MatRiCT-Au (as the original MatRiCT). We choose § = (227 — 211 +1)(2%0 —
28 + 1) where both prime factors are NTT-friendly as in MatRiCT, and we use
t=13.

Compared with MatRiCT, in addition to the existing constant-time NTT
and uniform sampler implementations, we make the Spend function constant-
time. Therefore, we remove the early-evaluation rejection technique [27] and the

13 Note that the choice of the index sets does not change the non-invertibility proba-
bility due to the independence of the coefficients in any two index sets.
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dependency of the GMP library [16] during the norm checks of Alg.[12} In Audit,
the decryption algorithm CDecGR is run with honestly-generated commitments
and proofs, while also using the optimized gadget vector in App. [EJ]

The running time comparison between MatRiCT and MatRiCT-Au is shown
in Table [5| and the proof lengths are compared in Table [I| For the runtimes,
we take the average number of cycles and divide it by 3 - 10°. Compared to
MatRiCT, MatRiCT-Au only adds slight overhead (5%-10%) in the runtime of
transaction generation. Note that the runtimes of MatRiCT from [14] in Table
were retrieved by using the older gcc version 8.3.0, which is the likely cause
of the transaction generation of MatRiCT-Au being faster than MatRiCT for
N =10 and (M, S) = (1,2). We also note that the given implementation does
not exploit architecture-specific optimizations such as AVX2.

Table 5. Runtimes (in ms) of MatRiCT and MatRiCT-Au at 3 GHz.

Anonymity level 1/10 1/50 1/100
#inputs — #Houtputs ||l — 2|2 = 2|1 —» 2|12 - 2|1 — 2]2 — 2
Key Gen. 2 2 2 2 2 2

MatRiCT [14] Transaction Gen. || 242| 375| 301| 471 360 620
Verification 20 23 25 31 31 40

Key Gen. 2 2 2 2 2 2

Transaction Gen. 233| 414 318 508 402| 654

MatRiCT-Au Verification 21 25 26 32 33 42
Trapdoor Gen. 4 5 5 6 6 7

Audit|| 0.01] 0.01f 0.01f 0.01| 0.01| 0.01

F Security of MatRiCT-Au

In this section, we study the security properties of MatRiCT-Au. The correctness
of MatRiCT remains unaffected by our minor changes and MatRiCT-Au satisfies
the same correctness property. Throughout the section, we fix v1 = vo = kS +
r - MAX + [log(2 - MAX — 1)](r — 1).

F.1 Anonymity

The anonymity of MatRiCT-Au is mostly similar to that of MatRiCT. The only
difference is that we replace the commitment key G' with a uniformly random
one (as in MatRiCT) in the first hybrid below.

Lemma 3. (Anonymity) Let A be a PPT adversary, and AdvﬁVVE7 AdvﬁWE2

and AdvﬁWES be the advantages of A over solving M-LWEy, v, mqB, M-
LWEp _amg5 and M-LWE;_1 p4v,+vs,6,8., Tespectively. Then, the advantage
of A against Ezp : Anonymity without shuffling is at most

AdvA™0 < AdvEWE: | k(0 41) - AdvEWE 4 AdvEWES,
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Proof (Lemma @ From the original experiment, we switch to a game that is
identical to the initial anonymity game in MatRiCT as follows.

Gamey : This is identical to Exp:Anonymity without shuffling.

Game; : The challenger replaces the trapdoor row vectors tg, t; and %,
in the commitment key G with uniformly random vectors in Rg%, Rgl and
RSQ, respectively. This game is indistinguishable from the previous one by M-
LWEj — 1,401 4v2,4,Be -

Advﬁ’ame“ - Advia‘mel < AdvﬁWE?

The result of Game; is identical to Game in MatRiCT. Therefore, the rest
follows by the anonymity of MatRiCT [14, Lemma 5.1]. O

F.2 Balance

We first recall the relation proved by the binary ZKP in MatRiCT, which is also
proved by MatRiCT-Au.

Lemma 4 ( [14, Lemma 5.5]). Assume that the following holds
— G/2 > max {2pwdBy(p + By), 2pwB2dB} for By = max{B,,B,},

1/2
— HMC' is yin-binding for i = 2pvVdw (Tg + l’;’%igmd) /
For an input commitment B € Rg, a commitment key ck and proof output
(A,z, f1, ., zb), our binary proof proves knowledge of (y, b, é,+) such that
—yeACl ;be Ri';é€ R 7 € R}
— yB = Com(yb, &; 7),
— All coordinates b; of b are in {0,1},
— € 1is uniquely determined by y, f1, f,,z and b,
For the first kB coordinates by, ...,bx_1,8-1 of b, Zf;ol bj: =1, i.e., there
is only a single 1 in {b;o,...,big—1} for all0 <i<k—1,
= ll(yb, &, 7) < s for

g = ((2pw)2 d (kB2B(8 + 1) + B2r(S + [log(M + S — 1)])) + 4Bgigmd) i

Balance proof of MatRiCT-Au follows analogous to that of MatRiCT due
to the following fact (as also discussed in Lemma . The additional trapdoor
information is only relevant to the last coordinate of the commitments over Ry
(i.e., commitments generated with a ‘trapdoored’ commitment key). Therefore,
by simply ignoring the last coordinate of such commitments, the balance proof
follows. This means that we require M-SIS;_1 « 4,2+, to be hard, which implies
that the requirement of MatRiCT is satisfied, i.e., M-SISj . 4.2+, is also hard.

K
Lemma 5. (Balance) Assume that q > (Qp\/f) and ¢ = 2K + 1 mod 4K

for some 1 < K < d where K is a power of 2. Let &k = k(k +1)/2 and 6 be
a positive real number such that the FEuclidean norm of any product of k — 1
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elements in ACS _ is at most 0. If M-LWEp,_p—n. m,qB8, M-S1Sy mirq2y and

w,p
M-S51S 1 sirtv1+v2,4,2v0:m @T€ hard, where

R 1/2
Yoin = 2pVdw (Tg + Bgigﬁ”Ld) and

(k+1)-d- (2p)" w""'Vmd - max{Bpigx, Bpz i}
1/2
OVd-(S+1)-2 (9r83d + Bﬁigmd)

v = max
then no PPT adversary can win Ezp : Balance without shuffling with non-negligible
probability.

F.3 Auditability

The auditability follows essentially from the facts that MatRiCT-Au is balanced
(i.e., ring signatures created with respect to the rows of A;, are unforgeable)
and that the decryption algorithm returns the same message used to create the
zero-knowledge proof. Therefore, the adversary cannot create a zero-knowledge
proof, where an honest user is traced by an adversarially-generated transaction.
We provide further details in the following two lemmas, where the setting of 7
is w.r.t. the optimized gadget vector in App.

Lemma 6. Letv; = vy = kf+Sr+[log(M+S—-1)|(r—1), 7 = [(log N+S7)/d],

and ||ellond,co = /(1 +v1 + v2)dBeys + 2pw(27 — 1) + t/2 for g defined in
Lemma . Assume that the following holds (see also Remark

—t>27,

Any challenge difference in Angp is wnvertible in Ry,

/1) > Apwlellpmd.00 + H(1/2 + 2puw),

tx is a valid transaction generated with at most qg random oracle queries,
— the size of the set of “good” challenges Gy, for tx is at least 3,

— assumptions in Lemma[]] are satisfied.

Then, except with a negligible probability, £’ = £ for (¢',...) + Audit(tx,td) and
the input £ in Algorithm . Further, Audit (Algom'thm runs in expected qg
iterations.

Proof. From Lemma we have an extracted opening (y, b, é,7) of B such that
yB = Comgk(yb, & 7), with ||(yb, &, 7)|| < vs (and the other additional prop-
erties stated in Lemma . From here, the claim follows using the results in
Theorem [2| and the assumptions in this lemma statement. a

Remark 4. As 3 accepting protocol transcripts are required to “complete” the
special soundness proof of our binary ZKP, we require the additional assump-
tion in Lemma [6] that |Gy| > 3. The extracted witness is still determined by
2 accepting protocol transcripts, and the third one is needed to conclude with
probability 1 that the extracted message is binary. If the assumption does not
hold, a cheating prover has a negligible chance of producing a valid transcript.
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Lemma 7 (Auditability). If all the assumptions in Lemmas [5 and [§ hold,
then no PPT adversary can win Ezp:Auditability without shuffling with non-
negligible probability.

Proof. Lemma@ shows that for any auditing-enabled transaction, Audit (Algo-
rithm [T4)) will output an index ¢’ € [0, N —1] (expect for a negligible probability).
Therefore, the adversary’s chance of winning Exp:Auditability while Audit
failing to output an index is negligible.

Let ¢/ <+ Audit(tx;~,td,B). The other case when there is an uncorrupted
account in the #’-th column of Ay, is ruled out by the soundness of the one-out-of-
many proof, where knowledge of the secret key of #/-th public key is proven (with
relaxation). That is, such an adversary succeeding in winning Exp: Auditability
with non-negligible probability leads to an algorithm for solving M-SIS as in
Case 1 (forgery) in the balance proof of |14, Lemma 5.7]. O

G Application of Our VPDC to MatRiCT+

The real spender’s index ¢ is encoded the same way in both MatRiCT [14] and
MatRiCT* [13]. In fact, as noted in [13], MatRiCT* uses a special case of the
ring signature in MatRiCT. Therefore, we can similarly apply our techniques
to MatRiCTY to extend it into a formally auditable construction, where even
adversarially-created protocol outputs can be audited. The main difference in
MatRiCT™ that relates to our decryption approach is that the commitment B
for the binary proof encodes only the bits for the user index representation and
a couple more bits used for the so-called “patching” technique. Therefore, the
decryption of B allows the auditor to recover the user index. What we need to
do is to use the norm-bound g of the opening of the B commitment from [13]
to see the effect on the parameters and the proof size.

To satisfy the challenge difference invertibility in R;, we can use [23, Corollary
1.2]. In MatRiCTT, challenges have infinity norm at most p = 1, and thus
any challenge difference has infinity norm at most 2p = 2. Hence, applying
|23, Corollary 1.2], we get that we need ¢t > 8 for a prime ¢ = 5 mod 8 (with
R; splitting into two factors) to guarantee invertibility of challenge differences.
Therefore, we can set t = 13. We also set B, = 1 as before.

We now need to consider the size of ¢ as before to satisfy the requirement
in Theorem [2| Using the norm-bounds from [13], we computed that g > 245:55
is sufficient (instead of ¢ ~ 232 in MatRiCT™"). From here, we also need to
change the parameters 7 and & in [13] (7 in MatRiCT is equivalent to 71 + & in
MatRiCT™). Concretely, we set (7, &) = (8,7). Observe that 7 — 1 = & to have
matching M-LWE dimension parameters as before. The other parameters remain
the same as in MatRiCT™ since they are not related to ¢. From here, we com-
puted the proof sizes of an auditable version of MatRiCTT and saw that there
is less than 9 KB increase in the proof sizes over the original (uncompressed)
MatRiCT*. The original (uncompressed) MatRiCT™ has proof sizes between 47
and 61 KB for N =11, § = 2 and M < 100. We can further benefit from the
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compression techniques as in MatRiCTY to decrease the additional overhead to
at most about 6 KB.
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