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Abstract
QR-UOV is a variant of UOV with smaller keys proposed at Asiacrypt 2021. In this
paper, we show that QR-UOV can be constructed by a smaller UOV over an extension field.
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1 Introduction

The unbalanced oil and vinegar signature scheme, UOV in short [14, 12, 11], is a signature
scheme whose public key is a set of multivariate quadratic polynomials over a finite field. It has
been considered that the original UOV is secure enough and its signature generation is efficient
enough under suitable parameter selections. However, its key size is relatively large and then
reducing key sizes of UOV has been an issue in this field. Until now, several variants of UOV
with smaller keys have been proposed [16, 4, 17, 15, 1, 19, 18] although some of them have
resulted in weakening the security [7, 10, 8, 13, 3, 9, 6]. QR-UOV [5] is also one of variants of
UOV with smaller keys, inspired by the BAC-UOV [18, 6]. Its keys of QR-UOV are generated by
companion matrices of an irreducible polynomial. This paper shows that the keys of QR-UOV
can be constructed by the keys of a smaller UOV over an extension field. This result simplifies
(future) discussions on QR-UOV; in fact, it shows that the problem of recovering an equivalent
secret key of QR-UOV is equivalent to that of a smaller UOV over an extension field.
The following is the list of notations used in this paper.

Basic notations.

F,: a finite field of order q.

Fy: the set of n-column vectors over F,.

ngm: the set of n x m-matrices over F,.

(@ij)1<i<n1<j<m’ the n x m-matrix whose (i, j)-entry is aj;.

A = (agj) Lciemi<iom for A = (aij)<i<p1<j<m and an integer g.
AR B := (aijB)i,j for two matrices A = (a;;);; and B.
Ar
A1 @@ Ay = for square matrices (or scalars) Aj, ..., Ag.

Apg
Tra:=a+a?+---+ ad € F, for an element a € qu of an extension field qu of Fy.
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2 UOV and QR-UOV

We first describe the original UOV [14, 11] and the original construction of QR-UVO [5].

2.1 UOV
Let n,m,o,v > 1 be integers with v > 20, 0 > m, n = 0+ v. Define the quadratic map
FiF S B, x = (a1, 00) = F(0) = (A1), - fin(x)) by
fi(x) = x; - (linear form of x41,...,2,) + (quadratic form of zy41,...,Ty)
1<i<o

=k ( 20 : ) x + (linear form), (1<j<m)

where the coefficients of the polynomials above are elements of F,. The unbalanced oil and
vinegar signature scheme (UOV) [14, 11] is constructed as follows.

Secret key. An invertible affine map S : Fjy — Fy and the quadratic map F defined above.
Public key. The quadratic map P := FoS: Fy — Fi".

Signature generation. For a message m = Y(mq,...,my) € F;' to be signed, choose
u1, ..., uy € Fg randomly, and find (y1,...,¥,) € Fy with

iyl e s Yor Uty ooy ty) =M1, ey fin(Uly ooy Yoy ULy v ey Uy) = My (1)

Since the equations in (1) are linear, (y1,...,¥,) is given efficiently. The signature for m is
z:= Sy, . Yo UL, Uy).
Signature verification. The signature z is verified if P(z) = m holds.

For most UOVs, S is taken to be S(x) = <1;0 > x. We call the set of maps (5, F, P)

I,
above an (Fg;0,v,m)-UOV map.

2.2 QR-UOV
Let I, N,0,V,n,m > 1 be integers with n = I[N, o = 1O, v =1V, V > 20, o0 > m and
g(x) = ap + a1x + --- + qi_12'"1 + 2! an irreducible polynomial of degree I over F,. For

h € Fylz]/(g), define the matrix ® € FfIXl by (1,2, ,271)® = (h,zh,--- ,2'"h) and set
Ag = {®] | h € Fylz]/(9)}. One can easily check that

Ag = {CLQI[ +a1C+--- +al_1C’l’1 ‘ ag, a1, ...,a;—1 € Fq},

—ao
1 —a
where C = C9 = & = . :1 is the companion matrix of g(z). Choose a non-
1 —aj_1
zero linear map ¢ : Fy[z|/(9) — F4 and put W := (¢(xi+jf2))1<ij<l. It is known that W@

is symmetric for any ® € A, (see Theorem 1 in [5]). For 1 <i < m,and 0 < j <1 —1, let
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F;; e Ff]VXN be a symmetric matrix with Fj; = (OE o ), S; € Ff]VXN a matrix with S; = (If Iv)

and

F:=W®Fyg+(WC)@Fq+---+(WC"™ e F,_,
S=L®Sy+C®S1+ - +C1®3 1.

Define the polynomials f;(x), p;(x) by fi(x) := &F;x and p;(x) = f;(Sx) for 1 <i < m, and the
maps F, P: Fy — FJ' by F(x) = (f1(x),. .., fm(x)), P(x) = (p1(%), .., pm(x)). Note that the
polynomial p;(x) is written by

pi(x) = xPix =% (W ®Po+ (WC)®@ Py +---+ (WC'™ ) ® P¢,1—1) X,

for some symmetric P;; € Ff]V XN We then see that the set of maps (S, F, P) defined above is
equivalent to an (Fg, 0,v,m)-UOV map. Such a variant of UOV is called QR-UOV.

3 An elementary construction of QR-UOV

In this section, we show that the maps S, F, P are described by a UOV map over an extension
field. We first prepare the following lemma.

Lemma 3.1. Let 6 € F i be a root of g(x) and © := (9(J’*1)qi71)1<' » Then, for any @ € A,,
<i,j<
there exist o, B € F i such that
00 '=a@al® - dal (2)
T W) =fe e m BT (3)

Proof. Since ©CO™1 = 0@ 09@ - ®07 ', we can easily check that (2) holds for some o € F ..
Next, fix co,...,¢—1 € Fy by

-1

o, van) = (Te(@™2) 1 t(¢(1), o(2), ... ,qS(:vl_l))

and put v :=co+ c10 + - -+ + ¢160'"! € F 1. Then v satisfies

-1 idj— 47—
© <7 CRECRENC R ) © = (Tr(’y@ i 2))1§i,j§l = ((ﬁ(x I 2))1§i,j§l =W, (4)
since
Tr(’y&k) = cOTr(Hk) + clTr(HkH) + i+ q_qTr (9’““71) = d)(:zk)
holds for k > 0. The equation (3) with 5 = v« follows from (2) and (4) immediately. O

Let X; := zj+x; 1,0+ '+f13i+(171)N91_1 for1 <i< N, X =4Xy,...,Xy)and Oy := OR1y.
It then holds Oyx = t(tX, tX(q)7--~,tX(ql_l)> =: X. Due to Lemma 3.1, we see that the
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polynomials fi(X),..., fm(x) in QR-UOV are written as follows.
filx) =xFx =X (0 F,0,)X
—ty ((’@_1W@_1) ® Fo+ -+ (0" 'woto Y g Fu_l) X
—_ty ((7 @ @VqH) ® Fi+---+ (79171 @O (Vglfl)ql”) ® Fi,l—l) X
¥ (Fore oF )X
SIXFEX A+ (XEX) 4+ (XEX)T =T (F(X)),

where

_ 0
Fi:=7F+~70F 4+ +~0'"'F; = ( f :;/)

and F;(X) := X F;X. Similarly, we have
ONSOV =SB SW @...56),
pi(x) =X (Pi ® Pi(q) D P 7)(‘1#1)) X

(2

1

ZIXPX + (XPX) 4+ (XPX)T =T (Pi(X)),
where

S:=80+05 +---+071S_4,
Pi :=YPio + Y0P + -+ + 46" Py

and P;(X) := 'XP; X. Furthermore, since p;(x) = f;(S(x)), we see that
pilx) =(Sx) Fi(Sx) = (6356, X) (05 Fi0})) (9505 X)
(SX)F(SX) + (SX)F(SX))" + -+ (SX)F(SX)" = Tr (F(SX)).

Thus we can construct QR-UOV as follows.

An elementary construction of QR-UOV.

Keys. Generate an (F;0,V,m)-UOV map (S, F,P). The secret key is (S, F) and the public
key is P.

Signature generation. For a message m = '(mq,...,my) € F;' to be signed, choose
Ui,...,Uy € Fy randomly, and find Y =/(Y1,...,Yp) € Fg with

Tr(fi(yla'--7YOaU17"'7UV)):mi

for 1 < i < m. The signature for m is Z := S7'(Y1,...,Yp,Uy,...,Uy) € Fé\z[-
Signature verification. The signature Z is verified if Tr(P;(Z)) = m; holds for 1 <1i < m.
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In the process of signature generation, one should solve a system of m equations in the form

Y
y (@) €1
(A,A(q), . ’A(ql‘l)) _ -
y(q'“l) em
for some A € F;’}XO and eq,...,en € Fy. While it seems a system of high degree polynomial

equations of O variables over F ., it is equivalent to a system of m linear equations of o(= Ol)
variables over F since @51t<tY,tY(q), .. ,tY(ql_l)> € F) and (A, A ... ,A(ql_1)> Oo € Fr*e.

Then, if 0 > m, one can (expect to) solve its system efficiently.
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